IARIA

SOFTENG 2026

The Twelfth International Conference on Advances and Trends in Software
Engineering

ISBN: 978-1-68558-398-9

May 24 - 28, 2026

Venice, Italy

SOFTENG 2026 Editors

Tsuyoshi Nakajima, Shibaura Institute of Technology, Japan



SOFTENG 2026

Forward

The Twelfth International Conference on Advances and Trends in Software Engineering (SOFTENG
2026), held between May 24-28, 2026 in Venice, Italy, continued a series of events focusing on the
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e Software testing and validation

e Software requirements

e Maintenance and life-cycle management
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Knowledge Reuse in ML Prototyping: Insights from an Interview Study

Selin Coban

Patrick Chrestin

Horst Lichter

Research Group Software Construction Research Group Software Construction Research Group Software Construction

RWTH Aachen University
Aachen, Germany
e-mail: coban@swc.rwth-aachen.de

Abstract—Prototyping is a core activity in Machine Learning
(ML) solution development, yet research on reuse in this context
has largely focused on source code, overlooking more comprehen-
sive forms of knowledge that ML developers rely on. This paper
reports on a qualitative interview study with 18 ML developers
from academia and industry that investigates how knowledge is
sought, evaluated, reused, and retained during ML prototyping.
Our thematic analysis reveals that ML developers reuse not
only code but also declarative knowledge (e.g., terminology and
foundational concepts) and procedural knowledge (e.g., design
patterns and instructions). Search strategies are opportunistic
and context-driven. Reuse decisions are based on quality, in-
tuition, and direct experimentation. Notably, retention practices
are often unsystematic, relying on memory or unstructured notes,
which hinders the effective transfer of knowledge across projects.
With this paper, we contribute a more structured perspective on
knowledge reuse in ML prototyping. We further highlight the
need for dedicated tools to support knowledge management in
ML solution prototyping and suggest directions for systematically
retaining this knowledge to increase its reuse.

Keywords-Knowledge Reuse; Prototyping; Machine Learning.

I. INTRODUCTION

Prototyping is a central practice in software engineering,
enabling developers to explore alternatives and mitigate risk.
In Machine Learning (ML), however, prototyping serves a
distinct purpose. Rather than emphasizing architectural or
implementation decisions, ML prototyping is driven by rapid
experimentation with data, algorithms, and models to assess
the feasibility and potential value of a solution before com-
mitting to product development.

ML solution prototyping is inherently exploratory. When ad-
dressing a specific problem, practitioners navigate the solution
space by examining related problems and leveraging existing
solutions, reusing ideas, approaches, and artifacts throughout
the process. Although code reuse in ML prototyping has been
studied, considerably less is known about how practition-
ers reuse more comprehensive forms of knowledge, such as
methodological choices or evaluation strategies.

Reuse is an essential means of developing more efficiently.
Reuse in software development is generally defined as a
process guided by a specific strategy that specifies what can
be reused and how [1]. This strategy dictates the development
and management of software artifacts to ensure they are easily
accessible for reuse. The reuse process must be adapted to
its context, as reuse activities must also be integrated with
development activities. Dedicated tools for reuse activities are

RWTH Aachen University
Aachen, Germany
e-mail: patrick.chrestin@rwth-aachen.de

RWTH Aachen University
Aachen, Germany
e-mail: lichter @swc.rwth-aachen.de

required to quickly and easily retrieve and apply reusable
artifacts.

Without a clear understanding of how knowledge is reused
during ML solution prototyping, valuable insights generated
in this phase risk remaining fragmented, inconsistently re-
tained, or lost altogether, limiting opportunities for reuse
across projects. A deeper understanding of ML developers’
knowledge-reuse practices can inform the design of processes
and tools that better support ML work, reduce duplication of
effort, and enable more systematic exploration of alternative
solutions. To address this gap, we conducted and analyzed an
interview study of ML developers focused on knowledge reuse
during prototyping.

The remainder of this paper is structured as follows. Section
II summarizes the related work on knowledge reuse. We
formulate the research questions in Section III. Section IV
describes the study method used to answer these research
questions. Section V presents the results of the study for
each question. In Section VI, we discuss these results and
formulate some conclusions for improved prototyping tool
support. Section VII outlines the threats to validity. Finally,
Section VIII concludes the paper and suggests directions for
future research.

II. RELATED WORK

This section reviews existing research on knowledge reuse
in software engineering and ML solution prototyping. It further
briefly introduces the Information Foraging Theory, which
explains how people search for and select information.

A. Knowledge Reuse in Software Engineering

In knowledge management, a distinction is made between
explicit knowledge, which is documented and readily share-
able, and tacit knowledge, which encompasses experiential
know-how [2]. In software engineering, knowledge is com-
monly categorized into four types: organizational, managerial,
technical, and domain-specific. Such knowledge may be em-
bedded within software artifacts, for example, domain models,
or exist solely in the minds of developers, as in the case of
design decisions.

Knowledge reuse has long been studied in software en-
gineering, with most work focusing on source code and
model reuse, often supported by recommender systems [3]-
[5]. Adjandra et al. conducted a systematic literature review
to provide an overview of the challenges of knowledge reuse
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in software engineering. They identified insufficient docu-
mentation, knowledge silos, and the inherent complexity of
knowledge management as key factors hindering efficient
reuse [6]. Exploratory empirical studies, such as [7], show that
source code and design patterns are among the most frequently
reused artifacts, and that the quality of artifact documentation
strongly influences the likelihood of reuse. Source code is
often copied and reused across projects, a practice that can
negatively impact software quality [8].

Stack Overflow has been studied extensively as a source
of code reuse, particularly with respect to reuse behavior and
recommender support [9]-[12].

B. Knowledge Reuse in ML Solution Prototyping

With regards to ML prototyping, previous studies have
identified widespread source code reuse in Jupyter Notebooks
(notebooks short), often in the form of source code cloning
[13]-[16], particularly from sources such as Stack Overflow
[17] and GitHub [18]. Researchers have also examined the
types of activities supported by such source code reuse, with
data visualization being among the most common [19].

Since reusing source code is an essential activity during
prototype development, researchers have also investigated how
tools integrated into notebooks can support this activity by
retrieving relevant code more efficiently than manual searches.
NBSEARCH supports semantic code search in notebooks [20].
JUPYSIM helps developers retrieve similar notebooks based on
user queries, but constructing complex graph-based queries
may hinder adoption [21]. ELYRA enables manual storage
and management of source code snippets extracted from
notebooks [22]. A fully automatic recommendation approach
is presented in TYPHON, which primarily relies on the sim-
ilarity of markdown text cells rather than code cells [23].
For data analysis and exploration, PYSNIPPET recommends
code snippets from ML library documentation and Stack
Overflow [24], while EDAASSISTANT offers code search and
recommendation functionality [25]. Recently, Large Language
Models (LLMs) have been explored to enable semantic search
notebooks [26].

Regarding ML model reuse, Peixoto et al. [27] propose
a recommendation approach for ML models based on data
similarity. AutoML techniques aim to automate the process of
selecting and configuring ML models for a given task. Some
AutoML approaches, particularly those using meta-learning,
leverage knowledge from previous ML problems to guide
model selection and hyperparameter optimization [28].

Further best practices supporting source code reuse include
ensuring the reproducibility of notebooks, sharing data along
with notebooks, and publishing ML libraries [15][29]-[31].

C. Information Foraging Theory

The Information Foraging Theory (IFT) explains how peo-
ple seek information by balancing its expected value against
the cost of acquiring it [32]. According to IFT, users aim to
maximize information gain while minimizing time and cogni-
tive effort, particularly in complex and uncertain environments,
such as the Internet.

A key concept in IFT is information scent, which refers
to cues that signal the potential usefulness of an information
source, such as titles or images on a webpage. Users rely on
these cues to quickly decide which sources to explore further
and which to abandon.

IFT also characterizes information-seeking behavior as op-
portunistic and iterative. Users refine their queries iteratively,
switch between sources, and adjust their goals based on inter-
mediate results. Hereby, users often favor shallow exploration
of multiple sources over deep analysis of a few, especially
when time is constrained. In this paper, IFT is used as
additional context to interpret the findings of our interview
study.

III. RESEARCH QUESTIONS

Despite its importance, knowledge reuse in ML prototyping
remains insufficiently understood. Studies of Jupyter Notebook
practices have highlighted extensive code cloning but have
paid little attention to the broader spectrum of knowledge
artifacts and to the strategies practitioners use to search for,
evaluate, and retain them. As a result, we lack a comprehensive
understanding of how ML developers actually engage in
knowledge reuse during prototyping.

The review of publications related to the knowledge reuse in
ML prototyping provided the basis for the following research
questions:

RQ1:

RQ2:

RQ3:

What types of knowledge are reused?

How do ML developers search for knowledge?
Where do ML developers search for knowledge, and
what tools do they use to do so?

How do ML developers evaluate knowledge and its
sources to decide whether they want to reuse them?
How do ML developers retain relevant knowledge?

RQ4:

RQS5:

Overall, by answering these research questions, we aim to
provide a holistic conceptual view of knowledge reuse in ML
solution prototyping, focusing on the type of knowledge reused
(RQ1), the reuse process (RQ2, RQ3, RQS), and the decision-
making mechanisms underlying reuse (RQ4).

This paper addresses these questions, providing a basis for
examining the full range of knowledge types reused by ML
developers and their strategies for searching, evaluating, and
retaining knowledge.

IV. STUDY METHOD

We opted for Cognitive Task Analysis (CTA) [33], in which
participants verbalize their reasoning as they mentally walk
through a task guided by semi-structured interview questions.
Participants were presented with a concrete ML solution proto-
typing scenario to ensure that their responses were grounded in
actual practice. Our goal was to understand why ML develop-
ers make specific reuse decisions during prototyping, insights
that cannot be reliably captured through observation alone.
Many reuse decisions stem from internal cognitive processes,
such as recalling prior solutions, evaluating alternatives, and
weighing trade-offs, which are not directly observable.
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To this end, we conducted semi-structured interviews to
collect qualitative data, followed by a thematic analysis of the
interview transcripts to generate both qualitative insights and
quantitative observations. This approach enables us to examine
not only the knowledge and practices reported, but also their
frequency of occurrence across participants.

A. Interview Design and Execution

Participants were asked how they would approach the fol-
lowing simple and abstract ML classification task:

You are given the map of a public building. The map
contains rooms, hallways, the library, the dining room, as
well as all further offices. You are also given an extensive
dataset of walking patterns, that are classified in GROUP-
1, GROUP-2, GROUP-3, and OTHER. Your task now is to
train a model that predicts the type of group when given
a walking pattern.

We selected this task to evaluate not technical proficiency
or domain knowledge, but the reasoning processes underlying
knowledge search and reuse. With this task as a foundation,
the interview questions were closely aligned with our research
questions.

Before the main study, we conducted a pilot interview to
refine the protocol and estimate its expected duration. In total,
we interviewed 18 participants from both academic and in-
dustry contexts. An overview of the demographic information
is presented in Table I. Participants were recruited through
professional networks to ensure heterogeneity in disciplinary
backgrounds and expertise in software engineering and ma-
chine learning. All participants reported having experience
with ML solution prototyping.

TABLE I. INTERVIEW PARTICIPANTS BY POSITION TYPE AND DOMAIN.

ID  Role Domain ML Org.
Exp.  Size
(yrs)
Industry Practitioners
1 Software Developer  IT Consulting and Software Dev. 3 <250
2A ML Practitioner Public Transport 45 <50
34 ML Practitioner Public Transport 9 <50
4 Student Worker Information Processing 2 <50
5 Data Analyst Finance 1 1
8 Data Owner Clothing Retail 3 >10k
10 Software Developer ~ Real Estate 2 <250
12 Consultant Corporate Consulting 4 <50
14 Software Developer ~ Process Automation 3 <50
15 Software Developer Al Consulting 45 <50
16 Al Expert Optimization Software 1 <5k
18 Consultant Green Energy 1.5 <5k
Academic Practitioners
6 Ph.D. Student Manufacturing 3 <10
7 Student Computer Science 2 N/A
9 Ph.D. Student Materials Engineering 5 <100
11 Ph.D. Student Medicine 0.5 <25
13 Researcher Mechanical Engineering 1 N/A
17" Ph.D. Student Computer Vision 6 <25

* Interview split into two parts due to interviewee availability.
IDs assigned in interview order; same letter indicates participants
from the same organization. N/A means that the organization
size for these participants is unknown.

The interviews were conducted by one researcher via
videoconferencing between December 2024 and March 2025.

All participants were informed about the purpose of the
interview and the procedures for handling data. Each inter-
view lasted between 32 and 87 minutes. All interviews were
audio-recorded with participant consent, transcribed verbatim,
pseudonymized, and stored for analysis.

B. Interview Analysis

To analyze the transcripts, we applied Thematic Analysis
(TA) according to Braun and Clarke [34], using an inductive
and semantic coding approach. This choice was driven by the
exploratory nature of our study, which aimed to understand
how ML developers search for and reuse knowledge.

Two researchers, referred to as the “TA Team,” carried out
the coding and theme development. In line with TA, codes
were generated directly from the data, reflecting participants’
explicit statements. Through discussion and refinement, the TA
team organized these codes into conceptual categories, which
it then developed into themes. The TA team determined the
frequency with which each code and topic appeared in the
interviews.

The TA process involved the following steps:

e Data familiarization: The TA team immersed themselves
in the transcripts to gain a comprehensive understanding
of the content.

e Initial coding cycle: Next, the TA team independently
conducted open, inductive coding using the qualitative
analysis tool Delve [35]. This step involved identify-
ing and labeling meaningful data segments related to
the research questions. Codes were kept descriptive and
grounded closely in the participants’ language, minimiz-
ing interpretive bias and preserving original intent.

o Consensus and second coding cycle: After the initial
coding cycle, the TA team compared results, discussed
differences, and reached consensus on the codebook.
The codebook was then systematically applied to all
transcripts in a second coding cycle to ensure consistency
and analytical rigor.

e Theme development: The TA team organized the codes
into categories, serving as candidate themes. These can-
didate themes were iteratively refined and aligned with
the research questions.

o Theme refinement and naming: The TA team refined the
themes through collaborative discussions to ensure clarity.
Each theme was named to reflect its essence.

e Reporting: In this paper, we report on the results
achieved. We excluded all codes that appeared in fewer
than four interviews (less than 20% of the total), except
where a code provided significant interpretive value.

Across the 18 interviews, we identified 89 unique codes.
Only ten appeared in fewer than four interviews, and only
four were mentioned a single time. This distribution indicates
that most practices occurred across participants, suggesting
that thematic saturation was achieved primarily. Additional
interviews would likely have revealed only minor or context-
specific practices rather than new overarching themes.
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C. Interview Material

We provide the complete dataset, including themes, codes,
quotes, their mappings, interview questions, full transcripts,
and a code-by-code occurrence matrix as supplementary ma-
terial on Zenodo [36].

V. RESULTS

This section presents all identified themes and subthemes,
organized by research question. Each theme is labeled (e.g.,
T1 for theme 1); participants are labeled similarly (e.g., P1
refers to participant 1).

A. What types of knowledge are reused (RQ1)?

Established concepts in knowledge management guided the
coding and categorization of identified knowledge into broader
themes. Our analysis revealed that ML developers actively
search for explicit knowledge. We distinguish three partially
interrelated categories: declarative, procedural, and executable
knowledge. We use the term knowledge element to refer
to explicit, codified units of knowledge that can be stored,
communicated, and reused. Based on these categories, Table
II provides an overview of the types of knowledge elements
mentioned by ML developers.

Tl Declarative Knowledge: It refers to factual and con-
ceptual knowledge that ML developers use to understand the
problem domain or to frame their solution approach [37].
Seven participants searched for relevant ferminology within
the problem domain to further refine their search queries. They
also explored foundations, such as commonly used metrics or
benchmarks, which they considered necessary for evaluating
the relevance and quality of reusable solutions. 12 ML devel-
opers searched for ML algorithms to determine which ones
could be useful for the given problem. Although algorithms
inherently involve procedures, participants typically sought
high-level overviews and conceptual distinctions (e.g., when
to use a random forest), rather than implementation details.

T2 Procedural Knowledge: It refers to knowledge that
combines conceptual understanding with guidance on how to
act [37]. 11 participants searched for a solution design pattern,
meaning a general sequence of steps required to achieve a
specific goal, including data preprocessing and feature engi-
neering. Others explicitly sought step-by-step instructions that
combine solution steps with practical guidance, such as code
snippets or tutorials, directly applicable to the given problem.
Both guide ML developers in applying their knowledge and
skills to solve the given ML problem.

T3 Executable Knowledge: It refers to knowledge elements
that can be executed directly or after integration into software
systems. These elements often embed both declarative and
procedural knowledge, typically in the form of code. Examples
include code snippets, ML libraries, and pre-trained ML
models. Such elements are reused to reduce implementation
effort and accelerate development.

TABLE II. SEARCHED KNOWLEDGE ELEMENTS.

Category Knowledge Element Type #Part.
T1 Declarative Knowledge ML Algorithm 12
Foundations 8
Terminology 7
T2 Procedural Knowledge Solution Design Pattern 11
Step-by-Step Instruction 6
T3 Executable Knowledge Code Snippet or Repository 12
ML Library 6
Pre-trained ML Model 4

In practice, ML developers blend different types of knowl-
edge: understanding key concepts (declarative), applying struc-
tured approaches or steps (procedural), and adapting existing
code (executable).

B. How do ML developers search for knowledge (RQ2)?

To answer this question, the TA team analyzed participants’
accounts of their search approaches and grouped the identified
codes into three themes (see Table III), which we describe in
the following section.

TABLE III. APPLIED SEARCH APPROACHES.

Search Approaches #Part.
T4 Opportunistic Behavior 18
T5 Executable First 10
T6 Solution Idea First 8

T4 Opportunistic Behavior: In line with IFT, the TA team
observed opportunistic search behavior among all partici-
pants in their choice of search and retrieval tools, knowledge
sources, and how they evaluated the quality of knowledge
elements. Many relied on surface-level quality evaluation,
such as recognizing familiar sources or drawing on prior
experiences, to rapidly select and evaluate the quality of
knowledge elements. This behavior aligns with the concept
of information scent, where individuals are drawn to sources
that appear to offer valuable and actionable information while
requiring minimal cognitive effort.

T5 Executable First: Ten participants mentioned that they
first search for executable knowledge that could directly
address the problem at hand. This was especially dominant
with academic practitioners. For example, P7 noted that un-
derstanding why an existing solution works is often easier
than defining an entire solution concept from scratch. Two
participants, one from industry and one from academia, noted
that they did not care about the internal mechanisms as long as
the solution effectively addressed the problem. This behavior
aligns with opportunistic behavior as these participants favor
rapid progress over deeper conceptual understanding.

T6 Solution Idea First: In contrast to T5, eight participants
stated that when searching, they first focus on understanding
the underlying reasoning behind an existing solution design
pattern before translating it into executable code. These ap-
proaches were not mutually exclusive: Some participants first
explored an executable knowledge element and subsequently
worked to understand the conceptual ideas behind it, while
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others started with forming a conceptual idea before se-
lecting an executable knowledge element. Both approaches
were observed among ML developers from both industry and
academia.

C. Where do ML developers search for knowledge, and what
tools do they use to do so (RQ3)?

During coding, the TA team identified different knowledge
sources as well as search and retrieval tools. These were
grouped into the theme search & retrieval tools, the purpose-
based themes sources for learning and sources for coding,
and the separate theme human sources. A complete overview
is provided in Tables IV and V.

TABLE IV. TOOLS USED FOR SEARCHING AND RETRIEVING

KNOWLEDGE.
T7 Search and Retrieval Tool Type #Part.
Web Search Engine 18
Scholarly Literature Search Engine 10
LLM 9
TABLE V. USED KNOWLEDGE SOURCES.
Category Knowledge Source Type #Part.
T8 Sources for Learning Blog Article 16
Scientific Paper 11
Video 10
Book 6
T9 Sources for Coding Stack Overflow Post 14
Technical Documentation 10
Personal Code Archive 10
Git Repository 9
T10 Human Sources Colleague / Expert 17

T7 Search & Retrieval Tools: ML developers often begin
by using web search engines, such as Google, or scholarly
literature search engines, like Google Scholar, to investigate
unfamiliar problems and identify existing solutions. Nine
participants also utilized LLMs (e.g., ChatGPT) for this pur-
pose, highlighting that they enable a more interactive and
conversational approach to exploring knowledge elements. Six
participants also mentioned using LLLMs for code generation
and content summarization. Strikingly, a larger proportion of
ML developers from academia (4 out of 6) reported using
some form of Al assistance compared to their counterparts in
industry (2 out of 12).

T8 Sources for Learning: To explore the solution space,
ML developers used scientific papers. This tendency was
particularly pronounced among academic ML developers (5
out of 6), whereas two participants from industry reported
that the knowledge in scientific papers was too specific. Blogs
were preferred for clarity and practical examples. Videos
were considered useful for hands-on learning and tutorials.
However, they were sometimes considered less efficient than
skimming text. Books were mentioned as a source of declar-
ative knowledge, but were also said to be more difficult to
search through.

T9 Sources for Coding: For coding-related questions, Stack
Overflow was the primary source, valued primarily for the

community feedback attached to each answer. Technical doc-
umentation (e.g., the scikit-learn user guide) was particularly
valued for guiding reuse, with eight ML developers from
industry and only two from academia. Git repositories offer
reusable code, often accessed through links provided in blogs
and papers. Ten ML developers reported searching their code
archives, although disorganization sometimes limited their
usefulness. The executable files within the coding sources
are typically “copied and pasted” or downloaded and then
modified.

T10 Human Sources: Participants consulted colleagues or
experts, although some hesitated to seek help due to concerns
about interrupting or disturbing them. Although not discussed
in the interviews, human knowledge sources can also share
tacit knowledge, i.e., personal experiences with specific solu-
tion approaches.

D. How do ML developers evaluate knowledge and its sources
to decide whether they want to reuse them (RQ4)?

To answer this research question, the TA team identified
codes for each mentioned criterion, by which a knowledge
element and its source are evaluated. Then, these criteria were
grouped by the overarching concept they describe. As a result,
the TA team identified three themes, namely quality-based,
intuition-based, and experiment-based evaluation approaches
(see Table VI). We describe each approach below.

TABLE VI. APPLIED KNOWLEDGE EVALUATION APPROACHES.

Evaluation Approach #Part.
T11 Quality-based 18
T12 Experiment-based 15
T13 Intuition-based 10

TABLE VII. QUALITY CRITERIA USED FOR EVALUATING KNOWLEDGE

ELEMENTS.
Quality Quality Criterion #Part.
T11.1 Usability Compatibility with development environment 15
Writing style 14
Ease of understanding 14
Presence of examples, code, or tutorials 12
Effort required to reuse the solution 10
T11.2 Credibility Recognized author or publisher 14
Community feedback 12
Transparency of decisions and results 11
Match with personal knowledge or experience 8
Cited or mentioned frequently 6
T11.3 Relevance Context match 17
Recency of publication or update 14

T11 Quality-based Evaluation: Three key qualities were
used to evaluate knowledge elements and sources: usability,
credibility, and relevance (see Table VII).

T11.1 Usability: Tt refers to how easily an ML developer
can understand and apply a knowledge element. This includes,
among other things, the perceived ease of understanding, the
effort required for reuse, and ease of integration into the ML
developer’s development environment. If the perceived effort
required for reuse is too high, ML developers discard solutions
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even when they would yield high performance. This occurs,
for example, when programming languages are incompatible.

T11.2 Credibility: Tt describes the perceived trustworthiness
of the source. ML developers consider criteria such as the
author’s expertise, community feedback, or the number of
citations. ML developers tend to favor sources created by
recognized experts, which are perceived as more credible due
to the assumed rigor of their development, and therefore spend
less time critically analyzing them.

T11.3 Relevance: It concerns the degree to which a knowl-
edge element matches with the ML developer’s problem
context, i.e., problem definition and data. The publication or
update date is a frequently mentioned criterion, since older
knowledge elements may be outdated. Practitioners typically
assess context match first, before investing further effort in
analyzing the knowledge element.

T12 Experiment-based Evaluation: In the case of executable
knowledge elements, such as code snippets, 15 ML developers
prefer to directly experiment with the artifact to evaluate its
strengths, limitations, and overall suitability. This also helps
them gain a better understanding (P13) or a “better feeling”
(P14) of the solution space. This was frequently reported by
all ML developers from academia.

T13 Intuition-based Evaluation: ML developers frequently
rely on their intuition to make quick judgments about the value
of a knowledge element or the credibility of its source. This
trend was particularly pronounced among ML developers from
industry (7 out of 12), compared to those from academia (3 out
of 6). Furthermore, this tendency is more pronounced among
ML developers with at least two years of experience (9 out of
10).

E. How do ML developers retain relevant knowledge (RQ5)?

ML developers employ a range of approaches to document
and manage relevant knowledge as they solve problems. To
develop themes, the TA team grouped codes by the nature of
the retention approaches, distinguishing between absent, ad-
hoc, unstructured, and structured approaches (see Table VIII).

TABLE VIII. APPLIED KNOWLEDGE RETENTION APPROACHES.

Retention Approach Mentioned Example #Part.
T14 Absent Rely on memory only 10
T15 Ad-hoc Bookmarking Keeping tabs open 7

Revisiting search history 2
T16 Unstructured Note-taking Taking digital or physical notes 8

Leaving comments in code 3
T17 Structured Notes in dedicated apps 6
Documentation Tools Curating collection of links 5

T14 Absent: Ten participants relied solely on memory, keep-
ing knowledge elements "in mind" as they worked. Among
participants adopting this strategy, seven out of ten were from
industry.

T15 Ad-hoc Bookmarking: A commonly reported approach
was to rely on the search history or keep browser tabs open,

often resulting in what P2 described as "tab chaos". Tabs were
used to temporarily store promising knowledge sources, which
participants planned to revisit later in the process. These ML
developers also reported retaining the information only until
the problem was resolved, indicating no intention to reuse the
knowledge in the future.

T16 Unstructured Note-Taking: Another approach is to
keep physical or digital notes. Eight participants described
writing down key ideas and partial solutions in notebooks
or using digital note-taking tools, motivated by the desire to
explain their design decisions at any time. Three participants
also added comments in the code to document the origin or
logic of reused code snippets. These notes served both as
external memory aids and as a way to organize thoughts during
exploration.

T17 Structured Documentation Tools: A subset of partici-
pants used more organized approaches for long-term knowl-
edge retention. Commonly mentioned tools included digital
note-taking applications with filtering and tagging capabilities,
as well as Overleaf, Citavi, and Microsoft Office software.

VI. DISCUSSION

Our sample included participants with diverse backgrounds,
roles, and domains. While this variation might be expected to
introduce substantial differences in prototyping and reuse prac-
tices, our analysis revealed a high degree of consistency across
participants. The vast majority of codes occurred in multiple
interviews, and the core themes emerged independently of
role, experience level, or industry context. This suggests that
the identified practices are robust across heterogeneous ML
developer groups.

Based on the research questions and study results, we iden-
tified the central reuse-related concepts and their relationships
(see Figure 1). This conceptual model can be interpreted
as follows: Depending on the selected search approach, the
knowledge search is performed using dedicated search and re-
trieval tools. These tools retrieve knowledge sources that cap-
ture knowledge elements of different knowledge types. The re-
trieved knowledge elements are systematically assessed using
a selected evaluation approach to determine their suitability
for the current ML prototyping context. Accepted knowledge
elements may be retained using a retention approach, thereby
facilitating their reuse in subsequent projects or iterations.

A. Implications for Knowledge Providers

By identifying evaluation approaches, we provide insights
into how ML developers decide whether to reuse knowl-
edge and which criteria influence these decisions. Knowl-
edge providers can leverage this understanding to strategically
strengthen information scent, thereby increasing the likelihood
of reuse. Moreover, organizations can use these insights to es-
tablish standardized practices for sharing knowledge generated
during ML solution prototyping.

Courtesy of IARIA Board and IARIA Press. Original source: ThinkMind Digital Library https://www.thinkmind.org

Copyright (c) IARIA, 2026. ISBN: 978-1-68558-398-9



SOFTENG 2026 : The Twelfth International Conference on Advances and Trends in Software Engineering

| Knowledge Search Search Approach |

uses

determines

- retrieves captures
|Search & Retrieval Tool H' Knowledge Source 'Hi Knowledge Element

1—' Evaluation Approach |

| Knowledge Type |
evaluates

classified by

retains—l Retention Approach |

Figure 1. Concept Model of Reuse in ML Solution Prototyping

B. Implications for Tools

More than half of the participants do not employ sustainable
methods to retain reusable knowledge. Knowledge thus tends
to become siloed at the individual level, either mentally or
in personal code archives, as evidenced by the fact that 17
participants reported relying on human sources.

The results of our study highlight several important direc-
tions for future tool development to address the challenges of
knowledge retention in ML prototyping. The absence of sys-
tematic approaches to retaining reusable knowledge is due not
only to insufficient tooling but also to limited integration with
ML developers’ daily workflows and collaborative platforms.

To address these issues, future tools should prioritize
features that support collaborative management and long-
term preservation of both knowledge sources and elements.
Seamless integration with widely used IDEs and collaborative
platforms can help embed retention practices into everyday
work. Additionally, automated tracing between artifacts and
reused knowledge elements and their sources would facilitate
better organization and retrieval of information over time.
Incorporating mechanisms for quality-based evaluation into
knowledge retention systems could further support ML de-
velopers, particularly given our finding that ML developers
rely on numerous quality criteria but lack systematic means to
manage them.

By addressing these needs, new tools have the potential to
reduce individual knowledge silos, foster broader sharing of
valuable knowledge across projects and teams, and ultimately
increase the degree of reuse in ML solution prototyping.

VII. THREATS TO VALIDITY

Internal Validity: To mitigate threats to internal validity, we
designed a semi-structured interview aligned with our research
questions. Two researchers independently coded all transcripts
and resolved differences through discussion to limit individual
bias. However, some subjectivity remains inherent in thematic
analysis, and our results depend on what participants chose to
share during their reflections. Furthermore, internal validity
may be affected by recall and social desirability bias, as
participants may misremember their actions or present their
decisions in a more favorable light. To mitigate this, we
assigned participants a prototyping task.

External Validity: Our findings are based on interviews with
18 ML developers from industry and academia, covering a
range of domains and roles. While this diversity supports the
breadth of our insights, the limited sample size constrains gen-
eralizability. Future studies with larger samples could further
strengthen the transferability of our findings.

VIII. CONCLUSION AND FUTURE WORK

This interview study examines how ML developers search
for, evaluate, reuse, and retain knowledge during solution
prototyping. By broadening the focus beyond code reuse,
our findings reveal that practitioners reuse a broad spectrum
of explicit knowledge, including declarative, procedural, and
executable knowledge.

Our results show that their search and evaluation behaviors
align with the principles of information foraging theory and
are strongly influenced by opportunistic decision-making. The
entire reuse process is shaped by the trade-off between speed
and systematic development. Activities such as understanding
the solution, documenting design decisions, and ensuring
sustainable knowledge retention are often neglected in favor
of quickly producing “good enough” solutions.

Because opportunistic behavior discourages ML developers
from investing time in manual knowledge retention, we want
to investigate how retention processes can be supported or
automated to promote knowledge reuse. Furthermore, we aim
to evaluate the validity of our knowledge reuse concept, as-
sessing the extent to which it reflects and accurately represents
real-world practices.
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Abstract— Internet of Things (IoT) systems operate in dynamic
and heterogeneous environments where behavior depends on
contextual assumptions such as connectivity, data quality, and
operational intent. These assumptions often remain implicit,
complicating validation and traceability in requirements
engineering. This paper introduces Con?, a lightweight context-
aware approach that integrates intent-driven context modeling
with executable behavioral specifications. Con?> formalizes
contextual assumptions as reusable context contracts linked to
Gherkin scenarios. This separation of context and behavior
improves explicitness, reduces duplication, and enables
automated testing and runtime monitoring. A smart building
lighting case study illustrates the approach, and an analytical
comparison with a conventional wuse case highlights
improvements in clarity and verifiability while maintaining
compatibility with Agile practices.

Keywords-Internet of Things; Requirements engineering; loT
Requirements; IoT development.

1. INTRODUCTION

IoT systems differ from conventional software systems in
that they operate across heterogeneous infrastructures that
connect cloud services with distributed networks of sensors
and actuators. By integrating hardware and software across
architectural layers, they create tight coupling between
physical processes and digital logic. Requirements in IoT
projects rarely remain stable; many emerge only during
deployment and operational use. Development must therefore
accommodate technological diversity while maintaining
scalability and security, which calls for methods that capture
requirements in a way that reflects the dynamic and context-
dependent nature of [oT systems.

Contextual information forms the foundation of
meaningful system behavior. Sensor measurements cannot be
interpreted reliably without considering environmental
conditions and user intent, and identical inputs may require
different responses depending on operational circumstances.
Context is thus essential rather than supplementary. Yet
contextual assumptions often remain implicit and fragmented
across architectural layers, with business meaning expressed
at higher levels and sensing details confined to devices. This
separation makes it difficult to relate functional requirements
to the conditions under which they hold. To address this gap,
we propose a context-aware requirements engineering
framework that embeds contextual assumptions directly into
executable behavioral specifications.

IoT systems operate in changing physical environments
and evolving usage scenarios, which complicates the

definition of behavior in advance. Requirements are refined
iteratively as real-world feedback reveals new constraints and
expectations. Such conditions favor lightweight, executable
specifications that evolve with the system and can be validated
continuously. Behavior-Driven Development (BDD) supports
this need by expressing requirements as testable scenarios that
function both as documentation and as automated verification
artifacts [14].

The rest of this paper is organized as follows. Section II
describes related work. Section III describes the importance
of context in IoT. Section IV describes our approach for
including context information in requirements. In Section V,
constructs and usage of our solution are described. Section VI
represents case study. Section VII provides evaluation of the
approach, and Section VIII discusses the findings. Section IX
concludes the paper.

II.  RELATED WORK

Research on context-aware computing provides
foundational definitions that explain why context is essential
for producing relevant system behavior. Dey’s work [6]
characterizes context-aware systems as those that use
contextual information to deliver services aligned with a
user’s task. This notion of task-dependent relevance closely
matches [oT scenarios, where identical measurements may
lead to different interpretations or actions depending on
operational purpose, such as monitoring or control. It also
broadens the concept of context beyond sensor metadata by
introducing an intent-driven perspective.

Within ToT, Pereraet al. [11] survey context-aware
computing for IoT and consolidate existing techniques and
middleware support for managing context. They highlight the
diversity of IoT environments and the complexity of context
handling, but it focuses primarily on processing mechanisms
rather than on how context should be elicited and structured
as a requirement engineering artifact throughout the lifecycle.

Requirements engineering (RE) for IoT has been
examined in several reviews that reveal both active research
and fragmentation. A systematic mapping study by Aguilar-
Calderdn et al. [1] shows that most proposals address isolated
aspects of RE and reflect the technical complexity of IoT
systems. Similarly, da Silva Souza [5] identifies a range of RE
processes and validation practices, suggesting a diverse
landscape rather than a unified, end-to-end methodology.

Some efforts move toward more practical guidance. For
example, RETIoT introduces structured scenarios and
templates to support requirements work and reports
encouraging results from project use [4]. Siakas et al. [12]
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propose REFIoT, a framework that organizes IoT challenges
across stakeholder and environmental dimensions to support
systematic elicitation. Likewise, Boutotet al. [2] present
UCM4lIoT, a domain-specific modeling language that extends
use cases to represent adaptive behavior across interconnected
IoT components.

There are also examples of efforts to utilize Gherkin [3]
language to systemize certain aspects of IoT development.
Wang et al. [15] have proposed a lightweight enhancement for
modeling concurrent and sequential behavior. Kannengiesser
et al. [8] present an approach to address the challenges of
testing Cyber-Physical Systems (CPS) by making abstractions
of Gherkin test scenarios.

Despite this body of work, interest in IoT-specific RE has
not significantly increased in recent years, and practice still
relies largely on conventional techniques such as use cases or
interviews [1]. Existing approaches remain fragmented and
domain-bound, often targeting only selected phases of RE or
specific applications. Given the inherently dynamic and
context-dependent nature of IoT environments, more
systematic methods are needed to capture contextual
information and integrate it consistently into requirements
across heterogeneous configurations.

In practice, context frequently remains implicit across
architectural layers, which makes it difficult to connect high-
level intent with low-level sensing and actuation behavior.

III. THE IMPORTANCE OF CONTEXT IN IOT

Perera et al. [11] define context as any information that
characterizes an entity’s situation. In software engineering,
requirements are typically classified as functional or non-
functional, with non-functional requirements shaping
architectural and quality decisions throughout the lifecycle. In
IoT systems, however, such qualities are rarely fixed.
Properties like latency, reliability, energy use, or data
freshness depend on operational conditions such as
connectivity or device state, which makes many requirements
inherently conditional rather than universally valid.

IoT applications involve diverse stakeholders who interact
with different parts of a shared infrastructure. Because devices
and services are interconnected across architectural layers,
requirements may be interpreted differently depending on
perspective. This wvariability increases the difficulty of
specification and validation, particularly when contextual
assumptions remain implicit.

When contextual knowledge is incomplete, data may
become ambiguous at the application level. Although
semantic metadata clarifies structure and relationships,
contextual information is often only partially structured,
limiting automated interpretation [ 13]. Misalignment between
data producers and consumers can further distort meaning. In
smart farming, for example, analytics-based
recommendations may be disregarded when they conflict with
established practices or experiential knowledge [7]. Resource-
constrained devices add another layer of uncertainty by
relying on external context sources that may be inconsistent
or outdated [16]. Mouhim and Lachhab [10] survey contextual
modeling approaches and highlights trade-offs between

simplicity and expressiveness in different representation
techniques.

More fundamentally, IoT requirements depend not only on
inputs but also on situational context. In traditional software,
identical inputs usually lead to identical outcomes. In IoT
systems, the same input may produce different behavior when
surrounding conditions change. Requirements therefore
become adaptive and situational rather than stable and
environment independent.

The layered architecture of IoT systems reinforces this
dynamic. Contextual meaning emerges gradually as data
moves upward through the system. A raw accelerometer
reading at the device layer represents physical acceleration
only; subsequent layers interpret and enrich this signal until it
informs business-level decisions such as maintenance actions.
Context thus accumulates across layers rather than existing as
a single, fixed description. This accumulation is illustrated in
Table I with an example of data from vibration sensor, which
evolves from a plain acceleration value at the device level to
a required action at the intent level.

TABLE 1. ACCUMULATING CONTEXT
Data Context .

Layer Type Meaning
Device ax.ay, az Physical Acceleration values
Edge RMS, FFT Operational Vibration level
Cloud Anomaly Analytical Equipment health

score
Application z/clzlonrtlenance i?::tless / Recommended action

IV. CON? APPROACH

We adopt Gherkin and Behavior-Driven Development
(BDD) as the foundation because they align with
contemporary [oT practices and reflect the event-driven
nature of such systems. Gherkin provides a lightweight,
executable specification language in which requirements are
expressed as Given—When—Then scenarios that function as
both documentation and automated tests [3]. Unlike heavier
modeling approaches that remain detached from
implementation, Gherkin integrates naturally with Agile and
DevOps workflows and supports continuous validation. Its
executable scenarios allow requirements to evolve with the
system and to be verified through testing or runtime
monitoring, making it a practical basis for integrating explicit
context and contract semantics.

However, while Gherkin captures discrete behaviors
effectively, it does not explicitly represent the continuous and
distributed contextual conditions typical of IoT systems. Our
extension preserves standard syntax while introducing
structured mechanisms to define and reuse contextual
assumptions across scenarios. By separating context from
behavior, the approach reduces duplication and enables
conditional requirements to be specified under clearly defined
operating conditions.
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A. Intent-Driven Context Modeling

The proposed context-aware requirements approach
supports IoT development by making contextual knowledge
explicit and structured. It begins with the systematic
elicitation of operational intent and underlying assumptions so
that critical dependencies do not remain implicit or
fragmented across stakeholders. These are formalized as
context contracts that describe the information and constraints
associated with each architectural layer, reducing ambiguity
and improving shared understanding. By linking contextual
definitions to executable behavioral scenarios and runtime
metrics, the approach establishes traceability from
assumptions to observable system behavior and enables
continuous validation as operating conditions evolve.

An Intent Context represents the operational purpose of
the system from a stakeholder perspective. Rather than
describing environmental conditions alone, it clarifies why the
system operates and under which assumptions that purpose
can be achieved. Intent defines which variables are relevant
and what levels of performance or constraint are acceptable,
thereby shaping how requirements are interpreted and how
system behavior is evaluated.

Formally, we define an intent context C as the tuple

C = (IJSTlSe)QJOIP)

where each element captures a distinct aspect of
operational purpose and constraints. I denotes the intent
statement, S, denotes the set of required internal signals,
S.denotes the set of external inputs, Q denotes data quality
constraints, O denotes operational or safety constraints, and P
denotes optimization objectives or policies.

B. Contracts

Our approach draws inspiration from Design-by-Contract
[9] to make assumptions and guarantees explicit and verifiable
in IoT requirements. Specifications are structured around
preconditions, postconditions, and invariants, which define
the contextual assumptions under which behavior is valid, the
outcomes the system must guarantee, and the properties that
must always hold to ensure safety and correctness. In this
framework, these elements are elevated from method-level
assertions to system-level context contracts that define
responsibilities across architectural layers. This contract-
based view clarifies obligations across device, edge, and cloud
components while enabling automated testing and runtime
monitoring. By combining Design-by-Contract principles
with executable behavioral scenarios, requirements become
enforceable throughout development and operation rather
than remaining purely descriptive.

Table IT maps classical Design-by-Contract concepts to
their counterparts in Con? and explains their role in IoT
requirements  engineering. Traditional elements are
reinterpreted as explicit context assumptions, behavioral
guarantees, and safety or quality constraints that govern when
behavior is valid and what outcomes must be achieved. These
constructs are organized into layered context contracts
spanning architectural components to clarify responsibilities.

Runtime assertion checking corresponds to continuous testing
and monitoring, while contract refinement is reflected in

context specialization for different operational intents.

TABLE II. CONTRACT CONCEPTS
Design-by- s . .
esign-by Traditional Corresponding Role in IoT
Contract . . A X
meaning element in Con requirements
concept
Define when behavior
.. Context .. .
Pre- Conditions  that assumptions ,|or decisions are valid
. must hold before ptio . |(e.g., data freshness,
conditions . Preconditions  in .
execution connectivity,
context contracts oo
calibration)
Then-clauses /| Specify measurable
Post- Guarantees after peetly
. . Contract outcomes and
conditions  |execution o
guarantees acceptance criteria
. . |Ensure continuous
. Properti hat| Safet lit L
Invariants operties  that Safety .& quality safety, reliability, and
always hold constraints
correctness
Formal Layered context|Clarifies
Contract agreement contract responsibilities
between  caller|(device/edge/ between architectural
and callee cloud) layers
. Runtim Test . S
Assertion u't © s & Continuous validation
. verification  of| monitoring - .
checking . . and runtime adaptation
conditions metrics
Contract Stronger Context Different constraints
rofine-ment guarantees in|specialization per|under monitoring vs
subtypes intent/layer control vs optimization

A Context Contract defines the data and quality conditions
associated with a given context by specifying the structure,
semantics, and validity of the information on which a
requirement depends. By making explicit which data must be
available and trustworthy, it clarifies the assumptions
underlying system behavior and addresses a common IoT
issue in which data availability or quality constraints remain
implicit.

A Contextual Scenario is a conventional Given—When—
Then specification annotated with one or more intent contexts.
The scenario inherits the context’s assumptions and
constraints, reducing repetition and strengthening traceability.
Behavioral expectations are therefore interpreted only under
explicitly defined operating conditions, which improves
modularity and allows the same behavior to be evaluated
consistently across alternative intents.

V. CONSTRUCTS AND USAGE

A. Language Extensions

Con? extends Gherkin with lightweight constructs that
define reusable contexts and associate them with behavioral
scenarios. Rather than altering the semantics of
existing Feature or Scenario elements, the extension
introduces additional structures that make contextual
assumptions first-class and reusable. These separate the
definition of operational intent and environmental constraints
from behavioral descriptions, allowing requirements to be
interpreted only under explicitly stated conditions.

The extension therefore augments, rather than replaces,
conventional Given—When—Then scenarios. Context is
defined once as structured, verifiable artifacts and then
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referenced by scenarios that depend on it. This design reduces
duplication, improves traceability between assumptions and
behavior, and enables automated validation of both contextual
conditions and functional outcomes. Together, the new
constructs allow Gherkin specifications to capture not only
what the system should do, but also under which contextual
circumstances the behavior is valid.

A Context block declares reusable contextual assumptions
and constraints that must hold for related scenarios to be valid.
It encapsulates operational intent together with the required
signals and quality conditions. The Intent field and contract-
oriented sections - Preconditions, Invariants, Postconditions,
and Externallnputs - define contextual assumptions and
guarantees outside of standard Given—When—Then scenarios.

The (@context annotation associates a  standard
Gherkin Scenario with one or more previously defined
contexts. The scenario inherits all assumptions and constraints
from the referenced context. The following example
illustrates the usage of these constructs.

Context: PredictiveMaintenance

Intent: Early degradation
minimal downtime

detection with

Preconditions:

- vibration_ stream freshness <= 30s

- rpm_available OR rpm quality >= 0.9
- calibration status == valid

- sampling rate hz >= 5000

Invariants:

- alarm if rms vibration g >= 0.80 for >= 10s
- data_completeness >= 98% /day/asset

- units: acceleration=g, frequency=Hz

- anomaly score uses approved model version

Postconditions:

- health_state every <= 5 min

- anomaly score <= 10s per window

- maintenance_recommendation includes evidence
ExternalInputs:

- asset registry

- maintenance history

- operating conditions

- spare parts status (optional)

@context (Monitoring)

Scenario: Excessive vibration alert
Given vibration rms > 12 mm/s
When sustained for 5s
Then maintenance alert generated

B. Process Integration

Con? integrates naturally into Agile/DevOps workflows
without introducing heavy upfront modeling.

Step 1. Context elicitation. Stakeholders identify
operational intents and derive corresponding contexts. For
each intent, required signals, external inputs, and quality
constraints are documented. This step makes implicit
assumptions explicit and surfaces missing information
sources.

Step 2. Scenario specification. Behavioral requirements
are written as contextual scenarios. Scenarios focus on
decision logic and observable outcomes rather than repeating
environmental details.

Step 3. Validation and testing. Contexts are automatically
checked for completeness, while scenarios are executed using

BDD frameworks. Context contracts guide the creation of
simulation data and monitoring rules.

Step 4. Runtime monitoring. Quality constraints defined
in contexts (e.g., freshness or completeness) are monitored in
production, enabling continuous validation of requirements
satisfaction.

C. Diverse stakeholder concerns

By aligning context contracts with both architectural
layers and stakeholder perspectives, the approach provides a
structured way to elicit and document requirements from
multiple viewpoints without losing coherence across the
system. Each layer captures the goals that are meaningful to
its respective stakeholders, allowing device-level concerns
such as sensing accuracy or connectivity to be specified
independently from operational processing constraints or
business objectives. This separation enables stakeholders to
articulate requirements using familiar terminology, without
needing detailed knowledge of the entire technical stack. At
the same time, explicit contracts connect these viewpoints
through clearly defined dependencies, ensuring that higher-
level expectations remain grounded in the conditions provided
by lower layers. We believe that this reduces ambiguity and
improves traceability of requirements. Furthermore, it
systematically integrates diverse stakeholder concerns while
maintaining consistency across the [oT architecture.

VL

To demonstrate the applicability of Con? in a realistic
setting, we apply it to a smart building lighting control
scenario derived from our ongoing project, where IoT
technology is used during construction and later to monitor
living conditions. The case illustrates how contextual
assumptions can be elicited, formalized as contracts, and
linked to executable behavioral specifications. Although
compact, it reflects key IoT characteristics such as
heterogeneous  devices, distributed control, multiple
stakeholders, and context-dependent behavior.

The system provides voice-controlled indoor lighting.
Users can switch individual lights or groups through spoken
commands. The solution integrates voice assistants, home
automation middleware, and KNX-based building
automation, spanning device, edge, and application layers.

Three stakeholder roles interact with the system: residents,
presenters, and maintainers. While sharing the same
infrastructure, they differ in expectations regarding
responsiveness and reliability, which highlights the need for
explicit contextual assumptions.

Although switching lights appears straightforward, correct
operation depends on contextual conditions such as user
presence, connectivity, device availability, command
resolution, and timely response. In the original project
documentation, these aspects were captured in a traditional
use case where assumptions remained partly implicit and
scattered, making validation difficult.

We therefore elicit the operational purpose as an intent
context, defined here as providing reliable, low-latency voice-
based lighting control inside the building. The resulting

CASE STUDY: SMART BUILDING LIGHTING CONTROL
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LightingControl context is specified using Con? contract
elements to make these assumptions explicit..
Context: LightingControl

Intent: Provide reliable and low-latency voice-
based lighting control inside

Preconditions:
- user_location == "inside"
- network.connected == true
- volce_service.available == true

- each light.has unique identifier == true

Invariants:
- response time <= 1ls
- device availability >= 99%
- authorization valid == true
Postconditions:

- selected lights.state == requested state

ExternalInputs:
- voice command
- device registry
- KNX network

These eclements formalize requirements that would
otherwise remain implicit. For example, response time is
defined as a measurable invariant, while connectivity and
authorization become explicit, verifiable assumptions.
Structuring requirements in this way clarifies responsibilities
across architectural layers, assigning device state, command
routing, and authorization control to their respective
components.

Behavior is then specified using Gherkin scenarios
annotated with the defined context, keeping behavioral logic
concise  while automatically inheriting contextual
assumptions. Additional scenarios describe alternative
behaviors and error conditions.

@context (LightingControl)
Scenario: Turn on living room ceiling light
Given the wuser says "Turn on the living
ceiling light"
When the command is recognized
Then the living room ceiling light shall be ON

room

@context (LightingControl)

Scenario: Unknown light name
Given the user says "Turn on the red hallway lamp"
When the device cannot be resolved
Then an error message shall be provided

@context (LightingControl)

Scenario: Device unavailable
Given the requested light is unreachable
When a control command is issued
Then the system shall report a failure

These scenarios focus on observable behavior, while
contextual assumptions such as connectivity and latency are
inherited from the context contract. This separation reduces
duplication and improves maintainability, since shared
assumptions are defined once. Because the scenarios follow
the BDD style, they can be executed as automated tests.
During development, simulated device states and voice
commands verify postconditions, and in operation the same
contract elements are monitored at runtime. Response time,
device availability, connectivity, and command success rates
are continuously tracked, allowing invariant violations to
trigger alerts or fallback behavior. Requirements thus evolve

from static documentation into enforceable runtime checks,
supporting continuous validation within DevOps workflows.

Applying Con? to the lighting scenario demonstrates
practical benefits. Contextual assumptions become explicit
and testable, separation of context and behavior reduces
repetition, layered contracts clarify responsibilities, and
executable specifications enable automatic validation of both
functional and quality requirements. Even in this compact
example, the dependency of behavior on contextual factors
becomes evident, reinforcing the value of making context
explicit to improve clarity and maintainability.

VIL

We evaluate the proposed Con? approach using criteria
relevant to IoT requirements engineering: explicitness of
assumptions, traceability between context and behavior, and
executability. Rather than conducting a large-scale empirical
study, the goal is to analytically assess whether the approach
improves clarity, structure, and verifiability compared with
the conventional format used for the smart building use case.

The comparison contrasts two representations of the same
functionality, Lighting-1: the original textual use case and the
Con?-based specification built from intent contexts, contracts,
and contextual scenarios. Although both describe voice-
controlled lighting, they differ in how contextual knowledge
is represented and validated. The analysis examines which
assumptions are implicit or explicit, and how clearly
responsibilities are assigned across architectural layers.

In the traditional use case, preconditions, postconditions,
and interaction steps are presented narratively, leaving many
contextual aspects informal. Network availability, device
readiness, response time, and authorization appear as textual
assumptions without structured support for validation or
reuse, which increases the risk of being overlooked. In
contrast, the Con? specification separates context from
behavior by formalizing assumptions and quality constraints
as contracts while scenarios describe observable outcomes.
This structure enables reuse across scenarios and supports
automated testing and runtime monitoring, turning contextual
statements into verifiable system properties.

Table III summarizes the differences using concrete
elements drawn directly from the original use case. The
comparison suggests three main benefits. First, Con? improves
explicitness by converting informal assumptions into
structured, contract-based elements. Second, it enhances
traceability by linking contextual conditions directly to
executable scenarios. Third, it increases verifiability by
enabling automated testing and runtime monitoring of both
functional and non-functional requirements.

EVALUATION

VIIIL.

Con? augments behavioral specification with contextual
semantics. With structured yet lightweight constructs for
context and contracts, it enhances explicitness without
imposing substantial overhead. Improved explicitness is the
central benefit observed in the case study, which also
improves traceability. Each contextual scenario links high-
level intent to an executable behavior, making it possible to
reason systematically from stakeholder goals to concrete tests.

DiscussIioN
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In IoT projects, requirements frequently emerge only after
deployment and operational feedback. Contexts and scenarios
can evolve alongside the system, enabling gradual refinement
rather than heavy upfront modeling. Traditional requirements
techniques often assume stable environments and may
struggle to capture the dynamic behavior of IoT systems.

TABLE IIL TABLE TYPE STYLES
Aspect from | Conventional Con? Practical effect
the original use case representation
use case representation
User must be|Informal Explicit Can be validated
inside building |precondition text |precondition  in|using location
context contract |sensing
Network must/Mentioned  as|Context invariant|Enables automatic
be operational |assumption (connectivity ==|monitoring and
true) alerts
Devices must|Narrative Device avail-|Clear responsibility
be ready statement ability invariant | for device layer
Unique  light|{Implicit design|Required internal Improves  device
identifiers constraint signal registry traceability
Response time|Non-functional |Measurable Testable in CI and
<ls note quality constraint |runtime
Authorization |Textual rule Operational Enforceable  and
required constraint auditable
Voice com-|Step-by-step Gherkin cont-|Executable
mand behavior |scenario extual scenario automated test
Error handling |Listed Separate  contex-|Testable failure
exceptions tual scenarios paths
Shared assump-|Repeated or|Defined once in|Reduces duplication
tions across |implied context block
scenarios
Responsibility |Not explicit Layered context|Clear device
across layers contracts /edge/cloud roles

Although demonstrated using a smart building scenario,
the principles underlying Con? are not domain specific. Any
IoT system where behavior depends on environmental or
operational conditions may have advantage from explicit
context modeling. However, for small or static systems, the
potential modeling overhead may not be justified. The
benefits become more pronounced as the system complexity,
heterogeneity, or stakeholder diversity increases.

The current evaluation remains qualitative and limited to
a single illustrative real-world case, which limits the ability to
generalize the findings across diverse domains and project
scales. Furthermore, the assessment of clarity and traceability
relies on analytical comparison rather than strictly controlled
empirical measurements, which may introduce subjective
interpretation. Broader empirical studies are required to assess
usability of the approach, and measurable impacts on clarity,
traceability, and validation of requirements in IoT.

IX. CONCLUSION AND FUTURE WORK

IoT systems operate in dynamic and context-dependent
environments where behavior depends not only on functional
logic but also on implicit environmental and operational
assumptions. This paper introduced Con?, a lightweight
context-aware requirements engineering approach that makes
such assumptions explicit through intent-driven context
contracts and executable behavioral scenarios. By integrating
contextual modeling with Gherkin-based specifications, Con?

improves explicitness while remaining compatible with Agile
and DevOps practices. The exemplar case study indicates that
even simple [oT application scenarios benefit from separation
of concerns, supporting the argument that context should be
treated as a first-class element in IoT requirements
engineering. Future work will focus on empirical evaluation
and tool support in larger industrial deployments.
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Abstract—Software defect prediction is one of the most funda-
mental issues to identify defect-prone modules in module testing,
and enables to reduce effectively the module testing cost. While
several machine learning techniques are applied to the software
defect prediction, it is well known that ensemble methods such as
random forest are quite useful to detect the defect-prone modules
with high predictive performance and low computation cost.
Since the Random Forest (RF) contains the hyperparameters,
which have to be carefully tuned in advance, the prediction
accuracy on the defect-proneness strongly depends on the tuning
results in the random forest. In this paper, we propose to
apply three metaheuristic algorithms: Latin Hypercube Sampling
(LHS) algorithm, Artificial Bee Colony (ABC) algorithm, and
Parameter free Genetic Algorithm (PfGA), to search the optimal
hyperparameters in the RF-based software defect prediction, and
investigate the predictive performance of defect-prone modules.
In experiments with six actual software development projects, we
compare our fine-tuned RF algorithms with the existing machine
learning approaches. It is empirically shown that the fine tuning
via metaheuristics could provide better predictive performances
on F-score in software defect prediction.

Keywords-software defect prediction; defect-prone module; ran-
dom forest; hyperparameters; metaheuristics; fine tuning; search-
based software engineering.

I. INTRODUCTION

In almost all software development projects, it is necessary
to spend a large amount of testing time and cost, because
software systems are implicitly expected to be defect-free
after releasing to the users or market. On one hand, it is
known that the requirement of defect-free software is rather
stringent and cannot be achieved in almost all the development
projects, since the software testing period is limited but the
testing cost is rather expensive. Hence, the practical and ad hoc
approach would be to shorten the testing period by improving
the efficiency of software test. Many experiences suggest that
software defects should be fixed timely and exactly from the
defect-prone modules, if they can be identified. If sufficient
testing resources, including testing personnel for review and
highly advanced test case generation algorithms etc., can be
allocated to the software module testing, it may be possible
to detect/fix an enough number of defects even in the module
testing level.

However, the defect-prone modules in large-scaled software
systems with a number of modules tend to be sparse, test-
ing/reviewing all the modules is not cost-effective. Software
defect prediction is one of the most fundamental issues to
identify the defect-prone modules before the review/test, and
enables to reduce effectively the module testing cost. It can

be defined as a statistical discriminant problem and be char-
acterized by software defect-prone module probability, which
is defined as the probability that a module contains at least
one software defect. More specifically, suppose that the binary
data that each module was defect-prone (1) or defect-free (0)
are available as training data, and that feature data, called
software metrics, involving the module size, complexity and
development effort, are observed for all the modules. Based
on the training data and the feature data, one predicts the
defect-prone module probabilities for the remaining modules
that have not been reviewed yet, and judges whether they are
defect-prone or not.

During almost the last four decades, several machine learn-
ing techniques were applied to the software defect prediction.
In early phase, standard discriminate analysis techniques such
as logistic regressions, multi-layer perceptron neural networks,
naive Bayes, etc. have been utilized for the software defect
prediction. There are classified into two approaches: deep
neural network approach [1] and ensemble approach [29]. In
the former approach, the deep neural networks [2] [3] [26] are
commonly used techniques to relate software metrics data to
the binary discriminant problem. The latter approach is based
on boosting algorithms, such as XGBoost [8] and AdaBoost
[12], and bagging algorithms [5]. Laradji et al. [17] combined
feature selection and ensemble learning on the performance of
defect classification, where a new two-variant ensemble learn-
ing method is proposed with and without feature selection.
Tong et al. [23] applied stacked denoising autoencoders for
feature learning in software defect prediction, and combined
the deep learning with two-stage ensemble. Riaz et al. [22]
developed a novel method by combining rough set theory, K-
nearest neighbor rule and noise-filter technique to deal with
imbalanced classes for software defect prediction.

In this paper, we focus on random forest (RF) -based
software defect prediction. RF proposed by Breiman [6] is a
representative ensemble method by extending the well-known
decision tree algorithms, and can be also used in software
defect prediction with high predictive performance and low
computation cost. Similar to the other machine learning meth-
ods, RF contains hyperparameters, which have to be carefully
tuned in advance [21]. Malhotra and Khanna [20] used four
strategies of ensemble learning to predict change prone classes
by combining seven individual Particle Swarm Optimization
(PSO)-based classifiers as constituents of ensembles and ag-
gregating them using weighted voting. Turabieh et al. [25]
employed three metaheuristics: Binary Genetic Algorithm

Courtesy of IARIA Board and IARIA Press. Original source: ThinkMind Digital Library https://www.thinkmind.org

Copyright (c) IARIA, 2026. ISBN: 978-1-68558-398-9

15



SOFTENG 2026 : The Twelfth International Conference on Advances and Trends in Software Engineering

(BGA), binary PSO, and Binary Ant Colony Optimization
(BACO), for feature selection problem in software defect
prediction. Alsghaier and Akour [4] proposed an approach by
integrating GA with support vector machine classifier and PSO
for software defect prediction. Zhang et al. [28] considered a
novel defect prediction model based on stacked sparse de-
noising autoencoders in [23], extreme deep learning machine
optimized by PSO and another complementary gravitational
search algorithm. Khan et al. [14] investigated software defect
prediction models with seven machine learning classifiers in
conjunction with the artificial immune network by optimizing
their hyperparameters. Recently, Thomas and Kaliraj [24]
used a fine-tuned RF classifier to optimize hyperparameters in
addition to applying an oversampling technique, and enhanced
predictive accuracy in software defect prediction.

We consider RF-based software defect prediction, which
differs from [14] and [24] in that the hyperparameters of RF
are tuned by multiple metaheuristic algorithms. Note that the
original RF by Breiman [6] consists of the depth of trees,
the number of trees and the number of features, which are
regarded as hyperparameters. The commonly used technique
to determine the hyperparameters is based on the preliminary
experiments to tune them. In fact, several ensemble methods
involving RF are available in free tools, where the default val-
ues of the hyperparameters are set up. It is worth mentioning
that these default values must be tuned carefully or optimized,
if possible, for specific problems, but some authors seem to
use the default values without doubt in many cases. The most
well-known technique to determine the hyperparameters in
RF would be grid search [21]. However, the grid search is
also a heuristic algorithm, and does not guarantee the globally
optimal hyperparameters.

The main challenge of this paper is to apply three meta-
heuristic algorithms: Latin Hypercube Sampling (LHS) algo-
rithm, Artificial Bee Colony (ABC) algorithm, and Param-
eter free Genetic Algorithm (PfGA), to search the optimal
hyperparameters in the RF-based software defect prediction,
LHS algorithm, which was developed in Los Alamos National
Laboratory [19], is a classical heuristic method for generating
a near-random sample of parameter values from a multi-
dimensional distribution. ABC algorithm is an optimization
algorithm inspired by the intelligent foraging behavior of
honey bee swarm [13]. Kondo and Asanuma [15] applied the
ABC algorithm to optimize the hyperparameters in RF. PfGA
is an intuitive but most fundamental technique to determine
the hyperparameters in ensemble methods. We tune the RF-
based software defect prediction models by the above three
metaheuristics, and compare them with the grid search ap-
proach and the other boosting-based software defect prediction
models, such as AdaBoost [12], XGBoost [8] and Light
Gradient Boosting Machine (GBM) developed by Microsoft
[16].

The remaining part of this paper is organized as follows. In
Section II, we formulate the software defect prediction as a
statistical discriminant analysis. Section III overviews the RF.
Section IV introduces three metaheuristic algorithms: LHS,

ABC and PfGA. The experiments with six NASA data sets:
CM1, KCI1, KC3, MW1, MC1 and MC2, are presented in Sec-
tion V, where we compare our fine-tuned RF-based software
defect prediction models with the common grid search as well
as the existing boosting models: AdaBoost, XGBoost, Light
GBM, and common Multi-Layer Perceptron (MLP) neural
network. It is empirically shown that the fine tuning via
metaheuristics could provide better predictive performances
in terms of F-score.

II. SOFTWARE DEFECT PREDICTION: FORMULATION

In software development projects, detecting and fixing soft-
ware defects in limited testing resources are rather expensive,
but play a significant role to assure software reliability. There
are two major problems to make the software test effective:
software defect localization and software defect prediction.
The purpose of software defect localization is to identify
the defect position on a software program. The software
defect prediction focuses on the identification of defect-prone
modules before reviewing/testing software program in the
module testing. Identification of software defect-prone mod-
ules enables us to carry out software module test effectively.

Suppose that a software system under the module test
consists of N modules. Let x; = (x;1, 242, ..., %) denote
the feature vector of the i (= 1,2, ..., N)-th software module,
where n types of features, called software metrics, are avail-
able in the coding phase. Define the binary random variable:

if ¢ — th-module contains software bugs, 0

otherwise.
Let Pi(x;) = P{Y; = 1 | x;} be the defect-prone module
probability which denotes a probability that the i-th module
contains any software bug, conditioned that the software
metrics x; are given. Since Y; is a Bernoulli random variable
for fixed 4, it is evident that E[Y;] = P;(x;).

For the simplest example, consider the logistic regression
model:

exp(zi)

P’L(ml) - R(mz | ﬁvBO) - 1+ exp(zi)a (2)
where exp(z;) = BT x;+ 3y denotes the random variables rep-
resenting the tendency of bug presence, 8 = (51, 82, .-, Bn)
is the regression coefficient vector, By is a scalar constant,
and T is the transpose. Since the defect-prone module prob-
ability P;(x;) is given by a function of x;, it turns out that
the dependent variable becomes a monotonic function with
respect to each module with x;. Define the parameter vector
6 = (3, Bo). For realizations y; of the binary random variable
Y; with feature vector x;, the log likelihood function is given
by

InL() = Z{yilnPi(mi‘ﬂaﬁO)

i=1

+(1 = y) Wl = P | B.60)]}. 3
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By maximizing In L(€) with respect to 8, we get the maxi-
mum likelihood estimate of the parameter 8 = (3, fy), and
predict the defect-prone module probabilities for the remaining
modules that have not been reviewed. Recently, Dohi et al.
[10] generalized the classical software defect prediction by
introducing the semi-definite logistic regression. From the
above example, it can be easily seen that software defect
prediction is reduced to a statistical discriminant problem and
that a number of machine learning algorithms containing deep
neural network and ensemble methods can be applied.

We refer to a static software defect prediction. Suppose
that there are N = k + m software modules, where k
modules were already reviewed and identified whether they
were defect-prone or defect-free. Let (y;, ;) (i =1,2,...,k)
be the training data. Based on the training data, we estimate
Pi(z;) (j = k+ Lk+2,...,k + m), where (y;,x,)
are the validation data. Let £ (0 < £ < 1) denote the
discriminant threshold, which is a cut off value to identify
whether the j-th module is defect-prone or not. If P;(x;) is
greater than £, then we identify that j-th module is defect-
prone, otherwise, defect-free. In practice, only defect-prone
modules will be reviewed in the module test. To evaluate
the predictive performances of the machine learning models,
we compare our prediction results for m modules with the
validation data y; (j = k+1,k+2,...,k + m) and obtain
the confusion matrix which consists of True Positive (TP),
True Negative (TN), False Positive (FP) and False Negative
(FN). TP and FP imply the respective numbers of defect-prone
modules predicted correctly and incorrectly, TN and FN mean
the numbers of defect-free modules predicted correctly and
incorrectly. Define the following three prediction metrics:

N - TP + TN W
CCHasY = TP I TN+ FP + FN’
TP
Precision = m , )
TP
l = ———.
Reca TP 1 TN (6)

Finally, by taking the harmonic mean of Precision and Recall,
we obtain the F-score:

F 2 x Precision x Recall 7
—score = .
Precision + Recall

The larger F-score implies the higher predictive performance
in software defect prediction. It should be noted that F-score
is not a unique prediction measure, because it also has some
limitations [9] [18] [27]. Nevertheless, we focus on effects of
fine-tuned RF in terms of the resulting F-scores, because it is
still useful for general discriminant problems but not for only
software bug prediction.

III. RANDOM FORESTS

RF [6] is a representative of the state-of-the-art ensemble
methods and a lightweight machine learning technique in
terms of computation cost. It is a substantial extension of bag-
ging (bootstrap aggregating) [5], where the major difference

from bagging is to incorporate the randomized feature selec-
tion. For better understanding, we quickly overview the RF.
Consider a decision tree, which is an algorithm that searches
for the most matching leaves by tracing conditional branches
from a root. During the construction of a component decision
tree, at each step of split selection, RF randomly selects
a subset of features, and then carries out the conventional
split selection procedure within a selected feature subset. The
combination of features and threshold that could reduce the
impurity within each node is selected using the entropy. For
the current node s, define the entropy:

H(s) = — Y plc|s)logp(c|s), ®)
ce{0,1}
where
Alls) = H(sa)= > FHi(s) )

ie{L,R}

is the information gain, p(c|s) = n./k, ¢ is the class of the
objective variable, k is the number of training data, n; is the
number of data belonging to the class, s, is the node before
the branch, s; is the node after the branch, i = L and ¢ =
R are the left and right nodes after the branch, respectively.
The above equations are used to split the data and to find the
optimal splitting condition at each node. We decide whether
the end condition is satisfied or not, so if the end condition
was satisfied, then we integrate the results. This procedure
is repeated recursively until a specified number of times to
create multiple decision trees is achieved. For software defect
prediction, the results of each decision tree are integrated by
means of a majority voting.

In our classification problem, the final prediction value
becomes the output, so the class of the objective variable is set
to 1 if it contains at least one software defect, otherwise, set
to 0. The posterior probability p(c|s) in (8) can be expressed
as the total number of software modules containing defects in
the leaf node at that time. The combination of thresholds that
minimize the posterior probabilities is selected based on the
entropy in (8) and the information gain in (9).

Hence, it is obvious to see that we encounter problems
to determine the number of trees and the depth of each
tree, and a problem which feature should be applied for the
discriminant analysis. Note that the parameter of features
controls to incorporate the randomness. If all the numbers of
features equal, then RF is reduced to a deterministic decision
tree. If the parameter of features is given by 1, then one
feature is selected randomly. It is known that the depth of the
decision tree used in a weak learner is a significant parameter
in terms of prediction accuracy. To this end, the predictive
performance in RF varies significantly depending on the depth
of trees. Also, since RF creates a specified number of trees,
the final output by a majority voting with all the trees, and
the resulting prediction accuracy depends on the predictive
performance. Unfortunately, almost all RF tools request to tune
the number of trees, the depth of each tree and the number
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of features in advance. In the following section, we introduce
three metaheuristics to determine these hyperparameters.

IV. METAHEURISTIC ALGORITHMS

In this section, we summarize three metaheuristic algorithms
employed in the paper.

A. Latin Hypercube Sampling Algorithm

LHS is a method for sampling the search space uniformly
within a specified number of iterations [19]. First, we specify
the number of iterations «, and divide the search space into «
intervals for each feature. We draw one sample randomly from
each interval, and take place an experiment by combining it
with other features. For RF, we use the above LHS algorithm
to find a combination of tree depths, number of trees, and
number of features. It is assumed in our study that each
depth ranges in 2~50, the number of trees in 10~1000, and
the number of features in 1~38. We repeat these random
selections 1000 times, and prepare 1000 sets of hyperpa-
rameters. Let ¢ be a uniformly distributed pseudo random
number. For the hyperparameters h = (hq,...,h1000), We
find the maximum value, max(h) and the minimum value,
min(h). Then the LHS-based hyperparameters are given by
¢p{max(h) — min(h)} + min(h).

B. ABC Algorithm

The ABC algorithm is an optimization algorithm that im-
itates the behavior of honey bee swarm and is divided into
three phases [13]. The first phase called the harvesting bee
phase is to update each candidate solution. In the second phase
called the bee phase, the updated candidate solution is selected
probabilistically in accordance with the degree of adaptation of
each candidate solution. In the final reconnaissance bee phase,
the candidate solutions that have not been updated within a
pre-determined number of times are randomly generated, and
are replaced by new ones. In updating the solution, the (i, j)-
element of the candidate solution, denoted by i-th row and
j-th column vector, is given by v; ; = x; ; + ¢(x; j — Tk ;).
Then we compare with the newly generated candidate so-
Iution and replace it by the one with the higher adaptivity
1/{1+ f(=;)} with any adaptive function f(-), where ¢ is a
uniformly distributed pseudo random number in the interval
[0, 1]. Following Kondo and Asanuma [15], we use the ABC
algorithm to find a combination of tree depth, number of trees,
and number of features. Set 2~50 for the depth, 10~1000 for
the number of trees, and 1~38 for the number of features as
well. Next, we prepare 1000 candidates of hyperparameters.
Substituting these hyperparameters into z; ; yields the updated
hyperparameters.

C. Parameter Free GA

PfGA is a genetic algorithm that eliminates the need
to select parameters with crossover rate, mutation rate and
crossover method. In the crossover step, two individuals are
randomly selected from the local population to perform a mul-
tipoint crossover with random number and random location.

TABLE I. DATA SETS.

No. modules  Defect proneness (%) No. metrics
CM1 327 12.80 38
KC1 2108 9.96 38
KC3 458 9.17 38
MW1 403 7.70 38
MC1 9466 7.18 38
MC2 161 32.20 38

Next, two individuals are randomly selected from the local
population and are mutated at random numbers and positions.
In the selection, based on the evaluation points of these four
individuals of the family, we perform the selection procedure
and return the operation to the local population. If both the
offspring are better than the two parents, then we form a local
population from the two offspring and the better off parent.
If the two offspring are worse than the two parents, then we
form a local population with the better parent. If only one of
the two parents is better than the two children, then the better
parent and the better child form a local population. If only one
of the two offspring is better than the two parental offspring,
then a local population is formed with the better offspring and
a randomly selected individual from the entire search space.
In our software defect prediction problem, each parameter is
used as genetic information to perform the operation. For the
hyperparameters in RF, we prepare two random combinations
of parameters and put them into the above algorithm.

V. EXPERIMENTS

The well-known benchmark data sets for software defect
prediction come from NASA MPD. In Table 1, we present six
software programs: CM1, KC1, KC3, MW1, MC1, MC2 with
each 37 software metrics. In our experiments, we compare the
predictive performances of RFs tuned by grid-search (Grid),
LHS, ABC and PfGA with the RF with default hyperpa-
rameters (Default). We also compare our refined RFs with
four conventional machine learning techniques: MLP with
three layers, Adaboost, XGBoost, and LightGBM. Through
experiments, we set the discriminant threshold as & = 0.5.
Although the argument to control the discriminant threshold
itself exists, we emphasize that the software defect-prone
module probability is symmetric to justify our assumption. It is
also well-known that the predictive performance in software
defect prediction strongly depends on the sampled module,
where k£ modules are sampled as the training data. In order
to reduce the prediction bias, we applied the holdout cross-
validation and selected randomly 50% of the total number of
modules 100 times in each data set.

In Figure 1, we give the box plots of F-scores predicted
by RFs and compare the predictive performances of RFs with
metaheuristics (Grid, LHS, ABC, PfGA). In all data sets, it
is seen that the metaheuristic approaches worked significantly
better than the default case. So, we could observe that the
tuning of hyperparameters is effective to improve the pre-
dictive performance in software defect prediction. Comparing
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Figure 2: Comparison with other machine learning algorithms in terms of F-score.

with the grid search-based RF, it can be seen that ABC
could not show the larger median values than Grid in KCI,
KC3, MW1, MC1 and MC2. However, we find that LHS and
PfGA provided the larger median values than Grid in all data
sets. In the comparison between LHS and PfGA, we can see
that PfGA gave slightly better prediction results than LHS.
From these results, we can conclude that the refinement with
metaheuristics in RFs could improve the F-scores in software
defect prediction, and could outperform the baseline RF with
default hyperparameters. However, it should be noted that the
lengths from lower quartile to upper quartile in LHS and ABC
are longer than those in Default and Grid in CM1, MW1, MC1
and MC2. This implies that the tuning of hyperparameters with

LHS and ABC tends to show the optimistic prediction with
higher median and variance.

Next we concern the comparison of our fine-tuned RFs with
the other boosting algorithms (Adaboost, XGBoost, Light-
BGM) and the classical MLP. Figure 2 gives the box plots in
terms of the F-scores with seven machine learning techniques.
In CM1 and KC3, AdaBoost gave the highest F-scores among
others. In KC1 and MC1, LightGBM was the best predictor. In
MC2 and MW1, MLP could provide the highest F-scores. In
this way, as seen in the existing works, the machine learning
technique with the highest predictive performance depends on
the kind of data sets. However, it should be noted that our
refined RFs could be the second and/or third best predictors

Courtesy of IARIA Board and IARIA Press. Original source: ThinkMind Digital Library https://www.thinkmind.org

Copyright (c) IARIA, 2026. ISBN: 978-1-68558-398-9

19



SOFTENG 2026 : The Twelfth International Conference on Advances and Trends in Software Engineering

in many cases except CM1 and KC3, and could provide
rather stable prediction results. Especially, it can be shown
that the variance of PfGA is smaller than that of LHS expect
in KC3. From these results, we agree that more recent boosting
algorithms, such as XGBoost and LightBGM tended to give
better prediction results, but conclude that the refinement
of hyperparameters in the classical RF could improve the
predictive performances effectively.

VI. CONCLUSION AND FUTURE WORK

In this paper, we have improved the RFt-based software
defect prediction by applying three metaheuristic algorithms;
LHS algorithm, ABC and PfGA, to search the optimal hy-
perparameters. Through experiments with six NASA MPD
data sets, we have investigated the predictive performances
of software defect-prone modules, and compared our refined
random forests with the default RF approach as well as the
existing machine learning approaches. It has been shown that
the RF with metaheuristics could provide stable prediction
results in many cases.

In the future, we will apply the other metaheuristics, such
as PSO, BGA, binary PSO, and BACO, for further potential
improvement of RF-based software defect prediction. Also,
effects of fine tuning should be investigated in different
prediction measures from F-score [9] [18] [27]. Another
direction is to improve the predictive performance by tuning
the hyperparameters and preprocessing the imbalanced classes
in software modules. In general, the number of defect-prone
modules is sparse in all the software modules. For such
imbalanced data, almost all machine learning models cannot
work to guarantee satisfactory F-scores. Then, the so-called
oversampling algorithms will be used to generate the training
data, where SMOTE [7] and ADASYN [11] are the most
well-known algorithms. Actually, Riaz et al. [22] improved
the software defect prediction by combining the machine
learning algorithm with the oversampling algorithm. We will
also study the efficiency by combining the fine-tuning of
the hyperparameters with the oversampling algorithm in the
forthcoming article.
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Abstract—Open data systems face persistent trust deficits due
to silent quality regressions, schema drift, and inadequate prove-
nance tracking. While existing frameworks address either data
quality measurement or governance structures in isolation, a uni-
fied conceptual model integrating quality assurance mechanisms
with governance principles remains absent. This paper proposes
a five-layer conceptual framework for trust engineering in open
data systems, synthesizing insights from data quality theory, data
trust models, and software engineering validation practices. The
framework organizes quality assurance mechanisms into a hier-
archical pyramid—from structural contracts to semantic policy
checks, anomaly monitoring, and observability—with each layer
addressing distinct quality dimensions while collectively building
trust through transparency and accountability. We position this
framework within existing theoretical landscapes, including Find-
ability, Accessibility, Interoperability, and Reusability (FAIR)
principles, data trust governance, and International Organization
for Standardization (ISO) quality standards, demonstrating how
it extends current models by explicitly linking quality dimensions
to executable validation mechanisms and publication governance
decisions. Through comparative analysis of existing frameworks,
we identify gaps in operationalizing trust through continuous
validation and propose testable propositions for future empirical
investigation. This work contributes a conceptual foundation
for engineering trustworthy open data systems that balances
transparency, risk management, and stakeholder accountability.

Index Terms—data quality; trust engineering; open data; data
governance; FAIR principles.

I. INTRODUCTION

We present a conceptual framework for trust engineering in
open data systems. Throughout this paper, trust engineering
refers to the systematic application of engineering practices
to produce verifiable trust properties in data systems; trust-
building refers to the organizational and social processes
through which stakeholders develop confidence in those sys-
tems; and frustworthy systems refers to the resulting artefacts
whose properties have been engineered and verified. These
three concepts are complementary and collectively necessary
for open data trust.

A. Motivation and Problem Statement

Open data systems have become critical infrastructure for
democratic governance, policy-making, and civic participation.
However, persistent trust deficits undermine their potential
value. Silent quality regressions—including schema drift, un-
stable identifiers, distribution shifts, and missing provenance—
erode user confidence and limit data reuse [1], [2]. Empirical
studies in software engineering corroborate this: Wu et al.
demonstrate that silent label-quality errors in software datasets
propagate undetected through automated pipelines, causing
systematic downstream failures [41]. Unlike traditional soft-
ware systems, where test-first methodologies have proven
effective for quality assurance, open data ecosystems lack
comparable conceptual frameworks that integrate continuous
validation with governance structures.

Open data portals maintained by public agencies face addi-
tional challenges: heterogeneous consumer populations with
varying technical expertise, absence of service-level agree-
ments, and regulatory transparency requirements that demand
auditability of quality decisions. The concept of data trust—
defined here as the justified belief that a dataset accurately
represents the phenomenon it purports to describe, and that
its provenance and transformation history are transparent and
auditable—is an engineered property produced by verifiable
processes, not assumed by goodwill.

Existing theoretical work addresses data quality measure-
ment [3], [4] and governance models [S]-[7], [29], [30] in
isolation, but fails to provide an integrated conceptual founda-
tion for engineering trust through systematic quality assurance.
Quality frameworks such as ISO 25012 [3], the W3C Data
Quality Vocabulary (DQV) [37], and the FAIR principles [16]
enumerate desirable properties but stop short of prescribing
the engineering mechanisms through which those properties
are achieved and maintained over time. Data trust models
emphasize participatory governance and stakeholder engage-
ment [5], [8], while quality frameworks focus on dimensional
assessment [3], [4], [9]. This fragmentation leaves practitioners
without clear guidance on how quality assurance mechanisms
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relate to trust-building practices and governance decisions.

B. Research Gap and Contribution

This paper addresses the gap between quality measurement
and trust governance by proposing a five-layer conceptual
framework that integrates quality assurance mechanisms with
governance principles. Our framework synthesizes insights
from software engineering validation practices [10], data qual-
ity theory [3], [9], and data trust models [5], [6] to provide
a unified conceptual foundation for engineering trustworthy
open data systems.

We contribute: (1) a five-layer conceptual framework in-
tegrating quality assurance with governance, with each layer
mapped to specific quality dimensions, implementation tech-
nologies [22], [38], [40] and governance responsibilities; (2) a
terminological clarification distinguishing verification (“Did
we build the system right?””) from validation (“Did we build
the right system?””) [20], [21] applied to data quality assurance;
(3) a comparative analysis positioning the framework against
ISO 25012, FAIR, W3C DQV, and Apache Deequ; (4) an
illustrative application to the Brazilian Institute of Environ-
ment and Renewable Natural Resources (IBAMA) pesticide
sales dataset [24]; and (5) six testable propositions linking
framework adoption to trust outcomes.

The remainder of this paper is structured as follows. Sec-
tion II reviews background and theoretical foundations. Sec-
tion III describes the five-layer framework. Section IV presents
the IBAMA illustrative application. Section V presents com-
parative analysis. Section VI presents six research propositions
for empirical validation. Section VII discusses implications
and limitations. Section VIII concludes.

II. BACKGROUND AND THEORETICAL FOUNDATIONS

We organize related work along four dimensions: (i) data
quality measurement frameworks and standards; (ii) data trust
and governance models; (iii) software engineering validation
practices; and (iv) FAIR principles and data stewardship. We
then identify the gap that our framework addresses.

A. Data Quality Dimensions and Standards

Data quality research has established multidimensional
frameworks for assessing fitness for use. Wang and Strong’s
seminal work identified fifteen quality dimensions organized
into intrinsic, contextual, representational, and accessibility
categories [9]. ISO/IEC 25012 standardized quality charac-
teristics including accuracy, completeness, consistency, and
credibility [3]. These frameworks provide taxonomies for qual-
ity assessment but lack operational guidance on implementing
continuous validation mechanisms.

At the implementation level, several open-source tools op-
erationalize quality measurement. Great Expectations [38] in-
troduces expectations—declarative assertions about data prop-
erties evaluated at runtime. Soda Core [39] adopts a domain-
specific language (SodaCL) for defining checks embeddable in

orchestration pipelines. The dbt testing framework [40] inte-
grates schema and referential integrity tests directly into trans-
formation workflows. Apache Deequ provides a Scala/Spark-
based library for automated quality monitoring at scale. Recent
work extends dimensional models to open data contexts. Vetro
et al. proposed quality metrics tailored to open government
data, emphasizing timeliness, accuracy, and accessibility [4].
Gong et al. confirm that completeness, consistency, and time-
liness remain the most operationally critical dimensions while
identifying the absence of integrated governance mechanisms
as a persistent gap [42].

B. Data Trust and Governance Models

Data trust frameworks emphasize governance structures that
enable stakeholder participation and accountability. Milne and
Brayne’s data trust model proposes independent stewardship,
participatory governance, and transparent decision-making as
trust-building mechanisms [5]. Radosevic et al. extend this
model to spatial data infrastructures [6]. Artyushina’s civic
data trust framework highlights transparency, accountability,
and community participation [8]. The UK Food Standards
Agency’s food data trust initiative further demonstrates how
sector-specific governance structures can operationalize data
stewardship principles in practice [32].

Data mesh architectures [35] distribute governance respon-
sibility to domain teams, introducing data products with em-
bedded quality contracts. DataOps [31] applies continuous
integration principles to data pipelines. While these approaches
advance practice, they do not provide a unified theoretical
model mapping specific quality dimensions to specific gov-
ernance decisions. The present framework addresses this gap
by making the governance decision the mandatory final step
in the publication pipeline.

C. Software Engineering Validation Practices

The distinction between verification and validation, intro-
duced by Boehm [20] and formalized in IEEE Std 1012 [21],
is central to the framework’s design. Verification asks: “Are
we building the product right?”’—it checks conformance to a
specification (e.g., does the dataset schema match the pub-
lished contract?). Validation asks: “Are we building the right
product?”—it checks fitness for the intended use (e.g., do the
pesticide sales figures accurately reflect market reality?). In the
context of data quality assurance, Layers 1-3 of our framework
are primarily verification activities; Layer 4 supports both;
Layer 5 is a validation activity in which human stewards
exercise judgment about fitness for publication.

Software engineering has developed mature practices for
continuous validation. Test-driven development establishes ex-
ecutable specifications that prevent regressions [10]. Design by
contract formalizes preconditions, postconditions, and invari-
ants as enforceable constraints [11]. Observability engineering
provides runtime visibility into system behavior through struc-
tured logging, metrics, and tracing [12].

These practices have proven effective for maintaining soft-
ware quality but have not been systematically adapted to open
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data contexts. Our framework bridges this gap by translating
software validation concepts to data quality assurance.

D. FAIR Principles and Data Stewardship

The FAIR principles—Findability, Accessibility, Interoper-
ability, and Reusability—provide foundational guidelines for
scientific data management [16]. Nicholson et al. demonstrate
that FAIR compliance does not imply quality: a dataset can
be fully FAIR-compliant yet contain semantic errors, dis-
tributional anomalies, or outdated provenance records [17].
This observation motivates the explicit inclusion of a quality
assurance layer beneath the governance layer: FAIR addresses
discoverability and accessibility, whereas our framework ad-
dresses fitness for use and the engineering processes that
sustain it.

Quality frameworks such as ISO 25012 [3], the W3C
Data Quality Vocabulary (DQV) [37], and the FAIR princi-
ples [16] each address a subset of the quality-governance space
but remain high-level guidelines requiring operationalization
through specific technical mechanisms.

III. F1IVE-LAYER CONCEPTUAL FRAMEWORK

Our framework organizes quality assurance mechanisms
into five hierarchical layers, each addressing distinct quality di-
mensions while collectively building trust through continuous
validation and transparent reporting. The layers progress from
low-level syntactic contracts to high-level semantic and organi-
zational controls, mirroring the Open Systems Interconnection
(OSI) network model’s principle of layered abstraction. Each
layer addresses a distinct class of quality failures; higher layers
assume the guarantees provided by lower layers. Conflicts
are resolved by the governance layer (Layer 5), which has
authority to halt publication pending remediation. Alternative
decompositions—by quality dimension, stakeholder role, or
data lifecycle stage—were considered but rejected in favour
of the hierarchical technical-to-governance ordering, which
reflects natural implementation dependencies and supports in-
cremental adoption: organisations can implement lower layers
first and gain immediate value before adding higher layers.

Figure 1 illustrates both the framework architecture and the
validation pipeline: the pyramid layers represent the five trust
levels (L1-L5), and the Remediation Queue panel on the left
shows how failed checks at each layer are routed for corrective
action before re-ingestion.

A. Layer 1: Structural Contracts

Structural contracts establish foundational guarantees about
data schema, types, and required fields. Drawing from design-
by-contract principles [11], this layer defines machine-readable
specifications that prevent schema drift and ensure struc-
tural consistency. Structural contracts address the accuracy,
completeness, and consistency dimensions by enforcing type
constraints, nullability rules, and referential integrity.

Implementation technologies include: Great Expecta-
tions [38] ExpectationSuite objects serialised as JSON
(versionable alongside the dataset); OpenAPI [25] schemas for
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Fig. 1. Five-layer trust engineering framework with integrated remediation
pipeline. Trust accumulates from structural contracts (Layer 1) to
governance decisions (Layer 5); failed checks at each layer route to the
Remediation Queue (left panel) for automated or manual correction before
re-ingestion. Implementation tools are shown per layer.

API-delivered data; and dbt [40] schema YAML files defin-
ing column-level constraints evaluated on every pipeline run.
These contracts serve as executable documentation, enabling
automated validation at ingestion and publication boundaries.

B. Layer 2: Semantic Policies

Semantic policies enforce domain-specific business rules
and logical constraints that transcend structural validation.
This layer addresses semantic accuracy and logical consistency
by validating relationships between fields, enforcing domain
constraints, and detecting logical inconsistencies. Semantic
policies translate domain knowledge into executable rules that
prevent semantically invalid data from propagating through
systems.

Examples include range constraints (e.g., pesticide sales
volumes must be non-negative for final annual records), cross-
field validations (e.g., end date must follow start date), entity
resolution rules [22], and controlled-vocabulary conformance.
Soda Core [39] SodaCL checks express semantic rules in a
human-readable domain-specific language evaluated at run-
time; Apache Deequ Check objects support constraint verifi-
cation at scale on Apache Spark. Semantic policies require do-
main expertise to define but provide critical protection against
logically inconsistent data that passes structural validation.
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This layer bridges the gap between syntactic correctness and
semantic validity.

C. Layer 3: Anomaly Detection

Anomaly detection monitors distributional properties and
temporal patterns to identify unexpected changes in data char-
acteristics. This layer addresses the timeliness, consistency,
and credibility dimensions by detecting distribution shifts,
outliers, and temporal anomalies that may indicate quality
degradation or upstream process changes [26], [27].

The framework employs a two-stage approach: (i) auto-
mated statistical monitoring using control charts or Z-score
thresholds to flag candidate anomalies, and (ii) steward review
to classify flagged observations as natural behavior (document
and accept), data error (remediate), or genuine anomaly (quar-
antine and investigate). This design prevents the framework
from suppressing real signals while ensuring genuine errors
are not published. Apache Deequ provides automated anomaly
detection; the MOA framework [28] supports concept-drift
detection for streaming data. Thresholds are determined per
column using a rolling baseline window (default: 12 periods)
and flagging observations that deviate by more than ko from
the baseline mean, where k is set by the data steward based
on acceptable false-positive rates (recommended k£ = 3 for
initial deployment). Concept drift—a sustained shift in the un-
derlying data distribution rather than an isolated anomaly—is
distinguished from point errors by applying the Page-Hinkley
test [28] over the same rolling window; a confirmed drift
triggers a schema evolution review rather than a remediation
action. Anomaly detection complements rule-based validation
by identifying quality issues that cannot be anticipated through
explicit constraints. This layer provides early warning of
quality degradation before downstream impacts occur.

D. Layer 4: Observability and Provenance

Observability mechanisms provide transparency into data
lineage, transformation history, and quality metrics. Draw-
ing from observability engineering [12] and provenance re-
search [13]-[15], this layer addresses the credibility, trace-
ability, and understandability dimensions by documenting data
origins, transformations, and quality assessments.

Provenance tracking captures who produced data,
when, through what processes, and with what quality
characteristics. Provenance records include: source system
identification, ingestion timestamps, transformation steps
with input/output checksums, quality check results from
Layers 1-3, and steward decision records from Layer 5.
The W3C PROV-DM standard [15] provides vocabulary
for representing provenance as a directed acyclic graph
of entities, activities, and agents. The W3C DQV [37]
provides complementary vocabulary for publishing quality
metadata as linked data. A minimal provenance record for
each dataset version includes the following mandatory fields:
source_uri (origin endpoint), ingest_timestamp
(ISO 8601), checksum_sha256 (structural fingerprint),
11_pass/l2_pass/1l3_pass (boolean layer results),

anomaly_flags (flagged column—period pairs), and
steward_decision (approve, quarantine, or remediate).
The observability dashboard exposes these fields as a time-
series quality log, enabling consumers to inspect quality
history and compare metrics across releases. Observability
transforms opaque data pipelines into transparent, auditable
systems.

E. Layer 5: Governance and Publication Decisions

The governance layer integrates quality signals from lower
layers into publication and access control decisions. This layer
addresses accountability, compliance, and risk management by
establishing thresholds for publication, defining stakeholder
roles, and implementing feedback mechanisms. Governance
policies translate quality assessments into actionable decisions
about data release, access restrictions, and quality warnings.

The governance model specifies: (i) a data steward role
responsible for reviewing quality check results and making
publication decisions; (ii) a data owner role responsible for
defining quality policies and accepting residual risk; (iii) a data
consumer role with the right to access quality metadata and
provenance records; and (iv) a change management process
for schema and policy updates. Publication decisions are
recorded in the provenance log (Layer 4), creating an auditable
governance trail. The primary advantage of integrating quality
measurement (Layers 1-4) with governance (Layer 5) is the
elimination of the accountability gap: no accountable actor
can bypass the quality evidence review before publication.
Publication eligibility is determined by a composite Global
Quality Score Qs = w1y + woly + w3zLs + wylLy, wWhere
L; € [0, 1] is the pass rate for layer ¢ and weights w; sum to 1.
Default weights (w; = 0.3, ws = 0.3, ws = 0.2,wy = 0.2)
reflect the foundational importance of structural and semantic
layers; the data owner has authority to adjust weights to
reflect domain-specific risk tolerance. A dataset is eligible
for publication if @)s > 6, where the publication threshold
0 (default & = 0.85) is set by the data owner and reviewed
annually or following any governance incident.

This layer operationalizes data trust principles [5], [6] by
connecting technical quality mechanisms to organizational
accountability structures. Governance frameworks define who
can publish data, under what quality conditions, with what
transparency requirements, and through what stakeholder en-
gagement processes. This layer closes the loop between quality
assurance and trust governance.

IV. ILLUSTRATIVE APPLICATION: IBAMA PESTICIDE
SALES DATASET

To demonstrate practical applicability, we apply the frame-
work to the IBAMA pesticide sales dataset [24], a pub-
licly available open data artefact published by the Brazilian
federal environmental agency. The dataset contains 124,245
records covering 584 active ingredients across 19 years
(2007-2026), distributed across 27 Brazilian states, encoded
in UTF-8, semicolon-delimited, with 33 columns including
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Ingrediente_ativo, Ano, Semestre, and 27 state-
level sales columns measured in tonnes of commercial product.

Layer 1 (Structural Contracts): A Great Expectations
ExpectationSuite was defined specifying 33 columns in
fixed order, UTF-8 encoding, semicolon delimiter, and integer
type for Ano (range 2007-2026). All structural checks passed,
confirming encoding and schema integrity.

Layer 2 (Semantic Policies): Semantic checks revealed
10,959 records with negative sales values in state columns—
semantically anomalous values representing returns or correc-
tions. A Soda Core check would flag these for steward review.
The policy decision requires domain expertise and is escalated
to Layer 5.

Layer 3 (Anomaly Detection): Statistical monitoring iden-
tified a 15.6% decline in glyphosate sales between 2022
(614,329 tonnes) and 2023 (517,983 tonnes). Steward review
classified this as natural behavior attributable to documented
regulatory changes. A structural change was also identified:
two semesters per year for 2007-2021 but only one from 2022
onwards—a schema evolution not documented in the metadata,
representing a provenance gap flagged by Layer 4.

Layers 4-5 (Provenance and Governance): The IBAMA
portal records a last-update timestamp but does not publish
a transformation lineage or quality check history. The frame-
work prescribes three governance decisions requiring steward
action: (i) classification of 10,959 negative-value records;
(i) documentation of the 2022 semester-structure change;
and (iii) establishment of a provenance publication policy for
future updates.

V. COMPARATIVE ANALYSIS

We position our framework within existing theoretical land-
scapes by comparing it to established models across three
dimensions: quality focus, governance integration, and opera-
tional specificity.

A. Comparison with Quality Frameworks

ISO/IEC 25012 [3] and Wang and Strong’s framework [9]
provide comprehensive quality taxonomies but lack opera-
tional guidance on implementing continuous validation. Our
framework extends these models by mapping quality di-
mensions to specific validation mechanisms organized hier-
archically. Where ISO 25012 defines accuracy as a quality
characteristic, our framework specifies structural contracts,
semantic policies, and anomaly detection as complementary
mechanisms for ensuring accuracy at different levels of ab-
straction.

Vetro et al.’s open data quality metrics [4] emphasize mea-
surement but do not address prevention or continuous moni-
toring. Our framework integrates measurement with proactive
validation, shifting from reactive quality assessment to preven-
tive quality engineering.

B. Comparison with Data Trust Models

Data trust frameworks [5], [6], [8] emphasize governance
structures, stakeholder participation, and transparency but pro-
vide limited technical specificity regarding quality assurance

TABLE I. Comparison of the Proposed Framework Against Related Models.

Dimension Proposed ISO FAIR W3C  Deequ
25012 DQV
Quality dims. Yes Yes Partial ~ Partial Yes
Exec. mechs. Yes No No No Yes
Governance Yes No No No No
Provenance Yes No Partial Yes No
Anomaly det. Yes No No No Yes
Open data Yes No Yes Yes No

mechanisms. Our framework operationalizes trust principles
by connecting governance decisions to concrete quality valida-
tion layers. Where Milne and Brayne emphasize independent
stewardship and transparent decision-making [5], our frame-
work specifies how observability and provenance mechanisms
enable transparency, and how governance layers translate
quality signals into publication decisions.

Recent governance frameworks [7], [29], [30] propose orga-
nizational structures and policy guidelines but lack integration
with technical quality mechanisms. Our framework bridges
this gap by explicitly linking governance decisions to quality
assurance outputs.

C. Comparison with FAIR Principles

FAIR principles [16] provide high-level guidelines for data
stewardship but require operationalization through specific
mechanisms. Our framework operationalizes FAIR principles:
structural contracts ensure interoperability through standard-
ized schemas, provenance tracking enhances findability and
reusability, and observability mechanisms support accessibility
through transparent quality reporting. Our framework extends
FAIR by adding continuous validation and anomaly detection,
addressing temporal quality dimensions not explicitly covered
by FAIR principles. This extension is critical for open data
systems where quality degrades over time through schema drift
and distributional shifts.

D. Gaps in Existing Frameworks

Comparative analysis reveals three critical gaps: (1) frag-
mentation between quality measurement and governance struc-
tures; (2) lack of operational guidance on implementing con-
tinuous validation; and (3) insufficient attention to temporal
quality dimensions and quality degradation over time. Our
framework addresses these gaps by integrating quality as-
surance with governance, providing hierarchical organization
of validation mechanisms, and emphasizing continuous mon-
itoring through anomaly detection and observability. Table I
summarises the comparison; our framework is the only model
that simultaneously addresses all six dimensions.

VI. RESEARCH PROPOSITIONS

We articulate six testable propositions linking framework
adoption to trust outcomes, quality improvements, and orga-
nizational practices. These propositions guide future empirical
investigation.
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P1 (Trust and Transparency): Open data systems implement-
ing observability and provenance mechanisms (Layer 4) will
exhibit higher stakeholder trust compared to systems without
such mechanisms, mediated by perceived transparency.

This proposition draws from data trust literature emphasizing
transparency as a trust antecedent [5], [8]. Empirical testing
requires measuring stakeholder trust before and after imple-
menting observability mechanisms, controlling for data quality
levels.

P2 (Quality and Validation Layers): Open data systems im-
plementing multiple validation layers will demonstrate fewer
quality defects in production compared to systems implement-
ing single-layer validation, with diminishing returns beyond
three layers.

This proposition reflects the hierarchical nature of quality
assurance, where each layer addresses distinct defect types.
Empirical testing requires longitudinal tracking of defect rates
across systems with varying numbers of validation layers.

P3 (Governance and Quality Signals): Open data systems
integrating quality signals into publication decisions (Layer 5)
will exhibit more consistent quality levels over time compared
to systems with decoupled quality assessment and publication
processes.

This proposition addresses the gap between quality mea-
surement and governance action. Testing requires comparing
quality variance over time between systems with integrated
versus decoupled governance.

P4 (Anomaly Detection and Timeliness): Open data systems
implementing continuous anomaly detection (Layer 3) will
identify quality degradation earlier than systems relying solely
on rule-based validation, reducing mean time to detection by
at least 50%.

This proposition emphasizes the value of behavioral monitor-
ing beyond static rules. Testing requires measuring the time
elapsed between quality degradation onset and detection across
different validation approaches.

PS5 (Semantic Policies and Domain Expertise): The effective-
ness of semantic policy layers (Layer 2) in preventing quality
defects is positively moderated by the level of domain expertise
involved in policy definition.

This proposition recognizes that semantic validation quality
depends on domain knowledge. Testing requires comparing
defect rates across systems with varying levels of domain
expert involvement in policy definition.

P6 (Framework Adoption and Organizational Maturity):
Organizations with higher data governance maturity will
adopt framework layers in hierarchical order (Layers 1-5),
while organizations with lower maturity will adopt layers
opportunistically, resulting in lower overall effectiveness.
This proposition addresses implementation pathways and orga-
nizational readiness. Testing requires longitudinal case studies
tracking adoption patterns and effectiveness across organiza-
tions with varying maturity levels.

VII. DISCUSSION

This section examines the theoretical, practical, and bound-
ary implications of the proposed framework, situating its
contributions within the broader literature and identifying
conditions that shape its applicability.

A. Theoretical Implications

Our framework contributes to data quality theory by inte-
grating quality dimensions with executable validation mech-
anisms, thereby addressing the gap between measurement
and engineering. By organizing mechanisms hierarchically,
we provide conceptual clarity about how different validation
approaches complement one another. The framework extends
software engineering validation practices to open data con-
texts, demonstrating how test-driven development, design by
contract, and observability principles apply to data quality
assurance.

The framework also contributes a theoretical account of why
existing integrations—DAMA-DMBOK, DataOps literature,
and data mesh architectures—fall short for open data systems.
DAMA-DMBOK [36] addresses process maturity but not the
technical architecture of validation layers. DataOps focuses
on pipeline velocity rather than publication governance. Data
mesh distributes ownership but does not specify inter-domain
quality contracts. Our framework addresses these gaps by pro-
viding an explicit mapping from quality signals to governance
decisions.

The framework also contributes to trust theory by demon-
strating that trust is a systemic property emerging from the
interaction of technical mechanisms (Layers 1-4) and orga-
nizational processes (Layer 5). Trust cannot be achieved by
technical means alone; it requires governance structures that
translate quality evidence into accountable decisions. This
account bridges the gap between socio-technical trust models
and technical quality practices.

The framework also contributes to data trust theory by op-
erationalizing trust principles through technical mechanisms.
Where existing trust models emphasize governance structures
and stakeholder participation, our framework specifies how
quality assurance mechanisms enable transparency, account-
ability, and informed trust decisions. This integration bridges
the gap between socio-technical trust models and technical
quality practices.

The framework can be mapped to the three trust dimensions
identified by Mayer et al. [43]: competence trust (the belief that
the trustee has the ability to perform as expected), integrity
trust (adherence to acceptable principles), and benevolence
trust (acting in the trustor’s interest). Layers 1-3 address
competence trust by providing verifiable evidence of correct
quality-check performance. Layer 4 addresses integrity trust
by making transformation history and quality decisions trans-
parent and auditable. Layer 5 addresses benevolence trust by
establishing accountable roles and publication policies that
demonstrate the data owner acts in consumers’ interests—
confirming the framework addresses all three trust dimensions,
not merely technical quality assurance.
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B. Practical Implications

For practitioners, the framework provides a roadmap for
implementing quality assurance in open data systems. The
hierarchical organization suggests implementation priorities:
establish structural contracts first, then add semantic policies,
followed by anomaly detection and observability. This staged
approach enables incremental adoption aligned with organiza-
tional maturity and resource constraints.

The framework also guides tool selection and architectural
decisions. Each layer maps to specific technology categories:
schema validation tools for structural contracts [23], rule en-
gines for semantic policies, statistical monitoring for anomaly
detection, and provenance systems for observability. This map-
ping helps practitioners translate the conceptual framework
into concrete implementations.

C. Limitations and Boundary Conditions

Our framework is conceptual and requires empirical vali-
dation through case studies and controlled experiments. The
propositions articulated in Section VI provide starting points
for such validation but remain untested. The framework
emphasizes technical quality mechanisms and may under-
weight social and organizational factors that influence trust
in practice. Trust is fundamentally socio-technical, emerging
from interactions among technical systems, organizational
practices, and stakeholder relationships. While our framework
addresses the technical mechanisms that enable transparency
and accountability, it does not fully specify the organizational
processes and stakeholder engagement practices required for
trust building.

The framework assumes that organizations have sufficient
technical capacity to implement all validation layers. For
resource-constrained organizations, full implementation may
be infeasible. Future work should investigate lightweight im-
plementations and identify minimum viable configurations for
different organizational contexts. Trade-offs between valida-
tion rigor and computational cost require investigation, par-
ticularly for high-volume data streams where comprehensive
validation may introduce unacceptable latency [19]. Incremen-
tal adoption pathways that deliver value at each stage while
building toward comprehensive implementation need further
specification.

The framework focuses on structured and semi-structured
data [18], with limited applicability to unstructured data (text,
images, video). Extending the framework to unstructured data
contexts requires additional conceptual development, partic-
ularly for semantic validation and anomaly detection layers.
Quality dimensions for unstructured data differ from those
for structured data, emphasizing aspects such as relevance,
coherence, and contextual appropriateness that resist formal
specification. Machine learning-based quality assessment for
unstructured data introduces additional challenges, including
model bias and interpretability.

The framework does not explicitly address adversarial sce-
narios in which data producers intentionally manipulate quality

metrics or validation mechanisms. Security considerations—
including data integrity verification, tamper detection, and
audit trail protection—require integration with the framework.
The relationship between data quality assurance and data
security practices merits further investigation.

VIII. CONCLUSION AND FUTURE WORK

This paper proposed a five-layer conceptual framework for
trust engineering in open data systems, integrating quality
assurance mechanisms with governance principles. The frame-
work organizes validation mechanisms hierarchically—from
structural contracts to semantic policies, anomaly detection,
observability, and governance—with each layer addressing
distinct quality dimensions while collectively building trust
through continuous validation and transparent reporting.

Through comparative analysis, we positioned the framework
within existing theoretical landscapes, including ISO quality
standards, data trust models, and FAIR principles, demonstrat-
ing how it extends current models by explicitly linking quality
dimensions to executable mechanisms and governance deci-
sions. We identified three critical gaps in existing frameworks:
fragmentation between quality measurement and governance,
lack of operational guidance on continuous validation, and
insufficient attention to temporal quality dimensions.

We articulated six testable propositions linking framework
adoption to trust outcomes, quality improvements, and organi-
zational practices, providing a research agenda for empirical
validation. The framework contributes a conceptual foundation
for engineering trustworthy open data systems that balances
transparency, risk management, and stakeholder accountabil-
ity, bridging the gap between data quality theory, data trust
governance, and software engineering validation practices.

Future research should pursue four directions. First, em-
pirical validation through longitudinal case studies tracking
framework adoption, implementation challenges, and trust
outcomes across diverse organizational contexts. Such studies
should test the six propositions in Section VI, examining
both successful implementations and failed adoption attempts
to identify critical success factors, and compare adaptations
across domains (government, healthcare, scientific research).

Second, development of a reference implementation as
an open-source pipeline integrating Great Expectations [38],
Soda Core [39], dbt [40], and a W3C PROV-DM provenance
store, deployed against the IBAMA dataset as a reproducible
benchmark. Reference architectures for common technology
stacks (cloud platforms, data lakes, data meshes [35]) would
provide concrete implementation guidance.

Third, extension of the framework to emerging data con-
texts, including real-time streaming data, federated data sys-
tems, and artificial intelligence training datasets. Streaming
contexts require adaptation of anomaly detection mechanisms
to handle concept drift and temporal dependencies. Federated
systems require distributed validation and consistency pro-
tocols across organizational boundaries. Al training datasets
require additional validation layers addressing bias, represen-
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tativeness, and fairness [33], including training-serving skew
and model decay [34].

Fourth, investigation of organizational factors influencing
framework adoption and effectiveness. Research should exam-
ine how organizational culture, governance maturity, resource
constraints, and stakeholder diversity affect implementation
success and trust outcomes. The relationship between frame-
work adoption and broader DataOps practices [31] merits ex-
ploration, as does integration with data mesh architectures em-
phasizing domain ownership and federated governance [35].
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Abstract—Open-source components are critical assets for
reducing software development costs and fostering innovation
throughout the globe. However, they introduced serious attack
venues in modern software supply-chains, as attackers have been
able to inject malicious code into these components with relative
ease through various means. Such attacks have increased over
the past five years and remain frequent despite the various
protection mechanisms proposed to prevent or mitigate them.
To address this issue, this paper presents a novel protection
mechanism aimed at detecting malicious code injected into open-
source components and applications via supply-chain attacks.
Due to the relevance of technology in corporate environments, we
selected Java as the focus of our study. The proposed mechanism
is based on a topological static analysis approach: it extracts
topological features of uncontaminated programs, and associates
these features to normal (i.e., non-malicious) connections of
security-critical methods to program parts, and with each other
via these parts. These associations are then used to identify
the presence of malicious code as topological anomalies in
compromised programs. Preliminary results, obtained from a
partial implementation of the technique, indicate high detection
accuracy (ranging from 86.3% to 99.98% in a publicly-available
dataset), and a small number of false-positive classifications —
illustrating that the proposed technique is robust and useful in
practice. The paper also discusses some potential limitations of
our proposal, as well as possible improvements to address them.

Keywords-Open-Source Security; Supply Chain Attacks; Malware
Detection

I. INTRODUCTION

Most of the code of modern software applications consists
of direct or indirect third-party dependencies, especially Open-
Source Components (OSCs) [1]. This demonstrates how
essential OSCs have become in reducing software development
costs and promoting innovation around the world. However,
the ubiquity of these components has unfortunately opened
new attack venues for malicious actors to compromise systems
via the Software Supply Chains (SSCs) on which these depend.
Indeed, in the last decade, attackers have been able to infiltrate
communities involved in OSC development, or compromise
systems used by them, to inject malicious code and “trojanize”
them with relative ease [2]. In 2025, more than one million
compromised OSCs were detected by a major vendor [3].

The occurrence of such attacks has not gone unnoticed
by cybersecurity specialists, which began to propose various
solutions and also mandate/encourage their adoption [4].
Despite those advances, the risk associated with SSC attacks
in OSCs remains largely unmitigated.

To address this issue, this article proposes a novel static
analysis technique for detecting the types of malicious code
most commonly embedded in OSCs through SSC attacks. The
forms and behaviors of these types of code were extracted
from the “Backstabber’s Knife Collection” dataset [5], the
most important collection of code disseminated through SSC
attacks to date. Essentially, the code corresponds to small
excerpts (of no more than a dozen statements). They are also
self-contained, i.e., do not exchange data with benign code,
and call one or more security-critical methods (mostly related
to network access, file I/O and command interpretation) from
default APIs of the execution environment. These excerpts
implement behaviors typical of data exfiltrators, droppers,
backdoors, and reverse shells. Hence, they are all associated
with the goal of either directly exfiltrating data from a computer
system or penetrating it as the first step of an attack.

Our technique is based on a topological approach to static
analysis, through which high-level features of a program’s
control-flow are inspected. These features, while not providing
formal guarantees about the program’s security properties,
enable the identification of topological anomalies that may
indicate the presence of malicious code excerpts in it. The
analysis begins with a division of the program’s call graph into
parts, each associated with a cohesive component. We then
extract local and global features, i.e., features related to the
parts themselves and to how they are connected, respectively.
Connections of security-critical methods to the parts, and
between the methods through the parts, are then used to select
features that may indicate anomalies.

Motivated by the widespread adoption of Java in high-risk
enterprise applications, we tested this approach on a synthetic
set of Java programs built using XCorpus as basis [6]. Our
preliminary results, comprising the evaluation of a detector
based solely on local features, indicate that high accuracy is
achievable with our technique. Moreover, some of the features
were also designed to increase the cost of evasion attacks,
which would require the insertion of spurious code that, at
least in principle, may be identified by algorithms of dead-code
detection. This may also enable the design of threat models
based on the percentage of the SSC controlled by the attacker.

The paper is organized as follows. Section II describes our
technique, and preliminary results are presented in Section
III. Section IV discusses aspects related to the technique’s
resistance to evasion. Related works are summarized in section
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V. Section VI concludes the discussion and presents ideas for
future works.

II. PROPOSED TECHNIQUE

Our technique relies primarily on a two-step division of
the input program’s call graph into hierarchically-related parts.
Each part produced in the first step corresponds to one of
the packages to which belong the classes that constitute the
program. In the second step, each of these parts is then mapped
to an element of the set of package groups that constitute the
program. For simplicity, those groups are defined in this work
by proximity relations between package names, leveraging the
naming conventions usually adopted by Java developers.

The partitioning of the call graph into package and package
groups provides natural guidance to analyze the topology of
the program, following the definitions provided in its code
and in the code of its direct and indirect dependencies. Each
part contains methods belonging to a single library or to a
group of related libraries and, thus, is expected to exhibit
characteristics that distinguish it from other parts. Moreover,
the relations between parts express how the program relies on
its dependencies to operate, and how these dependencies rely
on other dependencies, and so on, transitively.

To detect the types of malicious code snippets, we analyze
how security-critical methods from standard Java APIs are
normally connected to parts of the program and through them.
The definition of “normalcy” in this instance relies on features
of the program parts and of the relations between them, such
that a random insertion of a malicious code snippet into a
part that does not exhibit the expected feature values, can be
detected as an anomaly. If connections to and between security
critical methods are associated with sufficiently rare feature
values (and our preliminary results indicate that this is the case),
high detection accuracy can be achieved. Moreover, together,
these features may contribute to increase the cost of attacks
for the difficulty in forging their values — as that would require
inserting spurious method calls into the program in a way as to
match expected feature values associated with the connection(s)
introduced into the parts by the malicious snippet.

To characterize the types of connections to and between
security-critical methods associated with the malicious excerpts,
it is necessary to establish the distinction between two cases.
In the first one (which we denote as Jx), malicious behaviors
are implemented with methods from more than one category of
functionality from standard APIs. For example, a data exfiltrator
can be implemented with methods from the file and network
access categories, while a backdoor can be implemented
with methods from the network and command interpretation
categories. The second case (denoted as NJ) refers to behaviors
implemented by a single category of functionality — namely,
command interpretation or reflection — that provides access to
any other functionality at runtime.

For the Jx type of malicious code snippet, we defined
additional subcategories that further characterize the nature
of connections between security-critical methods. These def-
initions are built on the notion of junction tree, which is in

Figure 1. A simple graph illustrating the definitions of junction: relatively to
the security-critical methods in red, the vertices in purple represent junctions.

turn defined as a tree that is contained in the call graph and
has, as leafs, the nodes representing security-critical methods
from a specific set under consideration. The root of such a
tree we call junction. Informally, it is the meeting point for the
paths starting from each security-critical method, following the
edges in reverse order using a breadth-first search algorithm
(some examples can be found in the Figure 1). Depending on
the height of the tree and the number of distinct package and
package groups to which their methods belong (characteristics
that denote the topological nature of each junction), four classes
of junctions can be defined as follows:

e JO: A tree of unitary height, corresponding to malicious
functionality implemented inside a single method, from
which all calls to security-critical methods are made.

o J1: A tree of height greater than one, but whose nodes
all belong to a single package containing the calls to the
security-critical methods.

e J2: A tree of height greater than one whose nodes belong
to a single package group but not to a single package. This
corresponds to malicious functionality implemented in a
single component, from which the calls to security-critical
methods are made.

o J+: A tree of height greater than one, whose nodes do
not belong to a single package group. This corresponds to
malicious functionalities implemented by the use of different
components, possibly from different libraries or frameworks,
from which the calls to security-critical methods are made.

For characterizing program parts and the connections be-
tween them, we employ the features defined below. Figure 2
provides examples of all the features. The first four features
are, in nature, local (i.e., characterize individual program parts),
while the last two are aimed at characterizing more high-level,
global aspects of a program.

1) Incidence: the number of calls made from a part to methods
of a specific Java standard API, expressed both as absolute
or, to normalize the feature in relation to the size of the
part, relative numbers. Figure 2 (a) shows, relatively to the
net API (which provides network access functionalities),
the incidence of the depicted program part onto the APIL: 4
in absolute terms, or 0.5 (4/8) in relative terms.

2) Dispersion: defined as the number of methods that, within
a program part, make calls to a specific standard APIL. It
may also be expressed in absolute or relative terms. Figure
2 (a) shows the dispersion, within a program part, of the
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Figure 2. Examples of topological features used to characterize connections of security-critical methods to program parts, and with each other via these parts.

3)

4)

5)

6)

methods that call the net API (nodes in gray): in absolute
terms, 3, or 0.5 (3/6), in relative terms.

Internal Connectivity: defined as an indicator of associa-
tion from a given set of methods in a program part to the
rest of the part. It can be obtained by applying a clustering
algorithm to the part and then combining: (1) the number of
clusters that contain methods from the set; (2) the number
of connections between clusters that contain the methods
and clusters that do not. Figure 2 (a) shows the internal
connectivity of the set of methods that use the net API
within a program part, expressed as 2/1/1: two clusters
in total, one cluster (as defined by the dashed blue line)
containing all the methods from the set, and one call to
the latter cluster from the other cluster (as defined by the
dashed green line).

Tree Connectivity: expressed as the number of calls made
to the methods belonging to a junction tree from methods
not in it. Figure 2 (b) shows that, for the depicted junction
tree, whose root is the node in purple and which connects the
three security-critical methods in red, the tree connectivity
is 3, expressing the number of methods that do not belong
to the tree (in yellow) but call methods that do. Relatively
to the number of elements in the tree, the value of its
connectivity is 0.5.

Pair-Wise Connectivity: expresses how much two program
parts are coupled. This feature is defined as a function
of both the number of connections between the parts
(in absolute or relative numbers), and, once a clustering
algorithm is applied to the nodes of both parts, the number
of clusters that contain nodes from both parts. Figure 2
(c) shows the pair-wise connectivity between two program
parts (depicted in green and blue), which can be expressed
as 0.4 (2/5): the number of clusters that contain nodes from
both parts (2), among the total number of clusters (5).
Incidence Signatures: defining the signature of a program
part as its set of incidences onto every standard API, a
sequence of signatures can be associated with a junction
tree as a function of the packages and package groups to
which the tree’s vertices belong. Likewise, extending the
tree backwards into the call-graph, up to the point where

the program’s expected entry-points are reached, similar
signatures can be extracted from the program parts to which
the tree is connected (even for the NJ category, if the method
that calls the security-critical method is taken as the root of
a “virtual” junction tree). In the Figure 2 (d), for an arbitrary
graph as depicted, the pictures on the right illustrate, for all
possible categories of connections, the path from an entry-
point to the security critical methods, and where the junction
is located (except for the NJ category). The colors of the
program parts represent their incidence signatures, and the
typical connections between parts of different signatures
represent the most high-level topological property used in
our technique.

To build a malicious code snippet detector based on these
features, providing both accuracy and robustness against
evasion, we rely on the following hypotheses (one for each
feature) regarding the normal occurrence of calls to security-
critical methods within program parts:

1) The calls are made from parts that have minimal values of
incidence onto the APIs containing security-critical methods.
In other words, these calls are not exceptions in the parts
in which they are made.

2) In these parts, there is a minimum dispersion value associ-
ated with calls to the APIs containing the security-critical
methods, i.e., there must be at least a few methods that
make such calls.

3) There are minimum values of connectivity, within a program
part, between the sub-parts in which calls to security-critical
methods are made and other sub-parts. In other words, these
calls are not made from isolated subparts.

4) For calls associated with junction trees of non-unitary
height (i.e., J1, J2 and J+), there are minimum values of
connectivity associated with them — i.e., the trees are not
isolated in the program parts that contain them.

5) In the paths that begin at the programs’ entry-points and
lead to a part in which calls to security-critical methods are
made, there are minimum values of pair-wise connectivity
between each consecutive part involved in the path. This
implies that, in each of the parts, a call to the next one in
the path is not an exception.
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6) From the paths that begin at the programs’ entry-points to
the parts from which calls to security-critical methods are
made, there are expected sequences of signatures among
the parts involved in the path. Those sequences can be
recognized by Graph Learning Algorithms, such as Graph
Neural Networks (GNNs).

A detector combining these features should put an extra
burden on SSC attack attempts, which would have to obey
high-level topological properties of programs to go undetected.
In other words, even though the proposed technique is unlikely
to completely prevent the insertion of the malicious excerpts
considered in this work (derived from [5]), it is expected to
increase the cost of SSC attacks by requiring the adoption of
more advanced evasion techniques. In particular, assuming a
white-box model (i.e., that attackers know the expected feature
values in the program), evasion may be possible by inserting
spurious calls into the target parts, having to take extra care
to ensure that these insertions are not flagged by dead-code
detection techniques. Attackers may also graft, into the call
graph of the attacked component, a whole part that naturally
meets the expected feature values — for example, by extracting
it from some legitimate library and contaminating it with the
malicious excerpt. In that case, however, the model of expected
signature sequences for analyzing more high-level program
features may be helpful in identifying such a malicious implant.
Ultimately, threat models that consider the percentage that an
attacker controls of the call graph of a program may be defined
to analyze security guarantees provided by our method.

III. PRELIMINARY RESULTS

So far, we have implemented a basic version of our detection
technique. It was designed to detect only the Jx case of
malicious code excerpts, specifically the JO, J1 and J2 cases.
The detection of those cases provides validation for the most
basic hypotheses underlying our technique: the correlation
between incidence and the presence of junctions within the
program parts. Moreover, as those cases represent 98% of the
instances found in the BKC dataset, they can be considered
the most natural choice as the first detection target.

Our implementation relies on the Wala framework [7] to
build the call graph of an input program from its bytecode. The
framework was configured in a way that reduces computational
costs (therefore, possibly not using the most precise static
analysis algorithms available in WALA). Two graph processing
programs were developed to analyze the call graph: the first
extracts from packages and package groups the values of inci-
dences onto standard APIs; and the second searches for natural
occurrence of junctions connecting different combinations of
security-critical methods, each from three possible package
groups from native Java APIs: (1) net, which aggregates
methods related to network access; (2) io, containing methods
related to file input and output; and (3) lang, which contains
methods related to command interpretation and reflection. The
combinations were generated in such a way as to represent
the largest possible number of implementation possibilities for
the malicious behaviors examined in this work, considering

Java 1.6 APIs (the latest version compatible with our validation
dataset). The data processing step was performed manually,
with the help of common spreadsheet software. All the software
and data are available in our public repository [8].

The dataset used in our test was XCorpus [6]. Despite being
relatively old, this choice was motivated by the fact that it is
a curated dataset of compilable and executable programs and
program components, which enables the construction of more
complete call graphs (as the dependencies of all instances have
been resolved). The dataset contains 6694 unique packages,
which were manually grouped into 372 package groups by
name similarity. The values of minimal incidence were adjusted
manually, aiming to maximize detection accuracy considering
a scenario of random contamination of packages and package
groups. Table I displays the resulting values of minimal
incidence associated with junctions connecting security-critical
methods within program parts (JO or JO+J1 within packages,
or JO+J1+J2 in package groups), each method belonging to the
io, lang or net APIs. The symbols 67”,0% and 6,05
denote the adjusted values of absolute and relative minimal
incidences within packages and package groups, respectively.
Table I also displays the detector’s accuracy and average F}
score (Fy) across different synthetic contamination scenarios.

In our tests, we found that the natural occurrence of junctions
for classes JO, J1 and J2 is itself rare. The incidence values
displayed in Table I show that, in most cases, junctions of
class JO are linked to higher relative incidences (and also, to a
lesser extent, absolute incidences) than junctions of class J1 are.
These adjusted parameters also show that relative incidences in
the packages are generally higher than in package groups,
indicating, as expected, that bigger program parts contain
code implementing more diverse functionalities. Lastly, these
parameters also show that junctions of classes J2 are associated,
with some exceptions, to lower values of relative incidences
in comparison to junctions of classes J1 and JO.

The detection accuracies achieved were very high, ranging
from 86.3% to 99.98%, and F; ranged between 0.806 and 1.
The false positive rate did not exceed 12% in the worst case
scenario, indicating the suitability of the method for real-world
settings — in which it is very important not to overwhelm
human analysts with false alerts. We also performed a simple
ablation study, and found that no single parameter contributes
to more than 8% to the accuracy in any setting.

I'V. LIMITATIONS AND RESISTANCE TO EVASION

Beyond the evasion tactics discussed in Section II, attackers
may also employ other tactics, somewhat orthogonal to the
former ones, to try to avoid detection. One category of
strategies may exploit the limited accuracy of static analysis
methods, which causes the construction of incomplete call
graphs. An exceptionally thorny case involves Java frameworks,
which make heavy use of reflection and annotations to link
components at runtime, whereas static analysis tools are not
inherently capable of inferring those links. Moreover, as some
API implementations are not distributed with applications (for
example, because they are part of containers, which serve as
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TABLE I. PARAMETERS OF MINIMAL INCIDENCES ASSOCIATED WITH THE PRESENCE OF JUNCTIONS WITHIN PROGRAM PARTS,
AND THE DETECTOR’S MINIMAL ACCURACY AND F7.

io+net combinations lang+net combinations lang+io+net combinations

JO JO+J1 JO+J1+]J2 JO JO+J1 JO+J1+]J2 JO JO+J1 JO+J1+J2

io net io net io net lang | net lang | net lang | net lang | net io lang | net io lang | net io
9;” 14 7 26 6 - - 48 13 48 10 - - 144 24 28 144 24 28 - - -
9}? 4.6% | 1.6% | 0.6% | 1.65% |- - 85% | 0.5% | 42% | 0.5% |- - 33% 25% | 6.8% | 11% 03% | 1.73% | — - -
9}2) 41 17 41 6 62 39 1554 70 583 22 1329 68 11224 | 725 1618 | 1329 88 312 1329 | 40 189
9%' 22% | 0.6% | 0.1% | 1.94% | 1.7% | 0.35% | 98% | 0.4% | 7.8% | 0.2% | 10% 0.17% | 18.6% | 1.1% | 2.4% | 13.6% | 0.3% | 2.4% 9.1% | 03% | 1%
Ace. | 99.2% 97.8% 88.1% 98.3% 95.8% 86.3% 99.98% 99.6% 86.5%
B 0.993 0.986 0.902 0.985 0.960 0.806 1.00 0.995 0.880

additional middleware layers), the links established through
these APIs are missed by standard static analysis tools. To
circumvent these limitations, our technique may be equipped
with static representations of frameworks, such as the one
found in [9], to allow for more complete call graphs. Another
alternative would be to analyze features at runtime, once all
connections between program parts are resolved.

Another possible category of evasion tactic involves the
obfuscation of package names. In this case, our analysis would
require more robust methods to group packages, using not their
names but the topological features themselves. Graph similarity
techniques may also be used to identify known instances from
a dataset of components.

One last evasion technique category of involves aspects of
Adversarial Machine Learning, specifically for the possible use
of GNNs to identify high-level topological features. In this
case, adversarial training and other techniques may be used to
make the detection more robust [10].

V. RELATED WORKS

Many methods in the literature to detect malicious code in
Java programs and related technologies also guide the analysis
by the usage of security-critical methods. The earliest one,
to the best of our knowledge, is Jarhead [11], aimed at the
detection of malicious applets. For the detection of malicious
code in OSCs, [12] investigates simple possible indicators of
malicious behavior in JARs. One indicator that the authors
conclude to perform is the usage of security-critical methods
in a single method. Another related work is Shear [13], which
employs program slicing techniques guided by paths between
security-critical methods. The slices are then used to train a
supervised deep-learning detector. Dapasa [14], in turn, aims
to identify piggybacked Android software. The solution relies
on noticeable differences between malicious and piggybacked
applications in the usage of security-sensitive APIs, guiding
their analysis by the concept of sensitive subgraphs. Finally,
[15] employs Class-Dependency Graphs to identify disjoint
dependency regions in the applications under analysis, noting
that isolated regions that make singular use of security-critical
methods may be identified as malicious.

Despite sharing similarities with our work, none of these
studies analyze high-level topological features of programs, as
we do, to guide an unsupervised detection approach.

VI. CONCLUSION AND FUTURE WORK

We present a novel technique for the detection of malicious
code embedded in (Java) OSCs through SSC attacks. We
follow an anomaly detection approach, using local and high-
level topological features to distinguish normal occurrences
of connections between security-critical methods and program
parts, and between those methods through program parts. The
technique was implemented partially, and the tests conducted
so far indicate that it can achieve high accuracy considering
common code excerpts observed in SSC attacks [5].

As future work, we intend to implement the technique in its
entirety, and validate it with a dataset containing more recent
versions of Java programs. We also plan to implement and test
some of the robustness improvements discussed in Section IV.
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