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The Sixteenth International Conference on Performance, Safety and Robustness in Complex Systems
and Applications (PESARO 2026), held between May 24-28, 2026 in Venice, Italy, continued a series of
events dedicated to fundamentals, techniques and experiments to specify, design, and deploy systems
and applications under given constraints on performance, safety and robustness.

There is a relation between organizational, design and operational complexity of organization and
systems and the degree of robustness and safety under given performance metrics. More complex
systems and applications might not be necessarily more profitable, but are less robust. There are trade-
offs involved in designing and deploying distributed systems. Some designing technologies have a positive
influence on safety and robustness, even operational performance is not optimized. Under constantly
changing system infrastructure and user behaviors and needs, there is a challenge in designing complex
systems and applications with a required level of performance, safety and robustness.

We welcomed academic, research and industry contributions. The conference had the following
tracks:

e Methodologies, techniques and algorithms

e Applications and services
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all these efforts, the final conference program consisted of top quality contributions.

We also thank the members of the PESARO 2026 organizing committee for their help in handling the
logistics and for their work that made this professional meeting a success.

We hope that PESARO 2026 was a successful international forum for the exchange of ideas and results
between academia and industry and to promote further progress in the areas related to performance,
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during the conference and everyone saved some time to enjoy the historic charm of the city.
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How to Assess the Technology Readiness Levels of an Al-based System?

Stéphanie Gourdin
Thales Defense Mission Systems,
Elancourt, France
stephanie.gourdin @fr.thalesgroup.com

Abstract—The Technology Readiness Level (TRL) framework
provides a rigorous yet adaptable structure for evaluating the
maturity of Artificial Intelligence (AI) based systems, ensuring
that advancements progress from theoretical research to opera-
tional deployment in a measured and transparent manner. Unlike
traditional technologies, AI systems demand a more nuanced
assessment due to their reliance on dataset and knowledge-
base quality, AI model adaptability, and dynamic performance
under varying conditions. In the early research phase (TRL
1-3), the focus lies in defining foundational elements such
as operational boundaries, data governance, and preliminary
compliance with regulatory standards like the AI Act, thereby
mitigating future risks of non-compliance or technical shortcom-
ings. As development advances into TRL 4-6, validation extends
beyond laboratory settings to real-world environments, where Al
components must demonstrate not only functional correctness
but also robustness, scalability, and hardware compatibility. The
final deployment phase (TRL 7-9) emphasizes full-system inte-
gration, ethical alignment, and sustained operational reliability,
ensuring that AI solutions meet both technical and regulatory
benchmarks before widespread adoption. In this paper we discuss
the adjustment needed in the TRL evaluation for AI based
systems and share a structured checklist-based tool to support
this process by defining criteria and advisory risk-mitigation
measures, fostering a balanced approach to innovation while
preventing costly oversights.

Keywords- Al system; Technology Readiness Level; TRL crite-
ria; AI maturity assessment

I. INTRODUCTION

High-quality software products and computer systems are
crucial to stakeholders. Quality models, quality requirements,
quality measurement, and quality evaluation are standardized
within the International Standards on SQuaRE [1]. The Tech-
nology Readiness Level (TRL) framework [2][3] offers a sys-
tematic approach for assessing the maturity of technological
innovations, providing a common language that bridges the
gap between technical development and strategic decision-
making. By establishing clear, measurable criteria for assess-
ing progress, the TRL scale enables organizations to commu-
nicate effectively across disciplines, ensuring that engineers,
project managers, and executives share a unified understanding
of where a technology stands in its development lifecycle.
This shared framework not only facilitates more informed
discussions about technical maturity, but also enhances the
ability to conduct comprehensive risk assessments, allowing
stakeholders to identify potential challenges and dependencies
before they become critical issues [4]. Furthermore, the TRL
approach serves as a valuable guide for investment decisions,
helping organizations allocate resources more efficiently by

Pierrick Richard
Thales Defense Mission Systems,
Elancourt, France
pierrick.richard @fr.thalesgroup.com

Juliette Mattioli
Thales SA, cortAlx
Palaiseau, France
juliette.mattioli @thalesgroup.com

distinguishing between technologies that require additional
development and those that are already mature enough for
deployment. In this way, the framework prevents the prema-
ture introduction of unproven solutions while simultaneously
avoiding excessive investment in technologies that have al-
ready reached their full potential.

In order to guarantee the various trust properties of an Al-
based system throughout its lifecycle [5][6][7], it is important
to assess its TRL. Unlike conventional deterministic software,
Al systems exhibit emergent behaviors derived from data and
knowledge rather than explicit programming. Without rigor-
ous validation, their performance characteristics and potential
failure modes cannot be fully understood. Given the rapid
evolution and unique challenges of AI development, it is
crucial to adapt and refine maturity assessment methods such
as the Technology Readiness Level (TRL) framework to ensure
the responsible and effective deployment of Al technologies.

Today, some standards define maturity criteria [8][9], but to
our knowledge there is no practical guideline on how to carry
out such an assessment in practice. In this article, we present
a dedicated tool developed to facilitate the adaptation and
application of the TRL framework for Artificial Intelligence
(AI) systems. The first section provides a brief overview of
the TRL scale and discusses the reasons why adjustments are
necessary when applying it to Al systems. Next, we describe
the methodology used to derive the proposed framework and
demonstrate its use in practice through our tool. We then detail
the Al-specific adjustments made at each main stage of the
TRL framework—namely, the research phase, development
phase, and deployment phase—before concluding.

II. TECHNOLOGY READINESS LEVEL FRAMEWORK IN THE
CONTEXT OF ARTIFICIAL INTELLIGENCE

The nine-level TRL scale provides a common language
for evaluating and communicating the development status of
technologies, from initial concept through full operational
deployment [10]. The scale progresses through three broad
phases:

o Research Phase (TRL 1-3): Basic principles are observed
and reported (TRL 1), technology concepts are formu-
lated (TRL 2), and proof of concept is established through
analytical or experimental means (TRL 3). This phase
focuses on fundamental research and feasibility studies.

o Development Phase (TRL 4-6): Component validation
occurs in laboratory environments (TRL 4), followed
by validation in relevant environments (TRL 5), and
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culminating in system demonstration in relevant environ-
ments (TRL 6). This phase involves prototyping, testing,
and integration of components into increasingly realistic
conditions.

o Deployment Phase (TRL 7-9): System prototypes are
demonstrated in operational environments (TRL 7), actual
systems are completed and qualified through testing and
demonstration (TRL 8), and finally, systems are proven
through successful mission operations (TRL 9). This final
phase represents the transition from development to full
operational capability.

The framework provides a clear roadmap for technology
progression, facilitating risk management, resource allocation,
and alignment with technical and strategic objectives. This is
particularly relevant in sectors where safety and reliability are
critical, such as aerospace, defense, cybersecurity, and digital
technology. For Artificial Intelligence (AI) systems [11], a
TRL assessment is not just a formality, but a key factor in
determining feasibility, risk and investment decisions.

The EU Al Act defines "Al systems as machine-based
systems operating with varying autonomy, adapting over time,
and generating influential outputs, from predictions to deci-
sions". The field of AI mainly follows three major paradigms.
The first is data-driven Al, which covers statistical and con-
nexionist Al such as Machine Learning (ML) and Generative
Al Inspired by biological neural networks, this sub-discipline
has dominated since the early 2020s due to its ability to deduce
patterns from data. Secondly, knowledge-based Al (also known
as symbolic Al) relies on knowledge representations such as
ontologies and conceptual graphs. The distinction between the
first two paradigms lies in how knowledge is acquired: data-
driven Al extracts it automatically from examples, whereas
symbolic Al encodes it explicitly through human expertise.
Finally, hybrid AI encompasses any synergistic combination
of various Al techniques, which could be enhanced by prior
knowledge (such as mathematics, physics, or geometry).

Unlike traditional engineering systems, where TRLs are
often tied to physical prototypes and testing, Al systems
introduce unique complexities due to their adaptive, data-
driven and frequently opaque nature. For example, Al-based
systems may demonstrate exceptional performance within the
controlled parameters of a laboratory setting, achieving metrics
that suggest a high level of readiness [12][13]. However, when
exposed to the unpredictability of real-world conditions, such
as adverse weather, adversarial threats or the variability of
human behavior, their effectiveness can diminish considerably.
Al-specific failure modes must be carefully addressed before
Al algorithms are deployed. For instance, data-driven Al
models can become miscalibrated due to subtle shifts in data
distribution during deployment, causing them to overestimate
their predictive accuracy. The disparity between controlled
testing and real-world application underscores the pivotal role
of performance and TRL assessments. These provide a more
accurate understanding of a technology’s readiness.

The disparity between AI performance in controlled lab
settings and real-world applications highlights the need to

manage stakeholder expectations effectively. These expecta-
tions are frequently influenced by overly optimistic forecasts
or marketing claims rather than concrete evidence. TRL
assessments [14] provide an unbiased evaluation of an Al
system’s capabilities, ensuring that stakeholder expectations
align with actual performance. This alignment fosters greater
transparency and builds trust in the technology’s potential.

TRL evaluations also guide Research and Development
(R&D) by identifying the specific challenges that hinder an
Al system’s transition from theoretical success to practical
implementation. For instance, a medical diagnostic Al tool
may demonstrate high accuracy when analyzing historical
patient data, suggesting advanced readiness in a controlled
environment. However, when deployed in real clinical settings,
it may encounter unexpected obstacles, such as compatibility
issues with hospital infrastructure or usability limitations, that
reduce its operational effectiveness. By pinpointing these gaps,
TRL assessments enable organizations to prioritize efforts to-
ward overcoming critical barriers, whether through improving
system interoperability, enhancing user experience, or refining
the technology’s scope to more feasible applications.

Furthermore, the regulatory and ethical implications of
Al deployment underscore the importance of rigorous TRL
evaluations, particularly in high-stakes sectors where safety
and security are paramount. Applications like autonomous
weapons or Al-driven medical diagnostics demand thorough
validation to ensure compliance with ethical and regulatory
standards. For example, an Al-based credit scoring system
must not only prove technical proficiency but also meet strict
fairness, robustness, and transparency requirements before
being responsibly integrated into financial institutions. The
TRL framework offers a structured method for assessing these
multifaceted dimensions, ensuring Al systems achieve the
necessary certifications and public trust. This approach helps
organizations navigate complex regulatory landscapes while
mitigating risks associated with premature or inadequately
validated deployments.

III. METHODOLOGY FOR DEVELOPING TRL EVALUATION
CRITERIA FOR Al

The goal of this work is to establish clear criteria to
objectively determine each TRL level, as the interpretation of
the TRL scale can vary. While specific criteria could also be
useful for evaluating classical algorithms, experts have gener-
ally relied on their experience and a shared understanding to
assess maturity without a detailed scale. In contrast, the use of
new Al-based algorithms—whether data-driven or knowledge-
based— necessitates a reevaluation of how algorithm maturity
is assessed and calls for more precise and tailored criteria.

Indeed, since these systems are less reproducible and data-
dependent, there is a greater reliance on testing methodology
and environment: applying classical criteria alone may lead
to an overestimation of the maturity level. For example,
using real data for both training and testing in volumes and
with representativeness that are insufficient to ensure proper
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algorithm generalization can give misleading results. Some Al-
based algorithms can produce convincing results very quickly,
but their maturity also depends on the maturity of the testing
environment. Therefore, we propose to precisely detail the
TRL criteria to ensure the actual maturity of algorithms. Here,
maturity is defined as the ability to use the algorithm within
a system without risk of unexpected or untested behavior.

The methodology to develop the Al TRL scorecard was
based on various sources proposing approaches for measuring
TRLs in classical algorithms, used by different institutions
to define the meaning of the different levels on the scale
(including documents from French Department of Defense,
NATO, the European Union, and the ISO 16290 standard [8]).
From this work, it emerged a list of criteria that can be used
to measure TRL levels for classical algorithms more precisely
than by merely interpreting the level definitions alone.

We based our work on Thales’ dual experience: on one
hand, in our algorithmic studies aimed at integrating Artificial
Intelligence into our products within the demanding defense
context; on the other hand, through our participation in the
Confiance.ai program [15], which highlights critical issues
that may arise during the maturation of algorithms whose
definitions are not derived from explainable problem modeling
but rather from learning. This work has allowed us to adapt
and supplement the list of criteria to be considered specifically
for the challenges posed by Aurtificial Intelligence.

The tool helps project teams assess algorithm maturity and
identify early risks. Using a checklist in an Excel template,
it shows the current TRL level and highlights areas needing
improvement. It also serves as a record to document progress
and support maturity claims.

Mandatory criteria directly contribute to TRL definitions
by characterizing algorithm maturity; failure to meet any
mandatory criterion indicates the associated TRL level is not
achieved. These criteria align with ISO 16290 requirements
for TRL validation.

Conversely, recommended criteria function as risk mitiga-
tion checkpoints to ensure critical considerations are addressed
timely, preventing potential deadlocks during further matu-
ration phases that could necessitate solution redesign. While
strongly advised to be reviewed at specified milestones, non-
compliance with these does not invalidate the reported TRL.
For instance it is recommended to pay attention to software
licensing: during the research phase, the license used does not
impact the progression in maturity, but it may prevent indus-
trialization if incompatible. Similarly, regulatory compliance
(e.g., Al Act) does not impede research but prohibits product
deployment if breached. Therefore, it is advisable to address
compliance issues as early as possible; otherwise, investments
in the technology may turn out to be futile, as the solution
could turn onto a non-deployable technology.

IV. METHODOLOGY FOR ASSESSING Al TRL

To assess the Technology Readiness Level (TRL), it is
essential to clearly define and baseline the technology or
subsystem being evaluated. This involves specifying what

is being assessed, its intended use, and its boundaries—a
definition that becomes more detailed as the system matures.
For higher TRLs, it is also necessary to clearly state the
performance requirements and understand the mission, the
system context, and the operational environment involved [8].

The evaluation tool includes a dedicated section for de-
scribing the element under assessment, with the level of
detail adapted to the maturity phase (research, development,
or deployment). For Artificial Intelligence projects, this means
specifying both the algorithm’s objectives and the details of
its training process, especially the datasets used. Since Al
development is highly iterative, with frequent changes even
late in the process, TRL assessment for AI must also be
dynamic and ongoing. Regular updates to the training database
are common to improve the system’s robustness and alignment
with real-world conditions.

A TRL score alone does not provide an exact measure of
the remaining effort or costs, especially for Al, where initial
development (such as dataset creation and labeling) can be
resource-intensive, but subsequent updates may be efficiently
revalidated through automated testing frameworks.

Achieving TRL 9 requires reproducible algorithm behavior,
which is often challenging for AI systems that naturally
incorporate randomness or adaptivity. Small updates usually
only impact specific criteria, and a detailed evaluation helps
identify what must be retested versus what remains unaffected
by changes. Adopting an iterative and flexible approach is key:
accepting temporary regressions in TRL fosters continuous
improvement and shorter validation cycles. Instead of focusing
solely on linear TRL progression, this mindset supports faster
refinements and helps accelerate industrial maturity, balancing
readiness assessment with ongoing enhancement.

V. RESEARCH PHASE (TRL 1-3)

In the classical interpretation of TRLs, the early research
phase (TRL 1-3) focuses on identifying fundamental prin-
ciples, defining an application concept, and demonstrating
technical feasibility through a proof of concept. For con-
ventional software or hardware systems, readiness at these
levels is primarily assessed through the identification of system
inputs and outputs, the definition of functional requirements,
and the verification that the proposed solution complies with
applicable standards and regulations. However, when dealing
with Al-based systems, these criteria must be significantly
extended to account for the data-driven and probabilistic nature
of learning-based components or the stochastic nature of
certain knowledge-based Al or hybrid Al approaches.

At TRL 1, beyond simply identifying system inputs and
outputs, it becomes necessary to characterize the nature of
the data and knowledge itself [16]. We recommend assessing
early on, starting at this initial stage, whether the underlying
Al technics principles comply with Al-specific regulatory
constraints, such as those outlined in the AI Act [17]. This
early evaluation helps avoid investing effort in developing
systems that may later prove non-compliant.
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% Completer 44% TRL3 Analytical and/or experimental demonstration of the feasibility of critical functions
- 100 Mandatory At least one feasible application is identified for the specified technological concept and associated basic
principles.
- 100 Mandatory The functional chain of the techneology is established
— 100
- ¢ O Mandatory Simulations and/or laboratory experiments on subsets have justified the feasibility of critical elements of the
technology for the intended application.
— 100 Mandatory Performance measurement metrics are established, covering both Al-specific metrics and operational metrics of
the target application. Metrics ensuring test statistics are included.
- 0 O Mandatory These simulations have confirmed/clarified/optimized the expected performance magnitudes.
Mandatory The algorithm's complexity is calculated with a view to implementation goals compatible with target constraints.
O Recommended Performances gains over previous and competing technelogies are confirmed.
O Recommended Major risks and blocking points are identified (technology integration, environments, etc.).
O
Recommended A document justifying choices or a study report is documented. (A document justifying choices or a study report is
documented.)
a Recommended A potential user [client, product line) has expressed a preliminary interest in one of the identified applications
within the scope and level of generality decided. This user will subsequently be referred to as the "client."
O recommended
O Recommended
O Recommended The skills and processes (methods, tocls, manufacturing, etc.) necessary for the development of the technology
are identified.
O Recommended A roadmap towards concrete applications is outlined.

Figure 1. Criteria for TRL3

TRL 2, traditionally focused on defining the application
domain and conceptual system architecture, must explicitly
introduce the Operational Design Domain (ODD) [18] and for-
malize the processes for obtaining, qualifying, and governing
data and knowledge, since their availability and representative-
ness directly impact system feasibility. This stage is achieved
through initial simulations aimed at demonstrating the concept,
without yet addressing representativity.

At TRL 3, where a proof of concept is established, readiness
for Al-based systems cannot be inferred solely from func-
tional demonstrations. Instead, it requires explicit evidence
that evaluation criteria tailored to Al-based behavior have been
formally defined, including performance metrics that capture
Al system effectiveness, uncertainty, and failure modes, and
whose computation is reproducible across datasets and experi-
mental runs [12]. These metrics must be supported by a struc-
tured data lifecycle encompassing data ingestion, curation, and
labeling processes, and complemented by initial considerations
regarding explainability and robustness, which are necessary
to interpret and contextualize measured performance.

At the end of this research phase, the explicit label of
the technology, the level of generality and the research and
industry players developing the technology is fixed and are part
of the context for the evaluation. Furthermore, the functional
chain of the technology and the performance measurement
metrics are also established and baselined.

Consequently, for Al-based systems, TRL 1-3 no longer
represent a simple progression from concept to feasibility,
but rather a structured reduction of uncertainty across data,
learning behavior, and evaluation criteria.

We show in Figure 1 how the template is constructed for
the example of the TRL3 which is a major step especially for
Al systems.The example particularly illustrates a case where
some of the criteria required to validate the TRL are met, but
not all. In this case, the template allows measuring the level of
TRL achievement as a percentage. The criteria shown in black
are common to both classical and Al algorithms, while the
criteria specific to Artificial Intelligence work are highlighted
in orange.

VI. DEVELOPMENT PHASE (TRL 4-6)

In the classical TRL framework, the development phase
spanning TRL 4 to TRL 6 corresponds to the progressive
validation of system components and their integration un-
der increasingly realistic conditions. TRL 4 focuses on the
validation of individual components or subsystems within
a laboratory environment, TRL 5 extends this validation to
relevant environments that approximate operational conditions,
and TRL 6 culminates in the demonstration of a system or
subsystem prototype operating in a representative environ-
ment. For conventional systems, readiness at these levels is
assessed primarily through functional correctness, interface
compatibility, and the ability to integrate components into a
coherent system architecture.

For Al-based systems, however, this development phase
introduces additional and non-trivial maturity criteria that go
beyond classical component validation. At TRL 4, validation
is not limited to functional behavior in a laboratory setting: the
Al architecture must be explicitly designed to be compatible
with the target hardware constraints, such as computational
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Figure 2. Criteria for TRL6

resources, memory, and latency requirements. Moreover, the
Al architecture and its interfaces are formally specified,
enabling controlled integration with non-Al components. A
critical addition at this level is the creation and use of a
dedicated validation or qualification dataset, distinct from
training datasets or the knowledge base, to assess Al model
behavior under controlled and repeatable conditions.

At TRL 5, the transition to a relevant environment requires a
stronger stabilization of the Al component itself. In contrast to
earlier stages where iterative design of the Al algorithm design
remains central, the model is considered ready for deployment
in the sense that its parameters are frozen, thereby fixing
the Al capacity behavior. The evaluation dataset is explicitly
determined based on client or stakeholder needs, reflecting
operational expectations and acceptance criteria rather than
research-driven objectives. Performance validation at this stage
relies on simulation environments or real-world data that were
not used during training, in order to assess generalization capa-
bilities and to reduce the risk of overly optimistic performance
estimates.

The TRL 6, detailed in Figure 2, further extends clas-
sical system demonstration by introducing security consid-
erations that are specific to Al-based systems. In addition
to demonstrating functional performance in a representative
environment, readiness at this level requires that the system’s
robustness against adversarial threats is explicitly taken into
account. This includes assessing the susceptibility of the Al
model to adversarial inputs or malicious perturbations and
evaluating the impact of such attacks on system behavior [19].
Consequently, for Al-based systems, TRL 4-6 represent not
only a progression toward system integration, but also a shift
from Al-centric development to controlled deployment readi-
ness, where architectural compatibility, dataset governance,
model stability, and security become central indicators of
technological maturity.

VII. DEPLOYMENT PHASE (TRL 7-9)

In the deployment phase, the objective is to transition
from a prototype to a product that can be industrialized. The

algorithms have already demonstrated their performance and
robustness during the previous maturity ramp-up phases, and
therefore no further modifications are made to them starting
from this deployment stage. At this point, the Artificial Intel-
ligence algorithms are fixed, and the process of moving from
prototype to industrialization are identical to those applied to
traditional software projects and do not require Al-specific
adjustments.

VIII. CONCLUSION AND FUTURE WORKS

This paper presents a TRL assessment guide which offers
a structured framework in order to guarantee the various trust
properties of an Al-based system throughout its lifecycle. As
operational contexts evolve, data-driven Al systems can de-
grade in ways traditional technologies do not. TRL assessment
therefore verifies that systems are validated under sufficiently
representative conditions, preventing premature advancement
based only on selected benchmarks.

Focuse on reducing
uncertainty in data,
knowledge, Al algorithm
behavior, and assessment
metrics. Key steps include
defining the Operational
Deslgn Domaln, data
governance, and early
regulatory compliance
(e.g.. Al Act) to avoid future
deployment barriers.

Validate Al components in
realistic environments,
emphasizing hardware
compatibility, performance
reproducibility, and
robustness. lterative
refinement, even ifit
temporarily lowers TRL,
accelerates maturation.

Ensure Al system
reliability, scalability, and
compliance with
ethical/requlatory
frameworks and
standards.

Research Phase (TRL1-3)
Development Phase (TRL 4-&)
Deployment Phase (TRL 7-9)

Figure 3. The TRL framework supports the Al system maturity assessment,
bridging technical development and strategic decision-making.

As resumed Figure 3, lower TRLs address core capabilities,
intermediate TRLs show subsystem integration, and higher
TRLs validate fully integrated systems. Al components must
also fit into complex existing architectures. The stepwise TRL
progression ensures integration issues are found at the right
development phase, not at deployment.

The TRL framework provides a common language for
Al developers, users, acquisition authorities, and decision-
makers. It helps prevent misalignment, such as laboratory
demonstrations creating unrealistic expectations of operational
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maturity, and is essential for governance and multinational
collaboration.

This TRL framework is already used at Thales in various
operational and research contexts [20]. It supports defining
functional requirements and evaluation metrics during pro-
posals, assessing the maturity of research components before
transfer to Thales solutions, and ensuring that product and
system maturity suits their intended defense and aeronautics
uses. As noted, it is integrated into our engineering workflows
to systematically reinforce Al governance. The tool is non
specific to Thales and easy to use, therefore in the mid term, it
will be made Open Source as part of the European Trustworthy
Al Association!, which provides open-source tools to support
scalable and secure Al development.

The TRL scale nonetheless has limitations. Although it
details the path from research to large-scale deployment, it
does not inherently cover other factors critical to success.
Regulatory compliance and market maturity add complexity:
technologies must both function correctly and meet legal
standards while being accepted in target markets. These issues
are acute when moving between sectors, where differing inter-
pretations and adaptations of TRLs can cause inconsistencies
and misunderstandings.

In safety-critical fields such as aerospace and defense,
where Al failures can be catastrophic, adherence to the TRL
process is both best practice and an ethical imperative [21].
Each TRL stage functions as a checkpoint, requiring evidence
of increased technological maturity before progression. This
staged, evidence-based approach ensures rigorous validation
under realistic conditions before moving from laboratory pro-
totypes to operational use. It is especially crucial for systems
that must satisfy certification standards like EUROCAE/SAE
ARP6983 for aeronautics [22]. Emerging regulations, such
as the European Al Act, also mandate phased development
with progressive demonstrations of maturity, for which TRL
assessments provide a natural structure, particularly in high-
risk applications.
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Abstract—The Deliver Digital Products and Services (DDPS)
framework is conceived to streamline the development and
operation of digital-first solutions by reducing organizational
silos and enhancing collaboration between operations engineering
and product management. It integrates agile, DevOps, and “‘Shift
Left” principles and is structured around five continuous, iterative
activities: Explore & Plan; Build & Deliver; Release & Deploy;
Operate & Support; and Performance Assessment & Learning.
In light of the large-scale deployment of artificial intelligence
(AI) in digital products and services, as well as the emergence
of new Al-specific regulatory frameworks, the DDPS process
requires adaptation. In particular, the EU AI Act introduces
the notion of “intended purpose” as a central criterion for Al
governance, tightly coupling liability and compliance obligations
to the operational context of use. The development of trustworthy
Al thus necessitates a holistic, lifecycle-oriented approach that
integrates legal, ethical, and technical considerations across design,
deployment, and operational phases.

Keywords- Digital Products; Deliver Digital Products and Services
(DDPS); DDPS Process; Trustworthiness Assessment.

I. INTRODUCTION

The "Deliver Digital Products and Services" (DDPS)
process focuses on creating, distributing, and managing digital
solutions, often Al-based, delivered mainly via online or
networked environments rather than physical formats. These
offerings include software, mobile apps, cloud platforms,
streaming services, and digital marketplaces, designed to meet
specific user needs in a fully dematerialized way. Unlike
physical products that require production, shipping, or installa-
tion, digital products and services are delivered instantly and
accessed anywhere with an internet connection, providing high
convenience and flexibility.

Digital products and services typically run on public, private,
or hybrid clouds, enabling automated distribution without local
installation or hardware changes. Providers handle updates
and scalability, matching capacity to demand and maintaining
performance without physical reconfiguration. Automated
deployment enables continuous, largely transparent roll-out
of new features, security patches, and performance improve-
ments with minimal disruption. These solutions are mainly
operated and supported remotely using advanced monitoring,
maintenance, and customer support tools [1]. Real-time tracking
of performance, security, and system health enables proactive
issue resolution. Support is provided via online channels such
as chat-bots, help centers, and ticketing systems, delivering
fast, efficient, contactless assistance while reducing costs and
enabling scalable, round-the-clock support across regions.

The DDPS process applies only to these digital-first solutions,
not to traditional or hybrid offerings that still rely on physical

Juliette Mattioli
Thales SA, cortAlx, France
juliette.mattioli @thalesgroup.com

Xavier Bec
Thales Global Services SAS, France
xavier.bec @thalesgroup.com

components or manual interventions. The framework is built to
maximize efficiency, scalability, and user-centricity in a rapidly
evolving digital landscape.

Trustworthy AI relies on legal, ethical, and technical
foundations, reflected in requirements such as robustness,
effectiveness, reliability, usability, human agency, and oversight
[2]. It spans the entire Al lifecycle, from design and engineering
to deployment and operation [3], and covers both technical
systems and the actors and processes around them. This
holistic view treats trust not only as a property of a digital
product or service, but also as the result of relationships among
stakeholders such as Al engineers, scientists, domain experts,
and leaders. It focuses on understanding each stakeholder’s
perspective and maintaining trust as objectives, environments,
and conditions change. The aim is to provide a practical
framework for stakeholders to systematically assess and ensure
the trustworthiness of Al-based DDPS.

After introducing in section III-A the DDPS activities [4],
we will examine the integration of Al into digital products
and services in the core of section III. It aims to support
a robust design and delivery process that reliably generates
effective solutions by rigorously meeting user and business
needs, while ensuring compliance with applicable standards
and regulations underlined in section II. This work builds
on the results of the French initiative "Confiance.ai" which
introduced a structured framework to assess the reliability of Al-
based systems presented in section IV, especially those using
machine learning, while simultaneously reducing the costs
associated with over exploitation, engineering, and operational
inefficiencies.

II. AT REGULATORY AND NORMATIVE LANDSCAPE

We first outline the Al regulatory and normative landscape
we must follow. The EU Al Act defines a framework for
high-risk Al systems to ensure safety, reliability, and ethical
soundness [2]. High-risk domains include critical infrastructure,
transportation (including aeronautics), medical devices, and
essential public services. “High-risk™ status follows a systematic
assessment of a system’s potential to harm human welfare
or undermine fundamental societal values. A key feature is
the presumption of conformity through harmonized standards,
fostering trust, transparency, and accountability among Al
developers, providers, and users [5]. Figure 1 presents the
broad spectrum of standards for Al data, performance, and
governance that underpin trustworthy and responsible Al

Specific safeguards, including cybersecurity and functional
safety measures, are central to regulations for high-risk Al sys-
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Figure 1. The Al standards landscape

tems. They go beyond conventional IT security by addressing
Al-specific vulnerabilities through systematic risk assessments
that identify and mitigate threats such as adversarial attacks,
data poisoning or manipulation, and model drift. Unlike
traditional digital services, Al-driven DDPS often exhibit
emergent behaviors that cannot be fully predicted at the design
stage. This unpredictability requires a fundamental rethink of
the end-to-end design, development, and delivery of digital
products and services to properly integrate AI components.
The implications of this reconfiguration are examined in the
next section.

ITI. DELIVER DIGITAL PRODUCTS AND SERVICES PROCESS

The engineering DDPS process (see figure 2) is concep-
tualized as a comprehensive end-to-end lifecycle framework
that systematically enhances the cross-functional collaboration
necessary to securely and efficiently design, develop, deploy,
and operate digital products and services [6]. Its principal
objective is to mitigate organizational and functional silos and
to decrease both the frequency and complexity of handovers
between operations engineering and product management.

A. Usual DDPS Workflow

The DDPS process embraces the concepts and culture of
agility, DevOps and Shift left [4]. It is inspired by already
existing concepts, Agile at scale frameworks, studies such
as Team Topologies and Accelerate. It is founded on a
“Continuous Everything” paradigm, within which five activities
are executed on an ongoing, uninterrupted basis.

« “Explore and Plan”: The objective is to continuously explore
markets and customer needs, while also managing roadmap,
capacity, budget, and organization.

o “Build and Deliver”: Based on the roadmap, objective is to
continuously take features and enablers from the Program
Backlog and implement them in a continuous delivery
process.

« “Release and Deploy*: In alignment with the "Release on
Demand" paradigm, the objective is to manage candidate
releases throughout the entire delivery pipeline, culminating
in their deployment into the production environment.

o “Operate and Support”: The objective is to ensure con-
tinuous, uninterruptible service delivery and comprehensive
technical support for end users.

o "Measure and Learn": Based on a data-driven culture,
objective is to establish a framework for the implementation
of continuous improvement, as well as ongoing learning
and experimentation, both with regard to the quality of the
products and services delivered and the optimization of the
efficiency of operational activities.

Based on work on the life cycle of an Al based system [7]
[8] and the workflow described above, we refined the overall
DDPS process to integrate the induced issues of embedding
Al [9].

B. Explore and Plan of an Al-based DDPS

The adoption of the EU Artificial Intelligence Act represents
a significant milestone in the governance of Al as it establishes
the “intended purpose” as a foundational legal and conceptual
criterion for delineating the scope, accountability structures,
and regulatory compliance obligations applicable to Al systems.
This notion encompasses the specific objectives of Al solution
(Al-systems as well as Al-based digital products and services)
deployment, the functional characteristics of these systems,
and the technical and socio-organizational contexts in which
they are conceived, designed, developed, and operated. By
systematically linking liability regimes and compliance duties
to the intended purpose, the Al Act constructs a comprehensive
and robust regulatory framework that governs Al solution
through a differentiated, risk-based approach. The primary
objective of the "explore and plan" stage is to delineate
the operational domain within which the Al-based digital
product or service is required to function and to ensure that it
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Figure 2. The Al-based Digital Products and Services Delivery Process

continues to operate as intended over time under all reasonably
foreseeable operating conditions. This includes the systematic
consideration of edge and corner cases, as well as potential
failure scenarios, in order to mitigate unintended consequences
that could endanger human life or compromise mission-critical
functions.

Accordingly, the Intended Purpose Summary shall be ar-
ticulated in a concise, clearly delineated statement specifying
the system’s functional capabilities, the entities or data upon
which it operates, the intended user groups, and the operational
context in which it is expected to be deployed. The Operational
Design Document (ODD) [10] provides a formal description
of the operational environment and the associated operating
conditions. The development and analysis of the ODD have
been initiated based on the preliminary formulation of the
Intended Purpose. Thus, the “Risk Management” activity and
the “Requirements and Specification™ activity, which includes
the ODD description, constitute the principal components of
the “Explore and Plan” phase.

C. Build and Deliver of an Al-based DDPS

The aim of build and deliver is to produce Al constituents
and integrate them into an operational version of the system.
It includes design, documentation, implementation as well as
integration and testing it results on a potentially releasable
version of the system [11].

Once the risk analysis, the ODD, the functional architecture
of the digital solution, and the associated technological choices

have been finalized, the subsequent step consists in specifying
each individual constituent. Multiple implementation streams,
each dedicated to a specific constituent, may proceed in parallel,
encompassing specification, development and implementation,
unit-level evaluation, and delivery for integration. In addition,
the design phase aims to examine the available data required to
train the model and to define the functional and non-functional
requirements of the AI constituent. These requirements should
guide the design of the architecture of the Al-based digital
product or service, the definition of the model-serving strategy,
and the construction of a comprehensive test suite for the future
Al constituent.

The subsequent phase, entitled “Integration, Validation, and
Qualification,” is dedicated to assessing the suitability of
artificial intelligence (AI) techniques for the problem at hand
through the implementation of a proof-of-concept for the
Al component. In this phase, we iteratively execute several
activities, including the identification and refinement of an
appropriate Al algorithm for the target problem, as well as data
engineering, knowledge engineering, and algorithm engineering.
The principal objective of this phase is to produce a robust
and reliable AI component that is ready for deployment [12].

D. Release and Deploy of an Al-based DDPS

The primary objective of this phase is to implement the
solution incorporating one or more Al components by applying
established DevOps practices, including systematic testing,
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management and deployment of release candidates, continuous
delivery, and operational monitoring.

Even when the majority of verification and validation
activities are shifted left and executed on a continuous basis,
certain activities must still be conducted immediately prior to
release and deployment into the production environment. This
phase includes the preparation and execution of the remaining
tasks, such as operational readiness activities, deployment of
the release to a staging environment, and subsequent validation
and testing on that platform. Only upon successful completion
of these activities is the release authorized for deployment into
the production environment.

Certain Al constituent, particularly those grounded in data-
driven approaches such as machine learning (ML), necessitate
continuous operational monitoring to identify deviations during
runtime. Consequently, the use of dedicated monitoring and
management tools is mandatory [13]. The inherently static
nature of trained ML models can lead to suboptimal perfor-
mance in dynamically evolving environments. As a result, ML
models must be capable of adapting to changes, including
component wear and aging, as well as emerging data biases,
in order to mitigate obsolescence caused by concept drift.
Nonetheless, the specification of appropriate performance
metrics for deployment monitoring is inherently problem-
dependent. The recent proliferation and deployment of large
language models (LLMs) further accentuate and amplify these
challenges.

E. Operate and Support of an Al-based DDPS

The integration of AI components into products necessitates
dedicated activities to systematically evaluate Al trustworthi-
ness, with particular emphasis on the “Operate and Support”
phase of the lifecycle. This phase encompasses all operational
dimensions, focusing on day-to-day execution and customer
service delivery, while ensuring that Al-enabled digital products
and services consistently remain trustworthy.

To this end, a structured, formalized, and reproducible assess-
ment framework is employed to evaluate key trustworthiness
attributes, including effectiveness, reliability, security, validity,
explainability, and accountability. The use of such a framework
supports the continuous improvement of system quality and
contributes to an enhanced overall customer experience [14].

As with cybersecurity, where an “Ensure Cybersecurity of the
Solution” activity is embedded in operations, Al trustworthiness
is maintained through a dedicated “Ensure AI Trustworthiness
of the Solution” sub-activity [15]. During operations, this sub-
activity continuously monitors and assesses Al performance,
reliability, security, and validity so the solution keeps meeting
its objectives. Monitoring mechanisms enable early detection
and anticipation of issues such as model drift, helping to
avoid or reduce service disruptions [13]. Explainability and
traceability mechanisms further support efficient maintenance.
When deviations, deficiencies, or non-compliance with trust-
worthiness requirements are found, corrective actions—such as
model retraining, updates, or technical/procedural fixes—are

initiated and tracked via the backlog to maintain alignment
with defined trustworthiness criteria.

IV. TRUSTWORTHINESS PERFORMANCE ASSESSMENT

Assessing trustworthiness in Al-based products and services
is a multifaceted challenge that goes beyond traditional metrics
such as model accuracy or computational efficiency, requiring
a holistic, systemic approach to ensure reliability, safety, and
alignment with human and societal values [16]. Trustworthiness
is a dynamic attribute that must be continuously monitored,
validated, and adapted throughout the entire lifecycle of an Al-
based digital product or service. This complexity stems from
AT’s inherent uncertainty, stochastic behavior, and emergent
risks, which differ from traditional software systems. Therefore,
trustworthiness assessment must consider interactions between
technical components, human oversight, and operational en-
vironments, all of which shape overall performance and
dependability. This engineering activity, grounded in a data-
driven culture, supports continuous improvement—a core value
of the DDPS process—and is transversal to the four previous
activities. Its main purpose is to continuously identify, track,
and implement improvement actions by defining and reviewing
KPIs relevant to the digital program. This step corresponds to
the "Measure and Learn" activity in the DDPS process.

Assessing trustworthy performance requires shifting from
a model-centric view to a Product- or Services-level one.
Traditional Al evaluation focuses on model metrics like
accuracy, precision, or recall on curated datasets, but this
is inadequate for high-stakes applications. What matters is
the real-world behavior of the digital product or service,
not the model alone. This demands integration testing to
track how uncertainties propagate through the solution, how
human—machine interfaces support effective oversight, and how
deterministic cybersecurity protocols can override Al outputs
when they breach laws or ethical constraints.

Another key part of assessing trustworthiness is evaluating
performance metrics, which must align with the real-time de-
mands of high-risk applications [17]. Computational efficiency,
particularly latency, where delays in processing could lead to
failures. The worst-case execution time must be rigorously
guaranteed to ensure that the system responds within safe
operational windows.

A key challenge in assessing reliability is ensuring that
training and validation datasets or knowledge bases are rep-
resentative, since Al products are only as reliable as the data
or knowledge used to design them. A model may perform
well in the lab or on specific datasets but fail in real-world
deployment, where variability, edge cases and environmental
noise differ from the original data. This divergence occurs when
the operational design domain (ODD)—the range of conditions
in which the system is expected to operate—is not adequately
reflected in the design data or knowledge. Reliability assessment
must therefore rigorously validate information quality (data
and knowledge) against real-world distributions [18] and test
the digital solution’s ability to remain stable and predictable
within its ODD.
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TABLE I. MAIN KEY PROFILES

Role

Responsibilities

Key Skills

Al Engineers

Design, train, and optimize Al models. Implement
robustness enhancements (e.g., cyber attack or misuse).

MLOps/AlOps, Computer Science, Algorithm
engineering

Data Analyst

Curate and preprocess datasets. Ensure data quality and
representativeness.

Data Cleaning, Feature Engineering, Bias De-
tection.

Al Scientists

Develop and validate new Al constituents taking into
account trustworthiness characteristics such as trans-
parency and/or explainability.

Data-driven Al, Knowledge-based Al, Hybrid
Al, Explainable AI (XAI), Visualization Tools

Domain Experts

Support Operational analysis regarding the intended
purpose. Contribute to the Operational design domain
definition

Domain Knowledge (e.g., Defense, Aerospace,
Cyber & Digital).

Al Leader

Ensure the Al system aligns with regulatory and ethical
standards. Conduct bias audits and fairness assessments.

Recognized Al expert, Al discipline, master
the regulatory framework, standards & Digital
Ethics Charter

End Users

Provide real-world feedback on solution performance
and usability through the feedback loop instanciated in
the solution.

Domain-Specific Knowledge, User Experience
(UX) Feedback.

Al Security Experts

Assess vulnerabilities specific for Al (e.g., model
inversion attacks, data poisoning). Implement defensive
mechanisms (e.g., differential privacy).

Al cyber security, Prompt Injection, Watermark-
ing, etc.

Human Factors Engineers

Design user interfaces that present Al decisions clearly
and intuitively. Ensure human oversight is effective.

UX/UI Design, Human-Computer Interaction
(HCI), Cognitive Engineering.

Al products’ stochastic variations in outputs, even when
identical, complicate trustworthiness evaluations as they exhibit
a non-deterministic nature. This makes regression, testing,
certification, and auditing challenging due to the need for
consistency to demonstrate compliance with safety standards.
Ensuring repeatability is essential for safety-critical applica-
tions, where variations could lead to harmful consequences.
Reproducibility is crucial for maintainability, certification, and
auditability, mandatory in regulated industries like healthcare
and aviation.

Al-based solutions are more complex because their depend-
ability must hold not only technically but also under unforeseen
failures and changing environments. Unlike traditional software,
whose dependability can often be guaranteed, Al products and
services rely on statistical performance trade-offs and require
a risk-based approach to maintain safety and cybersecurity.
Availability must be backed by fallback mechanisms that
trigger when the Al encounters out-of-distribution inputs or
low-confidence cases. Reliability covers not just uptime but
stable performance over time, especially under concept drift.
Safety and security require verifying that the system avoids
catastrophic risks. Maintainability is critical due to Al’s data-
driven nature, demanding continuous retraining and adaptation
to stay effective.

The usability of Al systems now includes multiple di-
mensions beyond traditional user-friendliness. Transparency,
adaptability and alignment with human cognitive and ethical
expectations are now key factors in trustworthiness assessments.
Even if a system is technically proficient, it may still fail if
its decision-making processes are opaque or does not offer
explanations for its actions. Human-in-the-loop is a critical
component of trustworthiness in areas such as healthcare
diagnostics, autonomous vehicles and cybersecurity.

The governance and ethical dimensions of trustworthiness

assessment emphasize the need for accountability, fairness and
compliance. Al systems must be designed and deployed in a
manner that respects fundamental rights, avoids discriminatory
biases and ensures transparency. Standards such as ISO/IEC
42001 provide a structural framework for implementing
governance mechanisms. Continuous monitoring facilitated
by MLOps and AIOps frameworks is essential to detect
performance degradation, data drift or ethical deviations over
time; wher MLOps (resp. AIOps) focuses on the operational-
ization of ML (resp. Al) models, ensuring that they are
deployed efficiently and maintained effectively in production
environments. In contrast, ML/AI Engineering is primarily
concerned with the development and the maintenance of an
Al-based solution.

This lifecycle governance ensures that Al solutions remain
aligned with their original design specifications and adapt to
evolving realities without compromising robustness, explain-
ability, reliability or fairness. Finally, the link between technical
performance and human factors is key to trustworthiness
assessment.

V. CONCLUSION

Integrating Al into digital products and services intro-
duces technical and non-technical challenges. Major efforts
aim to resolve these and enable early, cost-effective, and
safe industrial Al deployment. The main challenges are: (i)
trustworthiness—the product’s ability to reliably deliver the
expected service; and (ii) industrial efficiency—achieving this
trustworthiness within acceptable cost and resource limits.
Addressing these requires revising engineering practices to
account for Al-specific characteristics and requirements. In
this context, the paper re-examines the DDPS process with Al
components integrated throughout its lifecycle.

But Al is not limited to the domain of computer science; it is
also enabling the emergence and transformation of professional
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roles across multiple sectors [9]. Some of the principal positions
that are being newly created, especially in Thales’s professional
families or substantially redefined through the adoption of
Al include data and Al scientists, Al engineers, Al security
specialists, etc. (see Table. I).

For example, data and Al scientists are primarily concerned
with the development and formalization of Al components,
whereas Al engineers focus on the full spectrum of activities
required to operationalize these components and deploy them in
practical settings. It is often advantageous for these roles to be
treated as distinct specializations, functioning collaboratively
within a team, with clearly differentiated and complemen-
tary skill sets applied accordingly. Key profiles such as Al
engineers, domain specialists, legal and compliance experts,
and human—-machine interaction designers—must jointly assess
risks, transparency needs, and mechanisms for effective human
oversight. Under the fully applicable EU AI Act [2], high-risk
Al systems must offer full traceability to support accountability
and regulatory supervision. This goes beyond traditional
documentation, requiring continuous, tamper-proof audit trails
across the Al lifecycle.

Our approach has been tested on a concrete use case:
digital NOTAM [19]. A NOTAM (Notice to Airmen) is
a standardized system providing pilots with time-critical
information on airports, airspace, navigation aids, and other
facilities affecting flight safety and operations. Conventional
NOTAMs use a telegraphic, highly abbreviated format that
is often ambiguous but still interpretable by humans. Digital
NOTAMs, by contrast, must formalize aeronautical information
for unambiguous machine processing while preserving all
operationally significant nuances. Developing a trustworthy
digital NOTAM therefore requires a rigorous process to ensure
operational efficiency by reducing processing time, resource
use, and reliance on manual interpretation; and safety and
accuracy [20], by reducing ambiguity and misinterpretation
and improving the reliability of flight operations data. Because
Thales operates in aerospace, digital identity, defense, and
security, this creates requirements for governance, operational
controls, and technology infrastructure, and thus for new engi-
neering artefacts such as the mandated Al Bill of Materials (AI-
BOM), which provides traceability and detailed documentation
of libraries, datasets, architectural decisions, and Al component
specifications. This DDPS process is already used at Thales in
various operational and research contexts and is integrated
into engineering workflows to systematically reinforce Al
governance.
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Abstract—Existing knowledge graph engineering methodolo-
gies provide limited support for governance, quality assessment,
and accountability across the lifecycle, particularly in collabora-
tive and industrial settings. This limits the use of knowledge
graphs in safety-critical and high-risk AI systems subject to
regulatory and ethical requirements, such as the EU AI Act. We
propose an end-to-end Trustworthy Knowledge Graph (TKG)
engineering methodology structured into three complementary
dimensions: a methodology dimension covering KG construction
phases, from knowledge elicitation and modeling to validation
and deployment; a lifecycle dimension capturing continuous
use and updates; and a transverse trustworthiness dimension
integrating governance and quality assessment across all phases.

Keywords-Trustworthy AI Engineering; Knowledge Graph’s Life-
cycle; Knowledge Graph Engineering; Trustworthiness Assessment.

I. INTRODUCTION
A. Trustworthy Al Engineering for Regulatory Compliance

As Artificial Intelligence (AI) grows in capability and scale,
ensuring its reliability, robustness, and alignment with human
intent is critical. Trustworthy Al Engineering [1] has emerged
as a paradigm for developing and operating Al systems,
especially in high-stakes and safety-critical domains [2]. This
field integrates software engineering, systems engineering,
cybersecurity, ethics, design, and cognitive science to address
the complex challenges of modern Al Its goal is to ensure Al
systems are technically sound, accurate, ethical, transparent,
compliant with regulations such as the EU Al Act, and resilient
in uncertain, dynamic environments.

This emerging discipline tackles the uncertainty, limited
reproducibility, and restricted verifiability of AI systems’
behavior and decisions. Unlike conventional software, whose
behavior can usually be deterministically specified and ver-
ified, many AI models function as “black boxes” [3], lim-
iting assurances of consistency, safety, and value alignment.
Deploying trustworthy Al in environments with ambiguity,
non-stationarity, and adversarial threats demands a lifecy-
cle approach spanning design, data engineering, deployment,
monitoring, and maintenance, while embedding fairness, ac-
countability, transparency, and robustness [4]. Trustworthy
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Al engineering therefore integrates advanced Al with safety,
cybersecurity, reliability, ethical, and regulatory requirements
to ensure systems are both innovative and compliant [5].

B. Key Concepts of Knowledge Graphs

Over the last decade, data-driven AI has become domi-
nant, overshadowing symbolic Al. Connectionist and statistical
methods mimic the brain’s data-driven learning and excel at
image and pattern recognition, but are limited in high-level
reasoning, problem-solving and interpretability. Knowledge-
based AI (symbolic Al) instead uses formal logic, rule-
based systems and structured knowledge. In the Cartesian
tradition, it defines intelligence via axioms, logical inference
and domain expertise. Unlike connectionist systems, which
learn implicit statistical correlations, symbolic Al encodes
knowledge transparently, supporting precise reasoning, veri-
fiability and adaptation to complex rule-governed settings.

In safety-critical domains such as aerospace, healthcare
and industrial automation, marked by uncertainty and com-
plexity, it is crucial to combine heterogeneous techniques.
Integrating physics-based approaches (e.g., differential equa-
tions and mechanistic models) with data-driven methods (e.g.,
neural networks) yields hybrid AI that enables theoretically
grounded, robust and adaptable decision-making.

A Knowledge Graph (KG) is a structured representation
of entities and relationships, typically modeled as a graph.
It enables semantic integration, reasoning, and explainability,
making it suitable for industrial Al systems [6]. KGs are com-
monly formalized using the Resource Description Framework
(RDF), where knowledge is expressed as triples (subject, pred-
icate, object). For example, "Symbolic Al is a subdiscipline
of AI' can be represented as (Symbolic AL subdiscipline, Al).
This formalism enables machine-processable and semantically
rich knowledge [7].

KGs are large networks of entities and relations that ex-
plicitly model connections across domains, unlike traditional
databases. For example, a KG might not only store that "Al
engineering is a new discipline" but also link it to related
methodologies and tools. Modern KGs use NLP, machine
learning, and data mining to automatically extract, refine,
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and update their contents, distinguishing them from static
ontologies or taxonomies [6]. Systems like Google’s Knowl-
edge Graph and Microsoft’s Satori use web-scale extraction
to continually expand their repositories. KGs are application-
agnostic, supporting use cases from semantic search (e.g.,
enriching search results with context) to decision-support
(e.g., recommending treatments from patient data and medical
literature). By integrating heterogeneous data into a unified,
queryable layer, KGs have become central to Al-driven ana-
Iytics and generative Al

A KG is a dynamic, graph-structured knowledge base
that formally represents entities, their attributes, and relation-
ships. Combining semantic richness, scalability, and automated
knowledge acquisition, KGs turn raw data into actionable
insights, driving advances in Al, data science, and beyond.

C. Outline of the Study

While the Confiance.ai program [8] offers a tool-based
methodology for ML-based system engineering, this study
targets trustworthy engineering for symbolic AI. We examine
the lifecycle of KG-based systems, focusing on development
phases and the integration of KG-specific qualification. We
then review evaluation measures needed for KG qualification.
This work complements the ML engineering body of knowl-
edge of the "European Trustworthy Al Association” [9], which
defines an end-to-end methodology for trustworthy ML-based
Al engineering.

II. A TRUSTWORTHY KG ENGINEERING METHODOLOGY
A. Limits of Existing KG Engineering Methodologies

The current state of the art in knowledge engineering lacks
accurate methodologies to address knowledge explicability,
traceability, auditability, versioning, and governance in KGs
within a trustworthy Al industrial context.

Early R&D ontology-centric methodologies such as
METHONTOLOGY (METH) [10] and NeOn [11] focused
on knowledge elicitation, conceptual modeling, and ontology
formalization. NeOn added flexibility by integrating align-
ment, modularity, refinement, and evaluation to support on-
tology and graph development for real use cases. These
methods emphasize requirement analysis, conceptualization,
formal representation, implementation, and evaluation, but
offer limited support for operational lifecycle management,
advanced semantic quality evaluation, knowledge graph (KG)
maintenance, and governance.

The On-To-Knowledge Methodology (OKTM) [12] was
among the first to adopt a lifecycle view of ontology engi-
neering for industrial use, defining phases such as feasibility
study, baseline ontology development, refinement, evaluation,
and maintenance. However, it does not explicitly address trace-
ability, trustworthiness, or governance. More recent industry-
oriented approaches, such as LOT4KG [13], summarize the
KG lifecycle into four stages: implementation, publication,
maintenance, and update. This work focuses on constructing
a KG from an ontology and on knowledge updating and
change analysis, but does not adequately address validation,

evaluation, KG usage and integration within Al systems,
or governance. Trust-related aspects are also not explicitly
defined as lifecycle objectives, despite their importance for
industrial Al applications.

Across these R&D methodologies, core knowledge engi-
neering activities (e.g., elicitation, modeling, implementation,
publication, and update) are well addressed. However, three
major gaps remain: absence of an explicit trust-by-design
lifecycle, limited integration of governance and accountability
roles, and lack of continuous monitoring mechanisms for
trustworthiness during operational usage.

In industry, Neo4j, a leading graph database provider, of-
fers technical pipelines for automated KG construction from
heterogeneous sources such as text, tabular data, relational
databases, and ontologies. A typical pipeline includes data
ingestion, KG modeling, data mapping, KG construction,
enrichment, maintenance, and usage [14]. However, these
pipelines do not explicitly address KG validation and quality
assessment and do not define a comprehensive end-to-end
KG lifecycle, especially regarding monitoring and continuous
governance.

We propose a KG-centric Trustworthy Knowledge Graph
(TKG) framework that combines construction and lifecycle.
Unlike ontology-driven approaches, it enables continuous KG
evolution without requiring a predefined ontology, while inte-
grating refinement, validation, usage, update, and governance
to ensure trust. Ontology-level integration is left for future
work.

B. Trustworthy KG Engineering Dimensions and Phases

We describe the TKG framework through three comple-
mentary dimensions: (i) a methodology dimension defining
the phases required to build a KG version, (ii) a lifecycle
dimension governing its continuous evolution, and (iii) a
transverse trustworthiness dimension ensuring governance,
traceability, and quality across all phases.

The methodology involves five main actors (domain ex-
pert, KG developer, curator, publisher, and end-user) who
contribute to KG engineering.

We refer to knowledge artifacts as all outputs of KG engi-
neering, including specifications, conceptual models, knowl-
edge graphs, and underlying data sources.

The following phases belong to the methodology dimension
and describe the construction of a single KG version.

o Knowledge Elicitation: Lead: Domain expert. Partici-
pant: KG developer. Identify the scope of the use case,
operational requirements, user stories, trustworthiness at-
tributes, and data sources in collaboration with domain
experts.

o KG Modeling: Lead: KG developer. Participants: Do-
main expert(s). Design the semantic model based on
elicited requirements, defining domain concepts, relation-
ships, and constraints, as well as trust-related metadata.
Such metadata captures the provenance of the informa-
tion stored in the KG, including its origin, how it was
produced, and who it was validated. It also supports
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Figure 1. End-to-end TKG engineering with three dimensions: methodology (construction), lifecycle (evolution), and transverse trustworthiness (governance,
traceability, and quality) applied to knowledge artifacts.

governance and maintenance processes. These aspects
can be represented using established vocabularies such
as Prov-O [15], Dublin Core Terms (DCT) [16], and the
Data Quality Vocabulary (DQV) [17].

KG Implementation: Lead: KG developer. Develop
the RDF-based KG according to the conceptual
model and agreed trust-related metadata (dct:source,
prov:wasDerivedFrom, prov:wasGeneratedBy, etc.), en-
suring traceability and version management.

KG Refinement: Lead: Curator. Participant: KG de-
veloper and domain expert. Improve the quality of the
resulting KG by adding new facts. This phase focuses
on correcting errors, removing inconsistencies, improving
the schema, merging duplicate entities and enriching
relationships (better tying or clearer hierarchy). The re-
finement improves the correctness, consistency, precision
and structure of what already exists in the resulted KG.
KG Validation: Lead: Curator. Participant: KG de-
veloper and domain expert. Evaluate KG trustworthi-
ness through KPIs and structured validation processes,
including semantic, data, and expert validation. Verify

compliance with constraints, detect inconsistencies, and
document validation.

KG Deployment: Lead: Publisher. Participant: KG de-
veloper. Deploy validated KG version through persistent
URIs, machine-readable formats, and human-readable
documentation to ensure transparency and reuse. In
particular, define licensing, access policies, and usage
governance to ensure transparency, reproducibility, and
responsible reuse.

KG Usage: Lead: End-user. Participant: publisher and
curator. Knowledge graph usage should be transparent
and controlled through secured APIs and catalogues. The
objective of this phase is to control KG usage, track
access logs, and detect new updates.

KG Update: Lead: KG developer. Participant: curator.
Incorporate new or changed data/requirements into the
KG. It focuses on adding entities/relationships, removing
out-dated facts, and adopting new changes. Updates are
managed through trustworthiness mechanisms.

The trustworthiness dimension operates continuously across
both the methodology and lifecycle dimensions, including

Courtesy of IARIA Board and IARIA Press. Original source: ThinkMind Digital Library https://www.thinkmind.org

Copyright (c) IARIA, 2026. ISBN: 978-1-68558-395-8

15



PESARO 2026 : The Sixteenth International Conference on Performance, Safety and Robustness in Complex Systems and Applications

version management, issue tracking, KPI monitoring, prove-
nance capture, and feedback loops. These mechanisms ensure
auditability, accountability, and controlled evolution of the KG
in industrial trustworthy Al systems.

C. Added Value of our Engineering Methodology

The proposed TKG lifecycle does not replace existing KG
engineering methodologies, but extends them towards a trust-
oriented engineering. As shown in Table I, key phases such
as elicitation, modeling, implementation, and publication are
already covered. We use the labels "Explicit", '"Implicit",
"Limited'', and "Absent' to indicate the level of support.

However, these phases are not integrated into a trust-
oriented framework. Ontology approaches focus on defining
knowledge schemas, while KG approaches focus on data
construction and processing, without fully addressing trust
across the KG lifecycle.

Our approach addresses this gap by introducing a KG-
centric, lifecycle-oriented methodology structured into three
complementary dimensions: a methodology dimension for
building KG versions, a lifecycle dimension for their contin-
uous evolution, and a transverse trustworthiness dimension.

III. TRUSTWORTHINESS ATTRIBUTES AND ASSESSMENT
A. Trustworthiness Attributes

Trustworthiness attributes are fine-grained, measurable
properties that define specific quality dimensions of an Al sys-
tem. They clarify what constitutes trust in critical Al systems
and fall into three capability areas: technical, usage, and gov-
ernance. "Technical” covers verification of an AI component’s
validity and robustness; "Governance" concerns fundamental
rights; and "Usage" addresses transparency, explainability, and
usability. These attributes also cover relationships with third
parties, especially quality assurance, audit, and certification.

Based on the EU Al Act and the European Al HLEG
guidelines, trustworthy Al consists of six main requirements:
robustness, effectiveness, dependability (including safety and
security), usability, human agency (including transparency,
interpretability and explainability), and human oversight (in-
cluding ethical aspects). These characteristics are defined as
follows:

o Robustness describes the system’s ability to maintain
its desired performance and functionality even when
faced with challenging conditions, such as dealing with
adversarial, uncertain, or imprecise inputs;

o Effectiveness is a measure of its ability to perform the
functions necessary to achieve goals or objectives; it
specifies the ability of a system to deliver a service that
can be justifiably trusted;

o Usability denotes the degree to which a product or system
can be used by specified users to achieve specified goals
with effectiveness, efficiency, and satisfaction in a defined
context of use.

« Human agency refers to the capacity of individuals to
interact with, understand, and control the AI systems,

ensuring these technologies are transparent, explainable,
and aligned with human intentions;

o Human oversight encapsulates the evaluation and guid-
ance of Al systems they operate within legal frameworks,
fundamental rights, and general benevolence.

Trustworthiness can only be assessed when the Operational
Design Domain (ODD) is clearly defined, specifying the con-
ditions in which the Al system operates. Many Al prototypes
fail to do this. Trustworthiness measures can identify issues
before failures, support improvements in critical systems, and
help designers build reliable, safe, and secure systems. No
single assessment covers all trust dimensions, so trade-offs are
required. Trustworthiness also spans the broader Al lifecycle,
involving actors and processes such as engineers, operators,
certification authorities, and insurance companies.

B. KG Effectiveness Assessment

In this section, we reuse the operational definition of
correctness from [18] and summarize it for completeness.
Among the six higher-level requirements introduced above,
we focus on effectiveness, as it is most directly tied to KG
content quality. Effectiveness measures how justifiably the KG
can be trusted. To operationalize this notion, we decompose
effectiveness into five complementary sub-dimensions, each
with an associated metric.

Notation. Let:

o 7 denote the set of triples in the produced KG (assessed);

o 7" denote the set of triples in the reference KG (ground-
truth);

o Te = (1N 7r*)|m, denote the correct subset of 7, defined
as the projection of the intersection » Nr* into r, i.e., the
triples in r that are confirmed as correct by r*;

o Tepr = (N 7*)|my- denote the covered subset of 1%,
defined as the projection of the intersection r N r* onto
r*, i.e., the triples in r* that are retrieved by 7;

o 7\7¢rt denote the set of triples in r that are nor confirmed
by r* (spurious or erroneous facts);

o 7%\ 7¢p denote the set of triples in 7* that are nor covered
by r (missing facts).

All metrics take values in [0, 1], where 1 indicates perfect
performance on the corresponding dimension.

Correctness: Ensuring Factual Accuracy and Truthful-
ness - Correctness [19] concerns the factual accuracy and
truthfulness of information encoded in the KG. It requires
verifying that entities are correctly identified, relationships
accurately reflect real-world connections, and attribute values
match ground truth. It is the degree to which a produced
answer matches the reference output without introducing new
spurious content.Noted Licorrect [20] it is defined as ficorrect =
1 - % € [0,1], with re = (r N 7*)|m, being the KG
resulting from the projection of the intersection of r and r*
on 7 and r \ ¢y is the complementary of r in r*
Completeness: Capturing the Domain Knowledge -
Complementary to correctness, completeness [21] measures
whether the system returns all required elements of the refer-
ence output. It reflects how fully the KG captures all relevant
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TABLE I. COMPARISON OF ONTOLOGY ENGINEERING AND KNOWLEDGE GRAPH APPROACHES

Engineering Activities

Ontology Engineering

\ Knowledge Graph Approaches

METH NEON OTKM ‘ LOT4KG TKG
Elicitation / Specification Explicit ~ Explicit ~ Limited Explicit Explicit
Conceptual modeling / Design ~ Explicit ~ Explicit ~ Implicit Explicit Explicit
Implementation Explicit  Explicit  Explicit Explicit Explicit
Refinement / Enrichment Absence  Limited  Explicit Explicit Explicit
Validation / Evaluation Implicit Implicit Limited | Limited Explicit
Deployment / Publication Absence  Absence Limited Explicit Explicit
Usage Limited Explicit Explicit | Absence Explicit
Update / Maintenance Limited Limited Limited | Explicit Explicit
Governance Absence Limited Limited | Limited Explicit

entities, relationships, and attributes within its intended scope.
The completeness (denoted as ficomplete) Measures the quantity
of r c*ontained in r*. It is formerly defined as: ficomplete =
1— % e [0,1],
Consistency: Maintaining Internal Logical Coherence -
Consistency assesses the internal logical coherence of the KG,
ensuring that assertions do not conflict and that representations
follow defined constraints and business rules [22]. It includes
syntactic consistency, where structures follow established pat-
terns, and semantic consistency, where relationship meanings
remain uniform across the graph.

Logical Consistency quantifies the absence of contradic-
. . _ |contradictions| . .
tions: ypc = 1 — (T) measuring logical coher-
ence by tracking contradictions discovered during reasoning
processes relative to the total number of inferences made.
Representativeness: Faithfully Reflecting Domain Distri-
butions - Representativeness concerns whether the KG
accurately reflects the real distribution and characteristics of
its domain. It focuses on coverage biases, ensuring minority
cases are properly represented alongside dominant patterns and
that the graph does not systematically favor certain entity or
relationship types.
Timeliness: Maintaining Currency and Relevance - Beyond
the core dimensions, Timeliness measures whether informa-
tion remains current and relevant. Thus, a metric associated
to timeliness [iimeliness can be defined as [23] fuimeliness
max(0,1 — £Hemy) € [0,1], In the formula, currency
correspond to the age of the data when delivered to the user
and volatility is the length of time the data remains valid.

IV. ILLUSTRATION ON THE BODY OF KNOWLEDGE OF THE
TRUSTWORTHY ML ENGINEERING

A. The Body of Knowledge

A body of knowledge (BoK) is "structured knowledge
employed by members of a discipline to inform their prac-
tice or work" [24]. BoK design is widely used to define
and model concepts through knowledge acquisition, fusion,
storage, and retrieval. Knowledge is acquired from diverse
data types by extracting entities, attributes, and relations,
and is typically stored in KG databases. Thus, BoK design

/Data Engi
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Figure 2. The view of the ML Engineering BoK - https://bok.confiance.ai/

entails developing a KG that provides users with comparable
problem-solving capabilities. In our context, the BoK (see
figure 2) serves as the "ground truth" for ML Engineering
[25]. Its core components are the concepts, knowledge, skills,
standards, terminology, guidelines, practices, and activities that
define a field or specialization. It includes data repositories,
performance indicators, and other tools to ensure reliable,
trustworthy ML engineering, and spans multiple engineering
domains [26].

B. Main Issues of Trustworthiness

As with any symbolic model, a BoK can only ever be
an approximation of reality. New observations based on ML
engineering use cases can inform the acquisition of further
knowledge. Therefore, evaluating the accuracy of the knowl-
edge represented with respect to reality is essential for creating
an adequate model. These limitations are related to the symbol
grounding problem [27], and concern the extent to which
representational elements are hand-crafted rather than learned
from data. Thus, several features must be taken into account
when developing a BoK:

o Redundancy: Are there any knowledge items that are
identical or equivalent to another (subsumed)?

o Consistency: Is there inconsistency, ambiguity or inde-
terminacy? Is it deliberate? Are there multiple outcomes?
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o Minimality: Can the knowledge set be reduced/ simpli-
fied? Is the shortened version logically equivalent to the
original?

o Completeness: Does the knowledge set include all en-
tries?

A well-designed BoK should have: representational accuracy,
to capture all necessary knowledge; inferential adequacy, to
manipulate representations and generate new knowledge con-
sistent with existing structures; inferential efficiency, to guide
reasoning effectively by storing relevant information; and
acquisition efficiency, to easily incorporate new knowledge,
preferably through automatic methods.

Peer reviews were carried out with various stakeholders
(data scientists, software and systems engineers, and cyber-
security and safety engineers, among others) to assess the
appropriateness and quality of the acquired knowledge in
relation to the end-to-end ML engineering methodology [28].

V. CONCLUSION AND FUTURE WORKS

This paper analyzes the structural and governance dimen-
sions of knowledge graph engineering through a combined
methodology and lifecycle perspective, enabling the contin-
uous construction and evolution of KG-centric systems. A
formal specification of input/output artifacts, activities, and
tasks, as well as deeper investigation of dynamic aspects,
remains future work. The CSIA program has adapted this
lifecycle to Al engineering via the ML Engineering Body of
Knowledge [25][26] and is systematically revising the BoK
to rigorously assess and improve its consistency, minimality,
and completeness. The proposed lifecycle extends existing
KG engineering methodologies by embedding governance,
quality assurance, and reliability requirements in all phases,
as required for safety-critical Al systems. We also introduce a
structured taxonomy of reliability attributes and explore quan-
titative techniques for evaluating KG effectiveness, enabling
systematic, actionable, and measurable assessment.
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Abstract—This paper proposes a paradigm-aware framework
for evaluating AI robustness, reliability, and safety, arguing
that current methods, designed for supervised learning, fail to
reflect the diversity of modern Al It distinguishes but links the
three properties: robustness as performance under perturbations
and distribution shifts; reliability as consistency and calibration
over time; and safety as a broader socio-technical goal that
depends on but goes beyond both. The main contribution is a
systematic analysis of how these properties affect the AI system
life cycle defined by ISO/IEC 5338, and how they vary across
four paradigms: data-driven, symbolic, hybrid, and generative
Al. Each paradigm has characteristic failure modes requiring
tailored assessments—from adversarial testing and drift detection
for neural networks, to formal verification for symbolic systems,
to red-teaming and alignment for large language models. The
framework embeds these assessments into systems engineering
life cycles, stressing that reliability must be addressed at every
stage, from requirements to post-deployment monitoring.

Keywords- trustworthy AI; robustness; reliability; safety.

I. INTRODUCTION

Artificial Intelligence (Al) from major research labs and
tech companies is now critical in high-stakes sectors such
as aerospace, healthcare, automotive, and defense, where
failures can be severe. This has spurred global efforts to
define and ensure “trustworthy Al,” as rigorously outlined
by the European Commission’s High-Level Expert Group
[1]. Trustworthy AI covers human oversight, technical safety,
privacy, transparency, fairness, societal and environmental
responsibility, and accountability. In 2024, the EU Al Act
made many of these requirements legally binding for high-
risk Al systems, while organizations such as EASA and
ISO/IEC created standards and certification frameworks for Al
safety and reliability. The French program "Confiance.ai" [2]
introduced a structured methodology for assessing machine
learning trustworthiness, now maintained by the European
Trustworthy AI Association, which offers open-source tools
for scalable and secure Al development.

This paper introduces a paradigm-aware framework for
evaluating the Robustness, Reliability, and Safety (RRS) of Al
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systems, contending that current, supervised-learning-centric
methods overlook other paradigms (see Table I). It shows in
section III how RRS concerns differ for data-driven, symbolic,
hybrid, and generative Al, each requiring specific evaluations:
adversarial testing and drift detection for data-driven models,
formal verification for symbolic systems, compositional checks
for hybrid models, and red-teaming and alignment assessments
for generative Al such as large language models. Then
in section IV, RRS is integrated across the Al lifecycle,
from specification and design to validation, deployment, and
monitoring, emphasizing continuous management in real-world
use. The paper concludes in section VI that RRS are systemic
properties of deployed AI, not merely features of trained
models, and thus demand ongoing reassessment to preserve
long-term trustworthiness.
II. DEFINITIONS AND CONCEPTUAL APPROACH

Building on the EU Al Act, the Al HLEG guidelines [1], the
Confiance.ai methodology [3], and the EASA Al certification
roadmap [4], we define Al trustworthiness through seven
pillars: Robustness, Reliability, Safety, Explainability, Fairness,
Privacy, and Governance (Table II). This article addresses only
Robustness, Reliability, and Safety (RRS), which here have
domain-specific meanings beyond conventional systems and
software engineering. They are essential for trustworthy Al in
critical domains such as healthcare, automotive, aerospace,
defence, and security, and must be precisely specified to
preserve intended behaviour across diverse scenarios.

A. Robustness, Reliability, and Safety Properties

In traditional engineering, robustness is a system’s ability
to perform reliably under minor disturbances. In Al, robustness
must extend beyond adversarial attacks—crafted inputs that
mislead models—to include distributional shift, where real-
world data differs from training data and degrades performance.
For example, a vision-based neural network trained in well-lit
conditions may perform well in the lab but fail in dynamic
environments. Such failures show that Al robustness requires
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TABLE I. AI PARADIGMS W.R.T DOMINANT FAILURE MODES

Paradigm Examples

Dominant Failure Modes

Data-Driven Al Deep neural networks, SVM

Adversarial attacks, distributional shift

Symbolic AI Expert systems, logic programming

Incomplete rule bases, logical inconsistencies

Hybrid Al

Neuro-symbolic, Physics/Geometry-Informed NN

Interface mismatches between constituents

Generative Al LLMs, diffusion models

Hallucinations, prompt injection, bias

adaptation to varying contexts, not just resistance to noise, and
that models appearing robust in tests may be fragile in practice,
calling for evaluations beyond traditional ones.

We measure Al reliability using metrics such as failure
rate, event rate, and error rate. An Al system is reliable if
it consistently performs its intended function over time and
under specified conditions. Assessment must include hardware
failures, where physical components stop working (e.g., a faulty
GPU), and software failures, where the system does not fulfil its
purpose. Because failures may not halt use, we define ‘failure’
broadly, allowing multiple failures per unit. Reliability metrics
then capture whether the system failed, time to failure, and,
for recurring failures, the failure event rate.

Machine learning introduces further dimensions of reliability
due to its probabilistic and opaque nature, including failure
rates, output correctness, confidence calibration, and temporal
stability [S]. A model may score well on a static test set yet
still cause critical errors if its confidence is mis-calibrated.
Reliability also degrades as data, concepts, or user behaviour
change; for example, a predictive maintenance model may begin
accurate but drift as its training data become unrepresentative.
Reliability therefore demands continuous monitoring and
recalibration throughout the system lifecycle.

Under ISO 26262, safety goes beyond harm prevention to
cover Al-specific risks in dynamic, human-centred settings. In
Al systems, safety is a property that reflects model performance,
user interaction, misuse, and edge cases. It requires a holistic
approach to human-Al collaboration, fail-safe mechanisms,
and ethical alignment, supported by technical safeguards,
organizational and procedural controls, and human-override
protocols for transparent decisions and continuous, adaptive
risk assessment and monitoring [6].

Robustness, reliability, and safety are interdependent. At
the AI Constituent (AIC) level, robustness, uncertainty, and
monitoring cannot generally be cleanly modularized, as they
are all built, trained, and calibrated around the AIC’s central
model. The RUM Methodology [7] provides a principled basis
for this view. Unlike model-centric evaluation, it treats AICs
as atomic units whose behaviour must be assessed across their
full lifecycle—specification, development, deployment, and up-
dating—in line with end-to-end system engineering. It justifies
treating AICs as indivisible and provides a structured set of
mostly non-aggregative trust metrics to capture trustworthiness
across the lifecycle. The framework also offers operational
tools, such as Al Blueprints for runtime monitoring, human-in-
the-loop interaction, and long-term maintainability, supporting
trustworthy Al deployment in industrial settings.

B. Inter-dependencies of Robustness, Reliability and Safety

Robustness, reliability, and safety in Al are closely linked,
enabling systems to work in both controlled and real-world
settings. This RRS triad must be balanced and evaluated
together: robustness handles variation and adverse conditions;
reliability ensures stable, repeatable performance; safety limits
behaviour to acceptable risk levels. Neglecting any one di-
mension can create vulnerabilities (e.g., a model that seems
reliable in testing may fail in deployment). As Al systems
grow more complex and autonomous, jointly assessing these
three aspects is vital for technically sound, trustworthy, and
socially beneficial deployments.

Robustness is a prerequisite for reliability: A system
must maintain performance under unexpected changes or
disruptions. An AI model that withstands adversarial inputs,
sensor noise, or data shifts is more reliable. Without robustness,
performance can degrade unpredictably, causing inconsistent
outputs and undermining even well-trained models when small
input changes trigger cascading errors.

Reliability alone does not guarantee safety. Technical
metrics matter little without systemic context. An Al can
be highly reliable—consistently correct under defined con-
ditions—yet still be dangerous if its objectives conflict with
safety or operational standards. A language model, for example,
may reliably generate fluent, relevant text while still producing
harmful, biased, or misleading content if misaligned with safety
constraints. Reliability is necessary but not sufficient for safety:
a system can function flawlessly yet pose unacceptable risks if
its goals are flawed or safeguards against misuse and unintended
consequences are missing.

Safety is the culmination of these efforts, extending
from technical guarantees to the socio-technical contexts in
which Al operates. It is not inherent to a model but emerges
from its interactions with environments, users, and systems.
A system may perform well under normal conditions yet still
cause disasters in rare edge cases—for instance, a healthcare
diagnostic Al might excel in trials but become unsafe if
clinicians over-rely on it without understanding its limits.

Safety demands a holistic approach that integrates technical
robustness, human factors, organizational protocols, and ethics
so Al aligns with human expectations, societal norms, and
real-world complexity. Robustness, reliability, and safety are
hierarchical yet interdependent: robustness resists disruptions,
reliability sustains consistent performance, and safety embeds
both in human-centered design. Neglecting any produces
technically capable but untrustworthy systems, so Al must
be evaluated on all three to remain safe and dependable in
dynamic real-world settings [8].
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TABLE II. ROBUSTNESS, RELIABILITY AND SAFETY ARE PILLARS OF Al TRUSTWORTHINESS

Pillar Core Question Key Evidence Types Primary Standards

Robustness || Does the system maintain performance under pertur- | Adversarial test sets, OOD bench- | ISO/IEC 24029, EASA DAL
bations, distributional shift, and adversarial inputs? | marks, stress tests robustness requirements

Reliability Does the system produce correct outputs consis- | Performance metrics, failure rate | DO-178C, ISO 26262, IEC
tently across its operational domain? analysis, uncertainty quantification | 61508

Safety Does the system avoid causing harm to people, | Hazard analysis, FMEA/FMEDA, | ARP 4754B, ARP 4761A,
assets, or the environment? runtime monitoring logs ARP 6983, MIL-STD-882

IIT. PARADIGM-SPECIFIC ASSESSMENT METHODS

Assessing an Al system’s trustworthiness requires under-
standing its core properties, since Al paradigms differ in
architecture, outputs, and failure modes. Four main paradigms
have distinct features that shape their reliability.

A. Overview of Al Paradigms

Data-driven AI uses statistical methods like neural networks
and evolutionary algorithms to learn from data. It performs
well in controlled settings but struggles with real-world
unpredictability due to sensitivity to data shifts and attacks.
Even with explainability and robustness tools, a gap persists
between controlled and real-world performance, leading to bias,
failures, and vulnerabilities.

Symbolic AI uses human-readable knowledge bases and
logical deduction for interpretability and formal correctness,
but its reliability degrades with incomplete or inaccurate
data. Missing rules, contradictions, and other gaps cause
rigid reasoning. Traditional verification helps, yet maintaining
complete, consistent knowledge bases is a core challenge.

Hybrid AI combines approaches such as neuro-symbolic
models or constraint-informed neural networks to exploit their
strengths. However, component interactions can introduce trust
issues, as interface errors may compromise reasoning, even
though symbolic constraints can also enhance trustworthiness
by restricting outputs to logically valid conclusions.

Generative AI (GenAl), including large language models
and diffusion-based image generators, uses vast datasets to
create content, but its unpredictability makes it unreliable. It
can produce factual errors, be manipulated, and its scale and
emergent behaviour undermine traditional verification. Red-
teaming and behavioural benchmarks offer partial safeguards,
but full reliability remains out of reach.

B. Assessment Methods by Paradigm

RRS assessment in Al systems depends on the paradigm,
as each has distinct behaviours, failure modes, and assurance
needs. One-size-fits-all methods are ineffective; tailored ap-
proaches are essential. Without them, critical vulnerabilities
may stay hidden, producing systems that work in controlled
settings but fail in real-world use.

Data-driven Al learns statistical patterns from data rather
than explicit rules, creating robustness, reliability, and safety
challenges. Small input changes can trigger large output
shifts (adversarial vulnerabilities), revealed through adversarial
testing that simulates worst cases. Robustness certification
checks that outputs remain stable within defined ranges. Dis-
tributional shift—when deployment data differs from training

data—demands continuous monitoring to prevent degradation.
Reliability is typically assessed with methods like cross-
validation, while safety uses adapted frameworks such as
System-Theoretic Process Analysis (STPA). However, most
methods are statistical, not causal, limiting failure explanation
and systemic risk prevention.

Symbolic AI uses explicit rules and logic for formal
verification and deterministic reasoning, supporting robustness
by avoiding adversarial vulnerabilities. It faces issues like
logical inconsistencies and incomplete knowledge bases that un-
dermine reliability. Formal methods (model checking, theorem
proving) give strong correctness guarantees. Safety can benefit
from traceable hazard paths, but depends on knowledge-base
completeness. Symbolic Al offers strong formal guarantees,
yet its effectiveness hinges on rule coverage and quality.

Hybrid AI combines data-driven and symbolic methods, ex-
ploiting their strengths while adding interface risks. Robustness
requires validating how symbolic components interpret data-
driven outputs. Reliability is evaluated via statistical testing
plus formal verification, and safety via contract-based design.
Embedding physics-informed or domain-specific constraints
further improves robustness.

GenAl is challenging because of opaque, emergent be-
haviour and open-ended outputs. Traditional robustness tests
are inadequate, as failures often reflect misalignment rather
than adversarial noise. Prompt robustness testing examines
how input variations affect outputs, exposing vulnerabilities
like jailbreaking and prompt injection. Watermarking embeds
detectable patterns in content to flag Al-generated misin-
formation [9]. Reliability covers accuracy, truthfulness, bias
mitigation, and factuality, supported by metrics and bias
audits. The main safety problem is alignment, keeping models
beneficial and controllable. Techniques such as red-teaming and
Reinforcement Learning from Human Feedback target value
alignment but lack formal guarantees, leaving residual safety
risks and highlighting the need for new assurance methods.

IV. INTEGRATION INTO SYSTEMS ENGINEERING
LIFE-CYCLES

Trustworthiness cannot be added to an Al system after
development; it must be built in from the outset as a system-
level property spanning the entire lifecycle (see Figure 1 and
Table III), from inception through operation and monitoring.
This section explains how our approach aligns with established
systems engineering practices, focusing on the EASA Al
concept paper and ARP 6983 for aerospace [10], the ISO/IEC
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Figure 1. Variation of the ISO/IEC 5338 Al system life cycle processes with respect to robustness, reliability and safety requirements

TABLE III. THE RRS ACTIVITIES W.R.T. THE ENGINEERING PHASES

Phase RRS Activities

Requirements || Define RRS goals (e.g., "System must handle 95% of adversarial inputs without failure").

Design Architect for assurance (e.g., modularity for hybrid Al).

Verification Apply paradigm-specific methods (e.g., formal proof for symbolic Al).

Validation Test in operational environments (e.g., shadow mode for LLMs). Post-Deployment Continuous monitoring
(e.g., drift detection, red-teaming updates).

5338 standard for Al-specific software lifecycle processes',

and the Confiance.ai methodology for industrial Al [11].

A. Inception Phase: Specifying Trustworthiness Properties

The Inception Phase captures high-level intents, refines
them into detailed requirements, and decomposes tasks into
executable units with planned components. It underpins all later
assessment activities. The Al system must function reliably as
intended and remain robust in unexpected situations. Robust-
ness, reliability, and safety requirements must be expressed in
measurable, testable terms; vague statements like "the system
shall be robust" are not verifiable.

An AI system’s intended purpose defines its function,
outputs, users and performance limits. Set during Inception, it
shapes verification and validation by specifying the system’s
role and acceptable behaviour. The operational domain (OD)
defines the conditions under which an Al system is designed
to function as intended [10]. The OD is part of the functional
specification for trustworthiness because: 1) transparency about
the OD clarifies system capabilities and limits (as required
by the AI Act); 2) the OD is the reference domain for all
operational trustworthiness attributes; and 3) the OD itself
must be complete, consistent and human-readable. The OD is
thus both a design constraint and an assessment tool: tests must
verify performance throughout the OD, and inputs outside it
must trigger defined safe behaviours.

« Performance requirements: quantitative reliability targets
for each scenario class within the OD and operational needs,
validated against the hazard analysis rather than generic
engineering judgment.

« Robustness requirements: quantitative limits on acceptable
performance degradation under defined perturbation types
and magnitudes, including adversarial and distributional
robustness.

Thttps://standards.globalspec.com/std/14651195/iso-iec-5338

o Safety requirements: constraints on Al outputs derived
from system-level hazard analysis, expressed as invariants
that must never be violated. For data-driven components
these are probabilistic; for symbolic components they can
be formal logical constraints verifiable by model checking.

The OD defines the system’s environment, inputs, and
operational constraints, reflecting the data used for training
and validation. Intended purpose concerns outputs and overall
function, while OD concerns inputs and conditions of use.
Deviating from the intended purpose is misuse; operating
outside the OD, even for an authorized purpose, creates out-
of-distribution scenarios that can degrade performance without
warning. The OD sets the system’s operational boundaries; the
intended purpose sets its accountability and functional limits.

B. Design Phase and Development: RRS Assessment

The design phase defines the system architecture to assess
feasibility and later evaluation costs. Sound design principles
can improve RRS and simplify its assessment.

o Separation of concerns: architectures that separate per-
ception (data-driven), reasoning (symbolic), and actuation
allow component-level assessment with paradigm-specific
methods and clear interfaces, which is far more tractable
than assessing a monolithic end-to-end neural system.

« Explicit uncertainty representation: propagating and ex-
posing uncertainty estimates at all interfaces (rather than
using point predictions) enables runtime monitoring and lets
the symbolic reasoning component act conservatively when
the data-driven component is uncertain.

« Redundancy and diversity: for high-assurance applications,
architectural redundancy with diverse Al implementations
can achieve required reliability and safety even when no
single AI component can. Dissimilar redundancy—using
different datasets, architectures, or paradigms—mitigates
common-cause failures that defeat homogeneous redundancy.
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o Graceful degradation: defining degraded operational modes
(fall-forward to simpler, more reliable AI components;
fall-back to human operators; fail-safe to a defined safe
state) creates an architectural safety barrier that limits the
consequences of Al component failure, regardless of failure
mode.

C. Verification and Validation Phase

The AI validation and verification (V&V) process follows
these principles:

o Test plan coverage: the test plan must explicitly cover the
OD, sampling all identified scenario classes and oversampling
safety-relevant minority classes. Any OD coverage gaps are
safety-critical. Test set size must satisfy statistical power
requirements for each metric, with documented sample size
calculations.

o Independence of V&V: the V&V team must be independent
from the development team to avoid optimistic bias, as
required in safety-critical software standards. The V&V team
must not have contributed to training data collection, model
development, or hyperparameter selection.

o Learning process verification: for data-driven AI and
GenAl, V&V must assess both the trained model and the
training process. This includes verifying that the dataset
meets documented quality requirements, the training pipeline
is reproducible, hyperparameter selection did not contaminate
the test set, and the trained model matches the documented
architecture and configuration.

« Formal analysis where feasible: when architecture and
computational budget allow, formal verification should
supplement statistical testing. For symbolic components, it
provides completeness guarantees; for hybrid components,
compositional verification combines formal results for sym-
bolic parts with statistical results for neural parts to obtain
system-level guarantees.

D. Re-evaluation phase and post deployment monitoring

Pre-deployment V&V offers only point-in-time quality
assurance, confirming the system meets requirements at deploy-
ment. For Al systems,this is insufficient as performance can
degrade with changing operational environments. Continuous
assurance, ongoing collection and evaluation of RRS evidence
across the lifecycle, is therefore essential.

The post-deployment monitoring architecture must be
defined in the system design. Key components include: drift
monitors comparing operational to training data; monitors of
accuracy and failure rates against operational ground truth;
detectors for unusual outputs; and pipelines logging safety-
relevant events. Monitoring is challenged by Al opacity and
emergent capabilities, so improved anomaly detection and
model evaluation are needed.

Performance degradation thresholds (quantitative perfor-
mance drops that trigger alerts, degraded operation, or system
withdrawal) must be specified in operational requirements and
tied to the safety case. Any Al changes—retraining, dataset
updates, configuration changes—must undergo change impact

assessment to determine whether partial or full re-verification
is required.

V. EXAMPLES

The aeronautics industry’s growing reliance on Al-based
systems—from in-service support and autonomous flight op-
erations to pilot decision support—demands unprecedented
rigor in assessing robustness, reliability, and safety. Unlike
traditional, deterministic or rule-based aviation software, data-
driven or hybrid Al models learn from data, introducing
variability that requires specialized validation. For example,
machine learning algorithms for computer vision in aircraft
inspection, such as Airbus tools that detect micro-cracks in
composite materials, must be robust to adversarial inputs
(manipulated images or sensor noise) that could cause false
negatives and missed structural failures. Predictive analytics
tools, like those Safran uses to anticipate engine component
wear, must remain accurate with incomplete or biased historical
data to support reliable maintenance decisions. Safety-critical
avionics, including single-pilot operations and Al-driven flight
optimizers (such as the TopSKy Sequencer by Thales [12]),
need fail-safe mechanisms for edge cases like severe weather or
conflicting air traffic control instructions to preserve passenger
safety. Thus, even though traditional aviation standards (e.g.
DO-178C and ARP 6983) provide partial guidance and EASA is
developing a unified Al certification framework for aeronautics
[10], dedicated RRS assessments are essential. Deep learning
in pilot assistance tools, such as Airbus’s Vision Based Landing
Approach Runway Detection (LARD) [3], require continuous
monitoring to detect ‘black box’ decision drifts. Without robust
verification and validation—such as formal methods or stress
testing on synthetic data—even well-trained models may fail
in rare but plausible situations, including cyber-attacks.

In the healthcare domain, the growing use of Al systems,
from data-driven diagnostic tools to generative models for
clinical decision support, demands rigorous assessment of RRS.
Unlike traditional clinical software based on deterministic
rules, data-driven imaging models learn statistical patterns
from training data, introducing variability that requires spe-
cialized validation. Deep learning algorithms for radiology
or pathology must generalize beyond their development site;
in practice, sensitivity to input noise, scanner differences,
and population shifts often reveals brittleness in models
whose internal validation had seemed adequate. Reliability
is further weakened by confidence miscalibration, temporal
drift in populations and imaging protocols, and inconsistent
performance across operating conditions, all of which can
cause systematic yet hidden errors. Safety, in turn, goes beyond
technical performance: a diagnostic Al may excel in trials yet
be unsafe if clinicians over-rely on it, misunderstand its limits,
or lack human-override procedures for out-of-scope inputs.

For GenAl in clinical decision support, the RRS profile
differs markedly from that of data-driven systems. Robustness
is undermined by prompt sensitivity, as fabricated details in
clinical prompts can cause models to elaborate on embedded
errors; prompt-based safeguards mitigate but do not remove this
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risk. Reliability must cover not only accuracy but also factual
consistency and temporal stability, since reasoning failures are a
primary source of errors and cast doubt on LLM trustworthiness
across repeated high-stakes interactions. Safety arises from how
model outputs integrate into clinical workflows: clinicians may
over-trust fluent but wrong answers, and the lack of clear failure
signals creates regulatory obstacles for approval as medical
devices. This underscores the need for clinically tailored red-
teaming, alignment protocols, and human-override mechanisms
as structural assurance requirements.

Assessing robustness, reliability and safety is not only a
technical task but a prerequisite for regulation and public
trust. Yet major challenges remain. One proposed solution is
scalable formal verification. While formal methods offer the
strongest guarantees, they are not yet systematically applicable
to large neural networks, and current certified robustness
techniques yield limited guarantees and reduced accuracy. A key
research direction is extending formal verification to hybrid
Al via compositional methods, abstraction refinement, and
architectures designed for verifiability.

Another important direction is specifying OD for high-
dimensional, unstructured inputs. For systems using natural
language, raw sensor data or visual scenes, precisely defining
the operational design domain is difficult. There is an urgent
need for formal OD specification languages for such inputs, and
for automated tools for OD boundary detection and coverage
measurement.

GenAl safety verification remains largely unsolved. Hallu-
cination and prompt injection in large language models lack
systematic verification methods. Manual red-teaming is costly,
incomplete and non-reproducible. Automatic red-teaming,
formal behavioural specifications for LLMs and rigorous GenAl
safety evaluation approaches are open problems.

Current reliability and safety assessments mainly use statis-
tics to measure what a system does, not why. Causal models
could reveal root causes, predict failure conditions and greatly
strengthen safety cases. Integrating causal reasoning with
machine learning is an active research area with important
implications for assurance.

Our approach defines multiple assessment dimensions, but
combining them into a single assurance claim needs formal
methods for aggregating heterogeneous evidence. Research on
evidence combination, uncertainty propagation in safety cases,
and formal assurance case logics is required.

VI. CONCLUSION AND FUTURE WORKS

This paper presents the first paradigm-aware approach to
evaluating robustness, reliability, and safety of Al systems
across data-driven, symbolic, hybrid, and generative Al It
offers: precise operational definitions of these properties; a
systematic analysis of how they appear and fail in each
paradigm; a survey of assessment methods and evidence types
for gap analysis and evidence planning; and a regulatory
mapping to the EU Al Act, EASA, DO-178C/ARP 4754A,
IEC 61508, and the Confiance.ai end-to-end methodology.

Three conclusions follow. First, assessment must be
paradigm-aware: methods for symbolic solvers, deep neural
networks, and large generative language models differ, and a
uniform approach leaves gaps. Second, robustness, reliability,
and safety are interdependent but distinct; each requires separate
assessment before integration into a safety case. Conflation
creates blind spots: a system reliable in testing may fail under
distribution shift, and one robust to perturbations may still be
hazardous in some contexts. Third, assurance is a lifecycle
activity, not a one-off certification: changing environments,
performance drift, and new adversarial techniques demand
continual evidence collection, evaluation, and updating. As Al
becomes more capable and embedded in critical infrastructure,
inadequate assurance becomes more costly. The proposed
approach is a step toward an Al assurance engineering
discipline that evolves with the technology it governs.

Future work aims to complete the approach defined in [3]
going beyond data-driven Al by extending Al engineering
methods and tools to symbolic, hybrid, and generative Al
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Abstract—Knowledge-Based Components (KBCs) are a promis-
ing technology for a high-risk Artificial Intelligence (AI) system.
Nevertheless, ensuring their reliability becomes challenging as
Knowledge Models and reasoning mechanisms grow in complexity.
Existing trustworthy-AlI frameworks predominantly focus on
learning systems and offer limited guidance for symbolic of
knowledge driven systems. As an initial step toward filling
this gap, we propose a minimal set of trustworthy properties
specifically tailored to KBCs. These properties are derived from
a state-of-the-art analysis, a risk-based examination of potential
failure modes, and an adaptation of established trustworthiness
principles from the learning domain. We analyze how these
properties influence the development process of KBCs and
illustrate their practical relevance through a supportive example.

Keywords-Artificial Intelligence; Knowledge Processing; Knowl-
edge Representation Formalisms and Methods; Knowledge base
verification.

I. INTRODUCTION

While Artificial Intelligence (AI) is now widely deployed
for every-day life applications, its integration into high risk
systems, such as nuclear plants or aircraft, remains a major
challenge. Such systems are characterized by the possibility
of fatal consequences in case of failure, including human
injury or environmental damage. They are therefore developed
under a stringent and reliable development process and strong
regulatory constraints. In the context of Al, trustworthy Al
engineering practices are essential to guarantee Al system
performance, safety and robustness, and its compliance to
emerging regulation, such as the AI Act [1]. Theses practices
are build upon established classical engineering methods prac-
tices (such requirement writing and verification, configuration
management) ensuring system reliability, and extended through
the definition and verification of trustworthy properties. Theses
properties may apply in the scope of the Al system or in the
scope of items, such as datasets or trained models in the case
of supervised learning technologies.

To address the challenge of Al based high-risk applications,
the industry is also exploring alternative Al technologies,
such as Symbolic AI (SAI). Symbolic approaches rely on
the formalization of knowledge and facts (general, domain-
specific, expert) using logics, and a combination with reasoning
algorithm to infer new knowledge. This family includes expert-
systems, ontology-based reasoning and constraint problem
solving. SAI offers attractive features for high-risk systems,

such as explainability by design and reasoning algorithm
correctness.

Nevertheless, when applications grows in complexity, re-
quiring large Knowledge Models and complex reasoning
algorithms, Al engineer may no longer be able to anticipate
the system outcome. Developers may be unable to design
the exhaustive required test suite covering the combinatorial
explosion of possible facts, knowledge, and reasoning situations.
In this context, identification of trustworthy properties for KBC
becomes a promising approach to ensure reliability.

Extending the methodological works on ontology building
[2] in a water resources monitoring project !, our contribution
provides a starting point toward defining a minimal set of
trustworthy properties for SAI System. Building on the state
of the art in trustworthy properties for Al, completed by a
risk based approach, we identified and defined a preliminary
set of properties. Their impact on engineering process is also
analyzed. The paper describes the analysis performed to identify
trustworthy properties in section 2. Section 3 describes the
selected set of properties and their applicability in the context
of knowledge base system development. Section 4 presents
an illustrative example of theses properties. A discussion is
provided in the last section.

II. DEFINING TRUSTWORTHY PROPERTIES
A. Knowledge based component

To support our analysis, we first define the scope under con-
sideration. We consider an Al-based system that incorporates a
software component developed using SAI technology, referred
as the Knowledge Based Component (KBC). A KBC can
generally be structured as a combination of several elements,
as illustrated in Figure 1.

o A Knowledge Model, which contains the formalized knowl-
edge. It includes general concepts (e.g., "cars", "road",.. )
and contextual information (e.g., "N124 is a road","N124 is
open"). The knowledge is expressed in a dedicated knowledge
representation language, defining the allowed syntactic and
semantic rules.

o A reasoning engine, which applies a reasoning algorithm to
infer new knowledge from the existing knowledge model.

I'This research was funded, by the Agence Nationale de la Recherche (ANR)
through TETRA Project, grant ANR- 22-FAI2-0006-01
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Algorithm rely on a set of logical rules, iteratively applied
to each element of the knowledge model.

¢ A Request engine (or query engine), which enables inter-
action with the knowledge model, by retrieving relevant
information. It usually relies on specific search algorithms
designed for efficiency.

| Al Based System
KBC
Reguest Engine
Knowledge
request
I:J\‘
-] Knowledge Model
External
Knowledge
update Knowledge
Update
Reasening Engine

Figure 1. Knowledge Based Component schematic architecture.

It is important to note that the functional behavior emerges
from the KBC as a whole, rather than individual elements:
A knowledge model alone is not usable without a query
mechanism to access its content. Although, this decomposition
is inspired by expert systems, it can be generalized to other
SAI technologies such constraint-solving problems. In this
case, the set of variable, domains, and constraint constitute
the knowledge model, while the constraint solver acts as the
reasoning engine.

B. Methodology

To define the trustworthy properties for reliable KBC,
we apply an exploration methodology structured along three
complementary paths:

o State of the art analysis, focusing on trustworthy properties
relevant to the context of knowledge modeling and symbolic
reasoning.

o Bottom-Up analysis starting from potential errors and risks
associated with KBCs and identifying the trustworthy prop-
erties required to mitigate them.

e A top-down approach, examining trustworthy properties
established in the machine-learning domain and assessing
their applicability to KBCs.

C. Path 1: State of the art analysis

Knowledge-Base engineering has provided standards?,
methodologies [3], [4], [5], [6], [7], and tools [8], [9], to build,
use and maintain KB and thus provide confidence in KBS.
Recent works are more often focused on specific technologies.

Ontology engineering One of the most influential contri-
butions comes from the 2013 Ontology Summit [10], which
proposed an eight-step iterative development cycle. This devel-
opment cycle is driven by five properties: Intelligibility ("Can
humans understand the ontology correctly?"), fidelity ("Does
the ontology accurately represent its domain?"), Craftsmanship
("Is the ontology well-built and are design decisions followed
consistently?" ), Fitness ("Does the representation of the domain
fit the requirements for its intended use?) and Deployability
("Does the deployed ontology meet the requirements of the
information system of which it is part?"). Additional designed-
oriented properties are described in [11] including Clarity,
Coherence, Extendibility ("An ontology should be designed
to anticipate the uses of the shared vocabulary."), Minimal
encoding bias, Minimal ontological commitment. While theses
properties capture relevant desirable qualities for a KBCs, they
lack clear definitions and associated metrics or measurement
methods.

Knowledge graphs: Knowledge Graphs (KGs) are widely
used to store, represent, and manage structured information
about entities and their relation. Assessing and evaluating their
quality has become an active research axes. [12] provided a
comprehensive review of quality requirements in the context of
KGs. [13] address the challenge by proposing a set of properties
and tractable metrics, such as "Accuracy and Correctness to
measure the degree to which the KG reflects ground truth"
or "Completeness measures how thoroughly the Knowledge
Graph covers its intended domain". Generalization of theses
metrics to KBCs can be considered;

Neuro-Symbolic AI: Neuro-Symbolic Al (NSAI) is an active
research domain aiming at integrating symbolic reasoning and
deep-learning, to leverage qualities of both technologies. As
detailed in this comprehensive survey, [14], NSAI enforces
by design interpretability, robustness and fairness, which are
desirable properties for a learning system. However, [15]
pinpoint that the development of trustworthiness methods is
largely driven by application needs and lack of a general
framework. The work of [16] assesses the application of Al
Act desirable features for an Al System (e.g., Human oversight,
robustness, fairness), in the context of NSAI and shows that
a plurality of metrics is still missing to perform the complete
evaluation.

D. Path 2: A Risk-Based Analysis

To ensure the reliability of a KBC deployed in high-risk
system, the development process must minimize the occurrence
of runtime errors. Such errors may affect the system in two
ways:

Zhttps://www.w3.org/standards/ Accessed: Mar. 5, 2026.
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+ Reduced availability: the component fails to deliver its
intended function due to a detected error or a component
loss.

« Reduced integrity: the component provides an erroneous
output, that remains undetected.

Ensuring that a set of trustworthy properties is hold through-
out development and operation is a promising approach to
mitigation. So, we conduct a systematic analysis of KBC and
its components potential errors, and linked to a specific risk.
We then derive the adequate trustworthy property required for
mitigation.

Knowledge Representation Language (KRL): We assume
that the KRL is selected at design time and remains fixed during
KBC operations. Errors occur exclusively at design-time and
may take the following forms:

o The choice of an over-expressive KRL: High expressivity
language can support complex constructs that simplify the
modeling (such as the "existential" quantifier). However, it
may lead to undecidability (e.g., rule application does not
guarantee termination) or to prohibitive computational costs
(e.g., exponential time reasoning). Such design choice can
lead to an availability risk.

o Conversely, selecting a KRL with insufficient expressive
power can lead to oversimplification of the Knowledge Model
and a potential integrity risk.

Mitigation by property 1: We can define a Language Suitability
property, defined as "the extend to which the knowledge
representation language contains only syntactic elements or
rules required for considered use cases". This property is related
to Fitness described in [10].

Knowledge modeling: Knowledge is formalized through the
association of general concepts ("car", "road") and instantiated
in instance-level elements representing real-world entities
("TN-822" as car number). Errors in knowledge modeling
mainly arises from semantically incorrect content, such as
false knowledge (“cars can fly”) or inconsistent knowledge
(both “all cars have only four wheels” and “all cars have only
two wheels” ). Such errors directly lead to an integrity risk.
Mitigation by property 2: We define a knowledge correctness
property as the semantic accuracy of the knowledge contained
in the KBC. It is worthy to note that it can be refined into a
knowledge consistency e.g., the Knowledge Model does not
contain contradictory elements.

Even when semantic correctness is ensured, additional
modeling errors may occur:

o Missing knowledge: required elements lack for executing a
use case. It leads to errors and availability risks.

o Excess knowledge: irrelevant elements with respect to the
UG, increasing the size and complexity. It degrades reasoning
performance and leads to availability risks.

Mitigation by property 3: We define a Knowledge Suitability
property, i.e. "the Knowledge Model contains exactly the
necessary knowledge element for the use-case". "Necessary
knowledge elements" are used at runtime.

Reasoning Algorithm: Reasoning algorithms infer new facts
from the existing Knowledge Model. They are evaluated by
their soundness (all the derived inference are true from semantic
point of view), their completeness (an algorithm is complete
if, when deriving formulas, all the formulas are well derived),
and their algorithmic complexity. Theses properties allow to
identify errors related to:

o Non-sound algorithm e.g., some derived inference may not
be true, leading to integrity risk.

o Incomplete algorithm e.g., some inference are not computed,
leading to erroneous output and integrity risk.

o Algorithm that has no termination in a reasonable time for
some Knowledge Models, leading to availability risk.

Mitigation by property 4: We define the Algorithm suitability
property, stating "that the reasoning algorithm and its con-
straints (response times, semantic accuracy of responses) are
appropriate for the selected use case". This property is close
to Craftsmanship in [10].

Request Algorithm: They exhibit similar properties, errors
and risk as an information search algorithm, e.g., recall
completeness (all requested elements are provided), precision
(too much elements are provided) or non-acceptable termination
time.

Mitigation by property 5: We extend the suitability concept
to define a Request Algorithm suitability ensuring that
"the request mechanism is adapted to the use case and its
performance constraints".

E. Path 3: Extension of Machine Learning trustworthy proper-
ties

The third path to define trustworthy properties consists in
examining how properties established for learning-based Al
systems can be extended to Knowledge-Based Components.
Trustworthy Al properties for machine learning have been
extensively studied in the literature, notably in the DEEL project
white paper [17] and the confiance.ai report [18]. From these
analysis, several categories of properties can be identified:

o Properties related to desirable engineering feature. Such
properties are independent of the underlying (Al) technology.
Examples are “Auditability”, ”"Maintenability”, “Resilience”,
“Specifiability” and “Verifiability”. Theses properties can be
directly transferred to KBCs development process, without
modifications.

Properties can can be easily adapted to KBCs, assuming the
specificity of knowledge based applications. For instance,
the ""Data Quality'' defined in [17] as "the extent to which
data are free of defects and possess the desired features" can
be transposed to a Knowledge Quality property, aligned with
the notions introduced in the risk-based analysis. Similarly,
Explainability, defined as “the extent to which the behavior
of a ML model can be made, can be applied to KBCs by
replacing the notion of “ML model” with the knowledge
base and its associated reasoning mechanisms. It is close to
the explainability concepts explored in [15].
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III. MINIMAL SET OF TRUSTWORTHY PROPERTIES
A. Properties selection

Grounded in the three exploration paths, we select a minimal
set of trustworthy properties based on three criteria:

o If the property mitigates a risk when satisfied ?

o If it is possible to verify the property at least once during
KBC development process (see related section) ?

o If the selected properties are consistent, non-redundant with
another selected property ?

We obtain the set of properties given in Table I. It is worth
noting that we define both properties related to the whole
component, as it hosts the functional behavior of the component,
and properties related to KBC elements, as they drive specific
failures.

In addition to this set, we advocate that KBC explainability
should also be considered. The Development explainability
could be a useful method to detect unexpected behaviors during
development. Operational explainability, or explainability for
the end-user may be a crucial property for acceptability and
trust. In the context of KBCs, explainability is related to the
ability to store or reconstruct the inference or query path within
the Knowledge Model ( [19]).

B. Verifiability and impact on the engineering process

The defined Trustworthy properties can be smoothly inte-
grated into the development process of a system containing a
Knowledge Base Component, as illustrated in Figure 2.

This development cycle begins with traditional
system-engineering activities, including the elicitation
of end-user needs, the definition of Concepts of Operation,
and the specification of system requirements and architecture.
A particular attention should be paid to define a complete
and representative set of operational scenarios describing how
the system will be used. These scenarios will later guide the
construction of test cases at the KBC level.

Once responsibilities and requirements have been allocated to
the KBC, the proper development of the KBC begins. Following
the approach proposed in the confiance.ai project [20], we
recommend to consider a component development cycle divided
into two main steps:

o A functional Design and Verification/Validation step, which
aims to develop the KBC and its internal elements according
to the allocated requirements, then to verify the correctness
of its functional behavior. For clarity, we distinguish a
functional design phase from a functional (validation
and) verification phase.

e An implementation step, where the designed KBC is
concretely implemented in the appropriate software stack
(e.g., programming language, operating system) and in the
appropriate hardware platform (e.g., CPU, FPGA).

We now detail how trustworthy properties are integrated into
theses development steps.

Functional design phase: This phase includes activities
related to knowledge modeling, selection of the appropriate
knowledge-representation language, and development of the

TABLE I. PROPOSED MINIMAL SET OF TRUSTWORTHY PROPERTIES FOR A
KBC (A= AVAILABILITY RISK, I = INTEGRITY RISK).

Property | Definition Mitigate
Language | The extend to which the chosen | A,I
suitabil- knowledge representation lan-
ity guage contains only the syntac-
tic constructs required for the
use case
Knowledge| The extend to which the Knowl- | T
correct- edge Model is logically and
ness semantically consistent within
the use case needs
Knowledge| The extend to which the Knowl- | T
complete- | edge Model contains the neces-
ness sary knowledge to satisfy use
case needs
Knowledge| The extend to which the Knowl- | A,I
suitabil- edge Model contains the neces-
ity sary knowledge to satisfy use
case needs
Algorithm | The extend to which the se- | A,l
suitabil- lected reasoning algorithm fits
ity to the use case needs and its
constraints
KBC per- | The extend to which the selected | A,I
formance | reasoning algorithm fits to the
use case performance needs
KBC sta- | The extend to which the KBC | A,I
bility fits to the use case stability
constraints
KBC ro- | The extend to which the KBC | Al
bustness is able to maintain its behavior
in adverse conditions

reasoning and querying algorithm. Theses activities are typi-
cally carried out iteratively to converge toward the most suitable
design choice. Trustworthy properties can be introduced at this
stage as desirable qualities, guiding the design or expressed
directly as requirements. For example, language suitability
may be used as a design constraint and lead to a requirement,
such as The Knowledge Model shall be expressed in OWL-
EL profile for an ontology-based application. The property
knowledge correctness, may lead to define supplementary
requirements related to runtime validation rules, such as
SHACL rules [21] for an ontology-based application. The
property algorithm suitability may motivated requirements
related to the soundness and completeness of the selected
reasoning or querying algorithms.

During knowledge modeling, we encourage to set-up a
bidirectional traceability between the operational scenarios
defined at system level and knowledge elements contained in
Knowledge Model. It can be an effective method to ensure
knowledge completeness and knowledge suitability during the
design.
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Figure 2. (Simplified) Knowledge Based Component development process.

At the end of the design process, we also recommend
to conduct knowledge-model design review that can be
performed to assess properties knowledge related properties.
This review can be assisted by tools to compute metrics on the
Knowledge Model, such as OntoMetrics in the ontology context
([22]). Custom metrics may be defined, such as syntactic
construct coverage metric as the number of syntactic construct
used over the total number of syntactic constructs of the KRL,
for language suitability.

Functional verification of the KBC: This step focuses on
validating and verifying the designed KBC with respect to its
requirements and trustworthy properties. The usual practice
is to build tests procedures and tests cases that exercise the
KBC and its elements under various querying and reasoning
conditions. The set of operational scenarios identified during
system-level activities may be used as guidance during their
elaboration. Several trustworthy properties can be assessed
through this scenario-based evaluation: Algorithm suitability
can be verified using measurement of computational load and
the accuracy of the KBC outcome; Knowledge suitability can be
assessed by computing a knowledge coverage metric defined
as the number of knowledge elements used over the total
number of knowledge elements. Complementary tests can be
developed to address specific trustworthy properties like KBC
robustness. This property will require evaluating the KBC under
particular configurations of knowledge elements or atypical
request patterns, that may be tool-assisted [23].

KBC implementation Once the functional behavior of the
designed KBC has been validated, the proper implementation
activities can begin. This phase consists of implementing the

KBC on the appropriate software stack and/or hardware plat-
form. To the best of our knowledge, traditional implementation
activities like software development are directly applicable.
After implementation, compliance with the trustworthy prop-
erties should then be re-verified on the implemented KBC,
to guarantee that no degradations occurs during the process.
Only after this verification, the implemented KBC be integrated
into the broader system-engineering workflow. The operational
scenarios defined during system design can then be reused to
confirm that the final system continues to meet end-user needs.

C. Use case illustration

We illustrate the proposed trustworthy properties using
a simple supportive example. Consider a use case in the
automotive domain, where the system assists the driver by
answering drivers questions, such as if their car can drive
on a specific road?. A system embedding Knowledge Based
component is used to compute reliable answers.

The designed Knowledge Model (KM) is represented in
Figure 3. We adopt the following notation: in square brackets
or blue in the figure, the general concepts (ex: [car]), in brackets
or orange in the figure, the facts (ex: (TN-822) as identifier
of the driver’s car). The KM also contains a simple deductive
rule R1:

(R1) A [Car]
isTypeOf (Highway)

CanDriveOn [Road] if
or (Back road)

[Road]

We define two operational scenario related to queries (Q):

Ql: Is (TN-822) CanDriveOn
Expected Outcome: Yes

(A64) 2
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Figure 3. Automotive Use Case Knowledge Model. Concepts are represented in blue rectangles, facts in oranges rectangles. Relations between concepts are
arrows with text.

Q2: On which [road] (TN-822)
CanDriveOn °?
Expected Outcome: A64,D10

Is it worth noting that the KM does not explicitly express the
expected outcomes in both scenarios. The answers are obtained
by applying the deductive rule to the KM.

We now illustrate potential errors are mitigated by trustwor-
thy properties:

Knowledge correctness: This property is violated if an
element is incorrectly specified in the KM. For example, if
the road (A64) is assigned an incorrect type, the query Q1
produces an erroneous outcome:

KM error: " (A64) isTypeOf (CountryLane)"
Ql: Is (TN-822) CanDriveOn (A64) *?
Outcome: No

Knowledge completeness: This property is violated if a
necessary knowledge element is missing. In such a case, the
KBC cannot produce the correct answer:

KM error: Missing Element
" (A64) isTypeOf (Highway)"
Q2: On which [road] (TN-822)

Expected Outcome: D10

CanDriveOn ?

Knowledge suitability: The property will be violated if the
KM contains concepts of [bike] "canRunOn" [CountryLane],

which is not necessary for the use case. The outcome is still
true but the reasoning time can be increased.

Knowledge base additionnal element:

[bike] "canRunOn" [CountryLane]
Q1: Is (TN-822) CanDriveOn (A64) 2
Outcome: Yes

Algorithm suitability: The property is not satisfied in this
use case if the selected algorithm is unable to apply the
deductive rule. In such a situation, the KBC can no longer
produce the expected result.

KBC stability: Stability can be assessed by testing different
formalization of the request, such as expressed below. A stable
KBC will answer yes regardless the formalization.

Qla:
Qlb: Is
or not?
Expected Outcome:

Is my (TN-822)
(TN-822)

CanDriveOn (A64) *?

CanDriveOn (A64)

Yes

KBC robustness: On the toy use case, KBC robustness can
be experimented by assuming errors on the query, such as:

Q3a: Is (TN-821)
Expected Outcome:
Q3b: Is (TN-822)
Expected Outcome:

CanDriveOn
No

CanDriveOn
No

(A64) 7

(D11) 2
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IV. DISCUSSION

Based on the state-of-the art analysis and the risk-based
approach, we propose a minimal set of trustworthy properties
for KBCs. We acknowledge that this minimal set was developed
from an engineering-oriented perspective and could be enriched
with additional properties addressing human-factors or ethical
considerations. For example, particular attention should be
paid to undesirable biases, which may easily emerge during
knowledge modeling and lead to unappropriate use of the
system. A property of Knowledge fairness may be defined
as Knowledge Model level to mitigate this ethical risk, and
verified during the knowledge design review.

A mandatory criterion for selecting the properties in this
minimal set was the ability to verify them during development
process. We do not prescribe any specific verification method-
ology - design review, test, traceability analysis,... -, however,
we pinpoint that a formal demonstration of each property is
currently out of reach due to the absence of a sufficiently mature
mathematical framework. We therefore encourage the academic
community to pursue the formalization of these properties and
the development of associated verification methods. This would
constitute a valuable contribution to improving the reliability
of knowledge-based applications for high-risk systems.

The relevance of trustworthy properties approach may be
challenged by considerations related to use case complexity.
In simple rule-based systems, where the behavior can be fully
specified and the reasoning/query space can be exhaustively
validated using a manageable set of test scenarios, such prop-
erties may appear unnecessary. In these situations, traditional
verification techniques are often sufficient to guaranty the
reliability of the KBC. We argue that trustworthy properties
become essential once the system exceeds a certain complexity
threshold. This threshold can be characterized by several
criteria, including:

o the domain expert’s ability to handle and understand the KM

(without being a knowledge modeling expert).

o the number of reasoning steps required to answer user needs.
« the developer’s ability to build the adequate and exhaustive
set of scenarios exercising the reasoning and query over the

KBC,

o the domain expert’s ability to anticipate the KBC’s outcomes
on these scenarios.

Such criteria should be refined by application on uses-cases

with different levels of complexity.

V. CONCLUSION AND FUTURE WORK

In this paper, we proposed a preliminary set of trustworthy
properties for Knowledge-Based Components. These proper-
ties were identified through an analysis of consensus-based
trustworthy-Al principles and a risk-based approach, and
then specialized for the context of symbolic-Al systems. We
acknowledge that these properties may be excessive for simple
KBCs, where a requirement-based approach may suffice, but
they become necessary for more complex applications.

Our approach is grounded in engineering practices for Al
development. To advance this work, we encourage the research

community to further refine the definition of trustworthy
properties and, in particular, to develop their mathematical
formalization and associated verification methods. Such con-
tributions would significantly strengthen the reliability and
trustworthiness of knowledge-based systems.

Our future work focuses on implementing verification
methods associated with the trustworthy properties identified
in this study. We are developing software tools to support
automated verification, such as metric-based assessments—as
well as methodologies to guide design reviews of Knowledge
Models. These methods and tools are being exercised on several
industrial use cases exhibiting different levels of complexity.
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Abstract—The future of work depends not just on technical
development but on the quality of human decision-making,
values and behaviors that shape this development. While
Artificial Intelligence development continues to excel, its long-
term safety and sustainability is strengthened through human-
in-the-loop (HITL) systems. Forgiveness, often overlooked,
serves as a foundational component of advanced decision-
making. Unlike Artificial Intelligence, humans possess the
capacity for humility, restraint, instinct and reconciliation,
qualities that enable forgiveness and are vital for ethical
Artificial Intelligence governance. This research introduces the
FORGIVES framework, a practical model translating high-
level ethical principles (like the Asilomar Artificial Intelligence
Principles) into actionable human-centered behaviors. This
framework aligns Artificial Intelligence with human shared
values, promoting transparency, responsibility and long-term
benefits while addressing global challenges in operationalising
shared ethics. Ultimately, forgiveness is a strategic necessity.
Therefore, improving human capacity for forgiveness is crucial
for decision-making that develops Artificial Intelligence
systems that are adaptive, restorative and aligned with human
well-being. The distinction between human and artificial
intelligence, lies in human moral judgment and relational
intelligence, qualities that must guide Artificial Intelligence’s
evolution to serve the greater good and increase human
performance. The forgiveness framework can be understood
through endurance environments. Endurance performance
reveals how human beings respond under pressure, fatigue,
failure, uncertainty and prolonged challenge. These factors
parallel the development and industry of Artificial Intelligence.
To develop decision-making abilities, it is beneficial to seek and
not avoid endurance environments, as they aid the
understanding of something increasingly relevant in the age of
Artificial Intelligence - the difference between optimisation and
wisdom.

Keywords-Artificial-Intelligence;
forgiveness; Human-in-the-Loop; endurance.

decision-making;

L INTRODUCTION

As Artificial Intelligence systems are increasingly
evaluated on performance, safety and robustness, a critical
but underexplored gap is emerging: not a shortage of
technical capability, but a shortage of high-quality human
decision-making. This research argues that the long-term
sustainability and responsible development of Artificial
Intelligence systems depends not only on engineering
excellence, but on the character, judgment and behavioral

frameworks of those designing, deploying and interacting
with them.

Lazaros, Vrahatis & Kotsiantis [1] highlights that
Human-in-the-Loop (HITL) Artificial Intelligence has
emerged as a significant direction within the field,
particularly in environments where fully automated systems
are unable to adequately account for context, ethical
judgment, ambiguity, or accountability. While Artificial
Intelligence systems are increasingly capable of processing
vast quantities of information and identifying complex
patterns, they remain limited in their ability to interpret
human nuance, social consequence and moral responsibility
in dynamic real-world situations.

Human-in-the-Loop approaches address this limitation by
ensuring meaningful human participation within critical
stages of Artificial Intelligence development, deployment,
monitoring and decision validation. Rather than positioning
humans as passive overseers, Human-in-the-Loop
frameworks recognise human judgment as an active and
necessary component of safe and effective Artificial
Intelligence operation. This is particularly important in
safety-critical and socially sensitive domains such as
healthcare, transportation, legal systems, education and
emotionally responsive Artificial Intelligence applications,
where decisions may carry significant human impact.

Amershi et al. [2] provide practical guidance for
designing Artificial Intelligence systems that support
effective human interaction and oversight and demonstrate
that successful Artificial Intelligence deployment depends
heavily on human-centered system design rather than
technical performance alone. Human-in-the-Loop systems
are widely becoming accepted as essential - but effectiveness
depends on the decision-making skills of the human in the
loop. This research extends existing Human-in-the-Loop
approaches by arguing that not all human input is equal.

Additionally, this research builds on the work of Russell
and Norvig [3], who emphasise Value Alignment and that
advanced Artificial Intelligence systems must remain aligned
with human goals and subject to meaningful human
oversight. Their work highlights the limitations of purely
optimisation-driven systems and the importance of
uncertainty, value alignment and corrigibility in Artificial
Intelligence behaviour. This research addresses the challenge
they raise of defining and operationalising shared values
across global contexts. This challenge is addressed by
drawing on historical analysis. This research traces the
influence of early legal and moral codes - originating in texts
such as Exodus [4] and later teachings expanded in Matthew
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[5], on the development of global legal systems, including
principles of justice, accountability, human dignity and
mercy. These foundations provide a tested model for
encoding values into systems that govern behaviour at scale.
In Matthew [6] we discover 8 global values shared across
humanity. Regardless of your faith perspective all humanity
share the 8 beatitudes outlined in that message. They flip the
script by helping us to understand the value of seeing things
differently and helps us to cultivate a mindset that
FORGIVES. They also help us to identify human attributes
that are crucial for establishing moral and ethical codes
alongside the Future of Life Institute Asilomar Artificial
Intelligence Principles [7].

This paper also addresses the additional challenge of how
to apply global ethical frameworks operationally. This
research translates high-level ethical guidelines into a
practical, human-centered actionable model for decision-
making and behaviour. While existing principles define what
responsible Artificial Intelligence should achieve, this
research provides a framework to explore how individuals
and organisations can embody these principles in practice.

This industry research investigates forgiveness as a
foundational yet overlooked component of advanced
decision-making. While Artificial Intelligence systems can
simulate aspects of emotional intelligence, they cannot
experience or embody the conditions that enable forgiveness
- such as humility, loss, restraint, moral tension, or
reconciliation. This limitation reveals a boundary of artificial
intelligence and highlights a critical domain in which human
capability remains essential. As described by Dignum [8]
‘The more that Al can do, the more it underscores the
irreplaceable qualities of human creativity, empathy, and
moral reasoning.’

This paper proposes forgiveness as a unifying, cross-
cultural principle - widely understood, practically applicable,
and scalable across diverse environments. Unlike abstract
ethical constructs, forgiveness functions as both a mindset
and a behavioural framework, offering a consistent basis for
decision-making in complex, real-world systems.

This research uses endurance principles to illustrate
forgiveness because endurance correlates well to the long-
term development perspective required for Artificial
Intelligence safety. Endurance performance also reveals how
human beings respond under pressure, fatigue, failure,
uncertainty and prolonged challenge. In these moments,
decision-making becomes visible. Endurance is not sustained
through intensity alone, but through humility, restraint,
reflection, perseverance and the ability to recover well after
setbacks.

Forgiveness operates in a similar way. It is rarely a single
emotional moment; rather, it is an ongoing process of
releasing failure, recalibrating perspective and choosing
constructive action despite discomfort or disappointment.
Like endurance, forgiveness requires disciplined thinking,
emotional regulation and long-term vision.

Endurance environments also expose something
increasingly relevant in the age of Artificial Intelligence: the
difference between optimisation and wisdom. A machine
may calculate pace, output, or probability, but human

performance depends on qualities such as judgment,
meaning, empathy and resilience. These are not simply
technical abilities but deeply human capacities that shape
how decisions are made over time.

For this reason, endurance principles provide a practical
and accessible framework for exploring forgiveness, not only
as a moral concept, but as a performance capability that
strengthens leadership, Human-in-the-Loop decision-making
and responsible Artificial Intelligence development. Through
applied analysis of events, cross-sector professional insight
and observational patterns from employment and Artificial
Intelligence adjacent environments, this research introduces
the FORGIVES framework.

II. THE FRAMEWORK

There are 8 separate components of the FORGIVES
framework aligned with a transferable human skill that
enhances decision-making quality, reduces systemic risk and
supports the development of Artificial Intelligence systems
that are resilient, ethical and aligned with human well-being.
For each component of the framework there are Human-in-
the-Loop learnings from a specific case-study of both
historical and recent events from within the automotive,
aerospace, healthcare, railway and defense industries. Table
1 introduces each component of the framework and provides
an overview of each corresponding human attribute, Human-
in-the-Loop (HITL) behaviour, Asilomar alignment and
endurance principle.

TABLE L FORGIVENESS FRAMEWORK OVERVIEW
FORGIVES Framework
Component HITL System Asilomar Endurance
& Human Behaviour Alignment Principle
Attribute
Fail: Transparent Research Goal, Leamn early,
Humility error reporting, fail safely,
review cycles, improve
learning loops continuously
Originality: Diverse human | Responsibility, Context
Discernment input, context- Failure matters - data
aware decision Transparency needs human
review understanding
Respect: Staged Science-Policy Progress is a
Self-Control deployment, Link, process that is
safety  gating, planned and
human approval paced
checkpoints
Generosity: Explainability, Personal Accountable
Integrity audit trails, Privacy, openness aids
accountable collaboration
oversight
Innocence: Ethical data Liberty and Protect
Consideration | handling, Privacy positively and
consent-based apply
processes spherical
kindness
Values: Human Race Purpose
Purpose override, Avoidance, focuses and
escalation fuels
pathways, performance
decision
validation
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FORGIVES Framework
Component HITL System Asilomar Endurance
& Human Behaviour Alignment Principle
Attribute
Empathise: Safeguarding Safety, Human care
Reconciliation | protocols, and oversight
escalation  for is critical
vulnerable
users
Sustain: Continuous Risks To maintain
Commitment training, standards
monitoring, commit
recalibration carefully

A. FORGIVES Framework Component 1: Fail (Humility
through rest and reflection)

Cullen [9] described how a train collision near London
Paddington station in the UK resulted in fatalities. However,
there were warning signs which were missed. Had there been
sufficient learning from previous near misses, could the
collision have been avoided? It is impossible to know, but it
is important to consider what factors prevent learning from
previous mistakes.

In high-performance environments, failure is often
hidden due to fear, pressure, or reputation. Yet research
across safety-critical industries shows that unacknowledged
small failures are often the precursors to major incidents. An
alternative approach is to treat failure as data.

Historically, this principle is captured in [10] and [11].
Principles across cultures and traditions capture the
importance of a structured and scheduled pause, to
intentionally step back from activity to review, reflect and
reset. Taking a pause reflects humility, recognising
limitations and remaining open to correction. These
principles encourage intellectual humility and disciplined
reflection, as both are essential for learning. When there is an
understanding that each person always has something to
learn, failure is just a part of life’s learning process then it is
easier to smile, get back up and go again.

Human-in-the-Loop (HITL) systems
alignment application:

. Research Goal — Test, rest and reflection need to be
incorporated into initial research goals.

. Responsibility — From the beginning it is important
to realise anyone using Artificial Intelligence is shaping what
it will become.

. Failure Transparency — This develops a responsible
learning culture.

When considering endurance environments Brymer and
Oades [12] observed transformation through humility.
Together, these principles show that humility and structured
reflection are not abstract ideals but practical safeguards;
when embedded into Human-in-the-Loop systems through
transparent failure reporting and intentional review cycles,
they directly support Asilomar principles of responsibility
and failure transparency, enabling Artificial Intelligence
systems that learn safely rather than scale unchecked error.

and Asilomar

B.  FORGIVES Framework Component 2: Original Design
(Identity, Context & Human Understanding)

Angwin, Larson, Mattu and Kirchner, [13] reported the
COMPAS risk assessment tool used in US courts to predict
reoffending risk was found to exhibit racial bias,
disproportionately flagging Black defendants as higher risk.
The system relied on historical data patterns without
sufficient contextual understanding of social and structural
factors. When systems are designed without recognising the
full human context behind data, they risk reinforcing bias
and inequity.

Historically, this principle is captured in [14] and [15].
These principles speak, in universal terms, to respect for
origin, lived experience and human context. They remind us
that people are not neutral data points — each person is
unique with individual originality, shaped by history,
relationships and circumstance. Ignoring this will lead to
incomplete or distorted decision-making. It is easy to drift
through life trying to be just like everyone else but each
fingerprint proves every person is unique and one of a kind.
Humans are not machines, not an exact replica model of each
other. When this is understood it can be celebrated and what
can be perceived as a weakness can become the greatest asset
and most valuable data.

Human-in-the-Loop (HITL)
alignment application:

. Science-Policy Link: A healthy exchange between
people in the process is essential (meaning Artificial
Intelligence researchers and policymakers).

. Personal Privacy: Individuals should be aware and
control the data they generate.

. Liberty and Privacy: AI should not negatively
impact personal freedoms or privacy.

When considering endurance environments Smits,
Pepping and Hettinga [16] observed that every endurance
performance is different, therefore one-size-fits-all training is
not the best approach. By recognising the uniqueness of
human experience, these principles reinforce that data cannot
be separated from context; when applied through Human-in-
the-Loop oversight and diverse input, they align with
Asilomar commitments to human values, privacy, and
liberty, ensuring Artificial Intelligence systems reflect the
richness of real-world humanity rather than narrow historical
patterns.

C. FORGIVES Framework Component 3: Restraint
(Respect and Patience for Process)

National Transportation Safety Board [17] found that
autonomous vehicle testing contributed to a pedestrian death
in Arizona, USA. Investigations highlighted gaps in safety
oversight, monitoring and escalation processes. While we
cannot know if the tragedy could have been avoided, it
demonstrates how the pressure for rapid progress can lead to
compromised safeguards.

Historically, this principle is captured in [18] and [19].
These reflect the importance of controlled strength, restraint,
and respect for the process. A rush to see results can create
impatience and frustration that can lead to mistakes.
Alternatively, a respect for the process with an understanding

systems and Asilomar
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that overnight success does not exist, creates an appreciation
for every day and that every single snail step counts.

Human-in-the-Loop (HITL) systems and Asilomar
alignment application:
. Race Avoidance —  Artificial Intelligence

deployment must prioritise safety over speed.

. Safety — Progress must not outrun governance.

. Risk — Staged testing and validation must be
enforced.

When considering endurance environments Skorski and
Abbiss [20] observed that endurance performance is
fundamentally a planned paced process — having patience
and respect for the process is fundamental. These principles
demonstrate that restraint is a form of strength; when
operationalised through Human-in-the-Loop controls, staged
deployment and enforced safety protocols, they align directly
with Asilomar priorities of safety and race avoidance,
ensuring that progress is governed, not rushed.

D. FORGIVES Framework Component 4. Integrity
(Transparency & Faithfulness)

House Committee on Transportation and Infrastructure
[21] reported that the Boeing 737 MAX crisis demonstrated
how design flaws, communication failures and inadequate
training contributed to fatal outcomes. At its core, this case
reflects a breakdown in transparency and accountability.

Historically, this principle is captured in [22] and [23].
These principles point toward faithfulness, integrity and
alignment between intention and action. Survival mindset
has nothing to give and avoids transparency. But with
generosity with resources (money, time and skills) and an
openness to accountability; others are encouraged to do the
same, creating trust.

Human-in-the-Loop (HITL)
alignment application:

. Research Funding — Safety must be prioritised over
commercial pressure.

. Human Control — Human accountability must be
maintained.

. Judicial Transparency — It is important to ensure
decisions are explainable and auditable.

When considering endurance environments Hyland-
Monks, Cronin, McNaughton and Marchant [24] observed
that high performance endurance becomes sustainable
through cognitive accountability. Integrity bridges intention
and action; when upheld through Human-in-the-Loop
accountability and explainable systems, it supports Asilomar
principles of transparency and human control, building trust
in Artificial Intelligence systems that are not only effective,
but dependable and open to scrutiny.

E. FORGIVES Framework Component 5: Innocent
Kindness (Responsibility & Stewardship)

Information Commissioner’s Office [25] reported the
Google DeepMind / NHS Royal Free case raised concerns
about patient data being used without sufficient transparency
or informed consent. This highlighted the ethical risks of
innovation without accountability.

systems and Asilomar

Historically, this principle is captured in [26] and [27].
These reflect respect for what belongs to others and
compassionate responsibility in how we act. When
seemingly kind intentions come from a mixed motive it
steals authenticity and damages relationships. But when
kindness is without motive, it becomes spherical, three
dimensional; spherical kindness has consideration for all.

Human-in-the-Loop (HITL) systems and Asilomar
alignment application:

. Shared Benefit — Data and Artificial Intelligence
should benefit all stakeholders.

. Shared Prosperity — Systems must respect rights
and dignity.

When considering endurance environments Thiel, Pfeifer
and Sudeck [28] observed that endurance performers must
respect their own and others limits. This calls for spherical
kindness and consideration. These principles highlight that
true responsibility is both ethical and relational, when
embedded in Human-in-the-Loop processes that respect
consent and dignity, they align with Asilomar principles of
shared benefit and shared prosperity, ensuring Artificial
Intelligence development serves people rather than exploits
them.

F. FORGIVES Framework Component 6: Value
Alignment (Truth & Moral Clarity)

Hoffman [29] stated that when Soviet officer Stanislav
Petrov chose not to act on a false automated missile alert,
this prevented potential catastrophe. This decision
demonstrates the importance of human judgment over
automated outputs.

Historically, this principle is captured in [30] and [31].
These reflect truth, honest values and clarity of intention. It
is easy to go through life chasing what is not important,
leaving little energy for what really matters. Alternatively,
working every day towards what is truly significant, removes
the 9-5 mentality, increases energy, multiplies effort and
enhances performance.

Human-in-the-Loop (HITL)
alignment application:

. Value Alignment —
priorities.

. Human Values — Human judgment must remain
central.

. Non-subversion — Systems must not override ethical
reasoning.

When considering endurance environments Brick,
Maclntyre and Campbell [32] observed that goal-directed
thinking regulates endurance performance. Endurance
performers have strong, clear and aligned values that propel
them forward. Truth and clarity of intention ensure that
systems remain grounded in what matters; when reinforced
through Human-in-the-Loop judgment and oversight, they
directly support Asilomar principles of value alignment,
human values and non-subversion, ensuring Artificial
Intelligence remains accountable to human priorities.

systems and Asilomar

Al must reflect human
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G. FORGIVES Framework Component 7. Empathetic
Interaction (Relational Awareness & Peace)

Associated Press. [33] reported a litigation involving
Character.Al that highlighted the risks of emotionally intense
Al interactions with vulnerable users, including a case linked
to a teenager’s death. These systems demonstrated the limits
of simulated empathy.

Historically, this principle is captured in [34] and [35].
These principles reflect respect for others, relational
boundaries and the pursuit of peace. When confronted with
conflict it is really easy to take it personally and carry it
forward into the next interaction, creating a chain-anger-
reaction that can cloud judgement. Alternatively, when an
empathetic response is chosen and the other person’s
perspective is considered, then it is easier to dissolve conflict
and create forward momentum.

Human-in-the-Loop (HITL)
alignment application:

. Al Arms Race — Avoid competitive escalation
without safeguards.

. Capability Caution — Recognise limits of emotional
Artificial Intelligence.

. Importance — Safeguard vulnerable users through
human oversight.

When considering endurance environments McCormick,
Meijen, Anstiss and Massey [36] observed that endurance
performers that regulate emotion and support others,
outperform their technically stronger competitors. These
principles remind us that relationships require care, not
simulation; when Human-in-the-Loop safeguards are applied
to emotionally sensitive interactions, they align with
Asilomar principles of capability caution and responsible
development, ensuring vulnerable users are protected where
Artificial Intelligence alone cannot fully understand.

H. FORGIVES Framework Component 8: Sustained
Performance (Commitment & Endurance)

systems and Asilomar

National Aeronautics and Space Administration [37]
reported repeated aviation incidents. As a result, Crew
Resource Management (CRM) was introduced in 1979 in the
USA, embedding continuous training, communication
discipline and teamwork into safety culture.

Historically, this principle is captured in [34] and [38].
These reflect commitment, discipline and perseverance under
pressure. Commitment is not always the best answer; there is
a time to commit and a time to quit. When there is full
commitment, there is the ability to go the extra mile, become
more creative, industrious and effective and find a way
around whatever obstacles are faced.

Human-in-the-Loop (HITL) systems
alignment application:

. Research Culture — It is important to promote
continuous improvement.

. Recursive Self-Improvement —
evolve responsibly.

. Greater Good — Long-term ethical focus must be
maintained.

When considering endurance environments Cowden and
Worthington [39] observed the cycle of constructive self-

and Asilomar

Systems must

forgiveness to maintain and sustain commitment. Sustained
excellence is built through disciplined consistency over time;
when supported by continuous Human-in-the-Loop training,
monitoring, and governance, these principles align with
Asilomar commitments to long-term safety and research
responsibility, ensuring Artificial Intelligence systems
remain reliable, ethical and resilient for all.

Fig 1 shows that the FORGIVES framework is a
continuous cycle, that requires daily application and review.
It is never a finished process but is a framework for
continuous development, improvement and progress.

Figure 1. FORGIVES Framework Wheel

III. CONCLUSION AND FUTURE WORKS

This research concludes that the future of Artificial
Intelligence will not be determined solely by advances in
computational power or model capability, but by the quality
of human inputs - decisions, behaviours and values that
shape these systems. As Artificial Intelligence is trained on
human-generated data and deployed at scale, the distinction
between human and artificial intelligence becomes
increasingly defined by our capacity for moral judgment and
relational intelligence.

Together, these components demonstrate that ancient
principles of humility, integrity and responsibility when
translated into Human-in-the-Loop practice, aligned with
Asilomar governance and applied with endurance principles
provide a practical and scalable foundation for building
Artificial Intelligence systems that are not only intelligent,
but trustworthy.

If decision-making shapes the future of Aurtificial
Intelligence, then improving decision-making is a global
imperative. This work positions forgiveness not as a
peripheral moral concept, but as a central mechanism for
developing intelligence that is adaptive, restorative and
sustainable. In this context, becoming a people who
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FORGIVES is not only a personal aspiration, but a strategic
requirement for shaping intelligent systems that serve the
greater good and increase human performance. The
forgiveness framework is best understood through the
consideration and most pertinently the personal experience
of endurance environments. Endurance performance reveals
how human beings respond under pressure, fatigue, failure,
uncertainty and prolonged challenge. These factors parallel
the development and industry of Artificial Intelligence. To
develop decision-making abilities, it is beneficial to seek and
not avoid endurance environments. As they aid the
understanding of something increasingly relevant in the age
of Artificial Intelligence - the difference between
optimisation and wisdom.

A new company has been formed (The Human Engine)
to deliver training and support to organisations to embed the
FORGIVES framework into their operations via a training
and development program through an endurance
environment. Results will be monitored and a future paper is
planned.
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Abstract—Trustworthiness evaluation of Large Language
Model (LLM)-based agents is currently predominantly metric-
driven and use-case dependent. In most approaches, practitioners
first define a task and subsequently select trust-related metrics,
such as robustness, explainability, and statistical validity. We ar-
gue that this approach lacks grounding in established engineering
life-cycles and quality processes. We propose a methodological
inversion: instead of asking how to make an agent trustworthy,
we begin with a well-defined trustworthy engineering process
and embed this life-cycle directly into the system prompt of the
agent. By structuring prompts around explicit stages, actors, and
Responsible, Accountable, Consulted, Informed (RACI) matrices,
trust becomes a matter of process compliance rather than post
hoc output evaluation. We illustrate our approach with a ReAct-
style (Reasoning and Acting) data analyst agent and show how
stage-specific automation enables principled trade-offs between
full automation and human oversight. This reframing positions
agents as instruments of controlled and trusted processes rather
than autonomous endpoints.

Keywords-Trustworthy AI; LLM Agents; Engineering Life-Cycle;
System Prompt; Data Governance.

I. INTRODUCTION

Large Language Models (LLMs) are increasingly deployed
not only as conversational systems but as agents capable of
reasoning, tool use, and multi-step task execution. Architec-
tures combining language reasoning and external actions, such
as ReAct [1] have demonstrated that LLMs can orchestrate
data processing pipelines, call external tools, write code, and
iteratively refine their outputs, accelerating their integration
into domains traditionally governed by structured engineering
processes.

As LLM-based agents move into such operational contexts,
the question of trustworthiness becomes central. Major gov-
ernance frameworks—such as those of the European Com-
mission and the Organisation for Economic Co-operation and
Development (OECD) have articulated high-level requirements
including robustness, accountability, transparency, and human
oversight [2]. In practice, trustworthiness of LLM-agent is
typically assessed by decomposing a task into subcomponents
and selecting appropriate metrics for each subtask.

Lucas Mattioli
IRT SystemX, Onera
Palaiseau, France
email: lucas.mattioli @irt-systemx.fr

Faouzi Adjed
IRT SystemX,
Palaiseau, France
email: faouzi.adjed @irt-systemx.fr

Frédéric Barozzi
Naval Group
Toulon, France
email: frederic.barozzi @naval-group.com

Martin Gonzalez
IRT SystemX,
Palaiseau, France
email: martin.gonzalez@irt-systemx.fr

While valuable, the metric-centric, commonly used, ap-
proach exhibits a structural limitation: trustworthiness is
treated as a property of outputs, evaluated after task execu-
tion. This implicitly assumes that trust can be derived from
aggregating measurable output properties. However, in many
professional domains, trust is not grounded solely in output
correctness, but in procedural compliance with established
engineering life-cycles. In data analysis, software engineering,
or quality management, an output is considered trustworthy
not merely because it appears correct, but because it has been
produced according to a recognized, auditable process defined
independently of any specific automation technology.

This paper proposes a methodological inversion. Instead of
asking: Given an agent, which trust metrics should we use to
evaluate it for a given task? How do we train a trustworthy
agent? We ask: Given a principled trustworthy engineering
process, how can an LLM-based agent be embedded within
this process so as to automate specific stages while measuring
the amount to which it preserves procedural guarantees?

We shift the focus from agent-centered trust calibration to
process-centered trust embedding. LL.M-based agents are
treated not as autonomous systems whose trustworthiness must
be independently established, but as instruments operating
within a pre-defined quality process. Trust is derived from
the degree to which the agent complies with, documents, and
enables monitoring of the stages of a recognized engineering
life-cycle.

The central technical mechanism enabling this inversion is
the integration of the engineering life-cycle into the system
prompt of the LLM-based agent. We argue that the system
prompt should not merely define the agent’s role (e.g., “You
are a data analyst”), but should explicitly encode: (i) the stages
of the relevant life-cycle; (ii) the objectives and expected
intermediate outputs of each stage; (iii) the allocation of
responsibilities across actors; and (iv) the conditions under
which automation should stop and human intervention should
occur. By embedding this information directly into the agent’s
operational context, we transform the system prompt into a
governance artifact. The agent’s outputs can then be evaluated
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relative to clearly defined stage-specific criteria, rather than
abstract task-level expectations.

We illustrate this approach through a case study involving
a simple LLM-based data analyst agent. Data analysis is a
particularly suitable domain for this exploration because it is
governed by well-established methodological standards: statis-
tical inference requires explicit assumptions and significance
reporting; regression analysis requires model specification and
validation; and communication of results requires appropriate
visualization and documentation.

The contributions of this paper are threefold:

1) We provide a conceptual reframing of trustworthiness
in LLM-based agents as compliance with established
engineering life-cycles rather than as a collection of post
hoc metrics.

2) We formalize a process-centric framework in which life-
cycle stages, actors, and validation criteria are embedded
into enriched system prompt templates.

3) We demonstrate the approach in the concrete setting of
a data analysis agent, highlighting how stage-dependent
automation enables principled trust trade-offs.

By reversing the prevailing perspective—from “training or
evaluating trustworthy agents” to “embedding agents within
trustworthy processes”—we aim to reposition LLM-based
agents as means within structured governance frameworks,
rather than as ends in themselves.

The rest of the paper is structured as follows. In Section II,
we review related work on trustworthy LLM-agent evaluation
frameworks and motivate the need for process-centric method-
ologies. In Section III, we introduce our methodological inver-
sion, formalizing the trustworthy engineering life-cycle and the
role of the system prompt as a process-encoding mechanism.
In Section IV, we instantiate the framework through a trust-
worthy data analytics life-cycle comprising ten stages, and we
define actor roles via a RACI matrix. In Section V, we describe
stage-relative trustworthiness attributes and associated metrics.
In Section VI, we illustrate our approach through a ReAct-
style data analyst agent and discuss stage-level compliance
auditing. Finally, Section VII concludes the paper and outlines
directions for future work.

II. RELATED WORK

LLM-based agents have the capabilities of autonomy and
reactivity in their decisions, as well as interactivity and us-
ability with other tools during reasoning and planning phases
[3]. However, the assessment of the trustworthiness of these
agents becomes more complex and challenging [4]. In the
literature, several trustworthiness frameworks for LLMs-based
agents evaluations are proposed. A framework analysis by
Yu et al. [4] considers modular taxonomy, multi-dimensional
connotation, and technical implementation. MLA-Trust frame-
work, proposed by Yang et al. [5], studies truthfulness, control-
lability, safety, and privacy. TrustAgent framework, proposed
by Hua et al. [6], focuses on the safety assessment by injecting
safety knowledge and planning strategy into the evaluation
framework. More recently, Bamil et al. [7] introduced a unified

evaluation and governance framework that integrates decision
controls directly within the LLM agent inference loop.

However, traditional engineering practices, such as struc-
tured life-cycles and responsibility frameworks, are rarely
integrated into the design of LLM-based agent assessments.
This highlights the need for methodologies that explicitly
define structured life-cycles to ensure reliability, traceability,
and accountability. Such life-cycles are based on workflows
decomposed into well-defined stages, each associated with
explicit objectives, required actions, validation criteria, and
assigned responsibilities. A key governance instrument within
these processes is the Responsible, Accountable, Consulted,
and Informed (RACI) matrix [8], which formalizes role allo-
cation across stakeholders. For instance, in a data analytics
workflow, a data analyst may be responsible for descriptive
analysis, while a domain expert remains accountable.

The key contribution in the current work is to enable an
agent to work inside a controlled and trusted process that
avoid any random action from it. Therefore, an agent needs
to follow a trustworthy engineering stages by introducing a
clear prompt structure, executing all the important steps, and
producing intermediate results in addition to the final result.
In the current approach, we propose to include the whole
prompting process that an agent must follow.

III. METHODOLOGICAL INVERSION: TRUST AS
LIFE-CYCLE COMPLIANCE

A. From Metric-Centric Evaluation to Process-Centric Design

The prevailing approach to trustworthiness in LLM-based
agents is metric-centric: designers define a task, select trust
metrics (e.g., accuracy, robustness), execute the agent, and
evaluate the output post hoc. This paradigm is reflected
in high-level governance frameworks such as those of the
European Commission and the OECD, which articulate re-
quirements and principles but do not prescribe how these are
operationally embedded into the runtime structure of agent
systems.

In this classical setting, trustworthiness is treated as a
property of outputs. The methodological order is: 1) define
a task or use-case, 2) select relevant trust metrics, 3) execute
the agent, and 4) evaluate outputs against the chosen metrics.

This approach has two limitations. First, the selection of
metrics is often contextual but insufficiently grounded in a
structured engineering methodology. Second, evaluation oc-
curs post hoc: trust is measured after the agent has acted,
rather than being structurally integrated into the conditions of
its action.

We propose a methodological inversion. Instead of deriving
trust requirements from tasks and evaluating outputs accord-
ingly, we begin from a formally specified trustworthy engineer-
ing life-cycle and situate the agent within it. Trustworthiness
is thus redefined as compliance with a pre-specified process,
rather than as an aggregate property of isolated outputs.
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B. Trustworthy Engineering Life-Cycle as Primary Object

Let L denote a trustworthy engineering life-cycle composed
of ordered stages:

L=1{S1,....S.},

being a stage consisting of an objective O;, specified required
actions A;, validation criteria or success conditions V;, and
role allocation R; (e.g., via a RACI matrix).

This formalization reflects established quality engineering
practices in which processes are decomposed into stages with
explicit responsibilities and validation checkpoints. Crucially,
these life-cycles are independent of any specific automation
technology. They are normative descriptions of how a trust-
worthy outcome ought to be produced. Under our approach,
the life-cycle L becomes the primary design object. The LLM-
based agent Agent is introduced only as a potential executor
of one or more stages within L.

with S; = (0;, A;, Vi, R;)

C. System Prompt as Process-Encoding Mechanism

The central operational mechanism of our approach is the
integration of the life-cycle specification L into the system
prompt of the agent. Indeed, conventionally, system prompts
define (i) role, (ii) behavioral constraints, and (iii) tool usage
instructions. In our approach, the system prompt additionally
encodes (i) ordered stages S1,...,S,, (ii) the objective O; of
each stage, (iii) expected intermediate outputs, (iv) validation
requirements V;, (v) role and responsibility constraints ?;, and
(vi) explicit stopping or escalation conditions.

The system prompt thus becomes a methodological con-
tainer that situates the agent within a structured engineering
process. It does not merely instruct the agent what to do, but
how the action fits into a larger trust-governed procedure.

Formally, let P(L) denote the prompt encoding of life-cycle
L. The behavior of the agent becomes a function of both user
input U and process specification:

Output = Agent(U, P(L)).

Without P(L), the agent operates without explicit awareness
of the normative process constraints governing its outputs.
We therefore argue that: Providing the life-cycle context in
the system prompt is a necessary condition for evaluating
compliance-based trustworthiness in LLM-based agents.

D. Monitoring Through Intermediate Outputs

A further methodological consequence of embedding L into
the system prompt is the systematic production of intermediate
outputs.

For each stage S;, the agent is required to generate:

o A structured report of actions taken,

o Justification of methodological choices,

o Explicit uncertainty statements,

o Artifacts enabling external validation (e.g., code, statis-
tics, structured data).

These intermediate outputs serve two purposes: first they
enable monitoring of compliance with V;, secondly, they allow
selective interruption of automation.

Trust evaluation thus shifts from inspecting final answers
to auditing stage-level artifacts. This enables principled trade-
offs. If compliance at stage S; is systematically insufficient
(e.g., low-quality visualizations), designers may reassign that
stage to human execution, without discarding automation at
other stages.

E. Automation as Stage-Selective Delegation

Let A C L denote the subset of stages delegated to the
LLM-based agent. For each stage .S;, we define an automation
coefficient: «(S;) € [0,1], where «(S;) = 1 signifies full
automation, «(.5;) = 0 indicates exclusive human execution,
and 0 < «(S;) < 1 represents a hybrid or semi-automated
approach. Although the determination of « is intrinsically
context-dependent, for the purposes of analytical clarity within
this paper, we adopt a baseline of & = 0.5. Future research will
address more sophisticated formalizations of these automation
scores in greater detail.

This framework underscores that automation is not global
but stage-specific. Trustworthiness therefore cannot be as-
sessed solely at the system level; it must be evaluated relative
to each stage’s objectives and validation criteria.

An agent is trustworthy with respect to stage .S; if and only
if:

1) It produces outputs consistent with O;,

2) It performs actions consistent with A;,

3) Its outputs satisfy validation constraints V;,

4) It respects the role allocation constraints in R;.

Trust thus becomes a relation:

Trust(Agent, S;) <= Compliance(Agent, S;).

Global trustworthiness is then a function over all delegated
stages:

Trust(Agent, A) = f ({Compliance(Agent, S;) | S; € A}).

This formulation replaces metric aggregation with structured
process compliance.

F. Re-framing the Agent’s Epistemic Status

Under the metric-centric paradigm, the agent is the primary
epistemic object: the system is evaluated as trustworthy or
untrustworthy according to the following approach:

Classical approach
Task — Agent — Output — Metrics — Trust assessment

Under our process-centric paradigm, the engineering life-
cycle is primary. The agent is a tool embedded within a
normative structure:

Proposed approach
Trustworthy life-cycle — Stage allocation — Prompt encoding
— Stage-level compliance — Trust assessment
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Tool-based Methodology. One can argue that if stage-level
compliance is provided by prompting the agent to export its
own history of actions, that it might very well hallucinate
or even hide the actual actions it effectively made. For this
reason, we introduce a further numerical artifact called Action
Tracker that consists of an external layer that logs all calls,
observations and changes in the planning that the agent makes,
providing an independent action’s history that will further
capture the LLM-based agent’s attempts to hallucinate or hide
actions (see Figure 1).

By embedding established engineering methodologies di-
rectly into system prompts, we transform trust from an ex-
post evaluation criterion into an ex-ante structural constraint.
As such, Trust is not a static attribute of the agent; it is a
dynamic property of the interaction between:

o The life-cycle L,

o The allocation function «,

o The compliance behavior of the agent.

This reframing has two implications:

1) Trustworthiness becomes contextual and stage-relative.

2) The design question shifts from “How do we build a
trustworthy agent?” to “Given a trustworthy process,
how do we allocate stages to an agent while preserving
compliance?”

IV. CASE STUDY: TRUSTWORTHY DATA ANALYTICS

In this section, we focus on the particular case of a trust-
worthy data analysis life-cycle, which has well documented
methodological approaches. First, we recall the latter as a ref-
erence and we enounce their strengths and limitations. Second,
we propose a synthesis of such methodological approaches
for data analytics in 10 steps, leveraging their strengths with
regards to trustworthiness, we determine different actors and
a RACI matrix for process allocation and responsibility level.
This will be the basis upon we frame our LLM-based agent.

A. Related Methodological Approaches

The Data Analytics Life Cycle (DALC) provides a struc-
tured framework for navigating the journey from raw data
to actionable insights. Modern methodologies increasingly
prioritize trustworthiness—a multi-dimensional concept en-
compassing ethics, reliability, and governance.

Classic & Industry Standard Models

o Knowledge Discovery in Databases (KDD):
The foundational academic framework [9]. It
focuses on the technical evolution: Selection —

Preprocessing — Transformation — Data Mining —
Interpretation/Evaluation.

e Cross-Industry Standard Process for Data Mining
(CRISP-DM): The most widely used industry framework
[10]. It uses a cyclical approach with six phases: Business
Understanding, Data Understanding, Data Preparation,
Modeling, Evaluation, and Deployment.

o Sample, Explore, Modify, Model, Assess (SEMMA):
Developed by SAS Institute (Sample, Explore, Modify,

Model, Assess), focusing heavily on the technical mod-
eling cycle [11].

Modern & Governance-Focused Models

« Veridical Data Science (PCS Framework): Proposed by
Yu et al. [12], centering on Predictability, Computabil-
ity, and Stability. It provides a rigorous mathematical
basis for ensuring results are reproducible.

o National Institute of Standards and Technology
(NIST) AI Risk Management Framework (Al RMF):
A 2023 framework designed to manage risks and promote
Trustworthy AI [13]. It focuses on four core functions:
Govern, Map, Measure, and Manage.

o Cross-Industry Standard Process for Machine Learn-
ing with Quality Assurance (CRISP-ML(Q)): A recent
extension [14] of CRISP-DM that explicitly incorporates
quality assurance and fairness audits into each traditional
phase.

B. Our 10-Stage Trustworthy Data Analytics Life Cycle

We provide an expanded life-cycle approach for Trustwor-
thy Data Analytics that develops on top of the foundational
structure of CRISP-DM, the technical rigor of the PCS frame-
work (Yu & Barter, 2024), and the risk-centrality of the NIST
Al Risk Management Framework.

TABLE I. RACI MATRIX FOR THE 10-STAGE LIFE CYCLE (R:
RESPONSIBLE, A: ACCOUNTABLE, C: CONSULTED, I: INFORMED).

Stage BS DE DS DA ECO MLO
1. Governance & Scope A I C C R I
2. Discovery & Acquisition I  R/A C C C I
3. Data Validation 1 R/A 1 R 1 C
4. (EDA1) Descriptive C | C RA 1 I
5. (EDA2) Diagnostic C | R RA 1 |
6. (EDA3) Predictive 1 I R/A C I C
7. (EDA4) Prescriptive A I R C C I
8. Trustworthiness Audit C I C I R/A C
9. Communication & Viz R | 1 R/A C I
10. Doc & Reproducibility I R R I I A

1. Governance and Scope: Defining the problem statement,
business objectives, and success metrics while establishing the
ethical and legal boundaries for the project.

2. Data Discovery and Acquisition: Identifying inter-
nal/external data assets, negotiating access, and documenting
data lineage and provenance.

3. Data Validation: Rigorous checking of data integrity,
schema consistency, and quality constraints to ensure the "raw"
material is fit for purpose.

4. (EDA1) Descriptive Analytics: Summarizing the his-
torical "ground truth" through statistical profiling and trend
analysis to report what has occurred.

5. (EDA2) Diagnostic Analytics: Investigating causal fac-
tors and root causes to explain the "why" behind the patterns
observed in EDAL.
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6. (EDA3) Predictive Analytics: Developing and validating
mathematical models to forecast future outcomes based on
historical and diagnostic features.

7. (EDA4) Prescriptive Optimization: Using optimization
techniques and decision logic to recommend the best course
of action based on predictions.

8. Trustworthiness Audit: A systematic review for bias
(Fairness), sensitivity to perturbations (Stability), and vulner-
ability to adversarial threats (Robustness).

9. Communication and Visualization: Translating com-
plex analytical outputs into intuitive, stakeholder-aligned vi-
sual narratives and actionable insights.

10. Documentation and Reproducibility: Finalizing the
"analytical paper trail" (code, environment, and metadata) to
ensure any third party can replicate the results.

C. Actor Definitions and RACI Matrix

The life cycle is supported by six primary human roles:

o BS (Business Stakeholder): Owns the business problem
and the ultimate value realization.

« DE (Data Engineer): Manages the flow, storage, and
architectural integrity of data.

o DS (Data Scientist): Builds the predictive and prescrip-
tive logic; focuses on modeling.

« DA (Data Analyst): Focuses on discovery, descriptive
reporting, and diagnostic insights.

o« ECO (Ethics & Compliance Officer): Ensures adher-
ence to legal, regulatory, and moral standards.

« MLO (MLOps / IT Engineer): Manages the technical
infrastructure, deployment, and reproducibility.

Comparison of Trustworthiness Attributes
Table II evaluates how explicitly each approach addresses
core pillars of trustworthiness.

o Explicit: Primary goal with defined tasks/metrics.

o Limited: Mentioned or implied without formal proce-
dures.

o Absent: Not addressed in original documentation.

V. STAGE-RELATIVE TRUSTWORTHINESS ATTRIBUTES
AND METRICS

Within the proposed process-centric framework, trustworthi-
ness is not evaluated globally but relative to a specific stage .5;
of the engineering life-cycle. For a given stage S;, we define
a set of trustworthiness attributes:

T(S;) =A{Tn, Tiz, - ., Tir},

each associated with measurable metrics M;; evaluated con-
ditionally on the objective and validation requirements of .S;.
We identify eight core attributes:

Methodological Compliance (all stages) captures the de-
gree to which the agent follows the prescribed methodological
steps of stage ;. Typically measured through stage declaration
accuracy (binary indicator), the required artifact coverage
ratio, a validation rule satisfaction rate, or an out-of-scope
action count. This attribute is central, as compliance with

the life-cycle is a necessary condition for trust under our
framework.

Statistical Validity (S4, S5) measures adherence to ac-
cepted inferential standards through test completeness scores
(presence of hypothesis, statistic, p-value, effect size, etc.),
assumption reporting indicator, and uncertainty quantification
presence indicator. These metrics are required in diagnostic
stages but not necessarily in earlier ones.

Reproducibility (S5, S7) assesses whether outputs allow
independent replication, tracked via executable code availabil-
ity (binary indicator), parameter transparency proportion score,
and artifact sufficiency index.

Interpretability and Justification (exploratory, inference,
and modeling stages) evaluates the degree to which analytical
choices are justified and interpretable, through justification
presence binary indicators, coefficient interpretation complete-
ness, and the explicit presence of the correlation-causation
distinction. This attribute ensures that outputs remain epis-
temically disciplined within the stage objective.

Uncertainty Transparency (inference and modeling
stages) measures the degree to which limitations are reported,
using limitation disclosure indicators, uncertainty coverage
ratio, and assumption explicitness scores.

Data Integrity and Quality Awareness (S2, S3) cap-
tures the degree to which the agent identifies data quality
constraints, including missing values, sample sizes, potential
biases, and outlier impact assessments. These ensure down-
stream stages are not executed on unexamined data founda-
tions.

Visualization Integrity (S6) assesses whether visual arti-
facts are accurate, interpretable and non-misleading, verified
through axis label completeness (binary indicator), a legend
presence indicator, scale appropriateness, and a plot-data con-
sistency score.

Role Compliance (all stages) verify if the agent respects
the role allocation for a given stage S; by checking escalation
compliance, respect of human-required boundaries, and appro-
priate consultation triggers. This attribute makes governance
operational within the life-cycle

Stage-Level Trust Score For a given stage S;, a composite
trust score is defined as Trust(Agent, S;) = g(Ti1, ..., Tix),
where ¢ is a domain-specific aggregation function. Failure in
methodological compliance may invalidate a stage regardless
of statistical correctness.

These attributes differ from classical benchmarks in three
ways: they are stage-relative (and not global), they evaluate
process compliance rather than output correctness alone, and
they enable automation boundary tuning through selective
monitoring.

VI. ILLUSTRATION AND DISCUSSION: REACT DATA
ANALYST AGENT

This section demonstrates the proposed methodology
through a concrete use case: the automation of specific stages
within a trustworthy data analysis lifecycle. The implementa-
tion employs a ReAct-style, LLM-based agent configured to
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TABLE II. COMPARATIVE ANALYSIS OF TRUSTWORTHINESS PILLARS ACROSS DALC MODELS.

Methodology Transparency  Accountability Fairness Robustness Privacy
KDD Limited Absent Absent Limited Absent
CRISP-DM Limited Limited Absent Limited Absent
SEMMA Absent Absent Absent Explicit Absent
TDSP Explicit Explicit Limited Explicit Limited
Veridical (PCS) Explicit Limited Limited Explicit Absent
NIST AI RMF Explicit Explicit Explicit Explicit Explicit
CRISP-ML(Q) Explicit Explicit Limited Explicit Limited
TDAP (ours) Explicit Explicit Explicit Explicit Explicit
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Figure 1. Recapitulation scheme of our framework: An actor plays a specific stage-wise role in a trustworthy process, and is assisted by an agent at a
determined automation level pertinent to each stage. For stages with non-zero automation level, the agent is then doubly constrained top-down by the process
(i.e. system prompt) & bottom-up by the action tracker artifact that guarantees the independent tracking of actions, observations, re-planing the agent does.

function as a data analyst. In this scenario, the agent is tasked
with analyzing US Census data via the Folktables dataset
[15], a benchmark framework derived from the American
Community Survey (ACS). Rather than evaluating perfor-
mance metrics in isolation, this illustration aims to show how
embedding a formal lifecycle into the system prompt governs
both execution and evaluation. Consequently, the agent is
situated within a formally specified engineering process to
assess its stage-level compliance.

A. Baseline: Task-Centric Evaluation of a ReAct Agent

In a metric-centric setting, a ReAct-style agent would be
tasked with discrete analytical operations on socio-economic
records from the Folktables dataset, which contains features,
such as income level, employment status, and demographic
covariates. Typical prompts in such a scenario might include:

1) Descriptive Analysis: "Calculate the median and mean
annual income for each level of educational attainment
for the year 2018. Present the results in a summary
table sorted by education level, and identify which group
exhibits the highest income variance."

2) Statistical Comparison: "Investigate the gender pay
gap among full-time workers. Report the t-statistic, the
p-value, and provide a box-plot visualizing the income
distributions for both groups."

3) Predictive Modeling: "Construct a regression model to
predict an individual’s annual income. Use age, hours

worked, and gender as the primary predictors. After
fitting the model using scikit-learn, report R? score
and the coefficients for each feature. Finally, provide
a residual plot to assess the model’s heteroskedasticity."

While the evaluation would focus on:

o The correctness of computed statistics,

o The validity of statistical test selection,

o The executability and syntactic correctness of the gener-
ated code,

o The interpretability and visual clarity of the resulting
plots.

While these criteria are necessary, they remain fragmented
and detached from a structured engineering process. Conse-
quently, the agent is judged primarily by the adequacy of
its final output rather than its adherence to a compliant and
trustworthy analytical procedure.

B. Task-Centric Evaluation to Process-Centric Allocation

In our approach, the same ReAct agent is configured with
an enriched system prompt encoding a formally specified
trustworthy data analysis life-cycle. The agent is instructed
to:

(1) Explicitly identify the stage of the life-cycle being exe-
cuted, (ii) Produce required intermediate artifacts, (iii) Validate
assumptions before proceeding, (iv) Signal uncertainty and
limitations, (v) Respect automation boundaries defined per
stage.
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The tasks are no longer treated as isolated queries. Instead,
they correspond to specific stages of the life-cycle, the agent
is then delegated a role (in the RACI sense) for each, and its
outputs are evaluated for compliance with stage objectives and
validation criteria.

o Income distribution across educational levels — Descrip-

tive Analytics (S4),

o Hypothesis testing for gender-based income disparities —

Statistical Inference (S5),

o Multivariate-regression of socio-economic income deter-

minants — Modeling (S6),

o Boxplot and residual plot — Visualization (S9).

The subsequent stages remain under human accountability
and oversight.

C. Process Allocation and Responsibility Model

The purpose of this section is twofold: (i) demonstrate
how life-cycle embedding structures the agent’s behavior,
and (ii) show how trustworthiness is evaluated as stage-level
compliance rather than global output correctness.

Let L = {S1,...,S10} denote the life-cycle above. We
define the non-zero automation subset:

A = {S4a 557 Sﬁa S()}

For each S; € A, the agent is either Responsible or
Consulted, while a human expert remains Accountable. This
allocation specification ensures that:

o Methodological decisions remain reviewable.

o Intermediate artifacts are auditable (externally, leveraging

the action tracker artifact).

o Automation boundaries can be flagged to be readjusted

stage-wise.

In the following, we specify the stages within the agent’s
operational scope.

1) Stage 4 (EDAI) - Descriptive Analytics:

a) Objective: Provide a structured quantitative character-
ization of the data.

b) Required Outputs: When computing the median and
mean annual income per level of educational attainment for
the year 2018, the agent must:

o Report sample size per educational level,

o Provide structured tabular output,

o Clearly distinguish descriptive statistics from inferential

claims and causal interpretation.

c) Trust Constraints:

« No inferential claims at this stage.

o Clear distinction between numerical reporting and inter-

pretation.

o Explicit identification of anomalies or irregularities.

Compliance is verified by checking that all descriptive
indicators are numerically reported and that no unwarranted
causal or inferential statements are introduced.

In Figure 1, we show exactly how the relationship between
the LLM-Agent and our framework is done for Stage 4: we

begin by identifying the human actor’s tasks as framed within
a clear process, we proceed by identifying the standards and
norms for such process to be compliant with quality require-
ments allowing us to characterize it as being trustworthy-as-
a-process; we spread the process’ life-cycle stages, enumerate
the involved stakeholders in the process with their RACI roles
(one of which is our initial actor); for a given stage where the
agent’s automation level is non-zero, we provide the agent all
the above information in the form of a system prompt and let
the agent make an initial plan contextualized as being relative
to all preceding specifications; we activate the action tracker
artifact that will log all effective actions, calls, observations,
plan’s redesign that the agent makes while providing assistance
to the actor to the extent of the specified objective, required
actions, validated criteria associated to the stage and which are
finally kept as a history artifact that will later allow external
audit of the LLM-Agent.

2) Stage 5 (EDA2) - Diagnostic Analytics:
a) Objective: Explain observed patterns through statisti-
cal comparison and hypothesis testing.
b) Required Outputs: When investigating gender-gap in-
come disparities, compliance requires:
o Explicit null and alternative hypotheses.
« Justification of test selection.
o Reporting of test statistics and p-values.
o Reporting of samples sizes.
o Assumption checks (e.g., distributional assumptions, in-
dependence, normality).

c) Trust Constraints:

1) No p-value without reporting the corresponding statistic
test.

2) No statistical significance claim without effect size.

3) Assumptions must be explicitly stated.

4) Correlation must not be framed as causation.

In this stage, trustworthiness hinges on methodological
correctness and epistemic transparency: a statement such as
“the difference is statistically significant” without test statistics
constitutes a methodological failure. The agent’s compliance is
evaluated not only by correctness of results but by adherence
to statistical reporting standards.

3) Stage 6 (EDA3) - Predictive Analytics:

a) Objective: Construct and interpret predictive models
(e.g., regression).
b) Required Outputs:

o Explicitly define the predictive features,

o Justify the choice of predictors,

o Provide reproducible Python code,

o Report numerical coefficients,

« Interpret coefficients cautiously,

o Provide a clear diagnostic commentary, distinguishing

correlation from causation.

c) Trust Constraints:

1) Clear separation between prediction and explanation.
2) No causal interpretation without identification strategy.
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3) Full reporting of coefficients before interpretation.
4) Explicit acknowledgment of uncertainty.

Compliance is assessed not only by whether the code
runs, but by whether the modeling stage adheres to accepted
analytical standards.

4) Stage 9 - Communication and Visualization:

a) Objective: Communicate analytical findings in a man-
ner consistent with transparency and non-misleading represen-
tation.

b) Trust Constraints:

o Axes must be labeled.

o Units must be specified.

o Scaling must not distort interpretation.

o Uncertainty must be visually or numerically represented.

If visual compliance cannot be guaranteed, the actor must
flag and reduce automation, and ask the LLM-agent to provide
intermediate artifacts instead in order for the human actor to
have everything ready to guarantee visual compliance. We do
this by explicitly prompting defines acceptable intermediate
artifacts and escalation conditions. As such this constitutes
a genuine trade-off between automation and compliance, in
contrast to the situation where efficiency, as provided by
unsupervised full automation, and compliance, is not a valid
trade-off as it breaks the assumption that LLM-agents cannot
hold an accountability position on the process.

D. Output Evaluation to Stage-Level Compliance Auditing

The case study demonstrates that trust assessment shifts
from global performance scoring to stage-level compliance
auditing. The ReAct data analyst agent is repositioned from
an autonomous answer generator to an instrument embedded
within a structured, monitorable engineering process: the same
numerical output may be deemed compliant or non-compliant
depending on whether the agent respected the validation rules
of the corresponding stage. Concretely, evaluation criteria
include whether the agent identifies and respects the current
stage, produces the required intermediate artifacts, satisfies
stage-specific validation conditions, and transparently reports
uncertainty and limitations.

This operationalization yields two central properties of the
proposed framework: trustworthiness is stage-relative rather
than global; and compliance is auditable through structured
intermediate artifacts. Rather than asking whether the agent is
trustworthy in the abstract, evaluation assesses whether it com-
plies with the procedural constraints of each life-cycle stage;
EDA1, EDA2, EDA3, and Communication and Visualization.
This operationalizes the methodological inversion introduced
earlier: trustworthiness is not inferred from final outputs alone,
but derived from a governance-aware analytical process.

VII. CONCLUSION AND FUTURE WORK

In this work, we propose a methodological inversion in
evaluating LLM-based agent trustworthiness: rather than as-
sessing aggregate outputs, agents are embedded as instruments
within governance-aware engineering processes. Under this
reframing, trustworthiness becomes a measurable function of

procedural compliance, and the system prompt is elevated
from a task descriptor to a governance artifact. Evaluation
consequently shifts from final outputs to stage-level com-
pliance auditing, enabling human oversight to be calibrated
per stage; though effective instantiation requires substantial
domain expertise that cannot itself be delegated to the agent.
Several limitations warrant acknowledgment. The framework
formalizes a sequential life-cycle without explicit feedback
loops. Additionally, embedding full life-cycle specifications
into system prompts introduces non-trivial complexity. Future
work should investigate iterative and multi-agent extensions,
stage-level compliance verification for stages with non-zero
automation allocation and systematic evaluation across diverse
engineering contexts.
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Abstract—Artificial intelligence (AI)-based decision-support
tools in airport operations should be assessed not only by predictive
performance but also by the safety and robustness of the alerting
policies they induce under temporal drift. This paper presents a
leakage-free one-month-ahead case study on United States (U.S.)
Bureau of Transportation Statistics (BTS) airport-carrier-month
data from 2022-2024 and makes four contributions. First, this
work specifies a system pathway from pre-month data to calibrated
probabilistic scoring, thresholded alerting, and deployment audit.
Second, this work introduces an assurance-oriented evaluation
protocol that combines the area under the receiver operating
characteristic curve (AUC), Brier score, and log-loss for prediction;
nominal-threshold decision risk for safety; and Threshold-Local
Calibration Error (TLCE), Action-Overconfidence Gap (AOG),
and risk stability across thresholds for robustness. Third, this
work compares logistic regression, random forest, and extreme
gradient boosting (XGBoost) under a strict train—calibration—test
chronology and evaluates Platt, isotonic, and beta calibration
under temporal transfer, positioning these tabular baselines
against state-of-the-art delay-prediction practice. Fourth, this work
discusses scalability and security-aware operational integration
and shows through monthly audit that calibration behavior
changes across deployment sub-regimes. The main conclusion
is that calibration is a time-sensitive operational component that
must be validated through local diagnostics, threshold-aware
reporting, and continuous deployment auditing.

Keywords-safety; robustness; performance; artificial-intelligence-
based systems; temporal drift; calibration; airport delay alerting.

I. INTRODUCTION

Artificial intelligence (AI)-based systems are increasingly
used to issue alerts, prioritize interventions, and support
planning in airport and transportation operations. Once a
probabilistic score is thresholded into an action, evaluation
should cover not only ranking ability but also the operational
consequences of acting or not acting on that score. In this
paper, performance denotes predictive quality, safety denotes
cost-weighted decision behavior under missed and unnecessary
alerts, and robustness denotes stability across thresholds and
changing operating conditions. The aim is to support assurance-
oriented evaluation of Al-based decision-support tools for
aviation operations, not to claim certification of the studied
prototype.

Operational evaluation should separate probabilistic scores
from the action rules and costs they induce. Threshold-
insensitive summaries, such as the area under the receiver
operating characteristic curve (AUC), can hide materially
different operational behaviors [1]. Calibration and probabilistic-
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forecasting studies also show that strong discrimination does
not guarantee reliable probabilities [2]-[9]. Under dataset shift,
uncertainty quality can deteriorate, which is a major issue for
the safe operational use of Al systems [10].

This paper revisits airport delay analysis from an operational
decision-making standpoint using United States (U.S.) Bureau
of Transportation Statistics (BTS) data. The task is formulated
as one-month-ahead high-delay alerting using lagged infor-
mation, and the main leakage path is removed by excluding
target-month operational outcomes from the feature set. The
evaluation protocol is chronological: models are trained on
2022-2023, calibration maps are fitted on the first half of
2024 (2024-H1), and forward performance is measured on the
second half of 2024 (2024-H2). Four main contributions are
made. First, this work defines the alerting system pathway
and frames airport delay regime forecasting as a performance-
safety-robustness problem. Second, this work uses assurance
indicators targeted at the action threshold rather than global
accuracy alone. Third, this work compares three model families
and three post-hoc calibration strategies under explicit temporal
transfer and positions the evaluation against state-of-the-art
delay-prediction practice. Fourth, this work adds scalability
considerations and a monthly deployment audit showing that
the calibration effect can reverse across sub-regimes within the
same deployment window.

This study treats calibration as an operational control variable
whose benefit depends on model family, policy threshold, cost
ratio, and time elapsed between calibration and deployment.

The rest of the paper is structured as follows. In Section
2, we review decision-centric evaluation, calibration, and
airport-delay prediction. In Section 3, we define the assurance
framework. In Section 4, we describe the task, threat model,
data, and chronology. In Section 5, we present features, models,
calibration maps, and the bootstrap protocol. In Section 6, we
report results. In Section 7, we discuss assurance implications,
scalability, security, and limitations. In Section 8, we present
deployment scenarios and monitoring checks. Finally, in Section
9, we conclude the work.

II. RELATED WORK AND POSITIONING

Previous studies have criticized classifier evaluation for
mixing ranking quality with decision quality and show that
summaries, such as AUC, can hide the threshold and cost
structure governing operational use [1]. This is crucial for
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alerting tools, where a model score becomes an action through
a governed threshold rather than a purely statistical comparison.

Calibration-related research asks whether predicted proba-
bilities are consistent with observed frequencies. In machine
learning, Platt scaling, isotonic regression, and beta calibration
show that good discrimination does not imply good probabilities
[4][5][7]. Calibration conclusions also depend on the diagnostic
being used [9], which motivates threshold-local calibration
rather than reliance on a single global score.

The present operational setting differs from abstention-based
evaluation: the airport alerting tool should either trigger an alert
or remain silent at a governed policy threshold. For that reason,
local calibration and cost-weighted decision risk, rather than
coverage guarantees alone, are the primary assurance objects
here.

Robust deployment adds another element: benchmark studies
show that uncertainty quality and calibration can degrade
materially when the deployment distribution changes [10]. This
motivates ongoing monitoring and validation rather than one-off
test-set reporting, and this paper follows that logic by treating
the calibrator as a time-sensitive component inside the assurance
loop.

In the aviation literature, and particularly in airport operations,
most delay studies have been framed as prediction problems
rather than assurance problems. A recent review shows that
the field has focused primarily on improving forecast accu-
racy across different scopes, data sources, and horizons [11].
Aviation studies also examine recurrent learners such as long
short-term memory (LSTM) and convolutional neural network—
LSTM hybrids, which are natural candidates when flight-level
trajectories, daily sequences, or airport-network time series
are available [12][13]. Relative to this state of the art, the
present comparison is not a leaderboard over heterogeneous
datasets and targets; it evaluates representative tabular learners
under a common leakage-free BTS task and asks whether
their thresholded alerting policies remain safe and robust under
calibration transfer and temporal drift.

III. DECISION-CENTRIC SYSTEM AND ASSURANCE
FRAMEWORK

The operational system is a monthly alerting pipeline: a data
snapshot available up to month ¢ — 1 is transformed into lagged
and rolling features, a model estimates the probability p, of a
high-delay regime in month ¢, an optional calibrator fitted on a
later validation window adjusts the score, a governed threshold
converts the score into an alert, and a deployment audit checks
prevalence, action rate, local calibration, and decision risk. This
system view clarifies that the object being assessed is not only
a classifier, but the full score-to-action pathway used by a
human-supervised decision-support tool.

The assurance layer is organized around the three dimensions
presented in Table I. Predictive performance evaluates whether
the model can distinguish upcoming high-delay regimes. Safety
evaluates the cost incurred by the alerting policy at the governed
operating point. Robustness evaluates whether the performance
and safety conclusions remain stable when the threshold, the

cost ratio, or the temporal regime changes. A model can perform
well on one dimension and poorly on another, which motivates
the separation of these layers rather than treating “accuracy”
as a sufficient surrogate for deployment quality.

TABLE I. ASSURANCE DIMENSIONS USED IN THE STUDY.

Dimension Main indicators Operational question

Performance AUC, Brier, log- Can the model predict next-month
loss high-delay regimes?

Safety R(7*), action rate ~ What is the cost of the current

policy threshold?

Robustness local calibration, Does behavior remain trustwor-
action gap, mean thy when the regime or threshold
R(T), Sr moves?

Let p(z) € [0, 1] denote the predicted probability of a high-
delay regime and let

dr () = W{p(x) = T} (D)

be the alerting policy. With false-positive cost C'(1,0) = 1,

false-negative cost C(0,1) = 5, and zero cost for correct

decisions, the nominal Bayes threshold under calibrated proba-
bilities is

1 1
1+5 6 &
The expected decision risk is
R(r) = E[C(d-(X),Y)], 3)

reported per unweighted airport-carrier-month decision. This
evaluates policy consistency across decision units; flight- or
passenger-weighted risk would answer a different operational-
impact question and is treated as future work. The 5:1
asymmetry is a nominal cost scenario rather than a validated
safety-cost model, so Section VI-C also stress-tests 2:1 and 10:1
ratios. Threshold-local calibration error (TLCE) is measured
by

TLCEW () = [E[Y —p(X) | [p(X) —7[ <hl[, (4
where h = 0.05 is a pre-specified five-percentage-point half-
width around the governed threshold, creating a 0.10-wide local
audit band. It focuses the audit on near-threshold decisions
while keeping enough observations for a stable local estimate;
calibration diagnostics depend on such neighborhood choices
[9]. The action-overconfidence gap (AOG) is

AOG(7) = E[p(X) =Y [ p(X) = 7]. o)

A positive AOG indicates optimism on the cases that actually
trigger alerts. Threshold robustness is evaluated on the grid
T = {0.05,0.06,...,0.60} using mean threshold-averaged risk
and

SR(T) = StheTR(T). (6)

This framework explains why local calibration matters when
decisions are taken locally and not globally.
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IV. OPERATIONAL SETTING, THREAT MODEL, AND DATA
A. Operational task and threat model

In this study, we use the U.S. Bureau of Transportation Statis-
tics (BTS) Airline Delay Cause dataset [14], which contains
68,194 airport-carrier-month observations from January 2022
to December 2024, covering 377 U.S. airports, 21 airlines, and
36 calendar months. After removing 109 rows with missing
target fields, 68,085 observations remain in the study.

For each airport-carrier-month tuple, the binary event is

arr_dellb
Yy, = =t
arr_flights;

which marks a monthly high-delay regime. Operationally,
d-(x) = 1 means issuing a high-delay alert for the coming
month to trigger heightened monitoring or mitigation planning.
BTS defines an arrival delay indicator using the standard 15-
minute-or-more lateness rule [14]; the 25% monthly cutoff
is therefore a pre-specified study threshold corresponding to
at least one quarter of arrivals being delayed for an airport-
carrier month. It is not claimed as a universal safety threshold,
but as an empirical marker of sustained monthly degradation
rather than isolated daily disruption, and it should therefore
be redefined and revalidated before transfer to other regions,
traffic mixes, or governance contexts.

Three failure modes are considered, each tied to a known
assurance risk. The first is “contemporaneous leakage”: if same-
month delays, cancellations, or delay minutes are included,
the model becomes a partly contemporaneous classifier rather
than a forward operational alerting tool, a leakage pattern
known to overstate deployment performance and to weaken data-
integrity claims at deployment [15]. The second is “calibration-
transfer failure”: a calibration map fitted on one window may
become unreliable when the regime changes, as expected
under uncertainty degradation during distribution shift [10].
The third is “threshold fragility”: a model can behave well at
one threshold but become unstable or costly when the operating
point changes, reflecting the dependence of classifier utility on
costs and thresholds [1].

> 0.25} , 7)

B. Chronological protocol and regime variation

The temporal split is summarized in Table II. Training uses
45,498 observations from 2022-2023. Calibration uses 11,291
observations from the first half of 2024 (2024-H1). The forward
test uses 11,296 observations from the second half of 2024
(2024-H2). Figure 1 shows why this split is demanding: the
monthly prevalence of the high-delay regime varies materially
inside 2024. A calibration map fitted in the first half of 2024
therefore faces a transfer problem in the second half of the
same year.

TABLE II. CHRONOLOGICAL SPLIT SUMMARY.

Split Period n Positive rate
Train 2022-01 to 2023-12 45,498 0.290
Calibration ~ 2024-01 to 2024-06 11,291 0.304
Test 2024-07 to 2024-12 11,296 0.266

This split governs all experiments.

V. FEATURE ENGINEERING AND EXPERIMENTAL DESIGN

A. Leakage-free feature construction

Only information available before month ¢ is used to forecast
Y;. A full monthly panel is constructed for all observed airport-
carrier pairs, and lagged and rolling statistics are computed
along each pair’s time axis. The last supervised rows are only
those months that are actually observed in the BTS table, so
artificial panel completion is not used to create target-month
information.

Table III summarizes the feature families. The model sees his-
torical regime state, disruption composition, exposure, volatility,
and persistent entity effects but it does not see any same-month
outcomes from the target month. Exogenous forecasts, such
as weather or network-state outlooks, are excluded in this first
assurance case to preserve a reproducible leakage-free BTS-
only protocol. The resulting problem is a genuine forward
alerting task, not a disguised same-month classifier.

TABLE IIl. LEAKAGE-FREE FEATURE FAMILIES USED FOR
ONE-MONTH-AHEAD FORECASTING.

Feature Examples Pre-t? Role
Historical Lagged delay rate; de-  Yes Captures persis-
regime state lay minutes per flight at tence and recov-
lags 1, 2, 3, and 6 ery after prior
disruptions
Disruption Lagged carrier, weather,  Yes Separates
composition National Airspace Sys- heterogeneous
tem (NAS), security, precursor
and late-aircraft counts mechanisms
and minutes per flight behind future
delay regimes
Exposure and  Lagged log flight vol-  Yes Represents traf-
scale ume; cancellation and fic pressure and
diversion rates exposure to dis-
ruption accumu-
lation
Volatility and  Rolling means and stan-  Yes Captures
memory dard deviations over ear- whether  the
lier months airport-carrier
pair is entering
an unstable
operating
regime
Seasonality Month sine/cosine  Yes Represents
and entity terms; airport and recurring
effects carrier encodings seasonal
structure  and
persistent
airport/carrier
heterogeneity

B. Models, calibration maps, and bootstrap protocol

Three baseline model families are compared: logistic re-

gression, random forest (RF), and extreme gradient boosting,
implemented as XGBoost (XGB) [16][17]. They represent
an interpretable linear model, a bagged tree ensemble, and a
scalable gradient-boosted tree baseline widely used for tabular
prediction. Recurrent networks were considered conceptually
but not benchmarked here because the decision unit is a short
monthly airport-carrier panel; a fair LSTM study would require
longer flight-level or daily sequences, leakage-safe sequence
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One-month-ahead target prevalence and temporal split
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Figure 1. Monthly prevalence of the high-delay regime with chronological train, calibration, and test segments. The 2024 calibration and test windows exhibit
materially different operating conditions.

pooling, and the same calibration-transfer audit. Hyperparam-
eters were kept moderate and fixed to emphasize evaluation
rather than leaderboard optimization: logistic regression with
L2 regularization, random forest with 40 trees (maximum depth
14, minimum leaf size 5, 80% row subsampling), and XGBoost
with 250 trees of depth 5, learning rate 0.05, and 80% row and
column subsampling.

For the two tree-based models, three post-hoc calibration
maps are fitted on the first half of 2024 (HI1) calibration
window only: Platt scaling [4], isotonic regression [5], and beta
calibration [7]. Predictive performance is measured by AUC,
Brier score [3], and log-loss. For selected pairwise comparisons,
400 bootstrap resamples of the second half of 2024 (H2) test
set provide confidence intervals.

VI. RESULTS

A. Forward predictive performance and nominal-threshold
safety

For compact tables and figures, RF denotes random forest and
XGB denotes XGBoost. Table IV reports the uncalibrated base-
lines on the forward test. XGBoost is strongest on all predictive
metrics and on the nominal operating point. It achieves AUC
0.811, Brier 0.145, log-loss 0.450, and R(7*) = 0.515. Random
forest is second best, with AUC 0.768 and R(7*) = 0.572,
while logistic regression trails slightly on both fronts. Bootstrap
intervals for the strongest model are tight: XGBoost reaches
AUC 0.8113 with 95% interval [0.8026, 0.8204] and nominal-
threshold risk 0.5149 with interval [0.4933, 0.5335].

TABLE IV. FORWARD-TEST PERFORMANCE AND NOMINAL-THRESHOLD
SAFETY ON 2024-H2.

Model AUC  Brier Log-loss R(7*)
Logistic regression  0.763  0.161 0.493 0.612
Random forest 0.768  0.157 0.483 0.572
XGBoost 0.811  0.145 0.450 0.515

The baseline ranking is operationally relevant: if one had to
select a single uncalibrated family for deployment under the
5:1 cost ratio, XGBoost would be preferred. However, this is

only the first layer of the analysis. The next issue is whether
calibration improves or degrades the safety case once it is
learned on one time window and applied later under drift.

B. Calibration transfer under drift

Table V compares the tree families before and after post-
hoc calibration. The first result is straightforward: all three
calibrators improve the 2024-HI1 calibration window. For
XGBoost, Platt scaling reduces TLCE o5(7*) from 0.1018 to
0.0134. For random forest, the corresponding value falls from
0.0550 to 0.0020. Isotonic regression drives the calibration-
window local error effectively to zero for both families, which
is a reminder that highly flexible calibrators can fit the source
window extremely closely.

The forward-test behavior is different. For XGBoost, all
three static calibrators slightly worsen safety and robustness on
2024-H2. Platt scaling increases TLCE from 0.0348 to 0.0441,
increases R(7*) from 0.5149 to 0.5266, and increases mean
threshold-averaged risk from 0.6766 to 0.6928. For random
forest, the pattern is mixed: Platt scaling increases R(7*)
from 0.5718 to 0.6017, but it lowers mean threshold-averaged
risk from 0.7552 to 0.7254 and lowers Sgr from 0.1595 to
0.1390. Beta calibration closely tracks Platt in this dataset,
while isotonic regression is the least stable transfer option.

Figure 2 visualizes the transfer behavior for XGBoost. On
the H1 calibration window, Platt scaling aligns the model much
more closely with the diagonal in the operating region below
0.4. On the H2 forward test, the same calibration map no
longer dominates the raw model near 7*. The lesson is not that
calibration is useless. It is that calibration itself is time-sensitive
and must be validated as part of the decision policy rather than
assumed safe once fitted.

To isolate the transfer mechanism further, Table VI reports
selected source-window and deployment-window diagnostics,
including expected calibration error (ECE), for the raw and
Platt-scaled models. For both tree families, ECE and local error
improve on H1 as intended. Yet the deployment consequences
differ. Random forest preserves almost the same action rate
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TABLE V. SAFETY AND ROBUSTNESS TRANSFER FROM 2024-H1 CALIBRATION TO THE 2024-H2 FORWARD TEST. THRESHOLD-LOCAL CALIBRATION
ERROR USES h = 0.05 AROUND 7* = 1/6.

Family Calibration TLCE HI TLCE H2 AOG H2 Action H2 R(7*) H2 Mean R(T) H2 Sg(T) H2
Random forest ~ None 0.0550 0.0169 0.0034 0.6423 0.5718 0.7552 0.1595
Random forest  Platt 0.0020 0.0554 0.0506 0.7529 0.6017 0.7254 0.1390
Random forest  Beta 0.0024 0.0546 0.0508 0.7523 0.6022 0.7250 0.1392
Random forest  Isotonic 0.0000 0.0636 0.0553 0.7289 0.5995 0.7373 0.1652
XGBoost None 0.1018 0.0348 -0.0203 0.4807 0.5149 0.6766 0.1454
XGBoost Platt 0.0134 0.0441 -0.0018 0.6561 0.5266 0.6928 0.1672
XGBoost Beta 0.0119 0.0444 -0.0025 0.6586 0.5271 0.6966 0.1668
XGBoost Isotonic 0.0000 0.0598 0.0026 0.6575 0.5270 0.7036 0.1773
04 Calibration window: 2024-H1 Forward test: 2024-H2 .
5 Test risk across thresholds
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Figure 2. Threshold-local reliability for XGBoost before and after Platt S
scaling. Calibration improves the 2024-H1 window on which it is fitted, but 8 RE
the same map does not transfer cleanly to the 2024-H2 forward test. O
8_06— — = RF + Platt
inflation from H1 to H2, while XGBoost shifts from 0.5699 to ﬁ igg Plats
- + Pla
0.7433 on HI and from 0.4807 to 0.6561 on H2. The transfer

failure is therefore not merely about local score fit; it also
changes how aggressively the policy fires.

TABLE VI. SELECTED TRANSFER DIAGNOSTICS FOR RAW AND
PLATT-SCALED MODELS.

Model ECE HI ECE H2 Act. H1 Act. H2 R H1 R H2
RF 0.045 0.011 0.638 0.642 0.630 0.572
RF + Platt 0.015 0.050 0.753 0.753 0.609 0.602
XGB 0.064  0.030 0.570 0.481 0.661 0.515
XGB + Platt ~ 0.021  0.038 0.743  0.656 0.596 0.527

C. Threshold robustness and cost-ratio sensitivity

Figure 3 shows forward-test risk curves across thresholds.
XGBoost is the strongest family overall, and its raw probabili-
ties already yield the best mean risk profile under the 5:1 cost
ratio. By contrast, calibrated random-forest variants move the
curve downward on average even while degrading the nominal-
threshold point. This result shows why safety and robustness
must be reported together: depending on whether deployment
uses a fixed threshold or a range of plausible thresholds, the
same calibration map can appear harmful or helpful.

Bootstrap paired differences make the point sharper. Relative
to raw XGBoost, Platt scaling increases mean threshold-
averaged risk by 0.0162 with 95% interval [0.0120, 0.0206].
Relative to raw random forest, Platt scaling reduces mean
threshold-averaged risk by 0.0297 with interval [-0.0334, -
0.0260] while increasing nominal-threshold risk by 0.0297 with
interval [0.0171, 0.0418]. The sign of the calibration effect is
therefore policy-dependent.

Figure 4 extends the analysis to false-negative to false-
positive cost ratios of 2:1, 5:1, and 10:1. For XGBoost, Platt
scaling is slightly better at the nominal threshold for 2:1 and
10:1, but it is worse in mean threshold-averaged risk for all

0.2 0.4 0.6

Decision threshold

Figure 3. Forward-test risk curves across thresholds for the two tree families
with and without Platt scaling. The dotted line marks the nominal Bayes
threshold 7* = 1/6 for the 5:1 cost ratio.

three ratios. For random forest, Platt scaling increases nominal-
threshold risk for all three ratios, yet decreases mean threshold-
averaged risk for all three. The optimal threshold also shifts
materially with the cost ratio, which means that model selection
and calibration cannot be separated from policy design.

D. Monthly deployment audit

A deployment-oriented view is obtained by auditing the
test months individually. Figure 5 shows that the effect of
calibration changes with the regime for both tree families. For
XGBoost in July 2024, when prevalence is 62.7%, Platt scaling
helps despite more aggressive alerting: risk falls from 0.639
to 0.465 while the action rate rises from 0.742 to 0.860. In
October 2024, when prevalence collapses to 5.7%, the same
calibration map over-triggers alerts and harms safety: risk
rises from 0.285 to 0.427 while the action rate rises from
0.259 to 0.452. Random forest shows a related but distinct
pattern: calibration persistently raises the action rate, and it
remains riskier in low-prevalence months, such as October and
November, even when its threshold-averaged profile is smoother
overall.
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right panel averages risk over the threshold range 7T'. Distinct markers and line types distinguish model variants for readability in print.
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nominal-threshold risk changes across months, which is why monthly safety auditing is more informative than a single aggregate score.
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VII. DISCUSSION AND OPERATIONAL ASSURANCE
IMPLICATIONS

The leakage-free forward protocol changes the interpretation
in a meaningful way. A simpler story would have been that
calibration lowers decision risk. The stronger result is more
nuanced and more credible: calibration is an operational element
whose value depends on transfer conditions. Under drift, a
calibration map can improve the source window while degrading
the deployment window. For an operational aviation audience,
this means calibration belongs inside the performance and
safety assurance loop rather than outside it.

Three monitoring principles emerge from the case study.
First, threshold-local diagnostics should be linked to the policy
itself; TLCE(7*) and AOG(7*) are more informative than
one global calibration score. Second, fixed-threshold safety and
threshold-range robustness should be measured separately, using
R(7*) and mean R(T'). Third, monthly or rolling audits should
be performed whenever regime prevalence changes materially,
because a calibration map that looks good on its fitting window
can later lead to over-alerting.

For operations, the implication is pragmatic. If the policy
threshold is fixed and closely controlled, the main quantity is
R(7*). If thresholds vary across units or over time, threshold-
averaged risk and Sr become equally important. If the regime
changes regularly, monthly or rolling recalibration audits
become part of the deployment assurance case. Thus, the airport
case study is less about declaring one calibrator universally
best than about showing how calibration should be governed
under drift.

This study also has explicit boundary conditions. The
decision unit is monthly; the tool is designed for sustained
regime alerting and cannot detect daily or intra-month disrup-
tions. The feature set uses historical BTS variables only; no
weather forecasts, airport-capacity indicators, air-traffic-flow-
management, network-state information, or schedule-recovery
variables are included, so the model should be read as a leakage-
free historical benchmark rather than a complete operational
predictor. Risk is unweighted per airport-carrier-month; this
tests consistency of the alert policy across decision units,
but it does not measure the number of flights or passengers
affected. The 5:1 false-negative/false-positive ratio is a stylized
asymmetric scenario rather than a validated safety-cost model,
although Section VI-C tests alternative ratios. Finally, both the
U.S. BTS scope and the 25% high-delay definition are context-
specific; transferring the system to other regions, airports, or
governance regimes would require re-estimating the threshold,
costs, features, and audit envelope. These limits define the
assurance boundary within which the reported evidence should
be interpreted.

A. Scalability and operational integration

The proposed architecture scales with the number of airport-
carrier-month decision units after aggregation. Feature con-
struction is based on group-wise lags and rolling statistics
along each airport-carrier time series, so it can be partitioned
by airport, carrier, or pair. Inference is a vectorized monthly

scoring pass, and the threshold sweep has cost proportional to
|D||T'|, where D is the deployment set and T is the threshold
grid. The main scalability bottlenecks are therefore data refresh,
retraining frequency, and integration of exogenous forecasts, not
the local audit metrics themselves. The present implementation
is a monthly batch-assurance architecture rather than a sub-
daily streaming system; larger national or multi-region panels
would require distributed feature generation, parallel model
fitting, and external validation of the same assurance envelope.

Security in this context is broader than the BTS security-
delay feature: the protected assets include data feeds, model
and calibrator artifacts, threshold configuration, audit logs,
and human-override procedures. Deployment should there-
fore include provenance checks, access control, integrity and
anomaly monitoring, signed model/calibration versions, tamper-
evident logs, rollback capability, incident response, and human
authorization before mitigation is triggered. These controls
align the monitoring loop with National Institute of Standards
and Technology (NIST) AI risk management, International
Civil Aviation Organization (ICAO) aviation-cybersecurity
strategy, and European Union Aviation Safety Agency (EASA)
airworthiness information-security guidance [18]-[20]. The
present paper evaluates predictive and decision-assurance
behavior; adversarial robustness, data-poisoning tests, and
formal cybersecurity assurance remain deployment prerequisites
outside the empirical scope.

VIII. DEPLOYMENT SCENARIOS AND MONITORING
CHECKLIST

The empirical results suggest three recurring deployment
scenarios. In a fixed-threshold governance scenario, the thresh-
old is centrally defined and rarely changed. In that case,
the main assurance quantity is R(7*) together with local
diagnostics around 7*. In a flexible-threshold governance
scenario, local units or operators may shift the operating point as
traffic conditions change. There the pair (R(7*), mean R(T'))
becomes more informative than either quantity alone because
the same calibration map may improve one and degrade
the other. In a drift-prone seasonal scenario, prevalence and
operating conditions move enough that even a well-fitted
calibration map becomes stale. The monthly audit in Figure 5
is a concrete example of this third regime.

Table VII converts the findings into a compact deployment-
assurance checklist. The entries are grounded in the observed
behaviors of the case study. A jump in action rate without a
comparable rise in prevalence indicates potential over-alerting.
A strong improvement on the calibration window combined
with worse H2 local error indicates calibration-transfer failure.
A disagreement between nominal-threshold risk and threshold-
averaged risk signals a policy-threshold mismatch rather than a
simple model-quality difference. These patterns are not unique
to airport operations; they are generic warning signs for Al-
based alerting tools that operate under drift.

A second governance issue concerns the gap between the
nominal Bayes threshold 7% and the empirically minimizing
threshold T, over the tested range. The empirical threshold
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TABLE VII. DEPLOYMENT-ASSURANCE CHECKLIST DERIVED FROM THE

CASE STUDY.
Observed signal Illustration in this  Recommended assurance re-
study sponse
Action rate rises XGB + Platt in Oc- Review the alert threshold
while prevalence  tober 2024: action or freeze the calibration map
stays low 0.452 at prevalence until local fit is re-validated
0.057
Calibration XGB Platt: TLCE  Treat the calibrator as a time-
improves on 0.013 on HI versus  sensitive component and re-
HI1 but worsens on  0.044 on H2 audit it on recent data
H2
Nominal-threshold ~ RF + Platt at 5:1:  Report both policy-specific
and threshold-  higher R(7*) but safety and threshold-range
range conclusions  lower mean R(T') robustness before deploy-
disagree ment changes

sweep shows that raw XGBoost stays relatively close to the
nominal threshold for all three cost ratios, while Platt scaling
shifts 7,in upward: from 0.30 to 0.33 for 2:1, from 0.15 to
0.22 for 5:1, and from 0.06 to 0.13 for 10:1. Random forest
shows the same directional effect. This matters operationally
because a calibration map can silently change the threshold
that an operator would find most effective in practice, even
when the nominal cost model is unchanged.

A practical monitoring loop follows naturally. Each audit
cycle should log regime prevalence, action rate, TLCE(7*),
AOG(7*), and both fixed-threshold and threshold-range risk. If
these quantities leave the envelope observed on the calibration
window, the system should be recalibrated, reverted to a
conservative baseline policy, or escalated for human review. For
operators and safety owners, this translates statistical evaluation
into visible signals: whether alerts are firing too often, whether
missed high-delay regimes are increasing, and whether the
current threshold still corresponds to the intended policy. A
credible model card for Al-based decision-support tools should
therefore report not only discrimination metrics, but also the
operating threshold, local calibration around that threshold,
threshold-range robustness, and at least one temporal audit
under changing prevalence.

External transfer should be expressed carefully. The present
evidence concerns monthly airport-delay regime alerting, and
thresholds, cost ratios, and seasonal mechanisms differ across
domains. What transfers is not the operating point itself but
the evaluation logic: define the decision unit, prevent leakage,
validate chronologically, check calibration locally at the action
threshold, and monitor intervention behavior over time.

IX. CONCLUSION AND FUTURE WORK

This paper reframed airport delay regime forecasting as a
performance-safety-robustness problem for an Al-based alerting
tool operating under temporal drift. It established a leakage-free
one-month-ahead protocol, separated predictive performance
from nominal-threshold safety and threshold-range robustness,
compared model and calibration families under temporal
transfer, and used monthly audit to show that calibration effects
can reverse across deployment sub-regimes.

Future work should target dynamic recalibration, drift
detection, weather and network-state predictors, daily or flight-

level units, recurrent and spatio-temporal baselines, flight- and
passenger-weighted risk, stakeholder-validated costs, non-U.S.
validation, cybersecurity stress tests, and human-supervised
threshold governance.
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Abstract—Performance testing in current software systems
often relies on manual analysis of production logs, metrics, and
traces to design realistic workloads. This process is time-
intensive, prone to human errors, and difficult to scale with
increasing continuous deployments. This paper introduces and
evaluates an end-to-end automated pipeline that integrates
observability platforms such as New Relic or Splunk with
Machine Learning Operations (MLOps) workflows on Amazon
Web Services (AWS) SageMaker to predict peak load
behaviors, generate JMeter-compatible workloads, commit
them to GitHub for version control, execute automated load
tests, and produce reports for engineer review against business-
defined capacity benchmarks. In an experiment consisting of
an e-commerce microservices application simulation, the
pipeline reduced workload design duration and human effort
by approximately 75%, achieved 92% alignment between
predicted and observed peak behaviors, and demonstrated
high reliability in reproducing production-like bottlenecks.
These results highlight the feasibility of behavior-driven,
Machine Learning (ML)-guided performance engineering
within DevOps ecosystems, offering enhanced reproducibility
and alignment with production.

Keywords-Performance Testing; Machine Learning Operations
(MLOps); Automated Workload Generation; Load Forecasting;
SageMaker; Continuous Performance Engineering

I. INTRODUCTION

Ensuring system performance under realistic conditions
remains critical for achieving Service-Level Objectives
(SLOs) and business expectations, particularly in cloud-
native and microservices-based architectures where traffic
patterns are dynamic [1]. Traditional performance testing
workflows require performance engineers to manually
analyze production metrics such as response times,
throughput, error rates, and resource utilization from
observability platforms, such as New Relic or Splunk,
identify peak periods, design workloads, execute tests, and
analyze outcomes against benchmarks. This manual cycle
requires intense human effort and lags behind agile release
cycles [2]. Latest developments in observability streaming,
Machine Learning Operations (MLOps), and Continuous
Integration/Continuous Deployment (CI/CD) practices
provide a strong foundation to automate this loop [3].
MLOps extends DevOps principles to Machine Learning
(ML) artifacts, supporting automated training, deployment,
monitoring, and retraining of models [4]. Techniques from
load forecasting show that ML models can accurately predict
peak demands from time-series data [5]. Although
observability platforms integrate with ML services for

example, New Relic with SageMaker [6] and Splunk with
AWS analytics [7] few solutions fully close the gap from
production data ingestion to automated, behavior-driven test
execution and report generation. This paper proposes,
implements, and empirically evaluates an automated
behavior-driven performance testing pipeline. The research
question guiding this work is: can an integrated MLOps
pipeline significantly reduce human effort and improve
accuracy in performance test workload design compared to
traditional manual methods? Production metrics stream into
AWS SageMaker, where ML models predict peak hours and
days; predicted parameters then auto-generate JMeter
workloads committed to GitHub; CI/CD pipelines trigger
tests; and automated reports allow engineers to review and
validate results. The primary contributions of this research
are: (1) the design and demonstration of a behavior-driven
performance testing framework that integrates MLOps to
reduce human effort; (2) the empirical validation of its
efficiency and accuracy gains through controlled
experimentation; and (3) insights into its practical
implications for continuous performance test execution in
rapid release cycles. A key limitation of the approach is its
dependence on continuous high-quality production
telemetry and the need for periodic model retraining as
traffic patterns evolve.

The remainder of this paper is organized as follows. In
Section II, we review relevant literature on performance
testing, MLOps, and load forecasting. In Section III, we
describe the proposed pipeline architecture and its
implementation. In Section IV, we present the experimental
setup and results. In Section V, we analyze the implications
of the proposed approach. In Section VI, we outline future
work directions. Section VII concludes the paper.

IL.LITERATURE REVIEW AND STATE OF THE ART

Traditional performance testing relied on synthetic
workloads that carry a high probability of deviation from
actual production workload patterns [2]. Engineers would
manually select representative time windows and handcraft
load scripts based on experience, which is inherently error-
prone and does not scale with the pace of modern continuous
deployment pipelines.

Behavior-driven approaches, inspired by Behavior-
Driven Development (BDD) in functional testing, advocate
building tests around observed usage patterns rather than
assumptions [1]. While BDD is well-established in
functional testing, its application to performance testing
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remains limited, and existing solutions rarely close the loop
from live telemetry to executable, versioned workload
configurations.

MLOps literature focuses on automation across ML
lifecycle stages such as data preparation, training,
deployment, monitoring, and feedback enabling reliable
model operations in production contexts [3][4]. While
MLOps focuses on ML delivery, its pipeline principles
naturally extend to performance test engineering. However,
existing MLOps frameworks do not explicitly address
performance testing workload generation.

Load prediction research, particularly in electricity
demand forecasting, employs time-series models such as
Prophet, Long Short-Term Memory networks (LSTM), and
extreme Gradient Boosting (XGBoost) to predict peaks with
low error rates [5]. The analogous application of these
models to software performance metrics such as throughput
and latency distributions for test automation purposes
remains underexplored.

There are integrations between observability and ML
platforms [6][7], but a gap exists in complete pipelines that
derive executable workloads from ML predictions and feed
results back for refinement. Existing solutions are
insufficient because: (1) they require manual intervention to
translate model outputs into test configurations; (2) they do
not version-control the generated workloads for auditability;
and (3) they do not close the feedback loop between test
outcomes and model retraining. The desired end state is a
fully automated, self-improving pipeline that ingests live
telemetry, predicts workload characteristics, generates
executable test scripts, runs them automatically, and uses
results to refine future predictions. This paper fills that gap
by combining observability streaming, ML-based workload
synthesis, GitOps for configuration management, and
automated testing and reporting. The results of this paper are
compared against the baseline of manual analysis (60-75%
alignment) versus the proposed pipeline (92% alignment), as
detailed in Section IV.

III. PROPOSED METHODOLOGY

This section describes the proposed pipeline architecture
and its prototype implementation.

A. Pipeline Architecture

The system consists of five phases that together form a
closed-loop, behavior-driven performance testing pipeline,
as illustrated in Figure 1.

* Telemetry Ingestion: Metrics including CPU/memory
utilization, request rates, latencies, and error rates stream
in real time from New Relic or Splunk agents and
Application Programming Interfaces (APIs) into
persistent storage, for example, Amazon Simple Storage
Service (S3) or Apache Kafka.

* ML Forecasting in SageMaker: A periodically retrained
model processes historical and streaming data to predict
peak hours, peak days, and load metric magnitudes.
Features include temporal signals (hour of day, day of
week, seasonality) and application-specific behavioral
signals. The model is exposed via a SageMaker inference
endpoint.

* Workload Synthesis: Prediction outputs feed a script that
translates peaks into JMeter parameters including thread
counts, ramp-up periods, think times, and endpoint
weights stored as YAML/JSON configuration files.

* GitOps and Execution: Configuration updates are
committed to a GitHub repository via the GitHub API;
GitHub Actions triggers containerized JMeter runs
automatically.

* Reporting and Validation: Test metrics, including 95th-
percentile (p95) latency and throughput saturation, are
auto-generated for engineer review and validation against
business-defined SLOs.

Automated behavior-driven performance testing
performance testing pipeline

Production Environment

New Relic

splunk

Observability, Morty MI/Ops

i

Data Ingestion & ML Forecasting

AWS

Sp'unk SageMaker

” o s |

Data Processing Machine Learning
l Forecasting

GitOps

Workload Synthesis

(STl €3 GitHub —» Workload

GitHub Repository Generation

i

Cl1/CD Execution

Performance Tool

Performance Tool

Figure 1. Illustrates the framework and pipeline flow.

B. Implementation

The prototype was implemented using AWS SageMaker
for model training and inference, New Relic for metric
export, XGBoost for load prediction, and JMeter in Docker
for load generation. The XGBoost ensemble model was
configured for both regression (predicting peak load
magnitudes such as requests per second and CPU utilization)
and binary classification (predicting whether a given hour or
day constitutes a peak period). The model was trained on
three days of historical telemetry data comprising
approximately 72 hourly feature vectors per monitored
service, with temporal features including hour-of-day, day-
of-week, and rolling mean and standard deviation windows
of 3 and 24 hours. Training was performed in a SageMaker
training job using 100 boosting rounds (epochs) with early
stopping after 10 rounds without improvement on the held-
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out validation set. The trained model artifact was deployed
to a SageMaker real-time inference endpoint queried by the
workload synthesis script at scheduled intervals. New Relic
metric data was exported via the New Relic Query Language
(NRQL) API, pre-processed to handle missing values
through linear interpolation, and stored in Amazon S3 prior
to training and inference. GitHub Actions workflows were
configured to trigger JMeter container runs upon detection
of new workload configuration commits, with test results
pushed back to S3 for aggregation and report generation.

": 15000
i,
"features": [
i
“name"” :

"inferred

m_present”:

14850,

: 15008, “num_miss

count": 4500 },
., "count®: 3750 }
2
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Figure 2. Illustrates the metrics from SageMaker in the workload design
file.

IV. EXPERIMENTAL SETUP AND RESULTS

This section presents an evaluation of the effectiveness of
the proposed ML-integrated performance testing pipeline
through controlled experiments, quantitative metrics, and
comparison against traditional manual approaches.

A. Setup

A Kubernetes-based  e-commerce  microservices
application was simulated with production-like load
variations to evaluate the proposed pipeline. The simulation
comprised five services: a product catalog service, a cart
service, a checkout service, a payment service, and an order
management service, all instrumented with New Relic
agents. Three days of historical telemetry trained the
XGBoost model; three subsequent days served as the held-
out validation set for prediction accuracy measurement. Both
model-generated workloads and manually designed
workloads (produced by an experienced performance
engineer reviewing the same telemetry) were executed for
side-by-side comparison. The experiments were repeated
three times to assess reproducibility, and results are reported
as averages across runs. Figure 3 illustrates the metrics
streaming and analysis process.

Automated Behavior-Driven
Performance Testing of Kubernetes-Based
E-Commerce Microservices Application

Experimental Setup Results
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Figure 3. Illustrates the metrics streaming and analysis.

B. Results

Key metrics collected are: Peak Hour Mean Absolute
Error (MAE), measuring the difference in hours between
predicted and actual peak periods; Peak Day classification
accuracy; manual-to-automated workload design time ratio;
and test fidelity, measured as the Pearson correlation
coefficient between key performance indicators observed
during predicted-load tests and actual production
observations.

Results showed a Peak Hour MAE of 1.2 hours (random-
baseline MAE =6 hours), peak day classification accuracy of
88%, workload design time reduction from $20 hours to <2
hours (conservative 75% savings accounting for engineer
review time), and 92% similarity in bottleneck reproduction,
including database saturation events during predicted peaks.
False-positive over-testing was observed at less than 8%.

C. Comparison with Traditional Manual Methods
Traditional performance testing depends on manual
analysis of production logs and metrics by engineers to
design workloads, develop test scripts, and iterate on
parameters. This process is based on manually gathered data
points, is time-consuming, and is vulnerable to inaccuracy
and oversight. By contrast, the proposed behavior-driven
pipeline automates workload analysis through ML
forecasting in SageMaker, generates parameterized
workloads directly from streamed telemetry data, and
executes them through GitOps-triggered CI/CD. Table 1
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presents a quantitative comparison based on the controlled
experiment.

TABLE 1. COMPARISON: TRADITIONAL MANUAL VS. PROPOSED
ML-INTEGRATED PIPELINE

Metric Traditional Proposed Gain
Pipeline
Workload-Design | ~20 hrs <2 hrs ~75-90%
Effort reduction
Peak-Behavior 60-75% 92% +17-32% fidelity
Alignment
Bottleneck Fidelity | 70-85% 92-98.5% +10-25% realism
Reproducibility Low High (Git- | Significant
(manual) versioned) improvement

Iteration-Cycle Days Hours Faster feedback
Time

The results demonstrate that the MLOps-integrated
approach substantially reduces human effort and improves
test accuracy by designing workloads from continuously
observed production behaviors rather than manually
analyzed patterns. The pipeline's ability to achieve 92%
alignment while cutting design effort by ~75% validates
these benefits in rapid software release cycles.

V. ANALYSIS AND IMPLICATIONS

The pipeline significantly addresses the gaps in traditional
performance testing. Manual workload design is replaced
with data-driven behavioral extraction; automation
grounded in production telemetry reduces reliance on fixed-
pattern extraction and captures broader phenomena, such as
short-span dynamic surges and spikes, that engineers might
overlook. Reproducibility improves through Git-versioned
workloads, enabling audit trails and regression performance
testing as models and applications evolve. Efficiency gains
of approximately 75% free engineers for higher-value
analysis, such as interpreting anomalies or refining SLOs.
The reduction in human effort also directly reduces the risk
of error-prone workload designing a benefit that scales with
deployment frequency.

Integration with MLOps ensures model robustness:
anomaly detection and periodic retraining maintain accuracy
and quality of workload configurations amid changing
traffic patterns. The human-in-the-loop review ensures
accountability for business-critical decisions while
minimizing routine tasks. Security considerations, such as
masking personally identifiable information in telemetry and
data quality assurance, remain high priority; the prototype
mitigated these risks through preprocessing pipelines and
role-based access controls.

aws sagemaker

SageMaker

Metrics

CPU Utilization

76.75

“' - Request Latency

x ki @ O

Figure 4. Illustrates the metrics derived from SageMaker.

Compared to manual analysis, this behavior-driven
approach better aligns load test executions with accurate and
relevant production workload profiles, potentially reducing
capacity risks early in development cycles and supporting
test thoroughness in dynamic environments.

ket Workload Design

Workload Distribution

Resource Allocation Task Completion

Figure 5. Illustrates the workload metrics fed from production.

The proposed approach carries certain limitations. First, it
depends on continuous availability and completeness of
production telemetry; gaps in data collection will reduce
prediction accuracy. Second, the XGBoost model requires
periodic retraining as application traffic patterns evolve.
Third, the current prototype was validated on a single
simulated environment; generalizability to diverse enterprise
architectures remains to be confirmed.
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VI. CONCLUSION AND FUTURE WORK

This research presents a practical MLOps-integrated,
behavior-driven  performance testing pipeline that
continuously derives workloads from production behaviors
through ML model training, versions them in Git, executes
load tests automatically, and enables engineers to review and
validate system performance. This approach achieves major
reductions in human effort while enhancing test accuracy
and reliability. Several lessons were learned during this
work. Data quality is paramount: telemetry gaps or
instrumentation inconsistencies directly degrade model
accuracy and must be addressed as a prerequisite. The
human-in-the-loop review step proved essential for building
team trust in automated workload generation. The GitOps-
based versioning of workload configurations provided an
unexpected benefit of enabling easy rollback when model
updates produced suboptimal workloads. Challenges
encountered included initial latency in SageMaker endpoint
cold starts and the need to tune JMeter container resource
allocations to avoid contention during parallel test runs.
Experimental results verify significant accuracy and
efficiency improvements 75% reduction in workload design
effort and 92% peak behavior alignment positioning this
approach as a promising advancement for continuous,
intelligent performance engineering in complex software
systems.

Several directions would enhance the maturity and
applicability of this framework. Advanced models, such as
transformer-based architectures for multivariate time-series
forecasting, could improve long-horizon telemetry
prediction. Including Natural Language Processing (NLP)
log data could enrich workload generation by extracting user
journeys and deriving complex scenarios beyond simple
peak metrics. Implementing closed-loop learning where test
outcomes and production metric analysis iteratively refine
models would enable self-enhancing pipelines. Extending
the approach to chaos engineering or multi-cloud
observability would broaden applicability. Conducting
longitudinal case studies in large-scale enterprise
environments would validate scalability, quantify cost
implications, and characterize organizational adoption
challenges such as toolchain integration and team upskilling
requirements.
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Abstract—Ensuring 6D pose estimation models rely on seman-
tically relevant visual cues is essential for robust estimations.
We investigate explanation-based validation of pose predictions
by extending Guided Grad-CAM and Guided Backpropagation
to highlight regions driving rotation predictions. This enables
analyzing whether the model attends to 3D keypoints rather
than spurious background noise. We also explore synthetic-real
distribution comparisons to filter predictions. We demonstrate
that explanation quality can discard predictions relying on
irrelevant evidence. Experiments show separation between low
and high errors, achieving an Area Under the Receiver Operating
Characteristic Curve (AUROC) of 0.846 for a spherical object
and 0.968 for a cylinder. Crucially, these filtering strategies oper-
ate without ground-truth labels, enabling unsupervised validation
at inference time.

Keywords-guided grad-cam; explainable ai; guided backpropa-
gation; probabilistic pose estimation; pose estimation.

I. INTRODUCTION

Estimating the six degrees of freedom (6D) pose of objects
from images is a fundamental problem in computer vision, with
applications in robotics —for instance, object pick-and-place
problems—, augmented reality, and industrial quality inspection.
Despite recent advances in deep learning-based methods,
achieving reliable pose predictions remains challenging due to
occlusions, clutter, and inherent object symmetries. Probabilis-
tic models have recently been proposed [1] to address some of
these challenges by representing uncertainty as distributions
over the rotation space SO(3), the special orthogonal group of
3D rotations. However, regardless of the predictive framework
employed, a central open question persists: are the predictions
based on the correct visual evidence?

While pose estimators can produce high-confidence predic-
tions, such predictions may still be unreliable if they are derived
from spurious correlations in the background or irrelevant image
regions. This issue is particularly problematic in approaches that
train models using synthetic data to solve real-world use cases.
This kind of training can bias the model toward synthetic-only
cues and cause underperformance in real-world applications;
this mismatch is known as the synthetic-real domain gap.
Although domain adaptation techniques have been proposed
to address this problem, it is also essential to ensure that
unexpected anomalies in the object’s appearance do not affect
the predictions or, if they do, that these predictions can be
filtered.

In the probabilistic pose estimation context, confidence
metrics, such as likelihoods or entropy of predicted distributions,
capture the model’s internal uncertainty but provide no direct
insight into whether the visual reasoning process is sound. To

Jose-Luis Guardiola, Alberto J. Perez,
Juan-Carlos Perez-Cortes
Universitat Politecnica de Valencia (UPV)
Valencia, 46022 Spain
e-mail: [ Jjoguagar, aperez, jcperez]@iti.es

address this gap, eXplainable Al (XAI) techniques can serve
as a powerful diagnostic tool.

In this work, we adapt a gradient-based explanation method
to the probabilistic pose estimation setting. By generating
saliency maps for the rotation predictions, we can visualize
which regions of the input image most strongly influence the
network’s outputs. This representation enables a fine-grained
inspection of whether the model focuses on the target object or
instead relies on irrelevant cues, such as background textures
or stains. Crucially, these explanations allow us to go beyond
uncertainty quantification and introduce an additional filtering
stage: pose predictions with unsatisfactory explanation patterns
can be systematically identified and discarded.

Thus, the goals of this work are the following: (1) Investigate
whether explainability techniques can reliably detect pose
prediction errors without requiring ground-truth labels; (2)
Propose and evaluate comparison strategies in three spaces
(2D image, 3D model, rotation distribution) to filter unreliable
predictions; and (3) Analyze the sensitivity of these methods
to texture variability.

The remainder of the paper is organized as follows: Section II
reviews the state of the art in explainable Al for pose estimation.
Section III describes the material and methods employed.
Section IV presents and discusses the experimental results.
Section V concludes the paper and outlines future work.

II. STATE OF THE ART

XAI techniques produce saliency maps highlighting im-
age regions driving a model’s decision [2]. Gradient-based
methods like Grad-CAM [3] yield coarse localization maps;
combined with guided backpropagation [4], Guided Grad-
CAM retains fine structural detail. Other methods include
Integrated Gradients [5], DeepLIFT [6], and LRP [7]. Attention-
based methods [8] leverage internal weights, while Score-
CAM [9] uses forward-pass scores. SmoothGrad [10] reduces
noise via averaged maps, whereas perturbation approaches like
LIME [11] or SHAP [12] are computationally expensive.

Attribution maps help verify if predictions rely on relevant
cues. Quantitative metrics such as Over-MAP [13] measure
attention—segmentation overlap, and PoselG [14] uses special-
ized indices to quantify attribution focus. Filtering unreliable
predictions based on these metrics is related to our approach.
Similarly, UA-Pose [15] suppresses unreliable pose fits using
geometric occlusion. However, saliency maps can sometimes
misrepresent true decision drivers [16]-[18]. Extending XAI
to 3D pose estimation remains largely unexplored [13]-[15].
Here, we adapt Guided Grad-CAM to a probabilistic 3D-pose
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model, hypothesizing that predicted orientations correlate with
extracted spatial saliency patterns.

III. MATERIAL AND METHODS

This section explores the datasets employed to measure
the quality of our proposed prediction quality scores and
the techniques employed. A schematic representation of the
pipeline followed is shown in Figure 1.

New observation

Extract 2D image
explainability

3D model

Rendering

Synthetic
training data

Trained model

Explained
images

Extract 3D image
explainability

Explained
pbservation in 3D

Fidelity measurement

Fidelity score

Filtering fidelity

Figure 1. Pipeline of the prediction quality measurement.

Extract reference 3D
explainability

A. Datasets

We selected two objects from prior work [1][19] to stress-
test two distinct failure regimes that commonly arise in
industrial 6D pose estimation: (i) a geometric ambiguity case
and (ii) a domain-gap case. These regimes were chosen
deliberately because they represent the two most prevalent
sources of unreliable predictions: ambiguity in object geometry
and mismatches between training and deployment domains.
Furthermore, the selected objects—a cylinder and a sphere—
are geometric primitives commonly encountered in industrial
inspection and robotic manipulation scenarios.

Geometric Ambiguity (Cylinder): The cylinder features
a square carving on one base and a triangle carving on the
other base. This geometric configuration induces multi-modal
rotation distributions per view, as different orientations may
yield similar visual appearances. For example, 90° rotations
around the cylinder’s axis can leave the square carving visually
unchanged. This regime tests whether explainability techniques
can correctly identify when a prediction relies on insufficient
geometric information.

Domain Gap (Sphere): The sphere has a “T”-shaped
carving, but the real-world texture noise on its surface is
absent from the synthetic training data. This regime tests
the system’s ability to detect when predictions are based on
spurious features (texture noise) rather than the intended carving
pattern. The noisy texture simulates real-world conditions where
training data may not fully capture object appearance variations;
the model may confuse backside texture patterns with the
“T” carving, producing confident but incorrect 180° rotation
predictions.

These objects were selected because they: (1) cover two
fundamental failure modes in pose estimation: geometric
ambiguity and domain mismatch; (2) allow clear evaluation of

explainability techniques via identifiable visual carvings; and
(3) have been validated in previous literature [1][19].

While these two objects cover important failure regimes, we
acknowledge that they do not exhaustively represent all object
types (e.g., texture-only objects without geometric keypoints,
or highly articulated objects). Generalization to such categories
remains future work.

Models are trained on synthetic [20][21] and CycleGAN
domain-adapted renders [19]; real captures (Figure 2) are used
for evaluation only.

B. Pose Estimation Model

The probabilistic pose estimation model from [1] predicts
rotation probability distributions over the discretized SO(3)
space. Translation is out of scope; it can be approximated from
multicamera geometry.

C. 2D Explanation

Guided Grad-CAM is applied to interpret the Convolutional
Neural Network (CNN)’s decision: Grad-CAM gradients of
the rotation score with respect to the last convolutional layer
localise relevant regions, and guided backpropagation refines
them to edge-level detail. Since the rotation classes are not
mutually exclusive, the technique is applied to each predicted
rotation mode independently. Results for both objects are shown
in Figures 3 and 4.

We chose Guided Grad-CAM and Guided Backpropagation
over alternative methods for several practical reasons. Gradient-
free methods, such as Score-CAM [9], require multiple forward
passes per activation map channel, making them prohibitively
expensive in our multi-view setup (4 cameras x multiple
rotation modes per image). LRP [7] requires architecture-
specific decomposition rules that are not readily available
for the graph neural network components of our probabilistic
model. Attention-based methods [8] assume transformer-like
architectures with explicit attention weights, which our CNN-
based backbone does not provide. SmoothGrad [10] could
complement our gradient-based approach and is considered for
future investigation, as it may reduce the noise observed in our
saliency maps (see Section V).

D. 3D Explanation

To extract the 3D explanation, the explanation process
computes explainability at the pixel level using the 2D
explanation method described above. Then, it uses the network’s
pose prediction to project the 2D explanations to the object’s
reference 3D model, which was used to train the pose prediction
model. Due to the object’s geometry and the camera system
setup, all 3D points are visible to at least one camera. Many
of them are captured by more than two cameras, so we can
use several cameras to assign relevance values.

Gradient-based explainability methods often produce noisy
activations, marking pixels as relevant even when they do not
truly influence the prediction. To minimize the impact of a
single camera’s noise on the explained model, we assign the
minimum value across all cameras. This approach implies that
all cameras seeing a 3D point should agree that it is relevant.

Once a 3D model contains a relevance value per 3D point,
the process compares the value obtained per 3D point against
a reference explained 3D model.
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(a) Synthetic capture of

“T”-carved sphere carved cylinder

14 L4

(b) Synthetic capture of the

(c) Realistic-transformed (d) Realistic-transformed

capture of “T”-carved sphere capture of the carved cylinder

(e) Real capture of

“T”-carved sphere noisy backside texture

(f) Real capture of sphere’s (g) Real capture of cylinder’s (h) Real capture of cylinder’s

triangle carving square carving

Figure 2. Dataset samples showing synthetic, domain-adapted, and real captures for both objects.

o |
’0

Figure 3. Visualization of Guided GradCAM activations over the cylinder.

Figure 4. Visualization of Guided Backprop activations over the sphere.

1) Extracting the Reference Explainability: The reference
model marks as relevant every 3D point belonging to a different
orthogonal triangle of the training mesh, avoiding the noise
introduced by averaging multiple explained synthetic batches.

2) Comparing Against Reference Explained 3D Model:
At inference, an explained 3D model is extracted using the
predicted (not ground-truth) pose; pixel-3D-point misalignment
encodes the pose error signal. Three metrics are evaluated:
Pearson correlation, dot product, and IoO (see Section III-E).

E. Theoretical Framework of the Explanation Filtering

The theoretical framework for filtering incorrect pose predic-
tions using explainability compares an observed explanation

with an ideal reference. We define the following notation:
o I: Ideal 3D explanation (reference model).
e O: Observed 3D explanation (from inference).
o AI: Noise in the ideal explanation generation process.
o AQO: Noise in the observed explanation generation process.
o AR: Divergence in explanation due to rotation prediction
error.
The similarity score S between reference and observation is
computed as:

S =f(I+AIO+AO+AR) (1)

where f is an evaluation metric (e.g., Pearson correlation,
dot product, or IoO). The Intersection over Observation (IoO)
metric quantifies how much of the observed explanation aligns
with the reference. Unlike Intersection over Union (IoU),
IoO does not penalize missing activations in the observation,
focusing instead on whether observed activations fall within
expected regions. This feature is advantageous because gradient-
based explanations may under-activate some relevant regions
while still being correct. The IoO metric is defined as:

Lo(,0) = 109 @)
0]
where |I N O] represents the set of 3D points activated in both
the reference and observation, and |O] is the total activation
in the observation.

10O is well-suited to penalize False Positives (FPs) as
background pixels that are activated but do not activate in
the reference reduce the metric score. However, IoO does
not penalize missing activations. While this is advantageous
for incomplete pixel activations —having all reference points
matched is unnecessary in some cases and the model is usually
capable of adequately predicting using a subset of the relevant
pixels— it can mask cases where the model fails to attend to
critical keypoints altogether. For symmetric objects, the model
may attend to only one symmetric feature (e.g., only the square
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carving of the cylinder), yielding a high IoO while missing
the discriminative triangle carving that would disambiguate
rotations.

To evaluate this trade-off, we evaluate all predictions using
three complementary metrics across three comparison spaces.
This strategy helps identify cases where a single metric might
be misleading.

Our goal is to threshold S to detect large values of AR.
The key assumption is that AR correlates with the rotation
prediction error: a larger error produces larger AR, because
the misaligned pose causes the 2D explanation to project onto
incorrect 3D surface regions. However, this correlation can
weaken: (i) For the cylinder, for instance, rotations of 90°
or 180° around its axis may leave one carving unchanged,
producing similar explainability patterns despite non-zero error
if the other carving is not attended to. (ii) For the sphere,
backside texture noise may produce noisy activations that
might be confused with the “T” carving, causing low AR
at approximately 180° error.

The error progression experiments (Tables I and II) synthet-
ically verify this correlation by perturbing pose predictions.

The following properties hold: (1) Al < AOQO, as ideal
explanations can average over multiple synthetic batches;
(2) AI = 0 is achievable via manual annotation; (3) exact
alignment implies AR =0; (4)if O C I = f(I,0) =1; and
G ONI=0= f(I,0)=0.

In practice, we can perform this comparison either in
the image space or by projecting the image attributions to
the training reference model. We measured the results for
both approaches. In 3D space, we measured the Pearson
correlation between the extracted 3D reference explanation
and the observed explanation projected to the 3D model. In 2D
image space, we render the 3D reference explanation using the
predicted pose, and compute the Pearson correlation between
the raw observed image attributions and the rendered reference
explanation.

F. Filtering Predictions Using a Distribution Comparison with
the Reference

Another filtering strategy compares probability distributions:
(1) infer the observation’s rotation/translation, (2) render the
reference model in the predicted pose, (3) infer the rendered
images’ distribution, and (4) measure difference. We use two
metrics: thresholded blob matching and Pearson correlation.

The approach of comparing distributions using thresholding
comprises the following steps. First, the distributions are
thresholded utilizing a fraction of the distribution’s maximum
confidence (between a fifth and a fifteenth), seeking to
maximize the number of remaining blobs. Then, we reduce the
mask to the likeliest rotations for each thresholded distribution’s
blob. We then dilate the points around the most likely rotations
before comparing the overlap between each mask in the
reference and observation distributions. The metric is the ratio
of the intersection of blobs in the reference and observation
distributions to the total number of blobs. A sample of the
thresholding process is shown in Figure 5.

Regarding the second metric, the Pearson correlation, it does
not require thresholding; thus, it is applied directly to compare
the reference and observation distributions. Therefore, two
rotation distributions, such as the ones shown in Figure 5(b), are

directly compared using Pearson correlation. The distributions
are compared in their original SO3 space, not in the image
space used to represent them in Figure 5.

Figure 5 visualizes rotation distributions as unwrapped 3D
unitary spheres: red is X-axis, green is Y-axis, intensity is
likelihood. Views of the square yield 4 Y-axis solutions; views
of the triangle yield 3. Views without features assign equal
likelihood at 90 degrees.

IV. RESULTS

The goal of our evaluation is to determine whether the
proposed metrics can separate predictions with low rotation
error from those with high rotation error, without access to
ground-truth labels. We quantify this separation using the Area
Under the Receiver Operating Characteristic Curve (AUROC).
A prediction is labelled positive (valid) when its rotation error is
below 10° and negative (invalid) otherwise. An AUROC of 1.0
indicates perfect separation—i.e., the metric can distinguish all
correct predictions from incorrect ones—while 0.5 corresponds
to random guessing.

We evaluate two complementary experimental setups. First,
real-world test predictions use actual sensor captures with
ground-truth annotations to assess performance under realistic
conditions. Second, error progression experiments synthetically
perturb ground-truth poses with increasing rotation offsets
(from 0° to 180°) and measure the metric response. These
controlled perturbations ensure coverage of the full rotation-
error spectrum and allow verifying the monotonic relationship
between rotation error and metric degradation, independently
of the model’s natural error distribution.

In the following figures, we refer to the comparison scores
described in Sections III-E and III-F as the “Similarity Score.”
Each scatter plot shows individual predictions, with the x-
axis representing rotation error and the y-axis representing the
similarity score. An effective filtering metric should show a
clear downward trend: high similarity scores for low rotation
errors and low scores for high errors.

1) Cylinder: This section presents the cylinder object results.
Table I summarises the AUROC values for each comparison

method.
TABLE I. CYLINDER AUROC COMPARISONS.

Space Comparison Real AUROC  Syn. Prog. AUROC
3D model Pearson 0.571 -

3D model Dot product 0.968 -

3D model 10O 0.968 0.965

Image Pearson 0.524 -

Image 10O 0.937 0.970

Dist. Pearson 0.825 1.

Dist. Blob matching 0.873 -

Filtering Using Fidelity: We will begin evaluating the
explainability results for the cylinder. Figure 6 shows the quality
of fidelity metrics to separate between low and high rotation
losses. Regarding AUROC, both 3D-space and image-space
metrics achieve large AUROC values. In both cases, the Pearson
comparison technique achieved the worst results, with the dot
product and IoO being the best comparison techniques for the
cylinder, achieving 0.968 AUROC for both the dot product and
100 in 3D space and 0.937 for IoO in image space.

It should be noted that only 3 evaluated real-world samples
exceeded 10° error, limiting statistical reliability. However, high
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AN

Figure 5. Process of filtering predictions using a distribution comparison. (a) Multi-camera object captures. (b) Rotation distributions. (c) Thresholded
distribution blobs. (d) Maximum dilated blobs.
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Figure 6. Some of the fidelity and distribution-space metric scores for the cylinder object’s model.

values (0.968) indicate strong separation. Error progression
experiments confirm monotonic relationships between error
and metric score.

Filtering Using Reference Predictions: This section mea-
sures the quality of filtering predictions by comparing the
observation’s probability distribution estimate with the corre-
sponding estimate from the reference model, as explained in
Section III-F.

As shown in Figure 6, filtering using the reference predictions
would outperform methods employing fidelity metrics, were
it not for an observation at 90 degrees that achieved a higher
metric score. Both comparison approaches, i.e., thresholding
and Pearson, achieve similar results (0.873 and 0.825 AUROC,
respectively).

2) Sphere: This section presents sphere object results for
the challenging domain-gap scenario. Table II summarises the
AUROC values.

TABLE II. SPHERE AUROC COMPARISONS.

Space Comparison Real AUROC  Syn. Prog. AUROC
3D model Dot product 0.788 0.788

3D model 10O 0.776 -

Image Pearson 0.846 0.856
Image 10O 0.814 -

Dist. Pearson 0.788 0.990

Dist. Blob matching 0.849 -

Filtering Using Fidelity: Guided Backprop provides the
best activations for the sphere. As shown in Figure 4, noisy
patterns in the real samples are inappropriately considered
relevant because they were unseen during training.

Results for the fidelity metric tracking — both in 3D
and image spaces — can be seen in Figure 7. Rotation
losses are more distributed than in the cylinder’s case, as
the object exhibits more texture noise and does not have evenly

3D - Dot Prod. (0.788 AUROC) Image - Pearson (0.846 AUROC)
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Figure 7. Some of the fidelity metric scores for the sphere object’s model.

spaced possible solutions. Rotation losses near 180° represent
predictions where the model confused the noisy backside
texture with the “T” carving: the explanation activates the
backside texture region, which spatially aligns with where the
“T” carving would be if the object were rotated 180°, producing
a misleadingly high similarity score.

The results over the sphere are less separable than in the
cylinder’s case, reflecting the additional challenge posed by
domain-gap noise. The 3D-space fidelity metrics achieved
similar AUROC values (0.788 for dot product and 0.776 for
100), both lower than for the cylinder. This degradation occurs
because projecting noisy 2D explanations to the 3D model
amplifies spurious activations through the min-aggregation
process (Section III.C). Image-space metrics outperformed 3D-
space ones, with Pearson correlation achieving the highest
fidelity-based AUROC (0.846). This reversal compared to
the cylinder indicates that when texture noise dominates
the explanation, direct image-space comparison avoids the
projection-induced artifacts that degrade 3D metrics. The noisy
texture provokes the spike in metric scores at approximately
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160° rotation loss, as visualized in Figure 4.

Filtering Using Reference Predictions. Employing pre-
dictions instead of fidelity to filter predictions yields better
results, as an AUROC of 0.849 can be achieved using blob
matching (Figure 8), outperforming the fidelity-based metrics
but only by a small margin. Although it does not achieve a
perfect separation of low and high rotation loss predictions,
the decreasing trend is more perceptible than in the fidelity
case.

Distribution - Thresholded (0.788 AUROC) Distribution - Pearson (0.849 AUROC)

N 035
0.40 .
2 0.35 2 0301
= 0304 k :
£ 0301 E oos |13
£ ~ E 025 i
§ 05! . E ’._'_
]
2 0204|* — 2 02097
4 0.15 4 o e Q015" . ® ot
o . . o
0.10 O . . "

T T T T
0 30 60 90
Rotation error

T T T T T u T T T
120 150 180 0 30 60 90 120 150 180
Rotation error

Figure 8. Distribution-space metrics for the sphere object’s model.

A. Discussion and Method Selection

The experimental results reveal distinct performance patterns
across the two object types and three evaluation spaces. For
the cylinder (geometric ambiguity regime), 3D-space metrics
(IoO and dot product) achieve the highest AUROC values
(0.968). The strong performance stems from the deterministic
projection of keypoints. Image-space metrics achieve similar
results (0.937) but avoid intermediate 3D projection artifacts.
Distribution-space metrics achieve perfect monotonic separation
in synthetic experiments.

Conversely, for the sphere (domain-gap regime), 3D-space
metrics perform significantly worse (0.776-0.788) because pro-
jection amplifies texture noise. Here, image-space Pearson cor-
relation outperforms 3D metrics (0.846), indicating robustness
to domain-gap artifacts. Furthermore, distribution comparison
(blob matching) achieves 0.849 AUROC, outperforming all
fidelity methods by bypassing the explanation pipeline entirely
to directly compare prediction distributions.

Method Selection Recommendation: We recommend a
two-stage filtering approach. First, for objects with clear
geometric keypoints, use 3D-space fidelity metrics (IoO or
dot product) as the primary filter. Second, for objects with
texture variability or domain gaps, prioritize distribution-space
comparison (blob matching) or image-space metrics (Pearson
correlation) to handle explanation noise.

V. CONCLUSION AND FUTURE WORK

We presented a framework for filtering pose estimation
predictions by leveraging XAl and distribution comparison
without ground-truth labels. For the cylinder, 3D projected
fidelity metrics demonstrated reliable error detection from
saliency alignment. For the sphere, gradient-based attributions
were dominated by domain-shifted texture noise, making
distribution comparison more robust.

Together, these results suggest a two-stage reliability pipeline:
first validate whether attributions are stable and object-centred,
then apply the appropriate filter. Future work should explore:

(i) extracting the 3D reference from validation data, enabling
texture-keypoint objects; (ii) improving attribution precision
through alternative methods like SmoothGrad [10], Score-
CAM [9], LRP [7], and attention mechanisms [8]; and
(iii) extending evaluation to other objects.
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Abstract—This paper presents an ontological framework
for the assurance of safety-critical systems, focusing on the
foundational relationship between knowledge, confidence, and
risk. Society is growing increasingly intolerant of risk in
high-tech systems; therefore, stakeholders must be provided with
justified confidence in a system’s safety. This confidence is not
based on mere compliance with standards and guidelines, but
on a robust assurance framework that demonstrates that the
system behaves safely. The proposed ontology meets this need by
defining assurance as a process that generates explicit knowledge
to reduce uncertainty. At this framework’s core, knowledge acts
as the hub” of assurance; when systematically represented in
an assurance case, it directly influences stakeholder confidence.
In this assurance, we generate knowledge whose objectivity
provides a robust metric for justifying claims. This approach
ensures that arguments supporting system safety are not only
coherent but also demonstrably strong, linking the assurance
effort directly to risk levels. This ontological model provides a
comprehensive and systematic methodology for demonstrating
safety by connecting the elicitation of system requirements to the
justification of claims. This work, therefore, offers a structured
path for building and communicating grounds for justified
confidence in the responsible deployment of complex and novel
systems.

Keywords-assurance; confidence; knowledge; risk; safety.

I. INTRODUCTION

High-tech systems, with their increasing complexity and
societal integration, necessitate rigorous methods to ensure
their safe and responsible operation. In safety-critical systems,
where failures can have catastrophic consequences, stakeholders
like operators, regulators, and the public must have justified
confidence that the system will behave as intended. How-
ever, traditional approaches that focus on compliance with
established standards often fail to address the novel risks
and emergent behaviours of modern technologies. This failure
creates a need for a more foundational approach to safety
assurance.

The field lacks a clear, underlying framework that explicitly
defines how assurance activities build this necessary stakeholder
confidence. While common practices like developing safety
cases exist, they can become procedural exercises if they lack
a robust ontology that connects arguments and evidence to a
tangible reduction in uncertainty and risk. To make assurance
efforts both efficient and effective, this paper addresses the
need for a systematic model that explains the core relationships
between knowledge, risk, uncertainty, and confidence.

Existing assurance methodologies provide structures for
arguing about safety, but they do not always articulate the

epistemic principles that govern why these arguments should be
considered trustworthy. The core limitation of current practices
is the frequent disconnect between the assurance artefacts
produced and the fundamental goal of cultivating a justified
belief in the system’s safety among diverse stakeholders. The
need to bridge this gap motivates our work, which establishes
a clear line of reasoning from stakeholder concerns about
potential losses to the justified claims made about system
behaviour.

This paper introduces a comprehensive ontological frame-
work for the assurance of safety-critical systems, positing
that assurance is fundamentally an epistemic activity. This
framework generates explicit knowledge to reduce uncertainty
about a system’s properties. Our central thesis is that knowledge
serves as the “hub” of assurance; when systematically gathered,
analysed, and presented, this knowledge provides the robust
and justifiable grounds for stakeholder confidence.

To develop this framework, we first model the intrinsic
connections between risk, confidence, and uncertainty, demon-
strating how generating knowledge directly reduces epistemic
uncertainty. We advocate for a systems approach, utilising
the CESM metamodel (Composition, Environment, Structure,
Mechanism) to analyse emergent properties, such as safety. As
a core contribution, this work establishes objectivity as a multi-
dimensional metric for evaluating the strength of knowledge.
Finally, we organise this knowledge within a structured
assurance case. This assurance case systematically links claims
about system safety to their substantiating arguments, thereby
providing a scrutable and justified basis for confidence.

This paper is structured as follows. Section II introduces
the main concepts of assurance. Section III provides an
overview of assurance and confidence. Section IV discusses
the relationship between assurance and risk. Section V presents
the systems approach and the CESM metamodel. Section VI
addresses epistemology and justification. Section VII introduces
objectivity as a metric of knowledge strength. Section VIII
discusses assurance cases. Section IX covers stakeholder
objectives and system requirements. Section X concludes the
paper and outlines future work.

II. MAIN CONCEPTS OF ASSURANCE

Assurance is about becoming confident that the system
behaves in a way that is acceptable to the stakeholders.
Here, stakeholders are seen as any person, group of persons,
governmental regulator, society, or even the natural environment.
In short, it is an entity that is affected by the behaviour of the
system.
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A claim is a property of interest about the system. The
claims can be thought of as system requirements; that is, “’this”
is how the system should behave in order for the system to be
accepted by the stakeholders. Analysing the previous statement
reveals, as a first approach, the four principal criteria that must
be in place to achieve acceptance:

1) the system requirements must reflect the interest of the
stakeholders,

2) refining these requirements into technical specifications
must maintain the essence of these requirements,

3) the system’s adherence to these requirements must be
secured and adequately substantiated,

4) 1, 2, and 3 must be communicated to the stakeholders or
their representatives in such a way that they can make
intelligible decisions.

It is clear from the above items that the key to system
acceptance is knowledge. Indeed, knowledge may be said to
be the “hub” of assurance. The stakeholders must know that
the system behaves acceptably. Knowledge is a prerequisite for
confidence, which reduces the uncertainty about the system.

Confidence is different from trust. Confidence is something
that can be merited through demonstrating adequate capability;
trust, however, has to be earned through time; that is, trust
is closely connected to an agent’s intention. This means that
confidence can be merited through demonstrating adequate
capability (technical system and responsible agent); trust must
be earned through time by a responsible agent adhering to
sound and recognised ethical principles.

As assurance is about providing grounds for justified con-
fidence, this paper will therefore focus on how to demonstrate
adequate system capability so that the stakeholders can make
intelligible decisions based on their knowledge and, thereby,
their level of confidence in the system.

It should be noted that assurance is an epistemic activity,
while risk management encapsulates both epistemology and
intervention in the real world [1] [2].

The system capability, in this context, is equivalent to how
the system behaves under normal operation and in abnormal
situations.

The system risk is defined as the “effect of uncertainty on
objectives” [3] and reflects the consequences and uncertainties
that the system causes losses for stakeholders. The uncertainty
is here divided into two types: epistemic and aleatory [4].

Item three in the above list requires that the system behaviour
adherence to the requirements is substantiated; that is, claims
about the system must be substantiated through sound and
relevant argumentation. For an argument to be sound, it must
be generated in accordance with acknowledged methodologies
using reliable tools and adequately skilled people.

To assess the soundness and the strength of arguments, an
assessor not only needs to be a subject matter expert but also
needs guidance about what can be regarded as acceptable
methods and processes to develop arguments; that is, he needs
guidance about the argument’s objectiveness. A higher degree
of objectivity increases the strength of the argument, which

is necessary when the risk is high, such as for safety-critical
systems.

III. ASSURANCE AND CONFIDENCE - AN OVERVIEW

Confidence can be thought of, in statistical terms, as a
quantitative measurement of uncertainty, e.g., an interval
indicating the confidence that the value of a parameter is likely
to fall within. However, confidence may also be thought of
as a feeling that reflects the coherence of the information and
the cognitive ease of processing it [5]. Assurance is defined
as “grounds for justified confidence that a claim has been or
will be achieved” [6]. The definition does not limit assurance
to either type of confidence; hence, assurance addresses both.

Both types of uncertainties pose challenges. The frequentist
approach to quantifying uncertainty requires robust statistical
data. Here lie a few major obstacles, some of which are: the
inherent complexity of many safety-critical systems, the novelty
of the technology, statistically significant data from rare events,
and assigning probabilities to inherently social aspects.

The second type of confidence also poses challenges. We
cannot base decisions concerning the safety and well-being
of stakeholders and society on pure feelings but on strong
knowledge based on facts and trustworthy evidence.

Therefore, assurance may provide grounds for justified
confidence through uncertainty quantification only if based
on robust statistics, that is, knowledge about properties of
the statistical distribution of the parameter in question, and/or
judgemental assessments only if based on sound argument
substantiating the truthfulness of the claim.

Therefore, the immediate goal, or primary effect of assurance,
is to generate knowledge, knowledge to decrease or establish the
uncertainty about a claim, addressing both types of uncertainty
when appropriate. A Functional Analysis System Technique
(FAST) diagram illustrates the relation between assurance,
knowledge and confidence (Figure 1).

How —» <—Why
increase/establish decrease generate || perform
confidence uncertainty knowledge assurance

Figure 1. FAST diagram connecting knowledge to confidence.

A FAST diagram is read either way from left to right by
asking, How is this function achieved? Or, from right to left
by asking Why does this function need to be achieved.

As knowledge is the "hub” of assurance, knowledge must be
treated systematically and expressed explicitly to enable it to
be rigorously scrutinised. This is to avoid that confidence being
based on unsubstantiated feelings and pure guesswork. The
assurance case is a systematic and explicit way of representing
and treating knowledge.

As safety is an emergent property [7], the knowledge
about the truthfulness of the claim must address all system
aspects that affect emergence. Elements necessary in analysing
emergent behaviour in engineered socio-technical systems are
encapsulated in the systems approach.
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Figure 2 depicts how the different items of assurance are
related.

DETERMINE

ESSENCE OF

:SUBJECT MATTER
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METRIC OF
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Figure 2. Overview of the ontology of assurance.

Intuitively, the higher the risk that the system poses to
stakeholders, the higher confidence we need that it will indeed
behave as expected. As knowledge reduces uncertainty and
increases confidence, we need a way to assess its strength.
Assessing the strength of knowledge is key to adjusting the
assurance effort to risk level.

IV. ASSURANCE AND SYSTEM RISK

Figures 1 and 2 showed how knowledge generated in
the assurance effort reduces uncertainty, and that uncertainty
determines confidence. Moreover, as earlier established, uncer-
tainty is one part of the risk concept. Hence, assurance and
risk are connected through uncertainty (Figure 3).

:PART OF —
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GENERATES

e

:GROUNDS FOR JUSTIFIED

Figure 3. Assurance is connected to risk through uncertainty.

There is, however, another connection in addition to the one
mentioned above. In the top right corner of Figure 2, it is

indicated that the subject matter of the knowledge is the claim.
Claims are statements about system properties that address the
system requirements elicited by stakeholders and their concerns
and objectives (Figure 4).
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Figure 4. Assurance is connected to risk through claims.

Stakeholders are generally risk avert [5] and are concerned
about the consequences of losses. They need adequate confid-
ence that potential losses are acceptable. Assurance addresses
these concerns by generating knowledge about the truthfulness
of claims made about the system properties.

Risk can be reduced by altering the system design or
operational conditions. These risk-reducing strategies affect
the consequence and/or the aleatory uncertainty. However, as
this paper is concerned with assurance, which is an epistemic
endeavour, these two strategies are not further discussed. Their
relationship to assurance is discussed in [1]; on the relationship
between assurance and risk management.

V. ASSURANCE AND THE SYSTEMS APPOACH

A way to understand and analyse complex systems and
emergence, is to model the system behaviour in terms of its
composition, structure, mechanisms and the environment in
which it operates. These system aspects are termed the CESM
metamodel [8]:

« Composition (C): Collection of all the parts or objects in
the system.
« Environment (E): Systems outside (excluded from) the target
system, but act upon, or are acted upon by, the target system.
« Structure (S): The relationships and bonds among the system
agents and between the system agents and the environment.
o Mechanisms (M): The processes that make the system
behave in the way that it does.
The emergent behaviour becomes a function of the above
elements; that is, any system s may be modelled, at any given in-
stance, as the quadruple: u(s) =< C(s), E(s), S(s), M(s) >.
As u(s) is an emergent property, and emergent properties exist
on different levels of abstraction (LoA) [9], the CESM must
also be instantiated at these LoAs.
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This can be visualised by the system triangle (Figure 5)
where the corner of the triangle illustrates "CSM” encapsulated
by "E”. The ”system” in the middle represents u(s). wu(s)
emerges, therefore, as a result of the conceptual interaction
between the corners of the triangle, but also between the triangle
and the environment (E). To move the analysis between the
LoAs, a rule-based gradient is used, termed the gradient of
abstraction (GoA).

GoA- LoA,,

Z

-

>

4

Figure 5. The CESM triangle showing.

For each element in the CESM metamodel, we can assign
different system model categories [10]:

o Composition: Object model representing the system ele-
ments and components and their ontological relationship to
each other.

o Environment: Also modelled as a system containing all
aspects of the CESM metamodel, which means that the
environment must be represented by models representing the
composition, structure and mechanisms (our target system
is part of the environment of its environment).

o Structure: Agent model includes entities, such as controllers,
actuators, sensors, humans, and subsystems. The agent
concept includes authority, responsibility, goals, concerns,
motivation, and wishes (humans).

o Mechanisms: Function model represents the operations that
must be performed (by the agents) to achieve goals.

Examples of system model instantiation of the agent model is
the control structure known from Systems-Theoretic Process
Analysis (STPA) [7]. Another agent model may focus more
on the agent’s goals, motivation, concerns and wishes, like a
model used in a stakeholder analysis where social and business
aspects are emphasised.

A function model may focus on the preconditions, resources,
and timing for achieving it, like the model used in the
Functional Resonance Analysis Method (FRAM) [11].

The functional dependencies between functions, like in FAST
[12] may be used as GoA to move the analysis between
abstraction levels, that is, to represent the system at different
LoAs [13].

The systems approach described above, used in assurance,
can be summarised by the following statements [2]:

o The conceptual interaction between the system composition
(C), environment (E), structure (S), and mechanisms (M)
models the system behaviour.

e The kind and number of levels of abstractions (LOAs) used
in the modelling is determined by the knowledge sought
through the assurance effort.

« The systems approach is used in every aspect of the assurance
effort, such as system description, describing the system
boundary, describing the environment in which the system is
operating, system analysis, verification and validation, and
elicitation of system requirements.

Figure 6 depicts the relationship between the systems approach
and assurance.

ADDRESS PART OF

ORIGINATES FROM

ESSENCE OF

ADDRESS PART OF

emergent

MODELS
" .
behaviour

ADDRESS PART OF

TN

METHOD FOR MOVING BETWEEN

KIND OF EXISTS ON

Figure 6. The systems approach is connected to assurance through the claims
or requirements.

The system safety requirements are formulated as safety
claims. As safety is an emergent property that emerges through
the interaction between the system entities, it can be modelled
through the CESM metamodel.

VI. ASSURANCE, EPISTEMOLOGY AND JUSTIFICATION

Recall that the concept of risk incorporates, in addition to the
consequence, two kinds of uncertainties: epistemic and aleatory.
Strengthening the knowledge reduces epistemic uncertainty. If
the risk is high, as in safety-critical systems, the argument
supporting the claim must be strong. The strength of the
argument and, thereby, the strength of the knowledge reduces
the epistemic uncertainty and, thereby, the risk.

The classic definition of knowledge is: “Justified True Belief”
(JTB). Although this definition has been under scrutiny for
centuries and has been shown to have weaknesses [14], it
must be linked to accessible facts about the subject matter.
Moreover, building confidence through knowledge requires,
not only apparently truthful propositions (claims), but also
that the reasoning is sound, relevant and adequate; that the
proposition is justified: "Someone who is very confident but
for the wrong reasons would also fail to have knowledge” [15].
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The reason for believing that a proposition represents the truth
must be justified.

Justification may be thought of as an argument for why
we hold certain beliefs or why we think those beliefs are
reasonable and true. These justifications may be under the law
or before God. However, in the context of assurance, justifying
beliefs must be based on knowledge, or, in other words, on
epistemic justification [16]. (A safety-critical system needs, of
course, to conform to laws and regulations; however, the point
is that the justification must be based on knowledge.)

Assurance seeks epistemic justification to establish whether
a proposition can be turned into a belief, that is, belief through
warranted propositions.

Belief revision is the process of changing beliefs based on
new data [17]. It is important to emphasise that good reasoning
is no guarantee of truth. Seeking the truth and believing to have
found it using sound methods and reasoning is no guarantee
of actually having found it.

Justifying a proposition may, in principle, entail an infinite
chain of justifications (infinitism): The justification of the jus-
tification of the justification. .. This is, of course, unacceptable.
The question, then, is when to stop this chain of justifications.

One strategy is to continue until the supporting justifications
become self-evident, that is, propositions that do not need
further justification (foundationalism). This kind of justification
results in a hierarchy of propositions, and the “bottom” of this
hierarchy consists of fundamental propositions, that is, self-
justified propositions.

Alternatively, we may ensure that the propositions support
each other, that is, the propositions are coherent (coherentism).
With this strategy, there are no fundamental propositions. Cri-
tiques claim that this strategy can lead to circular argumentation
[16].

A reasonable approach is to combine the two strategies,
that is, ensuring coherence within the set of propositions
and justification, and stopping the chain of justification when
reaching a self-justified proposition.

In practice, one may not reach a self-evident fundamental
level for several reasons. One reason may be that there is a
dispute about whether such a level is actually reached; another
reason may be that continuing the chain of justification requires
disproportionate resources. Therefore, there may be residual
uncertainty as to whether a proposition represents the truth.

Showing compliance towards an international industry stand-
ard is often regarded as such a self-justified belief. Providing
evidence that a system complies with such a standard is often
regarded as adequate for believing a proposition, e.g., that a
system is reliable, fair, safe, and secure, as an international
standard should reflect good industry practice. However, e.g.,
artificial intelligence (AI) is a novel technology that, even
if there exists a relevant international standard, it may not
be regarded as self-justified because the standard itself does
not necessarily reflect any industry practice (because there do
not exist any such practice), or at least the practice may be
inadequate. This means that it might be necessary to continue

the justification chain further when assuring novel complex
systems, e.g., based on Al

Other sources of uncertainty include evidence that weakens
the proposition or a lack of available evidence. Moreover, other
obstacles may hinder the generation of additional evidence,
such as technical limitations, ethical concerns, lack of statistical
data, or other practical causes.

There is no universal uncertainty threshold for when an agent
will accept a proposition and when he rejects it. Moreover,
given a justification of a proposition, there is no universal law
governing the level of uncertainty an agent will feel about its
truthfulness.

Belief revision depends not only on the properties of
the justification of the proposition but also on the agent’s
epistemic state, that is, the agent’s required rationality to turn a
proposition into a belief, prior belief and any other properties
important for the agent to represent facts about the world.

The uncertainty threshold for an agent’s belief revision
also depends on aspects such as the risk (perceived and/or
actual) of accepting or rejecting a proposition (including being
indifferent). Moreover, an agent’s level of uncertainty, given a
justification of a proposition, depends not only on the strength
of the justification, but also on aspects such as the degree of
being susceptible to cognitive biases [5] and rhetoric. Obviously,
we should strive to minimise aspects of belief revision that are
unrelated to the properties of the justification.

Perhaps the most commonly known is the so-called confirm-
ation bias, that is, our tendency to seek evidence that confirms
our prior beliefs. However, most other cognitive biases are at
work, like the illusion of understanding and what you see is all
there is (WYSIATI), that is, our tendency of believing that we
understand complex topics by filling in the information gaps
and the epistemic gaps so that the story becomes compelling
and coherent, which leads to confidence in the truthfulness of
the story (or proposition in this case).

An agent’s prior beliefs cannot, and should not, be controlled
and cannot be totally known. Nevertheless, prior belief is central
to belief revision. Data-oriented Belief Revision (DBR) [18]
(simplified illustration in Figure 7) is a model of belief revision
that can illustrate the role of prior belief in belief revision.

After new data is available about a proposition (External
data), the data is assessed to determine their relevance and
strength, possibly forming a new or updated belief set, termed
belief selection in Figure 7. This process regulates the inter-
action between data and beliefs, what to believe in, and with
what strength.

As belief revision is tightly connected to the agent’s prior
beliefs and possible degrees of cognitive biases, we cannot
assess the epistemic strength of the justification by appealing to
the agent’s prior beliefs, or what seems to be “very reasonable”
and the like. What seems reasonable is an internal feeling in
each agent and is largely based on their current epistemic state.

Instead, the agent needs to be nudged towards sound
rationality of assessing uncertainty using a more comprehensive
framework of thinking about the level of uncertainty (epistemic
strength of the justification), without being forced into an
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Figure 7. Simplified epistemic processing in DBR [18].

epistemic straitjacket of predefined categories of epistemic
levels.

We want to decrease uncertainty as the risk of accepting
a false proposition increases. The opposite may not be so
obvious, that we also want to decrease uncertainty when risk
increases by rejecting a true proposition. Accepting a false
proposition, on the one hand, or rejecting a true proposition,
on the other, represents assurance risk.

Assurance risk, that is, the risk of making wrong decisions
due to weak or inaccurate knowledge, is one kind of risk in the
context of assurance. The other kind of risk is the system risk,
that is, the undesired consequences with associated uncertainty
of operating a system in the real world.

Decreasing uncertainty to the point of accepting a proposi-
tion, or in other words, revising one’s belief, can be achieved
by both strengthening the justification that the proposition
is true, and/or by increasing effort in seeking justification
that the proposition is false without finding such justification.
Sometimes, the only way to justify a proposition p is to find a
strong justification that —p is not the case.

A famous statement from software testing illustrates this:
Software testing cannot prove the absence of bugs, only their
presence. A proposition that some software code is bug-free p
cannot be proven through testing alone. Software testing tries
to find bugs, and when no bugs are found, one may start to
believe p because one hasn’t found evidence that —p is the
case. However, as most testing is non-exhaustive, not finding
bugs does not mean the absence of bugs.

A way to accommodate proper assessment of knowledge
built on epistemic justification is through argumentation. While
belief revision describes how we should update our beliefs,
argumentation is a way to make belief revision occur. "The
two concepts are two sides of the same epistemic coin” [19]
[18].

VII. OBJECTIVITY - A METRIC OF STRENGTH OF
KNOWLEDGE

By generating knowledge about the system, the epistemic
uncertainty about deviation from objective changes, that is,

knowledge about how an accident may occur or the potential
consequence should it occur. High risk means severe potential
consequences combined with a large degree of uncertainty
(epistemic and/or aleatory). As knowledge decreases uncer-
tainty, high risk requires strong knowledge, that is, knowledge
substantiated with strong grounds for justification.

Justification, and thereby knowledge, is, among other things,
based on artefacts representing the system and its properties,
together with how these artefacts are interpreted, that is, the
reasoning used to conclude based on these artefacts. Artefacts,
such as training data, algorithms, source code, and system
descriptions, may represent the system directly. Other kinds of
artefacts may indirectly represent it, e.g., artefacts generated
through verification, such as test cases, test results and results
from inspections and reviews. The strength of knowledge is
directly linked to these artefacts and the process of generating
and collecting them.

Distinguishing weak from strong knowledge requires a
metric by which the strength of knowledge can be assessed.
By comparing the definitions of knowledge and assurance,
we recognise the similarities. Both definitions contain the
term “justified”: The degree of justification for a true belief
(knowledge) - the grounds for justified confidence (assurance).
Degree of justification is central in assessing both strength
of knowledge and degree of confidence (via uncertainty as
shown in Figure 2). A high degree of confidence requires
strong ground for justification.

Objectivity encapsulates the aspects important for assessing
the degree of justification, that is, the strength of knowledge.
Hence, the strength of knowledge is measured through the
degree of objectivity. The likelihood that the result of an enquiry
represents the truth increases if it is conducted in an objective
manner, including the artefacts produced and used in that
enquiry.

Ensuring consistency and repeatability in our enquiries
requires that the concept of objectivity be described. Objectivity
in this context is a multi-dimensional, non-orthogonal and non-
binary concept [20]. Hence, objectivity cannot be treated in a
reductionist manner.

There are three categories (i.e., dimensions) that lay out the
space of objectivity [20] [14] (Figure 8):

1) properties and processes by which the artefacts are generated
2) reasoning, or the thinking about those artefacts
3) social processes concerning items 1 and 2.

Item 1 is about interacting with the system and its stakehold-
ers during its entire lifecycle. It is about the choice of methods,
how they are applied, and how those decisions influence the
properties of the outcomes, that is, the artefacts. This category
also includes procedures, methods, techniques, first principles
in physics, standardised equations, algorithms, etc.

Item 2, this category is about how people and organisations
think and the reasons and positions they take based on their
interests and roles. This includes the involved assurance agent’s
values and independence from the developer.

Item 3 is about the social processes that advocate different
viewpoints, such as agreement among subject-matter experts
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on the suitability and correct use of methods for generating
artefacts and on how to think about those artefacts. This kind
of objectivity can be thought of as a form of inter-subjectivity
and is strengthened if the group consists of individuals with
different but relevant competencies. The content of standards
is a result of such agreements.
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Figure 8. Categories of objectivity.

An important activity in assurance is the generation and
collection of evidence through verification and validation
(V&V). V&V is described through two properties: 1) The
level of intensity in the V&V effort, and 2) the level of rigour
in the V&V effort [21]. V&V intensity is connected to the size
of the scope, the number of system artefacts investigated, and
the level of V&V involvement in each phase of the system
lifecycle. V&V rigour is connected to comprehensiveness and
thoroughness, leaving less room for logical inconsistencies and
contradictions in the results, that is, performed with different
levels of formality concerning techniques and documentation.
One useful metaphor describing the relationship and difference
between the two properties may be that increased V&V
intensity makes the mesh width smaller and smaller, while
increasing the V&V rigour means that each mesh is investigated
closer and closer.

The output from the V&V effort is the evidence representing
the system properties of interest, such as safety, reliability,
robustness and security. V&V intensity and rigour affect
the evidence properties [21] such as quality, capability, and
coverage.

Confidence is a result of the assessment of the strength of
justification and knowledge through the degree of objectivity.
Furthermore, through the V&V intensity and rigour, and the
resulting evidence properties. The assessment cannot be a
simple checklist, which results in a numerical score aggregated
as a simple sum or a single-dimensional category. The strength
of knowledge must be assessed in each particular project in
the context of a totality. That is, the strength (of knowledge)
is not a resultant property of the degree of objectivity (and
V&V), but emergent. Assessing the truthfulness (strength of

justification and knowledge) of claims made about emergent
properties in novel, complex safety-critical systems depends
on the judgement of experts in the relevant disciplines. It is
guided by the objectivity criteria described here.

This position does not preclude the use of quantitative or
probabilistic measures where they are epistemically justified
and appropriate; rather, it asserts that no single quantitative
score can substitute for expert judgement when assessing
the strength of knowledge concerning emergent properties in
complex safety-critical systems.

VIII. ASSURANCE CASE - A SYSTEMATIC WAY TO
REPRESENT KNOWLEDGE

The assurance case is a way to represent knowledge (Figure
9 and Figure 2). At its core, an assurance case consists of a
hierarchy of claims and arguments, including evidence that
substantiates those claims. The claims are equivalent to the
before-mentioned propositions, and the argument is equivalent
to the before-mentioned justifications. Moreover, claims can
be understood as a reformulation of system requirements. A
question may be how to lay out and organise arguments, which
is the topic of this section.

‘GENRATE

REPRESENT

PART OF

'PART OF 3

assurance case

:PART OF

SUBSTANTIATE
PART OF o e
SUBJECT MATTER

Figure 9. The assurance case represents the knowledge in an assurance effort.

One of the most recognised and influential argument schemas
is the one described by Stephen Toulmin in his 1958 book
”The Uses of Arguments” [22]. Toulmin’s motivation was to
create a richer format that better reflected how people argued
in reality, rather than the more formal and traditional format
consisting of premise and conclusion.

The argument layout consists of six elements [23]: Claim
(or Conclusion) (C), Data (D) (or Datum, Toulmin uses both
terms), Warrant (W), Qualifier (Q), Backing (B), Rebuttal (R)
(Figure 10).

In the simplest form, (D) may be some evidence that proves
that (C) is the case. The transition between (D) and (C) may
not be trivial, so a warrant needs to act as an inference licence
between (D) and (C); that is, (W) acts as a bridge between (D)
and (C). (W) may also be challenged, so a backing (B) may be
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Figure 10. General layout of an argument [23, p. 97].

needed to support (W), that is, why (W) holds. (Q) indicates
the strength of the step (i.e., strength of the “bridge”) from
(D) to (C). (R) indicates circumstances in which (W) may not
hold.

Although the elements of an argument described by Toulmin
are necessary aspects of an epistemic justification substantiating
a proposition or assertion, the schema, in its simplest form,
is insufficient for assurance of complex systems. The schema
needs to be expanded.

Firstly, in the assurance of complex systems, there are many
claims. System claims represent statements about the system
properties and its use. These requirements address many system
properties, including safety. Moreover, the claims must be
refined at several levels of abstraction (LoAs). The LoAs link
back to the LoAs connected to the systems approach and
foundationalism.

Secondly, although one of Toulmin’s key motivations was
to enable practical assessment of arguments” [23], he did
not discuss aspects of argument assessment in detail. Clearly,
when, e.g., a (top) claim is refined into two or more subclaims
with accompanying justification, assessing the strength of each
argument needs to be aggregated in some way to reflect
the confidence in the top claim. Moreover, each element in
the argumentation schema should be assessed, resulting in
a network of assessments across different elements of an
argument at different LoAs.

Several expanded argument schemas based on Toulmin have
been developed, such as Goal Structuring notation (GSN) [24]
and Trust-IT [25].

An assurance case organises these arguments systematically
and in a structured manner, and represents the knowledge
generated in the assurance (Figure 2). Different ways are
possible based on the various argument schemas, such as [24]
or [26]; both are compatible with [6]. A metamodel of an
assurance case may also be found in [27].

IX. STAKEHOLDER’S OBJECTIVES AND SYSTEM
REQUIREMENTS

Stakeholders hold objectives and pursue goals through
utilising the system; that is, they use the system for a reason. A
system’s mission is expressed as system requirements, which
are derived from these objectives.

The stakeholders may be users, developers, and bystanders
who have nothing to gain from the system but may be affected

by it. Through its legislation and standards, the government
represents stakeholders that cannot be consulted directly, such
as the natural environment, future generations, the general
public, children, etc. In such cases, conformance to standards
means meeting stakeholders’ objectives and interests.

Stakeholders need confidence that their objectives are ful-
filled or will be, or that a deviation from those objectives is
acceptable. Implicitly, stakeholders also hold the objectives
of being safe, secure, and treated fairly. These objectives
may not be directly linked to the reason for developing and
using the system in the first place (i.e., the mission). The
system requirements must incorporate such implicit objectives.
These kinds of system requirements can be termed mission-
supporting requirements, or non-functional requirements [28],
or even system constraints (Prof. Nancy Leveson terms this
’safety constraints”’; however, when expanding the scope of
such requirements to other system quality characteristics, they
can be termed as “’system constraints”.) [7] (Figure 11).
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Figure 11. Stakeholders hold objectives that determine the system
requirements.

In the context of assuring Al systems, mission-supporting
system requirements should be based on a set of ethical
principles, such as: [29].

Conflicts often arise between requirements directly related
to the mission of the system and the mission-supporting
requirements. Moreover, similar conflicts may also arise
between the objectives and goals of different stakeholders, and
even between different objectives of the same stakeholder (e.g.,
long-term vs. short-term goals). One understanding of ethics
is: ’the identification, study, and resolution or mitigation of
conflicts among competing values or goals” [30]. The assurance
effort should document the trade-offs made between competing
goals.

X. CONCLUSION AND FUTURE WORK

This paper has presented a comprehensive ontology for the
assurance of safety-critical systems, positing that assurance is
fundamentally an epistemic activity. The core thesis establishes
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knowledge as the central hub” of assurance; its systematic
generation and explicit representation are the primary means of
reducing epistemic uncertainty, which in turn builds justified
stakeholder confidence. We have demonstrated how stakeholder
concerns about potential loss are translated into system require-
ments and safety claims. These claims are substantiated by the
assurance process, which generates knowledge structured and
presented within an assurance case. The framework employs
the CESM metamodel as a foundational systems approach to
analyse the system behaviour and emergent properties, such
as safety, that these claims address. Furthermore, we have
introduced a multi-dimensional concept of objectivity as a
critical metric for evaluating the strength of this knowledge.
This metric ensures that the assurance effort is commensurate
with the level of system risk.

This work shifts assurance from a traditional, compliance-
focused approach to a more foundational and systematic
methodology. This ontological model provides a scrutable
and reasoned pathway for demonstrating a system’s safety by
clearly articulating the relationships between risk, knowledge,
and confidence. This pathway is particularly significant for
novel and complex systems, where established standards may
be inadequate, and a deeper justification of safety is required to
gain stakeholder acceptance. The framework offers practitioners
a structured methodology to connect high-level stakeholder
objectives directly to the evidence and arguments that form
the basis of a safety case.

The scope is intentionally focused on assurance as an
epistemic endeavour—the generation of knowledge to reduce
epistemic uncertainty. Consequently, we did not discuss other
vital risk management strategies in detail, such as altering
system design to mitigate consequences or reduce aleatory
uncertainty. Additionally, while the concept of objectivity
provides guidance, experts must ultimately assess the strength
of knowledge through a nuanced process that relies on
judgement rather than a simplistic quantitative measure.

Building upon this foundation, further work could focus
on operationalising the multi-dimensional objectivity metric
into practical assessment tools. Practitioners could then apply
the complete ontological framework to specific, challenging
domains such as autonomous systems or artificial intelligence.
A final valuable avenue for inquiry would be to investigate
methods for aggregating argument strength across multiple
levels of abstraction within a complex assurance case.

Ultimately, this paper provides a robust and coherent
ontology for building justified confidence in the safety of
complex systems. This approach offers a rigorous and de-
fensible foundation for the responsible design, deployment,
and operation of safety-critical complex systems by grounding
assurance in the systematic generation of knowledge.
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Abstract— Compliance with European standards now
constitutes an essential for machine safety. Today, the
integration of user safety is no longer regarded as a constraint,
but as a function that the system must fulfill and as a
responsibility shared by all stakeholders. However, the
persistence of numerous accidents reveals the boundaries of a
predominantly normative approach. This article presents an
analysis of the contribution of Virtual Reality (VR) as a
complementary tool for more effectively integrating human
factors and operator safety from the design phase onward. First
through a review of the literature, we demonstrate how VR
made possible to anticipate working situations, reduce residual
risks, and improve user-centered design. Subsequently, a
prospective investigation is proposed to identify courant
limitations of VR. Finally, we analyze the role of Artificial
Intelligence (AI), which could potentially address and overcome
these limitations.

Keywords-User Safety; Virtual Reality; Design Process;
Artificial Intelligence.”

L INTRODUCTION

User safety represents a big challenge in industrial
systems. Despite the application of European directives and
harmonized standards, statistics show a continued prevalence
of occupational accidents. In 2023, the EU recorded
approximately 2.83 million non-fatal workplace accidents,
while the number of fatal accidents reached 3,298 [1]. These
findings have led research efforts to focus on the early
integration of human factors into design processes. In this
context, VR has emerged as a key technology for overcoming
the limitations of traditional approaches based only on

Amadou Coulibaly
ICube — CSIP INSA of Strasbourg
Strasbourg, France
Email: amadou.coulibaly@insa-strasbourg.fr

standards [2]. The advent of Al has further strengthened the
potential of VR, enabling more advanced prevention
strategies and more accurate simulations of both technical and
human behavior.

In Section 2 user safety integration in design phase is
presented and risk assessment in Section 3. In Section 4 the
contributions of VR are presented and its limitations are
discussed in Section 5. Al potential contributions are proposed
in Section 6 before concluding in Section 7.

II.  INTEGRATION OF USER SAFETY FROM DESIGN PHASE

User safety is still not sufficiently integrated into the
design process of mechanical systems [3]. It is often addressed
late in the development cycle after the completion of CAD
models, primarily to comply with the technical requirements
of standards such as ISO 12100:2010 and EN 614.

European standards (Machinery Directive, ISO 12100,
ISO 13849) provide a structured methodological framework
for risk analysis. However, they are based on assumptions
about use situations that are often idealized and imagined by
designers. As a result, they struggle to represent real operator
activity, adaptive strategies, human variability, and contextual
constraints. These limitations partly explain the persistence of
residual risks after compliance has been achieved.

Moreover, industrial machines are becoming increasingly
complex, and it is difficult to account for all operating
conditions related to the environment or actual use due to their
high variability. This rapidly creates a gap between the way
designers envision system use—based on various simulations,
including those performed using VR—and the use actually
emerges in practice as shown in Figure 1.

Design Installation Operating
v nexpected
— | scenarios
omina
Designed
Operation Technical and Operational Phase:
(nominal, normal, Organizational Socio-Technical X
e Adaptation Adaptation VR-Simulated
s Scenarios

Figure 1.

Our involvement in this research problem aims to examine
the impact that the integration of VR had on the design process
of machines and industrial systems. Although standards are
not static and evolve over time to better address designers’

Evolution of the Gaps Between VR-Simulated Scenarios and the Real-Life System

needs, and although VR can facilitate their application, we
have observed that they are still predominantly applied during
the final stages of the design process. This late integration
tends to increase the complexity of the designed system
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(through the addition of sensors, barriers, etc.) and requires
cumbersome procedures, thereby increasing the operator’s
workload. Furthermore, existing standards insufficiently
address technological hybridity within a single system,
particularly as systems are likely to evolve throughout their
life cycle as shown in Figure 2.

After
Before Safe System
Stan@ardg Safety Measures
Application
Functional Functional
System System

Figure 2. Current Integration of Standards Viewed as Increasing System
Complexity

In general, a potentially hazardous phenomenon generated
by a technical solution is delimited within a zone according to
its nature. Depending on the phenomenon or phenomena
present, this zone may be defined in terms of surface area or
volume. This concept refers to any area inside and/or around
a system in which a person is exposed to a risk of injury or
adverse effects on health. Such a zone is generated, within a
working situation [4], by a system or a component while
performing a task or operating in idle mode.

The hazard zone can be identified at three levels:

e  The most elementary level, corresponding to the technical
solution that generates the hazardous phenomenon and
zones.

e The system level, which represents the “assembly”
dimension of technical solutions. At this level, hazardous
zones defined at the first level may be modified or may
even disappear. Figure 3 shows the effect of assembly
options on the size and position of hazardous zones

Technical
Solution 1

Hazardous
Zone 1

Hazardous Zone 2
Technical

Solution 1

Dimensioned
Hazardous Zone

Technical
Solution 2

Technical
Solution 2

Hazardous Zones at the Technical
Solution level

Hazardous Zones at the System
level

Figure 3. Dimensioned Hazardous Zones at the System Level

1. At the working situation level, the hazard zone does not
exist prior to the installation of the system but results
from the integration of the system at the site of use.

Crushing
Risk

I System U ’
|
| |

Figure 4. The Hazardous Zone in the Working Situation

Wall Moving

Componen

Range of Motion (Stroke)

Figure 4 shows installing a moving component in nearby a
wall may create a hazardous zone due to the risk of crushing
or trapping between the two systems, or between the moving
component and the wall.

III.  RISK ASSESSMENT

According to ISO 12100, risk Assessment is based on a
combined analysis of, on one hand, the severity of potential
harm and, on the other hand, the Frequency and duration of
exposure to the hazard, as well as the technical and human
Possibilities of avoiding harm. Figure 5 illustrates the
parameters required for risk Assessment. Risk analysis and the
selection of preventive measures have been detailed in [5].
The method enables designers and manufacturers to conduct
risk analyses based on operators anticipated or foreseeable
interventions, thereby identifying and implementing
appropriate preventive measures for hazardous situations.

Probability of Occurrence
Risk Severity of the Potential Harm
Frequency and Duration
of Exposure
Relatedto | = Of the potential + —
the harm that may Probability of Occurrence
considered result from the of a Hazardous Event
hazardous hazardous
phenomenon phenomenon under +
consideration Human Possibilities of
avoiding harm

Figure 5. Risk Assessment Elements according to ISO 12100

The method suggests examining each operator task,
operation by operation, in as much detail and concreteness as
necessary. It involves listing the tasks and then performing a
risk analysis by considering the various situations that could
lead to harm. The designer is expected to anticipate resulting
scenarios, including potential malfunctions, and to select
appropriate preventive measures.

IV. CONTRIBUTIONS OF VIRTUAL REALITY

First of all, we should note that VR is not a normative
method for risk assessment, but rather a tool that supports risk
estimation, integrated into the design process of a machine or
system.

VR has been widely used for the analysis and
improvement of safety in industrial and intralogistics systems
by integrating it into design, risk assessment, and training
processes [3]. The authors clearly indicate that VR serves as
a complementary or alternative technology to traditional
approaches:

1. Enabling Immersive evaluation of hazards and
countermeasures that are difficult to capture using
standards alone.

2. Enabling the simulation of realistic working situations
prior to machine manufacturing.

3. Offering the possibility of immersing operators,
ergonomists, and designers in interactive virtual
environments.

4. Facilitating the analysis of postures,
movements, visibility, and accessibility.

5. Also allowing the identification of hazardous scenarios
that are not anticipated by conventional normative risk
analyses.

gestures,

Courtesy of IARIA Board and IARIA Press. Original source: ThinkMind Digital Library https://www.thinkmind.org

Copyright (c) IARIA, 2026. ISBN: 978-1-68558-395-8

7



PESARO 2026 : The Sixteenth International Conference on Performance, Safety and Robustness in Complex Systems and Applications

As confirmed by [6], for existing working situations or
for the design of new situations that are highly similar to
existing ones, VR enables the simulation of degraded
conditions (fatigue, cognitive load, etc.), realistic contexts
(noise, reduced visibility, etc.), rare or hazardous events
(failures, human errors, etc.), and non-linear sequences of
actions. Real operating conditions, which are often excluded
from normative models, thus become observable, repeatable,
and measurable.

Reference [7] demonstrates that virtual environments can
be used to simulate operator activities while assessing
postural constraints and a variety of operational strategies.
This indicates that VR facilitates the examination of actual
behaviors (gestures, postures, etc.) under constraints, which
is critical for analyzing the gap between prescribed and real
work and for detecting emerging risks.

A. VR role in design process,

When integrated into the design process, VR becomes an
early validation tool. In [8], the authors analyzed the impact
of VR on the design process and proposed guidelines for its
integration. They emphasize that the potential of VR strongly
depends on human-centered approaches and thoughtful
methodological integration, rather than on systematic or
purely technological adoption. VR enables the testing of
different machine configurations, layouts, and procedures,
including emergent behaviors and complex contextual
situations. User feedback collected in virtual environments
contributes to refining the design before costly physical
prototyping phases. This approach reduces late design
iterations and enhances the robustness of the design from a
safety perspective.

VR also plays a significant role in modeling and
simulating user behavior around the designed system. In
certain cases, when the expected performance is not
achieved, VR allows designers to question the initial design
assumptions and to identify the need for modifications. While
VR can influence and support the evolution of Computer-
Aided Design (CAD) models, this influence is not automatic
in all cases. Rather, VR primarily serves as an immersive
evaluation and feedback tool that guides design changes. By
immersing designers and users in full-scale 3D CAD models
with natural interactions, VR makes ergonomic, safety, and
accessibility issues visible—issues that are not always
detectable through conventional screen-based reviews or 2D
inspections.

VR enables the simulation of actual system use by
incorporating human variability (body size, reach, etc.), co-
activity with other operators, and realistic environments
(lighting conditions, obstacles). Observations made in VR
provide actionable insights that can be used to adjust CAD
models prior to physical prototyping. So, issues identified in
VR can be annotated and directly communicated to the design
team, thereby creating a feedback loop toward the CAD
model [9]. In some software environments, it is possible to
generate collision markers, ergonomic constraints, or
physical limitations. The authors in [10] noted that VR and
digital human modeling are commonly employed within the
context of Industry 4.0 for ergonomic assessment. However,

their application remains limited when it comes to evaluating
physical ergonomics across the various phases of product
development. In their study, the authors propose a set of
design guidelines that integrate VR and digital human
modeling in order to anticipate physical ergonomics
evaluations of assembly processes while the product is still
under development.

B. VR role in risk assessment

VR also plays a significant role in risk assessment,
notably through the following contributions:

1. Identification and characterization of hazardous
situations: VR enables the simulation of normal,
foreseeable, and degraded use scenarios by visualizing
human—machine interactions. This makes it possible to
reveal hazardous phenomena related to kinematics,
accessibility, and actual operator gestures. As a result,
VR enriches the identification of hazardous zone and
hazardous situations, which constitutes a prerequisite for
risk assessment. In [11], the authors found that VR-based
risk assessment constitutes a robust and effective
alternative to traditional document-based or CAD-based
approaches.  Although  differences in  hazard
identification were observed between simple and more
detailed virtual models, the overall risk evaluation
outcomes remained largely comparable across model
complexities. Based on their results, the authors
recommend a progressive increase in model fidelity
throughout the different phases of machine development,
enabling risks to be identified in an economically and
operationally efficient manner.

2. Contributions to risk assessment process:

a) Severity of harm. VR helps to understand where and
how the human body is exposed by visualizing impact,
crushing, or shearing zones. It also allows comparisons
of potential severity across different design concepts.

b) Frequency and duration of exposure. VR makes it
possible to simulate task repetitiveness and to observe
the actual time operators spend in hazardous zones.
Different operational scenarios (production, adjustment,
maintenance) can be tested, leading to a more realistic
assessment of human exposure to hazards.

¢) Possibility of avoidance of harm. One of the major
contributions of VR concerns the evaluation of
avoidance possibilities. By visualizing available reaction
times, escape paths, and constrained postures or human
reflexes, VR enables a concrete assessment of avoidance
potential—an aspect that is often poorly evaluated using
drawings or static representations.

3. Comparison of design concepts: VR allows multiple
solution architectures to be compared in order to estimate
which design generates fewer hazardous zones, reduces
exposure, and facilitates avoidance.

Although VR does not directly produce a normative risk

level, it provides observations and usage scenarios, either

anticipated by designers or derived from real work situations
involving similar systems or machines. These elements
support technical arguments that are subsequently formalized
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within the ISO 12100 risk assessment framework to guide
design choices and risk reduction measures. Consequently,
through the use of VR, risk assessment evolves from a purely
documentary requirement into a decision-support tool for
conceptual design.

V. CURRENT LIMITATIONS OF VR

Despite the strong contributions of VR to improving the

performance of socio-technical systems, several recent
scientific studies confirm that VR still faces substantial
technical and economic barriers. These include limited
hardware performance, high equipment and development
costs, stringent technical requirements for integration and
practical use, as well as constraints related to accessibility
and maintenance. In the following, we discuss the current
limitations of VR manifest at twelve levels detailed in the
next 12 points :

1.

Limitations related to VR itself and its use: [12]
conducted a systematic review analyzing the use of VR
(and Augmented Reality) for hazard detection and
prevention.  Their  review  highlights  several
methodological and technological limitations in current
VR-based hazard recognition applications, including the
lack of realistic scenarios, insufficient contextual
learning, limited validation of results, restricted dynamic
behavior of simulations, and persistent technological
issues. These findings indicate that, although VR
demonstrates strong potential in training, simulation, and
design, such limitations continue to hinder its
widespread adoption and generalization, particularly in
industrial and safety-critical environments.

Limitations related to the maturity of design concepts:
VR models used in early design phases are often
incomplete or approximate. At upstream stages of the
design process, kinematics are frequently hypothetical,
velocities, masses, and inertias are not yet defined; and
the materials and energy flows involved remain
unknown or unquantified [13]. Under such conditions,
VR may create an illusion of risk control, potentially
masking unmodeled hazards such as vibrations, fatigue,
or component failure. Consequently, while VR can make
certain hazards visible, it cannot reliably quantify their
severity, leading to possible underestimation of risk.
Limitations arise from the nature of risk assessment
methods themselves: This is particularly evident in the
qualitative treatment of harm severity, as real physical
energies are often unknown during early design stages.
The underlying physical dynamics and real-world energy
levels are often unknown or insufficiently modeled at
these stages [6]. The authors, demonstrate that although
RV and virtual environments can be immersive and
interactive, the fidelity of perception, movement, and
physical relationships is constrained by current
technologies. In other words, even when a hazardous
situation is represented, the simulation does not
necessarily reproduce the physical mechanisms, forces,
energies and impacts that determine the actual severity
of an accident. Additional challenges include the lack of

realistic or contextualized scenarios and insufficient
validation of results, which further limitations the
reliability of VR-based risk assessment.

Limitations concern the integration of VR into the design
process. During the early stages of product development,
when such physical parameters are not yet fully defined
or available. Strand [14] emphasizes that, VR
environments often lack sufficient realism and functional
depth to support detailed design tasks, particularly when
accurate representation of physical interactions and
energy levels is required. In [15], authors further argue
that technical constraints directly influence how VR can
be positioned within the design process, explaining why
it remains complementary rather than substitutive. In
[13], a systematic review of 49 papers emphasizes that
although VR is used for certain design tasks, there is still
no consensus or clear guidance on how to effectively
apply VR during the conceptual design phase. This
reflects the difficulty of handling immature or
incomplete conceptual models in early design stages.
They conclude that VR has not yet demonstrated a
consistent and validated capability to manage such
uncertainties. Similar conclusions are reported by [16],
who  highlight persistent challenges, including
difficulties in assessing VR effectiveness during
conceptual design, the lack of agreed-upon metrics for
its use, and discrepancies between promising results and
studies questioning its generalized effectiveness.
Limitations exist in capturing real work and actual user
activity. Reference [17] describes an activity-centered
ergonomic approach that distinguishes prescribed work
from real work and emphasizes the analysis of real
operational strategies. While this perspective strongly
justifies the use of VR for activity analysis, it also
highlights the difficulty of fully reproducing real
gestures, adaptations, and decision-making processes in
virtual environments.

Human and cognitive limitations affect VR-based
evaluations. The perception of danger is subjective, and
users may under- or overestimate risks depending on
their expertise (expert versus novice). Extreme postures
and compensatory strategies are often poorly anticipated.
As a result, VR cannot guarantee homogeneous and
objective risk evaluations. Reference [18] shows that VR
alters functional body size perception and perceived
distances due to sensorimotor distortions inherent to
immersive systems (vergence, accommodation conflict).
Reference [19] similarly demonstrates that spatial
perception in VR is not strictly equivalent to reality,
introducing depth and distance biases that can affect
design decisions where spatial precision is critical.

The representation of the human body in VR is not
neutral. Standardized anthropometries, idealized
gestures, or the absence of real fatigue influence how
users perceive hazards. In [20], the authors show that
avatar morphology affects perceived affordances, while
[21] demonstrates that manipulating virtual body size or
shape (body ownership illusion) alters distance
perception and motor judgments. Such biases have direct
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implications for the evaluation of hazardous zones and
safety distances.

8. Normative and regulatory limitations are substantial. VR
cannot be considered proof of conformity, as standards
such as ISO 12100 require formal analyses (FMEA,
structured risk assessment, etc.). Consequently, VR
results must be translated into normative frameworks. In
[22], the authors analyze safety and privacy risks
associated with XR technologies and argue for proactive
regulation, highlighting the absence of harmonized
standards addressing the intrinsic or extrinsic safety of
VR systems in industrial contexts.

9. VR does not compute a regulatory risk level and cannot
replace severity—frequency—avoidance matrices. It
neither certifies compliance nor substitutes formal risk
calculations. The European Parliament report on virtual
worlds [23] underscores unresolved issues related to
safety, responsibility, and legal frameworks. Reference
[24] further shows that only a small proportion of VR
safety studies rely on solid theoretical or normative
foundations, and that standardized performance criteria
and long-term evaluations are largely lacking.

10. Certification-related limitations remain critical. VR
cannot be used to certify performance levels required by
ISO 13849, as reliability calculations (MTTFd, DCavg,
CCF) and documented validation activities remain
indispensable. The standard does not recognize
simulation alone as sufficient evidence for achieving
required performance levels of safety-related control
systems.

11. Economic and technical limitations constrain adoption,
particularly for small and medium-sized enterprises. The
combined costs of 3D modeling, usage scenario
development, safety expertise, and VR implementation
often result in limited return on investment. Technical
challenges include limited interoperability between VR,
CAD, and risk analysis tools, frequent updates, and the
lack of automatic CAD model modification in most
traditional systems. Although integrated platforms such
as digital twins and immersive CAD environments
(Siemens NX VR, Dassault 3DEXPERIENCE,
Autodesk VRED) offer partial solutions. References [25]
and [26] confirm that hardware limitations, high costs,
interoperability issues, and user discomfort remain major
obstacles.

12. Finally, immersive VR can have adverse effects on users.
Reference [27] shows that even short immersive VR
sessions can induce postural instability, disorientation,
blurred vision, and nausea in vulnerable populations.
More recent studies [28] and [29] report cybersickness,
increased physiological stress markers, and decreased
cognitive performance following prolonged VR
exposure, indicating persistent effects that limit its use
for precise or extended tasks.

In summary, a VR simulation constitutes a socio-technical
system combining digital models, usage scenarios, and
immersive human interaction to explore and analyze
situations before they physically exist. While VR enables
early anticipation of design and safety issues, it does not

replace safety engineering practices or normative risk
analysis, but rather complements them.

VI.  ARTIFICIAL INTELLIGENCE CONTRIBUTIONS

VR has demonstrated significant potential for improving
the integration of human factors and safety in the design of
industrial machinery. However, as discussed in previous
sections, VR presents several current limitations that reduce
its effectiveness in early design phase and risk assessment.
Artificial Intelligence (AI) offers targeted solutions to
address these current limitations, enhancing VR’s predictive,
generative, and evaluative capabilities. Reference [30]
highlights that, in high-risk training contexts, the integration
of Al with VR significantly enhances the predictive,
generative, and evaluative capabilities of VR-based
simulations. So, Al could contribute to mitigate the ten key
VR 1 current limitations cited above. In the following, we
present the the nine identified potential contribution of TA.

1. Immature Models in the Conceptual Phase: To address
models’ limitations, Al could contribute to developpe
predictive models based on machine learning and
probabilistic reasoning. These models can estimate
plausible ranges for velocities, masses, and inertias using
historical databases of similar systems (case-based
reasoning). Bayesian approaches could allow
uncertainty to be explicitly modeled, generating risk
envelopes rather than single-point estimates [31].
Additionally, Al could automate labor-intensive tasks
such as scenario generation, collision detection, and
postural analysis, reducing dependence on human
expertise. These approaches enable a transition from
deterministic simulations to informed, uncertainty-aware
VR simulations, making VR scalable and more
applicable in industrial contexts, including SMEs.

2. Difficulty in Quantifying Harm Severity: To address this
boundary, Al Contribution manifest by coupling Al with
biomechanical models allows the estimation of indirect
harm indicators, such as probable impact zones, applied
forces, and likely injury scenarios [32]. Learning from
accident databases links geometric configurations to
expected severity levels. So, Al could transform
immersive observation into reasoned severity metrics,
providing actionable data for risk evaluation.

3. Lack of Realistic and Contextualized Scenarios:
Although VR scenarios may involve automated
animations or scripted behaviors, they are most often
manually designed at a conceptual level. The selection of
situations, events, and interactions is typically driven by
expert assumptions rather than generated autonomously
by the system., failing to account for rare events, human
errors, or co-activity, Al techniques such as
reinforcement learning and automated planning can
generate realistic, context-aware scenarios, including
extreme or non-intuitive sequences that designers may
overlook [33]. This could evolve VR from an illustrative
tool to a generative and exploratory environment,
expanding the scope of risk analysis.

4. Difficulty Integrating VR into the Design Process:
Although guidelines exist for integrating VR into the
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design process [8], industrial adoption remains
heterogeneous. Al could function as a meta-decision
layer, linking VR, CAD, and risk assessment workflows.
Recommendation systems could suggest optimal VR
interventions based on design maturity and development
stage. So, Al could enable systematic integration of VR
into the design process, enhancing coordination rather
than supporting isolated applications.

Incomplete Representation of Real Work: While VR
struggles to replicate real operator strategies and task
variability, Al could learn from field data (videos,
sensors, industrial log, etc.) to model real operator
behaviors. Behavioral Al could simulate diverse profiles,
accounting for expertise level, fatigue, and stress. So, VR
simulations could become more accurately reflect real-
world operations, bridging the gap between prescribed
and actual work.

Human Subjectivity and Cognitive Biases: Hazard
perception naturally varies across users, which can lead
to inconsistent risk assessments in VR alone. By
integrating Al, VR can be enhanced with quantitative
indicators—such as exposure time, minimum distances,
and joint angles—providing additional insights to
support evaluation. Al can help identify potential
perceptual biases and highlight critical aspects of
operator behavior, strengthening the objectivity and
reliability = of = VR-based  assessments  while
complementing expert judgment.

Lack of Regulatory Recognition: VR alone cannot serve
as proof of compliance with standards. However; Al
could translate VR observations into structured,
traceable normative arguments aligned with ISO 12100
and other regulations, supporting formal risk analyses.
So, Al could act as a bridge between VR insights and
regulatory frameworks, complementing but not
replacing formal requirements.

Inability to Certify Safety Functions (ISO 13849):
because VR cannot substitute for reliability calculations
required for certification. the use of Al could prioritize
critical safety functions for detailed analysis and detect
risky system architectures early, guiding subsequent
certification efforts to facilitate informed decision-
making during certification planning without replacing
formal compliance processes.

VR significant technical and economic burdens:
Implementing VR in industrial design and safety
assessment is resource-intensive, requiring substantial
hardware, software, modeling, and expert personnel to
create realistic scenarios, detect collisions, and evaluate
operator postures. Al can mitigate these technical and
economic burdens by automating time-consuming tasks,
such as scenario generation, collision detection, and
postural analysis. Machine learning and procedural
generation methods can create a wide variety of realistic
operational scenarios with minimal human input, while
Al-driven algorithms can identify potential hazards
automatically. This reduces reliance on highly
specialized personnel and accelerates the evaluation
workflow. As a result, VR becomes more scalable and
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industrially applicable, particularly for small and
medium enterprises that have limited resources. By
lowering labor costs and increasing the throughput of
VR-based analyses, Al enhances the return on
investment and facilitates broader adoption of VR for
safety and design purposes.

These non-exhaustive identified potential contributions of

Al need more explication about how they could be applied,
to be verified an validated.

VII. CASE STUDY

This case study considers the early design phase of a semi-
automated industrial packaging machine. The objective is
to show how VR supports early safety assessment and how
Artificial Intelligence (Al) can enhance current
limitations.

Step 1: VR-Based Safety Assessment

A VR environment is created from preliminary CAD
models, enabling immersive simulation of operator—
machine interactions. Designers and safety engineers can
explore operating and maintenance scenarios, identifying
hazards such as collision risks, poor visibility, or non-
ergonomic postures. This approach enables: early
detection of safety and ergonomic issues, improved
collaboration between stakeholders, and iterative design
refinement at reduced cost. However, limitations persist:
operator behaviors are often predefined, scenario coverage
is limited, and risk assessment relies heavily on expert
judgment.

Step 2: Al Contributions: in this case Al can be introduced
to enhance VR-based safety assessment in three key areas:
1- Scenario Generation: Machine learning techniques can
automatically generate diverse operating conditions,
including rare or unexpected situations (e.g., abnormal
machine states or emergency interventions). This
improves the coverage of risk analysis beyond manually
defined scenarios.

2- Behavioral Realism: Al models enable more realistic
simulation of operator behavior by incorporating
variability, reaction times, and non-ideal actions. This
allows better representation of real-world human—machine
interaction.

3- Risk Identification Support: Al can analyze interaction
data within the VR environment to detect hazardous
patterns, such as repeated proximity to dangerous
components or unsafe sequences of actions. This supports
systematic and data-driven risk identification.

Step 3: Linking VR and AI techniques: Al techniques,
particularly in natural language processing, may assist in
interpreting safety standards and linking them to design
features. In this case, such tools could help identify
applicable requirements and guide early design decisions,
reducing the risk of non-compliance.

We could note that the combined use of VR and Al enables
a more proactive approach to safety integration by shifting
risk assessment to earlier design stages. Key benefits
include improved hazard detection, increased scenario
diversity, and enhanced decision support. However,
challenges remain, including the need for high-quality
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training data, integration into existing design workflows,
and validation of AI outputs in safety-critical contexts.
Therefore, the approach should be seen as complementary
to traditional safety methods rather than a replacement.
This case study demonstrates the potential of combining
VR and Al to enhance early operator safety assessment in
industrial machinery design. While conceptual, it provides
a realistic illustration of how these technologies can
improve current practices and supports future work toward
implementation and validation.

VIIL

VR represents a significant lever for enhancing the
integration of human factors and operator safety in the design
of industrial machinery. Complementing European
standards, VR enables better anticipation of real work
situations and reduces residual risks. While it does not
replace regulatory frameworks, VR allows concrete
verification of preventive measures defined through
normative risk assessment and introduces an experimental,
human-centered dimension that strengthens both functional
compliance and user acceptability.

The systematic integration of VR into design processes
offers a promising avenue for more proactive, user-centered
safety. However, the limitations identified—technical,
methodological, human, and regulatory—highlight the need
for further research to mitigate these constraints. In
particular, the integration of AI could enhance VR by
generating and analyzing a wider range of usage scenarios,
including hazardous situations, thereby supporting more
comprehensive risk assessment.

Future developments combining VR, advanced digital
models, and Al offer the potential for dynamic and predictive
risk evaluation. By incorporating human variability and real
operating conditions, these approaches can further improve
accident prevention and reduce work-related musculoskeletal
disorders at the earliest stages of design. In future work, such
advancements will be positioned VR/AI as a critical tool that
need evaluation and validation for the next generation of
human-centric, safe industrial systems.

CONCLUSION ET FUTURE WORK
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Abstract—This paper presents a methodology to assess the
safety of Unmanned Traffic Management (UTM) systems, not
sufficiently addressed in the current state-of-the-art, using the
concepts of the Specific Operations Risk Assessment
methodology (i.e., SORA). This enables a smooth transition
from traditional safety assessment frameworks to the new
Unmanned Aircraft Systems (UAS) paradigms.
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L INTRODUCTION

Operations executed with UAS are gaining more ground
recently, with more complex airborne and ground systems
and more diversified operational scenarios. This important
growth of the UAS traffic implies, among other
consequences, a growing safety risk that should be assessed
and mitigated appropriately. For this purpose, several
regulations were released around the world to define the
rules and procedures required to ensure the safety of UAS
operations. In addition, the SORA methodology was issued
by JARUS (Joint Authorities for Rulemaking on Unmanned
Systems) to provide UAS operators with a methodical
framework to assess the safety of their operations. It can be
observed, on the other hand, that the current state-of-the-art
does not address sufficiently the safety of UTM services
used to plan, deconflict, validate UAS flight requests prior to
their execution, and also to launch the UA and ensure its
safety during the flight. UTM services can be identified
today as a real source of risk for UAS operations. In fact,
such systems have a criticality proportionate to the safety
risks of the UAS operations they support, as their
malfunctioning can affect the safety of those operations.
Consequently, the manufacturers of such systems should
perform safety risk assessments in order to ensure the
management of these risks. Yet, no adapted guidance is
provided today to support this need. Concretely, UTM
system manufacturers need to:

e determine the level of safety risk for their system,

e determine the level of development assurance (i.e.,
the level of industrial development rigor) for their
system,

e and ensure a proportionality between the level of
development assurance and the level of safety risk,
in order to avoid oversized or undersized objectives
of development assurance.

Fateh Kaakai

Thales Research and Technology (TRT),
Palaiseau, France
e-mail: fateh kaakai@thalesgroup.com

This can be challenging considering the operational
specificities brought by the context of UAS operations,
compared to traditional manned air traffic and other safety-
related industries. Hence, traditional safety assessment
methods (including non-specific methods) cannot be used
directly and should be adapted to this new operational
context.

To respond to this need, this paper proposes a
methodology to assess the safety of UTM services and
allocate commensurate safety risk levels according to the
safety risks of the UAS operations they support. To achieve
this goal, this paper integrates traditional safety assessment
principles (e.g., Functional Hazard Analysis FHA) with the
concepts of the SORA.

In the detail, the first contribution of this paper is the
establishment of a severity matrix that defines the relevant
operational aspects to evaluate (i.e., effect on people on the
ground, manned aircraft and UAS crew), and the severity
levels to consider for each of them. This step contributes to
the specification of the operational environment of the
system.

The second contribution of this paper consists of the
development of transfer functions that associate the risks of
UAS operations (represented by the SORA V2.5 risk
metrics ARC, GRC and SAIL) to the commensurate
severity levels. The resulting transfer functions will be used
as part of the safety risk assessment of the system.

Finally, the last contribution of this paper consists of the
validation of this methodology through its application on a
real industrial use case.

As described, the proposed methodology is intended to
enable a smooth transition from traditional safety risk
assessment frameworks to the new UAS paradigms
introduced by the SORA. In addition, this methodology
helps UTM system constructors in fulfilling the regulatory
requirement of demonstrating the safety of UTM systems, as
in the regulation (EU) 2021/664 for instance.

In the following, the paper analyses first the state-of-the-
art on the methods applicable to the context of UAS
operations (in Section II), then describes the proposed
methodology to assess the safety of UTM services (in
Sections IIT and IV). An application of the methodology on
an industrial case is presented after that (in Section V), in
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addition to a discussion of its benefits and limitations (in
Section VI).

II.  STATE-OF-THE-ART ANALYSIS

Considering the various profiles of stakeholders related
to UAS operations, various methods are available in the
literature and regulations to answer their needs in terms of
safety assessment. This section presents those methods and
exposes their different intents and perspectives, in addition
to discussing their potential applicability to the safety
assessment of a UTM system.

A. SORA and Other Operation-Centred Risk Assessment

Methods

The current regulations in The European Union (EU),
The United States of America (USA) and other countries
allocate to UAS operators the responsibility of
demonstrating the safety of their operations, with the
conduct of safety risk assessments that can be described as
operation-centred for their scope and vision. The SORA is
one of the few methodologies available currently in the
literature that fill this need.

The SORA methodology is developed by JARUS,
providing guidance for the UAS operator on how to evaluate
and conduct a UAS operation in a safe manner. The
European regulation (EU) 2019/947 presents the SORA as
an acceptable means of compliance with Article 11 of the
UAS Regulation (EU) 2019/947, which requires the conduct
of safety risk assessments on UAS operations.

In accordance with its operation-centred perspective, the
SORA aims at assessing the safety risks to which the UAS
operation is exposed. For this, the SORA introduces the
hazard of losing control over the UAS operation to represent
its safety risk. The outcome of this hazard is related to the
risk of a mid-air collision with a manned aircraft, the risk of
a person struck on the ground and the risk of causing
damage to critical infrastructure. While the risk of damage
to critical infrastructure is not addressed by the SORA, the
air and ground risks are represented respectively by The Air
Risk Class (ARC) and The Ground Risk Class (GRC). The
SORA starts with assessing the air and ground risks, in the
case of a loss of control over the UAS operation using the
ARC and GRC. When these are considered as unacceptable,
the SORA defines a set of requirements to reduce the
probability of losing control over the UAS operation. This is
achieved by reducing the probability of malfunctions of a
UAS operation that can cause this hazard. The design of the
UA, human errors of the remote crew, operational
procedures or external systems supporting the UAS
operation are identified in the SORA as possible sources of
this hazard and can be consequently subject to a set of
requirements to robustify them.
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Figure 1. Risk Model for UAS Operations in The SORA

Figure 1. presents how these elements constitute the risk
model for UAS operations of the SORA.

B.  Airspace Risk Assessment Methods

The MEthoDology for the U-Space Safety Assessment
(MEDUSA) is a method provided by the CORUS team
(Concept of Operation for EuRopean UTM Systems) to
address the need of assessing the safety of U-space
airspaces. The MEDUSA relies on the SESAR Safety
Reference Material (SRM) where safety assessment
includes both a failure approach and a success one. In the
context of U-space, this enables the assessment of U-
Space’s negative effect on the risk of an accident (failure
approach), but also the positive contribution of U-Space to
aviation safety (success approach).

The MEDUSA uses a holistic approach for the U-space

safety assessment, incorporating both the operator and the
airspace perspectives of U-space service provision, and the
interoperability of these with manned Air Traffic
Management (ATM). For this, the MEDUSA takes into
account the outputs of the SORAs performed on the UAS
operations expected in the U-space. These elements are
integrated as a result in a single U-space safety assessment
to obtain a unified airspace viewpoint.
The MEDUSA can also, on the other hand, recommend or
require changes to be applied on the UAS operations
expected in the assessed U-space, which results in changes
in the SORAs.

More information on the MEDUSA is provided in [14]
and [15].

C. Generic Risk Assessment Methods

To assess safety risks in more generic contexts, several
methods are described in the literature and have been used
traditionally for this purpose. Considering that the method
presented in this article is applicable mainly to safety
assessment methods that evaluate hazard severities, this
section focuses on this type. As its title may indicate, this
type of methods identifies failures at the level of the
analysed scope and analyses their propagation and their
potential effects and severities on the next higher level(s).
Based on the targeted objectives of the analysis, these
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methods can be employed on different levels of a system
(e.g., piece-parts, functions, black-box, etc.).

In opposition to the MEDUSA and the SORA, traditional
risk assessment methods are designed to be generic and
applicable to different operational contexts.

In the context of safety assessments that evaluate hazard
severities, the literature today contains mainly the Failure
Mode and Effect Criticality Analysis (FMECA) proposed
by the National Aeronautics and Space Administration
(NASA) for space program hardware reliability [44], and
the Functional Hazard Analysis (FHA) presented in the
aeronautical safety process in ARP4761 [12].

D. Applicability of Risk Assessment Methods for UTM

Systems

As afore explained, the intent of the SORA does not
cover demonstrating the safety of UTM systems. It cannot
therefore be used alone to fulfil this need, and a generic
safety risk assessment should hence be conducted for this
purpose. However, the SORA prescribes, when needed, a
set of requirements on those systems and any other elements
of the UAS operation to prevent a potential loss of control.
Accordingly, to prevent the failures of UTM systems that
may cause a loss of control, the SORA provides the
Operational Safety Objective OSO#13: “External services
supporting UAS operations are adequate for the operation”.
This OSO should be met with a level of integrity (i.e., safety
gain) and a level of assurance (i.e., method of proof), which
both must be proportional to the risk of the UAS operation.
Therefore, this OSO with its required levels of integrity and
assurance are provided as inputs for the UAS operator to
determine the need to perform a safety risk assessment on
UTM systems.
On another level, the SORA presents an interesting method
to assess the final outcomes of unsafe UAS operations in the
air and ground, through the metrics ARC and GRC. These
ones can be provided as inputs for the safety risk assessment
of a UTM system. This use is possible assuming that the
safety impact of such systems can vary based on the
intrinsic risk of the UAS operations they manage.
In addition, it is important in the safety risk assessment of a
UTM system to consider the operational assumptions and
the mitigation means used in the SORAs of the UAS
operations it manages. On one hand, this enables to retain
the same ConOps studied in the operation SORAs and avoid
thus inconsistencies between the SORAs and the safety risk
assessments of UTM systems. On the other hand, the
mitigation measures taken by the UAS operators (in their
SORAs) can have a potential mitigation gain in the safety
risk assessments of those systems.

Assumptions, safety requirements

- 0S0 #13 and required assurance
and integrity
- Safety risks of UAS supported
operations (ARC/ GRC)
- Assumptions, mitigations/ requirements y

Operator-Centred Safety Assessment of A
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Figure 2. Link between The SORA and Safety Assessments of UTM
Systems

As far as MEDUSA (and potentially other airspace safety
assessment methods) is concerned, this assessment uses the
outputs of SORAs to incorporate the operator perspective.
In addition, if safety assessments of UTM systems in the
assessed U-space are available, the MEDUSA is expected to
take into account the results of those assessments. In fact,
this enables to retain the operational use assumed for those
systems, but also take advantage of the used mitigation
measures. In the other way around, the MEDUSA may
allocate requirements or recommendations to some UTM
systems and/or to other operation elements. These would
therefore result in potential changes to be considered in the
SORAs and the safety assessments of the concerned
systems.

Figure 2. represents the interfaces between the risk
assessment methods, when applied in a context of UTM.

E.  Summary of the State-of-The-Art

The UAS-related risk assessment methods available in
the current state-of-the-art present little work on the safety
assessment of UTM systems. Even less work is provided on
methods that employ the concepts of SORA for assessing
the safety risks of UTM systems. To address this need, this
paper defines a safety methodology with the purpose of
using the SORA concepts in the context of traditional safety
risk assessment methods like FHA and FMECA.

III.  METHODOLOGY RATIONALE

A.  Impact of UTM Systems on UAS Operations

Various types of UTM systems can be distinguished,
based on the operational phase of the UAS operation where
they interfere. Some examples of such systems can be used
in the pre-flight phase, i.e., before the execution of a UAS
operation, notably for verifying the safety of that planned
execution, authorising and preparing it. On the other hand,
other systems can support UAS operations during their
execution, i.e., in their in-flight phase, to ensure their safety.

Independently from the operational phase where such
systems may interfere, the performed activities that rely on
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them can have a potential impact on the execution of the
concerned UAS operations. Consequently, the failures of
those systems, while used to support UAS operations, can
potentially have an impact on their execution as well.

In the concrete, if the failure of a UTM system can
potentially, by definition, affect the execution of UAS
operations and is not mitigated at an early stage, this one
can result in an unsafe execution of the UAS operations that
use the failing system service. An unsafe execution of a
UAS operation takes place in the form of a direct exposition
to its air and ground risks, with a compromised or annulled
mitigating effect of the mitigation means that could reduce
those risks.

In fact, when planning a UAS operation and assessing its
safety, the UAS operator may eventually support it with one
or many tools (e.g., operational procedures, systems) to
reduce its estimated air and ground risks to an acceptable
level. When a failure of a UTM system occurs, the
efficiency of all the used mitigation means possessing
dependencies with this one will be potentially impacted. In
addition, if the occurring failure induces the execution of a
UAS operation in conditions that are different from its
initial plan, this can weaken the efficiency of several
mitigation means or even devalue their use as their
mitigating effect was assessed in accordance with the
initially planned conditions. Therefore, a failure of a UTM
system can compromise or annul the efficiency of those
mitigation means, which implies that the UAS operations
will be exposed to their initially unmitigated air and ground
risk levels (see Figure 3. ).

Based on that, the air and ground risk levels of a UAS
operation are the characteristics to consider when assessing
the safety impact of a failing UTM system, as it directly
affects the severity of its outcome.

i Arand Ground Risks o oo 0
i of The UAS Operation |
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ut
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Figure 3. Propagation Scheme of Failures for UTM Systems

The ground risk of a UAS operation is the risk of a
person on the ground struck by the UA, while the air risk of
a UAS operation can be either the risk of a mid-air collision
with a manned aircraft or with another UA. The risk of
collision between UAs is excluded from the scope of the
presented process. Consequently, the application of this
process should be complemented with additional tools to
cover this type of risk.

In what follows, the air risk refers to the risk of collision
between a UA and a manned aircraft.

B.  Use of SORA Concepts for UTM Systems Safety

It is hence clear that, in order to determine the
appropriate severity level to associate to a similar scenario,
it is first necessary to have an adequate method to define the
air and ground risks and to determine their possible levels.

In this perspective, the ARC and GRC, introduced by the
SORA, are estimated to provide a suitable representation of
the air and ground risks to meet this need. As defined by the
SORA, the ARC relates to the risk of a mid-air collision
with a manned aircraft, and the GRC relates to the risk of a
person on the ground struck by the UA (in the case of a loss
of UAS control with a reasonable assumption of safety).

The ARC and GRC metrics and the matrices and
procedures that are established to determine their values
represent an efficient set of tools to express the variance of
the level of risk of a UAS operation. In contrast to risk
models based on continuous functions, the proposed ARC
and GRC definitions furnish a finite number of risk classes
covering the different possible risk degrees (i.e., low,
medium and high risks). This discrete level distribution
enables a simple association of ARC and GRC classes with
severity levels. Furthermore, the ARC and GRC classes are
defined using concrete parameters, which induces more
facility to evaluate the safety impact represented by each
ARC or GRC class and to associate it with the most
convenient severity level. In addition, as the SORA is
endorsed by the European Union Aviation Safety Agency
(EASA) as an acceptable means of compliance with Article
11 of the UAS Regulation (EU) 2019/947, the ARC and
GRC metrics are used for UAS risk assessments in different
parts of the world, including the European Union (EU) and
other countries that choose to follow European UAS
regulations. Finally, these metrics are simple to use for they
can be used independently from any software tools.

The cited elements make the ARC and GRC metrics a
good choice to characterise the risks related to unsafe
executions of UAS operations and to contribute to
characterising the criticality of systems supporting them as a
result.

C. Applicability of Methodology

As designed, the proposed methodology is applicable
mainly to safety assessment methods that evaluate hazard
severities. This includes methods like the FMECA and the
FHA.

In addition, two types of risk related to UA operations
will be addressed as part of this paper, in accordance with
the SORA methodology. First, the “air risk” of a UAS
operation will refer to the risk of a mid-air collision between
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the UA and a manned aircraft. Secondly, the “ground risk”
of a UAS operation will refer to the risk of causing physical
harm to people on the ground, due to a collision with the
UA. The risk of collision between UAs will be excluded
from the scope of the presented process, and its potential
safety consequences in the air and on the ground will not be
considered in the assessment of the “air and ground risks”
introduced earlier.

On another note, the « ground risk » in this article will
not include the risk of a noise impact, privacy concerns or
any other societal issues, nor the risk of damage to
properties or critical infrastructure.

IV. PRESENTATION OF THE SAFETY ASSESSMENT
METHODOLOGY FOR UTM SYSTEMS

A. Definition of The Reference Severity Levels

An unsafe execution of a UAS operation can impact the
safety of operations on three levels. First, it can impact the
capabilities of the UAS remote crew, by increasing their
workload and/or debilitating their efficiency. It can also
impact the safety of air traffic by interfering with manned
aircraft using the airspace, and potentially causing reduction
in safety margins with them which can go up to a mid-air
collision. Finally, it can impact the safety of persons on the
ground by causing events varying from a physical
discomfort to one or multiple fatalities.

As a result, to determine the severity of an unsafe
execution of a UAS operation, its final outcomes on the
UAS remote crew, in the air and on the ground should be
considered. Accordingly, the severity levels to be used in
the context of UAS operations should be defined based on
these three aspects. In alignment with this framework, the
existing literature for the context of UAS operations rely on
these safety aspects to provide definitions for severity
levels.

TABLE L TABLE OF REFERENCE SEVERITY LEVELS
Severity Category Effect on People on Effect on Manned Aircraft Effect on UAS Crew
N The Ground
No Safet Discomfort to
g5 | NoSafety scomfort to No safety effect No safety effect
Effect persons
Physical distress or Potential contingency manoeuvre to Slight increase in UAS crew
. R anticipate a reduction in safety !
S4 Minor minimal injuries to N N workload, such as flight plan
separation, with no safety effect on
persons P changes.
the manned aircraft crew.
L Significant reduction in safety Significant increase in UAS
) Non-serious injuries ! et
S3 Major separation between unmanned and crew workload or impaired
to persons PR o
manned aircraft remote crew efficiency
Serious injuries to Large reduction in safety separation High workload such Lha!‘lhe
UAS crew cannot be relied
S2 Hazardous one or many persons, between unmanned and manned N N
. L N N upon to perform their tasks
with no fatalities aircraft
accurately or completel

Fatality or fatal

injury to one or A collision with a manned aircraft

Catastrophic
many persons

To define the table of severity levels as part of the
method presented in this article, two documents from the
literature were chosen to be used as references: JARUS
AMC RPAS.1309 Issue 2 and ATO Safety Management
System Manual (SMS), December 2022. The consolidation

of both severity tables results in TABLE 1. , which will be
used in the rest of the article.

B.  Association between SORA GRC and Severity Levels

1) Definition of The SORA GRC Metric

The GRC metric is defined in the SORA Step #2
“Determination of the UAS intrinsic ground risk class
(GRC)” and the SORA Step #3 Final GRC determination.
It relates to the risk of a person struck by the UA (in the
case of a loss of UAS control with a reasonable assumption
of safety). Its value is determined based on the maximum
UA characteristic dimensions and/or its maximum speed,
and the population density in the overflown ground area (see
GRC table in the next section). The consideration of one or
many external mitigation means could result in a reduced
GRC value.

2) Strategy of GRC and Severity Association

To associate the GRC values to the appropriate severity
levels, it is important to determine the safety impact
presented by GRC values. In the literature, the fatality of
striking a person on the ground by a UA (due to a loss of
control over the operation) is represented in several existing
workpapers as a function that varies based on the kinetic
energy of the strike. Some proposed models may also
involve the impacted regions of the human body (e.g., head,
thorax, limb) as a second influencing parameter in this
context.

In most of the existing studies, the event of striking a
person on the ground, caused by an uncontrolled UA or
other types of falling debris or fragments, causes a fatal
untreatable injury (i.e., Abbreviated Injury Scale AIS = 6)
and a probability of fatality of 90% when the kinetic energy
absorbed by the human body surpasses 150 Joules (cf.
Figure 4. ). The curve providing this conclusion does not
consider the variability of the fatality based on the impacted
regions of the human body, as it is based on the Average
Body Position data described in Erreur ! Source du renvoi
introuvable.. In addition, the analysed events concern blunt
force traumas caused by falling objects and excludes
penetrating ones.

)

PROBABILITY OF FATALITY ()

KINETIC ENERGY (KE) (Joules)

Figure 4. Kinetic Energy versus Probability of Fatality (Extract from [2])
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The strike of a UA with a 25 m/s speed can generate a
kinetic energy of 150 J if the UA weighs at least 480 grams.
Several consumer UA models on the market with a 25 m/s
speed exceed this weight and thus are expected to release
more than 150 J, considered here as fatal. Based on that, it is
considered that the first column of the table of GRC values
(representing UAs with a 25 m/s speed, cf. TABLE II. )
includes the risk of causing fatalities on the ground.
Therefore, the GRC values contained in this column are
representative of all the possible degrees of ground risk (i.e.,
low, medium, high). Consequently, the association between
the GRC values and the appropriate severity levels can be
done on this column first, before being extrapolated to the
rest of the table. With this strategy, the associations will be
based on a single variable: the population density on the
ground.

In this sense, the first and second cells of the first column
(i.e., GRC=1 and GRC=2) are considered to represent a
negligible risk of having a person struck by the UA, as the
probability of this event in controlled and remote ground
areas is considered as negligible.

The third and fourth cells of the same column (i.c.,
GRC=3 and GRC=4), with a lightly and sparsely population
density, are associated to a minor risk level. The fifth cell of
the same column (i.e., GRC=5), related to suburban/ low
density metropolitans, is related to a major risk level. The
sixth cell of the same column (i.e., GRC=6), related to high
density metropolitans, is related to a hazardous risk level.
The last cell of this column (i.e., GRC=7), related to
assemblies of people, is associated to the highest risk class,
as it represents a high number of persons exposed to the UA
and a limited ability of the persons to avoid it. The other
values of GRC higher than 7 are all related to the highest
risk level as well.

3) Transfer Function between GRC and Severity Levels:

Based on the ground risk division explained above, the
GRC values are associated with the reference severity
levels, which results in the transfer function provided by the
following table:

TABLE II. TRANSFER FUNCTION BETWEEN GRC AND SEVERITY

LEVELS

< 5,000 (Suburban/ Low density
metropolitan)

< 50,000 (High density
metropolitan)

> 50,000 (Assemblies of people)

Not part of SORA v2.5

40m =
130 ft

Im= 3m= 8m= 20m=

Max UAS Characteristics Dimension 3 10 ft 25 ft 65 ft

Maximum Speed 25m/s 35m/s 75 m/s 120 m/s 200 m/s

Controlled Ground Area 1(85) 1(S5) 2(S5) 3(s4) 3(84)

<5
(Remote)

Maximum
Population
Density
(people/
km?)

2(85) 3(S4) 4(S4) 5(83)

6(S2)

3(s4) 4(S4) 5(83) 6(52)

<50
(Lightly populated)

<500 (Sparsely populated/

Residential lightly populated) SEY

5(83) 6(S2)

C. Association between SORA ARC and Severity Levels

1) Definition of The SORA ARC Metric

As defined by the SORA V2.5, the ARC relates to the
risk of a mid-air collision with a manned aircraft (in the case
of a loss of UAS control with a reasonable assumption of
safety). Its wvalue is determined based the intrinsic
characteristics of the used airspace (e.g., altitude, controlled
versus uncontrolled airspace, etc.), in addition to the risk
reduction potential of one or many strategic mitigation
means.

2) Strategy of ARC and Severity Association

The ARC metric is defined in the SORA Step #4
“Determination of the initial air risk class (ARC)” and the
SORA Step #5 Application of strategic mitigations to
determine the final ARC. However, for the sake of
simplification, the definitions of ARC classes used in this
section are taken from the SORA Step #6 “TMPR and
robustness levels” (see [5]). This SORA Step #6 provides
generic and concise definitions of the ARC classes,
involving both the airspace intrinsic characteristics and the
impact of strategic mitigation means. In truth, the used
definitions describe the ARC classes (i.e., ARC-a, ARC-b,
ARC-c and ARC-d) based on two parameters: the
probability of encountering manned A/C acquired from the
intrinsic airspace characteristics, and the efficiency of the
strategic mitigation means available.

To enable the transfer from the ARC classes to the
reference severity levels as intended, a fifth ARC class
needs to be added to this list. Considering the provided
ARC definitions, the definition of the class ARC-c was
estimated to be potentially dividable into two risk classes, to
meet this need. The differentiation between the obtained risk
classes, ARC-c and ARC-c’, was set based on the same
parameters used to define the other ARC classes.

3) Transfer Function between ARC and Severity Levels:

In the light of this, the resulting transfer function between
the ARC classes and the severity levels is provided in
TABLE III. and TABLE 1V.

The association here between ARC-d and the
catastrophic severity level (i.e., mid-air collision with a
manned aircraft) assumes that no mitigations are available
on the manned aircraft side to avoid a collision with a UA
out of control. Therefore, the severity related to ARC-d can
be reduced if we consider that manned aircraft can detect
and avoid collisions with UAs.
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TABLE IIL. TRANSFER FUNCTION BETWEEN ARC AND SEVERITY
LEVELS
ARC-a : N " 5
(S5) - Airspace where the manned aircraft encounter rate is expected to be extremely low.
ARC-b - Airspace where the likelihood of encountering another manned aircraft is low but not negligible
(54; and/or where strategic mitigations address most of the risk and the resulting residual collision risk is
low.
ARC-c
(S3) - Airspace airspace with a moderate likelihood of encounter with manned aircraft, and/or where the
ARC-¢' strategic mitigations available are medium robustness.
(82)

The manned aircraft encounter rate is high, and/or the available strategic mitigations are low.
Therefore, the resulting residual collision risk is high.

TABLE IV. MATRIX REPRESENTATION OF ARC CLASSES

Manned A/C Encounter Probability Efficiency of Available Strategic Mitigation Means

(Based on Intrinsic Airspace

Characteristics) Low Medium High
Extremely low ARC-a (S5) ARC-a (S5) ARC-a (S5)
Low ARC-b (54) ARC-b (S4) ARC-b (S4)
Moderate ARC-c'(S2) ARC-c (S3) ARC-b (S4)
High _ ARC-c’(S2) ARC-c (83)

D. Association between SORA SAIL and Severity Levels

A Specific Assurance and Integrity Level (SAIL) is a
parameter defined in the SORA as combination of the ARC
and GRC levels of a UAS operation. This way, a SAIL is
intended to reflect the level of confidence that the operation
will remain under control, and to determine, when needed,
the Operational Safety Objectives (OSOs) with their
adequate levels of robustness to bring that level of
confidence to an acceptable degree.

Having established earlier transfer functions to associate
both ARC and GRC values to the appropriate severity
levels, a transition from SAIL levels to severity levels can
be defined as follows:

TABLE V. TRANSFER FUNCTION BETWEEN SAIL AND SEVERITY
LEVELS
Residual ARC
Final GRC a b c c d

<2 1(S5) 11 (s4) IV ($3) IV (52)

3 11 (s4) 11 (s4) IV ($3) IV (52)

4 1 (s4) 11l (54) IV ($3) IV (52)

5 IV ($3) IV (S3) IV ($3) IV (52)

6 V (S2) V(S2) V (S2) V(S2)

7

>7 Category C operation

V. METHODOLOGY VALIDATION THROUGH INDUSTRIAL
USE CASE

A.  Presentation of The Industrial Use Case

The example used in this section is taken from a system
that provides UA remote crews with the positions of
manned aircraft in the vicinity of their UAs. The provided

service is intended to support UA remote crews while
operating their UAs, by contributing to their situational
awareness and enabling them to detect and avoid potential
mid-air collisions between their UAs and manned aircratft.

In the case of losing this service, the UA remote crew
loses their ability to monitor manned traffic in proximity to
their UA. Consequently, their ability to detect and avoid
manned aircraft, which is considered as a main protection
against the air risk, becomes impaired and/or completely
inefficient. This is particularly impacting when the UAS
operation is conducted in a BVLOS mode (i.e., Beyond
Visual Line Of Sight). The described failure results hence in
a direct exposition of the UA to the risk of a mid-air
collision with manned aircraft.

To assess the safety impact of this failure on the
operational environment, three independent propagation
scenarios were analysed as shown in Figure 5.

The first scenario considers the case of UAS operations
conducted in a VLOS mode. In this type of operations, the
avoidance of mid-air collisions with manned aircraft is
assumed to be fully achievable by the UA remote crew
using their human vision only. Consequently, the safety of
operations is not expected to be impacted by the loss of
manned aircraft positions in the vicinity of their UAs.

The second scenario concerns BVLOS operations, where
the use of external services for the provision of manned
traffic positions has a significantly higher impact on the
situational awareness of the remote crew. In this scenario, it
is assumed that emergency recovery procedures (e.g.,
immediate landing procedures, Return To Home procedures,
procedures for controlled crash, etc.) are available and can
be applied by UAS remote crews to mitigate such cases.
These procedures are generally defined by UAS operators
and are intended to be used in “emergency” situations to
ensure a safe termination of UAS operations. Based on that,
this scenario will lead to protecting the UA against its
operation air risk. However, the occurrence of this
unexpected emergency situation may result in a physical
discomfort of the UAS remote crew, which is related to a
severity S4 in the table of reference severities.

The third scenario, also addressing BVLOS UAS
operations, represents the case where no efficient
emergency recovery procedures are available. This may be
related to the absence of defined emergency recovery
procedures to apply, the existence of defined emergency
recovery procedures that are not efficient at ending safely
UAS operations, or even the existence of defined emergency
recovery  procedures that have  safety-impacting
dependencies with the failing external service. In all the
mentioned cases, the emergency recovery procedures are
considered to have no mitigating effect on the air risk of the
UAS operations. As a consequence, the UA will be exposed
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directly to its operation ARC and the final outcome of this
scenario will vary accordingly.

Severity 35

Implies

The flight crew
monitors manned
aircraft using human
vision

The UA will be A physical discomfort
exposed o its of the flight crew may
operation air risk result

Absent or inefficient Emergency recovery

emergency recovery procedures are
procedures to end applied to end safely
safely the operation the operation

1 r
%

Use of smergency
procedures

[The flight crew cannot]
monitor manned
traffic in proximity fo
their UA

Sesnarioin Scenario in
vLos ElEE

Implies
|

Total loss of manned
aircrait positions

Figure 5. Graphical Representation of The Application Case

B.  Assumptions of The Analysis

To illustrate efficiently the method presented in this
paper, it is important to present a readable application case,
that furnishes simple yet expressive scenarios, without
including details that are irrelevant to this context. To
achieve this vision, a set of assumptions were established to
simplify the presented scenarios:

- It is assumed that a VLOS mode of sight is
considered to be an acceptable tactical mitigation for
collision risk for all ARC levels. This is supported
by AMC 1, Article 11, Section 2.4.4.1 (a) in [5],
applicable in the European context.

- It is assumed that the operational procedures and/or
technical tools used by the UAS remote crew to
mitigate the residual ground risk of their operation
and to avoid collision with other UAs, do not rely on
the failing service or have any other safety-
impacting dependencies with this one that can affect
their usability or efficiency.

- It is assumed that the operational procedures and/or
technical tools used by the UAS remote crew to
mitigate the residual ground risk of their operation
and to avoid collision with other UAs, continue to be
used to mitigate these risks during the execution of
an emergency recovery procedure.

- It is assumed that the execution of an efficient or
inefficient emergency recovery procedure cannot
induce an increase of the ground risk.

- It is assumed that the execution of an inefficient
emergency recovery procedure cannot induce an
increase of the air risk.

VI. CONCLUSION AND FUTURE WORK

As detailed above, this paper presents a methodology that
uses the principles of the SORA to assess the safety of UTM
systems. This is achieved through:

- the establishment of a severity matrix which defines

a list of possible severity levels that can be achieved
in the case of an unsafe execution of a UAS
operation.

- The development of transfer functions that associates
the risks of UAS operations (i.e., ground and air
risks) to the commensurate severity levels.

This methodology is intended to help UTM system
manufacturers in fulfilling the regulatory requirement of
demonstrating the safety of UTM systems, as in the
regulation (EU) 2021/664 for instance.

In fact, the provided transfer functions, associating
ARC/GRC/SAIL metrics to severity levels, enable a
straightforward conversion of these metrics into adequate
final outcomes with determined severities. This represents a
smooth integration of the SORA outputs into traditional
safety risk assessment methods (e.g., Functional Hazard
Analysis FHA). In addition, the employment of the SORA
concepts here is intended to provide more harmonisation
between the practices of system manufacturers and those of
UAS operators, as the proposed methodology recalls the
same concepts used on the UAS operator side. This will
enable more interoperability between safety assessments
produced on both sides. Also, the SORA brings the
advantage of being a methodology already recognised and
integrated as a UAS-specific safety risk assessment tool in
several regions of the world.

It is important to note, when using the transfer functions,
that the ARC/ GRC/ SAIL values used in the safety
assessment of a UTM system shall have no safety-impacting
dependencies with that UTM system. In fact, the SORA
methodology enables the consideration of potential
mitigations means for risk reduction, which influences the
values of ARC/ GRC/ SAIL. On the other hand, the
methodology proposed in this article uses the ARC/ GRC/
SAIL metrics to evaluate the safety risk related to a UTM
system. Therefore, for a correct risk evaluation within the
proposed method here, the ARC/ GRC / SAIL values shall
not consider the UTM system as a risk reduction means.

On another level, the transfer functions between the SORA
metrics (i.e., ARC, GRC, SAIL) and the end severities are
established using expert-informed heuristics derived from
domain expertise and the current state-of-the-art. This
deliberate choice is considered as more compatible with the
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operation-centric nature of the SORA. It also enables an
easier understanding by safety practitioners and a simpler
integration into their safety assessments. Iterative hardening
is undoubtedly necessary in future enhancements of the
methodology to move toward full industrial maturity. The
growing industrial experience on UTM is also expected to
help align the methodology with variables like the overall
target level of safety for UAS operations, the assumptions
made on the operational environment and the weight of
operational parameters in the estimation of the end
severities. These variables may be impacted due to the
evolution of the operational framework of UTM, but also as
a result of the growing return on experience on UTM
operations.

As for the safety objectives that could be allocated to
UTM systems based on each severity level, these are
considered outside the scope of the proposed method. This
choice is retained as the establishment of safety objectives
for severity levels is difficult to generalise for all UTM
systems. In fact, this relationship depends on several factors,
including but not limited to: the Target Levels of Safety
(also TLS), the contribution of UTM systems to the
occurrence of undesired events and the complexity of UTM
systems.

Moreover, this methodology does not address the risk of
collision between UAs. Consequently, to perform an
exhaustive safety assessment of a UTM system, the
application of this methodology should be complemented
with additional tools to cover this type of risk. One avenue
for future work is to integrate the risk of collisions between
UAs. This would allow UTM system manufacturers to
cover the most significant safety risks associated with their
systems through a single consistent methodology.

Ultimately, the deployment of the presented methodology
in an industrial context is expected to be a gainful use on
several aspects, when used within its applicability
conditions.
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