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mechanisms. Intelligence has become a key paradigm, and its specific use takes various forms according

to the technology or the domain a system or an application belongs to.
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Abstract—In small-scale breweries, manual process monitoring
is the main source of inconsistency, often leading to a significant
waste of time, effort, and ingredients. This paper presents a
Cyber-Physical Internet of Things (IoT) system designed to bring
precision and predictability to the craft brewing process. Utilizing
a 5-layer architecture, the system integrates an Arduino Nano
ESP32 with sensors to monitor critical parameters, such as tem-
perature, pH, and flow rate. While hardware limitations needed a
strategic pivot to data simulation for pH and flow inputs, the core
infrastructure was rigorously validated through the successful
integration of a physical temperature sensor, Message Queuing
Telemetry Transport (MQTT) communication protocols, and the
Blynk cloud platform. Additionally, the system incorporates an
external weather Application Programming Interface (API) to
demonstrate extensibility. The resulting dashboard provides real-
time data and proactive alerts, empowering brewers to prevent
batch failure. By validating the soundness of this end-to-end
blueprint, this work demonstrates how smart engineering can
improve sustainability and quality control in artisanal produc-
tion.

Keywords-Cyber-Physical Systems; Internet of Things; Precision
Brewing; Sustainability.

I. INTRODUCTION

The global brewing industry is currently navigating a struc-
tural transformation marked by the dual pressures of artisanal
differentiation and industrial efficiency. While the craft beer
segment has experienced explosive growth, the lack of process
consistency due to the technological gap between industrial
conglomerates and Small and Medium Enterprises (SMEs) is
a critical challenge. While large-scale breweries utilize auto-
mated Supervisory Control and Data Acquisition (SCADA)
systems to homogenize output, homebrewers and microbrew-
eries frequently rely on manual monitoring methods.

The core problem addressed in this work is the "Brewer’s
Dilemma"—the fine line between art and waste [1]. In small-
scale environments, manual process monitoring is the primary
source of inconsistency. Because fermentation occurs within a
closed vessel, small, untracked fluctuations in critical param-
eters, such as temperature and pH, often go undetected. Even
minor deviations during key metabolic stages can irreversibly
alter the flavor profile or stall the fermentation entirely. Con-
sequently, this reliance on error-prone manual checks leads
directly to waste: the loss of time, energy, and raw ingredients
embedded in a failed batch. There is, therefore, an urgent

need for a monitoring solution that eliminates this stochastic
variability and ensures resource efficiency by design [2].

To address these challenges, this study aims to establish
the theoretical and architectural foundations for the "Dig-
ital Brewmaster" [3]. The primary objective is to develop
a low-cost, high-performance sensing ecosystem that brings
industrial-grade precision to the artisanal sector. Specifically,
this work focuses on validating the layers of an Internet of
Things (IoT) architecture—communication, cloud processing,
and user interfaces—to ensure that the system can reliably
detect anomalies and alert the brewer before inconsistency
turns into waste.

The proposed solution is a Cyber-Physical System (CPS)
designed to democratize access to precision fermentation mon-
itoring. The system utilizes a robust 5-layer IoT architecture
anchored by the Arduino ESP32 microcontroller [4], the
Message Queuing Telemetry Transport (MQTT) protocol [5],
and the Blynk cloud platform [6]. To address the challenges
of hardware validation, the project adopts a methodological
pivot toward Data Simulation and Software-in-the-Loop (SIL)
testing [7]. By generating synthetic data streams that mimic the
non-linear kinetics of yeast fermentation, the system serves as
a functional tool for brewers and a case study in resilient IoT
systems engineering, capable of transitioning from reactive
manual checks to proactive real-time monitoring.

The remainder of this paper is organized as follows: Sec-
tion II establishes the fundamental knowledge and reviews
related work, clustering recent research. Section III details the
proposed Cyber-Physical System, outlining the 5-layer IoT
architecture. Section IV presents the evaluation and results.
Section V discusses the implications of these results, validating
the hybrid architectural approach. Section VI concludes the
paper with a summary of contributions and a set of future
research directions.

II. FUNDAMENTAL KNOWLEDGE AND RELATED WORK

Recent literature highlights a clear transition from offline
measurements toward real-time, IoT-based monitoring in arti-
sanal and small-scale production contexts. Kovačević et al. [8]
present Winnie, a modular IoT system developed for small
wineries that closely parallels the objectives of the Digital

1Copyright (c) IARIA, 2026.     ISBN:  978-1-68558-351-4
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Brewmaster concept. Their system employs distributed embed-
ded sensing units installed on barrels to monitor temperature,
humidity, and carbon dioxide (CO2), using RS-485 commu-
nication to ensure robustness in harsh cellar environments. A
key contribution of their work is the demonstration that low-
cost sensors, when combined with integrity mechanisms, such
as hash-based validation, can achieve reliability sufficient for
process optimization. This finding supports the feasibility of
commodity hardware for critical monitoring tasks and directly
validates the design choices adopted in this work.

Hardware efficiency and energy sustainability are further
addressed by Dzahir and Chia [9], who analyze the power
consumption of ESP32 microcontrollers in MQTT-based mon-
itoring systems. Their results show that, when deep-sleep
modes are properly leveraged, ESP32-based nodes can operate
continuously for extended periods on battery power. This is
particularly relevant for craft brewing environments, where
power outlets may not be readily available near fermenters
or conditioning tanks. These findings reinforce the suitability
of the ESP32 as a low-energy, scalable platform for continuous
monitoring in artisanal production settings.

Beyond sensing and connectivity, several studies emphasize
the growing role of the Digital Twin (DT) in fermentation
and food-processing domains. Abdurrahman and Ferrari [10]
provide a comprehensive review of DT applications in the food
industry, classifying them into prognostic, reactive, and virtual
commissioning models. While large-scale producers employ
DTs primarily for energy optimization and process efficiency,
their review identifies a notable lack of accessible DT solutions
tailored to small producers. The authors argue that virtual
models operating in parallel with physical processes enable
safe exploration of “what-if” scenarios and represent a future
cornerstone of quality control in food production.

This vision is further reinforced by Pierre et al. [11], who
describe the engineering of a safety-critical Digital Twin for
beer fermentation. Their system achieves continuous process
sampling and reduces manual intervention by 91%, highlight-
ing the potential of bidirectional digital–physical interaction.
In such “true” Digital Twins, the cyber layer not only monitors
but actively controls fermentation conditions, for example,
by regulating cooling valves. While the Digital Brewmaster
currently focuses on monitoring and alerting, its underlying
architecture establishes the foundation required to evolve to-
ward this level of closed-loop control.

A recurring challenge in the development of CPS and DT
is the instability and unreliability of hardware during early
prototyping. Balan et al. [12] note that this issue is often
underreported in the literature and advocate for simulation-
driven validation strategies. They propose a SIL methodology
that decouples software validation from physical sensor avail-
ability. This approach directly supports the methodological
pivot adopted in this project, where synthetic data streams
were used to validate the cyber infrastructure when physical
sensors proved unreliable.

Emerging research further extends these concepts toward
data trust and virtual sensing. Blockchain technology [13]

was integrated with multi-sensor IoT fermentation systems to
ensure data integrity and traceability across supply chains [14].
By recording sensor data, such as temperature, pressure,
and gas emissions, on an immutable ledger, their framework
achieves full transaction reliability and enables verifiable
provenance. While the Digital Brewmaster currently targets
internal process control, this work suggests a future pathway in
which small-scale brewers could leverage similar technologies
to demonstrate product quality and compliance to consumers
or regulators.

Complementarily, Ferrer et al. [15] and Zaidan et al. [16]
explore the use of data-driven virtual sensors to estimate
difficult-to-measure variables using correlations among in-
expensive measurements. In the context of fermentation,
this approach could enable the estimation of specific grav-
ity—traditionally measured with a hydrometer—by combining
temperature data with CO2 release dynamics. Such techniques
indicate that future iterations of the "Digital Brewmaster"
could replace specialized instrumentation with AI-driven vir-
tual sensing, further reducing system cost and lowering adop-
tion barriers for craft brewers.

A synthesis of the current state-of-the-art reveals two spe-
cific voids that the "Digital Brewmaster" addresses.

1) Accessibility for SMEs. While large producers rely
on advanced SCADA and DT systems, equivalent so-
lutions remain largely inaccessible to craft brewers.
As noted by Abdurrahman and Ferrari [10], there
is a lack of "middle-ground" architectures combining
industrial-grade monitoring with affordable commodity
hardware [8]. Consequently, SMEs remain constrained
to manual practices, leading to increased variability,
waste, and inefficiency [17].

2) Validation bottlenecks. A defining challenge in devel-
oping custom IoT solutions is the reliability of physical
hardware during prototyping, where harsh brewery en-
vironments and sensor availability can derail software
validation. Most IoT literature assumes fully functional
hardware. This work contributes to the field by practi-
cally applying the SIL methodology [12], demonstrating
that a brewing CPS can be validly engineered even when
physical sensor integration is obstructed.

III. PROPOSED SOLUTION

The proposed solution is a CPS designed to enable continu-
ous, automated, and real-time monitoring of critical parameters
in the craft beer brewing process. The system follows a layered
IoT architecture, which promotes modularity and scalability.

A. System Design and Architecture

The architecture is structured into five distinct layers, as
represented in Figure 1: i) Physical; ii) Hardware; iii) Com-
munication; iv) Cloud; and v) Application. Each layer fulfills a
specific role in the data acquisition, transmission, processing,
and visualization pipeline, enabling a clear abstraction of
responsibilities and facilitating system extensibility.
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Figure 1. System Architecture.

The Physical Layer interfaces directly with the brewing
environment by acquiring key process variables. Three sen-
sors—temperature, pH, and flow rate—were selected due
to their critical influence on fermentation dynamics, yeast
metabolism, and final product quality. Temperature governs
enzymatic reactions and yeast activity, while pH affects en-
zyme efficiency and microbial stability. Flow rate monitoring
enables the detection of abnormal liquid behavior, such as
leaks or blockages. Together, these measurements provide a
representative snapshot of the brewing process state.

The Hardware Layer, implemented using an Arduino Nano
ESP32 microcontroller [4], bridges both physical and digital
processes. The ESP32 integrates a dual-core processor and
embedded Wi-Fi, offering sufficient computational capacity
for edge-level data acquisition and preprocessing while main-
taining low power consumption [9]. This layer performs sensor
sampling, basic data conditioning, and message formatting
before forwarding data to higher layers.

The Communication Layer, based on the MQTT proto-
col [5], ensures efficient and reliable data exchange between
the embedded node and cloud services. MQTT is particularly
well-suited for IoT systems characterized by constrained re-
sources and intermittent connectivity [9][12]. It’s a lightweight
publish–subscribe model, which decouples data producers
from consumers and enhances scalability and fault tolerance.
Sensor data are published to predefined topics, allowing cloud
services and user applications to subscribe as needed.

The Cloud Layer acts as the central hub for data ag-
gregation, processing, and system management. The Blynk
IoT platform [6] was used to manage data ingestion, virtual
devices, and rule-based logic. This layer aggregates sen-
sor streams, stores historical data, and triggers alerts when
predefined thresholds are exceeded. Cloud-based deployment
ensures persistent storage and remote accessibility, supporting
longitudinal analysis and operational traceability [8].

The Application Layer provides the human–machine inter-
face for system interaction. A mobile dashboard was developed
to visualize real-time measurements, historical trends, and
system status indicators. By presenting deviations through
visual cues and push notifications, this layer supports proactive
decision-making. The interface was designed to be lightweight

and intuitive, ensuring accessibility for non-technical users,
such as homebrewers and small-scale producers.

A key strength of the proposed architecture is its extensi-
bility. Its modular design enables the integration of additional
sensors, predictive modules, or external data sources without
requiring architectural redesign. This capability is illustrated
through the integration of a weather Application Programming
Interface (API), the OpenWeather Map API [18][19], which
enriches brewing data with ambient environmental context.
Such extensibility aligns with recent advances in digital twin
and context-aware CPS architectures [10][11].

B. Development Process

The development of the proposed CPS followed an incre-
mental and iterative engineering methodology. The initial goal
was to implement a fully integrated proof of concept incor-
porating three physical sensors—temperature, pH, and flow
rate—real-time data transmission, cloud-based processing, and
a functional user dashboard.

During early prototyping, several hardware-related chal-
lenges emerged, particularly in sensor calibration, signal stabil-
ity, and component reliability. These issues hindered the acqui-
sition of consistent and reliable measurements from the pH and
flow sensors. Such limitations are common in IoT prototyping
environments, where hardware constraints and deployment
conditions can delay or impede higher-layer validation [12].

To avoid constraining overall system validation, a method-
ological pivot was adopted toward a SIL strategy. Synthetic
data streams were generated to emulate realistic sensor be-
havior, allowing continued system development despite partial
hardware unavailability. A simulation module was imple-
mented directly on the ESP32 to produce time-varying pH and
flow values, enabling the validation of communication, cloud,
and application layers independently of physical sensors.

In parallel, the temperature sensor was fully integrated
and operated as a real physical input. This hybrid validation
approach, combining physical sensing with simulated data,
enabled end-to-end testing of the cyber infrastructure. It veri-
fied correct MQTT message formation, cloud ingestion, data
parsing, historical storage, and dashboard visualization.

System development progressed incrementally, with individ-
ual subsystems validated in isolation before full integration.
This approach reduced debugging complexity and improved
traceability of system-level issues. The final system underwent
functional testing under varying data conditions to assess
responsiveness, stability, and real-time performance.

Overall, this methodology aligns with contemporary CPS
engineering practices that emphasize simulation-driven valida-
tion and decoupled testing to mitigate hardware dependency
risks and accelerate development cycles [10][12].

C. Technological Stack

The embedded component of the system is built around the
Arduino Nano ESP32 microcontroller [4]. This platform was
selected due to its integrated Wi-Fi connectivity, low power
consumption, and mature development ecosystem. Prior work
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Figure 2. Blynk Notification Logic.

has shown the ESP32 to be well suited for continuous MQTT-
based monitoring in resource-constrained IoT deployments [9].
In the proposed system, the microcontroller performs sensor
acquisition, basic preprocessing, and data transmission to the
cloud layer.

MQTT [5] was adopted as the communication protocol
due to its lightweight design, asynchronous message han-
dling, and robustness under unstable network conditions. Its
publish–subscribe paradigm decouples data producers from
consumers, simplifying integration of multiple subscribers and
enabling future scalability without requiring changes to the
embedded node [12].

The cloud layer was implemented using the Blynk IoT
platform [6]. Blynk provides integrated support for device
management, virtual pin mapping, data visualization, and
alert generation. This abstraction of backend infrastructure
enabled rapid prototyping and allowed development efforts
to focus on CPS logic rather than cloud deployment. The
user interface was implemented using Blynk’s mobile user
interface components and includes real-time gauges, historical
plots, and threshold-based notifications, as shown in Figure 2.
This interface allows brewers to monitor process conditions
remotely and receive early warnings of abnormal trends, which
is critical for preventing batch failures [8].

To demonstrate system extensibility, the OpenWeather Map
API [18][19] was integrated into the architecture. It retrieves
ambient temperature and humidity data, which may influence
fermentation behavior, and triggers notifications when envi-
ronmental conditions fall outside predefined ranges. Beyond
immediate monitoring, this integration establishes a foundation
for context-aware analytics and future predictive models, in
line with recent DT-based CPS research trends [10][11].

In parallel, a simulation module was implemented as a
Python-based SIL component executed within the development
environment rather than on the microcontroller. This simulator

interacts directly with the cloud layer through the Blynk
HTTP REST API and generates bounded, time-dependent
synthetic signals that approximate realistic sensor dynamics.
This approach enables systematic stress testing of the cyber
layers under controlled conditions, supporting validation of
alert logic, dashboard responsiveness, and data handling mech-
anisms. Such decoupled validation strategies are consistent
with emerging practices in virtual sensing and DT-based CPS
development [12][15][16].

IV. EVALUATION AND RESULTS

The system evaluation was conducted in two phases: 1)
Physical Validation, which focused on the Negative Temper-
ature Coefficient (NTC) thermistor and MQTT latency; and
2) Logic Validation, utilizing the Virtual Edge Device to test
system responsiveness and connectivity.

A. Physical Sensor Calibration

The KY-028 NTC thermistor [20] was integrated into the
Hardware Layer, as illustrated in Figure 3.

Figure 3. Arduino Nano ESP32, connected to the KY-028 thermistor [20].
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Figure 4. Blynk Dashboard.

To convert the raw analog signal (0-4095) from the ESP32
into degrees Celsius, the Steinhart-Hart equation was imple-
mented within the firmware, as represented in (1), where: i) T
is the temperature in Kelvin; ii) R is the resistance in ohms;
and iii) A, B, and C are the Steinhart-Hart coefficients.

1

T
= A+B ln(R) + C ln(R)3 (1)

Calibration was performed by waterproofing the sensor and
submerging it in a water bath alongside a standard analog
fluid thermometer. To address the specific characteristics of the
NTC module used, the series resistance parameter (Rseries) in
the voltage divider calculation was adjusted to 49kΩ. Post-
calibration comparisons confirmed that the sensor readings
consistently remained within ±1◦C of the reference ther-
mometer, validating its suitability for the brewing process
proof of concept.

B. Logic Validation via Data Simulation

To validate the alert mechanisms and dashboard visual-
ization without the latency of physical brewing processes,
the Python automation script described before was executed.
Figure 4 represents the Blynk dashboard. The testing protocol
involved two data injection strategies:

1) Nominal State Simulation: The script injected ran-
dom values within standard fermentation ranges (e.g.,
Weather Temperature 16−22◦C, pH 4.0−6.0) to verify
the stability of the dashboard visualization.

2) Critical State Simulation: The script injected
specific boundary values defined in the code
(Temperature=105◦C, pH=7, Flow=3 L/min) to
force-trigger the system’s alarm states.

The cloud platform successfully identified the out-of-bound
values, making the mobile application trigger the respective
high-priority push notifications for each. This confirmed that
the conditional logic resides correctly within the cloud layer
and is not dependent on the physical sensor’s sampling rate.

Regarding connectivity, system latency was measured as
the time difference between the transmission of an MQTT
packet from the ESP32 (or the Virtual Edge Device) and the

visual update on the Dashboard. Over 100 trials, the average
end-to-end latency was observed to be < 200ms. Given that
fermentation is a slow-moving biochemical process (changing
over hours or days), this responsiveness is orders of magnitude
faster than required, confirming the suitability of the MQTT
protocol for this application.

V. DISCUSSION

The results demonstrate that the proposed five-layer IoT
architecture provides a resilient and modular framework for
monitoring artisanal brewing processes. Throughout the eval-
uation period, the system successfully performed data acqui-
sition, MQTT-based transmission, cloud-side processing, and
dashboard visualization without observable latency or packet
loss. These results confirm the architectural soundness of the
proposed CPS and its suitability for small-scale, resource-
constrained brewing environments.

In contrast to existing work that prioritizes fully integrated
hardware deployments in harsh cellar conditions [8][11],
this study contributes a distinctive methodological advantage
through the adoption of a SIL validation strategy. A recur-
ring limitation in IoT and CPS research is the prototype-
to-deployment bottleneck, where hardware instability or slow
biological processes, such as fermentation, significantly delay
the validation of cyber components. By decoupling software
validation from physical sensor availability [12], this work
demonstrated that communication, data handling, alerting
logic, and user interfaces can be stress-tested and refined
independently of final hardware integration. This approach
positions the Digital Brewmaster as a more agile and practical
framework for small and medium-sized enterprises, enabling
iterative refinement before committing to full sensor deploy-
ment.

Despite these positive results, the study faced notable chal-
lenges related to hardware procurement and integration. Lim-
ited access to high-precision pH and flow sensors constrained
the physical scope of the prototype, while the integration of
available sensors with the ESP32 required extensive circuit
conditioning and troubleshooting. Combined with component
delivery delays, these constraints prevented long-duration val-
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idation under real fermentation conditions and limited the
assessment of sensor drift and environmental noise effects.

VI. CONCLUSION AND FUTURE WORK

Overall, this work designed and validated a Digital
Twin–oriented CPS for monitoring key brewing parameters
and confirmed that a layered IoT architecture can reliably
support end-to-end data flow, even under partial hardware
availability. By combining real sensor inputs with simulated
data streams, the full cyber pipeline was validated in a con-
trolled yet realistic manner, establishing the system as a robust
proof of concept rather than a production-ready deployment.

Future work will focus on resolving the identified hardware
limitations and completing full sensor integration to enable
long-term validation in operational brewing environments.
This will allow the evaluation of sensor accuracy, drift, and
robustness under real process conditions. In addition, future
iterations will extend the current rule-based monitoring toward
predictive analytics and machine learning capabilities, en-
abling early fault detection and autonomous decision support,
as envisioned in recent CPS and digital twin research [15].
Through these extensions, the Digital Brewmaster aims to
evolve from a monitoring platform into a comprehensive,
intelligent assistant for craft brewing operations.
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A sensor-based system for real-time monitoring and quality
tracking in wine fermentation,” Applied Sciences, vol. 15,
no. 21, 2025, ISSN: 2076-3417. DOI: 10.3390/app152111317.

[9] M. A. Syahmi Md Dzahir and K. Seng Chia, “Evaluating
the energy consumption of esp32 microcontroller for real-
time mqtt iot-based monitoring system,” in 2023 International
Conference on Innovation and Intelligence for Informatics,
Computing, and Technologies (3ICT), 2023, pp. 255–261. DOI:
10.1109/3ICT60104.2023.10391358.

[10] E. E. M. Abdurrahman and G. Ferrari, “Digital twin applica-
tions in the food industry: A review,” Frontiers in Sustainable
Food Systems, vol. Volume 9 - 2025, 2025, ISSN: 2571-581X.
DOI: 10.3389/fsufs.2025.1538375.

[11] P.-E. Goffi, R. Tremblay, and B. Oakes, Engineering a digital
twin for the monitoring and control of beer fermentation
sampling, 2025. arXiv: 2508.18452 [cs.SE].

[12] G. Balan et al., “A perspective on software-in-the-loop and
hardware-in-the-loop within digital twin frameworks for auto-
motive lighting systems,” Applied Sciences, vol. 15, no. 15,
2025, ISSN: 2076-3417. DOI: 10.3390/app15158445.

[13] M. A. Ferrag et al., “Blockchain technologies for the internet
of things: Research issues and challenges,” IEEE Internet of
Things Journal, vol. 6, no. 2, pp. 2188–2204, 2019. DOI: 10.
1109/JIOT.2018.2882794.

[14] J. Lee, J. Jeong, and S. Kim, “Pressure-guided lstm modeling
for fermentation quantification prediction,” Sensors, vol. 25,
no. 17, 2025, ISSN: 1424-8220. DOI: 10.3390/s25175251.

[15] P. Ferrer-Cid, J. Paredes-Ahumada, J. M. Barcelo-Ordinas,
and J. Garcia-Vidal, “Virtual sensor-based proxy for black
carbon estimation in iot platforms,” Internet of Things, vol. 27,
p. 101 284, 2024, ISSN: 2542-6605. DOI: https://doi.org/10.
1016/j.iot.2024.101284.

[16] M. A. Zaidan et al., “Virtual sensors: Toward high-resolution
air pollution monitoring using ai and iot,” IEEE Internet of
Things Magazine, vol. 6, no. 1, pp. 76–81, 2023. DOI: 10 .
1109/IOTM.001.2200103.

[17] M. C. Ravanal, J. P. Doussoulin, and B. Mougenot, “Does
sustainability matter in the global beer industry? bibliometrics
trends in recycling and the circular economy,” Frontiers in
Sustainable Food Systems, vol. Volume 8 - 2024, 2024, ISSN:
2571-581X. DOI: 10.3389/fsufs.2024.1437910.

[18] S. Chadha, N. Gupta, and R. Chauhan, “Development of
weather forecast application using api,” in 2024 1st Interna-
tional Conference on Advances in Computing, Communication
and Networking (ICAC2N), 2024, pp. 653–658. DOI: 10.1109/
ICAC2N63387.2024.10895829.

[19] OpenWeather Ltd., Weather API - OpenWeatherMap, re-
trieved: February, 2026, 2026. [Online]. Available: https : / /
openweathermap.org/api.

[20] Arduino Modules Info, KY-028 Digital Temperature Sensor
Module, retrieved: February, 2026. [Online]. Available: https:
/ / arduinomodules . info /ky- 028- digital - temperature - sensor-
module/.

6Copyright (c) IARIA, 2026.     ISBN:  978-1-68558-351-4

Courtesy of IARIA Board and IARIA Press. Original source: ThinkMind Digital Library https://www.thinkmind.org

INTELLI 2026 : The Fifteenth International Conference on Intelligent Systems and Applications

                            15 / 66



Edge-Based IoT and AI Framework for Real-Time Wastewater Potability
Classification

José Isidro1 , Rafael Teixeira1 , João Costa1 , Carolina Gonçalves1 , Diogo Ferreira1 ,
Pedro Azevedo1 , Pedro Simões1 , Rui Pinto1,2 , Gil Gonçalves1,2

Dept. de Engenharia Informática, Faculdade de Engenharia, Universidade do Porto, Porto, Portugal1

SYSTEC, ARISE, Faculdade de Engenharia, Universidade do Porto, Porto, Portugal2

Email:{up202108831, up202006485, up202108714, up202108781, up202205295,
up201905966, up202403063} @edu.fe.up.pt

{rpinto, gil}@fe.up.pt

Abstract—Access to safe drinking water is a critical pub-
lic health requirement. However, conventional water quality
monitoring approaches remain labor-intensive, intermittent, and
heavily dependent on delayed laboratory analyses or cloud-
centric infrastructures. Such architectures introduce latency,
connectivity dependencies, and limited operational resilience
in decentralized or bandwidth-constrained systems. This paper
presents a proof-of-concept edge-based Internet of Things (IoT)
framework for real-time wastewater potability classification. The
proposed system integrates an Arduino-based sensing node for
physicochemical data acquisition with a Raspberry Pi edge
gateway executing local machine learning inference. By relocating
data processing and decision-making from the cloud to the edge,
the system enables low-latency, autonomous classification while
preserving data locality and operational continuity under limited
connectivity. Experimental results demonstrate that resource-
constrained edge hardware is capable of supporting real-time
water quality assessment and classification, validating the feasi-
bility of edge-centric architectures as a scalable and cost-effective
alternative for resilient water quality monitoring systems.

Keywords-Internet of Things; Edge Computing; Water Quality
Monitoring; Artificial Intelligence; Wastewater Treatment.

I. INTRODUCTION

Access to safe drinking water is critical for public health,
yet water quality monitoring systems remain largely reactive,
relying on labor-intensive sampling procedures and delayed
laboratory analyses. In wastewater and industrial water in-
frastructures, contamination events can evolve rapidly, posing
significant risks to environmental safety, economic stability,
and community health if not promptly detected and miti-
gated [1][2]. Consequently, the core problem addressed in
this work is the inability of existing Smart Water Quality
Monitoring Systems (SWQMS) [3] to support timely, au-
tonomous decision-making under strict latency, reliability, and
data-governance constraints.

Recent advances in the Industrial Internet of Things (IIoT)
have improved the granularity and frequency of water quality
data acquisition. However, the majority of deployed SWQMS
architectures remain fundamentally cloud-centric, outsourcing
data processing and decision logic to remote data centers.
This design introduces a critical latency bottleneck, defined
by the round-trip time required for sensor data to reach the
cloud and for control actions to be issued in response [4]. In
safety-critical wastewater scenarios, such delays can prevent

the system from reacting within the narrow temporal window
required to contain contamination events, undermining its
ability to function as a real-time "digital reflex arc" [5][6].

In addition to latency issues, cloud-based SWQMS so-
lutions suffer from limited operational resilience. The re-
liance on continuous connectivity creates a single point of
failure: when communication with the cloud is disrupted,
intelligent monitoring and control capabilities are degraded
or lost entirely. Furthermore, the continuous transmission of
raw sensor data to external infrastructures raises concerns
related to data sovereignty, privacy, and regulatory compliance
within industrial environments. Collectively, these limitations
reveal a misalignment between the architectural assumptions
of cloud-centric SWQMS and the real-time, reliability-critical
requirements of water quality management.

To address this gap, this paper proposes an Edge-based
SWQMS grounded in edge analytics, where Machine Learning
(ML) inference is performed directly at the network perimeter.
By relocating the intelligence layer from Cloud to Edge, the
proposed system enables low-latency, autonomous decision-
making while preserving full functionality under intermittent
or absent external connectivity. This architectural shift directly
targets the identified problem by prioritizing speed, reliability,
and data locality as first-class design objectives.

Accordingly, the main contributions of this work are:

1) The design and implementation of an Arduino-based
sensor node for continuous, real-time acquisition of
physicochemical water quality parameters.

2) The deployment of a localized ML inference engine,
hosted on a Raspberry Pi and exposed through a
FastAPI backend, enabling autonomous and low-latency
decision-making at the Edge.

3) The development of an integrated local dashboard that
provides real-time operational insights while ensuring
that all sensitive telemetry remains confined to the on-
premise network.

The remainder of this paper is organized as follows: Sec-
tion II reviews Related Work; Section III details the Methods
and System Architecture; Section IV describes the Experi-
mental Setup; Section V presents Results and Discussion; and
Section VI concludes the study and outlines future work.
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Figure 1. High-level architecture diagram illustrating the overall system design.

II. RELATED WORK

The management of industrial and municipal wastewater is
subject to strict environmental regulations, requiring frequent
and reliable spatiotemporal monitoring to ensure public health
protection and environmental sustainability [7]. Within this
context, Water Quality Monitoring (WQM) refers to the sys-
tematic assessment of physicochemical and biological param-
eters—such as pH, temperature, turbidity, conductivity, and
dissolved solids—to determine water safety and compliance
with regulatory thresholds. Traditionally, WQM has played a
central role in pollution detection, regulatory enforcement, and
operational control in water treatment and distribution systems.

Historically, WQM has relied predominantly on manual
sampling followed by laboratory-based analysis. While this
approach provides high measurement accuracy, it presents
several limitations [8]. Sampling campaigns are typically
sporadic and spatially sparse, resulting in limited coverage
and reduced sensitivity to short-lived contamination events.
Moreover, the inherent delay between sample collection and
laboratory results introduces significant latency, preventing
timely responses in critical situations where rapid intervention
is required [9]. In addition to these constraints, laboratory-
based monitoring is labor-intensive and costly, requiring spe-
cialized equipment and trained personnel, which limits its
feasibility for continuous or large-scale deployment [10].

To address these shortcomings, recent research and indus-
trial practice have increasingly embraced the IIoT paradigm,
giving rise to SWQMS [3]. SWQMS leverage distributed
sensing, embedded computing, and networked communication
to enable continuous, automated, and near real-time mon-
itoring of water quality parameters. By replacing manual
sampling with in situ sensors and automated data acquisition,
these systems improve temporal resolution, enhance situational
awareness, and reduce operational costs. Furthermore, IIoT-
based approaches promote system decentralization, interoper-
ability, and scalability, supporting heterogeneous devices and

facilitating integration with higher-level data analytics and
decision-support tools [11].

From a systems perspective, SWQMS typically build upon
the generic layered architecture widely adopted in IoT appli-
cations. In its most common form, this architecture consists of
five conceptual layers [12]–[15]. The Sensing Layer interfaces
directly with the physical environment and includes sensors
and embedded devices responsible for data acquisition. The
Network or Gateway Layer ensures data transmission and
aggregation, using wired or wireless communication technolo-
gies, such as Wi-Fi, cellular networks, or industrial field-
buses. Collected data are then handled by a Data or Cloud
Layer, where information is ingested via protocols, such as
Message Queuing Telemetry Transport (MQTT) or Hypertext
Transfer Protocol (HTTP), and stored, often in scalable Not
Only SQL (NoSQL) databases. On top of this, the Analytics
Layer processes raw telemetry into actionable knowledge,
performing tasks such as anomaly detection, threshold-based
alerts, and performance indicator computation [16]. Finally,
the Presentation Layer provides user-facing interfaces for
visualization, monitoring, and control, enabling operators to
observe system status in real time and, in some cases, trigger
remote actuation [17][18].

While this layered architecture is effective, most imple-
mentations remain cloud-centric. Recent efforts have begun
exploring edge computing for environmental monitoring. For
instance, Yadav et al. [19] proposed a framework for simul-
taneous air and water monitoring, emphasizing the reduction
of network load. Similarly, Ren et al. [20] demonstrated how
edge nodes can perform preliminary data filtering to enhance
system longevity. Unlike these approaches, which often still
treat the edge as a pre-processing buffer for the cloud, our
solution proposes a fully autonomous edge gateway capable
of localized Machine Learning (ML) inference and decision-
making, ensuring operation even during total backhaul failure.
This architectural shift prioritizes speed and data locality.
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III. METHODS AND SYSTEM ARCHITECTURE

Unlike traditional cloud-centric approaches, this proof of
concept adopts a local edge-based architecture, illustrated in
Figure 1. The system operates on a Raspberry Pi coupled
with an Arduino Nano acting as the sensor node, enabling
low-latency data processing and AI inference without reliance
on external cloud services [21][22]. This design prioritizes
responsiveness, privacy, and operational continuity in environ-
ments with limited or unreliable internet connectivity.

The Arduino Nano serves as the primary interface with
the physical environment, handling analog signal acquisition
and actuator control. It performs analog-to-digital conversion
for connected sensors and directly actuates elements, such
as LED indicators, based on classification feedback received
from higher layers. While the pH sensor is fully integrated
into the hardware, the system accounts for missing sensing
equipment—namely, Total Dissolved Solids (TDS), turbidity,
and hardness sensors—through a custom simulation engine.
This engine, hosted on the Raspberry Pi, generates bounded
synthetic sensor data, enabling full system validation and end-
to-end testing despite partial hardware availability.

Data exchange between the embedded hardware and pro-
cessing components is achieved using the MQTT protocol via
a Mosquitto broker [23]. This event-driven communication
model was selected due to its lightweight overhead and
robustness under unstable network conditions. The Arduino
Nano publishes raw telemetry data to predefined topics, which
are asynchronously consumed by backend services. This de-
coupled design supports scalability and flexibility, allowing
additional sensor nodes or parallel dashboards to be integrated
with minimal changes to the communication layer.

At the core of the system, a middleware component func-
tions as the central intelligence layer, bridging data acquisition
and user interaction. Implemented using FastAPI [24], this
layer enables high-throughput data ingestion and low-latency
processing. Incoming data streams are analyzed in real time
using a local scikit-learn classification model, which evaluates
water chemistry and produces potability predictions within
seconds. Simultaneously, all measurements are persisted in
InfluxDB [25], a time-series database optimized for high-
frequency sensor data. By performing AI inference locally and
avoiding cloud-based computation, the system ensures data
privacy and remains fully operational in offline scenarios.

The user interface was designed to address the needs of
both technical and non-technical stakeholders. Grafana [26]
supports in-depth engineering analysis through detailed visu-
alizations of raw sensor data and system behavior over time.
In parallel, a lightweight React-based web application [27],
shown in Figure 2, provides an intuitive interface for end-users.
This application uses WebSockets to maintain a persistent
connection with the middleware, ensuring that sensor updates,
classification results, and alerts are reflected instantly on the
dashboard without requiring manual page refreshes.

Figure 2. React Web App Dashboard sample.

IV. EXPERIMENTAL SETUP

The physical layer of the system comprises two main
computational units: an ESP32-based Arduino Nano and a
Raspberry Pi 3, as illustrated in Figure 3. The Arduino Nano
operates as the sensing node, interfacing directly with the
physical environment through analog data acquisition. It is
connected to a set of analog sensors, including a pH probe,
enabling real-time measurement of key physicochemical pa-
rameters from the water source. The Raspberry Pi functions as
the edge gateway, aggregating sensor data received via MQTT
and executing the Python-based AI inference engine.

The prototype enclosure was implemented using a low-
cost, easily reproducible design intended to manage and route
water flow based on the system’s classification outcome. A
cut plastic bottle serves as the primary container for receiving
incoming water samples and housing the sensing process.

At the bottle outlet, a flexible hose segment connects to a
manual two-way valve that acts as a physical bifurcation point.
This valve is linked to two additional hose segments, each
leading to a separate container. One container is designated
for water classified as potable, while the other collects water
identified as non-potable. The routing decision is conceptually
driven by the inference result: samples classified as safe are
directed to the potable container, whereas unsafe samples are
routed to the alternative container.
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Figure 3. Overall implemented system integrating the Arduino and
Raspberry Pi with all sensors.

This design provides a clear physical separation between
potable and non-potable water, demonstrating the practical
applicability of the proposed system in real-world scenarios.
At the same time, it intentionally avoids permanent structural
housing or refined mechanical fabrication, reinforcing the
prototype’s focus on functional validation, affordability, and
reproducibility rather than industrial-grade deployment.

A. Dataset and Metrics

The proposed models were trained and evaluated using the
Water Quality dataset [28], which comprises 3,276 samples
described by the physicochemical indicators listed in Table I.
This dataset is well-suited to the study for three main rea-
sons: (i) its multivariate structure reflects the complexity of
water potability assessment; (ii) the weak linear correlations
among features capture chemical interdependencies, motivat-
ing learning-based approaches over fixed threshold laboratory
checks; and (iii) its alignment with global regulatory standards
supports future scalability and deployment.

The dataset contains nine numerical features and a binary
target variable. Missing values were identified in several
attributes, most notably pH (14.99%), sulfate (23.84%), and
trihalomethanes (4.95%). Based on feature distribution analy-
sis, mean imputation was applied to address these gaps.

A primary limitation of this study is the synthetic origin of
the dataset. The high density of unique values across multiple
features suggests limited underlying source diversity, which
may reduce the granularity of learned decision boundaries and
affect model generalization.

As the physical prototype currently supports only pH sens-
ing, the remaining chemical parameters required by the model
were synthetically generated to enable end-to-end testing.
These values were constrained to World Health Organization
(WHO) recommended ranges, ensuring complete feature vec-
tors for inference. Model performance was evaluated using
complementary classification metrics [29], including accuracy
(ACC), precision (PREC), recall (Recall), F1-score, and the

area under the Receiver Operating Characteristic (ROC) curve
(AUC), providing a comprehensive assessment under class
imbalance and non-linear decision boundaries. The binary
potability label follows standard encoding, where 0 denotes
unsafe water, and 1 indicates water suitable for human con-
sumption.

TABLE I. CHARACTERISTICS OF WATER QUALITY MEASUREMENTS.

Material Description WHO Range
pH Acidity or alkalinity 6.5 to 8.5
Hardness Ca/Mg salts -
Solids (TDS) Dissolved minerals 500 to 1000

mg/L
Chloramines Disinfectants ≤ 4 mg/L
Sulfate Mineral compound 3 to 30 mg/L
Conductivity Electrical ability ≤ 400 µS/cm
Organic Car-
bon

Pollutant indicator < 4 mg/L

Trihalomethanes Chlorination by-
product

≤ 80 ppm

Turbidity Suspended solids ≤ 5 NTU
Potability 1=Safe; 0=Unsafe -

B. ML models and code architecture

The proposed system requires an ML model capable of
assessing water potability; however, limitations related to data
availability, data quality, and the gap between synthetic and
real-world data prevent strong guarantees on model perfor-
mance. To address these constraints and ensure long-term
adaptability, a flexible model management architecture was
implemented to support the seamless introduction of new
datasets and alternative models as they become available.

The architecture is structured around two core compo-
nents: Model_Class and Controller_Models. The Model_Class
encapsulates model-specific functionality, including training,
evaluation, persistence, and metadata management. Each
model, along with its configuration and performance metrics,
can be serialized and restored from a JSON representation.
The Controller_Models component orchestrates model usage
by loading available models from a predefined repository,
selecting a designated primary model, and executing infer-
ence requests. This separation of concerns enables transparent
model replacement and simplifies future system evolution.

To explore water potability from diverse algorithmic per-
spectives, the model selection strategy spans linear baselines
to non-linear ensemble methods. Logistic Regression (LR) and
a Stochastic Gradient Descent (SGD) classifier with log loss
were implemented as baseline models to evaluate whether a
global linear decision boundary can effectively separate the
nine-dimensional chemical feature space.

Complementing these global approaches, the k-Nearest
Neighbors (kNN) algorithm was employed to capture local
data structure, operating under the assumption that chemically
similar samples exhibit similar potability outcomes. To further

10Copyright (c) IARIA, 2026.     ISBN:  978-1-68558-351-4

Courtesy of IARIA Board and IARIA Press. Original source: ThinkMind Digital Library https://www.thinkmind.org

INTELLI 2026 : The Fifteenth International Conference on Intelligent Systems and Applications

                            19 / 66



TABLE II. COMPREHENSIVE PERFORMANCE METRICS AND TRAINING
TIME (IN SECONDS) FOR TESTED MODELS.

Model F1 ACC AUC PREC Recall T ime
LR 0.48 0.63 0.52 0.39 0.63 0.424
SGD 0.48 0.63 0.50 0.39 0.63 0.013
kNN 0.49 0.63 0.51 0.50 0.62 0.0117
CNB 0.54 0.53 0.53 0.55 0.53 0.002
RF 0.65 0.68 0.69 0.67 0.68 0.884

address class imbalance—a common characteristic of envi-
ronmental datasets—Complement Naive Bayes (CNB) was
included. Although the current dataset exhibits limited imbal-
ance, CNB is architecturally suited to mitigate the dominance
of the majority (non-potable) class and is expected to be
particularly relevant in real-world deployments.

Finally, a Random Forest (RF) model was used to cap-
ture complex, non-linear relationships among features. By
aggregating multiple decision trees through ensemble learning,
RF enables the identification of intricate decision boundaries
and mitigates variance introduced by data imputation. This
multi-model strategy provides a comprehensive assessment of
whether water safety can be adequately described by linear
thresholds or instead emerges from highly specific, non-linear
chemical interactions.

V. RESULTS AND DISCUSSION

This section evaluates the system from two perspectives:
the predictive accuracy of the localized AI models and the
operational performance of the integrated edge architecture.

A. Model Performance Evaluation

The comparative analysis of the tested algorithms is sum-
marized in Table II.

The empirical results demonstrate that water potability
classification is a significantly non-linear task, as evidenced
by the failure of linear architectures. Both LR and SGD
converged to an AUC of approximately 0.5, indicating that
linear hyperplanes possess near-zero discriminatory power for
this feature space and effectively default to majority-class
guessing. While CNB achieved a marginally higher F1 score
of 0.54, its poor accuracy of 0.53 reveals a high false-positive
rate, failing to reliably distinguish chemical safety margins.

The RF emerged as the best architecture, achieving an AUC
of 0.69 and a balanced F1 score of 0.65. Its success is tied to
its ensemble nature, which mitigates the impact of noise and
the variance introduced by missing value imputation, factors
that crippled the distance-based kNN. Using recursive parti-
tioning, the RF successfully captured high-order interactions
between variables. This performance gap confirms that water
potability is not governed by independent feature thresholds
but by a multifaceted chemical synergy that only the ensemble-
based decision trees could effectively resolve.

B. System Integration and Latency Analysis

Beyond algorithmic accuracy, the system’s ability to func-
tion as an integrated control unit was validated through real-
time testing. The Edge AI model demonstrated the capability

to process incoming MQTT packets and return the classifi-
cation within milliseconds. By hosting the inference engine
locally via FastAPI, the system eliminated the "Cloud Round-
Trip Time", which in industrial IoT environments can fluctuate
between 100ms and several seconds depending on network
congestion [4].

The React-based dashboard successfully maintained a per-
sistent WebSocket connection, reflecting potability changes
instantly. This responsiveness is critical for the "Control Rule"
aspect of the project, as any delay in detecting non-potable wa-
ter could lead to the contamination of downstream reservoirs
before a manual or cloud-based intervention could occur.

VI. CONCLUSION AND FUTURE WORK

This work presents a proof of concept for a wastewater
detection system combining local IoT sensing with edge-level
AI inference. The results demonstrate that relocating intelli-
gence from the cloud to the edge improves responsiveness and
operational reliability, providing deterministic latency suitable
for control logic. The study further validates that low-cost
platforms, such as the Raspberry Pi 3, can execute complex
ensemble models, confirming that non-linear water quality
interactions can be effectively resolved at the edge in a scalable
and accessible manner.

However, several limitations define the current boundary
conditions. The system relies on a partially synthetic dataset,
as several chemical parameters were generated to compensate
for incomplete hardware integration. In addition, missing
values in the source data required mean imputation, potentially
simplifying learned decision boundaries. While sufficient for
validating the edge architecture and middleware logic, the
resulting model may not fully reflect the variability, noise,
and stochastic behavior of real wastewater streams.

Future work will prioritize full sensor integration to elim-
inate reliance on simulated inputs and improve real-world
robustness. The architecture is also designed to evolve from a
monitoring solution into a closed-loop control system through
the replacement of manual routing with electronically actuated
solenoid valves. Validating automated actuation within the
existing framework will enable real-time, autonomous water
diversion, enhancing system resilience and applicability in
decentralized environments.

From a broader socio-economic perspective, such edge-
enabled systems may support municipal authorities in reducing
operational costs and preventing contamination through rapid,
localized decision-making. The modular design and use of
standardized protocols, including MQTT, facilitate integration
with existing industrial infrastructures without requiring large-
scale system overhauls.
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Abstract—Rising energy costs and suboptimal environmental
control in industrial and service facilities are frequently asso-
ciated with limited real-time visibility, static control strategies,
and low resilience in conventional building management systems.
Many existing solutions rely on centralized architectures, which
increases latency and reduces robustness under connectivity
disruptions, while offering limited support for proactive op-
timization. This paper presents a modular, edge-centric In-
ternet of Things (IoT) platform for multi-zone environmental
monitoring and control, designed to preserve local autonomy
under partial failure conditions. Environmental and occupancy
data are acquired by microcontroller-based sensor nodes and
disseminated via Message Queuing Telemetry Transport (MQTT)
to a local edge gateway, where data validation, aggregation, and
coordination are performed before selective synchronization with
backend services for persistence and visualization. The platform
integrates lightweight forecasting mechanisms that combine his-
torical occupancy patterns with external weather information to
support anticipatory control decisions. The proposed architecture
enforces a clear separation between data and control planes,
supports scalable multi-zone deployments, and enables energy-
efficient operation with low deployment overhead, making it
suitable for small- and medium-scale facilities.

Keywords-IoT; CPS; MQTT; InfluxDB; SQLite; Grafana; Edge
Computing; AI Forecast.

I. INTRODUCTION

The increasing pressure to reduce energy consumption and
meet sustainability targets has intensified the need for more
efficient management of lighting and Heating, Ventilation, and
Air Conditioning (HVAC) systems in industrial and service
facilities [1][2]. Despite advances in automation technologies,
many buildings still rely on static schedules and coarse-
grained control strategies, providing limited real-time vis-
ibility into environmental conditions and system behavior.
Consequently, energy usage is often misaligned with actual
occupancy and operational patterns, leading to waste and
reduced efficiency [3]. Although Internet of Things (IoT) and
Cyber-Physical Systems (CPS) approaches enable fine-grained
sensing and adaptive control [4], many existing solutions
remain centralized and cloud-dependent, reducing robustness
under network disruptions and limiting suitability for resource-
constrained environments. Moreover, fragmented deployments
frequently result in transient or poorly persisted data, hindering
long-term analysis and informed decision-making.

To address these limitations, this work proposes a resilient,
edge-centric IoT/CPS platform for multi-zone environmental
monitoring and control. The system connects sensors, micro-
controllers, edge services, and backend components through
a scalable architecture that separates telemetry from control
execution. It supports real-time data acquisition, persistence,
and visualization, exposes well-defined APIs for integration,
and enables closed-loop control of lighting and HVAC sys-
tems. Lightweight forecasting mechanisms based on occu-
pancy patterns and weather data allow proactive, energy-
aware operation [5], while preserving local autonomy under
connectivity failures.

The main contributions of this paper are threefold: (1)
the design of a modular, edge-first IoT/CPS architecture that
maintains operation during gateway or network disruptions;
(2) the implementation of a clear separation between telemetry
and control flows to enhance robustness and scalability; and (3)
the integration of lightweight, edge-based decision support for
occupancy- and weather-aware environmental control within a
practical proof-of-concept deployment.

The remainder of this paper is organized as follows. Sec-
tion II reviews related work and identifies research gaps.
Section III details the proposed architecture and system design.
Section IV presents implementation and evaluation results.
Finally, Section V discusses limitations and outlines future
research directions.

II. RELATED WORK

Smart building energy management has evolved from tradi-
tional, proprietary Building Management Systems (BMS) to-
ward IoT- and CPS-based architectures integrating distributed
sensing, communication, and actuation. Conventional BMS
solutions are typically centralized and offer limited interop-
erability and adaptability, motivating the adoption of modular
IoT-based approaches as energy efficiency and sustainability
requirements increase.

Recent surveys show that contemporary Building Energy
Management Systems (BEMSs) increasingly rely on dis-
tributed IoT sensors, wireless protocols, and data-driven an-
alytics to enable real-time monitoring and adaptive control.
Reviews by Akbulut et al. and Poyyamozhi et al. highlight
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TABLE I. ARCHITECTURAL COMPARISON WITH REPRESENTATIVE ENERGY MANAGEMENT PARADIGMS

Feature Centralized IoT/BEMS AI/DL Cloud HVAC Microgrid EMCS This Work
Primary processing
location

Cloud Cloud Hierarchical/Central Edge-first

Local autonomy un-
der backend failure

Limited Limited Partial Yes

Explicit data/control
separation

Rare Not emphasized Layered control Yes

Edge telemetry
buffering

Uncommon Uncommon Application-specific Yes

Acknowledgment-
based actuation

Not typical Not typical Application-specific Yes

Lightweight edge de-
ployment

Variable High compute Grid-scale infra Yes (RPi/MCU)

Edge-level predictive
logic

Rare Cloud-based Optimization-based Yes (lightweight)

Target deployment
scale

Building Building Grid/Microgrid Multi-zone building

the convergence of IoT, Artificial Intelligence (AI), and en-
ergy management, reporting consistent reductions in HVAC
and lighting energy consumption while preserving occupant
comfort [3][4]. These studies confirm the effectiveness of
fine-grained sensing and analytics but also reveal a strong
dependence on centralized processing infrastructures.

Occupancy-aware control has become a key research di-
rection, replacing static schedules with dynamic adaptation
based on inferred or predicted presence. Probabilistic occu-
pancy prediction models have demonstrated improved HVAC
optimization compared to binary detection approaches [5].
In parallel, predictive strategies such as Model Predictive
Control (MPC) have shown measurable energy savings when
combined with real-time sensor data and forecasts [2]. AI- and
Deep Learning-based approaches further enhance adaptability
under dynamic environmental and occupancy conditions [1].
However, many of these methods assume centralized com-
putation, large datasets, and substantial processing resources,
limiting applicability in lightweight or resource-constrained
environments.

Energy-management optimization is also widely investi-
gated beyond buildings. Microgrid Energy Management and
Control Systems (EMCS) integrate layered control and op-
timization objectives for grid stability [6], while model-free
wind-farm control and learning-augmented predictive control
in hybrid and plug-in hybrid electric vehicles demonstrate the
broader applicability of data-driven and predictive strategies
across energy domains [7]–[9]. These cross-domain applica-
tions reinforce the trend toward predictive and model-based
optimization but often target large-scale infrastructures rather
than building-level deployments.

Despite significant progress in sensing, analytics, and
predictive control, architectural limitations remain. Many
IoT/BEMS solutions retain strong cloud dependency for per-
sistence, analytics, and decision-making, increasing latency
and reducing robustness under network disruptions [10]. Edge

components are frequently treated as data relays rather than
autonomous coordination layers, and explicit separation be-
tween telemetry and control flows is seldom emphasized [11].
Moreover, resilience mechanisms such as telemetry buffering,
acknowledgment-based actuation tracking, and fault isolation
across architectural layers are not systematically addressed
in building-scale systems. While Digital Twin and AI-driven
approaches represent the state of the art, they often intro-
duce architectural complexity and computational overhead
that hinder practical deployment in small- and medium-scale
environments [12]. Additionally, reproducible and privacy-
preserving evaluation strategies—such as the controlled use
of synthetic data—remain underexplored in applied IoT/CPS
prototypes [13].

Table I summarizes the architectural positioning of the
proposed system relative to representative paradigms in the
literature. In contrast to centralized BEMS and AI-driven
HVAC solutions, which prioritize optimization but depend on
continuous backend availability, the proposed architecture em-
phasizes edge autonomy, explicit separation of telemetry and
control planes, acknowledgment and buffering mechanisms,
and low-overhead deployment suitable for small- and medium-
scale facilities.

III. PROPOSED SOLUTION

The proposed system is an IoT-based BEMS for intelli-
gent environmental monitoring and control in indoor spaces.
Although motivated by industrial and office scenarios, the
architecture is generic and adaptable to residential or mixed-
use environments. It combines distributed sensing, edge coor-
dination, and backend services to automate lighting and HVAC
control, targeting energy efficiency while maintaining comfort
constraints.

The design follows a layered IoT/CPS architecture that
separates sensing, communication, processing, and user in-
teraction. Embedded devices perform local data acquisition
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and actuation; an edge gateway coordinates communication
and autonomy; backend services provide persistence and vi-
sualization without being required for core operation. The
architecture prioritizes resilience, modularity, and scalability,
enabling continued local functionality under connectivity dis-
ruptions and incremental system expansion through standard
protocols and well-defined interfaces. In addition to reactive
control, the system integrates lightweight, edge-based decision
support mechanisms—such as occupancy- and weather-aware
logic—to demonstrate anticipatory control within a practical
proof-of-concept deployment.

A. Layered IoT Architecture

The system adopts a layered IoT/CPS architecture (Figure 1)
that separates physical, communication, processing, and user-
facing concerns, aligning with CPS principles of sensing,
computation, actuation, and feedback.

Figure 1. High-level overview of the adopted architecture.

• Perception/Physical Layer: ESP32-based devices con-
nected to environmental sensors and actuators perform
local data acquisition and immediate actuation.

• Network/Communication Layer: MQTT [14] supports
publish–subscribe device-to-edge communication, while
HTTP enables interaction among edge, backend, and
frontend services.

• Edge/Middleware Layer: Implemented on a Raspberry
Pi [15], this layer hosts the MQTT broker and services
for device coordination, aggregation, buffering, and local
autonomy.

• Application/Cloud Layer: Provides persistence and sys-
tem state management. In the proof of concept, services
are containerized and deployed locally but remain archi-
tecturally decoupled from the edge.

• Business/User Layer: Exposes visualization, configura-
tion, and supervisory functions through a web-based
interface.

Although the current implementation supports a single gate-
way, the architecture is designed to scale across multiple zones
and multi-gateway deployments.

B. Data and Control Flow

System operation is structured around two explicit runtime
paths (Figure 2):

Figure 2. Overview of the data and control flows across system layers.

Data Flow. Embedded devices periodically publish teleme-
try via MQTT to the edge gateway. The gateway aggregates
and enriches measurements before forwarding structured data
to backend services for persistence and visualization. Time-
series data and metadata are stored separately to support both
historical analysis and state tracking. During backend unavail-
ability, telemetry is buffered at the edge and synchronized
upon recovery.

Control Flow. Control commands originate either from user
interactions or edge-level decision logic. Commands propagate
from frontend to backend and then to the edge gateway, which
dispatches them to devices via MQTT. An acknowledgment-
based mechanism tracks commands with a pending status
and confirms completion upon execution, enabling reliable
actuation and safe retry under transient failures.

This explicit separation improves robustness, fault isolation,
and scalability.

C. Edge Gateway and Reliability Mechanisms

The edge gateway plays a central role in coordinating
communication, enforcing local autonomy, and supporting re-
silience under partial failures. By hosting critical coordination
and control logic at the edge, the system reduces dependence
on continuous backend availability and avoids single points of
failure. At runtime, the gateway hosts the MQTT broker and
executes services for device management, data aggregation,
buffering, and command dispatch. Sensing and actuation con-
tinue locally during backend disruptions, with telemetry and
logs stored at the edge until synchronization is restored.
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Reliability is further enhanced through acknowledgment-
based command handling. Control commands are applied
immediately at the edge and confirmed back to the backend,
ensuring that delayed or missed transmissions can be re-
tried without duplication. Complementary mechanisms include
telemetry buffering during disconnections, periodic resynchro-
nization after recovery, and basic reconnection strategies at the
device level. Collectively, these mechanisms enable continued
operation under common failure scenarios while preserving
consistency and recoverability.

D. Intelligent Decision Support at the Edge

The system integrates lightweight, edge-based decision
support mechanisms to enable anticipatory control without
imposing significant computational overhead.

Weather forecast data retrieved from the OpenWeatherMap
API [16] are used to estimate short-term temperature trends,
including direction and magnitude. These trends inform pre-
conditioning decisions, mitigating thermal inertia effects and
improving comfort while reducing peak energy demand.

Occupancy forecasting is formulated as a probabilistic clas-
sification problem, producing continuous occupancy likelihood
estimates rather than binary labels. Due to the absence of
real occupancy traces, models are trained using synthetically
generated behavioral data that capture temporal patterns and
stochastic variability. This approach supports reproducibility
and privacy-preserving evaluation. At runtime, the trained
model is used for inference at the edge, generating near-
future occupancy probabilities that are integrated into control
decisions.

Control logic follows a hybrid strategy combining predic-
tive inputs with deterministic, rule-based constraints. Thermal
comfort is managed through context-dependent temperature
bands (e.g., occupied, unoccupied, peak tariff periods), while
pre-conditioning decisions are based on predicted occupancy
probability, deviation from comfort targets, and external tem-
perature trends. Stability mechanisms such as minimum action
intervals are employed to prevent oscillatory behavior and
reduce actuator wear.

IV. EVALUATION AND RESULTS

A. Implementation Scope and Experimental Setup

The system was implemented as a proof of concept using
lightweight, widely adopted technologies suitable for IoT/CPS
prototyping. ESP32 microcontrollers [17] were used for sens-
ing and actuation, while a Raspberry Pi served as the edge
gateway. Communication relied on MQTT, with edge and
backend services implemented using FastAPI [18]. System
configuration and state metadata were persisted in SQLite [19],
while time-series telemetry was stored in InfluxDB [20] and
visualized through Grafana dashboards [21]. A web-based
frontend implemented in React [22] provided supervision and
interaction. Lightweight decision support was implemented
using a logistic regression model trained on synthetically
generated occupancy data.

The evaluation focused on validating architectural decisions
and runtime behavior rather than production readiness or
quantitative energy savings. The system was deployed locally,
without reliance on external cloud infrastructure, and supports
a single edge gateway managing multiple logical zones. While
the architecture is designed to scale to multi-zone and multi-
gateway deployments, these aspects were not fully exercised
in the current implementation. Figure 3 illustrates the imple-
mented supervisory interface.

Figure 3. Frontend implementation (device page).

B. Validation Methodology and Scenarios

Evaluation was structured around end-to-end validation of
the system’s data and control paths under representative oper-
ating conditions. The data pipeline—from MQTT ingestion
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at the edge to persistence in InfluxDB and visualization
in Grafana—was validated using both real sensor data and
mocked telemetry streams. Dashboard correctness was verified
across different time ranges and filtering conditions, and
displayed values were cross-validated against stored records.

Control paths (frontend → backend → edge → MQTT
→ devices) were exercised to confirm correct propagation
of commands and state updates. Command handling relied
on acknowledgment-based mechanisms between backend and
edge components, enabling verification of reliable actuation
and safe retry behavior under transient failures. All services
were deployed locally using containerized environments [23],
enabling functional validation while abstracting network la-
tency and remote availability effects.

Two complementary validation scenarios were considered.
First, a physical edge deployment was evaluated using one
Raspberry Pi and two ESP32-based nodes, each representing
an independent zone. Real-time telemetry (temperature, lumi-
nosity, and binary state variables) was published via MQTT,
and control actions were issued from the frontend. In the
absence of physical HVAC or lighting equipment, actuation
was emulated using onboard indicators, allowing verification
of message routing, state transitions, and bidirectional com-
munication without hardware-specific dependencies.

Second, a mixed-data scenario was used to assess scalability
and observability under higher logical load. Multiple logical
devices were emulated using mocked telemetry to validate
MQTT topic handling, backend routing, and dashboard fil-
tering. This scenario enabled evaluation of persistence, visual-
ization, and system behavior independently of physical device
availability.

Edge-level decision logic integrating weather forecast data
was evaluated by inspecting inference outputs and control
decisions generated on the gateway. Due to abstracted actu-
ation and the coexistence of manual and automated control
paths, this component was assessed primarily in terms of
computational correctness and system integration rather than
observable physical effects.

C. Resilience Observations and Results

Table II summarizes the main resilience-related observations
obtained during evaluation. The results confirm that the pro-
posed architecture supports reliable telemetry ingestion, per-
sistence, and visualization, maintaining consistent supervisory
views once time-series data is available.

From a resilience perspective, the system demonstrated ef-
fective fault isolation across device, edge, and backend layers.
Backend restarts did not affect previously persisted data, and
buffered telemetry was successfully forwarded after recovery.
Similarly, edge restarts resulted in brief service interruptions,
after which devices automatically reconnected and normal data
and control flows were restored. These behaviors validate the
edge-centric design objective of preserving local autonomy
under partial failures.

Observed data loss was confined to the device–edge bound-
ary during edge downtime, reflecting an intentional design

TABLE II. OBSERVED RESILIENCE-RELATED BEHAVIORS DURING
EVALUATION.

Metric / Scenario Observed Behavior
Physical devices tested 2 ESP32 + 1 Raspberry Pi
Mocked devices tested Up to 10 logical devices
Backend restart recovery
time

∼2 seconds

Edge restart recovery time Few seconds (boot + ser-
vices)

Data loss (ESP32 → edge) During edge downtime
Data loss (edge → cloud) Not observed; buffered data

forwarded
Device reconnection Automatic, without manual

intervention
Command acknowledgment Implemented cloud-edge

only

trade-off favoring lightweight embedded devices without per-
sistent buffering. Importantly, such losses did not propagate
upstream, preserving system stability and observability. Em-
bedded dashboards consistently reflected the recovered system
state following disruptions, reinforcing the suitability of the
platform for supervisory monitoring.

Overall, the evaluation demonstrates that the proposed ar-
chitecture achieves its primary objectives of modularity, ob-
servability, and resilience in a multi-zone, edge-centric setting,
while highlighting device-level buffering and acknowledgment
mechanisms as natural directions for future enhancement.

V. CONCLUSION AND FUTURE WORK

This work presented a modular, edge-centric IoT/CPS plat-
form for multi-zone environmental monitoring and control,
designed to preserve local autonomy while enabling scalable
supervision and centralized observability. By combining dis-
tributed sensing with edge-level coordination and backend per-
sistence, the proposed architecture supports reliable real-time
and historical monitoring, explicit separation between data and
control flows, and resilient operation under partial connectivity
failures. The evaluation confirmed that the system maintains
consistent behavior across device, edge, and backend layers,
validating the architectural choices with respect to modularity,
observability, and fault isolation.

While the proof-of-concept demonstrates the feasibility of
the proposed approach, several limitations remain. Visualiza-
tion relies on embedded dashboard components, which intro-
duce authentication and browser policy constraints that may
complicate operational deployment. Data quality is dependent
on sensor calibration and timestamp consistency, and the
current implementation does not include automated validation
or anomaly detection mechanisms. In addition, although pre-
dictive components based on occupancy and weather context
are integrated at the edge, their influence on control policies
remains limited and has not yet been validated using real
occupancy data.
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Future work will focus on extending resilience through
device-level buffering and backfilling mechanisms, strengthen-
ing authentication and access control across backend services
and visualization components, and introducing automated
monitoring and alerting. The decision-support layer will be
further integrated into control logic and evaluated with real-
world occupancy data. Finally, enhanced device management,
calibration workflows, and deployment automation (e.g., con-
tinuous integration and continuous deployment (CI/CD) and
container orchestration) will be explored to improve maintain-
ability and support larger-scale deployments.
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Abstract—The adoption of Industry 4.0 practices has grown
worldwide, driven by the need for standardised, transparent,
and interoperable data exchange. The Asset Administration Shell
(AAS) provides a standardised template for asset information,
enabling companies to share and integrate data across systems.
However, AAS creation from existing datasheets remains a manual
and time-consuming process, hindering large-scale adoption. In
this paper, we propose an Artificial Intelligence (AI) agent-based
approach that automates the transformation of Portable Document
Format (PDF) datasheets into AAS instances, which are then
serialised into AAS files. The agents extract, structure, and validate
asset information against the Industrial Digital Twin Association
(IDTA) guidelines to ensure compliance with industry standards.
We demonstrate the approach in a use case scenario, illustrating
its potential to streamline the creation of AAS files and facilitate
their adoption in a manufacturing environment.

Keywords-Intelligent agents; Datasheet; AAS; Industry 4.0.

I. INTRODUCTION

The Industry 4.0 paradigm has revolutionised manufacturing
processes by integrating advanced technologies, such as Inter-
net of Things (IoT), Cyber-Physical Systems, and Artificial
Intelligence [1]. This transformation has led to the emergence
of smart factories. Nowadays, interconnected systems can
communicate and make autonomous decisions to optimise
production efficiency and flexibility [2]. A key enabler of
this paradigm is the Asset Administration Shell (AAS), which
serves as a digital representation of physical assets in the
manufacturing environment [3].

The AAS provides multiple benefits. These include a stand-
ardised framework for managing and exchanging information
about assets, facilitating interoperability among diverse systems
and devices. By encapsulating all relevant data, functionalities,
and services related to an asset, the AAS enables seamless
integration into Industry 4.0 ecosystems. Additionally, the
AAS supports advanced functionalities, such as predictive
maintenance, real-time monitoring, and data analytics, which
are crucial for optimising manufacturing processes [4]. Despite
its potential, the adoption of AAS in industrial settings faces
several challenges.

One of the main challenges is the complexity of the AAS
implementation. New submodel templates released by the IDTA
[5] and other standardisation bodies require significant effort to
understand and apply correctly. In this regard, companies often
struggle with the initial setup, configuration, and customisation
of AAS for their specific use cases. Even though tools and
frameworks exist to facilitate AAS creation, they often demand
a steep learning curve and technical expertise. Therefore,
manual processes, often chosen for AAS deployment, can

be time-consuming and error-prone, hindering widespread
adoption.

The lack of awareness among stakeholders is another barrier
to AAS adoption. Many organisations are still unfamiliar with
the benefits and functionalities of AAS, leading to resistance in
embracing this relatively new technology. This is accompanied
by the need for skilled personnel to manage and maintain
AAS-based systems [6]. Many of the companies, although
interested in Industry 4.0, lack the necessary expertise to
effectively implement submodel templates and further utilise
AAS in their operations. For example, Small and Medium-
sized Enterprises (SMEs) may find it particularly challenging
to allocate resources for training and development in this area
[7]. In addition, many industries still have plenty of machinery
and equipment not Industry 4.0-ready, making the integration
of AAS even more complex [8].

To address some of the mentioned challenges, there is a
growing interest in leveraging automated solutions to streamline
the adoption process. In this context, Artificial Intelligence
(AI) agents have emerged as promising tools to facilitate
the deployment and management of AAS in manufacturing
environments. AI agents can autonomously perform tasks,
such as data collection, analysis, and decision-making, thereby
reducing the burden on human operators [9]. By integrating
AI agents with AAS, it is possible to enhance the efficiency
and effectiveness of asset management processes, ultimately
accelerating the adoption of AAS in Industry 4.0 settings.

This paper explores the potential of AI agents to support
the adoption of AAS in Industry 4.0 environments. More
specifically, we investigate how AI agents can assist in the
automatic creation of AAS instances from PDF datasheets.
Generated AAS instances can then be later integrated into a
component library to speed up the commissioning of physical
assets. PDF datasheets are commonly used to document tech-
nical specifications of assets. Oftentimes, they contain valuable
information that can be utilised to populate AAS submodel
templates. However, manually extracting and structuring this
information can be labour-intensive and prone to errors. Our
paper makes the following contributions:
• Automatic generation of AAS from PDF datasheets using

AI agents and knowledge graphs.
• A case study demonstrating the application of our approach

in generating AAS instances for an industrial robot arm,
highlighting the practical implications and benefits.

• The discussion of challenges faced during implementation
and future directions in this area.
While our approach shows promise, certain limitations are

acknowledged: generated AAS quality depends on input data
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completeness, manual intervention remains necessary for eClass
classification, and organisations with heavily customised legacy
systems may face adoption barriers.

The remainder of the paper is organised as follows: In
Section II, we review the related work on AAS adoption and
AI agents in Industry 4.0. Section III provides background
information on AAS, AI agents, knowledge graphs, etc.
Section IV presents our approach for automatic AAS generation
based on the automated information extraction from PDF
datasheets. Section V describes the case study, experimental
setup, and faced challenges during implementation. Section VI
discusses the results, their implications, and potential limitations
of our approach. Finally, Section VII concludes the paper and
outlines future research directions.

II. RELATED WORK

A. Traditional Agents for AAS Adoption

The interaction of agents with assets in industry has been
broadly studied over the past few years. Precisely, the definition
of Multi-Agent Systems (MAS) by Wooldridge [10] laid the
foundation for agents in industry. As per [10], a MAS is a
“society of intelligent, cooperative, proactive, and autonomous
entities” (i.e., agents). These agents rely on symbolic reasoning,
explicit knowledge representations (e.g., logic-based systems),
and planning algorithms to make decisions. They are designed
for specific tasks, such as negotiation, coordination, or resource
allocation in MAS. Their intelligence is rule-based or logic-
based, with limited adaptability outside predefined domains.
Communication is structured, often relying on predefined
protocols (e.g., Foundation for Intelligent Physical Agents -
Agent Communication Language (FIPA-ACL)) and ontologies
for inter-agent interactions. Therefore, we will refer to these
as traditional agents for the remainder of the paper.

Based on the previous MAS definition, a group of works
applied it to facilitate the adoption of AAS in industry
[6, 11–17]. They leverage MAS for the implementation,
digitisation, and adoption of AAS. These works describe the
use of different traditional agents in conjunction with AAS to
enhance standardisation and communication between physical
assets and their digital twin counterparts. Many assume that
AAS files are already filled with the required information
in a specific submodel and leverage their approach on this
assumption. In reality, the instantiation of an AAS submodel
might take several hours (depending on the asset and submodel
complexities), making it a labour intensive process.

Our approach makes use of Large Language Model (LLM)-
based models, in contrast to traditional agents, such as in the
previous works. Modern agents interact with a transformer-
based neural network trained on massive datasets, also known
as an LLM. This can be general-purpose or fine-tuned for a
specific task. LLM-based agents can operate autonomously
but often rely on human prompts or predefined workflows
to initiate actions. These agents excel in natural language
communication, interacting through conversational interfaces
without requiring formal protocols. Unlike Wooldridge’s agents
[10], LLM-based agents demonstrate emergent general-purpose

reasoning, enabling them to handle a wide range of tasks
without domain-specific programming.

B. LLMs (Agents) for AAS Adoption

The use of LLMs to facilitate the adoption of AAS in
industry is a novel approach. Prompts, as well as agents
powered by LLMs, have been used to generate AAS files from
unstructured data [18]. Xia et al., [18] propose a framework that
leverages LLMs to interpret text-based data and generate AAS-
compliant files. They based their approach on the capabilities of
LLMs to match semantically similar concepts of syntactically
different terminologies. This can be useful when dealing
with unstructured data from various sources, as LLMs can
understand context and meaning beyond rigid schemas.

Although we also use LLMs to syntactically map different
terminologies, our approach goes beyond that of Xia et al., [18]
in several ways. First, our approach automatically extracts text
information from PDF datasheets, instead of relying on text-
based data as input. Second, our process involves a knowledge
database creation and a querying step to prevent hallucinations
from the LLM. Third, we also map eClass IDs to the extracted
data to ensure that the generated AAS files are compliant with
industry standards. We are not aware of any other work that
uses LLMs to facilitate the adoption of AAS in industry apart
from the work of Xia et al., [18].

III. BACKGROUND

A. AI Approaches and Techniques

1) Vector databases: Vector databases are specialised sys-
tems for storing and indexing high-dimensional embeddings,
enabling efficient approximate similarity search (e.g., nearest
neighbour) over data, such as text, images or audio [19].

2) Large Language Models: LLMs are transformer-based
neural networks pre-trained on massive corpora, which scale in
parameter count, data, and compute, exhibiting emergent cap-
abilities without task-specific tuning. While their applications
span across many domains, main limitations include data bias,
hallucination, high inference/training costs, and challenges in
evaluation and governance [20, 21].

3) AI Agents: AI agents are systems that not only generate
responses but perceive, plan, decide and act (often using tools,
memory, and environment interactions) to achieve goals with
some degree of autonomy [22].

4) Knowledge graphs: Knowledge graphs are directed,
labelled, multi-relational graphs in which nodes represent
entities and edges represent semantic relationships. These
graphs are often enriched with an ontology and are used
to integrate, query, and reason over structured and semi-
structured data. They provide explainability and support com-
plex relational queries and inference. Some of their challenges
include scalability, schema alignment, entity/edge extraction,
and maintaining/updating large, heterogeneous graphs [23–25].

B. Asset Administration Shell

The Asset Administration Shell (AAS) is a standardised
digital representation of industrial assets throughout their
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lifecycle. An AAS file can contain one or more AAS instances,
where each instance represents a digital twin of a specific
physical or logical asset. AAS files are organised via modular
submodels, which capture technical, operational, semantic,
and communication aspects enabling interoperability across
heterogeneous systems and stakeholders [17, 18, 26–29]. The
Industrial Digital Twin Association (IDTA) [30] publishes,
maintains and distributes AAS submodel template files publicly.
Currently, there are various submodels available for specific
target domains (e.g., digital nameplate for industrial equipment,
functional safety, technical data, etc.) [5], while others are
intended to be released in the near future (e.g., carbon footprint,
maintenance instructions, etc.).

Each AAS submodel defines specific fields to be filled in,
which correspond to the characteristics of the asset being
digitalised. Fields also have types (e.g., date, integer, string)
depending on the data to be stored. An asset might have
more characteristics than those specified by the submodel
template. To handle these differences, some submodel templates
(e.g., digital nameplate) can be extended with custom fields.
These fields are of string type to be completed with generic
information, and not specific to the submodel template.

IV. APPROACH

PDF Datasheets Vector 
Database Agent PDF Extractor

Asset 
Specification

Cognee
Library

Knowledge
Graph

eClass Asset
Information

Agent AAS-eClass Mapper

LLM

AAS with eClass
Mapped Information

Agno Agent

Agno Agent AAS with Submodel(s)
Mapped Information

Figure 1. Approach to automatically move from PDF datasheets to AAS files.

Figure 1 shows the implemented approach. Datasheets in
the form of PDF files represent the input to the approach.
These are distributed as part of the documentation for different
assets (e.g., robot arm, industrial pump, etc.). Additionally, they
describe the main asset characteristics to be extracted later on.

A vector database is used to process the documents by
extracting text and assigning a vector to each extracted token.
Extracted words and their corresponding vectors will later be
used to map characteristics that might be syntactically different
but semantically similar. Currently, multiple vector database
tools exist providing help to automatic information extraction
and vector matching. We selected LanceDB [31] due to its
integration with the agent framework we use. Our approach
is not limited to this specific vector database, and other tools
can be used as well.

Once the documents are stored, processed and vectorised,
an AI agent will interact with this information and a pre-
established Large Language Model (LLM). The selection of

LLMs also depends on many factors related to the task at hand.
For example, some models are better suited for code generation,
while others excel at natural language understanding. We
selected the OpenAI models [32] to interact with the agent, as
they have demonstrated state-of-the-art performances for many
different tasks. Specifically, we used the Generative Pre-trained
Transformer (GPT)-4.1 model to extract assets’ characteristics
from the documents.

The agent framework Agno [33] provides the necessary
tools for our approach. Agno’s integration with the LanceDB
vector database and other services and models (e.g., OpenAI)
allowed us to focus on the agents’ configuration, instead
of implementation details. Previously processed datasheet
documents serve as a knowledge base, whilst GPT-4.1 is used as
a language model. We also make use of the internal reasoning
tool of the Agno framework in the agent configuration. This
tool instructs the agent to solve the task at hand as a series of
logical steps and to trace back the reasoning process. Reasoning
includes analysis and revision of the subtasks’ performance.
The configured prompt instructs the agent to extract technical
information about one specific asset at a time.

The result of running the agent, given the previous configur-
ation specifications, is a file containing extracted technical
information about the specified asset. As the information
of different assets may be heterogeneous and diverse, the
language model might tend to hallucinate. This phenomenon
has been identified as a drawback for these models [34, 35].
Therefore, we opted to address this issue by relying solely on
the extracted information from the datasheets. We assume that
the datasheets contain the necessary information to populate
the AAS templates.

The Cognee library [36] provides an approach to solve the
hallucination related to LLMs. The library enforces agents
to rely on the information from a knowledge graph which is
created from a set of pre-defined sources (e.g., PDF datasheets).
This knowledge graph is generated in the form of a Neo4J
database [37] where nodes represent automatically extracted
entities and edges their corresponding relationships. Once the
knowledge graph is created (cf., Figure 1), responses to queries
are limited to only the scope of the information within the
graph. Thus, a hallucination is not possible by construction, as
the agent cannot invent information not present in the graph.

Figure 1 also shows that after the Neo4J knowledge graph
creation, queries are requested to the database. Cognee enables
natural language queries, which are transformed into the Cypher
graph query language. Our approach further leverages this
feature by mapping extracted asset characteristics to the fields
in an AAS template file. Asset characteristics and AAS fields
may differ syntactically while conveying similar semantics.

An instantiation of the specified AAS templates is the
outcome of the previous mapping step. The AAS template
files are based on the IDTA guidelines. More specifically, in
this work, we used the AAS template for Digital Nameplate,
Technical Data, and Functional Safety. The three instantiations
are then combined into one AAS file per asset. These can be
found in the IDTA AAS Template Repository on GitHub [38].
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The inclusion of additional templates is part of future work.
A final mapping step is performed to enrich the AAS

instantiation with additional information. eClass [39] IDs
are standard identifiers for asset characteristics that might
not be part of the default information in templates (i.e.,
custom-added fields). Therefore, we mapped such custom-
added characteristics to their corresponding eClass IDs. For
this purpose, we used another AI agent configured similarly
to the previous one.

The outcome of our approach is an AAS file per asset, which
is automatically generated from the corresponding datasheets.
These AAS files can then be used in Industry 4.0 applications
to represent assets in a standardised manner. They contain the
main technical information as well as additional eClass IDs
for custom-added fields.

V. USE CASE

We present a use case that illustrates the practical application
of our proposed method. The use case focuses on a real-
world scenario where PDF datasheets are processed by our
approach to generate AAS files and be used in an Industry 4.0
context. We describe the specific steps taken in this use case,
the encountered challenges, and the achieved results.

A. Scenario Description and Resolution

1) Description: The use case involves a manufacturing
company that aims to digitise its asset information by converting
existing PDF datasheets into AAS files. The company has a
large repository of datasheets for various components and
equipment used in its production processes. We will focus on
an asset type to demonstrate the effectiveness of our approach.

We focus our approach on robotic arms used in assembly
lines. We consider a 6-axis articulated robotic arm commonly
used for pick-and-place operations. More specifically, we use
the datasheets provided by the manufacturer Stäubli for their
TX2-90XL model [40]. This robotic arm is equipped with
various sensors and actuators, and its datasheets contain detailed
technical specifications, performance data, and operational
guidelines. The datasheets provide information for three
variants of the TX2-90 model (e.g., the TX2-90, TX2-90L,
and TX2-90XL), each with different payload capacities and
reach. Precisely, we selected these datasheets as they have
a complex structure, including multiple tables, images, and
technical diagrams, which pose challenges for automated data
extraction.

Figure 2. Screenshot of the Stäubli TX2-90XL robotic arm datasheet.

Figure 2 shows a table extracted from the datasheet, which
lists the technical specifications of the TX2-90 robotic arm
variants. Since this use case focuses on the robot arm TX2-
90XL, our approach needs to correctly identify and extract the
relevant information from the table in Figure 2. Additionally,
other relevant information that might be in multiple documents
also needs to be extracted. This can include the robot’s degrees
of freedom, maximum speed, repeatability, and operating
conditions.

2) Resolution: As previously described in Section IV, our
approach involves several steps to generate AAS files from
PDF datasheets. First, the PDF datasheets are processed using a
vector database to extract and vectorize the textual information.
Next, a smart agent configured with the Agno framework
interacts with the vector database and a pre-established LLM
(GPT-4.1) to extract the relevant technical specifications of the
TX2-90XL robotic arm. The agent is prompted to focus on the
specific asset and extract information, such as payload capacity,
reach, degrees of freedom, maximum speed, repeatability,
and operating conditions. A manual review of the extracted
information is performed to ensure accuracy and completeness.
The extracted information is then mapped to the corresponding
fields in an AAS template file using the Cognee library.
A second mapping step is performed to link the extracted
information to the appropriate eClass IDs. Such a mapping is
performed using the eClass database to ensure that each field in
the AAS file is correctly identified and classified. The mapped
information is written into the AAS templates, resulting in a
complete AAS file for the TX2-90XL robotic arm. Finally, the
generated AAS file is validated against the AAS schema to
ensure compliance with Industry 4.0 standards.

B. Challenges

During the execution of the use case, several challenges
were encountered. One of the main challenges was dealing
with the heterogeneity of the datasheet formats. The datasheets
contained various layouts, tables, and images, which made it
difficult for the agent to extract the relevant information. To
address this challenge, we leveraged the capabilities of the
vector database to effectively index and retrieve the textual
information. Additionally, the heterogeneity of the language
used in the datasheets posed a challenge in case this process
would be performed manually. Therefore, we relied on the
LLM’s ability to understand and process technical language
and similar terminologies.

Each of the mappings (to the AAS template and to the eClass
IDs) also presented challenges. The AAS template needed to
be analysed to accommodate the specific attributes of the
TX2-90XL robotic arm. The mapping to eClass IDs required
access to an up-to-date eClass database and understanding of
the classification system. To overcome these challenges, we
ensured that the AAS template was flexible enough to allow for
assets that may not appear in the standard. Also, we manually
focus on the robotic arm domain to ensure that the correct
eClass IDs were assigned. In this regard, future work could
explore automating the eClass mapping process further.
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Figure 3. Screenshot of the Neo4J knowledge graph created from the
available datasheets.

Lastly, another challenge was ensuring the accuracy of the
extracted information. As we relied on official datasheets, and
also based on a knowledge base with the extracted information,
we mitigated the risk of inaccuracies. Despite this, we still
performed a manual review of the extracted information to
ensure its correctness.

C. Results

The results of the use case proved the effectiveness of our
approach in generating AAS files from PDF datasheets. One
of the first results we obtained was the knowledge graph in
the Neo4J database. This graph served as a valuable resource
for querying and retrieving information about the robotic arm.

Figure 3 shows a screenshot of the knowledge graph in
Neo4J, illustrating the relationships between different technical
specifications of the TX2-90XL robotic arm. Queries can be in
natural language which are then translated into Cypher queries
to retrieve specific information. For example, a query such
as "What is the maximum payload of the TX2-90XL robotic
arm?" would return this specific information from the graph.

The generated AAS instance for the TX2-90XL robotic
arm contained the technical specifications extracted from the
datasheets. Figure 4 shows a screenshot of the generated AAS
instance in the visualisation tool AASX Package Explorer [41].

Figure 4. Screenshot of the generated AAS instance for the Stäubli
TX2-90XL robotic arm in the AASX Package Explorer.

Our approach also includes the datasheet PDFs as part of the
AAS file, ensuring that the original documentation is available
for reference. A visualisation tool supporting PDF rendering
can display the datasheets directly from the generated file.

VI. DISCUSSION

A. Implications

The proposed approach has several implications for the
adoption of AAS in industrial settings. By leveraging AI agents
to automate the creation of AAS instances and files, we can

reduce the time and effort required for their implementation.
This can lead to faster integration of AAS into existing systems,
promoting interoperability and standardisation across different
platforms. Previously considered tedious and error-prone tasks
can now be streamlined, allowing organisations to focus on
leveraging the benefits of AAS.

The integration of industries into the Industry 4.0 paradigm
could be further accelerated by this approach. With the ability to
quickly generate AAS instances and files, industries can more
readily adopt digital twins and other Industry 4.0 technologies,
leading to improved efficiency in manufacturing processes.
The use of AI agents also opens up new possibilities for
customisation and scalability, as AAS can be tailored to specific
use cases and easily adapted to changing requirements.

B. Limitations

Despite the promising results, there are several limitations to
our approach that need to be addressed in future work. First, the
quality of the generated AAS instances is heavily dependent on
the input data and the capabilities of the AI agents. Inaccurate
or incomplete data can lead to suboptimal AAS instances,
which may not fully meet the requirements of the intended
application. Second, the current implementation may not fully
capture the complexity of certain industrial scenarios. While
AI agents are capable of generating AAS files for a wide range
of use cases, there may exist specific cases that require more
sophisticated modelling and representation. Finally, there is
still a need for manual intervention in the eClass classification
process, which may introduce delays.

Beyond mentioned technical limitations, practical challenges
exist regarding adoption and use by existing organisations.
Many industrial environments have heavily customised legacy
systems and established workflows deeply integrated into their
operations. Introducing AAS-based approaches may require
significant organisational change management. Furthermore,
organisations with investments in proprietary data manage-
ment systems may face resistance to adopting AAS formats,
particularly if migration costs are perceived as prohibitive.

VII. CONCLUSION AND FUTURE WORK

In this paper, we presented an approach leveraging AI
agents to facilitate AAS creation from PDF datasheets in
industrial settings. We utilize the Cognee library to create
a knowledge graph from datasheet information, which AI
agents use to generate and populate the AAS structure. A
use case involving an industrial robot arm demonstrates the
potential of this approach to automate the AAS creation process.
Future work will focus on extensive evaluations in real-world
industrial environments and integration of generated AAS files
into component libraries for flexible manufacturing systems.
This enables dynamic asset assignment, reducing manual
programming effort and increasing production flexibility.
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Abstract—The rapid increase in data generated by modern
space systems has introduced significant challenges related to the
scale, diversity, and fragmentation of operational information.
Operators are increasingly overwhelmed by the daily influx
of information, which is often loosely structured or spread
across isolated systems. Although the integration of Artificial
Intelligence (AI) into space ground segment operations offers
promising opportunities, it demands addressing the inherent
operational siloed contexts, security concerns, the diverse and
evolving information sources, and the high-risk constraints of
space missions. This work presents an Incident Investigation AI
system that assists operators in analysing, understanding, and
resolving ground station incidents threatening space missions.
Traditional incident investigation relies on subjective expert
judgment, manual log searches, and fragmented document ac-
cess. This leads to data duplication, inconsistent formats, and
knowledge loss. This paper addresses these limitations through
dedicated data-processing pipelines that continuously extract,
ingest, and harmonise information. The resulting knowledge
powers agentic systems that assist operators throughout the
incident lifecycle, including similarity identification, correlation
analysis, root cause analysis, and automated conclusion gener-
ation. These components create an extensible framework that,
beyond immediate operational gains, establishes a foundation
for future collaborative agentic ecosystems capable of reasoning
over complex operational data and supporting more autonomous,
data-driven decision-making in space operations.

Keywords-artificial intelligence; generative AI; agentic systems;
space operations; incident investigation; data pipelines; vector
databases; root cause analysis; ground stations; ground segment.

I. INTRODUCTION

Space systems generate a large amount of daily data. These
systems can sometimes run into issues classified as incidents.
These need to be investigated by operational personnel to take
the relevant action in a timely manner. To perform this task,
operators rely on experience, technical documentation, and
reports on previous incident investigations. Accessing these
sources is not a trivial task because of the data being scat-
tered across siloed systems, being inconvenient to access, or
becoming unavailable due to staff turnover and organizational
memory loss. The investigation itself is a daunting manual
process due to the overload of information to corroborate.

We designed a solution to support this investigation work
by providing a suite of AI tools to empower operators with
insights and sources they could hardly access before. All these
tools are accessible through a User Interface built in React [1]

where they can access past and current investigations, previous
incident similarity graphical insights, chat with Engi (i.e.,
an AI agent with access to all the knowledge gathered over
years of previous investigations), or review initial conclusions
drafted by an autonomous AI assistant upon investigation
creation.

The implementation of these agents presented technical
challenges due to context length limitations of Large Language
Models (LLMs) [2],[3] and available hardware constraints.
Loading all available data into the model was therefore not
viable, while external proprietary models were precluded by
confidentiality concerns [4].

Recent advances in the AI landscape, such as Retrieval Aug-
mented Generation (RAG) systems [5] and vector databases
[6] enabled us to encode our data sources as vectors. Using
similarity search methods (keyword, vector, or hybrid), rele-
vant documents can be retrieved at run-time [7]. The adoption
of this technology circumvented part of the software and
hardware limitations described previously. It also provided
opportunities to lay out the similarities generated in an in-
teractive graph users can navigate to discover new insights
based on investigations closely related to the one at hand.
To improve user adoption, this approach was combined with
the existing metadata of the documents, comprising manual
correlations created by operators in previous investigations.
The result is a knowledge graph visualisation [8] where the
information is structured as nodes and relationships as edges
between documents.

As a whole, the system is based on well-defined and
well-scoped agents providing different features. These agents
are powered by state-of-the-art methods to provide quality
responses despite the small model size able to fit on the
available hardware (i.e., 8 Billion parameter dense models).
The designed network of expert agents was tailored to different
scenarios with access to distinct but sometimes overlapping
data sources. Space operations being a sensitive field where
accuracy is paramount, multiple quality control techniques
were deployed, such as re-ranking, hallucination detection, and
relevance checks, to ensure integrity and transparency in the
results generated by our system. These controls are distributed
throughout the agentic workflow, from ensuring the relevance
of the retrieved documents, to providing safeguards against
potential model hallucinations [9] and checking the quality of
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the final generated answer.
While RAG-based systems have been explored for industrial

troubleshooting in manufacturing [10] or aerospace-specific
RAG evaluation (e.g., NASA’s VALOR [11] ), no deployed
system currently addresses the specific challenges of ground
station incident investigation, namely the combination of het-
erogeneous operational data sources, security-constrained on-
premise deployment, and the need for multi-expert reasoning
over years of accumulated institutional knowledge.

The main contributions of this work are:
• A unified data pipeline architecture that continuously har-

monizes heterogeneous operational data sources (logs, re-
ports, communications) into queryable knowledge bases.

• A multi-expert agentic system combining retrieval-
augmented generation with quality control mechanisms
(re-ranking, hallucination detection) tailored for mission-
critical environments.

• An "API-in-the-loop" protocol enabling autonomous
agents to operate within network-restricted secure envi-
ronments.

• A deployed, operational system validated through real-
world use at ESOC ground stations.

This paper is structured as follows: Section II discusses
the design of the data pipelines to continuously extract and
structure operational data from diverse sources while touch-
ing on the construction of the similarity graphs. Section III
presents the agentic AI system architecture, detailing the
agent-assisted incident investigation workflow with its quality
control mechanisms, as well as the automated conclusion
generation process. Finally, conclusions and future work are
drawn in Sections IV and V, respectively.

II. KNOWLEDGE BASE CONSTRUCTION

Building an effective knowledge base relies on two essential
components: properly processing incoming data and structur-
ing it for practical use. The following subsections outline the
technical architecture and methodologies employed to achieve
both objectives.

A. Pipeline Architecture and Processing

Ground stations generate large amounts of data daily, stored
in different but isolated environments. At the European Space
Operations Centre (ESOC), these include Station Terminal
Computer logs (STCs), Anomaly Report Traces (ARTs), tech-
nical documents, and communication records. To retrieve all
this information and make it available to process through
our pipelines, scheduled cron jobs execute daily retrieval
operations, extracting data produced within the last 24 hours,
or immediately, depending on the source. The purpose of the
pipeline described in Figure 1 is to unify the data by extracting
structured information and generating embeddings from their
content and storing it in either a relational or vector database.

The pipeline first categorizes files by type, as each category
requires a distinct extraction methodology, and subsequently
stores the processed data in separate vector store collections.

Source documents undergo deduplication at two levels: file-
level checks using hash-based algorithms [12], and record-
level checks for CSV files where individual rows may dupli-
cate or update previous entries.

Figure 1. Pipeline architecture and workflow.

Each entry is analysed for missing information, as the data
have mostly been created by humans over multiple years.
Inconsistencies in notation, schema changes or mistakes are
common and need to be handled. Next, a rule-based approach
discards entries missing critical fields (e.g., main description)
while retaining those with missing non-critical fields, such as
cross-references or metadata.

To store the vector representation of each entry, the first
step is chunking the information to ensure better retrieval
performance [13]. Ensuring temporal and context coherence
through these fragments is key to enabling transparent sourcing
of the information used for each query. Chunks are obtained
by overlapping them and enriching their metadata with times-
tamps, source identifiers, and their position in the overall text.
After segmentation and embedding, the vector representation
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are stored in the chosen vector database, Weaviate [14],
along with the positional metadata described above, while the
structured information and remaining metadata are stored in
a relational database, PostgreSQL [15]. The information from
one database can be traced back to the other thanks to a unique
identifier. The simplified pipeline workflow is described in
Figure 1.

Additionally, users can manually upload new data (e.g., files
of similar structure to the one described above, or images
and PDFs that may contain illustrations) to the system. As
the essence of this information, where content and structure
are unknown, is not efficiently captured by traditional meth-
ods, a multimodal approach using ColPali [16] was adopted,
which avoids lossy text-only segmentation and allows images,
diagrams, and tables to be retrieved alongside text passages.
The open-source Gemma3 [17] vision Large Language Model
(vLLM) [18] was selected to understand the information
and create embeddings from them, which are then stored in
Weaviate.

B. Structuring Data for Practical Use

The vector database is segregated into different collections
for each document type, enabling similarity searches on spe-
cific entries. The results are enriched using the metadata link
to the relational database described previously. The resulting
information is leveraged to produce a similarity graph using
t-Distributed Stochastic Neighbors Embedding (t-SNE) [19],
a dimensionality reduction technique that visualizes high-
dimensional data by projecting each data point onto a 2D
map. This processing also clusters related ideas, boosting the
insights of the similarity graph by grouping similar concepts
together.

In order to offer more context to the users, the solution also
generates a second type of plot similar to a knowledge graph.
It is built using metadata on related incidents as links to other
files to enrich the graphic, as demonstrated in Figure 2.

This view is fully browsable and interactive; clicking on
each node provides more information about the incident and
empowers users with new ways to investigate by traversing
the knowledge graph, supporting rapid and evidence-driven
investigations across missions. Additional metadata related
to dates or ground station origin are also present, which
the AI assistant will leverage to further filter the results
to investigate. Figure 3 summarises the post-processing data
storage architecture and the flow of information from these
sources to the visualisation services and AI agents.

Figure 2. Knowledge Graph Visualisation.

Figure 3. Data Lifecycle.
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Figure 4. AI Architecture diagram.

III. AGENTIC AI FOR INCIDENT INVESTIGATION

The assistants are designed using open-source software and
models, with LangGraph [20] orchestrating the agent steps and
qwen3:8b [21] serving as an expert model. Model selection
was driven by practical constraints: most open-source LLMs
support fewer than 250K tokens, compared to 1M tokens in
some closed-source alternatives [22],[23]. Furthermore, open-
source models with larger context windows require multiple
GPUs to store model weights and the Key-Value (KV) cache
[24], which were unavailable during development. These hard-
ware, architectural, and licensing constraints made qwen3:8b
the optimal choice, balancing performance with size.

A. Agent-Assisted Incident Investigation

Our approach employs the multi-expert workflow architec-
ture shown in Figure 4. The first step identifies and expands
acronyms in the user query using a predefined dictionary. This
step is essential because domain-specific terminology can be
misinterpreted by general-purpose LLMs unfamiliar with the
specialized lexicon. The updated query is routed by a model

which selects the most appropriate experts from a pool of four
specialists with access to different data sources and able to run
in parallel.

• Incident Expert: Focused on incident reports and com-
munications for anomaly-centric analyses. It can answer
questions about similar past incidents and anomalies.

• Ground Station Expert: Specialized in ground station
logs and communications for timeline reconstruction and
subsystem-level investigations.

• Visual Document Expert: Interprets visual content in-
cluding diagrams, charts, scanned pages, and embedded
images in documents.

• General Expert: Handles general questions outside the
scope of other specialists.

The answers from the specialists are then gathered and
graded for quality before being summarised and returned to
the user.

The retrieval part of the workflow is run against the vector
database described in previous sections, and uses hybrid search
[25] and automatic filtering based on the user query.
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Hybrid search is used for textual sources. It is a combination
of semantic similarity (vector search) with keyword-based
scoring, specifically Best Match 25 Model with Extension to
Multiple Weighted Fields (BM25F) [26]. This method strikes
a balance between natural language queries and technical
identifiers, such as error codes or timestamps. Filters are
created autonomously by the agent using dspy [27] to provide
consistent formatting of the filtering arguments. Filters enable
agents to execute focused searches based on the relevant
metadata (e.g., dates, stations, etc.) to improve the relevance
of the retrieved sources.

The visual document expert is a special case as it needs to
search through multi-modal documents, such as PDF manuals,
schematics, or diagrams. Retrieval is performed using the
ColPali framework. This allows the assistant to ground its
reasoning on figures and tables, as well as textual evidence.

Once the relevant chunks are identified, their original doc-
ument is retrieved to put each chunk in context before a
summarisation step condenses each entry into concise rep-
resentations preserving key information, such as timestamps,
subsystem identifiers, and error codes. These representations
are then re-ranked using another LLM to grade them against
the user query, this method has been shown to improve
answers by refining the quality of the subset [28]. If not
enough documents are deemed useful, the filters are adapted
and the user query is rewritten for performance inside a retry
loop.

After retrieval, each expert generates a response to the user
query. The response then undergoes two validation steps using
LLM-as-a-judge methods [29]: a hallucination check to ensure
the answer is grounded in the provided documents, and a
quality check to verify that it addresses the user question. If
either validation fails, query parameters are adjusted, and the
retrieval is retried.

Once the system’s answers pass all quality checks, it is
returned to the user with direct links to the documents used
for the generation in the User Interface (UI) thanks to the
metadata. All these steps ensure that the quality meets the
standards of this mission-critical domain while providing clear
and transparent answers within seconds.

B. Automated Conclusion Generation

The last developed agent is focused on generating the
investigation closure. Its objectives are to propose conclusions,
a root cause, the impact on systems, and mitigation actions
for each incident. However, the implementation contrasts with
previous agents. This one is a fully autonomous agentic loop
with tool calling [30], thus, it mimics how issues would
be investigated by real users. The reason for the different
implementation was simply because users started to trust the
system and felt more comfortable with a pure agentic loop.
Its architecture is described in Figure 5.

The main agent node represented in purple in Figure 5
uses qwen3:8b in thinking mode. By enabling this feature,
the model is allowed more time to reflect on its actions and
current state of its internal investigation; great improvements

Figure 5. Conclusion Agent Architecture.

have been observed in the way the model handles the tools at
its disposal to steer the investigation in a meaningful direction
at the cost of increased inference time.

A single search tool is made available for the model to use
in autonomy. The agent decides how to use it, with vector,
keyword, or hybrid searches being performed independently
based on what is thought to be the relevant step to perform.
The output of the tool is post-processed and stored in the agent
state [31] in a way that filters out duplicate results in subse-
quent queries. This state is ingested into the model prompt
at each loop to prevent context expansion and information
dilution after a few loops, maintaining the agent performance
in long-running sessions; this is called context engineering
[32].

With the agent being deployed on a secure server limit-
ing outgoing requests, a networking issue was encountered,
preventing the model from enriching the data retrieved from
the vector database (running in the same environment) with
the metadata of the relational database (running on another
server). The nominal flow would have been for a GET request
to be made against the relational database for the documents
retrieved so far to enrich them with added context. The
Human-In-The-Loop (HITL) protocol [33],[34] was used to
address this issue by redirecting the call to the API endpoint
of our database instead of asking for user feedback. The
attempt was successful, as the HITL protocol does not rely
on emitting a request from the server, but instead our request
is embedded in the response body of the initial call to the
model. By processing the response body on the other end of
the system, which has unrestricted access to PostgreSQL, the
requested data can be sent back to the agent by resuming the
conversation where it was left off with the protocol. Hence,
"API-in-the-loop" was implemented to ensure the agent could
access the relevant data sources for the investigation.

At the start of each loop, the agent’s partial findings are
reflected upon, and a decision is made whether to investigate
further in a set direction or if enough information has been
gathered to draw conclusions. In the latter case, the proposed
conclusions, root cause, impact, and mitigation strategies de-
rived from the investigation are written by the main agent,
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making sure all sources used to generate the response are cited.
Additionally, the model is prompted to score its confidence in
the provided answers based on how well sources correlate.
This feature builds trust and focuses the user’s attention on
low scoring answers to encourage further manual or assisted
investigation. However, this free-form text cannot be used
as-is by the system as structured JSON output is expected
to populate the UI fields with this information. A response
agent is subsequently called after conclusions are drawn and
is set up to answer in structured JSON format following the
expected schema of the calling service. It is instructed to
simply reformulate the main agent findings without changing
its content, separating the content of the answer from the
confidence score it self-evaluated. This approach provides
flawless accuracy in the generated JSON schema, ensuring the
system does not fail due to a formatting mistake.

The resulting assistant is able to adapt the amount of time
spent investigating issues based on their complexity and to
reach documents that would not have been considered in
the investigation agent described in Section III-A, thanks to
the ability to investigate step by step, delving deeper into
the analysis of relevant documents uncovered at each loop.
This design implements a human-in-the-loop paradigm, as the
generated conclusions are presented to users for review before
being added to the incident database, creating a powerful
hybrid approach where the system conducts comprehensive,
autonomous investigations while human review ensures that
only verified findings enter the organizational knowledge base.

IV. CONCLUSION

This paper presents an already-in-use AI-driven incident in-
vestigation framework designed to mitigate the fragmentation
of operational data and the loss of institutional knowledge in
ground station environments. The framework integrates auto-
mated data processing pipelines that continuously aggregate
and standardize information across heterogeneous sources,
interactive visualization interfaces revealing relationships and
similarities among data sources, a multi-expert agentic sys-
tem for supporting user investigations, and an autonomous
reasoning agent formulating preliminary conclusions for each
incident. The system incorporates rigorous validation mech-
anisms and transparency protocols to maintain accuracy and
explainability while operating within hardware and security
constraints inherent to these critical environments.

The practical deployment revealed innovative solutions in-
cluding the "API-in-the-loop" protocol for network-restricted
environments and context engineering techniques for manag-
ing open-source LLM constraints. Initial results have been
promising, with users expressing satisfaction with the system’s
capabilities. Ongoing work consists in further refinement of the
quality of the answers and mitigation of hallucinations inherent
in LLM-based systems that require continuous monitoring and
improvement.

Beyond immediate operational gains, this work establishes
a foundation for future collaborative agentic ecosystems ca-

pable of reasoning over complex data and supporting more
autonomous, data-driven decision-making in space operations.

V. FUTURE WORK

Future work will expand the existing solution, where two
main directions are already identified and ongoing:

Unified Agentic Architecture: The multi-expert agent (Sec-
tion III-A) and the conclusion agent (Section III-B) cur-
rently use different architectures. Migrating the multi-expert
system to a fully autonomous tool-calling architecture, as
implemented in the conclusion agent, would enable deeper
investigation capabilities and more flexible reasoning across
all user interactions.

Real-Time Collaborative Investigation: The current system
provides answers after investigation completes. Future iter-
ations will surface the agent’s reasoning process in real-
time, allowing operators to observe which documents are
being consulted and why. Implementing human-in-the-loop
interaction would enable operators to guide, correct, or redirect
the investigation mid-analysis. This transparency and control
would transform the system from a tool that delivers answers
into a "co-pilot" experience that builds more trust with the
user and could define the future vision for autonomous space
operations.
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Abstract—Direct-Current (DC) motors serve as the fundamental
actuators in emerging intelligent systems, including advanced
robotics, autonomous vehicles, and smart home infrastructure.
Precise and energy-efficient control of these motors is paramount,
as control quality directly dictates system safety, movement fluidity,
and operational longevity. However, conventional Proportional-
Integral-Derivative (PID) controllers in compact motor drives
often struggle with repeatable nonlinearities and unmodeled
dynamics. Examples are friction, cogging torque, and saturation
effects. These effects can reduce stability margins and require
frequent manual retuning. This paper proposes a hybrid motor
controller. A tuned PID controller provides the baseline loop.
A Long–Short-Term-Memory (LSTM) module adds a residual
path. The baseline loop guarantees stability, transparency, and
hard actuator limits. The compact three-layer LSTM adds a
bounded corrective voltage to compensate repeatable nonlinear-
ities. Learning runs in two phases. (1) Behavior Cloning: the
LSTM first learns to imitate the PID controller. This fixes the
control direction and creates a safe starting point for Phase
2. (2) Advantage-Weighted Regression (AWR): a task-specific
advantage function rewards residual actions only when they
reduce trajectory error. A conservative gate discards degrading
updates. For realistic and reproducible evaluation, the geared
DC drive is modeled as an averaged Pulse-Width-Modulation
(PWM) Brushless-Direct- Current (BLDC) motor model. The
model includes Stribeck friction, iron/core losses, cogging torque,
current and voltage saturation, and a lumped thermal winding
model. Tracking tasks follow quintic S-curve trajectories with
output-side load disturbances. One trajectory is held out to test
generalization. Across all scenarios, the residual path lowers
position Mean-Squared-Error (MSE) compared to pure PID and
reduces overshoot at similar rise times. Comparing the MSEs,
PID+LSTM reduces the error by about 98.5% on average relative
to PID only.

Keywords-Hybrid controller; Smart System AI-Controlled; Pro-
portional–integral–derivative controller; LSTM controller; Behavior
Cloning; Advantage-Weighted Regression; DC motor; motor model-
ing.

I. INTRODUCTION

PID control is still the de facto standard in industrial
motion systems. It is simple, interpretable, and when properly
tuned robust to moderate uncertainty [1]. Modern compact
drives, however, increasingly operate in regimes with strong
nonidealities. These include static and Stribeck friction, iron
and core losses, cogging torques, saturations, and thermal drift.
In such regimes, purely linear control often faces a trade-off
between steady-state accuracy, overshoot, and actuator stress.
Laborious retuning for each operating point is then common
[2].

A promising alternative is a residual learned policy on top
of a proven baseline controller. The baseline loop guarantees

reasonable behavior. A bounded data-driven term compensates
repeatable, state-dependent errors [3]. This pattern is attractive
for safety-relevant actuation. The learned component can be
range-limited, while the stabilizing structure stays in place.

This study considers a geared DC drive and adds a compact
LSTM residual to a strongly tuned PID. Learning proceeds in
two stages. First, Behavior-Cloning (BC) aligns the LSTM with
the PID to give a conservative starting point. Then, Advantage-
Weighted Regression (AWR) uses a simple task-centered
advantage. A conservative policy-improvement gate prevents
regressions [4]. The BLDC model includes key multiphysics
effects (Stribeck friction, iron-loss torque, cogging, thermal
dynamics) and hard limits. Smooth quintic S-curves serve
as references. They are a canonical setup for point-to-point
motions [5].

The contributions of this work are:

• Realistic, reproducible motor model of a geared DC drive
with multiphysics effects.

• Compact hybrid PID+LSTM controller with two-phase
training (BC → AWR) and conservative update gating.

• Systematic evaluation on S-curve trajectories including load
disturbances and a hold-out trajectory for generalization.
The remainder of the paper is as follows. Section II reviews

related work. Section III explains the controller and learning
scheme. Section IV describes the model and scenarios. Section
V reports results and limitations. Section VI concludes.

II. RELATED WORK

Recent work couples classical PI/PID loops with small
learned compensators in a parallel or residual path. The goal is
to handle repeatable nonlinearities while keeping the baseline
structure. On a DC servo test stand, the authors of [6] use a PID
baseline and add an online Artificial-Neural-Network (ANN) /
Recurrent-Neural-Network (RNN) precompensator gated by a
fuzzy system. They report improved overshoot and steady-state
accuracy in hardware. In contrast, the present work uses a
direct LSTM residual with two-phase off-policy learning. This
simplifies the architecture and training compared to the fuzzy-
gated RNN in [6], For Permanent-Magnet-Synchronous-Motor
(PMSM) Field-Oriented-Control (FOC), the authors of [7] add
a small feedforward network that corrects PI transients. After
pruning and quantization, the network runs on Microcontroller
Unit (MCU) hardware and reduces overshoot. Both approaches
share the same safety idea used here: a bounded learned term
adds to the conventional loop, instead of replacing it.
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Recurrent networks, especially LSTMs, can capture temporal
dependencies in torque ripple, flux dynamics, or friction mem-
ory. In Direct-Torque-Control (DTC) of induction machines,
the authors of [8] replace the switching table with a ConvLSTM
selector and improve low-speed behavior in simulation. For
synchronous machines, the authors of [9] use an LSTM-
driven predictive current controller. Two-degree-of-freedom
designs (feedforward + feedback) also profit from recurrent
models. Yin et al. [10] train an LSTM inversion model as a
feedforward compensator and combine it with linear feedback
for nanopositioning. Broader evaluations of ML-based PMSM
drive controllers also support the use of recurrent architectures
[11].

In this paper, the learned component is deliberately residual
and strictly bounded. The two-stage training (BC → AWR) is
used to preserve stability and interpretability of the baseline.

Key differences to prior work: Compared to hybrid
PI/PID+network approaches such as [7], this study differs
in three main aspects:

• Model and task: The focus is a geared DC drive modeled
as an averaged PWM BLDC. The model includes friction
(with Stribeck), iron/core losses, cogging torque, saturation,
and a lumped thermal model. The evaluation uses S-curve
point-to-point references and output-side load disturbances.
Prior work often uses simpler friction models or different
machines with less detailed multiphysics.

• Controller architecture: The controller uses a small LSTM
as a residual voltage path in parallel to a fixed, tuned PID.
The PID is never turned off. The residual voltage is hard-
bounded. Thus, authority and stability margins remain with
the classical loop, unlike approaches that replace switching
tables or MPCC [8].

• Learning procedure: Many earlier works rely on direct
supervised training or problem-specific optimization. Here,
learning uses two phases. First, Behavior Cloning imitates
the PID and fixes the control direction. Second, Advantage-
Weighted Regression updates the residual, with improvements
measured against the PID baseline and protected by a
conservative gate.

Scope of this paper: This paper:

• designs a compact three-layer LSTM residual that augments
a tuned PID position loop for a realistic geared DC drive;

• trains this residual in two phases: PID-mimicking Behavior
Cloning, followed by Advantage-Weighted Regression using
a simple, trajectory-error-based advantage and conservative
policy-improvement gating; and

• compares the hybrid controller against the pure PID on mul-
tiple S-curve trajectories, including a hold-out trajectory and
load disturbances. Metrics include position MSE, overshoot,
rise time, and actuator limits.

The results show that a strictly bounded residual LSTM can
consistently improve tracking over a strong industrial baseline
without changing the underlying control structure.

III. HYBRID CONTROL APPROACH

The proposed hybrid approach combines a robust PID
baseline with a small residual LSTM. The PID provides a well-
understood, stabilizing foundation, while the LSTM is trained
in two phases (Behavior Cloning, then AWR) to compensate
repeatable, state-dependent nonlinearities that a fixed-parameter
PID cannot fully address.

Phase 1: Behavior Cloning (BC)
In Phase 1 (cf. Figure 1), the LSTM is trained by supervised

learning to imitate the PID output uPID(t) [12]. Let uLSTM(t; θ)
denote the LSTM output. The horizon T is used to minimize

min
θ

LBC(θ) =
∑
t∈T

∥∥uLSTM(t; θ)− uPID(t)
∥∥2
2
. (1)

Only improving updates are accepted; degrading ones are
rejected. This yields a conservative starting point.

Figure 1. Phase 1: Behavior Cloning (BC).

Phase 2: Reinforcement Learning with AWR
In Phase 2 (cf. Figure 2), the full closed-loop drive is used.

Advantage-Weighted Regression (AWR) [13] acts as the policy-
improvement method. PID and LSTM both receive the control
error e(t); PID parameters remain fixed. The LSTM is updated
by weighted regression. Only updates that improve performance
are accepted (conservative policy improvement [4]).

Figure 2. Phase 2: Reinforcement Learning (AWR).

Implementation Notes

• Safety bounds: The PID path is always active. The LSTM
output is bounded via saturation or a blend gain.

• Curriculum: BC starts with simple references (step, ramp,
sine) and then uses richer trajectories before AWR.

• Validation: Trajectory error, control effort, and robustness
(parameter variations) are evaluated systematically.
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IV. SIMULATION ENVIRONMENT AND MODELING

The goal is a realistic and reproducible assessment of the
hybrid PID+LSTM controller on S-curves.

Simulation instead of hardware: Evaluation starts in simula-
tion to make disturbances and drifts reproducible and to avoid
risk and wear during early policy iterations. The setup follows
the idea of a digital twin: a high-fidelity dynamic model used
as a virtual test bench before deployment. The model captures
dominant nonidealities: Stribeck friction, iron losses, cogging,
saturations, and thermal effects. Hardware validation is planned
as a next step.

References: smooth S-curves: Quintic S-curves with zero
boundary conditions (position, velocity, acceleration) are used
as references. They have low jerk and are common in industry.
They also isolate controller performance from high-frequency
artifacts [5].

A. Overview and Time Discretization

All dynamics are integrated with explicit Euler at step
dt=10−4 s. PWM is modeled as an averaged actuation voltage
with small ripple. The core structure is residual:

Vtot(k) = VPID(k) + VLSTM(k). (2)

B. Reference Trajectories and Scenarios

The numbers are not chosen arbitrarily, but are the mathe-
matically compelling result when searching for a curve that
starts at 0 and ends at 1 and has no velocity or acceleration at
either end. For 0≤t≤T ,

s(t) = 10
(

t
T

)3 − 15
(

t
T

)4
+ 6

(
t
T

)5
. (3)

Ten scenarios with different reach times T and end positions
are evaluated; see Table I. An external load TLoad=0.8Nm
acts by default from 40% to 80% of the scenario duration.

C. Motor Model: BLDC with Gearbox, Averaged PWM

The BG 42x15 with planetary gearbox PLG 42S is repre-
sented as a DC drive with states current i, angular velocity
ω, angle θ, and winding temperature Tcu. The fundamental
equations are:

v = R(T ) i+ L i̇+K∗
e ω, (4)

J ω̇ = K∗
t i− Tfric(ω, T )− Tiron(ω)− Tcog(θ)− Tload. (5)

Cf. [14]. Parameters K∗
e and K∗

t vary slightly with current
and temperature.

Nonidealities:
• Friction (viscous, Coulomb, Stribeck) cf. [15]:

Tfric(ω) = B ω + Tc sgn(ω)+

(Ts−Tc) exp
(
−
(

ω

ωs

)2)
sgn(ω). (6)

• Iron losses cf. [16]:

Piron(ω) = kh |ω|+ ke ω
2, (7)

Tiron(ω) =
Piron(ω)

max(|ω|, ε)
. (8)

• Cogging torque:

Tcog(θ) = Tcog, amp sin(nel θ). (9)

The harmonic is included as in [17].
• PWM artifacts: averaged actuation voltage with small
vripple(t) at fPWM=20 kHz.

• Saturations: current and voltage limits

|i|≤ipeak, |v|≤Vbus. (10)

• Thermal model: A lumped RC model is used cf. [18]:

Cth Ṫcu = i2R(Tcu) + |Tironω| − h (Tcu − Tamb). (11)

The output torque is reflected through gear ratio r and efficiency
η:

Tload,m =
Tload,out

r η
. (12)

Linear position follows from θout=θ/r and shaft radius rs:

p =
θ

r
rs, (13)

cf. the arc-length relation [19].

D. Baseline Controller (PID)

With position error e(k) = pref(k)− p(k):

VPID(k) = Kp e(k) +Ki

∑
j≤k

e(j) dt+Kd
e(k)− e(k − 1)

dt
.

(14)
A moderately aggressive tuning (Kp=180, Ki=200, Kd=10)
is employed; VPID is limited to |V | ≤ Vbus [1].

E. Residual Controller (LSTM)

The LSTM (3 layers, hidden size 12) receives sequences of
the last Tseq=10 samples with features[

t

Tend
,

i

ipeak
,

e

escale

]
∈ [−1, 1]3, escale=0.30m. (15)

The output is mapped to a physical voltage:

VLSTM(k) = 1
2Vbus · tanh

(
Head(LSTM(Seq))

)
, (16)

ensuring |VLSTM| ≤ 1
2Vbus (authority remains primarily with

the PID) [20]; the combination follows Equation 2.

F. Two-Stage Learning Scheme

Phase 1: Behavior Cloning (BC): Datasets from PID rollouts
(S-curves, load window) provide supervision. The target is the
normalized PID voltage; optimization uses MSE with soft
clipping through tanh(·) [21].

Phase 2: Advantage-Weighted Regression (AWR): Hybrid
rollouts (PID+LSTM) are then generated. Advantage relative
to PID is defined as

Ak =
|ePID,k| − |ehyb,k|

escale
, wk = exp(βAk), β=4.

(17)
Regression on the residual actions is performed, weighted by
wk; updates are conservatively accepted using BC validation
[4].
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V. RESULTS AND DISCUSSION

Among the ten S-curve scenarios in Table I, scenarios 1–9
are used both for training and evaluation, whereas scenario
10 is held out and used only for testing. We, therefore, treat
scenario 10 as the primary generalization case: the controller
must track a reference it has never seen during training.

TABLE I. REFERENCE TRAJECTORY SCENARIOS.

Scenario
num

ber

Position
reach

tim
e

[s]

Position
m

ove
[m

]

Sim
ulation

tim
e

[s]

M
SE

PID
only

M
SE

PID
+L

ST
M

M
ode

1 0.600 0–0.30 0–0.600 2.23e-05 3.79e-07 Train+Test
2 0.725 0–0.10 0–0.725 2.14e-05 4.18e-07 Train+Test
3 0.550 0–0.15 0–0.550 2.27e-05 2.54e-07 Train+Test
4 0.300 0–0.15 0–0.300 2.13e-05 2.72e-07 Train+Test
5 0.350 0–0.05 0–0.350 2.14e-05 3.60e-07 Train+Test
6 0.650 0–0.30 0–0.600 2.28e-05 4.13e-07 Train+Test
7 0.450 0–0.10 0–0.725 1.96e-05 3.69e-07 Train+Test
8 0.350 0–0.15 0–0.550 2.05e-05 2.41e-07 Train+Test
9 0.250 0–0.15 0–0.300 1.88e-05 2.56e-07 Train+Test

10 0.475 0–0.15 0–0.475 2.26e-05 2.35e-07 Test only

The hybrid controller (PID+LSTM) improves trajectory
tracking on all tasks compared to the standalone tuned PID.
It shows lower error energy and faster settling at similar rise
times, while respecting the same actuator limits.

A. Training Dynamics and Phase Contributions

Validation MSE: Figure 3 shows a “big step + fine-tuning”
pattern: Behavior Cloning (BC) reduces validation MSE from
1.049× 10−2 to 4.22× 10−4 (epoch 7). Advantage-Weighted
Regression (AWR) further refines to 4.34× 10−4 (epoch 4). A
conservative gate rejects later degrading epochs (epochs 5–6).
Interpretation: BC brings the LSTM close to the PID policy

Figure 3. Validation MSE: Phase 1 (BC, left) and Phase 2 (AWR, right).

and avoids risky exploration. AWR then uses a task-centered
advantage relative to the PID baseline. It shifts the residual
action where it reduces trajectory error. Conservative policy
improvement prevents large regressions. This explains why
most of the gain appears in BC, while AWR adds robustness
and small refinements, for example near friction transitions.

B. Tracking on S-Curves and Error Statistics

Position and velocity profiles: In Figure 4 and Figure 5,
the hybrid controller tracks the reference more tightly and
with less overshoot. Velocity is smoother, with less ripple.
Peak velocities stay on the PID level (≈ 80 rad/s). Thus, the
hybrid keeps timing but reduces error energy. Error energy

Figure 4. Test scenario 10 position: hybrid vs. PID control.

Figure 5. Test scenario 10 speed: hybrid vs. PID control.

and overshoot: Error energy and overshoot.: Across scenarios,
the residual path consistently reduces position MSE relative
to pure PID. In the test scenario, the reduction is roughly one
order of magnitude, see Figure 6.

C. Actuation Effort and Saturations

Voltages and currents: The smoother trajectories appear in
the torque and voltage profiles as well. The LSTM output
is strictly limited to |VLSTM| ≤ 1

2Vbus Thus, the PID retains
the main authority and the residual cannot cause extreme
actions. Transient stresses are reduced overall. Interaction with
saturations: The total voltage Vtot = VPID + VLSTM is still
clipped by the bus limit. No new saturation regimes appear. The
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Figure 6. Test scenario 10 mean-squared error: hybrid vs. PID control.

residual mainly compensates repeatable nonlinearities (Stribeck
friction, iron-loss torque, cogging) instead of creating extra
peaks.

D. Robustness to Disturbances and Drift

Load window: The reference tasks include an output-side
load window (TLoad = 0.8Nm, 40–80 % of thee scenario
duration). Figure 7 shows the torque in test scenario 10. The
hybrid shows smaller error peaks in this interval. It leverages
recurring, state-dependent patterns in the nonidealities, while
the PID ensures stability. Parametric uncertainties: The motor

Figure 7. Test scenario 10 torque: hybrid vs. PID control.

model includes temperature-dependent winding parameters,
iron losses, cogging, and saturations. Parameters drift during
the trajectory, for example due to heating. Because the residual
is bounded and the PID remains active, stability margins are
preserved. Robustness comes from this separation: the PID
stabilizes, the LSTM compensates.

E. Generalization and Hold-out

One trajectory is used as a hold-out and appears only in
testing; cf. Table I). On this unseen reference, the hybrid
controller again achieves tighter tracking, smoother velocity,
and lower error energy. This suggests that the residual mainly
exploits repeatable, state-dependent patterns. It does not simply
memorize specific trajectories.

F. Residual Contribution and Interpretability

Small recurrent architecture: The LSTM is intentionally
compact (3 layers, hidden size 12) and receives a short history
(Tseq = 10) of normalized features. A final tanh enforces a
hard bound on VLSTM. This keeps the PID “in charge” and
improves interpretability and safety. The division of labor is
clear: PID handles linear and broadband effects; the LSTM
corrects structured nonlinearities.

Conservative updates: During AWR, an update is kept only
if it improves validation over the BC baseline. This avoids
sudden policy jumps. Table II) shows that epochs 5 and 6 are
rejected, even though their MSE change is small.

TABLE II. TRAINING RESULTS ACROSS PHASES AND EPOCHS.

Phase Epoch Val-MSE Status

PHASE 1: BEHAVIOR CLONING
Phase 1/BC 01 0.010490 improved
Phase 1/BC 02 0.000625 improved
Phase 1/BC 03 0.000525 improved
Phase 1/BC 04 0.000507 improved
Phase 1/BC 05 0.000445 improved
Phase 1/BC 06 0.000430 improved
Phase 1/BC 07 0.000422 improved
Phase 1/BC 08 0.000444 kept

PHASE 2: RL FINE-TUNING (AWR)
Phase 2/RL 00 0.000437 baseline before updates
Phase 2/RL 01 0.000436 improved
Phase 2/RL 02 0.000435 improved
Phase 2/RL 03 0.000435 improved
Phase 2/RL 04 0.000434 improved
Phase 2/RL 05 0.000435 rejected
Phase 2/RL 06 0.000436 rejected

G. Computational Load and Deployment Readiness

The small LSTM and bounded residual authority are chosen
with embedded hardware in mind. The PID loop remains
unchanged. The LSTM adds one saturated summation path.
Real-time feasibility will depend on the target platform but is
aided by the compact model size.

H. Limitations and Implications

Simulation domain: All results are obtained in simulation.
Simplifications, such as averaged PWM and a single cogging
harmonic, may smooth some hardware effects. Metrics focus
on position MSE; energy and thermal objectives are not opti-
mized. Architecture and hyperparameters were tuned manually.
Systematic ablations (e.g., over residual gain, hidden size, or
sequence length) are left for future work.

Practical significance: Despite these limits, the study
suggests that residual learning is a practical way to gain
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performance without discarding established control structures.
This is important in safety-critical and certified systems. The
consistent error reduction under strict limits and a gentle
learning pipeline supports future hardware or Hardware-in-
the-Loop (HiL) tests.

VI. CONCLUSION AND FUTURE WORK

This paper presented a hybrid controller that augments a
tuned PID with a compact, strictly bounded LSTM in a residual
path. In a realistic simulation of an averaged PWM BLDC,
including friction, iron-loss, cogging, saturation, and thermal
effects, the hybrid consistently outperforms pure PID. It reduces
trajectory errors (about an order-of-magnitude reduction of error
energy in test scenario 10), smooths velocity and torque, and
maintains similar rise times without extra peaks. The two-stage
learning scheme is simple to use: BC gives most of the gain,
and AWR refines it conservatively.

Limitations: All experiments are in simulation. Simplified
models of iron losses, cogging harmonics, and PWM may hide
some hardware details. Metrics focus on position MSE; energy
and temperature are treated as constraints, not optimization
targets. Architecture and hyperparameters are not yet systemat-
ically explored. Generalization is tested only on S-curves with
one hold-out trajectory.

Outlook: Future work will address: (i) hardware or HiL
validation with the same residual bounds and safety limits,
(ii) other motion profiles (trapezoidal velocity, jerk-limited),
speed or torque control, and contact/backlash effects, (iii)
multi-objective cost functions that include error, energy, and
temperature, and (iv) more formal guarantees for safe policy
updates.
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Abstract—Intelligent systems deployed in the real world must be
both robust to distributional shifts and efficient in how they learn
from interaction. Reinforcement Learning (RL) has delivered
strong results in controlled settings, but practical adoption is
often limited by high sample costs and brittle behavior on rarely
seen states. We present ENDURE, an ensemble-based method
for model-free RL that targets intelligent-systems requirements:
reliability, data efficiency, and simple integration into existing
stacks. ENDURE reuses policies saved from a single training
run and selects a compact, diverse subset via an on-policy state
diversity metric that requires no extra environment interaction.
At execution time, ENDURE applies a risk-aware voting rule
that chooses the action with the lowest estimated short-horizon
failure probability, improving safety without retraining. Across
benchmark control tasks, ENDURE reaches optimal performance
with up to 10× fewer samples (CartPole) and about 2× fewer
samples (InvertedPendulum-v2) than single-policy baselines, while
maintaining strong behavior on underrepresented states. We
discuss engineering considerations—guardrails, metrics, and
integration points making ENDURE a practical component for
real-world intelligent systems.

Keywords: Reinforcement Learning; Ensemble Methods; Robust
Control; Risk Estimation; Sample Efficiency.

I. INTRODUCTION

Modern intelligent systems increasingly rely on autonomous
decision-making under uncertainty. While RL offers a prin-
cipled framework for sequential control, two constraints fre-
quently hinder deployment: (i) sample efficiency: collecting
interactions is slow, costly, or risky—and (ii) robustness:
policies can degrade on states that were rare during training.
For intelligent systems operating in dynamic environments,
these constraints translate directly into engineering risks, higher
operating costs, and difficult validation/assurance cycles.

Deep RL has demonstrated impressive results in games and
control [1]–[3], yet many approaches achieve peak performance
only after large-scale interaction budgets and may exhibit
brittle behavior on distributional edges [4]. Ensemble methods
are a natural fit for the intelligent-systems goal of reliability:
different policies often specialize in different regions of the
state space, and combining them can improve coverage [5]–
[8]. However, training many agents in parallel or sequence
substantially increases sample and compute budgets at odds
with the efficiency imperative.

This paper introduces ENDURE, an ensemble approach
designed around intelligent-systems constraints. Instead of
training multiple agents, ENDURE treats policies saved across

a single training run as a pool of candidates. We select a
small, diverse subset using an on-policy state diversity criterion
that leverages where each snapshot tends to operate well,
avoiding additional rollouts. At execution time, we replace
majority/averaging with a risk-estimation voting rule: for each
candidate policy, estimate the short-horizon probability of
failure from the current state and choose the least risky action.
The result is a drop-in mechanism that increases robustness
and reduces interaction cost, while fitting standard RL stacks
and metrics.

From an engineering standpoint, ENDURE emphasizes:
(a) resource awareness—no extra environment interaction to
build the ensemble; (b) risk-aware control—an explicit failure-
probability proxy used at decision time; and (c) measurable
outcomes—sample complexity reduction, coverage of hard
states, and simple integration points for guardrails and human-
in-the-loop review.

Contributions. This work makes the following contributions
to intelligent systems design and operation:

1) Single-run ensembles for data efficiency. We form
diverse policy ensembles by reusing checkpoints from a
single training run, avoiding the interaction and compute
overhead of multi-agent training.

2) On-policy state diversity for selection. We introduce a
practical diversity metric that identifies complementary
policies based on their on-policy state distributions,
guiding ensemble selection without additional rollouts.

3) Risk-aware voting at inference. We propose a failure-
probability–based action selector that prefers low-risk
actions at run time, improving robustness on underrepre-
sented states with minimal overhead.

4) Evidence on control benchmarks. On CartPole and
InvertedPendulum-v2, ENDURE attains optimal perfor-
mance with up to 10× and about 2× fewer samples,
respectively, than single-policy baselines, illustrating readi-
ness for resource-constrained intelligent systems.

Paper organization. Section II provides background and
notation. Section III describes ENDURE, including on-policy
state diversity (Section III-A1) and risk-estimation voting
(Section III-B) with precise labeling and interaction accounting.
Section IV presents experiments and discusses the validation
budget, checkpoint-frequency sensitivity, and robustness evalu-
ation protocols. Section V concludes.
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II. BACKGROUND

RL studies how an intelligent agent learns to make a
sequence of decisions by interacting with an environment.
At each step, the agent observes the current state (what the
world looks like), takes an action (what to do next), and
receives a reward (a number that indicates how desirable the
outcome was). Over time, the agent adjusts its policy—its
rule for choosing actions from states—to maximize the total
(discounted) reward it expects to collect in the future.

A. Core Concepts (Plain Language)

State. The information the agent uses to decide (e.g., the
pole angle and cart position in CartPole).
Action. The control the agent applies (e.g., push cart left or
right; set a continuous torque).
Reward. Immediate feedback that encodes the task goal (e.g.,
+1 for each balanced time step).
Policy. A mapping from states to actions. It can be a table, a
set of rules, or a neural network.
Episode/Trajectory. One run from a start state until termination
(success, failure, or timeout).
Return. The total future reward from now onward; commonly
written Gt =

∑∞
k=0 γ

krt+k+1 with 0 ≤ γ < 1 a discount
factor.
Value / Q-Value. Predict how good a state (or state–action) is,
in terms of expected return, if you keep following the current
policy.

Formally, many RL problems are modeled as a Markov
Decision Process (MDP) with states S, actions A, transition
dynamics P (· | s, a), reward function R(s, a), and discount
γ. The objective is to find a policy π(a | s) that maximizes
expected return.

B. Why RL Is Powerful—but Also Costly and Brittle

RL excels when it is hard to write explicit rules but easy to
evaluate outcomes (games, control, operations). However, two
practical issues often limit real-world use:
Sample complexity. Learning a good policy can require millions
of interactions. In physical systems (robots, vehicles) each
sample is slow or expensive.
Generalization and robustness. Policies learn from the states
they happen to visit during training. When they later face
unusual or infrequent situations, performance can drop sharply.
In RL, we say the policy is strong on its on-policy states
(the distribution it visits while acting) but may be weak on
underrepresented parts of the state space.

C. How Ensembles Help in RL

Ensembles combine multiple policies and choose an action
by “voting.” In supervised learning this improves accuracy
and robustness. In RL, ensembles can also broaden coverage:
different policies tend to specialize in different regions of the
state space or phases of the task. The challenge is that training
many separate RL agents makes sample complexity even worse.

Our work avoids that cost by reusing policies from a single
training run (e.g., checkpoints saved at different times). These

snapshots already differ in what they have learned and where
they are strong, giving us diversity without extra environment
interactions.

D. On-Policy State Diversity (Intuition)

To select a small but useful subset of snapshot policies,
we measure how different their on-policy state visitations are.
Intuitively, if Policy A routinely visits states that Policy B rarely
sees—and vice versa—then combining them should cover more
situations. We call this property on-policy state diversity and
use it to guide ensemble selection before we spend any budget
evaluating candidates online.

E. Risk Estimation for Safer Action Selection

Even within an ensemble, we still need to pick one action at
each step. Majority or averaging can work, but they ignore risk.
We instead estimate, for each candidate policy, the probability
that taking its suggested action will lead to failure within a short
horizon (e.g., the next H steps). The ensemble then chooses the
least risky action. Practically, we train a lightweight predictor
that maps the current state to an estimated failure probability
for each policy. This risk-estimation voting prefers actions
that are both competent and less likely to unravel, improving
robustness without retraining.

F. How This Connects to Our Contributions

This paper operationalizes the above ideas as ENDURE.
We (i) harvest diverse policies from one training run, (ii) score
candidate ensembles using on-policy state diversity to minimize
evaluation budget, and (iii) deploy a risk-aware voting rule that
picks the action with the lowest predicted short-term failure
probability. The result is an ensemble that achieves competitive
(often optimal) performance with far fewer samples and better
behavior on hard or underrepresented states.

III. ENDURE: ROBUST REINFORCEMENT LEARNING
THROUGH ENSEMBLE

This work proposes ENDURE, a robust RL framework for
learning and selecting an ensemble of diverse policies from
a single training run. ENDURE has two components: (1)
Ensemble policy selection via on-policy state diversity, and
(2) Ensemble action selection via risk estimation voting. The
ensemble policy selection component finds the best subset of K
policies from the entire set of N policies collected during one
training run. The policy selection is based on a metric called
on-policy state diversity to be described in Section III-A1. The
voting technique is developed based on risk estimation of each
policy failing the task in the next H timesteps as described in
Section III-B.

A. Ensemble Policy Selection via On-Policy State Diversity

The RL agent’s policy changes throughout training and its
optimality in a state is heavily correlated with the frequency the
agent visits that state [4]. Motivating by this fact, we split the
training process into N different training periods creating N
different policies. Given the N policies for the agent throughout
training, we here consider the problem of policy selection, or
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selecting K out of N policies to be in the final ensemble. In
supervised learning, the problem of selecting K models to be
in an ensemble from a set of N possible models is known
as model selection. It has been shown in supervised learning
settings that a necessary and sufficient criteria for an ensemble
to perform better than its counterpart individual models is for
the individual models to be both accurate and diverse [9]. In RL
settings, we empirically found that accuracy, as defined by high
reward, is insufficient for producing a good ensemble. Figure 1a
shows the evaluation results of ensemble RL agents made up
of the best policies, according to their rewards. However, those
policies are not optimal in comparison to the randomly selected
policies in Figure 1b. Further experiments in Section IV show
that these policies are not optimal.

It is more challenging to quantify and optimize diversity
in RL settings than in the supervised learning settings [6].
Prior works follow an ad-hoc approach. Particularly, they set
N=K, and train these K policies end-to-end to include in the
ensemble, using methods to ensure the resulting K policies are
diverse [5]–[8]. However, in practice there is no guarantee of
diversity once these policies are trained. Since these approaches
only have K policies to choose from after training, it is
infeasible to choose a new set of policies, should this be
the case. Supervised learning researchers have long attempted
to solve this problem. Model selection methods have been
developed to pick the most accurate and diverse classifiers
through examining model performance on a validation set,
and the difference in model outputs within this validation
set [10]–[12]. In RL settings, an analogous approach would
require rolling out the potential ensemble for some number of
episodes to gather information about the reward the ensemble
achieves. These rollouts would contribute heavily to the sample
complexity. We show in Figure 1b that, without considering
the additional rollout sample complexity, we can find high-
performing ensembles by simply testing ensembles with random
assortments of policies. However, we want to minimize the
amount of possible ensembles we have to test for reward. To
this end, we develop a metric, on-policy state diversity, to
measure the diversity of individual policies in a more efficient
way.

1) On-Policy State Diversity: In [4], an agent’s on-policy
states are defined as the states which the agent encounters
during a standard training episode, and off-policy states as
those states which are not encountered as frequently. They
found that the percentage of the maximum return the policy
achieves, starting in a state s, is correlated with how often
the agent visits s [4]. We aim to choose a subset of K≤N
policies which have diverse expertise within the set of possible
environment states.

Given a set Si = {si,1, . . . , si,T } for each policy i,
containing a small (T ≤ 5000) set of vector-valued on-policy
states encountered by that policy, we summarize each Si by
its empirical mean µi and elementwise standard deviation σi:

µi =
1

T

T∑
t=1

si,t, σi =

√√√√ 1

T

T∑
t=1

(si,t − µi)2. (1)

(a) Ensemble vs DQN reward with the 4 best
policies according to their rewards.

(b) Ensemble vs DQN reward with four random
policies in the ensemble.

Figure 1. Performance of DQN [13] and ensemble policies across a training
run in the CartPole environment. Plots differ in ensemble selection

mechanisms.

We then define the pairwise on-policy state diversity metric
between policy i and policy j as a normalized distance:

λi,j =
1

d

(
∥µi − µj∥22 + ∥σi − σj∥22

)
, (2)

where d is the state dimension. This yields a fast-to-compute
proxy for differences in typical visited states and spread.

We then define on-policy state diversity of a sampled
ensemble of policies as the average pairwise state diversity
among the individual policies:

λ(E) = 2

K(K − 1)

∑
i∈E

∑
j∈E
j>i

λi,j . (3)

This metric can be computed across large Si within seconds
after precomputing (µi, σi) for each checkpoint. Computing
all pairwise λi,j costs O(N2d) time, and evaluating λ(E) for
a candidate ensemble is O(K2) given the pairwise table.

Concrete values and feasibility. In our continuous-control
experiments (Section IV), we save checkpoints uniformly across
training: for CartPole we train for 1,000,000 timesteps and use
N = 20 checkpoints, and for InvertedPendulum-v2 we train
for 250,000 timesteps and use N = 10 checkpoints. We use
ensemble size K = 4. For CartPole, full enumeration yields(
20
4

)
= 4845 candidate ensembles, which is feasible to score by

Equation 3. We then evaluate only a subset under a validation
budget of M ensembles (below).

We propose to perform policy selection in a way that
minimizes the number of ensemble rollouts we need to perform.
Assume we have a validation budget such that we can test the
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(a) Average pairwise on-policy state
diversity versus reward for 500

candidate ensembles.

(b) Histogram of the reward of the 50
most diverse ensembles according to

on-policy state diversity.

Figure 2. Experiments conducted with the same training run in the CartPole
environment.

performance of M ensembles. We sort all
(
N
K

)
ensembles by

their mutual on-policy state diversity values and choose the
top M ensembles with respect to this metric. We then test
these candidate ensembles in the environment, and choose the
best ensemble according to the observed reward. Figure 2b
shows how many ’good’ ensembles we can expect from this
method in the CartPole environment. Figure 2b shows that in
the top 50 ensembles with respect to λ(E) (Equation 3), 10
ensembles achieve what we consider a high reward, whereas
the remaining 40 achieve a reward similar to the individual
policies within the ensemble. In these experiments, we use
M = 50 as the validation budget.

B. Ensemble Action Selection via Risk Estimation Voting

Given an ensemble with K policies, we aim to develop a
method for selecting one action among the selected actions by
the ensemble policies which will be fed into the environment.
Specifically, given a set of actions At = {πi(st) | 0 ≤ i < K},
we wish to develop a function f such that ât = f(At). A
standard voting scheme is the majority vote approach, which
takes an action according to:

ât = argmax
a∈A

(
K−1∑
i=0

1[At[i] = a]

)
(4)

where 1 is the indicator function. This voting scheme only
works well when at is discrete. In the case of a continuous,
vector-valued action space, we can use average voting. In this
scheme, the action is selected as

ât =
1

K

K−1∑
i=0

At[i]. (5)

As an alternative to these approaches, we propose risk
estimation voting. The intuition behind this approach is to
pick the action from the policy that is the least likely to fail
the task, from the current state.

Risk definition and labels. We assume failure and success
are well-defined via the environment termination condition
(e.g., pole falls, pendulum diverges), distinct from time-limit

truncation. For checkpoint policy i, we define the short-horizon
failure probability conditioned on (state, action):

gi(s, a) = Pr
(

failure occurs within the next H steps
∣∣∣

st = s, at = a, πi

)
.

(6)

We obtain binary risk labels from trajectories collected during
training while checkpoint policy i is active (or within its training
window), introducing no additional environment interaction
beyond the single training run. For each logged transition
(si,t, ai,t), we label

y
(H)
i,t = 1

[
failure occurs in {t+ 1, . . . , t+H}

within the same episode
]
.

(7)

This labeling uses only episode termination signals already
produced during the single training run and does not use data
from later checkpoints to label earlier ones (avoiding “future-
data leakage” that could inflate sample-efficiency claims).

Suppose we have an oracle function, gi, which computes
the probability that policy i will fail the task in the next H
timesteps from state st. Then, risk estimation voting can be
derived as

ât = At

[
argmin
0≤i<K

{gi(st)}
]
. (8)

Action-conditioned risk voting (implementation). To
address action-dependence, we use the action proposed by
policy i, a(i)t = πi(st), and select:

ât = a
(i⋆)
t , i⋆ = argmin

0≤i<K
ĝi

(
st, a

(i)
t

)
, (9)

where ĝi approximates gi using supervised learning on (s, a)

and labels y
(H)
i,t .

Given the risk estimation voting scheme, all we need to
do is approximate the function gi, such that ĝi(st) ≈ gi(st)
∀st. Since st can potentially take infinite values, [14] chooses
to approximate gi through a neural network, trained with
supervised learning. We follow their methodology, which
involves first collecting a dataset {(st, gi(st))} that contains
around 100, 000 samples. This dataset can be collected from
observing the agent as it trains. We use a neural network with
two fully-connected layers of 64 neurons each, and train it to
predict gi(st) from st.

Overhead note. For larger systems, training a separate risk
estimator per checkpoint can be expensive; in practice, we can
train risk estimators only for the K selected ensemble policies
rather than all N checkpoints, and we can reuse the same
logged data collected during training (no extra interaction).

IV. EXPERIMENTS

We perform experiments in discrete and continuous envi-
ronments. First, we analyze risk estimation ensemble voting
in a gridworld environment. Then, we examine the effect of
risk estimation voting combined with on-policy state diversity
model selection in continuous control environments CartPole
and InvertedPendulum-v2.
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(a) Three phases of the

RL agent. The blue,
purple, and red x’s are

for the beginning,
middle, and end of

training.

(b) Three phases of the

RL agent along with an
ensemble (green) of the
three; the ensemble uses

risk-estimation voting.

(c) Three phases of a

suboptimal RL agent, its
risk-estimation ensemble

(green), and its
majority-vote ensemble

(yellow).

Figure 3. Performance of individual and ensemble RL policies in the
gridworld environment. X’s mark states from which the corresponding policy

fails to complete the task.

A. Discrete Environments

We adapt the gridworld from [15], shown in Figure 3. In
this environment, the agent starts in the bottom-left corner, and
the goal is to navigate to the top-right corner using the actions
up, left, down, and right. If the agent gets too close to the
monster, or if it takes too many timesteps to reach the goal
state, the agent fails and receives a large negative reward.

In Figure 3(a), we show the adeptness of three phases of an
RL agent. We train an RL agent for a fixed number of timesteps
in this environment and save its weights at the beginning,
middle, and end of training. In Figure 3, we denote the states
from which an agent fails to solve the task with an appropriately
colored ’X’. We see that the agent at the beginning, middle,
and end of training has different sets of states from which it
can solve the task.

In Figure 3(b), we include the performance of an ensemble
agent using risk estimation voting. Note that instead of using a
neural network to approximate gi in this environment, we used
a tabular representation, since the gridworld environment has
a finite set of possible states. We see that the ensemble agent
only fails the task from the states in which all individual agents
also fail the task, indicating that the ensemble can correctly
choose which agent to act based on individual specialization.
Figure 3(c) shows the same experiment, but with a worse base
RL agent and a majority vote baseline. We observe that there
are many states from which the individual policies fail the task,
but the risk estimation ensemble method is able to successfully
complete the task from many of these states. This shows that the
risk estimation ensemble policies have the potential to perform
much better than any individual policy. We also observe that the
majority vote policy does better than the individual policies,
but still has many states from which it fails the task. This
shows that the improvement in the policy is due in part to risk
estimation voting, not just the nature of ensembles.

To further visualize the benefit of ensembles when policies
specialize in different states, we created an alternate gridworld,
which is the original gridworld concatenated with a flipped
version of itself (Figure 4). We trained one RL agent (blue)

Figure 4. Two RL agents, the blue one starts in the bottom-left, the red one
starts in the bottom-right, and their ensemble (green), using risk estimation

voting where x’s represent states from which the corresponding agent fails to
complete the task.

which starts in the bottom-left corner and one agent which
starts in the bottom-right (red). When we combine these two
agents in an ensemble with risk estimation, the ensemble agent
can solve the task from all states except a handful from which
the task is impossible.

B. Continuous Environments

Next, we examine the performance of the risk estimation
ensemble in two environments with continuous state spaces,
CartPole and InvertedPendulum-v2 [3]. Both these environ-
ments could continue forever if the control policy is good
enough, so we cut the episodes off at 10,000 timesteps. The
agent receives a reward of 1 for every timestep it is left standing,
so the maximum reward is also 10,000.

We trained the agents for both environments using Deep Q-
Learning (DQN) [13] and Deep Deterministic Policy Gradient
(DDPG) [16], but we present only the optimal performance
of each of them. The agent for the CartPole environment was
trained with DQN for 1,000,000 timesteps; the DDPG agent
was trained on InvertedPendulum-v2 for 250,000 timesteps. For
testing, we perform ensemble policy selection at set intervals
and run the ensemble with risk estimation voting, to give an
idea of what kind of ensemble performance is possible at
various numbers of training timesteps.

Checkpointing parameters. In these experiments, we save
N = 20 checkpoints for CartPole (every 50,000 timesteps)
and N = 10 checkpoints for InvertedPendulum-v2 (every
25,000 timesteps). We use ensemble size K = 4. We use a
validation budget of M = 50 candidate ensembles ranked by
on-policy state diversity (Section III-A1) and selected by online
evaluation.

Figure 5(a) shows the results for the CartPole environment.
We show the average DQN agent reward, the maximum reward
that the DQN agent ever achieves, and the reward of the
best ensemble, which our algorithm finds. The risk estimation
ensemble can achieve the maximum reward of 10,000 after only
100,000 timesteps of training, which is about a 10× decrease
in sample complexity (measured against the single-run training
budget).

Figure 5(b) shows the results for the same experiment in
the InvertedPendulum-v2 environment, except with DDPG RL
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(a) CartPole (DQN) (b) InvertedPendulum (DDPG)

Figure 5. Average single-policy performance, best checkpoint, and best ensemble. (a) CartPole; (b) InvertedPendulum.

training algorithm. We see that the risk estimation ensemble
reaches the maximum reward at around 125,000 timesteps,
about a 2× decrease in sample complexity (against the single-
run training budget).

Checkpoint frequency sensitivity (engineering considera-
tion). Ensemble quality depends on N and checkpoint spacing.
If checkpoints are too frequent, adjacent policies may be
redundant and reduce effective diversity; if too sparse, the pool
may miss complementary behaviors. Practical guidance is to
save checkpoints across distinct learning phases and optionally
use non-uniform spacing (denser early training, sparser late
training) to increase candidate diversity at fixed N .

V. CONCLUSION

We presented ENDURE, an ensemble method for RL
tailored to intelligent-systems constraints: robustness, efficiency,
and ease of integration. By harvesting policy snapshots from
a single training run, selecting a compact subset via on-
policy state diversity, and applying a risk-aware voting rule
at execution time, ENDURE improves behavior on underrep-
resented states while substantially reducing the interactions
needed to reach optimal performance. On standard control
tasks, ENDURE achieves up to 10× (CartPole) and about
2× (InvertedPendulum-v2) reductions in sample complexity
relative to single-policy baselines.

For practitioners, ENDURE is a drop-in augmentation
to existing RL stacks that aligns with common assurance
practices: it exposes explicit selection criteria, admits guardrails
(e.g., thresholds, escalation), and supports measurement via
standard control metrics. Future work will study deployment
aspects including uncertainty calibration for the risk estimator,
integration with formal checks for safety constraints, extension
to multi-agent settings, and evaluation on hardware-in-the-loop
or edge scenarios where interaction budgets are tight.
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Abstract— In this paper, we propose a method to intuitively 

annotate and analyze 3D models of disaster scenes by 

integrating 3D Gaussian Splatting (3DGS) and a Large 

Language Models (LLM). However, most existing systems are 

limited to visual reproduction, and it remains challenging to 

sufficiently utilize the generated data for practical problem-

solving in the real world. Using aerial data captured by drones, 

we construct a two-layer structure that combines high-quality 

visual representation through 3DGS with surface mesh 

geometry. This framework enables the intuitive and flexible 

placement of annotations, such as panels and lines, at intended 

positions in 3D space in response to user operations. 

Furthermore, we developed a method where a LLM analyzes 

disaster risks based on user instructions and visual information, 

and subsequently displays the analysis results at arbitrary 

locations within the 3D environment. By fusing intuitive 

information sharing with AI-driven analysis support, the 

proposed system enhances the efficiency and quality of decision-

making in disaster management. 

Keywords-3D Gaussian Splatting; Annotation System; Large 

Language Model. 

I.  INTRODUCTION  

Recently, the emergence of innovative 3D scene 
reconstruction technologies, exemplified by 3DGS [1], has 
enabled the rapid generation of high-quality and high-density 
3D models for large-scale and complex environments. 
Building on this development, numerous efforts are being 
made across various fields to high-fidelity reconstruct and 
visualize real-world spaces using images acquired by drones 
and other platforms [2]. However, most existing systems 
primarily focus on visual reproduction and viewing, and it 
remains challenging to sufficiently utilize the generated 3D 
data for practical decision-making and problem-solving in the 
real world [3]. 

Data utilization is particularly indispensable in disaster 
response scenarios to rapidly assess damage and consider 
rescue plans or evacuation routes. While the use of 3D models 
via drones has proven effective for gaining a bird's-eye view 
of an entire site [4], simple visualization is insufficient to 
support complex decision-making in environments 
characterized by high uncertainty. To achieve rapid and 
accurate information sharing, a mechanism is required to 
directly annotate crucial information—such as hazardous 
locations, navigable paths, and damage status—onto the 3D 
model. Furthermore, to supplement limited human resources 

on-site and ensure reliable rescue operations, it is considered 
highly effective to combine objective situational analysis and 
decision-making support provided by AI [5]. 

3DGS is well-suited for the purpose of this study due to its 
ability to generate models with high speed and excellent visual 
quality. However, 3DGS is a volumetric rendering method 
that represents each point as 3D Gaussian distributions, which 
are then projected into screen space to synthesize images. 
Consequently, it lacks explicit geometric boundary 
information, such as distinct surfaces and edges, presenting a 
technical challenge in that depth information cannot be 
directly obtained. To associate and display manual user input 
or AI analysis results at accurate positions in 3D space, 
obtaining reliable depth information is essential. 

In this study, we constructed a system that integrates 3D 
model generation technology with a LLM to improve 
operational efficiency and realize smooth information sharing 
on-site. Specifically, the process begins with capturing site 
images and constructing a data foundation. Next, mesh 
information is generated using Surface-Aligned Gaussian 
Splatting (SuGaR) [6] after initial processing with COLMAP 
[7]. By leveraging accurate depth information derived from 
this mesh, we enable intuitive 3D spatial annotation by the 
user. Furthermore, we implemented advanced analysis 
support functions by integrating an LLM. This allows the 
LLM to verbalize damage situations and propose 
countermeasures based on user-provided information, visual 
features of the site, and instruction prompts. 

The objective of this system is to enhance the quality of 
decision-making in disaster scenarios by fusing intuitive 
information sharing with AI-driven analysis support. This 
approach, which allows for rapid information annotation 
while seamlessly navigating between bird’s-eye and 
immersive perspectives, is expected to drastically improve 
information transmission efficiency among rescue teams and 
related organizations, thereby contributing to more reliable 
rescue operations. 
 

II. RELATED WORK 

3D Gaussian Splatting (3DGS) is a method that takes 
multi-view images as input, represents and optimizes a 3D 
point cloud as Gaussian distributions, and generates novel 
view images with high speed and high precision. It acquires a 
3D point cloud and camera parameters from RGB images 
using COLMAP's Structure-from-Motion [7]. Using this point 
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cloud as an initial Gaussian distribution, it optimizes various 
parameters (3D position, opacity, covariance, and SH 
coefficients representing color) through a machine learning 
approach. During optimization, Gaussians are also added or 
removed. Numerous presentations have been made regarding 
this method, including applications to diverse fields, such as 
robotics and VR, as well as speed and accuracy improvements 
[2].  

Generally, 3DGS requires images captured from several 
dozen different viewpoints. If there are few input images, the 
shooting and calculation costs are reduced, but there is a 
problem that rendering quality drops significantly. In response 
to this, Few-shot View Gaussian Splatting [9] estimates 
monocular depth from rendered images and uses that 
information to complement the shape of unobserved regions, 
achieving high-quality view synthesis even from about three 
images. 

Furthermore, Instant Splat [10] is a method that generates 
an initial point cloud from a large-scale pre-trained geometric 
model without relying on SfM. It reconstructs both camera 
parameters and the scene with high speed and high precision 
through self-supervised optimization. By using Gaussian-
based bundle adjustment, it achieves a speedup of more than 
30 times compared to conventional 3DGS while realizing high 
rendering quality (SSIM) even in sparse-view environments. 

On the other hand, while 3DGS enables high-quality 
image generation, there is a challenge that the optimized 
Gaussian distribution is not structurally organized, making it 
difficult to extract a clear mesh structure. Therefore, it is 
difficult to use the generation results directly for editing or 
annotation, and additional processing is required to apply it to 
operations where users specify arbitrary positions in 3D space 
to add information. To address this problem, SuGaR, 
proposed by Guédon et al., introduces a regularization term to 
align Gaussian distributions with the scene surface. Using this 

alignment, it achieves fast and high-precision mesh extraction 
via Poisson reconstruction. Furthermore, through a 
mechanism that simultaneously optimizes the mesh and 
Gaussians, it enables high-quality rendering in a shorter time 
compared to conventional Neural SDF-based methods, as well 
as flexible operations, such as editing, animation, and lighting 
adjustment. 

In recent years, the utilization of drone technology in 
disaster response has attracted attention, and comprehensive 
organization of these trends is proceeding. A survey [4] 
investigated 52 research papers published between 2009 and 
2020, classifying drone applications in disasters into four 
categories: Mapping/Disaster Management, Search and 
Rescue, Transportation, and Training [8]. The contribution to 
the mapping field is particularly notable, and its effectiveness 
for situational awareness and decision-making support at 
disaster sites has been confirmed. On the other hand, 
discussions regarding use in post-disaster areas, such as victim 
identification and medical support, are not yet sufficient and 
are pointed out as future challenges. 

Applications that realize an interactive 3D manipulation 
environment using pen input and touch operations on mobile 
devices include Feather [11] and Cozy Blanket [12]. While 
these applications possess high operability and convenience, 
they are primarily aimed at 3D content creation and do not 
support annotation uses for adding and sharing information on 
3D models of real spaces. 

Research on the systematization of interaction design in 
Virtual Reality (VR) and Augmented Reality (AR) 
environments is also progressing [13]. Research is being 
conducted on immersive systems that allow interactive 
manipulation [14], such as deforming 3D content generated 
by 3D Gaussian Splatting, and frameworks that can perform 
shape changes, color adjustments, and style transfers on 4D 
scenes [15]. However, many of these focus on model 

 
Figure 1. Overview of our proposed LLM-assisted 3D annotation system. 

Drone-captured imagery is used to generate a Dual-layer model (integrating 3DGS and SuGaR surface mesh). The system combines user-driven operations 
(panels/lines) with LLM-assisted analysis (disaster risk/mitigation) to embed spatial information. The resulting annotations are viewable from arbitrary 
perspectives. 
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generation or interaction design, and there is room for 
consideration regarding mechanisms to support information 
addition and sharing on generated 3D models. Therefore, in 
this study, we propose a method to realize intuitive and 
accurate annotation operations using 3D model generation 
technology to address such issues. 

 

III. PROPOSED METHOD 

A. System Overview 

This system is an interactive annotation tool, and its 
overview is illustrated in Figure 1. From the input images, a 
3DGS model is generated for visual display (Figure 2), and a 
surface mesh is constructed using SuGaR. Figure 3 shows the 
result of computing depth values from the surface mesh and 
assigning a color map to them.Users can freely navigate the 
3D scene from arbitrary viewpoints, place pictograms 
representing disaster risks analyzed by the LLM (Google 
Gemini), and draw line objects through mouse-drag 
operations. 

 

B. Determination of Target Coordinates 

Since 3DGS models do not explicitly represent surface 
geometry, a surface mesh generated by SuGaR is introduced 
to identify the 3D coordinates corresponding to a click 
position on the screen. 

When a user performs an annotation operation, the depth 
value 𝑑 corresponding to the input screen coordinates (𝑥, 𝑦) 
is determined based on the surface mesh. The screen 
coordinates (𝑥, 𝑦) and the depth value 𝑑 are then converted 
into normalized device coordinates (NDC). The conversion is 
defined as follows: 

                𝑥𝑛𝑑𝑐 =
2𝑥 

𝑆𝑐𝑟𝑒𝑒𝑛𝑊𝑖𝑑𝑡ℎ
 −  1 ,  

𝑦𝑛𝑑𝑐 =
2𝑦

𝑆𝑐𝑟𝑒𝑒𝑛𝐻𝑒𝑖𝑔ℎ𝑡
−  1 , (1) 

                  𝑧𝑛𝑑𝑐 = 2𝑑 − 1 ,  

 
Here, 𝑑 is a normalized depth value where 0 is the nearest 

and 1 is the farthest within the range from the camera's Near 
Clip to Far Clip.Next, using the camera's projection matrix 𝑃, 
the coordinates (𝑥𝑐 , 𝑦𝑐 , 𝑧𝑐) in the camera coordinate system are 
obtained from the NDC coordinates (𝑥𝑛𝑑𝑐 , 𝑦𝑛𝑑𝑐 , 𝑧𝑛𝑑𝑐)  as 
follows: 

[

𝑥𝑐

𝑦𝑐

𝑧𝑐

𝑤

] = 𝑃−1 [

𝑥𝑛𝑑𝑐

𝑦𝑛𝑑𝑐

𝑧𝑛𝑑𝑐

1

] (2) 

As a correction for perspective transformation, the obtained 
camera coordinates are normalized using 𝑤: 

𝑥′
𝑐 = 𝑥𝑐  / 𝑤,  𝑦𝑐

′ = 𝑦𝑐/ 𝑤, 𝑧𝑐
′ = 𝑧𝑐  / 𝑤 (3) 

Finally, by using the view matrix 𝑉, the world coordinates 
(𝑋𝑤, 𝑌𝑤 , 𝑍𝑤)are obtained: 

[

𝑋𝑤

𝑌𝑤

𝑍𝑤

𝑤

] = 𝑉−1 [

𝑥′
𝑐

𝑦′
𝑐

𝑧′
𝑐

1

] (4) 

 
Based on the computed world coordinates, annotations are 

placed at positions in the 3D space corresponding to the user’s 
operations. During this process, to prevent misdetections 
caused by noise inherent to 3DGS or occlusions such as power 
lines, offset processing is applied. In addition, for line drawing 
operations, instead of directly using the depth value 
corresponding to the simple click position, the median depth 
value within a neighboring region is used. This approach 
enables stable target coordinate specification even in the 
presence of outliers. 
 

C. Panel Placement Method 

In the panel placement process (Figure 3), the user first 
selects the type of panel to be placed, and the panel is then 
positioned at the user-specified location via a click operation. 
Since the orientation of the panel must be adjusted for each 
specified location, the proposed system determines the 
orientation of the panel object based on the local structure of 
the 3D scene around the target coordinates and the user’s 
viewpoint at the time of annotation input. 

To uniquely define an orientation in 3D space, two axes 
are required: the Z-axis (forward vector) and the Y-axis 
(upward vector). In this system, the Z-axis direction is 
estimated by applying principal component analysis (PCA) to 
infer the orientation of the surface in the vicinity of the target 
coordinates, while the Y-axis direction is determined using the 
upward vector of the camera at the time of annotation input. 

By defining the Z- and Y-axis directions in this manner, 
the panel object is naturally aligned with the surface geometry, 
adapting to local surface irregularities and inclinations, 
thereby improving visual consistency. In addition, using the 
camera’s upward direction for the Y-axis preserves the 
expected notion of the “top” of the panel relative to the user’s 

 

 
Figure 3. Example of Depth Information Computation (Color map) 

 

Near                Far 

 
Figure 2. 3DGS 
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viewpoint at the time of annotation, enabling panel placement 
that is consistent with the user’s operational intent. 

To obtain the surface normal of the 3D scene around the 
target coordinates, the user specifies a single point in screen 
space. Screen-space coordinates within an n-pixel 
neighborhood around the selected point are then collected. 
The corresponding depth values are retrieved and converted 
into 3D coordinates. Finally, principal component analysis 
(PCA) is applied to these local 3D points to estimate a normal 
vector representing the local surface orientation. 
 

D. Line Drawing Method 

In the line drawing process (Figure 5), coordinates 
sampled during the user’s drag operation are connected by 
cylindrical segments to form a polyline. If input coordinates 
are sampled every frame, excessive sampling density causes 
the system to overly react to minor surface irregularities (e.g., 
small bumps on the ground), resulting in unintended zigzag 
trajectories. Conversely, excessive smoothing may lead to the 
loss of important terrain features such as steps or steep slopes. 

To address this trade-off, sampling is triggered based on a 
fixed movement distance threshold. This approach preserves 
essential terrain characteristics while reducing noise caused 
by small surface irregularities, enabling smooth line drawing. 
In addition, to prevent drawn points from being embedded 
within the model surface, a constant offset is applied in the 
direction toward the camera. 

When drawing lines, objects located in the foreground 
may interfere with the intended placement on the target 
surface. To mitigate this issue, in addition to the depth value 
corresponding to the user-specified screen coordinate (𝑥, 𝑦), 
depth values of neighboring screen coordinates are also 
computed. By using the median of these depth values, the 
system enables stable line placement on the intended target 
surface even when small foreground objects, such as utility 
poles, are present. 
 

E. Integration of LLM Analysis and Human Operation 

In the LLM-assisted functionality, risk factors and 
mitigation measures related to structures displayed on the 
LLM interface are generated at arbitrary timings specified by 
the user. Although LLMs are capable of advanced situational 
reasoning, they are not well-suited for precise 3D localization. 
Therefore, the proposed system adopts a process in which the 
LLM generates semantic information and the user explicitly 
specifies its placement location. 

The generated information is placed as billboard-style 
pictograms in the 3D space. When a pictogram is clicked, 
detailed analysis results are displayed in a pop-up window, 
allowing the user to interactively review the generated content. 
 

IV. EXPERIMENT 

We conducted an evaluation using disaster simulation data 
obtained at the Fukushima Robot Test Field [8]. In the 
comparison of panel placement methods (Figure 6), principal 
component analysis (PCA) was employed to determine the 
surface normal direction, and panel placement was performed 
while varying the number of points used for normal estimation. 
Specifically, 9 points (yellow panels) and 225 points (light 
blue panels) were used. Compared to the yellow panels, the 
light blue panels were less affected by local surface 
irregularities in the surface mesh at the placement location and 
were more consistently aligned with the ground plane, 
indicating more stable placement. 

In the comparison of line drawing methods (Figure 7), 
using the click position coordinates directly (yellow line in 
Figure 7) resulted in interference with obstacles such as utility 
poles. In contrast, when using the median of depth values 
(light blue line in Figure 7), stable line drawing was achieved 
along the ground context without interference. These results 
confirm that lines can be accurately drawn along object 
surfaces, such as the ground and building walls. 

Regarding the evaluation of the LLM-assisted 
functionality, the objective of this experiment was to integrate 
and visualize analysis results obtained from Gemini within the 
3D space, and to verify its operation. For each target structure, 

 

 
Figure 4. Example of Panel Placement 

 

 
Figure 5. Example of Line Drawing 

 

 
Figure 6. Comparison of Panel Placement Methods 

 

 
Figure 7. Comparison of Line Drawing Methods 
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the LLM analyzes potential risks that may arise during a 
disaster and provides guidance on evacuation actions. 

Figure 8 shows an example of output generated by the 
LLM. For each detected building, the results are categorized 
into risk information and evacuation guidance. Even when 
buildings are spatially close to each other, the results are 
distinguished by color-coded representations, and positional 
information and simple structural features are provided, 
making it easy to confirm the correspondence between the 
scene and the generated textual descriptions. For example, the 
result shown in the center-left (Orange) recognizes that the 
building is adjacent to a large house and recommends 
evacuating to a vacant lot behind the building rather than to an 
intersection. The result shown in the center-right (Blue) 
generates statements such as “tall structure” and “caution 
regarding falling rooftop equipment,” confirming that relevant 
structural characteristics are identified. In addition, relatively 
small objects such as utility poles are also recognized, and 
appropriate warnings indicating danger or caution during 
evacuation are generated. These results demonstrate that the 

system can assess risks and propose evacuation actions based 
on the identified risks. 

The generated results can be placed as pictograms at 
appropriate locations in the 3D space through user interaction. 
Detailed analysis results output by the LLM can also be 
reviewed via pop-up displays (Figure 9, left). These findings 
demonstrate that users can rapidly and comprehensively add 
information by simply reviewing the LLM’s proposals and 
specifying placement locations, without the need to compose 
textual descriptions from scratch. Figure 9 also shows the 
results of annotation operations performed in the 3D space. As 
demonstrated, user-generated annotations can be reviewed 
from various viewpoints, enabling flexible and 
comprehensive spatial understanding. 

V. CONCLUSION 

In this study, we proposed a system that enables accurate 
annotation placement by combining the high-quality visual 
rendering of 3D Gaussian Splatting (3DGS) with depth 
information derived from a mesh model. By incorporating a 
surface mesh, the proposed approach overcomes the inherent 

 
Figure 8. LLM output result 

 

 
Figure 9. Use Case of the System 
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limitation of 3DGS in depth acquisition. Furthermore, the use 
of median depth values and offset processing allows for noise-
robust and highly visible annotations. 

The proposed mechanism, in which AI and humans 
collaboratively enrich information in a 3D space, provides a 
foundational framework for future disaster response systems. 
As for future work, we plan to conduct usability evaluations 
through questionnaires and user studies assuming real-world 
field operations, to assess the operability of the system and the 
effectiveness of information presentation. In addition, we will 
explore the integration of LLMs fine-tuned with disaster-
related data to improve the reliability of generated proposals 
and to further automate expert-level situational assessment. 

By seamlessly connecting the information organized 
within this system to on-site operational support and enabling 
end-to-end assistance from analysis to field activities, we aim 
to contribute to faster and more effective disaster response. 
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Abstract—Despite increasing regulatory efforts to protect user
data, such as the General Data Protection Regulation (GDPR)
and the California Consumer Privacy Act (CCPA), privacy poli-
cies—the main way users encounter these protections—remain
difficult to understand and largely ineffective in guiding in-
formed consent. Existing automated tools for evaluating these
policies prioritize legal compliance but often overlook what users
personally value in data privacy. This paper proposes a user-
centered approach that integrates individual privacy values into
policy scoring systems. A survey capturing user comfort levels
with various types of Personally Identifiable Information (PII)
reveals wide variability in privacy concerns. These insights are
embedded into the PrivacyCheck™ tool to enable personalized
policy evaluations. The results show that incorporating user
values can significantly shift policy scores, especially in areas
related to user control, highlighting a gap between regulatory
standards and real user priorities. This work moves toward
privacy tools that better reflect what users actually care about,
supporting more meaningful and transparent data governance.
Keywords–Privacy policy evaluation; User privacy values; Person-
alized scoring; Personally Identifiable Information.

I. INTRODUCTION

Digital platforms increasingly collect, store, and process personal
data, making the protection of PII a critical public concern. Gov-
ernments and regulatory bodies have responded with major privacy
regulations, such as the European Union’s GDPR, the CCPA, and its
amendment, the California Privacy Rights Act (CPRA).

While such regulations shape data protection norms, users experi-
ence them primarily through privacy policies—the official documents
describing how websites and applications collect, use, and share
personal data. Ideally, policies should empower informed decisions,
but studies show they are long, written at a college reading level,
and filled with legal or technical jargon, making them inaccessible
to the general public [1]. As a result, most users skip them or
misunderstand their content, leading to uninformed consent and
reduced transparency in data practices [2][3].

To address this shortcoming, automated tools interpret and evaluate
privacy policies using machine learning [4]–[6]. PrivacyCheck™ [7]
rates policies against regulatory frameworks, such as the GDPR and
Fair Information Practice Principles (FIPPs), but these tools often
apply uniform criteria and overlook variation in what users value.
As a result, two users with different sensitivities can receive the
same policy score, even when the policy aligns well with one user’s
priorities and poorly with another’s.

We argue that privacy policy evaluation should go beyond reg-
ulatory compliance to reflect personal values. We propose a user-
centered approach that integrates individual privacy preferences into
automated policy scoring systems. We conducted a user study to
assess comfort with sharing different types of PII and privacy-related
practices. Results show general caution—especially for possession-
based information—but substantial variation across individuals, high-

Figure 1. An example of PrivacyCheck™ scoring with the personalized
scoring mechanism.

lighting the need for personalized evaluation frameworks. This vari-
ation suggests that a single “good” score can mask trade-offs across
factors, such as data retention and third-party sharing, that users
weigh differently.

We map the survey insights onto the PrivacyCheck™ scoring
model, enabling personalization based on aggregated or individ-
ual values (see Figure 1). Incorporating user values shifts policy
scores—particularly for user control—revealing gaps between reg-
ulatory benchmarks and user priorities. By embedding user values
into policy assessments, this work bridges legal compliance and
meaningful user understanding.

The remainder of this paper is organized as follows. Section 2
reviews related work, Section 3 describes the survey, Section 4 details
the value-aligned scoring and evaluation, and Section 5 concludes.

II. RELATED WORK

A. Tools for Interpreting Privacy Policies
Automated tools analyze privacy policies using Natural Language

Processing (NLP) and machine learning to improve transparency,
regulatory compliance, and user understanding. Early systems, such
as Privee [5], extract key practices from policy text. Polisis [4] uses
deep learning with hierarchical attention to classify policy content
and present it through an interactive user interface.

More recent tools include PrivacyGuide [6] and PolicyChecker [8].
They assess GDPR compliance using NLP and supervised learning
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but often overlook individual user values. The Value-Centered Privacy
Assistant (VcPA) [9][10] addresses this gap by helping users make
app decisions aligned with personal value profiles derived from
survey data.

B. User Values Regarding Privacy Policies
Surveys and experiments have examined user attitudes toward

privacy policies and privacy-enhancing technologies. Ibdah et al. [11]
show that despite concern about data privacy, participants often
avoid policies due to complexity, length, and helplessness, prior-
itizing convenience over informed consent. Choi et al. [12] and
Ebbers et al. [13] report similar themes in smart speakers and
digital assistants, emphasizing transparency and control with features,
such as customizable data collection and meaningful consent. These
studies collectively suggest that usability and perceived control, not
just formal compliance, shape whether privacy tools influence real
behavior.

Wang & Li [14] propose a machine learning framework to infer
privacy preferences from demographic and behavioral data, enabling
personalized recommendations with limited user input. Building on
this foundation, we directly integrate user-reported comfort levels
with different types of PII into an automated policy evaluation system,
aligning assessments with user values.

C. Privacy Policy Rating Systems PrivacyCheck™
We focus on PrivacyCheck™ [7], a machine learning–based

privacy policy rating system. Implemented as a Chrome browser
extension, PrivacyCheck™ identifies and scores key privacy practices
from policy webpages, providing structured assessments aligned with
frameworks, such as the GDPR and FIPPs.

Originally launched in 2015, the initial version of PrivacyCheck™
detected policy content across ten core dimensions, including PII
collection (e.g., email, Social Security Number (SSN)), data ag-
gregation, and law enforcement sharing. It used keyword detection
and parsing to assign categorical risk scores reflecting GDPR and
Federal Trade Commission (FTC) standards. Later iterations added
scalability, version tracking, and user engagement.

In its current implementation, PrivacyCheck™ rates privacy poli-
cies across 20 factors derived from regulatory guidelines [15], as
shown in Table I. Factors span disclosures, such as data usage,
retention, third-party transfers, user access rights, and consent mech-
anisms. Each factor is scored and aggregated into two overall scores:

• GDPR Score: Reflects the presence or absence of disclosures
relevant to specific GDPR articles

• User Control Score: Indicates the extent to which a policy
outlines mechanisms for user agency and data governance based
on FIPPs

In this work, PrivacyCheck™ provides the baseline for comparing
regulatory compliance to user privacy value coverage, supporting an
empirical investigation of transparency and data governance in online
privacy policies.

III. USER ATTITUDES TOWARD THE COLLECTION AND
PROCESSING OF PII

A. Survey Design
To evaluate users’ comfort levels with digital privacy practices, we

conduct a survey to capture individual attitudes toward the collection
and processing of various types of PII by websites and mobile
applications. This study was approved by the Institutional Review
Board (IRB). The survey is structured around six thematic categories
as listed below.

The first two categories address data policies and processing
practices, assessing participants’ perceptions of broader organiza-
tional behaviors, such as data retention, third-party data sharing, and
transparency in privacy policies. The other four categories focus on
participants’ attitudes toward specific types of PII. These categories
are informed by foundational principles in information security and
user authentication, specifically the types of data individuals have,
are, do, and know. Together, these six categories were designed to
comprehensively reflect real-world contexts of digital data collection
and usage.

1) Data Policies (17 questions)
2) Data Processing (8 questions)
3) What You HAVE (16 questions): possession-based identifiers

(e.g., device IDs)
4) What You ARE (10 questions): biometric information (e.g.,

fingerprints)
5) What You DO (10 questions): behavioral data (e.g., browsing

history)
6) What You KNOW (20 questions): knowledge-based credentials

(e.g., passwords)
The final survey included a total of 81 questions. Each question

in the survey is phrased in a standardized format to ensure clarity
and consistency across categories. The wording generally follows
the structure: “How comfortable are you with websites or mobile
apps... [question topic].” The question topic typically begins with
an action verb, such as “collecting” or “sharing,” depending on
whether the item relates to data acquisition or dissemination, and
is followed by a specific type of PII; for example, “How comfortable
are you with websites or mobile apps collecting your online shopping
patterns?” or “How comfortable are you with websites or mobile apps
sharing your data for academic or research purposes?” This consistent
phrasing helps participants easily interpret the intent of each question
while maintaining focus on the specific privacy-related scenario being
assessed.

Participants respond to each item using a five-point Likert scale:
(1) very comfortable, (2) slightly comfortable, (3) no difference, (4)
slightly uncomfortable, and (5) very uncomfortable. The selected
scale enables nuanced expression and fine-grained analysis of user
comfort levels, revealing both the types of PII users are most sensitive
about and the intensity of that sensitivity.

To ensure the quality of the responses and detect inattentive
participation, one question from each of the six main categories is
deliberately duplicated in another category where the context still
made the question relevant. These duplicated questions serve as
internal consistency checks. A response is flagged as inconsistent
if a participant answered a duplicated question pair in a way
that suggested a reversal in sentiment—for example, if an answer
shifted from either very uncomfortable or slightly uncomfortable
to either very comfortable or slightly comfortable, or vice versa.
Additionally, if a participant changed their response from an extreme
stance—defined as very uncomfortable or very comfortable—to no
difference, or from no difference to an extreme stance, this is also
treated as an inconsistency. Submissions containing more than one
of these response reversals are considered unreliable and excluded
from the dataset. Using this criterion, nine participant submissions
are removed.

Demographics. In the survey, we also collect participants’ demo-
graphic information, including gender, age, ethnicity, occupation, and
education level. Additionally, we ask five questions about partici-
pants’ general attitudes toward privacy practices and their daily use
of websites and applications, as listed below. This information is
used to explore potential correlations between user profiles and their

52Copyright (c) IARIA, 2026.     ISBN:  978-1-68558-351-4

Courtesy of IARIA Board and IARIA Press. Original source: ThinkMind Digital Library https://www.thinkmind.org

INTELLI 2026 : The Fifteenth International Conference on Intelligent Systems and Applications

                            61 / 66



TABLE I. PRIVACYCHECK™ SCORING FACTORS.

User Control Factors

How well does this website protect your email address?
How well does this website protect your credit card information and address?
How well does this website handle your Social Security Number?
Does this website use or share your PII for marketing purposes?
Does this website track or share your location?
Does this website collect PII from children under 13?
Does this website share your information with law enforcement?
Does this website notify or allow you to opt-out after changing their privacy policy?
Does this website allow you to edit or delete your information from its records?
Does this website collect or share aggregated data related to your identity or behavior?
GDPR Compliance Factors

Does this website share the user’s information with other websites only upon user consent?
Does this website disclose where the company is based or where the user’s PII will be processed and transferred?
Does this website support the right to be forgotten?
If they retain PII for legal purposes after a user request to be forgotten, will they inform the user?
Does this website allow the user to reject the use of their PII?
Does this website restrict the use of PII of children under the age of 16?
Does this website advise the user that their data is encrypted even while at rest?
Does this website ask for the user’s informed consent before processing data?
Does this website implement all principles of data protection by design and by default?
Does this website notify the user of security breaches without undue delay?

comfort levels with digital privacy, enabling analysis of trends across
different demographic groups.

1) On average, how many hours per day do you spend online or
on mobile apps?

2) How often do you read each website’s or mobile application’s
privacy policy?

3) How comfortable are you with technology?
4) Do you agree with the statement that “I feel that I get more

accomplished because of technology?”
5) List 3 to 5 of your most used websites and mobile apps.
Survey participants are recruited from the undergraduate and grad-

uate student populations in the Electrical and Computer Engineering
(ECE) and Computer Science (CS) departments at the University of
Texas at Austin. Participation is entirely voluntary. In total, we collect
99 valid responses. Of the participants, 70.7% identify as male, 23.2%
as female, and 6.1% as other gender identity. In terms of ethnicity,
59.6% identify as Asian, 17.2% as White, and 16.2% as Hispanic or
Latino. The average age of participants is 21 years.

A third of participants (33.3%) report that they never read privacy
policies, while 42.4% say they rarely do. Only 24.2% indicate that
they read them sometimes or often. Regarding technological profi-
ciency, 43.4% of participants consider themselves experts, and 46.5%
report an advanced level of comfort with technology. Participants also
report their average daily internet usage, with responses spanning a
broad range, as illustrated in Figure 2. Finally, participants list their
top 3 to 5 most frequently used websites and applications. Aggregated
results reveal the 20 most-used platforms, shown in Figure 2. Social
media platforms dominate usage patterns, with Instagram emerging
as the most frequently mentioned.

B. Survey Results
The overall mean score across all survey questions is 3.85 on a

five-point Likert scale. As shown in Figure 3, questions in the “Data
Policies” and “What You HAVE” categories receive higher scores,
suggesting that users are generally cautious about websites and apps
collecting their PII, particularly possession-based information. In
contrast, scores are lower in the “What You KNOW” and “Data
Processing” categories, indicating more users are comfortable with

sharing knowledge-based PII and are less concerned about how their
data is processed. The questions with the highest and lowest scores
are shown in Table II.

We also calculate the standard deviation for each survey question to
assess variability in participants’ responses, as shown in Figure 4. The
average standard deviation across all questions is 1.06. We observe
that questions with higher mean scores—indicating lower comfort
levels—tend to have lower variance, suggesting stronger consensus
when participants feel uncomfortable about specific data practices or
sharing certain types of information. In contrast, questions with lower
mean scores—reflecting higher comfort—exhibit greater variance,
indicating a wider range of opinions. This pattern reveals a general
agreement on what makes users uncomfortable, while comfort tends
to be more subjective and varies significantly across individuals.

In Table III, we list questions with the highest and lowest variance.
Notably, all five questions with the highest variance belong to the
“What You KNOW” category, whereas the questions with the lowest
standard deviations are from the “Data Policies” and “What You
HAVE” categories.

Additionally, to assess the relationships between users’ responses
across questions, we compute the Pearson correlation coefficient (r).
The results, shown in Figure 5, summarize the number of strongly
correlated question pairs (r > 0.6) across category combinations.
Few questions have negative correlations, and none are strongly
negative. Most strong correlations occur within the same category,
likely reflecting thematic consistency. In particular, questions in the
“What You HAVE” and “What You KNOW” categories exhibit high
internal correlations. Notably, the “What You KNOW” category is
the only group to show strong correlations with questions from
other categories, suggesting it may capture broader user attitudes that
extend beyond its specific theme.

To ensure that correlation patterns are not merely the result of
universally agreeable questions, a subset of questions is selected
based on higher distributional variability (standard deviation greater
than 1). Pearson correlation results for the refined question set are
shown in Figure 6. Even with this stricter filtering, the “What You
KNOW” category remains prominent, exhibiting a high number of
strong correlations, especially within its own group.
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(a) Distribution of hours spent online per day.

(b) Top 20 most frequently used websites and apps.

Figure 2. Demographic Information.

Figure 3. Distribution of question mean scores color-coded by category.

Finally, we calculate correlations between participants’ average
scores on high-distribution questions and their demographic infor-
mation. For continuous demographic variables, we used Pearson
correlation; for categorical variables, we used analysis of variance
(ANOVA). None of the correlations are strong, suggesting no mean-
ingful relationship between demographic factors and their responses
to more polarizing or nuanced questions.

Figure 4. Distribution of question score standard deviations color-coded by
category.

Figure 5. Count of Strongly Correlated Question Pairs across Categories.

Figure 6. Counts of Strongly Correlated High-Variance Question Pairs
across Categories.
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TABLE II. QUESTIONS WITH THE HIGHEST AND LOWEST MEAN SCORES.

Question Category Mean

... not notifying you if a data breach has occurred? Data Policies 4.76

... having access to and/or collecting copies of your SSN? What You HAVE 4.74

... having access to and/or collecting copies of your birth certificate? What You HAVE 4.62

... collecting information from children under the age of 13? Data Policies 4.59

... having access to and/or collecting copies of your passport? What You HAVE 4.56

... collecting your email? What You KNOW 3.02

... collecting your gender? What You KNOW 2.91

... collecting your data for curated recommendations? Data Processing 2.88

... collecting your data for developer bug detection and analytics? Data Processing 2.67

... collecting your preferred language? What You KNOW 2.57

TABLE III. QUESTIONS WITH THE HIGHEST AND LOWEST STANDARD DEVIATIONS IN SCORE DISTRIBUTIONS.

Question Category St.D Mean

... collecting your ethnicity? What You KNOW 1.36 3.13

... collecting your name? What You KNOW 1.33 3.20

... collecting your phone number? What You KNOW 1.30 3.46

... collecting your preferred language? What You KNOW 1.30 2.57

... collecting your gender? What You KNOW 1.30 2.91

... having access to and/or collecting copies of your birth certificate? What You HAVE 0.78 4.62

... sharing your data with business partners that are not explicitly listed? Data Policies 0.74 4.40

... not notifying you if a data breach has occurred and your information may be compromised? Data Policies 0.70 4.76

... having access to and/or collecting copies of your SSN? What You HAVE 0.68 4.74

... collecting information from children under the age of 13? Data Policies 0.64 4.59

IV. PERSONALIZED PRIVACYCHECK™ WITH
VALUE-ALIGNED SCORING

Using the collected data on users’ attitudes toward privacy prac-
tices, we incorporate values into the privacy policy rating sys-
tem—PrivacyCheck™. We map each survey question to correspond-
ing factors and re-weight these factors based on aggregated responses
to better align PrivacyCheck™ scores with users’ values. We also
implement a personalization feature that allows individual users to
adjust factor weights and compare the resulting scores with the
original regulatory scores.

A. Aligning PrivacyCheck™ Scoring with User Value
As described in subsection 2.3, PrivacyCheck™ evaluates privacy

policies using two scoring dimensions: GDPR Compliance and User
Control. Each dimension comprises a set of factors. For each factor,
the model assigns 0/1/2 for not addressed, unclear, or clear. These
raw scores are normalized to a 0–10 scale per factor and summed
to produce two overall scores out of 100—one reflecting GDPR
Compliance and the other User Control. The list of corresponding
questions is provided in Table I.

At a high level, if xf ∈ {0, 1, 2} is the raw score for factor f ,
then the base score for dimension d (with factors Fd) is computed as
Sd. To incorporate user values, we map survey responses to scoring
factors; each survey question links to one or more criteria used in
PrivacyCheck™. We compute average responses per question and
aggregate them by factor to assign a user value weight, then normalize
these weights within each dimension to sum to 1. For population-
level analysis, vf is the average response across participants; for
deployment, vf can be computed per user. We normalize vf to survey
weights wf , which initialize slider values. Users adjust slider values
sf , normalized via a softmax function to user weights u (with uf

as the f th element). The base score sums normalized factor scores
across Fd, scaling each xf to a 0–10 range. The weighted score is

wf =
vf∑

k∈Fd
vk

, S
(u)
d = 10 ·

∑
f∈Fd

uf · xf

2

We integrate this feature into the PrivacyCheck™ browser exten-
sion via a new “Personalization” tab, as shown in Figure 1. The
interface presents adjustable sliders for each factor, initialized with
survey-derived weights. Users can modify these sliders to reflect their
preferences, and the values are normalized to sum to 1, allowing users
to increase the influence of specific factors and receive customized
scoring.

Figure 7. Distribution of personalized vs regulatory GDPR scores.

Figure 8. Distribution of personalized vs regulatory User Control scores.
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B. Evaluation of the Alignment
To evaluate the value-aligned scoring system, we run the aligned

PrivacyCheck™ on 321 privacy policies from the original 392-policy
corpus [7], excluding invalid URLs or scoring errors. We compare
value-aligned scores—generated using survey-based weights (without
user-adjusted sliders)—against the original regulatory scores. Figure 7
and Figure 8 present the results for GDPR Compliance and User
Control, respectively.

GDPR Compliance scores remain relatively similar under value-
aligned weighting, whereas User Control scores increase. This sug-
gests users emphasize control over how their data is collected and
used, especially for sensitive “What You HAVE” information, such
as Social Security Numbers and location data. This shift indicates
regulatory assessments may underrepresent user priorities, and value-
aligned scoring can surface concerns de-emphasized in traditional
evaluations.

V. CONCLUSION AND DISCUSSION

This work addresses whether privacy policies reflect the values
and comfort levels of the users they aim to protect. Through a user-
centered survey and a personalized policy evaluation mechanism in
PrivacyCheck™, we provide an empirical and technical foundation
for answering that question.

Our findings show that strong, consistent discomfort with opaque
data practices, particularly those involving sensitive identifiers, such
as government-issued documents and breach notifications. Responses
to less invasive practices, such as email or language collection,
are more tolerant and varied. This pattern suggests contextual and
value-driven interpretations of privacy. While regulations, such as the
GDPR, provide a foundation for protecting user rights, they do not
fully capture individual privacy concerns.

By integrating user preferences into PrivacyCheck™, we show that
personalized scoring shifts evaluations, particularly in user control.
Conventional regulatory assessments may underestimate areas that
users deem critical. At the individual level, differences in priorities
can shift factor emphasis and change policy rankings, supporting
user-specific decision-making, such as comparing apps against stated
privacy priorities. This opens the door to interfaces that let users tune
scores to their values without requiring them to parse long policy text.

A. Limitations
The survey sample is limited to 99 respondents recruited from

one university’s ECE and CS populations, which may not represent
broader user populations. Survey responses are self-reported and may
not fully capture how users behave when making real privacy deci-
sions. The mapping from 81 survey items to the 20 PrivacyCheck™
factors also introduces modeling assumptions, and aggregated factor
weights may mask nuanced preferences that are not yet expressed in
the survey.

The policy evaluation uses a subset of the original 392-policy
corpus after excluding invalid URLs and scoring errors, so results
may differ on other corpora or newly updated policy text. Finally,
the current evaluation focuses on score shifts rather than downstream
outcomes such as whether personalized scoring changes users’ con-
sent behavior or long-term trust. Broader demographic sampling,
additional policy datasets, and behavioral validation would strengthen
external validity.

To translate these findings into practice, organizations should
enhance transparency by explaining, in clear language, how personal
data is collected, used, and shared—especially for sensitive identi-
fiers. It may also be helpful to provide more intuitive and granular
options for users to manage privacy preferences around consent and

data sharing. While legal compliance remains essential, aligning
practices with user expectations can foster trust and engagement.
Tools like the personalized version of PrivacyCheck™ show how
user feedback can bridge regulatory intent and lived experience.

In closing, we aim to narrow the gap between what privacy policies
claim and what users value. Centering user preferences supports tools
and frameworks that are compliant yet intuitive and respectful. As
digital ecosystems expand, integrating user values into privacy design
can help build more transparent and trustworthy data governance.
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