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Reconfigurable Intelligent Surface Assisted MIMO 
SWIPT System 

Hsuan-Fu Wang 
Department of Aeronautical 
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Yunlin, Taiwan 

Fang-Biau Ueng 
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Taichung, Taiwan 

Abstract—The large-scale Internet of Things (IoTs) of B5G 
networks must face the arduous challenge of bandwidth 
limitations. Although millimeter wave (mmWave) technology 
can provide greater bandwidth at the cost of complex 
processors in harsh environments, it can be a possible solution 
for building large-scale IoTs, but its cost and power 
requirements become obstacles to widespread adoption. In this 
context, Re-configurable Intelligent Surfaces (RISs) can be a 
key technology to meet this challenge. In this paper, we study 
the B5G RIS-assisted MIMO simultaneous wireless-
information and power-transfer (SWIPT) mmWave large-
scale IoTs, where active BS transmitted beamformer and 
passive RIS reflection vector are jointly optimized to maximize 
the minimum signal-to-interference-plus-noise-ratio (SINR) of 
all the information decoders (ID) and at the same time, the 
minimum harvested power of all the energy receivers (ER) is 
maintained. Some simulation examples are given to 
demonstrate the effectiveness of the proposed system. 

Keywords—mmWave, RIS, SWIPT 

I. INTRODUCTION 

Massive MIMO uses a large number of antennas to obtain 
large beamforming gains. In fact, under similar conditions, 
both massive MIMO and RIS techniques can produce similar 
signal-to-noise ratio (SNR) gains. However, RIS passively 
achieves this beamforming gain. In this paper, active 
beamforming through the transmitter antenna array and 
passive beamforming through the RIS in the channel can 
compensate each other and provide greater gain when both 
are optimized together, which is exactly what goals of this 
paper. Although massive MIMO technology can 
significantly improve the efficiency of wireless information 
transfer (WIT) and wireless power transfer (WPT) in 
emerging IoT networks by exploiting the gain of large arrays, 
this usually comes at a high cost [1]-[3]. As a remedy, in so-
called hybrid implementations, a much smaller number of 
radio frequency (RF) chains than transmit/receive antennas 
can be used, which can also result in high hardware costs, 
high signal processing overhead, and high energy 
consumption, hindering actual implementation. As a cost-
effective alternative to massive MIMO technology, RIS 
enables unprecedented spectral and energy efficiency, 
especially in complex propagation scenarios that suffer from 
severe signal blocking. However, because RIS is essentially 
a reconfigurable metal surface with a large number of passive 
reflective elements, it cannot perform as complex signal 
processing as large arrays and active MIMO repeaters, and is 
usually performed with lower hardware cost and low power 
consumption. By adjusting the phase shift and amplitude 
attenuation of each RIS reflective element, a good wireless 
propagation environment can be actively constructed for 
WIT and WPT [4][5]. In view of the above advantages, 
research on RIS-assisted communication for various wireless 
systems such as MISO systems [6][7], point-to-point MIMO 

systems [8], multi-cell multi-user MIMO systems [9], and 
MIMO-OFDM systems [10] [11] attracted attention. These 
studies usually assume perfect channel state information 
(CSI). In fact, traditional training-based channel estimation 
schemes cannot be directly applied due to the lack of 
fundamental frequency processing capability of RIS 
operating without RF chains and the need to estimate a large 
number of RIS-related channels. As an alternative, under the 
assumption of uplink-downlink channel reciprocity, for flat 
frequency channels and frequency selective channels, 
various channel estimation schemes using RIS grouping 
strategies have been proposed previously [10]-[13]. 

Nonetheless, there are new challenges to integrate RF 
energy harvesting and advanced WIT technologies for 
sustainable green IoT networks. To this end, Simultaneous 
Wireless Information and Power Transfer (SWIPT) has been 
evaluated as an attractive innovative technology [13]. 
Recently, there has been increasing interest in RIS-based 
SWIPT systems [9]. For example, [13] studied weighted 
harvested energy maximization in a RIS-assisted MISO 
SWIPT system and demonstrated that dedicated energy 
beamforming is practically not required. As a further 
development, the maximization of the minimum harvested 
energy among all energy receivers (ERs) in this system is 
studied from a fairness perspective. By deploying multiple 
RIS, [13] further investigated total transmit power 
minimization subject to separate QoS constraints at the 
Information Decoder (ID) and ER. [9] considered a more 
general RIS-assisted MIMO SWIPT system and studied the 
weighted sum rate maximization of all IDs while 
guaranteeing a certain minimum total harvested energy 
across all ERs. Various advanced communication 
technologies in IoT networks, such as NOMA, Physical 
Layer Security, and Mobile Edge Computing (MEC), have 
also been integrated with this technology together. RIS 
achieves better system performance, so in this paper, we 
consider a RIS-assisted MIMO SWIPT system consisting of 
a multi-antenna base station (BS), a RIS to assist 
communication, and multiple SWIPT-enabled systems. It 
consists of several IoT devices, and RIS is deployed to assist 
SWIPT from the BS to these IoT devices. From a fairness 
perspective, we further investigate the maximization of the 
minimum SINR among all IDs by jointly optimizing the 
active BS transmit beamforming vector and the passive RIS 
reflection coefficient, premised on the minimum total 
harvested energy required for all ERs. 

II. SYSTEM MODEL AND PROBLEM FORMULATION 

This section introduces the system model and problem 
description. We first introduce the architecture of the entire 
system, and then describe our goals and the problems. We 
consider an RIS-assisted wireless communication system, in 
which the RIS is deployed to assist the multi-antenna APs in 

1Copyright (c) IARIA, 2024.     ISBN:  978-1-68558-196-1
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the SWIPT system. It is transmitted from the AP of M 
antennas to two parts, including information user (IU) and 
energy user (EU), the number of IU is 𝐾ூ , and the number of 
EU is 𝐾ఌ . For simplicity, we consider linear transmit 
precoding at the AP and assume that each IU/EU is assigned 
a separate information/energy beam, without loss of 
generality. Therefore, the transmission signal from the AP 
can be expressed as  

               𝑥 = ෌ 𝑤௜𝑠௜
ூ

௜∈௄಺
+  ෍ 𝑣௝𝑠௝

ா

୨∈௄ഄ

 (1) 

And 𝑤௜ ∈ 𝐶ெ×ଵ is the precoding vector of IU, 𝑣௝ ∈ 𝐶ெ×ଵ is 
the precoding vector of EU, 𝑠௜

ூ  represents the message 
bearing signal, and 𝑠௝

ா  represents the energy signal. 𝑠௜
ூ  are 

assumed to be independent and identically distributed signal 
with zero mean and variance one, while 𝑠௝

ா  carry no 
information, they can be any random signals. Therefore, the 
total transmit power required by the AP is expressed as 

𝐸(𝑥ு𝑥) = ෌ ‖𝑤௜‖
ଶ

௜∈௄಺
+ ෍ ฮ𝑣௝ฮ

ଶ

୨∈௄ഄ

        

(2) 
Next is the part of the signal received by the IU, ℎୢ,௞

ு ∈

𝐶ଵ×ெ is the channel directly transmitted by the AP to the IU, 
ℎ୥,௞

ு ∈ 𝐶ଵ×௅ is the channel that the RIS transmits to the IU, 
𝑒ୢ,௞

ு  is the channel that the AP transmits directly to the EU, 
𝑒୥,௞

ு  is the channel that the RIS transmits to the EU, 𝑊௚(𝑙) 
indicates the channel transmitted from the AP to the RIS, 
and 𝛷௚

ு(𝑙) represents the reflective element channel in the 
RIS. Since implementing independent control of reflection 
amplitude and phase is expensive in reality, for simplicity, it 
is actually advantageous to design each element to maximize 
signal reflections. Therefore, we express the signal received 
by the IU from AP to IU and AP to RIS and then to IU as 
the following equations: 

 𝑦௞
ூ = (෍ ℎ௚,௞

ு (𝑙)𝛷௚
ு(𝑙)𝑊௚(𝑙) + ℎୢ,௞

ு )𝑥 + 𝜎௞

௅

௟ୀଵ
       

(3) 
Here 𝜎௞~𝐶𝑁(0, 𝜎௞

ଶ)  is an independent and identically 
distributed Gaussian noise, and we simplify equation (3) and 
rewrite it as (4): 

 
 𝑦௞

ூ = (ℎ௚,௞
ு 𝛷௚

ு𝑊௚ + ℎୢ,௞
ு )𝑥 + 𝜎௞ (4) 

where ℎ௚,௞
ு ∈ 𝐶ே×ே ,  𝑊௚ ∈ 𝐶ே×ெ  and 𝛷௚

ு ∈ 𝐶ே×ே  are 
represented by equations (5) and (6), respectively, 

ℎ௚,௞
ு = ቎

ℎ௚,௞
ு (1)

…
ℎ௚,௞

ு (𝐿)
቏ , 𝑊௚ = ቎

𝑊௚(1)
…

𝑊௚(𝐿)
቏ (5) 

𝛷௚
ு = ቎

𝛷௚
ு(1) 0 0

0 … 0
0 0 𝛷௚

ு(𝐿)
቏ (6) 

Since the energy beam carries no information but a 
pseudo-random signal, its waveform can be assumed to be 
known at the AP and each IU prior to data transmission. We 
hypothesize that the interference they cause can be canceled 
at each IU, which contributes to the fundamental 
performance limitations of our SWIPT system and the study 
of the impact of RIS on energy beamforming. Therefore, we 
express SINR by Equation (7): 

     SINR௞ = 𝛾௞ =
ቤ෍ ௛೒,ೖ

ಹ ః೒
ಹௐ೒

ಸ

ౝసభ
௪೔ቤ

మ

ා ቤ෍ ௛೒,ೖ
ಹ ః೒

ಹௐ೒௪ೖ

ಸ

ౝసభ
ቤ

మ
಼

ೖసభ,ೖಯ೔

మ

ାఙ೔
మ

      (7) 

On the other hand, it is the part of the energy received by the 
EU. We express the energy received by the EU with 
Equation (8): 

      𝑄௝  = ෍ ห(𝑒௚,௝
ு 𝛷௚

ு𝑊௚ + 𝑒ୢ,௝
ு )𝑤௜ห

ଶ

௜ఢ௄೔

+

                  ෍ ห(𝑒௚,௝
ு 𝛷௚

ு𝑊௚ + 𝑒ୢ,௝
ு )𝑣௠ห

ଶ

௜ఢ௄ഄ

                     (8) 

Then comes the problem description part, our goal is to 
maximize the transmission rate of the entire system through 
optimization subject to the constraints of the transmission 
power and the energy harvesting at the EU, we formulate the 
problem description as Eq. (9): 
      maximize

௉,ః೒

𝑓ଵ൫𝑃, 𝛷௚൯ = ∑ 𝑧௞ logଶ(1 + 𝛾௞)௄
௞ୀଵ        

(9) 

      subject to ෌ ‖𝑤௜‖
ଶ

௜∈௄಺
+ ෍ ฮ𝑣௝ฮ

ଶ

୨∈௄ഄ

≤ 𝑃,      

(10) 

෍ ห(𝑒௚,௝
ு 𝛷௚

ு𝑊௚ + 𝑒ୢ,௝
ு )𝑤௜ห

ଶ

                ௜ఢ௄೔

+ 

      ෍ ห(𝑒௚,௝
ு 𝛷௚

ு𝑊௚ + 𝑒ୢ,௝
ு )𝑣௠ห

ଶ

௜ఢ௄ഄ

≥ 𝐸௝       

(11) 
        0 < 𝜃௡ ≤ 2𝜋, ∀𝑛 ∈ 𝑁.                          (12) 

Where 𝑧௞  is the data weight assigned to the kth IU, P 
represents the maximum transmission power, 𝐸௝ > 0 is the 
least energy received by each energy user, and 𝜃௡ represents 
the phase of the RIS. 

III. THE PROPOSED METHODS AND ALGORITHM 

First, we change the formula of power limit into the form of 
rank, such as (13): 

maximize
௉,ః೒

𝑓ଵ൫𝑃, 𝛷௚൯ = ෍ 𝑧௞ 𝑙𝑜𝑔ଶ(1 + 𝛾௞)

௄

௞ୀଵ

                 

     subject to ∑ 𝑇𝑟(𝑊௞)௞∈௄ + 𝑇𝑟(𝑉௟) ≤ 𝑃,             (13) 

෍ ห(𝑒௚,௝
ு 𝛷௚

ு𝑊௚ + 𝑒ୢ,௝
ு )𝑤௜ห

ଶ

௜ఢ௄೔

+      

           ෍ ห(𝑒௚,௝
ு 𝛷௚

ு𝑊௚ + 𝑒ୢ,௝
ு )𝑣௠ห

ଶ

௜ఢ௄ഄ

≥ 𝐸௝, 

0 < 𝜃௡ ≤ 2𝜋, ∀𝑛 ∈ 𝑁. 

Next, we use the Lagrangian dual transformation [3] that the 
term ∑ 𝑧௞ 𝑙𝑜𝑔ଶ(1 + 𝛾௞)௄

௞ୀଵ  can be converted into 

෍ 𝑧௞ 𝑙𝑛(1 + 𝛼௞) − 𝑧௞𝛼௞ +
௭ೖ(ଵାఈೖ)ఊೖ

ଵାఊೖ

௄

௞ୀଵ
. Therefore, we 

transform 𝑓ଵ  into problem 𝑓ଶ , which is represented by 
equation (14): 

maximize
௉,ః೒,ఈ

𝑓ଶ ൫𝑃, 𝛷௚, 𝛼൯ =                                                  

෍ 𝑧௞ 𝑙𝑛(1 + 𝛼௞) − 𝑧௞𝛼௞ +
௭ೖ(ଵାఈೖ)ఊೖ

ଵାఊೖ

௄

௞ୀଵ
          (14) 

   subject to     𝑡𝑟(𝑃𝑃ு) ≤ 𝑃,                                      (15) 
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              ෍ ห𝑒௝
ு𝑤௜ห

ଶ

௜ఢ௄೔

+ ෍ ห𝑒௝
ு𝑣௠ห

ଶ
≥ 𝐸௝

௜ఢ௄ഄ

,     (16) 

                  𝜃௚,௠ ∈ 𝐹௖ , ∀𝑔, ∀𝑚.                                     
(17) 

𝑓ଵ  and 𝑓ଶ  are equivalent, so solving 𝑓ଵ  is equivalent to 
solving 𝑓ଶ, where α = [𝛼ଵ, ⋯ , 𝛼௞]்  is the additional vector 
generated after conversion. In addition, the formula of the 
transmission power is simplified again, and the mathematical 
symbol 𝑒௝

ு is used to represent 𝑒௝
ு= 𝑒௚,௝

ு 𝛷௚
ு𝑊௚ + 𝑒ୢ,௝

ு . After 
the conversion, we give 𝛼௞, optimize P and 𝛷௚, and rewrite 
the problem 𝑓ଶ into the problem 𝑓ଷ as follows,   

maximize
௉,ః೒

𝑓ଷ ൫𝑃, 𝛷௚൯ = ෍
௭ೖ(ଵାఈೖ)ఊೖ

ଵାఊೖ

௄

௞ୀଵ
         (18) 

subject to (15), (16), (17).    

Given the set ൛𝛷ଵ, ⋯ , 𝛷௚ൟ , for convenience, we use the 
mathematical notation ℎ෨௞

ு  to represent (19): 

   ℎ෨௞
ு = ෍ ℎ௚,௞

ு 𝛷௚
ு𝑊௚

ீ

୥ୀଵ
  (19) 

Substitute formula (19) into the above SINR formula, that is, 
formula (7), and rearrange 𝑓ଷ to generate 𝑓ସ, such as formula 
(20): 

  maximize
௉

𝑓ସ (𝑃) = ා
ఈഥೖห௛෩ೖ

ಹ௣ೖห
మ

෍ ห௛෩ೖ
ಹ௣ೕห

మ಼

ೕసభ
ାఙೠ

మ

௄

௞ୀଵ

           (20) 

subject to (15).      
    where the symbol  𝛼ഥ ௞ = 𝑧௞(1 + 𝛼௞), and we can see that 
𝑓ସ  is a multi-score programming problem, so we can use 
Quadratic Transform (QT) [3][4] to convert 𝑓ସ to 𝑓ହ, such as 
formula (21): 

maximize
௉,ఉ 

𝑓ହ (𝑃, 𝛽 ) = ෎ 2ඥ𝛼ത௞𝕽൛𝛽௞
∗ℎ෨௞

ு𝑝௞ൟ −

௄

௞ୀଵ

                                              |𝛽௞|ଶ(෍ หℎ෨௞
ு𝑝௝ห

ଶ
௄

୨ୀଵ
+ 𝜎௨

ଶ)        (21) 

And 𝛽 = [𝛽ଵ, ⋯ , 𝛽௞]்  is the additional vector generated 

after the QT conversion. Using 
డ௙ఱ

డఉೖ
= 0, such as equations 

(22) and (23), and given P, the optimal solution of 𝛽௞ can be 
described as follows: 

డ௙ఱ

డఉೖ
= 2ඥ𝛼ത௞ℎ෨௞

ு𝑝௞ − 2𝛽௞ ቆ෍ หℎ෨௞
ு𝑝௝ห

ଶ
௄

୨ୀଵ
+ 𝜎௨

ଶቇ = 0   (22) 

𝛽௞ ቆ෍ หℎ෨௞
ு𝑝௝ห

ଶ
௄

୨ୀଵ
+ 𝜎௨

ଶቇ = ඥ𝛼ത௞ℎ෨௞
ு𝑝௞                        (23) 

𝛽መ௞ =
ඥఈഥೖ௛෩ೖ

ಹ௣ೖ

෍ ห௛෩ೖ
ಹ௣ೕห

మ಼

ೕసభ
ାఙೠ

మ
                                                     (24) 

    Since the problem 𝑓ହ is a convex problem about 𝑝୩, using 
the Lagrange multiplier method, given β, the optimal 
solution of 𝑝௞ can be described as equation (25): 

�̂�௞ = ඥ𝛼ത௞ 𝛽௞ ቀ𝜇𝐼ே + ෌ |𝛽௜|
ଶℎ෨௜

௞

௜ୀଵ
ℎ෨௜

ுቁ
ିଵ

ℎ෨௞            (25) 

Next, we simplify the mathematical formula to facilitate the 
operation and derivation, ℎ෨௞

ு𝑝௝ can be expressed as formula 
(26): 

ℎ෨௞
ு𝑝௝ = ෌ 𝜃௚

ுீ

௚ୀଵ
diag(ℎ௚,௞

ு )𝑊௚𝑝௝                    (26) 

Where 𝜽௚ is defined as 𝜽௚ = ൣ𝜃௚,ଵ, ⋯ , 𝜃௚,ெ൧
்

 and 𝑣௚,௞,௝  is 
defined as 𝑣௚,௞,௝ = diag(ℎ௚,௞

ு )𝑊௚𝑝௝ . Given α and P, we 
rewrite the problem 𝑓ସ  into the problem 𝑓଺ , as shown in 
equation (27): 

maximize
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    (27) 

subject to ห𝜃௚,௠ห
ଶ

= 1,   ∀𝑔,  ∀𝑚.                       
    In order to facilitate the subsequent derivation, we first 
construct several symbols to represent the following 
equations, as shown in equations (28) and (29): 

    𝚯 = [𝜃ଵ, 𝜃ଶ, ⋯ , 𝜃ீ]  (28) 

                      𝑉௞,௝ = ൣ𝑣ଵ,୩,௝ , 𝑣ଶ,௞,௝ , ⋯ , 𝑣ீ,௞,௝൧   (29) 

    After the construction is completed, we can rewrite the 
problem 𝑓଺ into the problem 𝑓଻, as shown in equation (30): 
maximize

ఏ ෩
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              = ා
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ାఙೠ
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  (31) 

subject to ห𝜃௚,௠ห
ଶ

= 1,   ∀𝑔,  ∀𝑚.   
where 𝜃 ෩  is expressed as 𝜃 ෩ = vec(Θ), and  𝑣෤௞,௝ is expressed 
as  𝑣෤௞,௝ = vec(𝑉௞,௝) . Next, we transform problem 𝑓଻  into 
problem 𝑓  using quadratic transformation (QT) [3], as 
shown in Eq. (32): 

maximize
ఏ ෩ ,ఘ

𝑓 ൫𝜃 ෩ , 𝜌൯ = ෎ 2ඥ𝛼ത௞𝕽൛𝜌௞
∗ 𝜃෨ு 𝑣෤௞,௞ൟ −

௄

௞ୀଵ
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ଶ

௄

୨ୀଵ
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ଶ)  (32) 

subject to ห𝜃௚,௠ห
ଶ

= 1,   ∀𝑔,  ∀𝑚. 
    After conversion, 𝜌 = [𝜌ଵ, ⋯ , 𝜌௞]்  is the additional 
vector generated by the secondary conversion. Using the 
Lagrange multiplier method [3], the optimal solution of 𝜌௞ 
is shown in formula (33): 

2ඥ𝛼ത௞𝜃෨ு 𝑣෤௞,௞ − 2𝜌௞ ቆ෍ ห𝜃෨ு  𝑣෤௞,௝ห
ଶ௄

୨ୀଵ
+ 𝜎௨

ଶቇ = 0    (33) 

𝜌௞ ቆ෍ ห𝜃෨ு  𝑣෤௞,௝ห
ଶ௄

୨ୀଵ
+ 𝜎௨

ଶቇ = ඥ𝛼ത௞𝜃෨ு  𝑣෤௞,௞               (34) 

𝜌ො௞ =
ඥఈഥೖఏ෩ಹ௩෤ೖ,ೖ

෍ หఏ෩ಹ௩෤ೖ,ೕห
మ಼

ೕసభ
ାఙೠ

మ
                                                 (35) 
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IV. SIMULATION RESULTS 

In this section, we use MATLAB software to perform 
simulations to compare the performance of the entire SWIPT 
system with and without RIS. The simulation parameters 
include: the number of users (K), the number of antennas (N), 
the number of reflective elements (M), and the transmission 
power (P). For the channel part, we use the Rayleigh channel. 
Figure 1 is the schematic diagram of the simulation 
environment.  

 
Fig. 1. Simulation Schematic 

 
Fig. 2. Comparison of transmission sum rates when the number of users 
(information receiving end and energy receiving end) is 2, the number of 
antennas is 16, and the number of reflective elements is 20. 

Figure 2 shows the performance comparisons employing 
2 users (information receiving end and energy receiving end), 
16 antennas and 20 reflective elements with and without RIS. 
The error part is the 10% parameter error of our proposed 
method. In addition, whether it is a system with RIS or a 
system without RIS, the two transmission powers are fixed. 
It can be seen from the figure that with RIS, the total rate is 
faster than that without RIS, from 10-dBm faster by 2 
(bps/Hz) to 70-dBm by nearly 4 (bps/Hz). 

 

Fig. 3. Comparison of transmission sum rates when the number of users 
(information receiving end and energy receiving end) is 3, the number of 
antennas is 16, and the number of reflective elements is 20. 

Figure 3 shows the performance comparisons employing 
3 users (information receiving end and energy receiving end), 
16 antennas and 20 reflective elements with and without RIS. 
The error part is the 10% parameter error of our proposed 

method. In addition, whether it is a system with RIS or a 
system without RIS, the two transmission powers are fixed. 
It can be seen from the figure that with RIS, the overall rate 
is faster than that without RIS, from 10-dBm faster than 2 
(bps/Hz) to 70-dBm faster than 4 (bps/Hz).  

V. CONCLUSION 

In this paper, we study an RIS-assisted SWIPT 
communication system. Specifically, we want to maximize 
the transmission sum rate of the system, subject to power 
constraints and energy harvesting constraints. The 
transmission sum rate of the system is significantly faster 
than that of the system without RIS. Some simulation 
examples are given to demonstrate the effectiveness of the 
proposed system. 
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Abstract—The Information Technology (IT) industry is 

increasingly adopting hybrid cloud environments, which can 

leverage the advantages of public and private clouds. The 

Hybrid Cloud Platform of National Center for High-

performance Computing (NCHC) provides flexibility and 

scalability strategies to meet various cross-cloud scenarios and 

artificial intelligence applications. Furthermore, based on this 

cloud architecture, High-Performance Computing (HPC) 

services are integrated to provide colossal computing power. 

Therefore, the cloud platform supports various value-added 

cloud services and applications suitable for various user 

scenarios. 

Keywords-hybrid cloud; cross-cloud; artificial intelligence; 

high-performance computing. 

I.  INTRODUCTION 

Based on a highly available, highly reliable, and scalable 
design, the resource management of NCHC Hybrid Cloud 
Platform [1] connects with different cloud providers to 
realize hybrid cloud management of private and public 
clouds. The cloud platform incorporates multiple cloud 
technologies, including hyper-converged infrastructure, 
multi-cloud management tools [2][3], software-defined data 
centers and private network technology such as Chief Cloud 
eXchange (CCX) [4]. In Section 2, we introduce the system 
architecture. Then Section 3, the implementations for user 
scenarios are described. Finally, we conclude this poster and 
plan future developments in Section 4. 

II. SYSTEM ARCHITECTURE 

The NCHC Hybrid Cloud Platform supports diverse 
cloud services and offers flexible cloud solutions, whether 
for HPC applications, AI education, disaster recovery, or 
sensitive application requirements. Figure 1 presents the 
system architecture of the cloud platform. It leverages cross-
cloud resource management to invoke the computing and 
storage resources of the public cloud for expansion. In order 
to cope with sensitive needs, the protection of sensitive data 
and network access control are very important, so the cloud 
platform also marks out the privacy zone. 

The cloud platform is designed to integrate HPC services 
by designing a Resource Broker [5], an integrated scheduling 
and management tool for physical and virtualized computing 
resources. The Resource Broker can leverage various service 

resources through an API Gateway, including HPC, hybrid 
cloud, and storage devices. 
 

 

Figure 1.  System Architecture 

Moreover, Site-to-Site VPNs, private connections, or 
other network technologies will be established to connect the 
internal networks of virtual machine service and HPC 
services. Then, users just need to create a virtual machine as 
an interactive node to access HPC services. This will enable 
the cloud platform to perform computational simulations 
through seamless interaction with HPC resources and public 
clouds. 

III. IMPLEMENTATION FOR USER SCENARIO 

Leveraging the elasticity of the public cloud effectively 
not only achieves system scalability but also significantly 
reduces costs. The designed scheduling and management 
tools - Resource Broker can dynamically allocate appropriate 
computing resources based on demand.  

A. HPC Missions 

When on-premises cloud resources are fully loaded and 
reach quota limits, users can quickly submit requirements to 
HPC environments or public clouds to run HPC workloads 
[6]. We design and develop the integrated functions and 
interfaces of the cloud platform to bridge the HPC 
environment and connect HPC resources and storage devices 
to meet the needs of computing simulations. API Gateway 
dispatches and triggers all HPC Jobs for execution on 
computing nodes. The integration shortens researchers' 
development time and testing cycle, and achieves high-
performance benefits. 
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B. Cross-Cloud Services 

This research mainly integrates with AWS, so AWS 
services are used as examples. The Cross-Cloud Services [7] 
are connected through Site-to-Site VPN or AWS Direct 
Connect [8].  

• Cloud HPC Service. The Cloud HPC Parallel 
Cluster seamlessly integrates on-premises and public 
cloud resources in hybrid cloud environments. AWS 
ParallelCluster [9] can automatically deploy and 
configure the SLURM for automated resource 
management and job scheduling. Additionally, it can 
dynamically expand or shrink the number of cloud 
hosts based on workload and support the job priority 
mechanism.  

• Disaster Recovery (DR). An automated disaster 
recovery framework has been established, and it 
integrates AWS Elastic Disaster Recovery [10] to 
offer cloud-based disaster recovery services. Based 
on a multi-cloud management tool - Morpheus [11], 
scheduled jobs make it easier to automate system 
operation and management through workflow. The 
designed mechanism simplifies the complexity of 
implementing disaster recovery. 

• Site-to-Site VPN. To ensure the high availability of 
cloud services, a secure and reliable private 
connection provides direct access to the public cloud 
and on-premises cloud resources when needed. On 
the hybrid cloud platform, PFSENSE [12] is adopted 
to replace CCX. Setting up tunnels separately is 
required for IPsec VPN to provide private networks, 
as shown in Figure 2. This enables on-premises 
cloud platforms to take full advantage of the 
elasticity and scalability provided by public clouds 
and also reduce costs. 

 

 

Figure 2.  Site-to-Site VPN 

C. On-Premises Applications 

• AI training and AI Education. One such 
application is AI model training for making 
predictions on new data. Figure 3 shows running AI 
applications [13] [14] on GPU virtual machines will 
speed up the model training process and shorten 
model development time. In addition, it can also be 
used in the education field to provide teachers with a 
consistent or customized teaching environment. In 
this way, it can reduce the cost of IT infrastructure 

construction and management, and promote the 
popularization of cloud artificial intelligence 
education. 

 

 

Figure 3.  AI Applications 

• Privacy Zone. This cloud platform provides a 
private portal, and users need to access and manage 
resources through a Virtual Desktop Infrastructure 
(VDI), such as Kasm workspace [15]. Privacy Zone 
is designed with a fully software-defined architecture 
to meet privacy requirements. The platform provides 
adequate network isolation and protection of highly 
sensitive data. This can ensure that non-approved 
data remains within the privacy zone, as shown in 
Figure 4.  

 

Figure 4.  Privacy Zone 

Whether it is for the medical field, government 
agencies, or research centers, information security 
risks will be significantly improved and avoided in 
the future. 

 

IV. CONCLUSIONS 

When the hybrid cloud platform needs to enlist HPC 
computing resources, the storage of the privacy zone needs 
to be synchronized to the computing nodes of the HPC 
environment. Therefore, our challenges include: (1) Ensuring 
that sensitive data does not leave the privacy zone. (2) 
Secure access control when requisitioning HPC resources. (3) 
Encrypted data transmission. These considerations are 
crucial for the future development of our platform. It can 
effectively enhance the security of cross-platform 
environments and ensure data transmission. 
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