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The Eighteenth International Conference on Systems and Networks Communications (ICSNC 2023), held
on November 13 - 17, 2023 in Valencia, Spain, continued a series of events covering a broad spectrum of
systems and networks related topics.

As a multi-track event, ICSNC 2023 served as a forum for researchers from the academia and the
industry, professionals, standard developers, policy makers and practitioners to exchange ideas. The
conference covered fundamentals on wireless, high-speed, mobile and Ad hoc networks, security, policy
based systems and education systems. Topics targeted design, implementation, testing, use cases, tools,
and lessons learnt for such networks and systems

The conference had the following tracks:

e TRENDS: Advanced features

e WINET: Wireless networks

e HSNET: High speed networks

e SENET: Sensor networks

e MHNET: Mobile and Ad hoc networks

e AP2PS: Advances in P2P Systems

e MESH: Advances in Mesh Networks

¢ VENET: Vehicular networks

* RFID: Radio-frequency identification systems
e SESYS: Security systems

¢ MCSYS: Multimedia communications systems
¢ POSYS: Policy-based systems

e PESYS: Pervasive education system

We welcomed technical papers presenting research and practical results, position papers
addressing the pros and cons of specific proposals, such as those being discussed in the standard forums
or in industry consortiums, survey papers addressing the key problems and solutions on any of the
above topics, short papers on work in progress, and panel proposals.

We take here the opportunity to warmly thank all the members of the ICSNC 2023 technical
program committee as well as the numerous reviewers. The creation of such a broad and high quality
conference program would not have been possible without their involvement. We also kindly thank all
the authors that dedicated much of their time and efforts to contribute to the ICSNC 2023. We truly
believe that thanks to all these efforts, the final conference program consists of top quality
contributions.

This event could also not have been a reality without the support of many individuals,
organizations and sponsors. We also gratefully thank the members of the ICSNC 2023 organizing
committee for their help in handling the logistics and for their work that is making this professional
meeting a success. We gratefully appreciate to the technical program committee co-chairs that
contributed to identify the appropriate groups to submit contributions.



We hope the ICSNC 2023 was a successful international forum for the exchange of ideas and
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Peer to Peer Grid Topology with Full Mesh Networking Technology and its
Applications

Wengiang Song
Jit Research Institute
Jilin University Zhengyuan Information Technologies
Beijing, China
email:wenqgiang_song@jit.com.cn

Zhaoyang Xie
School of Cyberspace Science and Technology Institute
Beijing Institute of Technology
Beijing, China
email:zhaoyangxie@bit.edu.cn

Abstract—The continuous development of computer network
technology has accelerated the pace of informatization, and at
the same time, network security issues are becoming
increasingly prominent. Networking technology with different
network topologies is one of the important means to solve
network security problems. Zero trust network solves the
Virtual Private Network (VPN) problem through peer to peer
authorization and continuous verification, but most of the
solutions use a central proxy device, resulting in the central
node becoming the bottleneck of the network. This paper put
forward the Hard Network Address Translation (NAT)
traversal formula based on the birthday paradox, which solves
the long-standing problem of Hard NAT traversal. Based on
this, a full mesh networking technology based on the variable
parameter full dimensional spatial peer-to-peer grid topology
was proposed, which realizes peer-to-peer resource
interconnection for both the methodological level and the
engineering level.

Keywords-Zero trust; Birthday paradox; Hard NAT; port
scanning; NAT traversal; full mesh networking technology.

L INTRODUCTION

Network security is an important branch of the IT
industry, with the goal of protecting network systems, data,
and services from unauthorized access and attack [1][2].
With the spread of the internet and the acceleration of
digitalization, the importance of network security is
becoming increasingly prominent. In the early days,
network security mainly focused on preventing the intrusion
of malicious software, such as viruses and worms [3].
However, as the means of network attacks have become
increasingly complex, the scope of network security has
expanded to include preventing data breach, protecting user
privacy, and preventing identity theft, among other aspects.

A Virtual Private Network (VPN) is a network security
technology that creates encrypted network connections,
allowing users to securely access remote or public networks.
The advent of VPNs can be traced back to the 1990s [4]
when businesses began seeking a solution to connect remote
offices and employees securely and economically.

Copyright (c) IARIA, 2023. ISBN: 978-1-68558-099-5
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Zero Trust is a network security model whose core
concept is "never trust, always verify". The emergence of
this model is a reflection on the traditional "firewall"
security model. In the traditional model [5], companies
usually set up firewalls at the boundaries of their networks,
and once users pass the firewall, they can access all
resources within the network.

VPN and Zero Trust networking [6] are the two existing
networking modes, each with its own characteristics. The
security of VPN is based on geographical boundaries, but
the granularity is relatively coarse, making it difficult to
cope with dynamic changes in the security situation. Zero
Trust networks solve the problem of VPN through end-to-
end authorization and continuous verification, but most
solutions adopt centralized proxy devices, making the
central node a bottleneck and single point of failure in the
network. Another possible implementation is peer-to-peer
full mesh communication, but it is necessary to solve the
NAT traversal problem.

This paper aimed to solve the core problem in Zero
Trust networking. And as a prerequisite for the
implementing full mesh networking, a Hard NAT traversal
formula based on the birthday paradox was put forward,
which solves the long-standing Hard NAT traversal problem
[7]. In addition, the full mesh networking technology based
on variable parameter full dimensional spatial peer-to-peer
grid topology proposed in this article can also solve the
problems and drawbacks of zero trust networking, achieve
peer-to-peer resource interconnection, and meet the network
communication requirements of full mesh networking,
covering all types of networking solutions such as site to
site networking.

In the second section, we present the virtual network
model and explain our contributions in this article. In the
third section, we introduced The Hard NAT Traverse
Problem and Penetration Formula. In the fourth section, we
introduced our solution, Full Mesh, which is a Networking
Technology Based on Variable Parameter Full Dimensional
Space.



ICSNC 2023 : The Eighteenth International Conference on Systems and Networks Communications

1. NETWORKING REQUIREMENTS

Network Address Translation (NAT) is an address
translation technology that can modify the IP address in the
header of an IP datagram to another IP address, and achieve
address reuse by using the translated port number. NAT is
widely used as a transitional technology to alleviate the
exhaustion of IPv4 public network addresses, due to its
simple implementation. However, NAT also poses a
potential security risk, as it can make it difficult to trace the
origin of network traffic and can be used to hide malicious
activities. Therefore, it is important to implement
appropriate security measures, such as firewalls and
intrusion detection systems, to ensure the security of
networks that use NAT.

A.  The difference between zero trust networking and VPN
networking

Zero Trust and VPN are both technologies used to
establish secure connections between two computers.
However, they have some significant differences:

Zero Trust is a cloud-based architecture that allows
data exchange between different organizations without a
common trust basis, which uses encryption to protect the
privacy and integrity of data, and uses authentication and
authorization techniques [8]. In contrast, VPN is a
technology used to establish a secure network connection
between two organizations and also uses encryption to
protect data, but it also uses Virtual Private Network (VPN)
protocols to hide users' internet activity.

In addition, Zero Trust architecture is typically used to
share data between different organizations, such as in
healthcare, financial services, or government agencies. VPN
is typically used to connect remote users to enterprise
networks or to connect two enterprise networks together.

B.  Issues with existing networking methods

The security of VPN is based on the division of
geographical boundaries (intranet and internet), which has a
relatively coarse granularity. Once inside the VPN boundary,
access to the entire system is allowed. The security
authentication of VPN is static and cannot respond well to
the dynamic changes in security situations [9].

Zero Trust solves the problems of VPN by
implementing end-to-end authorization and continuous
verification. However, most Zero Trust solutions typically
use a centralized proxy device to proxy traffic to access
services. Although this solves the inherent problems of
VPN's boundary division and continuous verification, the
centralized topology of the proxy device causes it to become
a bottleneck and a single point of failure in the network.
Another possible implementation of Zero Trust [10] is for
all communication nodes to implement point-to-point full
mesh communication with each other, which can overcome
the problems of VPN and avoid the typical issues of

Copyright (c) IARIA, 2023. ISBN: 978-1-68558-099-5

centralized topology in Zero Trust solutions. However, due
to the existence of a large number of NAT devices in the
current network, the problem of NAT traversal needs to be
solved first to achieve truly feasible full mesh
communication.

I11. THE HARD NAT TRAVERSAL PROBLEM AND
FORMULA

When two devices in different private networks want to
communicate to each other, we will face the NAT traversal
problem. Two kinds of NAT traversal problems are
discussed in this section, and we attempt to propose a
solution to the problem.

A. The Hard-NAT problem

The traversal problem occurs when two private networks
want to communicate over the Internet and the NAT device
is unable to properly route the packets to the correct
destination because they are both using private IP addresses.
The most common scenario [11] for this problem is when
both devices are on different private networks and they
cannot communicate directly because their private IP
addresses cannot be properly forwarded to each other over
the Internet.

There are two types of traversal problems: Soft NAT
traversal and Hard NAT traversal. Soft NAT traversal is
usually caused by a NAT device that is not properly
configured or does not have UPnP turned on. Universal Plug
and Play (UPnP) is a universal network protocol that allows
devices to automatically configure port mapping rules so
that ports can be opened and closed automatically when
needed. If a NAT device does not have UPnP enabled or
does not configure the port mapping rules correctly, this can
lead to Soft NAT traversal problems.

The Hard NAT refers to a stricter form of NAT, also
known as Symmetric NAT. In Hard NAT, the NAT device
assigns each connection a unique port number that can only
be used for that connection and cannot be used by any other
connection. This assignment results in external devices not
being able to directly access devices in the private network,
which can lead to Hard NAT traversal problems. By using
asymmetric port mapping, Hard NAT makes it impossible
for external devices to directly access devices on the private
network. When a device on a private network wants to
communicate with an external device, it usually needs to use
some special techniques and protocols, such as Session
Traversal Utilities for NAT (STUN), Traversal Using Relay
NAT (TURN), Interactive Connectivity Establishment
(ICE), etc., to solve the Hard NAT traversal problem.

In Easy NAT, the NAT device assigns each internal
device a public IP address and port number that is unique to
that device, and external devices can access that device
through that address and port number. Compared to Hard
NAT, Easy NAT uses a relatively loose port mapping
method, which makes it easier for external devices to access
devices on the private network. When a device initiates a
connection to the outside, the NAT device uses the public IP
address and port number of this device to map this
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connection. When an external device initiates a connection
to this device, the NAT device decides which device to
forward this connection to based on the destination IP
address and port number of the connection. Easy NAT is a
relatively loose NAT translation method that uses a
relatively loose port mapping method, which makes it
relatively easy for external devices to access devices on the
private network. However, Easy NAT also has some
security issues, and the appropriate security configuration
should be considered.

We call Hard NAT and its variants "Endpoint-
Dependent Mapping" (EDM). But Hard NAT is a big
problem for us, as long as there is such a device in the path,
the previous scheme will not work. In addition, certain
networks block NAT traversal, which has a much greater
impact than this Hard NAT. For example, we found that
UCBerkeleyguestWiFi blocks all outgoing UDP traffic
except DNS traffic. No matter what NAT hacks are used,
there is no way to get around this block. Therefore, a
reliable fallback mechanism is needed.

This section discusses the NAT traversal problem in the
network, including Soft NAT traversal and Hard NAT
traversal, and two types of NAT translation methods, Easy
NAT and Hard NAT. For the Hard NAT traversal problem,
the use of techniques and protocols such as STUN, TURN,
and ICE are proposed to solve the problem. However, some
networks that block NAT traversal would require a reliable
fallback mechanism.

B. The Hard-NAT traversal formula based on the birthday
paradox

The main problem is that the Easy NAT side does not
know which address (IP port combination) to send data to
on the Hard NAT side, but must also send data to the Hard
NAT side to open the firewall on that side.

A B

! Internet | Office network

Easy NAT Hard NAT

As shown in Figure 1, we have known some ip-port
combinations for the hard side, because we have run STUN.
Assuming for a moment that the IP address is correct, then it
is the port that needs to be addressed. There are 65535
possible port numbers. We can scan them one by one and
find the correct port number in 10 minutes at worst, if we
scan 100 per second. It can solve the problem, but not very
cleverly. And it looks so much like port scanning to the IDS
software (because that's what we're actually doing) that it's
basically going to be blocked.

Using the birthday paradox theory, we can do much
better than port scanning! Instead of scanning 65535
possible ports one by one, we can open 256 ports at once on
the Hard NAT side by establishing 256 sockets which can
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send data to the Easy NAT side and let the Easy NAT side
randomly probe the target ports.

The birthday paradox is the probability that at least two
people out of no less than 23 people have the same birthday
is greater than 50%. For example, in an elementary school
class of 30 students, the probability of two people having
the same birthday is 70%. In a large class of 60 students, the
probability is greater than 99%. The birthday paradox is a
"trick" in the sense that it creates a logical contradiction.
However, this mathematical fact is so counterintuitive that it
is called a paradox. The mathematical theory of the birthday
paradox has been applied to the design of a cryptographic
attack method - the birthday attack.

In the Hard NAT traversal problem, A side is Easy NAT
and B side is Hard NAT, the ports of A are fixed (one and
known), and B hypothetically opens 256 ports (but it is
impossible to know what these 256 port numbers are),
which we can scan a total of m (m=t*R) times.t is the scan
time and R is the scan frequency.

If we consider the total number of ports that can be used
in the end to be from 1025 to 65535, then the problem can
be simplified as following: there are a total of (65535-1024)
balls in a pool, of which there are B black balls, and the
probability that we will catch the black ball if we catch it A
times is the results we want. Here B is the number of ports
opened on the B side, for example 256, A is the number of
times the A side probed. Based on the birthday paradox, the
Hard NAT traversal formula (1) is as following:

A-1 s
K-B-i
P‘l‘ﬂﬂﬁ (1)

where, P is the final calculated probability that it can be
successfully traversed, the constant K is the total number of
available ports (from 1025 to 65535), A is the number of
probes on the A side (i.e., scan-time*scan-frequency), and B
is the number of open ports on the B side (e.g., 256).

Figure 2 shows the variation of connection success
probability with the number of random probes for 128, 256,
and 512 ports opened in Hard NAT. Figure 2 compares the
number of probes required to achieve 99% success
probability when different numbers of ports are opened in
Hard NAT. Notice that the higher the number of opened
ports, the less probes are needed to reach 99% success
probability. Based on engineering experience and resource
consumption in real-world usage, we generally use 256 as
the number of opened ports on the hard side for NAT
traversal.
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Figure 2. the probability of a successful connection as a function of the
number of random probes (with 128, 256, and 512 ports opened in Hard
NAT, respectively).

Iv. FULL MESH NETWORKING SCHEME AND
APPLICATIONS

This Section mainly discusses the full mesh networking
scheme based on variable parameter full dimensional space
that can be realized by using the birthday paradox based
NAT traversal technology on the basis of NAT traversal
capability, gateway requirements and encryption
requirements. These networking schemes basically cover all
existing VPN network application scenarios and have high
flexibility and scalability.

A.  Preliminaries

The NAT traversal formula (2) based on birthday
paradox can be simplified as following:

P = det(t, R,n) (2)

where, P represents the total traversal rate, t represents
the total scanning time, R represents the scanning rate

(times/s), and n represents the total number of ports scanned.

Usually, n is taken as 256. According to the previous
conclusion, under the condition of limiting R to 100 times
per second, the P value can reach 50% within 2 seconds of't,

and P value can be above 99.9% before t reaches 20 seconds.

Based on the calculation of NAT traversal capability,
which is P, the full mesh networking scheme based on
variable parameter full dimensional space can be
summarized as formula (3):

T = hom(G, P, 8) (3)

Where, G is Gateway, in which 0 means a network
without gateway and 1 means a network with a gateway. P
is the NAT traversal rate, in which 0 means unsuccessful
traversal and 1 means successful traversal. 0 is end-2-end
encryption, in which 0 means end-2-end encryption is not in
place and 1 means end-2-end encryption is in place.
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The full mesh networking technology based on variable
parameter full dimensional space proposed in this article can
comprehensively cover the following four networking
schemes at both the theoretical level and engineering level,
including 1) Point-2-Site scheme when G=1 and P=0, 6=1 2)
Site-2-Site scheme when G=1 and P=0, 6= 0 3) Site-Mesh
scheme when G=1 and P=1, 6= 1 and 4) Full-Mesh scheme
when G=0 and P=1, 6= 1.

Figure 3. Figure of Full Mesh

Full mesh scheme is the most ideal network form that
meets all zero trust requirements, as shown in the figure 3.
Each computing node (including physical and virtual) joins
a peer-to-peer fully connected network through an SDP
agent, and the connection between any two points is
encrypted and access permissions are individually
separately.

B.  Applications

The full mesh networking technology based on variable
parameter full dimensional space proposed in this article can
be used in many different applications.

First and most popular application is to form a private
VPN network for enterprises. Compared to normal VPN
applications, a full mesh solution could perfectly and
permanently solve the following problems: 1). Single point
of failure 2) Performance bottleneck and 3) High Data
latency.

In a normal VPN network, all traffic will go through the
central VPN server. This server becomes a single point of
failure as well as a bottleneck of performance. Using a full
mesh solution, traffic travels between each pair of nodes
directly through the Internet without going through any
central point, thus no single point of failure. System
performance depends not upon the bandwidth of the central
server, but the bandwidth between each node.

Consider the latency of the system, suppose our central
VPN server is located in Boston, and we have two roaming
nodes one in Los Angeles, which we call it A, and another
in San Francisco which we call it B. When A needs to
communicate to B, the data traffic will go from Log Angeles
to Boston then from Boston to San Francisco. With a full
mesh solution, data traffic could simply go from Logs
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Angeles to San Francisco. The typical latency would drop
from around 80-100ms to 10-20ms, which is huge for
certain applications such as gaming.

The second application is Internet of Things (IoT)
devices. Usually IoT devices need to be put in a private
network and the quantity of the devices is very large.
Constructing such a private network is a heavy burden to the
IoT Systems, but our full mesh solution will benefit from its
peer-2-peer feature. The large quantity of IoT devices can
easily form an overlay private network without any
difficulty.

V. CONCLUSION AND FUTURE WORK

In order to solve the problem of NAT traversal when
devices need to access each other on the internet, we
propose a peer to peer grid topology with full mesh
networking technology. We first discussed networking
requirements and two different types of network
configurations: VPN and Zero Trust networking.

When discussing the NAT traversal issue, we
introduced the concepts of Soft-NAT and Hard-NAT
traversal and compared the two NAT traversal methods,
Easy-NAT and Hard-NAT. For the Hard-NAT traversal
problem, we suggested using technologies and protocols
such as STUN, TURN, ICE, and also proposed a fallback
mechanism to cope with situations where some networks
may block NAT traversal entirely.

Next, we detailed the network penetration technology
based on the birthday paradox, which can solve the problem
of being unable to determine the target port when data
communication occurs between Easy NAT and Hard NAT.

Finally, we discussed the variable parameter full-
dimensional peer-to-peer networking schemes that can be
achieved using the network penetration technology based on
the birthday paradox. These networking schemes basically
cover all existing network application scenarios of VPNs
and have high flexibility and scalability. Through this
section's introduction, readers can better understand
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networking requirements, the NAT traversal issue, and the
network penetration technology utilizing the birthday
paradox, thus better addressing actual network application
scenarios.

In the future, we plan to apply this full mesh
networking technology to the actual VPN networking and
zero-trust solution, and test its actual performance under
heavy traffic.
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Abstract—Asymmetric cryptography is broadly used to
protect confidentiality, integrity, and authenticity of data
transfer. Typical applications are authentication and key
agreement in secure communication protocols, and digital
signatures for authentication and integrity protection of
documents and messages. Digital certificates confirm the public
key of a user. They are used for user authentication performed
during the handshake by common cryptographic security
protocols like Transport Layer Security, Datagram Transport
Layer Security, or by authentication and key agreement
protocols like the Internet Key Exchange or Group Domain of
Interpretation. The cryptographic algorithm for public-key-
based user authentication is fixed by the user’s certificate. More
flexibility to support multiple cryptographic algorithms for user
authentication is needed, e.g., by the introduction of new,
quantum-safe cryptographic algorithms. Attribute certificates
can be used to support flexibly multiple cryptographic
algorithms for user authentication, supporting a stepwise
transition towards newer cryptographic algorithms.

Keywords—communication security; cryptographic agility;
post-quantum cryptography; attribute certificates; industrial
automation and control system; Internet of Things; automation
control systems.

. INTRODUCTION

Asymmetric cryptography and digital signatures are a
cornerstone in many security architectures. Main applications
of digital signatures are user (entity) authentication and
integrity protection of data at rest and in transit. The user
utilizes his private key for authentication. A peer verifies the
authentication using the corresponding public key. Digital
certificates, e.g., according to the X.509 standard, confirm the
user identity associated with the user’s public key [1].

Besides entity authentication, digital signatures provide
integrity protection of the signed content, which may be a
document or, in case of the initial phase of security protocols,
protect the negotiation of security parameters for a
communication session as used in common security protocols
like Transport Layer Security (TLS) [2] and Datagram
Transport Layer Security (DTLS) [3], or in “pure”
authentication and key agreement protocols like the Internet
Key Exchange (IKEv2) [4] or the Group Domain of
Interpretation GDOI) [5] protocol.
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Due to advances in quantum computing, currently used
asymmetric cryptographic algorithms like RSA (Rivest,
Shamir, Adleman) or ECDSA (Elliptic Curve Digital
Signature Algorithm) are endangered, as there underlying
mathematical problems, like factorization and discrete
logarithm problems (see also [6]) can be solved efficiently
using a cryptographically relevant quantum computer
leveraging Shor’s algorithm (see also [7]). Symmetric
cryptographic algorithms can also be attacked using Grover’s
algorithm (see also [7]), but for them it is currently seen
sufficient to double the key length without a change of the
algorithms (see also [8]).

While the standardization and the journey to introduce
new, post-quantum asymmetric algorithms that withstand
such attacks is still ongoing, the discussion of transition
approaches for currently used cryptographic algorithms to
new algorithms has already started (see [9]). In this context,
different strategies are being discussed, like the combined or
hybrid use of classical and post-quantum algorithms. This also
relates to the utilized credentials, which may come in different
formats like hybrid certificates supporting alternative
cryptographic algorithms in the same certificate (see [1]).
However, only a single second public key of a single second
cryptographic algorithm can be included. As multiple
quantum-safe cryptographic algorithms are currently
standardized, a more flexible approach to support multiple
public keys for authentication of a single user is needed.

Note that the case of post-quantum cryptographic
algorithms is taken here as example. Crypto agility as the
ability to adopt to alternative cryptographic algorithms, is a
general design objective for protocols and architectures to
ensure that new algorithms with similar boundary conditions
can be deployed easily.

Transition is specifically important for industrial use
cases, as the component lifetime here is much longer
compared to consumer electronics. Therefore, it is important
to elaborate ways to allow an upgrade of systems already in
the field not only with new algorithms, but also with new or
enhanced credentials for entity authentication.

This paper is structured in the following way. Section Il
provides an overview about related work. Section 111 gives an
overview on public key certificates and attribute certificates to
show the general structure and approach. Section 1V
investigates a new approach utilizing attribute certificates to
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support migration. Section V concludes the paper and
provides an outlook to potential future work.

Il.  RELATED WORK

The NIST challenge on replacement algorithms for digital
signatures finishes after six years. Three digital signature
candidates have been selected for standardization (see [10]):

- CRYSTALS-Dilithium
- FALCON
- SPHINCS+

These algorithms have different parameters and different
parameter sizes as the classical algorithms like RSA or
ECDSA. The key size can be significantly larger compared to
classical cryptographic algorithms. This parameters and key
sizes need to be supported by implementations and most
importantly also in the context of existing user authentication
credentials like X.509 certificates.

The migration or transition to quantum-safe cryptographic
algorithms is a complex undertaking. The National Institute
for Standards and Technology NIST has published a draft
guideline on the migration to post-quantum cryptography [9].

Transition of cryptographic algorithms has been worked
on in the context of ITU-T X.509 [1] with the support of
alternative cryptographic algorithms as investigated in the
following Section 111.A.

With the IETF, a further standardization organization
investigates into the different options of migration towards
post-quantum cryptographic algorithms. Here the emphasis
lies on utilizing hybrid approaches in protocols like TLS [2]
or DTLS [3]. Besides integrating new algorithms in
ciphersuites also approaches like Key Encapsulation (KEM,
[11]) are being discussed to avoid generation of digital
signatures on constraint devices.

I1l.  PUBLIC KEY AND ATTRIBUTE CERTIFICATES

X.509 certificates are used for entity authentication and
integrity protection. As shown in Figure 1, the concept of a
public key certificate is the binding of an entity’s identity to a

Public-Key Certificate

public key, which has a corresponding private key. This
private key is kept secret by the entity and can be used to
authenticate the entity. The certificate itself is issued by a
trusted third party, a certification authority, that digitally signs
the certificate. This signature is verified by the relying party
as part of certificate path validation to a root certificate.

A frusted party certifies the
connection of an entity

identifier and public key _ Cryptography
entity's *, connects the
Y— identity : public and the
s private key
3 Q%put:nlu:: > prlvat?‘
1D key key
T

The entity protects its
private key against
unautherized usage by
secure storage

Figure 1. Concept of Binding Public Keys to Identities

These certificates are called public key certificates, as they
bind the public key to an entity’s identity. In addition, there
attribute certificates are defined, which can be seen as
temporary enhancement of public key certificates. They do
not contain public keys but additional attributes that are
connected to the holder of the public key certificate as shown
in Figure 2. As visible in the figure, an attribute certificate has
a validity period, which may vary based on the application use
case. As the attribute certificate can be assumed as a
temporary enhancement of a statements contained in a public
key certificate, it may be short-lived or it may have a similar
validity as the public key certificate. Figure 2 also shows that
the issuing authority may be different for the attribute
certificate as for the public key certificate. This fact may be
interesting in cases where a separation of duty is targeted.

The following subsections will provide more details on
both certificate types.

Attribute Certificate

3| =
Subject Entity associated Holder Entity associated,
Validity Period of validity (e.g., Certificate 12345)
Serial Number 12345 Validity Period of validity
Subject Public Key Serial Number 67890
<:| Attributes Set of attributes
Extensions Additional Information (e-g, roles)
Extensions Additional Information
Issuer Name of trust center
° ) .
5 Signature Signature of trust center (e Ramelcilatizbutelauihority
z Signature Signature of attribute
I 1 R authority
® Attribute certificate provides temporary
§ Certificate has one corresponding private key enhancement of public key certificate, linked to
= which has to be protected separately the public-key certificate’s unique identifier

Figure 2. Concept of Public Key Certificates and Attribute Certificates
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A. Public Key Certificates

ITU-T X.509 [1] is the public key certificate and
attribute certificate framework widely applied in Information
technology (IT) solutions an increasingly being used in
Operational Technology (OT) solutions. It defines the
structure and content of public key certificates as well as the
verification of the components.

Certificate ::= SIGNED(TBSCertificate)

TBSCertificate ::= SEQUENCE {(
version [0] Version DEFAULT vl,
serialNumber CertificateSerialNumber,

signature AlgorithmIdentifier( {SupportedAlgorithms}},
issuer Name,

validity validity,
subject Name ,
subjectPublicKeyInfo SubjectPublicKeyInfo,

issuerUniqueldentifier (1] IMPLICIT Uniqueldentifier OPTIONAL,

[[2: -- if present, version shall be v2 or v3
subjectUniqueldentifier (2] IMPLICIT Uniqueldentifier OPTIONAL]],
[[3: -- if present, version shall be v2 or v3

extensions (3] Extensions OPTIONAL ])

-- If present, version shall be v3]]

} (CONSTRAINED BY { -- shall be DER encoded -- } )

Figure 3. Public Key Certificate structure (see [1])

As shown in Figure 3, the certificate is a signed structure,
containing the subject as the name of the entity and the
subjectPublicKeyInfo structure with information about
algorithm and the contained public key. The certificate is
signed by an issuing certificate authority. Besides further
components the certificate structure can also be extended
using the extensions component.

To support alternative algorithms, X.509 defines three
extensions to convey the:

- subjectAltPublicKeyInfo — alternative public key
- altSignatureAlgorithm - alternative signature
algorithm (used to sign the public key certificate) and

- altSignaturevalue — alternative signature value.

Using theses extensions allows a relying party depending
on its capabilities to either utilize classical cryptographic
algorithms or alternative (here post quantum) algorithms for
the verification of the certificate (and potential digital
signatures performed with the public key corresponding to the
contained public key. Depending on the security policy of the
relying party, both signatures of the certificate may need to be
verified.

This approach is limited to a single alternative key for a
public key in practical application, i.e., limited to a single
alternative cryptographic algorithm. Simply adding multiple
alternative keys to the authentication certificate would
increase the certificate size significantly.

B. Attribute Certificates

Besides public key certificates, ITU-T X.509 [1] also
defines the structure and content of attribute certificates, as
well as the binding to public key certificates and the
verification of contained components. Note that besides the
binding to public key certificates, an attribute certificate may
also be bound to a name of an entity or some fingerprint of
information.

An attribute certificate may be seen as temporary
enhancement of a public key certificate.
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AttributeCertificate ::= SIGNED{TBSAttributeCertificate}

TBSAttributeCertificate ::= SEQUENCE {
version AttCertVersion, -- version is v2

holder Holder,

issuer AttCertlssuer,

signature AlgorithmIdentifier( {SupportedAlgorithms}},
serialNumber CertificateSerialNumber,
attrCertValidityPeriod AttCertValidityPeriod,

attributes SEQUENCE OF Attribute( {SupportedAttributes}},
issuerUniquelD UniqueIdentifier OPTIONAL,

extensions OPTIONAL )

Figure 4. Attribute Certificate structure (see [1])

As shown in Figure 4, similar to public key certificates an
attribute certificate is also a signed structure, containing the
holder as the name of the entity, information about the
issuer, including the signature algorithm and values as well as
the possibility to define extensions of the attribute certificate.
Like for public key certificates, to support alternative
algorithms, X.509 defines two extensions to convey the:

- altSignatureAlgorithm -—alternative  signature
algorithm (used to sign the attribute certificate) and
- altSignaturevalue — alternative signature value.

The standard does not foresee the capability to contain an
alternative public key of the holder as additional attribute. The
next section discusses the merits of providing this information
as well as further, policy related information in the context of
an attribute certificate.

IV. PROPOSED NEW ATTRIBUTES

As discussed in Section 111, not all extensions defined for
public key certificates are defined for inclusion in attribute
certificates. This paper therefore proposes to use the
subjectAltPublicKeyInfo extension also in attribute
certificates to convey an alternative public key and
information about the corresponding cryptographic
algorithms, e.g., a public key for a post quantum asymmetric
algorithm like FALCON, DILITHIUM, or SPHINCS+. This
allows to associate and utilize alternative public keys to
already existing certificates. As multiple attribute certificates
can be issued for a single user certificate, implicitly various
different cryptographic algorithms can be supported in a
flexible way by issuing multiple corresponding attribute
certificates.

Attribute certificates contain attributes, and providing an
alternative public key as attribute is proposed as novel
approach. It is intended to support smooth transition to public-
key certificates using solely alternative, in the case here, post
quantum cryptographic algorithms. As they are intended as
temporary enhancement of public key -certificates, this
approach is seen appropriate. It is even possible to issue
attribute certificates for an entity’s public key certificate at a
later point in time.

For migration to post-quantum cryptography, it is
necessary to also support a security policy which handles the
transition from one cryptographic algorithm to an alternative
cryptographic algorithm (in the case here for digital
signatures). Such a policy may require verifying only one
signature, both signatures (classic and alternative), and may
also provide a weight on the verification result, e.g., by the
order of operations. Such a security policy may be configured
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per relying party. In case of automation networks, it may be
part of the engineering data for the Intelligent Electronic
Devices (IED).

An alternative approach to the device configuration of
security policies is the provisioning of the policy as part of the
certificate, also in the form factor of an extensions. This paper
proposes such an extension as shown in Figure 5 that may be
applied in both certificate types, i.e., to public key certificates
as well as to attribute certificates.

altCryptoPolicy ::= SEQUENCE {
combAND [0] boolean OPTIONAL,
combOR [1] boolean OPTIONAL,
weightOnAlt [2] boolean OPTIONAL
}

Figure 5. Proposed Migration Policy Extension

The extension allows to specify the following security
policies for the associated alternative public key:

- combAND requires the verification of the signature
performed with the classic asymmetric algorithm as well
as the alternative algorithm.

- combOR requires the verification signatures created with
of either the classical or the alternative cryptographic
algorithm,

- weightOnalt indicates if the alternative algorithm has a
higher weight in the evaluation. Note that this can be used
in conjunction with combor for the selection of classical
or alternative signatures and also for the combaND case in
cases, in which one signature verification may fail.

The extension may be included in the certificate as critical
extension to ensure that it will be evaluated by the relying
party. The inclusion into public key certificate can be done to
associate a fixed security policy to the two contained public
keys. There is also a benefit by placing the extension into an
attribute certificate even in cases where the second public key
is not contained in the attribute certificate but in the public key
certificate. This approach allows to change the security
without the need to issue a new public key certificate, enabling
dynamic policy changes.

V. CONCLUSION AND OUTLOOK

This paper provides an overview on the need for a
transition from currently used classical cryptographic
algorithms to new, alternative cryptographic algorithms. More
specifically, the focus is placed on the use of digital signatures
and credentials conveying the public key within X.509
certificates.

In that respect, a novel approach for using alternative
asymmetric algorithms in the context of these X.509
certificates has been described. It is proposed to support
alternative public keys and associated information in attribute
certificates, which enhances the application of already defined
certificate extensions for public key certificates also for
attribute certificates. By this approach, multiple cryptographic
algorithms can be supported flexibly by issuing multiple
attribute certificates corresponding to the different public keys
of a user. Moreover, a further security policy extension is
proposed that allows a dynamic adaptation of the security
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policy for the transition from classic cryptographic algorithms
towards alternative, e.g., post quantum algorithms.

The discussed approach is currently in its infancy and
needs to be implemented and tested to get practical
experience. This is seen as the next consequent step. Due to
the use of an already existing extension to transport the
alternative public key, further investigation of the transport of
algorithm specific parameters is not seen necessary as already
considered in the originally defined extension.

Besides the necessity to perform more investigation of the
side conditions of this approach and also a proof-of-concept
implementation, it is seen necessary to also discuss this
approach within standardization. This is due to the fact that
most interacting systems are built with products from different
manufacturers. Therefore, standardization is necessary to
ensure interoperability of different manufacturers products.
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Abstract— The mobile telecommunications services market has
great relevance in the socioeconomic growth of a country and
the reduction of the digital divide. However, the high demand
for these mobile telecommunications services has produced a
high concentration in this market, which can lead to an
oligopoly or even a market monopoly. In order to prevent this,
the state must generate adequate policies for the measurement
and monitoring of market concentration levels. This article aims
to measure concentration in the Colombian mobile
telecommunications market. To achieve the above, the
databases of mobile internet revenues, traffic, and accesses of
the telecommunications companies operating in Colombia from
2012 to 2022, both for postpaid (fixed charge) and prepaid (on
demand), provided by the Communications Regulatory
Commission, were used, and through the Linda index, the
corresponding measurement of the concentration indexes was
made. In terms of the overall revenue (prepaid plus postpaid) of
the telecommunications companies, the main result was that, in
the case of the Colombian mobile telecommunications services
market, there is a moderate concentration.

Keywords-competition; linda's index; market concentration;
measurement; mobile internet; revenue; telecommunications
market.

[. INTRODUCTION

The mobile telecommunication services market is moving
in increasingly flexible and adaptable environments to the
customers' needs. In addition, there is a bandwidth increase
due to the emergence of various services and applications on
mobile internet, increasing the volume of data sales and
becoming a solid source of income for Internet Service
Providers (ISPs). As a result, competition among ISPs to
maintain and attract new customers to their businesses is
increasing significantly, and they are forced to analyze the
quality of service and experience to improve interaction with
their customers. However, the providers' interest lies in
keeping these customers and increasing the volume of
consumption of their services [1][2].

Studies have been carried out to analyze the current state
of the mobile telecommunications market in Latin American
countries and show the need for elements such as adequate
spectrum management and alignment with established
policies on telecommunications services. As a result of these
studies, the concentration analysis in these markets is
identified as a central point of study to improve
competitiveness and reduce the digital divide, facilitating
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regional development and identifying potential investments. It
is determined that countries that allocate greater bandwidth
and achieve more competitive market structures obtain a
greater amount of demonstrable social benefits. Countries
such as Mexico have initiated this task, and the analysis of the
spectrum, its allocation, and management is included among
the essential variables as a relevant topic of study,
appropriating the lessons of more mature markets [3][4].

Globally, it is clear that Information and Communications
Technologies (ICTs) are a relevant factor leading to
socioeconomic development and growth in a competitive
environment that enables countries, companies, and
individuals to reap the benefits. It has proven to have a great
impact in areas such as commerce, health, and education,
provides new job opportunities, and can help people and
companies to remain competitive by running their processes
more efficiently. For example, in Europe, its relevance can be
seen with the creation of a digital agenda in the Europe 2020
Strategy that seeks to achieve sustainable and inclusive
growth for the European economy, which aims to develop a
digital economy based on knowledge and innovation [5]-[7].

A competitive market has various benefits, among which
good quality, more and better options for goods and services,
and low prices stand out in favor of the consumer; in favor of
companies the increase in production, giving a boost to the
economy in general. According to the Organization for
Economic Cooperation and Development (OECD) Economic
Outlook published in June 2020, global activity is projected to
fall by 6% this year. Likewise, global unemployment rose
from 5.4% in 2019 to 9.2% in 2020, all this under the
assumption that there is no additional crisis due to the
COVID-19 contagions. On the other hand, the World
Economic Forum estimates that foreign direct investment will
fall between 30% and 40% globally.

This article aims to measure the concentration in the
Colombian mobile telecommunications market. To achieve
this, we used the databases of mobile internet revenues, traffic,
and accesses of the telecommunications companies operating
in Colombia from 2012 to 2022, both for postpaid (fixed
charge) and prepaid (on demand), provided by the
Communications Regulation Commission (CRC), and
through Linda's index we measured the corresponding
concentration indexes.

The structure of this paper is as follows: section II provides
a description of mobile telecommunications services market
in Colombia. Section III presents the Linda index. Section IV
describes the methodology used. Section V presents the
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results of the measuring concentration in the mobile
telecommunications services market in Colombia. Section VI
presents the results analysis. Finally, section VII presents the
conclusions.

II. MOBILE TELECOMMUNICATIONS SERVICES MARKET IN
COLOMBIA

Based on figures presented during the third quarter of 2022
by the Ministry of Information and Communication
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Technologies (MinTIC), the total number of mobile Internet
accesses in Colombia reached 39.1 million, 3.4 million more
than those registered in the same quarter of the previous year,
as shown in Figure 1 [8].

Until September 2022, the provider with the largest
number of mobile Internet accesses was Claro (20.6 million),
followed by Movistar (8.9 million), TIGO (6.8 million), and
WOM (1.7 million), as shown in Figure 2 [8].
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Figure 1. Accesos a internet mévil en millones [8]
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Figure 2. The number of mobile providers accessed by providers [8]

At the end of the third quarter of 2023, the principal mobile
internet access technology in subscription mode was 4G, with
32.9 million accesses, while, with a downward trend, 3G
technology has 5.4 million and 2G registers 0.9 million
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accesses, as shown in Figure 3 [8]. In Figure 3, a greater
tendency to use the 4G technology network can be observed,
largely due to the advantages that better technology brings.
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During the third quarter of 2022, operating revenues in
Colombian pesos for prepaid and postpaid modality,
excluding taxes, produced by the provision of mobile
telephony service were close to $ 400 billion for postpaid and
$ 163 billion for prepaid, as shown in Figure 4 [8]. Figure 4
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shows a higher level of income from the postpaid modality
than from the prepaid modality; this is because the prepaid
modality works on demand and it is generally people with low
economic resources who take this modality.
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Figure 3. Mobile Internet access by technology [8]
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Figure 4. Operating revenues in billions of pesos [8]

III. CONCENTRATION INDEX

The concentration index of a market shows the number of
participants and their position in it. In effect, the concentration
index will be higher the smaller the number of participants in
said market and the more unequal their participations are.

Concentration was measured using three of the most
widely used indexes in the global telecommunications market:
the Stenbacka dominance index, the Herfindahl-Hirschman
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index (HHI), and the Linda index. The results obtained with
the Linda index are described in this paper.

A. Linda Index

This indicator is usually used to measure the possible
existence of oligopoly and inequality between different
market shares. Moreover, similar to the concentration ratio, it
is calculated for a number n of leading companies in the
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market so that their joint relative incidence can be calculated
about the rest of the participants at that end of the market
(supply or demand); mathematically, this indicator can be
defined as shown in (1) [9][10].

N-1 _—_
1 X,
L= Z _
NN = 1) £a Kyq
L:

Where X; is the average market share of the first i firms,
and Xy _; is the average market share of the remaining firms.
This indicator presents values between zero and infinity,
where values close to zero are obtained for markets with low
concentration, and higher values (greater than one) represent
highly concentrated markets (see Table I) [9][10].

M

TABLE L. LINDA'S INDEX INTERPRETATION [9][10]

Concentration Range
Low <0,2
Moderade 02a0.5
High 05al
Very High >1

Low concentration implies high market competitiveness;
high concentration implies low competitiveness; and a very
high concentration implies the presence of a monopoly or
oligopoly.

B. Stenbacka Dominance Index

The Stenbacka index is defined as a dominance threshold
based on the shares of the two hugest companies in the market.
The value of the Stenbacka index estimates a threshold above
which the leading firm could have market power; equation (2)
calculates this threshold.

1

§° =11 - y(s? - 5P @

Where:

S1 and S2 correspond to the market share of the two
market largest companies, with 0 < Si < 1.

vy > 0 is a given parameter obtained from the particular
characteristics of each market, such as entry barriers and
regulations to motivate competition.

C. Herfindahl-Hirschman Index (IHH)

The HHI is represented by the sum of the squares of the
shares of the companies in the market, as described in

equation (3).
N
IHH = Z S?
i=1
Where:

N is the number of companies in the market.

3)
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Si is the market share of the company i in percentage
terms.

IV. METHODOLOGY

Initially, data corresponding to the analysis variables were
obtained, such as traffic, revenue, and accesses, for prepaid
and postpaid, corresponding to each telecommunications
company that operated in Colombia from 2012 to September
2022 (inclusive). This information was obtained from the
post-data database of the Communications Regulation
Commission [11]. Subsequently, an organization of the data
was performed in Excel to create a database with the
information of interest organized chronologically. In the end,
nine databases were obtained: (1) fixed charge mobile internet
demand traffic (postpaid); (2) fixed charge mobile internet
demand revenues (postpaid); (3) fixed charge mobile internet
demand accesses (postpaid); (4) on-demand mobile internet
demand traffic (prepaid); (5) on-demand mobile internet
demand revenues (prepaid); (6) on-demand mobile internet
demand accesses (prepaid); (7) global mobile internet demand
traffic (postpaid + prepaid); (8) global mobile internet demand
revenues (postpaid + prepaid); and (9) global mobile internet
demand accesses (postpaid + prepaid).

In a subsequent phase, Linda's index was constructed for
each of the nine databases mentioned above. It was decided to
calculate this index monthly to obtain more data that would
allow a future forecast and projection of the concentration
behavior in the Colombian mobile telecommunications
market [12]. According to the procedure required to calculate
Linda's index, it was necessary that for each period (month),
the telecommunications companies were ordered from highest
to lowest according to the value of the variable to be analyzed
(traffic, revenues, or subscribers).

During the construction of the Linda index, it became
evident that when any of the companies had a zero value in
the variable of interest, the Linda index was indeterminate,
and if it was very close to zero, it increased exponentially. Due
to the above, it was decided to eliminate the data equal to zero
since the interpretation of these data is fundamental that the
company did not operate in that period. Additionally, it was
decided to eliminate all data less than 50,000 in the traffic and
revenue databases, both in postpaid and prepaid, and overall,
since these data produce inconsistent values of the index; the
amount of data deleted was 36 in total, which gives
approximately a value of less than 0.4% of the total database.

The Linda index determines the level of concentration by
groups of companies from 2 to N-1; for example, if there are
3 companies, there is only one Linda, since it compares the
group composed of company 1 and 2, against 3. For the
months in which more than three companies were operating,
more than one Linda index was obtained since this index
compares groups of companies. The first Linda obtained is if
at least three companies are competing in the market and
would correspond to Linda 2 (L2); if there are four companies,
L2 and L3 would be obtained, and so on. In other words, the
last Linda corresponds to N-2, where N is the number of
companies competing in the market. Since there are periods
where up to 14 companies operate simultaneously, Linda
indexes of up to L12 are obtained, mapping each of them up
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would mean an extension of this document. Therefore, it was
decided to present the L2 Linda index graph for the case of the
global revenue (prepaid + postpaid) of each
telecommunications company, together with a table showing
the rest of the Linda index values for the corresponding
scenario.

V. MEASURING CONCENTRATION IN THE MOBILE
TELECOMMUNICATIONS SERVICES MARKET IN COLOMBIA

Figure 5 describes the behavior of Linda's index 2 for the
case of the overall (prepaid + postpaid) mobile internet
revenue of each Colombian telecommunications company

from 2012 to 2022. Table II shows the other Linda 2 index
values for the corresponding scenario.

According to Figure 5, the first two values of Linda's index
are very high compared to the rest, which show an almost
uniform trend of low value. The above can be explained by
the entry into the market of several telecommunications
companies.
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Figure 5. Linda 2 index for the overall mobile internet revenue of Colombian telecommunication companies.

TABLE II. LINDA INDEX FOR THE OVERALL MOBILE INTERNET REVENUE OF COLOMBIAN TELECOMMUNICATION COMPANIES.

Date Linda Value
L2 L3 L4 L5 L6 L8 L9 L10 L11 L12
2012-1| 2.24 | 7.32 | NAN | NAN | NAN NAN NAN NAN NAN NAN NAN
2012-2 | 21.10 | NAN | NAN | NAN | NAN NAN NAN NAN NAN NAN NAN
2012-3 | 0.28 8.34 | NAN | NAN | NAN NAN NAN NAN NAN NAN NAN
2012-4 | 0.29 8.42 | NAN | NAN | NAN NAN NAN NAN NAN NAN NAN
2012-5| 0.23 1.24 | 3.65 | NAN | NAN NAN NAN NAN NAN NAN NAN
2022-1| 0.14 | 0.57 | 0.86 | 1.15 1.26 1.80 333 136.41 | 214.11 | 310.71 NAN
2022-2 | 0.13 0.56 | 0.88 | 1.17 1.30 2.01 3.61 60.93 99.46 | 220.28 NAN
2022-3 | 0.13 0.53 | 0.86 | 1.15 1.33 2.20 3.37 48.89 83.44 179.01 NAN
2022-4 | 0.12 047 | 091 | 1.24 1.46 242 3.62 27.76 67.01 84.20 182.91
2022-5| 0.12 046 | 094 | 1.30 1.65 2.85 4.32 36.35 64.65 137.44 | 358.08

Copyright (c) IARIA, 2023. ISBN: 978-1-68558-099-5
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VI. RESULTS ANALYSIS

The highest value of Linda 2 is given for the global mobile
internet demand (postpaid + prepaid) revenue with a value of
21.11 and a standard deviation of 1.85 and for the number of
subscribers of the global mobile internet demand (postpaid +
prepaid) with a value of 20.72 and a standard deviation of
2.49. On the other hand, the lowest value of Linda is given for
global traffic with a value of 0.067 and a standard deviation of
0.0499 and for prepaid traffic with a value of 0.073 and a
standard deviation of 0.111.

For postpaid mobile Internet demand (fixed charge), the
Linda index values, on average, are between 0.23 and 0.32, so
there is a moderate concentration. In the case of prepaid (on-
demand) mobile Internet demand, the Linda index values, on
average, have differences for the traffic of 0.15, low
concentration, revenues of 0.26, moderate concentration, and
the number of subscribers of 0.41, moderate concentration. In
the overall mobile Internet demand, the Linda index values,
on average, have higher differences for traffic 0.14, low
concentration, revenue 0.36, moderate concentration, and
number of subscribers 0.53, high concentration. However, for
the case of global revenue, if the first two periods (2012-1 and
2012-2) are not bearing in mind, the average drops to 0.18,
which would give a low concentration.

It is important to emphasize that the Linda 2 index
compares the group of the two companies with the highest
value of the variable of interest (traffic, revenues, or
subscribers) concerning the group of the other companies. In
some cases, it is possible to present a higher concentration,
evidenced by the group of the 3 or 4 most dominant companies
in the market.

VII. CONCLUSIONS

The measurement of concentration in the Colombian
mobile telecommunications market was carried out using the
Linda index using as input variables the income, traffic and
mobile internet access of the telecommunications companies
operating in Colombia from 2012 to 2022, both for postpaid
(fixed charge) and prepaid (on demand).

Linda's values for the global revenue of mobile internet
demand evidence a high concentration in the first two months,
but then drops low for the rest of the periods, indicating a high
competition in this market. In the telecommunications market,
the problem of concentration is an issue that usually affects
many countries. However, several countries have addressed
this problem by increasing the availability of radio spectrum
and reallocating portions of it; even beyond this, the spectrum
distribution among mobile operators plays a significant role in
achieving the goal of a freely competitive market. It has been
empirically demonstrated that the accumulation of spectrum
by an operator leads to less competition in the mobile voice
market, so spectrum management strategies should aim to
avoid unnecessary spectrum accumulation, seeking to achieve
balance in the market power of telecommunication services.

Copyright (c) IARIA, 2023. ISBN: 978-1-68558-099-5

As future work, it is planned to propose a new
concentration measurement index based on the characteristics
of the Linda, Stenbacka and Herfindahl-Hirschman indices.
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Abstract—Nowadays, telecommuting, in which users connect to
a corporate network from remote locations, such as their homes,
is increasing as a measure to prevent COVID-19 spread. However,
telecommuting exposes companies to information security risks
by allowing users to connect terminals from their home that
is out of control. Further security enhancements are required
for ensuring secure telecommuting, but they easily cause trade-
off issues between security and business efficiency that the
administrators have to solve. As a solution to this problem,
we have proposed an access control system to minimize the
loss of business efficiency while enhancing security. The system
calculates the reliability of each connected user and implements
network access control. This access control allows connection to
many resources for business efficiency if the user’s reliability
is high, and minimizes the number of resources available for
reducing risks if the user’s reliability is low. This paper confirmed
the feasibility of implementing the system to calculate reliability
from realistic indicators and perform network access control
using pseudo-corporate network.

Index Terms—Access Control, ACL, SDN, Network Latency,
Telecommuting, User Reliability

I. INTRODUCTION

Nowadays, telecommuting, in which users connect to a
corporate network from remote locations, such as their homes,
is increasing as a measure to prevent COVID-19 spread and
due to a development of information technology. It increases
the number of work style options and increases business
efficiency. However, for corporate networks, remote networks
and terminals that are difficult to control by corporate admin-
istrators become a risk because their security is not guaranteed
compared to terminals at the intranet. There is a need to
enhance the security of corporate networks for telecommuting
communications, but security enhancement measures often
decrease business efficiency.

Therefore, we have proposed a solution to this problem:
an access control system that enhances security but does
not decrease business efficiency as much as possible [1] [2].
The proposed system calculates the reliability of each Virtual
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Private Network (VPN) connected user and determines which
resources the user can connect to based on the importance
of the resources. However, in the previous research, we have
only proposed the mechanism of this system and verified the
access control based on the pre-defined reliability indicators.
We have not verified the feasibility of implementing the system
that calculates reliability based on realistic indicators and its
access control.

In this paper, we implemented the proposed system and
verified how the implementation would affect the corporate
network and remote connections. The results of the network
latency evaluation in the intranet data transfer process during
the remote connection confirmed that the intranet communica-
tion was not affected. In addition, the results of the experience
degradation evaluation of the remote connection users showed
that all connections to the corporate network were less than
1.0 second. However, connections to resources varied from 3.2
seconds at low load to 26.6 seconds with simultaneous remote
connections and high load on the intranet.

The rest of this paper is organized as follows: Section
IT describes related work, Section III outlines the proposed
system, Section IV describes the implementation, Section V
describes the verification experiments, and Section VI provides
a conclusion and future work.

II. RELATED WORK

By registering Access Control List (ACL) in network equip-
ment, such as routers, network access control can be imple-
mented and corporate network can be more secure. Smetters
et al. have conducted an extensive and long-term research on
how access control with ACL can enhance security [3].

There is also research on using Software Defined Network-
ing (SDN) to dynamically generate ACL to further enhance
security [4]. While this research is only for the targeting
of IoT devices, SDN is used as an IDS for network access
control. We have to make high frequency ACL changes for
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dynamic access control in the proposed system. Therefore,
we also use SDN as one of the easier ways to implement it.
However, it can be assumed that ACL is normally configured
on the network equipment, and management methods also
exist. Liu et al. proposed ACL management method using
optimization algorithm, it can make management easier by
reducing redundancy, but it is not suitable for rapid ACL
changes [5].

Dynamic control with SDN is expected to affect greater
load on the network, so the impact on the network should be
considered. There have been several research on the impact of
SDN control in networks. Igbal et al. proposed an analytical
model for the end-to-end communication latency caused by
centralized control using SDN, based on experimental mea-
surements in a virtual environment and testbeds across the
US and nine countries [6]. Llopis et al. proposed minimizing
critical communication, such as remote surgery, latency reduc-
tion method in IoT communications by routing and redirecting
to the shortest path using SDN [7]. This two research focus
mainly on routing using SDN, whereas proposed system in
this paper differs by focusing on network access control. Due
to the fact that very few research have used SDN for network
access control and measured speed, this paper cannot set a
value as a baseline.

The proposed system in this paper uses user reliability to
enhance security. For a concept similar to the user reliability,
there are two research about scaling the self-report measure of
user’s security intentions [8] or attitudes [9]. As self-reported
data is not accurate and dynamic, proposed system in this
paper uses numerical data that can be obtained by automat-
ically as a reliability indicator to calculate user reliability.
In addition, there is research about investigation on Chief
Information Security Officers’ (CISO) awareness of Human-
Centered security in corporation. Hielscher et al. indicate that
many CISOs may not have enough knowledge about the latest
academic Human-Centered security [10]. The system proposed
in this paper to automatically determine the user reliability will
be more required in the situation where the administrators
(such as CISOs) do not have enough knowledge. Research
also exist that focus on user’s security awareness. While this
paper discusses a method to measure user’s security awareness,
Masssoth et al. proposed learning method that uses Al to
improve user’s security knowledge and awareness [11].

III. ACCESS CONTROL SYSTEM USING USER RELIABILITY

We explain about details of proposed system and user
reliability calculation.

A. Overview of the Proposed System

It is difficult for companies to manage the networks and
terminals which connected from outside of the companies.
It is a risk to the corporate network because telecommuting
communications can become a bridgehead. Therefore, it will
be necessary to enhance security (e.g., strictly access control),
but this is likely to sacrifice business efficiency. There is a need
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for a method that balances business efficiency and enhanced
security.

Thus, we have proposed an access control system that aims
to enhance security while minimizing the loss of business effi-
ciency [1] [2]. This proposed system calculates the reliability
of users who connect to the corporate network from outside for
telecommuting and determines the user’s accessible resources.
The user’s reliability is calculated based on an index that
indicates the user’s security awareness, and the importance of
each resource is used to determine which resources to allow
the user to connect to.

Users with high reliability are granted access to a wide range
of resources. In contrast, users with low reliability are granted
access to the minimum necessary resources. Furthermore,
proposed system has a function that allows users to apply
for access permission in case a user with low reliability
needs to access a resource to which he/she has been denied
access. If approved by the administrators, the user can connect
to the resource temporarily for a certain period of time. It
also has a dynamic access control function that periodically
recalculates reliability to flexibly cope with time-changing
network conditions.

B. User Reliability Indicators

The calculation of user reliability is based on indicators of
user’s awareness of security enhancement. Useable indicators
for user reliability calculation are listed below.

e Security Training
This reliability indicator can have two values, the progress
rate of security training courses and test result scores
during security training course.

o Incidents History
This is the number of incidents that the user has caused
in the past, such as being the target of a cyber attack that
resulted in an information leakage.

o Security Surprise Test
This is a result of unannounced surprised tests, such as a
pseudo malicious e-mail that includes web beacon URL
or attachment file includes beacon. If the user opens URL
or attachment file, the score becomes bad. In addition,
whether the user reported such risky behavior to the
administrators comes to be another reliability indicator.

¢ Result of URL Filtering Detection
This reliability indicator is the number of a user’s at-
tempts to follow malicious or suspicious URLs detected
and prevented by the corporate Firewall or Unified Threat
Management (UTM).

o Other Reliability Indicators
Depending on the network environment, there are many
other possible indicators, e.g., “Windows security logs’,
‘Whether security updates are applied to installed pro-
grams’, ‘Number of spam e-mails received by users’, and
‘IP address of the telecommuting user’s remote network’.
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Fig. 1: Architecture of the Proposed System.

C. Calculation of User Reliability

The procedure of the reliability calculation based on each re-
liability indicator is shown as follows. First, for each reliability
indicator, the data is standardized for all users, so that the value
becomes relative and can be calculated by addition. Then, the
reliability is calculated by adjusting a parameter to set the
weight of each standardized reliability indicator. Parameter
adjustment can be determined using statistical approaches,
such as machine learning, or by dividing reliability indicators
into some categories to reduce the number of parameters.
Thus, administrator’s effort for parameter adjustment may be
reduced.

D. Generation of ACL

The proposed system determines the communication per-
mission between the user’s terminal and the server storing the
important resources. We assume the importance of a resource
can be determined by setting the level in advance by admin-
istrator or creator (such as setting level of confidentiality), or
by using resource importance estimation methods, such as our
previous research [12].

For the generation of ACL using network access con-
trol, it is necessary to determine the relationship between
user reliability, resource importance, and stabilization con-
stant(=threshold). As an example, Formula (1) is access con-
trol condition that grants permission to connect.

Reliability — Importance > StabilizationConstant (1)

The stabilization constant is adjustable as a parameter and
can be changed depending on company’s security situation.
For example, if threat intelligence indicates possible threat
detection, such as the company is being targeted, or if a tem-
porary increase of malicious communications to honeypots,
or an increase of the number of malicious e-mails, we can
increase the stabilization constant to make the company more
secure. In contrast, if the situation subsides, the stabilization
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constant can be decreased to allow access to a wider range
of areas to improve business efficiency. Also, by dividing the
stabilizing constants by department, the number of parameters
to be adjusted will increase, but it will be possible to create
ACL that better fit the information being handled.

E. Architecture of the Proposed System

Fig. 1 shows the architecture of the proposed system and
the corporate network assumed to apply the system. The
description of each function in the processing procedure is
as follows.

1) A VPN connection is made to the corporate network
from a remote location for telecommuting.

The VPN server outputs the connection information such
as the assigned IP address and username as a log to the
proposed system at the time of connection.

Sign-in/out Detector detects the start/exit of the user’s
VPN connection from the received log and stores the
connected user information including VPN connec-
tion ID, username, and assign IP address to the User
Database (DB).

The User Reliability Calculator obtains several kinds of
data from Active Directory (AD) and other servers and
calculates the user’s reliability based on the data. The
calculated reliability is sent to the User DB.

ACL Generator generates ACL based on user’s reliabil-
ity and resource importance, and stores them in the ACL
DB.

ACL Configurator receives the ACL stored in the ACL
DB and passes them to network equipment.

Network equipment implements network access control
based on the ACL.

The application for temporary permission also gener-
ates ACL based on the application and approval, and
activates the ACL Configurator.

In addition, in order to flexibly cope with time-changing
conditions, the ACL Generator is periodically invoked

2)

3)

4)

5)

6)
7)

8)

9)
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TABLE I: Details About Network Elements.

[ Function [ Element [ Details
Router Router and VPN Server NEC I1X2310
AD oS Windows Server 2019
Proposed System oS Rocky Linux 8.8
SDN Protocol OpenFlow 1.3
SDN Controller Ryu 4.3.4
Programing Python 3.6.8
DB SQLite 3.26.0
Log Server Rsyslog
SDN Switch oS Ubuntu 22.10
SDN Switch Open vSwitch 3.0.0

Resource Server Host Machine OS Windows 10 Professional

Guest Machine OS Rocky Linux 8.6

File Sharing Protocol SMB

Local Clients oS Windows 10 Professional
VPN Clients oS Windows 10 Professional
NW Info Server oS Rocky Linux 8.6

File Sharing Protocol SMB

to review the user’s reliability and dynamically perform
access control.

IV. PROPOSED SYSTEM IMPLEMENTATION

We implemented the access control system described in
Section III into a pseudo-corporate network and verified it.

Fig. 2 shows the organization of the pseudo-corporate
network in which the proposed system is implemented. Table
I shows the detail breakdowns of elements in Fig. 2. In this
implementation, unless otherwise noted, all processing is done
by programs written in Python.

In this implementation, it is assumed that the network
configuration information server (NW Info Server) combines
several server functions, such as NW DB and Security Training
Server. Therefore, NW Info Server also keeps information
related combined functions such as some reliability indicators,
client IP address and username correspondence table, and
resource importance information. It is also assumed that one
server was considered one resource.

The elements shown in Fig. 1 of the proposed system in
this implementation are listed below.

A. Sign-in/out Detector

The VPN Server sends the logs using Syslog, and Rsyslog
in the Sign-in/out Detector receives them. When received the
log, Sign-in/out Detector is activated and extracts connection
information (VPN connection number, VPN client’s assigned
IP addresses and username) from the log, and stores it in the
User DB.

B. User Reliability Calculator

Indicators which we implemented for user reliability and

their obtaining methods are shown below.

o Progress Rate of Security Training Courses, Test Result
Scores During Security Training Course: These are stored
in the NW Info Server as an Excel file, and User
Reliability Calculator obtains it by Server Message Block
Protocol (SMB).
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« Incident History: It is associated with each user’s infor-
mation in AD, and User Reliability Calculator obtains it
by LDAP.

o Result and Response of Security Surprise Test: These are
stored in the NW info server as an Excel file, and User
Reliability Calculator obtains it by SMB.

e Result of URL Filtering Detection: URL filtering is
implemented by the Router function, and the log of IP
address is obtained by Rsyslog. The table of correspon-
dence between IP addresses and username of local clients
is placed in the NW Info Server as an Excel file, and User
Reliability Calculator obtains it by SMB.

We classified into the following categories. Some indicators
classified into multiple categories.

o User Carelessness: Result of Security Surprise Test, Re-
sult of URL Filtering Detection, Incident History

o User Awareness of Efforts to Secure: Progress Rate of
Security Training Courses, Response of Security Surprise
Test

e User Skill Level: Test Result Scores During Security
Training Course, Result of Security Surprise Test

The User Reliability Calculator obtains each reliability
indicator for all users, standardizes them, and calculates user’s
reliability. User u’s reliability R(u) is as follows (2).

R(u) = 1 > 1 D> (=15 x vi(u) 2)
C] 2= Je] &

Here,

C: set of categories,

c: category, set of indicators,

4: indicator,

K;: attribute determined by indicator i,

v;(u): user u’s reliability value of indicator i.

For indicators where higher values indicate less user re-
liable, ‘-1’ is multiplied in the calculation. Therefore, K;
becomes 0 in case of indicators about ‘Progress Rate of Secu-
rity Training Courses’, ‘Test Result Scores During Security
Training Course’, ‘Response of Security Surprise Test’. In
contrast, /; becomes 1 in case of indicators about ‘Incident
History’, ‘Result of Security Surprise Test’, ‘Result of URL
Filtering Detection’.

Note that if a large number of VPN is connected at the same
time, the User Reliability Calculator and ACL Generator will
be started again for each connection, which spend large times.
Therefore, after the Sign-in/out Detector detects a connection
and stores it in the User DB, if more VPN connections are
connected, the ACL Generator is not activating in the middle
of the process, but only once at the end. The periodic execution
is defined by Cron and is executed every minute.

C. ACL Generator

This function generates ACL for each connected VPN user
to access resources. The intranet utilizes default deny policy
so that we have to set allow ACL to access resources. A
permission rule is generated based on the generation condition
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Formula (1). In this implementation, Stabilization Constant
value is ‘0’. The information of resources importance is
already specified individually for each resource server, and
is placed in the NW Info Server as an Excel file, which is
obtained by ACL Generator via SMB.

D. ACL Configurator

The ACL Configurator obtains ACL to be configured from
the ACL DB. The ACL Configurator implements Ryu [13]
as an SDN (Protocol: OpenFlow) controller and configures
the received ACL to the SDN switch by the firewall function
of Ryu. In this implementation, access control from the local
client to the resource server is performed by SDN, but the
ACL are prepared in advance, so they are not affected even if
the ACL are updated by a VPN connection.

V. FEASIBILITY VERIFICATION EXPERIMENT

The proposed system enhances the security of corporate
network by providing access control based on the user re-
liability for telecommuting. However, it is not desirable that
the introduction of this system affects connection to and use of
the corporate network. Therefore, experiments were conducted
on the availability when a large number of remote users are
connected to corporate network at the same time or when the
corporate network is busy.

A. Overview of the Experiment

We measured the time required for a VPN connection and
the time until the resource can be accessed (SMB connection)
in the experimental environment. Since the ACL generated
change with each additional connection, multiple VPN con-
nections are measured. There are two possible patterns for
these multiple connections:

o Sequential connections: the number of VPN-connected
clients is increased one by one.

o Simultaneous connections: all VPN-connected clients
are connected at the same time.

In addition, since the load on the SDN and resource server may
vary depending on whether the local client is communicating,
measurements will be taken for two patterns:
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o None: no communication from the local client to the
resource server.

o Heavy: an extremely large amount of communications are
transported from the local client to the resource server.

The measurement on the VPN Clients is controlled by Pow-
erShell Remoting and using Measure-Command. The load
Heavy means sending large PING packets (51.6KB) every 1
second by 5 local clients to resource servers and receiving
600MB file via SMB by 7 clients from resource servers.

For each reliability indicator, the data was generated by
random number generation after adjusting the generation range
so that the ratio of high:medium:low reliable users is 2:6:2.
All measurements were taken three times, and the values in
the table are averages of the three.

B. Results of the Feasibility Verification Experiment

Measured VPN connection times and SMB connection
times are shown in Fig. 3.

In the pattern of Transport: Heavy, Connection Type: Si-
multaneous, the SMB can not connect to because of too long
waiting time, so trying to SMB connection is waiting until
PING can be accepted (Note: the measured time at the pattern
(Heavy, Simultaneous) in the Fig. 3d is the sum of the PING
waiting time and SMB connection time).

C. Consideration

As shown in Fig. 3, the reason why there was no significant
difference in the VPN connection was because the system’s
reliability calculation process was not started up yet.

The difference in SMB time for the Sequential was no more
than 1 second, and the SMB connection time did not depend
on the number of clients. In the Simultaneous, some clients
(ID: user8, userl0) took the same amount of time as in the
Sequential, but other clients took twice as long. This was
due to the processing of simultaneous VPN connections. Even
though PowerShell was used to initiate the batch connection,
there was slight difference between user8, userl0 and other
users. Based on such difference, the proposed system divided
the connection into two sets. In fact, during the experiment,
two VPN connections succeeded — ACL generator started —
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Fig. 3: Results of VPN/SMB Connection Waiting Time(second).

other VPN connections succeeded — ACL generator started,
and so on.

When the network was under heavy load, it took some
time for both the Sequential and Simultaneous to become
available. This is because the ACL generator takes more than
10 seconds.

The time command was used to measure the execution time
of each function of the proposed system under each situation,
and the results are shown in Table II. ger file process is a
function that User Reliability Calculator obtains a file from
the NW Info Server, and it is used about 4 times. acl_config
process is a function for the ACL Configurator to reflect the
ACL database to the SDN switch. all processes is a series of
processes performed by the User Reliability Calculator, ACL
Generator, and ACL Configurator.

From the above, it can be assumed that the waiting time
of Sequential under heavy load is due to get_file process
being performed about 4 times, and the waiting time of
Simultaneous is due to it being performed twice as many
times by many clients. To solve this problem, it is necessary to
shorten the access to some reliability indicators, so the value of
the indicators should be calculated in advance and the process
of passing it to the system side should be asynchronous, with
high frequency.

Just in case, we checked the effect on the local client’s
communication using heavy load for pseudo-corporate net-
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TABLE II: Execution Time for Each Function(second).

Intranet Transport None Heavy
VPN connection clients 0 ] 12 0 [ 12
get_file process 1.361 | 1.348 3.649 3.641
acl_config process 0.376 | 0.666 | 0.380 0.738
all processes 2.248 | 2.666 | 11.419 | 11.715

work, but there was almost no change in the time taken for
communication in both the Sequential and Simultaneous.

Impacts of the proposed system is limited because it is only
applied immediately after the VPN connection is established.
In this experiment, the network is under heavy load, which
means that some of the bandwidth is overflowing, but it is
difficult to imagine a network that is always in this state.
However, if SMB communication is performed immediately
after the VPN connection is established in a Simultaneous,
sometimes an error raise and a delay is caused.

VI. CONCLUSION AND FUTURE WORK

In this paper, we implemented access control system based
on user reliability in the pseudo-corporate network envi-
ronment. The verification using the network confirmed the
feasibility of the proposed method. The proposed system
focuses on the user’s security awareness and the risk to the
corporate network. The purpose of the proposed system is to
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balance security enhancement and business efficiency as much
as possible, which easily cause trade-off issues in network
access control.

The system was implemented on a pseudo-corporate net-
work, and in the feasibility verification, waiting time for VPN
connections and SMB connections were measured. The impact
of the proposed system on VPN connections and the corporate
network was limited. The impact of multiple connections
was also limited if they were small scale. However, it was
confirmed that if the network was under an abnormal load,
the waiting time can not be ignored due to the time spent
during the reliability calculation and ACL generation.

In future works, the exact validation of user reliability
calculation has not been carried out in this paper. In addition,
the reliability indicators should be based on as many indicators
as possible so that the reliability can be calculated accurately.
Furthermore, in order to be simplify and optimize the ad-
justment of parameters in calculating reliability, the proposed
system should introduce a function that uses received feedback
and automatically adjusts the parameters. With regard to the
proposed system feasibility, the algorithm or system config-
uration should be reviewed to cope with the situation where
significant waiting times were identified in the experiment.
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