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The Twentieth International Conference on Digital Society (ICDS 2026), held between May 24, 2026,
and May 28, 2026, in Venice, Italy, continued a series of events covering a large spectrum of topics related
to advanced networking, applications, and system technologies in a digital society. Nowadays, most
economic activities and business models are driven by the unprecedented evolution of theories and
technologies. The reflection of these achievements into our society is present everywhere, and it is only
question of user education and business models optimization towards a digital society.

Progress in cognitive science, knowledge acquisition, representation, and processing helped to deal
with imprecise, uncertain, or incomplete information. Management of geographical and temporal
information becomes a challenge, in terms of volume, speed, semantic, decision, and delivery.
Information technologies allow optimization in searching and interpreting data, yet special constraints
imposed by the digital society require on-demand, ethics, and legal aspects, as well as user privacy and
safety.

The variety of the systems and applications and the heterogeneous nature of information and
knowledge representation require special technologies to capture, manage, preserve, interpret, and
deliver the content and documents related to a particular target.

We take here the opportunity to warmly thank all the members of the ICDS 2026 technical program
committee, as well as all the reviewers. The creation of such a high-quality conference program would
not have been possible without their involvement. We also kindly thank the authors who dedicated time
and effort to contribute to ICDS 2026. We truly believe that, thanks to all these efforts, the final
conference program consisted of top-quality contributions. We also thank the members of the ICDS 2026
organizing committee for their help in handling the logistics of this event.

We hope that ICDS 2026 was a successful international forum for the exchange of ideas and results
between academia and industry for the promotion of progress in a digital society.
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Ownership and Flow Primitives for Scalable Consent Management in Digital Public
Infrastructures

Rohith Vaidyanathan @, Dev Shinde @, Praseeda ©, Srinath Srinivasa
Web Science Lab
International Institute of Information Technology, Bangalore
Bengaluru, Karnataka, India
e-mail: {rohith.vaidyanathan, shindedev.hemravi, praseeda, sri} @iiitb.ac.in

Abstract—Digital Public Infrastructures (DPIs) represent
networks of open technology standards, applications, services,
and digital assets made available for the public good. One of the
key challenges in DPI design is to resolve complex issues of
consent, scaled over large populations. While the primary
objective of consent management is to empower the data owner,
ownership itself can come with variegated morphological forms
with different implications over consent. This paper addresses
the question of representing modes of ownership of digital assets
and their corresponding implications for consensual data flows in
a DPI. It proposes a set of foundational abstractions to
represent them, incorporating a formalised data ownership
model that enables end-to-end traceability of consent, fine-
grained flow control over data sharing, and alignment with
evolving legal and regulatory frameworks.

Keywords-Digital Public Infrastructure; Consent Management;
e-Government; Data Ownership; Data Flow Control; Privacy
Architecture; Data Governance.

I. INTRODUCTION

Digital Public Infrastructures (DPIs) [1] represent open
ecosystems of digital services, applications and assets made
available for public good. DPI services like digital identity,
lockers, catalogs, wallets and payment infrastructures have
streamlined several e-governance activities and economic,
legal and social transactions [2]. There have been several
initiatives in the past where digital assets and services were
designed to be owned by and available for the public, such
as free software movements and creative commons. How-
ever, the term DPI refers to systemic, scalable infrastructure
that is meant to act as a “digital backbone” for the entire
society, enabling access to both public and private services
like healthcare, education, and financial inclusion. The role
of the state and institutional players is central to DPI design,
distinguishing it from community-driven approaches.

As public interactions become more digital, vast amounts
of sensitive data are exchanged through DPIs. Without proper
mechanisms, data owners may lose control over how their data
is used post-exchange. Various countries have implemented
data protection and consent management laws to address
this [3]. Consent management is modeled as an interception
of a data flow in a DPI, to ensure that the flow is consistent
with the consent of the data owner.

In its simplest form, a consent architecture elicits
explicit consent from the Data Owner (DO) in response to a
data request, following the Autonomous Authorization (AA)

model [4]. However, as DPI implementations scale, the AA
architecture  becomes insufficient due to consent
desensitization from frequent requests. Additionally, if data
is shared by an independent custodian on behalf of the owner,
the custodian needs data sharing policies set by the owner. As
a result, policy-based consent management architectures
become necessary for DPI implementations [5].

Consent management also has several other nuances. Con-
sent is closely related to ownership, which can have several
morphological forms. Ownership may be delegated or pledged,
and partial ownership or privileges can be conferred all with
implications on how consent is granted and enforced. Consent
management also extends beyond access control: consent
provisions may need enforcement even after access is granted,
including whether data may be shared further, aggregated with
other data, the purposes for which they may be used, and
requirements of suitable notifications to the data owner.

While DPI provides the primary motivating context for this
work, the ownership and flow primitives proposed here are
designed to be architecture-agnostic. The same abstractions
apply equally to enterprise data governance, academic
credential ecosystems, cross-institutional healthcare networks,
and any open-ended data exchange environment where
ownership semantics and post-access governance are required.

This paper proposes an architecture that addresses complex
forms of ownership and flow primitives required for supporting
consensual data flows.

The remainder of this paper is organised as follows. In
Section 11, we survey related literature on data sharing, access
control, and consent management. In Section III, we introduce
the formal model for public data flows. In Section IV, we
describe the consent flow architecture, including connections
and X-nodes. In Section V, we define data exchange
operations. In Section VI, we analyse adversarial scenarios and
the system’s resilience to them. Finally, Section VII concludes
the paper and outlines future work.

II. RELATED LITERATURE

Although the term DPI is a relatively recent
introduction, some of its core data-related challenges, such as
inter-organizational and open-ended sharing of sensitive data,
have been addressed for several years [6]-[9]. Inter-
organizational data sharing addresses workflows spanning
multiple organizations and governance structures [10][11].
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When access requests cross organizational boundaries, they
could potentially lead to unsafe data access. Innovations in this
space include extensions of Role-Based Access Control
(RBACQC) [12][13], attribute-based models [14][15], or hybrid
models [16][17]. However, these access control mechanisms
focus on the authorization decision whether to grant access but
do not address post-access governance: what recipients can do
with data after receiving it, how ownership evolves through
sharing, or how to revoke access after cross-organizational
transfer.

Consent management in public data flows goes beyond
access control [5]. Research has addressed philosophical issues
of what makes consent meaningful [4][18], as well as various
consent architectures [5][19][20]. Existing systems like DI-
CON (Domain Independent Consent Management) [21] and
CMA (Consent Management Architecture) [22] treat consent
primarily as an authorization checkpoint rather than dynamic
user-centric control. Most existing consent managers employ
AA [4], where explicit consent is elicited for each request.
However, AA is not scalable for DPIs due to: (i) consent
fatigue from frequent requests leading to desensitization; (ii)
inability to handle custodial sharing where data is managed on
behalf of owners; (iii) infeasibility of human intervention for
institutional data owners; and (iv) request volumes in large-
scale DPI implementations that make individual approval im-
practical. Policy-based consent [5] addresses these limitations
by enforcing pre-defined rules in a domain-agnostic manner.
Questions persist about what data flows one can legitimately
control by virtue of ownership [23][24].

Regulations in India [25] and Europe [26] have outlined
mechanisms for lawful consent. Pioneering frameworks
include X-road [27][28]. As data is shared in an open-ended
fashion in DPIs, data ownership morphs into different con-
structs requiring meaningful modeling regarding their impact
on consent.

An effective consent management system must encompass
not only access control but also explicitly address issues of
ownership to enable ongoing user control over data following
its sharing and ensure compliance with evolving data policies.
In this paper, we propose a comprehensive model that
systematically addresses all four of these critical dimensions
of consent management.

Table I defines the core terminology used throughout this

paper.

TABLE 1. KEY TERMINOLOGY.

Term | Definition

DO Data Owner: Controls data resource
with full authority

DR Data Requester: Seeks access to data
owned by another

DS Data Subject: Entity described by the
data

III. MODELING PUBLIC DATA FLOWS

Any public infrastructure poses a complex interplay between
individual rights and public interest. We model a public data

flow network as semantic containers representing ownership
boundaries of stakeholders, as defined in Equation 1:

DPI = (A, L, C) @Y

Here, A is a set of agents or stakeholders who assert
ownership and play roles like Data Owner (DO), Data
Requester (DR), or Data Subject (DS). L is a set of containers
called Access Policy Domains (APD) or lockers, representing
semantic boundaries where data ownership is enforced. C <

L X L represent data flow pipelines called Connections,
established

between lockers as legitimate pathways for data exchange,
made legitimate by underlying contracts encapsulating data
sharing policies and applicable regulations.

An artifact is a logical unit of data subject to ownership
and consent that flows through connections. It represents a
data resource (e.g., a document), though a single resource may
have multiple artifacts. The consent service regulates artifact
storage and flow, while a separate resource service manages
actual resources.

IV. CONSENT FLOW ARCHITECTURE

We illustrate consent flow using a running example: A
student s uses a DPI to obtain her degree from university u
and applies for a job with company c.

Degree granting: Student s requests transcripts from
university u. While s is the owner of her transcripts, she
cannot modify them unilaterally, she is the conferred owner,
while u remains the primary owner-.

Job application: Student s shares her transcripts and degree
credentials with company c. As part of this share, the company
only requires access rights, not ownership. “Sharing” here
means granting access rights.

Credentials Verification: Company c seeks verification
from university u. The university may verify without consent
of s (as primary owner) unless regulations require otherwise.
Job offer: Company c requires s to pledge her certificates
as collateral as long as she is in full-time employment with
them. As a pledged asset, s retains access but cannot transfer
or re-pledge them.

Job Contract: Upon pledging, company ¢ becomes the
pledged owner with limited rights, while university u remains
the primary owner. Student s continues as conferred owner in
a constrained manner.

Contract Termination: Once the contract ends, transcripts
are returned to s, company ¢ no longer has access, and s is no
longer subject to pledge restrictions. The pledge is reverted.

A. Connection between Lockers

Before data transactions, agents establish a connection be-
tween lockers, formalizing the terms of a consensual trans-
action. A DO publishes connection endpoints representing
connection terms. A DR can connect any of their lockers to a
given endpoint (Figure 1).

A connection type specifies a schema representing terms
and conditions for connection establishment, encoding rules
from the DO’s policy and applicable regulations. Rules are
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expressed as Event-Condition-Modality-Action (ECMA)
statements [5], where each rule binds a triggering event (e.g., a
data access request) to a condition (e.g., stated purpose,
requester identity) and assigns a normative modality Obligated
(O), Permitted (P), or Forbidden (F) over a resulting action.
These OPF modalities encode the normative intent of a policy
rather than serving as mere technical flags. Obligated (O)
denotes that an action must occur; the requester cannot
proceed until it is fulfilled (e.g., submitting ethical clearance
before accessing sensitive health data). Permitted (P) denotes
that an action may occur; it represents a green light that can be
further restricted by layered policies. Forbidden (F) denotes
that an action must not occur. Together, OPF move consent
management beyond binary allow/deny access control into a
richer normative space where every artifact operation carries
an enforceable legal and ethical standing. A sample ECMA
rule takes the form:

ON [RequestAccess] IF [purpose =
“verification”] THEN PERMIT [read]
WITH [validity = 7 days, share =
false]

Multiple rules from different institutional sources may fire
simultaneously on the same artifact. When their modalities
are complementary, for example when a regulation permits
an action and an organizational policy further restricts it,
they compose predictably: the stricter modality prevails. When
modalities directly conflict (e.g., one source requires an action
that another forbids), the system flags an irreconcilable policy
exception rather than silently resolving it. Such conflicts are
escalated to a designated human agent for resolution, reflecting
the principle that normative contradictions between institutions
require human judgment, not automated override. Depending
on the deployment context, the policy evaluation layer may
be realized as a rule-based engine, a logic interpreter, or an
Al-assisted policy reasoner; the ECMA structure is substrate-
agnostic. Readers are directed to [5] for a full formal treatment
of the four-layer architecture, normative axioms, and conflict
resolution semantics.

The connection lifecycle (Figure 2) begins with the PUB-
LISHED state when the DO publishes endpoints. When the
DR selects an endpoint, it transitions to ESTABLISHED.
After fulfilling obligations, it becomes LIVE, enabling the
data exchange operations detailed in Section V. Either party
may REVOKE during ESTABLISHED or LIVE states. After
completion or expiry, connections are CLOSED.

B. X-nodes

Once a connection is live, artifacts representing data re-
sources flow through the connections. Note that the data
resource itself does not flow through a connection; only
the artifacts that represent privileges over data resources are
exchanged through these connections.

We propose a formal data structure called X-nodes for
consent artifacts that encapsulate terms of consent and enforce
post-conditions. Table II summarises the essential fields and
operations for each X-node type.

Repository of
commonly occurring
connection types that

* applicable regulations
and encode a consent
template

access and\yse

Data owner’s data
held in a secure
container called

n is established if

Connec
locker requester meets all
connection obligations

Figure 1. Establishing a consensual pathway governed by the four-layer
architecture of consent [5].

X-nodes are of three types. The i-node (“information” node)
represents the primary location of a resource with full authority
for the primary owner. The s-node (“shadow” node) is received
when data is conferred, allowing read/write access as per the
policy specified by the DO with a pointer to the original
artifact. The v-node (“virtual” node) represents an access
privilege granted for a resource, containing only a pointer to
the original artifact with a mandatory validity period.

Three critical ownership fields define the control structure
of each X-node: creator identifies the agent who
originally instantiated the X-node.
(PO) represents the entity with fundamental authority
over the resource (e.g., government for driving licenses,
university for degree certificates), which can confer,
modify, or revoke the resource. current owner (CO)
indicates the entity presently in possession of the X-
node with operational control. When primary owner
and current owner differ, the X-node is said to be
locked, preventing transfer, conferment, or pledging until
the constraint is resolved. Each X-node has additional
essential fields (Table II): shadows 1list,v-node list,
pointer to resource, pointer to original,
validity, purpose, and provenance.

Essential post-conditions specify actions the Data Requester
can perform: transfer, confer, share, collateral,
subset, and download.

primary owner

V. DATA EXCHANGE OPERATIONS

The following kinds of data exchange operations are de-
fined, each with different semantics over ownership and
consent:

SHARE: The DO shares an access privilege to resource r.
A v-node sent to the data requester is formally of the form
dr.v(do.i(r)) or dr.v(do.s(r)), where dr is the data requester
and do is the data owner. The v-node represents a pointer to
a corresponding i-node or s-node, which in turn represents
data resource r. This v-node can be further shared to yet
another requester, creating an “access tunnel” of the form
dr2.v(dr.v(do.i(r))). The actual access to resource r traverses
the tunnel and is initiated by the last i-node or s-node. The
resource server receives the access tunnel, approving access
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ACLB
Both parties meets
obligations

Guest B connects to end point

Agent A publishes

Connection C1

PUBLISHED

ESTABLISHED

Obligations metby A& B

Whatever xnodes shared -
deleted or reverted

REVOKED

ACLB
Connection archived, data
accessible until validity

CLOSED

ACLB
Both parties can
share more xnodes

B closes or validity expired

Figure 2. Connection lifecycle illustrating Agent B establishing a connection of type C1 published by Agent A.

TABLE II. ESSENTIAL FIELDS AND OPERATIONS OF X-NODES WITH PRACTICAL EXAMPLES.

X-node | Function Essential fields Essential post- | Example Use Case
conditions
i-node | Primary creator,primary owner, | transfer, Government holds i-node
location of | current owner, confer, of citizen’s driving license
resource shadows_list, share, with full authority to issue,
v-node list, collateral, modify, suspend, or revoke
pointer to resource, subset,
purpose, provenance download
v-node | Access creator, current owner, | transfer, Car rental company re-
privilege to | pointer to original, share, ceives temporary v-node to
an i-node validity, v-node list, | download verify driver’s license va-
purpose, provenance lidity for 7 days, without
owning the license
s-node | Conferred creator, primary owner, | transfer, Citizen receives s-node as
or pledged | current owner, share, conferred owner of driving
ownership pointer to original, collateral, license, can present it but
shadows_list, subset, cannot modify; or pledges it
v-node list, download as ID proof
pointer to resource,
purpose, provenance

only if do is primary owner. Since access comes through
the owner’s i-node or s-node, the DO is aware of every access
(Figure 3(ii)). Example: A car rental company requests to
verify a customer’s driving license. The customer (DO) creates
a v-node for the conferred license and sets a validity of (say) 7
days, allowing the rental company (DR) temporary read-only
access to verify license validity without transferring ownership
or providing a permanent copy.

CONFER: The DO shares an immutable copy to the
DR, who becomes owner (e.g., certificates, licenses,
tickets). The DO creates an s-node that is sent to DR.
The s-node’s primary owner and current owner
are set to DR, while the i-node’s primary owner remains
DO and current owner becomes DR, making it locked
(Fig-ure 3(iii)). Conferred owners access resources read-only
through s-nodes. Example: A university issues a degree certifi-
cate to a student. The university (DO) creates an s-node from
the i-node it owns and confers it to the student (DR). The
student can present the certificate to employers but cannot
modify its contents. If the university needs to correct an
error (e.g., a misspelled name), only the university can make
changes to the original i-node.

TRANSFER: Here, ownership fransfers from DO to DR.
The X-node itself transfers to DR with both PO and CO set

to DR, providing complete ownership. The former DO loses
access (Figure 3(i)). Transfer invalidates v-nodes and s-nodes
pointing to it. Any forbidden post-condition set by the artifact
creator continues across transfers. Example: A person sells
their car registration documents to the new owner. The original
owner (DO) transfers the i-node to the buyer (DR), who
becomes both primary and current owner. The seller loses all
access to the documents, and the buyer can now modify, share,
or transfer them independently, subject only to restrictions set
by the original creator (e.g., the vehicle authority).
COLLATERAL: Here, the resource is pledged as
collateral. The DO sends the i-node to DR, keeping
primary owner asDO and setting current owner to
DR. The DR creates an s-node with primary owner as DR
and current owner asDO. Both X-nodes are locked, pre-
venting further pledge, conferment, or transfer until released
(Figure 3(iv)). Example: A job applicant pledges their degree
certificate as part of an employment contract, agreeing not to
use it for other applications during employment. The applicant
(DO) sends the i-node to the employer (DR), who holds it as
collateral. The employer issues an s-node back to the applicant,
who retains the ability to present the certificate for verification
but cannot pledge it elsewhere. Upon contract termination, the
pledge is reverted and the i-node returns to the applicant.

Courtesy of IARIA Board and IARIA Press. Original source: ThinkMind Digital Library https://www.thinkmind.org

Copyright (c) IARIA, 2026. ISBN: 978-1-68558-382-8



ICDS 2026 : The Twentieth International Conference on Digital Society

Compositions: V-nodes from SHARE can be further shared
(if permitted), creating access tunnels through multiple con-
sent layers (Figure 4). V-nodes can be transferred, moving
access pathways. S-nodes from conferment can be subject to
SHARE, COLLATERAL, or TRANSFER (unless restricted).
Locked artifacts from COLLATERAL cannot be transferred,
conferred, or pledged, but SHARE is permitted.

CLOSE, REVOKE, REVERT: CLOSE ends an open
connection after successful data sharing. Downloaded artifacts
remain with DR; v-nodes continue until validity expires.
REVOKE rolls back a connection, reverting i-nodes and s-
nodes to original owners. REVOKE on artifacts deletes v-
nodes (SHARE) or returns X-nodes (TRANSFER). REVERT
reverses conferment or collateral even after connection closure,
returning pledged i-nodes or deleting conferred s-nodes.

Together, these operations form a composable, policy-
governed layer for consensual data exchange that supports
fine-grained ownership tracking throughout the lifecycle of
every artifact in the DPIL.

VI. ADVERSARIAL SCENARIOS

In this section, we present a few adversarial scenarios and
show how the proposed architecture addresses them.

Scenario 1: Impersonation. Bob creates a fake locker
impersonating a legitimate vendor to access sensitive tender
documents. Alice, a company (DO), publishes a connection
endpoint for vendor registration. Bob (DR) connects his
fraudulent locker, claiming to represent “XYZ Corp,”
attempting to access project specifications shared with verified
vendors.

Handling: Alice’s connection type specifies obligations
requiring DR to share wverifiable credentials (business
registration, tax ID, digital attestations) before the connection
becomes live. When Bob connects, the connection enters
ESTABLISHED state but remains non-operational. Alice
verifies the submitted credentials against authoritative sources
(e.g., government registries). The connection transitions to
LIVE only after successful verification. Since Bob cannot
provide legitimate credentials, the connection remains in ES-
TABLISHED state, blocking all artifact exchange. Alice can
REVOKE the connection if verification fails, ensuring data
sharing occurs only with authenticated agents.

Scenario 2: External Replication. Alice (DO) shares
confidential financial documents with an auditing firm (DR)
via v-node with download set to false for compliance
verification only. Bob, an employee with legitimate v-node
access, attempts to circumvent controls by photographing the
screen with his mobile device to leak information to
competitors.

Handling: The client application enforces view-only
constraints, disabling screenshots, screen recording, and
downloads. However, the consent manager cannot prevent
physical photography. To mitigate this, the resource displays
dynamic watermarking embedding Bob’s identity, timestamp,
and access context, making unauthorized copies traceable. The
consent manager logs comprehensive audit trails including
Bob’s identity, legal capacity (auditing firm employee),
connection details, timestamps, and access purpose. If leaked

documents are discovered, these logs and watermarks provide
forensic evidence identifying Bob as the breach source,
enabling Alice to pursue legal remedies.

Scenario 3: Cascaded Sharing. Alice (DO) shares medical
records with Dr. Smith (DR1) via v-node. Dr. Smith attempts
to cascade share to specialist Dr. Jones (DR2) for consultation
without Alice’s explicit consent, creating a v-node from his
existing v-node.

Handling: If Alice prohibits re-sharing, the share post-
condition is set to false, blocking Dr. Smith from cascading
the share. If permitted, Dr. Smith creates a v-node for Dr.
Jones, forming access tunnel dr2.v(drl.v(do.i(r))). All
access requests traverse Alice’s i-node, ensuring she is
aware of all accesses. Alice can revoke either Dr. Smith’s v-
node (eliminating both accesses) or specifically Dr. Jones’s
cascaded v-node at any time, maintaining ultimate control
over her medical records.

Scenario 4: Cross-Border. A DR is in a different legal
jurisdiction from the DO. Handling: Cross-border data
transfers are not currently supported within this model. The
model assumes DR and DO are within the same jurisdictional
boundary; extending it to cross-border scenarios is an
important avenue for future work.

VII. CONCLUSION

In this paper, we propose an architecture addressing data
security and governance as data transitions through its core
states in a DPI: at rest, in transit, and in use.

The present work contributes a semantic architecture: a
set of formally grounded ownership and flow primitives that
serve as a technology-agnostic blueprint from which concrete
systems can be derived. A working implementation of this
architecture, the Anumati Consent Management System
developed at the Web Science Lab, IIIT Bangalore, is publicly
accessible at [29].

To summarise, we presented an architecture using X-nodes
and Connections to support consensual, public data exchange
that empowers data owners and supports compliance with
diverse regulations, including personal and other data laws.
A key strength of the framework is that its ownership and
flow primitives are architecture-agnostic: they apply equally
to enterprise data governance, academic credential networks,
and healthcare interoperability. By managing data sharing
through regulated pipelines called connections and by
supporting detailed tracking of consent and ownership
changes, our design allows data owners to retain control even
after data is shared. Overall, implementing consent
management at the DPI layer ensures that it can be both robust
and adaptable, giving individuals genuine control and helping
organizations remain compliant as data laws and expectations
evolve.
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Abstract—AIl agents backed by Large Language Models
(LLMs) can accelerate research tasks such as literature re-
view, experiment prototyping, and technical writing; however,
prompt-only workflows often provide limited provenance, weak
reproducibility, and few safeguards against unsupported claims.
This paper presents CHAINS, a Human-In-The-Loop (HITL)
multi-agent research environment designed for accountable, in-
spectable research runs in Digital Society Systems (DSS) contexts.
CHAINS decomposes a topic into structured stages—planning,
paper retrieval and note normalization, gap formulation, micro-
experiment execution with approval, drafting, critique, and deter-
ministic verification. Each run produces a deterministic manifest
that links stages to typed artifacts, including plans, notes,
code, logs, plots, drafts, and verification reports, with hashes
and per-step telemetry, enabling audit, replay, and cost/latency
accounting. A verifier component performs non-generative checks
over the draft and artifact bundle and emits a structured issue list
to support remediation before release. We demonstrate the system
through an end-to-end walkthrough and specify an evaluation
protocol comparing CHAINS to an LLM-only baseline under
matched budget constraints using workflow completion, artifact
bundle integrity, grounding accuracy, HITL safety efficiency, and
reproducibility.

Index Terms—Agentic AI, MCP, Collaborative Human-AI ageNt
Swarm (CHAINS), AGI, Digital Society Systems, Human-In-The-
Loop.

I. INTRODUCTION

Digital-society systems (DSS) increasingly depend on rapid,
evidence-based decision cycles: public-service agencies must
draft policy briefs and service FAQs under tight timelines;
municipalities must summarize citizen feedback and misinfor-
mation trends from participatory channels; and organizations
must document decisions in a way that is auditable and
reproducible. At the same time, modern scientific and software
workflows are being supplemented by autonomous and semi-
autonomous agentic systems that can search literature, draft
analyses, and execute code. While such systems can expand
what a single analyst or researcher can accomplish, they also

Rutgers University
Piscataway, NJ
Dov.Kruger @rutgers.edu

Kean University
Union, NJ
marchenj@kean.edu

introduce well-documented limitations—brittle reasoning, in-
consistent grounding, and failure modes that produce plausible
but incorrect outputs when not properly monitored [2]—-[4]. For
the Digital Society context, these failure modes are amplified
by governance requirements: stakeholders need transparency,
traceability, and safeguards that keep humans accountable for
claims and actions [16], [17].

This paper presents CHAINS (Collaborative Human-Al
ageNt Swarm), a Human-In-The-Loop (HITL) agentic lab-
oratory designed for auditable, replayable knowledge work
in digital-society settings. CHAINS is built around two
engineering commitments. First, it is artifact-driven: each
stage persists typed outputs—plans, structured literature notes,
gap statements, experiment code/logs/plots when approved,
drafts, and verification reports—and links them through an
inspectable run ledger. Second, it enforces explicit HITL
feasibility checkpoints that pause execution before code or
tool actions, non-trivial costs, or high-impact claims. Given
a topic, CHAINS executes a structured workflow—search and
filtering, note normalization, gap formulation, optional micro-
experiment execution, evidence-aligned drafting, critique, and
verification—while recording a complete artifact bundle that
can be inspected and re-run under controlled settings. Fig-
ures 1 and 2 overview the deployed system and dashboard
implementation [5], [18].

Digital Society use cases. We target two representative
scenarios that require accountability beyond prompt-only gen-
eration. The first is evidence bundles for public-service com-
munication, such as drafting a policy brief or service FAQ with
traceable sources and an auditable revision history. The second
is citizen-participation and transparency reporting, such as
summarizing community input, identifying recurring concerns,
and producing a structured report with citations, metrics,
and a reproducible audit trail. These scenarios motivate why
agentic systems must expose intermediate artifacts, provide
governance controls, and support repeatable evaluation under
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budget and time constraints.

Threat model and safeguards. In addition to content-quality
risks such as unsupported claims, digital-society deployments
must mitigate prompt injection from retrieved content, unsafe
tool execution, and inadvertent leakage of sensitive data.
CHAINS addresses these risks via tool allowlists and step-
level approvals, sandboxed execution for micro-experiments,
structured note schemas to constrain evidence ingestion, and a
deterministic verifier that performs non-generative checks over
artifacts, including required-structure checks, citation/claim
linkage rules, and run-ledger integrity checks before final
reporting.

Reproducibility without overclaiming determinism. Rather
than asserting fully deterministic reproduction of LLM out-
puts, CHAINS focuses on replayable audit. The run ledger
records model identifiers, prompts/templates, tool calls, re-
trieved source identifiers and timestamps, environment meta-
data for code execution, and cryptographic hashes of artifacts.
This enables reviewers and practitioners to inspect, attribute,
and re-execute workflow steps under controlled conditions and
to quantify costs and latency per stage.
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Fig. 1: CHAINS at-a-glance: artifact-driven agentic workflow.

Problem statement. Many current agentic workflows behave
as “black boxes” that hide intermediate reasoning and ev-
idence selection, blur provenance between retrieved sources
and generated claims, and permit costly or unsafe tool actions
without explicit governance. These issues hinder auditability
and trust in digital-society deployments where decisions and
communications must be accountable. We address the need
for an artifact-first orchestration framework that couples HITL
governance with structured verification and a replayable run
ledger suitable for evaluation and oversight.

Research questions. We study three questions: (RQ1) Under
matched budget constraints, how effectively can CHAINS
translate a topic into actionable gaps and, when approved,
feasible micro-experiments compared to baseline workflows?
(RQ2) Does an artifact bundle and run ledger improve trans-
parency and replayable audit compared to prompt-only and
agentic baselines without systematic provenance? (RQ3) How
do explicit HITL checkpoints and verifier-enforced rules re-
duce unsafe actions and unsupported claims?

Contributions. This paper makes five contributions: (1) a
HITL agentic lab architecture tailored to auditable digital-
society knowledge work; (2) an artifact schema and run-ledger
design with hashes and metadata that supports inspection and
replayable audit; (3) a verifier that performs deterministic,
non-generative checks and emits structured issue lists for
remediation; (4) an evaluation protocol with a prompt-only
LLM baseline and an agentic-pipeline baseline using repeated
trials and distributional reporting under equal budgets; and
(5) two DSS case-study templates—public-service evidence
bundles and citizen-participation transparency reports—with
measurable outputs such as completion, artifact completeness,
cost/latency, and unsupported-claim rate.

Finally, we position CHAINS relative to widely used agent
frameworks and orchestration tooling, including graph-based
agent workflows and agents SDK ecosystems, by clarifying
what is enforced in CHAINS—typed artifacts, verifier-gated
governance, and a replayable audit ledger—versus what is
typically optional in general-purpose frameworks.

The remainder of the paper is organized as follows. Sec-
tion II reviews Al-scientist systems, agent frameworks, eval-
uation protocols, and safeguards-first analyses. Section III
describes the CHAINS architecture, agents, run ledger, op-
erational deployment, threat model, and verification design.
Section IV reports current prototype results under matched-
budget framing. Section V presents a single-run walkthrough
and formal evaluation metrics. Section VI discusses limitations
and governance implications for digital-society deployments.
Section VII concludes and outlines future extensions, includ-
ing HPC-backed and quantum-inspired infrastructure.

II. RELATED WORK

Agentic Al scientist systems increasingly couple literature
retrieval, planning, code execution, experimentation, and draft-
ing into integrated pipelines. Digital-society applications often
demand accountable and inspectable outputs, such as reports
for public services, citizen-facing summaries, and decision
support. The central question is therefore not only whether
an agent can generate a paper-shaped artifact, but whether
the process is auditable, reproducible, and governed under
explicit constraints. Accordingly, we organize related work by
autonomy-first end-to-end research loops, evaluation bench-
marks and protocol design, domain-specific co-scientists, and
safeguards-first analyses.

Autonomy-first end-to-end research loops. The Al Scien-
tist [12] and AI Scientist-v2 [11] exemplify systems opti-
mized for autonomous iteration over ideas, code, experiments,
and writing. These works are important reference points for
maximizing capability and throughput; however, they are not
primarily framed around accountability artifacts such as run
manifests, hashed intermediate outputs, and explicit gover-
nance checkpoints that make a run inspectable and replayable
under constrained conditions. In contrast, CHAINS treats
artifact provenance, step-level telemetry, and user-controlled
feasibility gates as first-class requirements for producing audit-
ready outputs suitable for digital-society contexts.
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Benchmarks and evaluation protocols for agentic research.
A recurring limitation in the area is that success is often
demonstrated via single exemplars rather than controlled
protocols. Al-Researcher and Scientist-Bench [10] directly
address this gap by formalizing tasks and evaluation criteria for
whether an agentic system can implement or extend research
methods. CHAINS adopts this benchmark-oriented perspective
by defining workflow completion and artifact integrity as
measurable endpoints, specifying a matched-budget LLM-only
baseline, and tracking cost/latency per step to enable realistic
comparisons when budgets and operational constraints matter.

Domain-specific co-scientists and high-stakes validation.
Domain-centric co-scientists, such as biomedical discovery
systems [14], emphasize specialized tooling, domain knowl-
edge, and validation workflows. CHAINS is positioned dif-
ferently: it is a domain-agnostic agentic laboratory substrate
whose primary contribution is orchestration for accountable
research runs—including typed artifacts, replayable manifests,
and explicit approvals—rather than domain-specific discovery.

Surveys, commentary, and safeguards-first analyses. Surveys
synthesize common components and bottlenecks across Al
scientist systems [15], while commentary highlights the pace
of progress and the risk of over-claiming acceleration without
robust evidence [13]. Safeguards-first work argues that mon-
itoring, constraints, and governance must be explicit because
errors can propagate into downstream scientific and societal
claims [16], [17]. CHAINS operationalizes these needs by
producing a structured run record and by exposing failures
as a deterministic issue list rather than as informal narrative.
Table I summarizes these differences.

III. METHODOLOGY
A. Run Model, Governance, and Operational Realism

A run is the unit of execution. Given a natural-language
topic and a run mode, CHAINS advances through a fixed
step sequence—plan, search, gaps, experiments, write, re-
view, verify—while persisting intermediate artifacts and state
transitions in a machine-readable run manifest. The current
prototype is deployed as a web-accessible service, reflecting
an operational setting rather than an offline script, and enabling
realistic measurement of end-to-end latency, failure modes,
and user interventions [5], [18].

Governance is enforced through explicit HITL gates at
points where the system would otherwise execute code or
tools, incur non-trivial budget consumption, or release exter-
nally facing claims. In the default configuration, CHAINS uses
two mandatory checkpoints: Gate A requires approval before
Experiment_RunnerAl may execute code or call external tools,
and Gate B requires approval before publishing the final
output bundle intended for stakeholders. These gates instan-
tiate safeguards-first guidance by making high-risk actions
deliberate and auditable rather than implicit [16], [17].

B. Agents, Responsibilities, and Typed Artifacts

CHAINS uses seven task-specialized agents. Each agent
consumes and produces typed artifacts with an explicit

TABLE I: RELATED WORK COMPARISON.

Ref.| Focus Key Differences vs. CHAINS
End-to-end automated | Autonomy-first; accountability is not
[12] | research loop from idea | centered around replayable run mani-
to code, experiments, | fests, per-step telemetry, or explicit gov-
and paper. ernance gates for tool execution and
release of claims.
Tree-search style | Optimizes autonomous refinement;
[11]| agentic refinement over | CHAINS emphasizes controlled
code and experiments. orchestration, typed artifacts, and
inspectable failure handling aligned
with audit-ready reporting.
Al-Researcher and | Benchmark-centric protocol design;
[10]| Scientist-Bench CHAINS contributes an implementation
evaluation  protocols | substrate and aligns evaluation around
for agentic research. repeated trials, matched-budget
baselines, and artifact integrity.
Al  co-scientist for | Domain-specific validation; CHAINS is
[14] | biomedical discovery. domain-agnostic infrastructure empha-
sizing provenance, governance, and re-
producible artifact bundles for broader
digital-society use cases.
Survey of AI scien- | Taxonomy and roadmap; CHAINS in-
[15] | tist systems and bottle- | stantiates a DSS-relevant accountability
necks. layer with manifests, hashes, telemetry,
and deterministic verification.
Safeguards-first Risk/governance analysis; CHAINS
[16] | risk analysis for | operationalizes safeguards via
Al scientists. explicit HITL gates and deterministic
verification over artifacts to reduce
unsupported-claim risk.
schema, enabling provenance, replay, and deterministic

checks. This role separation reduces cross-task contamination,
such as drafting before evidence is stabilized, and supports
controlled transitions with HITL gates. The agent roles are
summarized in Table II.

TABLE II: CHAINS AGENTS.

Agent Main Function

SearcherAl Formulates literature queries, retrieves sources, and pro-
duces structured notes with problem, method, dataset,
results, limitations, and identifiers/URLSs.

PlannerAl Produces a run plan with objectives, section outline,

evidence acceptance criteria, and budget constraints for
downstream steps.

Gap_FinderAl Synthesizes literature notes into one to three actionable
gaps and proposes feasible micro-experiments under the

declared constraints.

Experiment_ After Gate A approval, executes micro-experiments,

RunnerAl emits logs/plots/CSVs, and records runtime environment
details relevant for reproduction.

WriterAl Drafts a manuscript or stakeholder document grounded
in available artifacts only, linking claims to notes and
experiment artifacts.

CriticAl Performs an LLM-based critique focused on ambiguity,
unsupported claims, and missing evidence links.

VerifierAl Runs deterministic checks and produces a structured

issue list that drives remediation and supports Gate B
decisions.

C. Deterministic Verification and Failure Handling

To reduce reliance on self-consistency via another LLM,
CHAINS includes a deterministic verification pass that runs
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how to make more qubits?

Status: completed - live

Progress: 100% Mode: A+B Current: — Elapsed: 28s Total cost: —

completed

"\'""how to make more qubits?\" methods 2023.."
make more qubits? survey review 2024 0
make more qubits? benchmarks evaluation comparison",
make more qubits? limitations risks critique",
make more qubits? datasets metrics reproduction",
make more qubits? SOTA 2024.."
1

,
"sections": [

completed

{
"'gaps_count": 3,
"path": "gaps.json"
¥

< Back Continue

search completed

{
"notes_count": 9,
json",
S, : "tables.json",
"figures_path":

"path": "note
"
"figures.json"

}

exp_plan completed

{
"path": "exp_proposal.json",
"task": abular_classification",
"dataset": {
“name": "uci_iris",
"max_rows": 300,
"test_size": 0.2

"name": "logreg"

Fig. 2: CHAINS dashboard for run monitoring, artifact inspection, and HITL approvals [5].

over the artifact bundle and draft. The verifier produces a struc-
tured report, verify.json, containing pass/fail status, numeric
diagnostics, and an actionable issue list grouped by severity. In
the current prototype, checks include artifact integrity, trace-
ability, citation consistency, and quality constraints such as
required sections and configurable length thresholds. Failures
are not treated as a single terminal state; instead, the verifier
emits repair targets that can be routed back to WriterAl and
CriticAl under governance, making remediation explicit and
repeatable.

D. System Implementation, API Surface, and Reproducibility
Hooks

CHAINS wuses a FastAPI/Uvicorn backend and a
Next.js/Tailwind  frontend, integrating OpenAl agent
tooling [6]. Event streaming ensures real-time updates
rendered through the dashboard. The backend exposes
endpoints for run creation, snapshot retrieval, and HITL
approvals, enabling realistic interactive use, controlled
evaluation runs, and reproducibility via standardized
execution semantics. Table III lists representative endpoints.

Figure 3 shows the system architecture. A researcher inter-
acts with the web UI, which communicates with the FastAPI
backend. The OrchestratorAl coordinates CHAINS pipelines,
calls MCP-style tools, stores artifacts in filesystem-based
run directories, integrates with external Al/data services, and
supports HITL approvals. The backend currently runs on a
Microsoft Azure virtual machine and can optionally use Azure

TABLE III: SELECTED API ENDPOINTS.

Method, Endpoint Description

POST /runs Creates a run and advances until a pause for
HITL approval or completion; returns a snapshot

for UI rendering.

GET /runs/{topic} Returns the latest snapshot and run-manifest

summary for a topic.

GET /runs Lists recent runs with status, progress, and
telemetry summary.

POST Resumes a paused run to the next gate or termi-

/runs/{topic}/continue | nal state.

POST Records approval or rejection for a waiting step

/runs/{topic }/approve and advances the run.

Blob Storage for cloud object storage, allowing the system to
scale from local deployment to distributed artifact storage [7],
[8]. Pydantic validation defines request and response models at
the HTTP boundary, including run-creation requests, approval
payloads, snapshots, step records, artifact records, progress
summaries, and cost summaries [9].

E. Run Manifest, Provenance Granularity, and Replayability

The run manifest is the single source of truth for provenance
and replay. It records run metadata such as topic, mode,
timestamps, and configuration; step state transitions; artifact
ledger entries; telemetry summaries; and failure/remediation
records. Each artifact is represented as an ArtifactRecord
with path, kind, size, hash, and metadata. Steps are tracked
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— ApprovalCard (HITL)
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CHAINS Backend API (FastAPI)
— POST /runs, GET /runs
— [continue, /approve
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— Run directories
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Mode A: search, plan, write, verify e
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— Refs/search (refs, search)
— LLM routing (ai)

Y API calls
External Services
— OpenAl / Agents SDK / LLMs
— arXiv / DOI search APIs

Fig. 3: High-level architecture of the CHAINS system.

with StepRecord entries, including status, timestamps, and
error details. This structure supports two reproducibility goals:
replay, which reconstructs a run state using the manifest plus
the artifact directory; and audit, which inspects decision points,
HITL approvals, evidence links, and deterministic verification
outcomes.

F. Telemetry, Budgeting, and Matched-Baseline Support

To enable protocol-ready evaluation and fair comparisons,
CHAINS logs per-step telemetry, including wall-clock du-
ration, tool/model calls, and token/cost accounting. These
signals are written as part of the run manifest and exported
as CSV/JSON for analysis. Budgeting is enforced at the plan
level and tracked at runtime. The same schema is used to
define a matched-budget LLM-only baseline that receives an
equivalent budget envelope but does not benefit from the
multi-agent artifact pipeline. This directly supports controlled
comparisons on completion rate, artifact completeness, and
unsupported-claim incidence.

G. Inputs, Outputs, and Digital-Society Output Bundles

CHAINS accepts a minimal topic plus a mode, such as
research memo, policy brief, or citizen FAQ, and produces
a structured output bundle intended for stakeholders. The
bundle is generated only after deterministic verification and
Gate B approval. It includes a primary artifact, a transparency

summary explaining sources and uncertainties, a reproducible
artifact pack containing the run manifest, hashes, notes, gaps,
logs, and telemetry, and a verification report with deterministic
checks and issue lists. This packaging aligns agentic research
outputs with evidence workflows that prioritize traceability and
public accountability.

H. Episode Memory and Rubric-Based Patching

CHAINS currently focuses on accountable single-run exe-
cution. Ongoing work adds cross-episode improvement while
preserving auditability: episodic memory storing outcomes and
failures as structured JSON, semantic memory indexing prior
artifacts for retrieval, and a rubric-based grader scoring each
run against predefined criteria such as traceability, complete-
ness, and constraint compliance. Rubric results and hard met-
rics, including accuracy, cost, latency, and violations, produce
a compact patch artifact that updates prompts, routing, retrieval
filters, and tool-usage constraints for subsequent runs, keeping
optimization aligned with safeguards-first priorities [16], [17].

IV. CURRENT RESULTS

CHAINS has been implemented as a working, web-
accessible prototype and deployed with a live dashboard for
run monitoring and HITL control [5]. In the current deploy-
ment, each run executes a fixed, auditable step sequence—
planning, literature retrieval and normalization, gap identifi-
cation, optional micro-experiment execution after approval,
drafting, critique, and deterministic verification—while per-
sisting intermediate outputs as typed artifacts and recording
all state transitions in a run manifest. The dashboard exposes
step status, artifacts, and gate decisions so that cost- and risk-
bearing actions are explicit, reviewable, and reversible before
publication.

A. System-Level Stability and Artifact Production

Across multiple modest topics representative of early-stage
inquiry, CHAINS reliably completes end-to-end orchestration
and produces a consistent artifact bundle: a machine-readable
plan, structured literature notes, actionable gaps, a draft scaf-
fold, deterministic verification output, and telemetry/budget
traces. The key result at this stage is not claim novelty but
accountable execution: intermediate decisions are preserved,
artifacts are hash-addressable, and failures are localized to a
specific step with a structured issue list rather than hidden
inside a monolithic prompt-response interaction.

B. Comparison to an LLM-Only Baseline

In preliminary side-by-side trials under comparable budget
envelopes, CHAINS more consistently completed the intended
workflow and yielded more structured, inspectable outputs
than an LLM-only baseline. The baseline frequently pro-
duced paper-shaped text with unclear provenance, missing
intermediate artifacts, and a higher incidence of unsupported
assertions. By contrast, CHAINS enforces explicit checkpoints
and preserves an artifact ledger that supports inspection and
replay, allowing users to trace claims to sources or experi-
mental outputs and identify which step introduced an error.
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HITL gates, especially approvals before code/tool execution
and before final release, reduce risky or wasteful actions and
provide a governance interface aligned with safeguards-first
guidance [16], [17].

C. Limitations of Current Evidence

Current evidence is primarily system-level: stability of or-
chestration, completeness of artifact bundles, and verifiable
run accounting. These results do not yet constitute large-scale
benchmarking or statistically supported claims about general
research acceleration. Controlled evaluation over multiple top-
ics, repeated trials, and distributional reporting of cost/latency
and failure modes remains ongoing work and is required for
stronger quantitative conclusions.

V. CASE STUDY: WALKTHROUGH OF A SINGLE RUN

To make CHAINS concrete, we report an end-to-end run on
the topic “best ways to detect sounds.” The run produced an
inspectable artifact bundle—plan, literature notes, gaps, draft
scaffold, deterministic verification report, and telemetry—
and recorded hashes and sizes for each artifact in the run
manifest, enabling replay, audit, and failure localization. The
run executed the standard pipeline and completed in 4.834
seconds wall-clock time end-to-end, with per-step durations
recorded.

Planning. CHAINS converts the topic into a structured
plan containing explicit search queries, writing objectives,
evidence acceptance criteria, and a section-by-section outline
with concrete TODO items. The plan also specifies run
constraints such as budget and optional experiment policy,
ensuring downstream steps produce consistent outputs even
when content quality varies.

Retrieval and note normalization. The search step produces
structured notes for each selected source, including title,
authors, date, identifier/URL, short summary, and placeholders
for datasets, results, and limitations. This validates the note
schema and persistence layer and makes retrieval outputs
directly consumable by downstream agents.

Gap synthesis. The pipeline emits a valid gaps.json artifact
consisting of one to three actionable gaps and feasible exper-
iment proposals. Gaps are stored as structured objects with
fields designed for execution planning and later evaluation,
including feasibility constraints, required data, and expected
measurable outcomes.

Drafting, critique, and deterministic verification. The draft-
ing stage produces substantive body text and a structured
skeleton, allowing the UI and downstream verifiers to diagnose
failures precisely. CHAINS then performs a deterministic ver-
ification pass and emits a structured report containing status,
numeric diagnostics, and an actionable issue list. Quality
control is therefore not delegated solely to an LLM critic;
the system includes a rule-based checker that can gate release
and drive targeted remediation.

Telemetry and accounting. The run logs capture end-to-end
and per-step wall-clock time and token/call accounting per
model and step. Even when content is incomplete, the system

still produces a complete cost ledger and timing trace, enabling
realistic comparisons between autonomy-first workflows and
governed, HITL workflows under budget constraints.

A. Evaluation Protocol and Metrics

To enable stronger statistical claims, we evaluate each topic
across repeated runs under identical constraints and compare
CHAINS against an LLM-only baseline under matched bud-
get envelopes. Outcomes are derived from the run manifest,
artifact schemas, and verifier reports. We summarize the
evaluation with a composite score that aggregates five primary
metrics:

Score = w1 WCR +wo ABI+w3GAS +wsHSE +wsRI, (1)

where the weights satisfy w; > 0 and Z?Zl w; = 1, and each
metric is normalized to [0, 1].

Workflow Completion Rate (WCR) is the fraction of initi-
ated runs that reach deterministic verification without terminal
failure. Artifact Bundle Integrity (ABI) is the fraction of runs
whose required artifacts—planning, literature, draft, telemetry,
and verification—are present and schema-valid. Grounding
Accuracy Score (GAS) is the fraction of draft claims that
resolve to evidence anchors in notes and/or experiment ar-
tifacts. HITL Safety Efficiency (HSE) is a normalized count
of high-risk actions intercepted or corrected by HITL gates,
such as blocked tool execution or revised claim release.
Reproducibility Index (RI) is the fraction of runs for which
the run state can be reconstructed using only the manifest,
hashes, and artifact directory. In experiments, we report both
individual metrics and the composite score in Eq. (1) to avoid
masking specific failure modes while still providing an overall
measure of accountable workflow performance under matched
budgets.

TABLE IV: SYSTEM PERFORMANCE COMPARISON.

Metric | LLM-Only | CHAINS

WCR 0.40 0.90

ABI 0.00 1.00

GAS N/A Higher; anchor-checked
HSE 0.00 2+ Gate A/B interventions
RI 0.00 1.00; manifest + hashes

VI. DISCUSSION

While CHAINS demonstrates a working, accountable agen-
tic research workflow, several limitations and governance
implications are important for interpreting the current results
and positioning the system for DSS use cases. First, CHAINS
does not eliminate upstream evidence risk: retrieval can select
incomplete, outdated, or low-quality sources, and structured
notes may still omit critical limitations unless explicitly re-
quired by the rubric. For DSS contexts, this motivates stricter
evidence policies such as source-quality tiers, date constraints,
and mandatory limitation fields, as well as stronger verifier
rules that reject claims lacking evidence anchors.
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Fig. 5: Interpretable CHAINS results: high-level artifact summary and experiment-level diagnostics.

Second, deterministic verification currently focuses on
structural integrity and traceability checks; it does not guaran-
tee semantic correctness of claims, and it cannot fully prevent
subtle misinterpretations of cited work. CHAINS should there-
fore be treated as a decision-support and reporting substrate,
not an autonomous authority. Third, HITL gates reduce risk
but introduce human workload. Poor gate design can either
overburden users or provide a false sense of safety. In practice,
governance should be configurable by deployment setting,
with stricter gating for public-facing outputs and lighter gating
for internal exploration. Finally, budget and telemetry logging
improve accountability but create a new responsibility: teams
must define acceptable cost/risk envelopes and retention poli-
cies for artifact bundles that may include sensitive content.

VII. CONCLUSION AND FUTURE WORK

This paper introduced CHAINS, an artifact-driven, human-
governed agentic laboratory for research workflows in which
accountability is a first-class requirement. CHAINS orches-
trates task-specialized agents across planning, literature re-
trieval and normalization, gap identification, optional micro-
experiment execution, drafting, critique, and deterministic
verification, while persisting every intermediate output as
typed artifacts indexed by a run manifest. Unlike prompt-only
workflows that are difficult to audit, CHAINS makes prove-
nance and reproducibility operational: runs are replayable
from a manifest and hash-checked artifact ledger, failures are
localized to explicit steps, and governance is enforced via

HITL feasibility gates before tool/code execution and before
final release. This safeguards-first design supports ICDS-style
digital-society evidence workflows that must produce transpar-
ent outputs under real-world constraints on cost, latency, and
risk.

A. Future Work

Our next steps focus on strengthening CHAINS along
the dimensions that matter for trustworthy deployment and
evaluation in digital society settings. First, we will expand
controlled benchmarking under realistic constraints with re-
peated trials across a topic suite, matched-budget baselines,
and distributional reporting of completion, cost/latency, and
failure modes. Second, we will extend deterministic verifica-
tion from structural checks to richer accountability checks,
including stricter claim-to-evidence linking, citation/identifier
validation, and policy-driven constraints on tool usage and
external calls. Third, we will broaden server-side integra-
tions, datasets, domain tools, and specialized or fine-tuned
models while preserving governance semantics. Fourth, we
will implement cross-episode learning with audit-preserving
updates, including episodic memory, semantic memory over
prior artifacts, and rubric-based patch artifacts. Finally, we will
strengthen stakeholder-facing packaging for DSS use cases
through standardized release bundles containing a primary
deliverable, transparency summary, reproducible artifact pack,
and verifier report.
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B. HPC and Quantum-Enabled Extensions for CHAINS

Beyond software-only improvements, we propose two in-
frastructure upgrades—HPC-backed execution and quantum-
enabled retrieval/optimization—to expand the scope of micro-
experiments, improve evaluation rigor, and enable new classes
of agentic workflows while preserving governance and au-
ditability.

HPC-backed micro-experiments and scalable benchmark-
ing. A key limitation of current agentic lab systems is that
experiments are typically constrained to local resources, which
biases evaluation toward small tasks and discourages repeated
trials. We will integrate CHAINS with an HPC environment,
such as a Slurm-based cluster, by introducing an execution
adapter that converts approved experiment plans into batch
jobs. Under this design, Experiment_RunnerAl does not di-
rectly execute heavy workloads; instead, after HITL approval it
submits a job bundle consisting of a container or environment
specification, a deterministic entrypoint script, and an input
artifact manifest. The scheduler returns a job ID that is tracked
in the run manifest, and all outputs—logs, metrics, plots—
are collected into the artifact directory upon completion.
This enables larger topic suites, more repetitions per topic,
environment capture with fixed seeds, strict queue policies,
and explicit failure localization for scheduler errors or resource
exhaustion.

Quantum-enabled retrieval and optimization under bud-
get constraints. We further propose exploring quantum
and quantum-inspired components as optional, governance-
controlled modules within CHAINS. The goal is not to claim
universal speedups, but to provide a testable pathway for
hybrid classical-quantum workflows where quantum resources
are treated as scarce, auditable tools. Near-term integration
targets include quantum-assisted retrieval/reranking, where
candidate documents are mapped into an embedding space and
quantum or quantum-inspired similarity scoring reranks top-
k candidates, and quantum-inspired search for agent routing
and experiment selection, where tool selection and experiment
scheduling are modeled as constrained discrete optimization
problems. Solver outputs will be treated as recommendations
subject to HITL approval, and the manifest will record the
objective, constraints, solver configuration, backend mode,
shot count when applicable, and selected action set.

Adding HPC and quantum modules enables additional DSS-
relevant metrics beyond Eq. (1). We summarize these dimen-
sions with an extended composite score:

Scoregpcq = aw'm+(1—a)v'r 2)
where o € [0,1], > w; = 1, }.vu = 1
and all weights are nonnegative. The vectors
m = [WCR, ABI, GAS, HSE, RI] | and r =

[CE, EC, HMR, GL]T capture core accountability metrics
and resource/governance metrics, respectively. CE is Compute
Efficiency, EC is an Energy/Carbon proxy, HMR is Hardware-
Mode Robustness across local/HPC/quantum modes, and

GL is Governance Load, defined as inverse-normalized

human time and approvals per run. Overall, CHAINS is an
architectural step toward reducing fragmentation in modern
research practice by unifying orchestration, provenance,
telemetry, verification, and governance in one operational
pipeline.
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Abstract—The assessment of Quality of Life (QoL) is a highly
relevant and increasingly prominent topic, with numerous
general or domain-specific metrics, either health-related or
not, being developed to capture various levels of specificity in
evaluating QoL. Following an in-depth review of some of the
most widely recognized metrics that embrace the
multidimensional nature of QoL, we identified several
limitations that hinder the evaluation process. These
encompass the limited number of incorporated indicators, the
methods used for their aggregation, and the lack of a
standardized framework to automate the assessment process.
Consequently, we aimed to improve the Quality of Life Index
(QoLl), initially introduced in 2019, by significantly expanding
the number of indicators (from 32 to 76 in the updated
QoLl,;), revising the aggregation formula for its nine
dimensions (eight objective dimensions and one subjective
dimension) and their underlying indicators to produce more
meaningful results. To evaluate the construct validity of
QoLI,;, Spearman correlation analyses were performed
against two established benchmark indicators, Gross Domestic
Product per Capita (GDP per Capita) and the Human
Development Index (HDI). Strong monotonic relationships
were observed with GDP per Capita (p = 0.847) and HDI (p =
0.804), confirming that QoLl,, is consistent with established
development metrics while supporting its credibility as a
multidimensional measure of quality of life.

Keywords-Eurostat; Qualify of Life; Welfare; Well-being.

I. INTRODUCTION

The assessment of Quality of Life (QoL) has gained
increasing visibility in recent years, with numerous studies
proposing a wide range of metrics, both general and domain-
specific, health-related or otherwise, for evaluating the
population’s QoL [1][2]. Although the term QoL has not yet
received a universally accepted definition, nor is there a
unified methodology for its assessment [3][4][5], it is
generally regarded as a complex construct encompassing
both objective (descriptive) and subjective (evaluative)
factors that significantly influence individual and collective
well-being.

Gross Domestic Product (GDP) has long been employed
as the principal indicator for assessing population welfare
[6][71[8], due to its ease of calculation and application as a
macroeconomic measure. However, even its derivative,
GDP per Capita, fails to provide a comprehensive view of
societal well-being, as GDP primarily reflects the

community’s capacity to produce goods and services. Since
the concept of QoL transcends the financial boundaries of
GDP, researchers have increasingly turned their attention
toward proposing multidimensional approaches for
assessing QoL [9].

A wide range of studies from diverse branches of
medicine illustrate this trend, ranging from the analysis of
factors contributing to dental diseases and their associated
consequences (e.g., pain, discomfort, impaired physical
function) [10][11][12], to the examination of cancer-related
variables and their influence on the well-being of patients
[13], and to investigations into determinants of successful
aging and strategies for enhancing the QoL in older adults
[14][15]. These represent just a few examples from the
medical field where researchers have developed targeted
QoL metrics.

However, the development of such indicators extends
well beyond the healthcare field. For instance, certain
studies address the economic, social, cultural, and
environmental impacts of tourism on residents’ well-being
[16][17], while others highlight the effects of urban
development on quality of life [18][19]. In addition to these
aggregated indicators that explore the well-being of the
population within a specific domain, there is also a series of
benchmark indicators that capture the complex and
multivariate nature of life.

The Human Development Index (HDI) is an indicator
developed by the United Nations Development Programme
in 1990 and revised in 2010, which integrates three essential
dimensions of human development: health, education, and a
decent standard of living, aggregated using the geometric
mean [20][21]. The World Health Organization Quality of
Life (WHOQOL) is an initiative of the World Health
Organization that assesses “individuals’ perceptions of their
position in life in the context of the culture and value
systems in which they live and in relation to their goals,
expectations, standards and concerns” [22], consisting of a
set of 100 questions, organized into six distinct dimensions.
The Better Life Index (BLI) is an indicator introduced in
2011 by the Organization for Economic Co-operation and
Development (OECD) that encompasses measuring the
material conditions of citizens, education level, health
status, degree of security, social engagement, and other
significant aspects influencing the population’s QoL.
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Unfortunately, although these indicators are widely used
in assessing the population’s quality of life, they present a
series of limitations that constrain the scope of analyses and
hinder the automation of calculations. The HDI integrates
only three core dimensions, which may result in a partial
representation of the multifaceted nature of well-being. The
WHOQOL instrument relies on self-reported survey data,
capturing individuals’ subjective perceptions of well-being,
which introduces methodological challenges related to
response bias, cultural differences in self-evaluation, and
cross-national comparability of aggregated results [22].
Regarding the BLI, OECD does not provide an official
public calculation formula, and the published values refer
exclusively to the organization’s member states, thus
limiting the global applicability of the indicator.

This paper aims to address the limitations of the
aforementioned indicators by exploring a novel perspective
on the methodology for assessing QoL, proposing and
discussing in detail, in Section 2, a revised version of the
Quality of Life Index (QoLI) formula [23], hereafter
referred to as QoLlw. The updated formula addresses
limitations identified in the initial version by revising the
aggregation methodology and expanding the indicator set,
while maintaining the same nine-dimensional structure of
the index (eight objective and one subjective dimensions).
Section 3 introduces the data sources, followed by an
analysis of the correlation between the values produced by
QoLly2 and two of the benchmark indicators: GDP and the
HDI. Section 4 is devoted to outlining the study’s
conclusions.

II. QoOLIvz METHODOLOGY

QoLI is a metric proposed in 2019 [23] that enables the
measurement of population quality of life based on a broad
range of factors. Unlike other well-known metrics such as
HDI, which operationalizes three core dimensions using
four specific indicators (hereafter referred to as atomic
indicators), WHOQOL, which is derived from the
application of a questionnaire, or BLI, which comprises 24
atomic indicators, the original version of QoLlI included 32
atomic indicators selected from the set of indicators
proposed by Eurostat [24] for assessing QoL.

QoLI2 expands the scope of the original QoLI to 76
atomic indicators by integrating measures of objective living
conditions and subjective well-being evaluations, while
introducing substantial revisions to the aggregation
methodology. Unlike the original formula, which used the
geometric mean to aggregate its dimensions, QoLlIv2 employs
the logarithmic function for this purpose. Additionally, the
new formula corrects errors and omissions identified in the
initial version by updating, replacing, or adding new atomic
indicators.

A.  The Structure of QoLl,2

The structure of QoLlw: is presented in Formula (1),
where D represents the set of dimensions comprising
QOLIVZ.

D = {MLC,PMA, Education, Health, LS, Safety, )
Governance, Environment, Overall Exp}

where:

MLC = Material and Living Conditions dimension;
PMA = Productive or Main Activity dimension;
Education = Education dimension;

Health = Health dimension;

LSI = Leisure and Social Interactions dimension;
Safety = Economic and Physical Safety dimension;
Governance = Governance and Basic Rights dimension;
Environment = Natural and Living Environment dimension;
Overall Exp = Overall Experience of Life dimension;

Table 1 shows the indicators associated with the index’s
nine dimensions, where indicators listed in black have a
positive connotation, while those shown in red have a
negative connotation. To harmonize indicators that have a
negative connotation, the rev(x) formula presented in
Formula (6) is applied to them.

TABLE L. THE COMPOSITION OF THE 9 DIMENSIONS

Dimension Name Indicator Name

Deprivation Ratio
Dwelling Conditions Ratio
Ends Meet Ratio

Financial Satisfaction Ratio
GDP per Capita Power
High Income Ratio
Income Quintile Ratio
Lack of Baths Ratio

Low Work Intensity Ratio
Median Income Power
Over Occupied Ratio
Poverty Risk Ratio

Under Occupied Ratio

Material and Living
Conditions

Employment Ratio

Inactive People Ratio
Involuntary Part-Time Ratio
Job Satisfaction Ratio

Long Term Unemployed Ratio
Low Wage Ratio

Low Work Intensity Ratio
Personal Time Left
Researchers Ratio
Temporary Employees Ratio
Unemployed Ratio

Working Flexibility Ratio
Working Nights Ratio

Productive or Main
Activity

Digital Skills Ratio

Dropout Ratio

Early Education Ratio

Education Ratio

Inactive Young People Ratio

No Knowledge of Any Foreign Language Ratio
Pupils-to-Teachers Ratio

Training Ratio 4w

Training Ratio 1y

Education

Health Body Mass Index

Depressive Ratio
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Dimension Name Indicator Name

Health Personnel Ratio
Healthy Life Years
Healthy People Ratio
Hospital Beds
Life Expectancy at Birth
Long Term Medical Issues Ratio
Non-Alcoholic Ratio
Non-Fruits & Vegetables Ratio
Physical Activities Ratio
Smokers Ratio
Unmet Dental Needs Ratio
Unmet Medical Needs Ratio
Work Accidents Ratio
Asking Ratio
Discussion Ratio
*Getting Together Ratio
*Frequency Contact Ratio
*Non-Participation in Events Ratio
*Participation in Events Ratio
Recreational Areas Satisfaction Ratio
Relationships Satisfaction Ratio
Time Satisfaction Ratio
Crime Ratio
Non-Payment Ratio
Offences Ratio
Pension Power
Social Protection Power
Unexpected Financial Expenses Ratio
Citizenship Rate
Gender Employment Gap
Gender Pay Gap
*Population Trust
*Voter Turnout
*Air Pollution Ratio
Noise Pollution Ratio
Pollution Ratio
Water Supply Ratio
Overall Experience Happiness Ratio
of Life Life Satisfaction Ratio
*Indicators marked with an asterisk are calculated as the average of the
sub-indicators that compose them

B.  What’s New in QoLl,: in Terms of The Structure of The
Indicators?

Leisure and Social
Interactions

Economic and
Physical Safety

Governance and
Basic Rights

Natural and Living
Environment

One of the most significant developments in QoLly2
concerns the refinement of the indicators used to calculate
each individual dimension. A detailed account of these
updates is provided below.

1) Material Living Conditions (MLC)

A new indicator, GDP per Capita Power, has been
introduced in the calculation of this dimension to measure
GDP per Capita in terms that are comparable across
countries. By expressing GDP per Capita in terms of
Purchasing Power Ptandards (PPS), a more balanced
comparison can be made between countries with varying
stages of economic development.

2)  Productive or Main Activity (PMA)

The Overqualified Ratio indicator was removed from the
aggregated calculation formula due to the lack of data
provided by Eurostat. However, this exclusion was offset by
the inclusion of two new indicators: the Working Flexibility
Rate and the Low Work Intensity Rate. The former captures
the proportion of individuals benefiting from a flexible work

schedule, while the latter measures the share of people living
in households with very low work intensity. It is important to
note that although the latter indicator is already part of the
aggregated formula for the Material and Living Conditions
dimension, it has also been included in Productive or Main
Activity, as Eurostat tracks the evolution of this indicator
within both dimensions.
3) Education

The age range for calculating the Inactive Young People
Ratio has been extended from individuals aged 18-24 to
those aged 15-29 in order to better capture contemporary
patterns of education-to-work transitions, align the indicator
with international statistical standards, and provide a more
comprehensive measure of youth inactivity across both early
school-leaving and delayed labour market entry stages.
Regarding the Training Ratio, in addition to the participation
rate in education and training over the past four weeks, the
participation rate over the past twelve months has also been
introduced. Since the Pupils to Teachers Ratio reflects the
number of primary and secondary students per teacher (the
higher the number of students per teacher, the less individual
time the teacher can allocate to each student), QoLl:
addresses the methodological oversight in the initial version
by applying the reversed value formula.

4) Health
This dimension has been enhanced by introducing a new
indicator: the Depression Rate and by replacing

consumption-based indicators with ‘non’ rates to better
capture exposure to health risk and allow a clearer
identification of populations not meeting minimum healthy
lifestyle standards. Alcoholic Rate, measuring the proportion
of daily alcohol consumers, has been replaced by the Non-
Alcoholic Rate, which reflects the proportion of individuals
who have not reported any heavy episodic drinking in the
past 12 months. Fruits and Vegetables Consumers Rate,
measuring the proportion of the population that consumes
fruits and vegetables daily, has been replaced by the Non-
Fruits and Vegetables Consumers Rate, which captures the
share of the population that does not consume any fruits or
vegetables on a daily basis.

In the initial version of QoLlI, the Body Mass Index was
calculated by applying the reversed formula to the share of
overweight and obese individuals, thereby overlooking
underweight and pre-obese categories. In QoLly», the
indicator has been revised to measure the share of the
population with a normal body weight. The Health
Personnel indicator now includes midwives, and in order to
align the scale of this indicator and that of Hospital Beds
with others expressed as proportions or calendar years, their
values are now reported per one million inhabitants instead
of per 100,000.

5) Leisure and Social Interactions (LSI)

The indicators reflecting the share of the population that
regularly meets with family and friends have been
consolidated into a single measure, calculated using the
geometric mean of the two original indicators. Similarly, the
participation rates in social activities, informal volunteering,
and formal volunteering have been merged into a single
indicator, also calculated using the geometric mean. In
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addition to these changes, Frequency Contact Rate has been
introduced, capturing the share of the population that
maintains regular contact with family or friends. The
dimension was also enriched with the indicator Satisfaction
with Recreational and Green Areas.

6) Economic and Physical Safety (Safety)

The Offences indicator has been enriched with statistics
related to acts against computer systems, bribery, corruption,
fraud, money laundering, organized criminal groups, and
sexual exploitation.

7)  Governance and Basic Rights (Governance)

The calculation of the Voter Turnout indicator has been
enhanced by including not only parliamentary election
results but also those of FEuropean Parliament and
presidential elections. Additionally, for the Gender
Employment Gap and Gender Pay Gap indicators, the
calculation formulas have been adjusted to ensure that the
presence of negative values (e.g., a higher proportion of men
employed compared to women) does not result in an
aggregated dimension value that is negative and lacks
meaningful interpretation. This issue remained unnoticed in
the initial version of QoLlI, as both indicators consistently
recorded values with the same sign, and their product
therefore always resulted in a positive number.

8) Natural and Living Environment (Environment)

To provide a more comprehensive perspective on air
quality, in addition to the population’s exposure to
particulate matter smaller than 2.5 pg/m?® and 10 pg/m’, the
Air Pollution indicator has been enriched with data on
exposure to acidifying gas emissions (NH3, NOX) and ozone
precursors (CH4, CO, NMVOC, NOX).

9)  Overall Experience of Life (Overall Exp)

This dimension has not undergone any changes.

C. QoLly: Calculation Method

The approach used to calculate the QoLlIv2 value and its
underlying dimensions has changed compared to the
original formula, by applying the logarithmic function to the
product of the aggregated parameters instead of using the
geometric mean. This change was motivated by the
asymmetric nature of these parameters [25], and by the fact
that although the geometric mean also prevents a low value
in one indicator from being offset by a high value in another
[23], it provides results that are less interpretable than those
produced by the logarithmic function [26].

We denote by D the set of all 9 dimensions that make up
QoLlv2, d a specific dimension from the set D, e an atomic
indicator that is part of dimension d, and e’ a sub-indicator
of atomic indicator e. As shown in Formula (2), the
calculation of QoLlv. involves applying the logarithmic
function to the product of the values of the 9 constituent
dimensions, while Formula (3) illustrates that each
dimension is calculated using the same procedure, applied to
the transformed values of its specific indicators.

QoLl,, =In([[,d;) Vd € D, n=|D| 2)

Dimension,, = In([[i-1t(e;)) Ve €d, d€D, n=|d| (3)
To better clarify what is meant by the transformed value

of the indicators, Formula (4) describes the method used to

determine this value. Thus, three specific cases can be

distinguished: i) the determination of values for composite

atomic indicators; ii) the calculation of values for atomic

indicators with a negative connotation; iii) the computation

of values for regular atomic indicators.

avg(x), x is a composite value

rev(x), x is a value with a negative connotation

x, for other cases

t(x) = “4)
The first case refers to those atomic indicators that are
composed of other indicators describing a related state,
measured using the same unit. For these, the geometric
mean described in Formula (5) is applied. For example, to
determine the value of the Voter Turnout indicator, the
geometric mean is applied to the indicators representing
participation  in  European  Parliament elections,
parliamentary elections, and presidential elections.

avg = [ ,e'n Ve'€e, e€d, deD, n=|e| (5)

Regarding the second case, a negatively connotated
atomic indicator is one that expresses an adverse condition
such as the share of the population experiencing depressive
symptoms, the proportion of inactive young people, or the
percentage of the population that smokes. Therefore, to
avoid distorting the result by multiplying indicators that
express positive states with those that reflect negative ones,
Formula (6) allows for the transformation of the latter into
positively connotated indicators. Thus, the share of the
population that experienced depressive symptoms will be
transformed into the share that did not experience such
episodes; the proportion of inactive young people will be
converted into the share of young people who are not
inactive; the percentage of smokers will be replaced by the
percentage of non-smokers, and so on.

rev(x) =100 — x 6)

Finally, if an atomic indicator is neither composite nor
negatively connotated, it can be used as is, without any need
for preprocessing.

I1I.

Considering that this study aims not only to propose an
improved version of a metric designed to assess population
QoL but also to validate it, we will include correlation
analyses of QoLlv2 with GDP and HDI to determine the
degree of association between the dependent variable
QoLlI2 and the two independent variables. It is worth noting
that the correlation analysis is limited to the independent
variables GDP and HDI, while WHOQOL and BLI are
excluded from the calculations for objective reasons.

APPLICATION TO REAL DATA
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In the case of WHOQOL, WHO does not publish
indicator scores but only offers a QoL measurement
methodology. Similarly, OECD does not publish calculated
values of BLI, offering only a methodology through which
users can determine the ranking of the 38 member countries
based on the weighting assigned to each dimension.
Furthermore, OECD is an intergovernmental organization
comprising a very limited number of countries, and three EU
member states (Croatia, Bulgaria, Romania) are not part of
this forum, making correlation analysis between QoLlIv2 and
BLI more challenging.

A. Data Provenance

The primary source is the QoL database provided by
Eurostat [27], which, as the official statistical office of the
EU, annually collects, aggregates, and publishes statistical
data from both EU member countries and candidate
countries seeking accession to the community space.
However, since Eurostat does not provide statistics on voter
turnout, their scores are sourced from the International
Institute for Democracy and Electoral Assistance portal
[28]. Regarding GDP values, these are also sourced from
statistics provided by Eurostat [29], while the HDI values
are extracted from the official UNDP report, “Human
Development Report 2025 [30].

B.  Correlation Analysis

To validate the newly introduced formula, Spearman’s
rank correlation coefficient was calculated between the
QoLI2 values presented in Table 2 and two of the most
widely used indicators, namely GDP and HDI.

Comey [ Comey [ G2t | | guut,
MT Malta 32,740 0.924 30.461
NL Netherlands 51,010 0.955 30.361
PL Poland 15,950 0.906 30.390
PT Portugal 22,020 0.890 30.394
RO Romania 13,030 0.845 29.966
SE Sweden 48,510 0.959 30.741
SI Slovenia 25,050 0.931 30.531
SK Slovakia 18,750 0.880 30.294

Spearman’s rank correlation coefficient, denoted by the
Greek letter p (rho) or by rs, is a nonparametric measure of
the strength of association between two variables. The
values calculated based on this measure range from -1 to 1,
with the two ends of the interval representing a perfect
relationship, and the value 0 indicating no relationship
between the two compared variables.

The results of calculating Spearman’s rank correlation
coefficient, presented in Figure 1 and Figure 2, indicate a
strong monotonic relationship in both cases, with a
slight predominance of the correlation with GDP per Capita

Spearman p: 0.847
R%: 0514

350 p-value: 2.47e-08

3125

-
0.7 oTgur® o w

30.50

Quality of Life Index v2 (QoLl)

TABLE IL THE VALUES OF THE COMPARED INDICATORS was o -
RECORDER BY THE EU MEMBER STATES IN 2023 o
Come | ey | orper || qua | L
AT Austria 45510 0.930 30.711 o "™ 6o per capita (E0R0) e .
BE Belgium 44,120 0.951 30.556 Figure 1. Bivariate plot determined for the variables QoLI.2 and GDP per
BG Bulgaria 10,970 0.845 29.753 capita (2023).
cY Cyprus 28,670 0.913 30.227
cz Czechia 21,660 0.915 30.375 " o . L e
DE Germany 47,780 0.959 30.587 s 4807 | " b
DK Denmark 58,640 0.962 30.697 »e oo
EE Estonia 21,210 0.905 30.277
EL Greece 18,670 0.908 29.997 ;
ES Spain 27,510 0.918 30363 H i
FI Finland 43,430 0.948 30.734 f
FR France 37,570 0.920 30.406 3
HR Croatia 16,060 0.889 30.129 g
HU Hungary 16,060 0.870 30238
IE Ireland 86,090 0.949 30.560
IT Italy 32,560 0.915 30.182 i
LT Lithuania 19,160 0.895 30.276 o o o = o o
Human Development Index (HDI)
LU Luxembourg 101,450 0.922 30.735
LV Latvia 17.390 0.889 30.132 Figure 2. Bivariate plot determined for the variables QoLIv> and HDI

(2023).
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(p = 0.847, p < 0.001) compared to HDI  (p = 0.804, p <
0.001), suggesting that the hierarchical positioning of
countries is very consistent between economic wealth and
the new QoLlIy2 index.

To reinforce the explanatory power of the indicated
relationships, the calculation of R? helps us better
understand the proportion and variation of QoLIy2 explained
by the other two variables. Thus, we can observe that
51.40% of the variation in QoLIy> can be attributed to its
association with GDP per Capita, while 66.30% of the
variation is explained by the correlation with HDI. This
difference is largely driven by economic outliers like
Luxembourg and Ireland, whose exceptional wealth does
not translate into a proportionally higher quality of life. This
confirms that QoLl2, like HDI, is a multidimensional
construct that levels out purely fiscal extremes, offering a
more balanced view of social development

IV. CONCLUSION AND FUTURE WORK

Although a universally accepted definition for the term
QoL has not yet been established, recent years have seen
growing interest in examining the indicators that influence
population QoL and in developing new metrics to assess it,
whether general or specific, related or unrelated to health.

Following a thorough examination of the most well-
known metrics and of the techniques used to aggregate
indicators, the formula for calculating the QoLl, initially
proposed in 2019 [23], has been revisited, and a series of
both structural and methodological changes have been
introduced. The new version, QoLls2, incorporates a much
broader range of atomic indicators than its predecessor (76
indicators compared to 32), significantly expanding the
coverage of factors that Eurostat uses in its annual QoL
assessments. All these atomic indicators are aggregated into
eight objective and one subjective dimension, which are
then further aggregated to determine the overall QoL
value. In the new formula, aggregation is performed using a
logarithmic function instead of the geometric mean.

To validate the new formula, correlation analyses were
performed between QoLlv2 and two of the most widely
recognized indicators: GDP per Capita and HDI. After
calculating Spearman’s rank correlation coefficient, a strong
monotonic correlation was observed in both cases, with
values of 0.847 for the relationship between QoLlv2 and GDP
per Capita, and 0.804 for the relationship between QoLly2
and HDI.

Beyond statistical validation, an important direction for
future work involves expanding the interpretative analysis of
country-level results. Further investigation is required to
substantiate how the rankings produced by QoLl.2 reflect
socio-economic realities in different national contexts.
Comparative case studies between countries exhibiting
similar QoLIv2 outcomes could provide deeper insight into
how distinct economic structures, social policies, or
institutional environments lead to comparable QoL results
despite differing macroeconomic conditions.

Future research will therefore focus on extending the
validation framework through qualitative and comparative
analyses, incorporating expert feedback and contextual
interpretation of national performances. This includes
examining clusters of countries with similar QoLlIv2 scores,
identifying divergence from traditional indicators such as
GDP or HDI, and exploring whether QoLlv2 captures
multidimensional aspects of well-being that remain
insufficiently represented in existing development metrics.
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Abstract—Climate  change mitigation and adaptation
increasingly rely on effective forest management, as forests
represent one of Europe’s largest carbon sinks while
simultaneously providing biodiversity, economic, and social
benefits. However, forest management decisions are complex
due to uncertain climate futures, diverse ecosystem services,
and regionally varying management practices. The OptForEU
project addresses this challenge by developing a data-driven
Decision Support System (DSS) to assist forest managers and
policymakers in evaluating management strategies across
different climate and policy scenarios. While most project
outputs target forestry and environmental science audiences,
this paper presents the project from an Information Systems
(IS) perspective. The paper describes the background, design
principles, data architecture, and implementation of the DSS,
emphasizing the challenges of integrating heterogeneous data
sources, fostering cross-disciplinary collaboration, and
involving stakeholders in co-creation. Lessons learned from
large-scale European collaboration are discussed, with
particular attention to user adoption, ontology mismatches,
and the socio-technical challenges of deploying data-driven
decision tools across diverse national contexts. The paper
concludes with reflections on how IS methods and co-creation
practices can improve the adoption of environmental decision-
support tools in complex multi-stakeholder settings.
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I. INTRODUCTION

The OptForEU project has produced numerous scientific
outputs, primarily for forestry researchers, climate scientists,
and environmental policymakers. However, the project also
represents a substantial effort in building an operational,
data-driven Decision Support System (DSS), raising
important  Information Systems and socio-technical
challenges that are highly relevant beyond forestry research,
particularly for forest owners and forest managers. This
paper, therefore, presents the project from an Information
Systems perspective, focusing on system design, data
integration, stakeholder collaboration, and implementation
lessons relevant to IT professionals and IS researchers.

Forests play a central role in climate mitigation because
they store and sequester large amounts of carbon while
simultaneously providing biodiversity, recreation, and
economic value through timber production and other
ecosystem services. At the same time, climate change,
induced biotic and abiotic disturbances (e.g., droughts, pest
outbreaks, forest fires, windstorms), and evolving economic
and policy demands create complex trade-offs between
conservation objectives and resource utilization. Forest
management decisions must balance unmanaged or old-
growth forests, which often maximize biodiversity and long-
term carbon storage, with sustainable and integrated forest
management that supplies renewable materials and supports
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economic activity while still contributing to ecosystem
services.

Forest management decisions differ from many other
policy and management decisions in that their consequences
unfold over decades and are often irreversible. Choices
regarding harvesting intensity, species composition, or
conservation set forest trajectories that constrain future
options and lock in ecological and economic outcomes for
generations [1].

In practice, forest management decisions are often based
on a combination of expert judgment, locally developed
planning tools, and fragmented datasets. While such
approaches may work within stable contexts, they offer
limited support for systematically evaluating long-term
trade-offs under uncertain climate futures or comparing
alternative strategies across regions [2].

While DSSs have been studied for decades in
environmental and natural resource management, the
literature has often prioritized model development and
technical performance. Less attention has been given to the
socio-technical conditions of implementation, including
stakeholder participation and co-creation, trust, institutional
fit, and cross-context adaptation in heterogeneous policy and
cultural settings [3].

Decision-makers therefore face long-term choices under
uncertain climate and economic scenarios, often with
incomplete information and regionally specific constraints.

The OptForEU project seeks to address this complexity
by providing decision-support tools that enable stakeholders
to evaluate alternative management strategies under varying
environmental and policy assumptions. This paper explores
why a DSS approach is needed in forest management, how
data-driven methods support such decision-making, how
stakeholder co-creation shapes system design, and which
lessons can be learned from cross-disciplinary system
development.

Through this, the paper makes three main contributions:
First, the paper provides a detailed account of the design and
architecture of a large-scale, data-driven DSS for forest
management developed in a European research context.
Second, it identifies key socio-technical challenges related to
data integration, stakeholder trust, and cross-national
collaboration. Third, it contributes to Information Systems
research by reflecting on how co-creation and design science
approaches can enhance the adoption of environmental
decision-support tools. The paper is guided by the following
questions:

1. How can a data-driven DSS support forest management
decisions under climate and policy uncertainty?

2. What socio-technical challenges emerge when such
systems are co-created with diverse stakeholders?

3. What lessons can be drawn for the design and adoption
of environmental DSS in complex governance contexts?

Section II describes the design process. Section III presents
the data-driven decision framework. Section IV focuses on
co-creation and stakeholder-centered design. Section V
presents results and lessons learned. Section VI discusses the

findings. Section VII concludes the paper and proposes
future work.

II.  DESIGNING A DSS FOR FOREST MANAGEMENT

DSSs have long been used in domains characterized by
uncertainty, multiple competing objectives, and incomplete
information. Forest management represents precisely such a
domain, where decisions often affect ecosystems and
economic conditions for decades or even centuries.

Forest management decisions must simultaneously
consider carbon sequestration capacity, biodiversity
preservation, timber production, management intensity,
climate change adaptation, soil conservation and health,
economic viability, and regional policy constraints.
Traditionally, such decisions rely heavily on expert judgment
and locally developed practices, making systematic
comparisons across alternative forest management practices
difficult. The OptForEU DSS aims to address this challenge
by providing tools that simulate different forest management
practices under three different climate change scenarios,
quantify the impacts of ecosystem services, and support
transparent decision-making processes, all based on a set of
Essential Forest Management Indicators (EFMIs).

From an Information Systems perspective, the system
must achieve analytical accuracy while remaining usable and
trustworthy for practitioners. Results must be interpretable,
transparent, and aligned with existing decision-making
practices. Major design challenges include accommodating
diverse user groups across different European regions and
countries, handling heterogeneous data sources, maintaining
transparency in modeling outputs, and ensuring adaptability
across different forest types and governance contexts.

III.

The OptForEU DSS relies on integrating a wide variety
of data sources into a unified analytical framework. Central
inputs include satellite imagery (e.g., European Copernicus
data), national forest inventory data, climate projections, soil
and biodiversity datasets, model output, open data
repositories, and records of forest management practices.

While empirical and observational data describe current
and historical forest conditions, they cannot directly provide
projections of future forest development under alternative
climate and management scenarios. Model-generated
datasets are therefore used to support long-term scenario
analysis under climate uncertainty.

The DSS is informed by a suite of model-generated
datasets describing forest dynamics under alternative climate
and management scenarios. In particular, outputs from forest
ecosystem models, including 3D-CMCC-FEM [4] and
PICUS [5], provide projections of EFMIs and information on
forest growth, carbon fluxes, and structural changes. These
are complemented by regional climate model outputs (e.g.,
RegCM-CCLM [6] and REMO-iIMOVE [7]), and by land-
surface model simulations (e.g., JULES [8]), which describe
land—atmosphere exchanges and surface processes. Together,
these modeled datasets form the core knowledge base used to
“fill” the DSS and support the evaluation of management
options across varying climatic and policy contexts.

DATA-DRIVEN DECISION FRAMEWORK
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Each modeling component contributes complementary
information to the DSS. Forest ecosystem models provide
management-sensitive indicators, including productivity,
carbon sequestration potential, mortality risk, and structural
development under alternative silvicultural strategies.
Regional climate models supply spatially explicit projections
of temperature, precipitation, and climate extremes, enabling
the assessment of exposure to future climatic conditions and
other EFMIs. Land-surface model outputs further enrich the
dataset by describing hydrological and energy exchanges,
which are relevant for evaluating ecosystem functioning and
climate-related feedback.

To reduce overlap and inconsistencies, outputs are
harmonized into a common indicator framework, aligned
spatial formats, and compatible temporal resolutions before
integration into the DSS. This allows comparisons across
models, regions, and scenarios despite differences in spatial
resolution, temporal coverage, and variable definitions. The
use of multiple models also improves robustness by enabling
ensemble-based analysis across different assumptions and
scenarios.

By integrating multiple models and scenarios, the DSS
relies on an ensemble-based knowledge base that captures a
range of plausible futures. This approach allows users to
explore trade-offs among management strategies and assess
their robustness under varying climatic and environmental
conditions. In this way, the DSS leverages process-based
modeling and climate projections to provide a transparent
and data-driven foundation for decision-making in complex
forest management contexts.

Integrating these sources poses substantial technical
challenges. Data must be normalized across regions that use
different  measurement  standards and  collection
methodologies, while differences in temporal resolution
complicate time-series analysis. In addition, missing or
incomplete data must be handled carefully to avoid
misleading conclusions, and large-scale spatial datasets
create significant computational demands.

Data Integration and
Processing
* Harmonization

¢ Quality Control
* Spatial and temporal
alignment

Data Sources

* Satellite data
(Copernicus)

* National forest
inventories
Climate projections
Soil and biodiversity data

Modelling and Simulation
* Growth models

* Carbonaccounting

* Scenario analysis

User Interface (DSS)

* Visualization

* Scenario comparison
+ Decision support

Analytics and Indicators
* Carbon sequestration

* Biodiversity indicators
+ Economic outputs

Figure 1. Conceptual architecture of the OptForEU DSS.

For an IT-oriented audience, this part of the project
highlights data engineering and integration challenges rather
than domain-specific forestry science. The project
demonstrates how open data and Earth observation
technologies enable scalable environmental decision support,
while also revealing persistent challenges related to data
quality, harmonization, and computational performance.

As illustrated in Figure 1, the OptForEU DSS follows a
layered architecture separating data acquisition, integration,
modeling, and user interaction. This separation supports
scalability across regions and allows individual components,
such as climate scenarios or management models, to be
updated independently. The architecture illustrates the flow
of heterogeneous environmental and management data
sources through data integration and modeling layers to user-
facing decision-support functionalities.

The layered structure emphasizes data harmonization,
scenario-based simulation, and indicator-based analytics
supporting transparent and comparable forest management
decisions across regions.

IV. Co-CREATION AND STAKEHOLDER-CENTERED
DESIGN

The development of the OptForEU DSS revealed that
technical accuracy alone is insufficient for creating
decision-support tools that will be trusted, adopted, and
integrated into real-world forest management practice.
Because forest governance involves multiple stakeholders
with different objectives, regulatory responsibilities,
professional traditions, and epistemic cultures, the project
adopted a co-creation approach to ensure that the DSS would
be relevant, usable, and legitimate across diverse national
contexts. The adoption of co-creation as a design strategy
reflects long-standing traditions in participatory design that
emphasize the involvement of users and practitioners in
shaping technological artifacts [9][10]. Co-creation in this
setting goes beyond consultation: it is an iterative socio-
technical design process in which stakeholders and system
developers jointly shape system requirements, modeling
assumptions, and user-facing functionalities (ibid.).

Forest managers, policymakers, scientists, NGOs, and
environmental agencies often operate with divergent
priorities, including biodiversity protection, timber
production, climate mitigation, economic viability, and
cultural or recreational values. These priorities not only
differ across groups but also across countries, making it
unlikely that a one-size-fits-all DSS would align with
existing decision-making practices. In addition, many forest
management decisions rely heavily on experiential
knowledge and local practices, which are not easily captured
in technical models or harmonized datasets. Co-creation was
therefore essential for bridging these epistemic and
institutional differences, supporting mutual understanding,
and securing stakeholder buy-in for the joint indicator
development, the modeling framework, and the system
outputs. Participatory design research shows that involving
stakeholders early is essential for developing artifacts that
are legitimate and meaningful to practitioners [11].
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A. Co-creation methods and process

The OptForEU co-creation process used a combination
of multi-stakeholder workshops, semi-structured interviews,
prototype testing sessions, and iterative feedback loops.
These methods mirror participatory design approaches that
promote collaborative problem articulation and design
refinement [10]. Workshops held in partner countries and in
national languages brought together forest managers,
policymakers, scientists, and environmental organizations.
Early prototypes—ranging from conceptual models to
interactive  interface = mockups—were presented to
stakeholders, enabling evaluation of system transparency,
interpretability, and relevance.

Feedback was synthesized through thematic analysis and
systematically integrated into subsequent design iterations,
consistent with Design Science Research principles
emphasizing iterative evaluation and refinement [12][13].
This cyclical process not only improved system usability but
also helped uncover implicit knowledge and assumptions
held by stakeholders.

B.  Cross-national and cross-disciplinary challenges

The co-creation process highlighted several socio-
technical challenges inherent in developing a DSS applicable
from the local to the pan-European level. First, stakeholders
used different terminologies and conceptual framings for
forest conditions, risks, and management practices. Terms
such as “old-growth forest,” “resilience,” or ‘“‘ecosystem
services” carried different meanings across countries and
professional groups, necessitating shared definitions to avoid
ambiguity in model outputs and indicators.

Second, regulatory diversity across Europe affected how
users interpreted the relevance of certain scenarios or
indicators. What is considered a realistic management
alternative in one country may be legally restricted or
culturally unacceptable in another. Differences in
terminology and institutional practices can hinder useful
collaboration and adoption unless shared representations and
understandings are developed [14].

Third, differences in digital maturity and model literacy
created asymmetries in stakeholders’ ability to evaluate and
critique early prototypes. Some users preferred fine-grained,
stand-level outputs supported by national inventory data,
while others emphasized regional scenario comparisons or
policy-level summaries. Navigating these differences
required a flexible design approach that could accommodate
varying levels of detail and analytical complexity without
compromising  transparency  or  usability. Post-
implementation, the project will distribute a survey to pilot
testers to evaluate the perceived usefulness of the DSS, based
on technology acceptance literature [15][16].

C. Socio-technical design tensions

A central finding from the co-creation process was the
presence of socio-technical design tensions that shaped the
system architecture. One such tension concerned the trade-
off between model sophistication and interpretability.
Stakeholders consistently emphasized the need for
transparent models and easily comprehensible indicators,

even if this required simplifying some components. Another
tension involved balancing harmonized, European-wide data
structures with the need for local relevance. While
harmonization supports comparability, it risks obscuring
important local conditions or management practices, leading
to skepticism among practitioners.

A third tension emerged between users’ desire for
flexibility in creating custom scenarios and the need to
maintain  analytical rigor and prevent misuse or
misinterpretation of model outputs. Addressing these
tensions required continuous negotiation between system
developers and domain experts, underscoring the
socio-technical nature of environmental DSS development.
This aligns with findings in the socio-technical literature,
which emphasize that trust in systems emerges from
transparency, accountability, and comprehensibility [17][18].

D. Co-creation recommendations

Overall, co-creation activities have provided valuable
input to the DSS design team, emphasizing the importance of
reducing dashboard complexity, providing guidance on the
EFMIs, which are strongly related to forest ecosystem
services [19], and providing feedback on how output should
be structured to fit with relevant policies.

Based on these observations, the OptFor-EU project
recommends the following for future EU-funded projects:

At the policy level, establish co-creation as a core
principle in multidisciplinary projects that solve real-world,
local-to-higher-level ~ problems. This should be an
incentivized component of EU-funded projects, where
applicable. Unless co-creation is embedded throughout work
packages, it can easily become secondary to other objectives.

Problem awareness

Suggested solutions

Development
Creating and
implementing
Discuss

Rooted in real
World-Challenges, e —
policies, theory Based on science
and design

"Forestry decision Lok
principles

makers need
better data related
to climate

ion and
adaptation”

"We should create
a DSS, using

data
sources collated
into a new

p—
technological Assessing of the
artefact(s) artefact(s) solve
the problem
"Evaluate the DSS
with relevant
stakeholders"

"We can co-create
the DSS with
relevant
stakeholders,
using a series of
workshops for

ipput

evaluation, return
to earlier phases
for refinement if
needed.

"Use feedback

from evaluation to
refine and release
the DSS"

Figure 2. Co-creation design science process. Based on [12].

The principle of co-creation requires clear and
comprehensive guidelines and best practices for successful
integration into projects. It is easy to think of co-creation as
an additional activity, but for it to succeed, it must be a core
activity to which every project partner is committed.

Building on the previous point, support capacity building
by investing in EU-wide training programs for project teams
and stakeholders on co-creation and design thinking.

At the practical level, projects aimed at creating a digital
artifact should also use design thinking as their methodology
and consider employing design science research [12] as their
research methodology. Resources for co-creation activities
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need to be allocated in the budgeting process. The project
timeline should include activities, such as design thinking
workshops for insight and ideation, stakeholder workshops
for idea development and user feedback, and the evaluation
of the artifact. Figure 2 illustrates this process.

V. RESULTS AND LESSONS LEARNED

The project successfully produced an operational DSS
prototype capable of simulating forest management scenarios
across diverse European contexts. The project delivered an
integrated modeling framework, a functional DSS platform,
stakeholder engagement mechanisms, and validated case
studies demonstrating applicability across different forest
regions.

However, long-term success ultimately depends on
adoption beyond the project itself. Several lessons emerged
during development. Interdisciplinary collaboration required
significant effort to align terminology and conceptual
frameworks among partners from forestry, climate science,
and Information Systems. Data harmonization consumed
considerably more time and resources than initially expected.
Building wuser trust required sustained engagement,
transparency, and demonstration of system value. The
project also demonstrated that Information Systems expertise
plays a crucial role in environmental digitalization initiatives,
as technical integration and adoption challenges often
dominate implementation success.

Overall, the project illustrates that technological
capability alone does not guarantee adoption; socio-technical
considerations remain equally important.

VL

This paper set out to explore how data-driven DSSs can
support forest management under uncertainty, which socio-
technical challenges emerge in their development, and what
lessons can be drawn for designing and implementing such
systems in complex governance contexts. Based on the
OptForEU project, several key insights emerge.

DISCUSSION

A.  Supporting forest management under uncertainty

The findings demonstrate that a data-driven DSS can
significantly enhance forest management decision-making by
enabling the systematic evaluation of alternative strategies
across multiple dimensions and time horizons. By integrating
heterogeneous data sources—including climate projections,
forest ecosystem models, and environmental indicators—the
DSS provides a structured way to explore trade-offs between
carbon sequestration, biodiversity, and economic outcomes.

Rather than replacing expert judgment, the DSS
complements existing decision-making practices by making
assumptions explicit, enabling scenario comparison, and
improving transparency. The wuse of ensemble-based
modeling further allows decision-makers to assess the
robustness of management strategies under varying climate
and policy conditions. In this way, the DSS reduces
uncertainty not by eliminating it, but by making it visible,
structured, and analyzable.

B.  Socio-technical challenges in co-created DSS

The development of the OptForEU DSS highlights that
the primary challenges in environmental decision-support
systems are not purely technical but socio-technical. Three
recurring design tensions were particularly evident.

First, a tension between model sophistication and
interpretability emerged. While advanced models increase
analytical accuracy, stakeholders consistently prioritized
transparency and comprehensibility. This  required
simplifying certain outputs and focusing on interpretable
indicators rather than maximizing model complexity.

Second, a tension between harmonization and local
relevance became apparent. The need to integrate data across
European regions necessitated standardized indicators and
data structures. However, this standardization risked
obscuring local conditions, practices, and regulatory
constraints, which are critical for practitioner trust and
adoption.

Third, a tension between flexibility and analytical
rigor was observed. Stakeholders expressed interest in
customizing scenarios and exploring alternative assumptions,
but unrestricted flexibility can lead to misuse or
misinterpretation of model outputs. Balancing user autonomy
with methodological robustness required careful interface
and system design.

In addition to these tensions, the co-creation process
revealed challenges related to differences in terminology,
varying levels of digital maturity, and institutional diversity
across countries. These factors significantly influenced how
stakeholders interpreted system outputs and engaged with the
DSS.

C. Lessons for design and adoption of environmental DSS

The OptForEU experience provides several broader
lessons for Information Systems research and practice.

First, co-creation is essential but must be treated as a core
design activity rather than a supplementary process.
Continuous stakeholder involvement not only improves
usability but also builds trust, aligns expectations, and
uncovers implicit domain knowledge that cannot be captured
through technical modeling alone.

Second, data integration is a central challenge that often
exceeds initial expectations. Harmonizing heterogeneous
datasets across spatial, temporal, and conceptual dimensions
requires substantial effort and should be explicitly accounted
for in system design and project planning.

Third, trust and adoption depend on transparency and
interpretability as much as on analytical capability. Users are
more likely to adopt systems that clearly communicate
assumptions, limitations, and uncertainties, even if this
comes at the cost of reduced model complexity.

Fourth, flexible system architectures are necessary to
accommodate diverse user needs and governance contexts.
Layered and modular designs enable adaptation to different
regions and policy environments while maintaining a
consistent analytical core.

Finally, the findings reinforce the importance of a socio-
technical perspective in digital transformation initiatives.
Successful deployment of DSS solutions depends not only
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on technical performance but also on alignment with
institutional practices, stakeholder expectations, and
governance structures.

D. Contributions

This paper contributes to Information Systems research
in three ways. First, it provides an empirical account of
designing and implementing a large-scale, data-driven DSS
in a complex, multi-stakeholder environmental domain.
Second, it identifies key socio-technical design tensions that
extend existing literature on DSS and participatory design.
Third, it demonstrates how co-creation and design science
approaches can improve the adoption and legitimacy of
decision-support tools in real-world settings.

VII. CONCLUSION AND FUTURE WORK

The OptForEU project illustrates both the potential and
the complexity of applying digital technologies to
environmental decision-making. A data-driven DSS can
provide valuable support for climate-resilient forest
management by enabling structured exploration of
uncertainty and trade-offs. However, the success of such
systems depends as much on socio-technical factors as on
technical design.

For Information Systems researchers and practitioners,
environmental DSS represents an important and growing
application domain where digital transformation directly
intersects with sustainability and climate policy. Addressing
the socio-technical challenges identified in this study will be
essential for ensuring that such systems are not only
technically robust but also trusted, adopted, and impactful in
practice.

Future research should further investigate methods for
balancing model complexity and usability, explore scalable
approaches to co-creation in large international projects, and
examine long-term adoption and impact of DSS tools in
operational forest management. In addition, there is a need to
develop evaluation frameworks that capture not only
technical performance but also trust, legitimacy, and
institutional fit.
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Abstract— The swift adoption of Generative Artificial
Intelligence (GenAl) in organizations prompts questions about
its effects on Business Process Resilience (BPR). While GenAl
is often linked to increased productivity, its influence on the
robustness and stability of existing processes remains poorly
understood. This research explores how GenAl integrates into
established business processes, viewing it as a disruptor that
challenges, rather than strengthens, process resilience. A
combination of qualitative analysis and process simulation
indicates that traditional performance metrics are insufficient
for evaluating GenAI’s impacts. Instead, explicitly assessing
process and output quality, as well as human involvement, is
necessary to understand new trade-offs. The paper points to
human-organizational challenges, such as increased workload,
technostress, and evolving roles for human process actors,
which will require a focus on evaluation, oversight, and
validation. The qualitative and the simulation-based
approaches to assessing the impact of GenAl on BPR provide a
diverse assessment of its impacts. These insights suggest that
the introduction of GenAl into a business process should be
managed as a socio-technical intervention.

Keywords-Generative Al; business process resilience;
business process performance; simulation; systemic view.

I. INTRODUCTION

Organizations operate in dynamic, ever-changing
environments, where disruptions such as surges in case
arrivals, equipment breakdowns, or workforce absences are
common [1]. These incidents can damage personnel or
equipment and interrupt operations. The first crucial step for
organizations aiming to reduce the negative impact of these
disruptions is to evaluate the resilience of their processes
[2]. Resilience helps prepare for and manage adverse events
by focusing on the resources needed to sustain processes,
thereby helping control their impacts. Understanding these
dynamics helps manage disruptive events and their negative
effects on enterprise operations and resources. This concept
also offers a systemic approach to addressing these
challenges, encompassing the capacity to prepare for,
prevent, protect against, respond to, and recover from
setbacks [3]. It encompasses attributes such as robustness
[4], adaptability [5], and redundancy [6].

Software tools based on Generative Artificial Intelligence
(GenAl) are often integrated into live processes top-down
without additional employee training [7], risking
cybersecurity risks, skill gaps, and stakeholder issues [8].

For business process actors, this introduction occurs as an
immediate and potentially job-threatening event. The
immediate introduction has the disadvantage that specific
GenAl tasks are not defined within the existing process
flow, their applications are not managed, and the role of
their outputs is not discussed. Hence, the introduction of
GenAl into a current, non-redesigned business process is
considered an adversarial event in this research and a
challenge for Business Process Resilience (BPR).

Using BPR characteristics from [1] such as absorption,
adaptability, agility, redundancy, robustness, recovery,
resourcefulness, and rapidity, this research addresses the
research question: What is the potential impact of GenAl
introduction on BPR? A structured analysis maps existing
findings onto BPR characteristics. A simulation of a
workflow before and after GenAl highlights its effects,
especially challenging aspects like absorption, adaptability,
and flexibility. The combined qualitative and simulation
approach offers a multidimensional assessment of
technology's impact on processes, resources, and control
flow—helping researchers study BPR effects and guiding
managers to avoid compromising resilience and utilize
GenAl effectively.

The paper is organized as follows: Section 2 discusses
business process resilience and dimensions; Section 3
evaluates GenAl’s impact; an exemplary process is analyzed
through qualitative assessment and simulation; and finally,
the paper concludes with discussions and future outlook.

II.  BUSINESS PROCESS RESILIENCE (BPR)

The concept of resilience is present in different
disciplines. An overarching understanding is provided by
Haimes [9]. The author describes resilience as a system's
ability to withstand disruption with acceptable degradation
and to recover within a suitable time and at reasonable cost.
Furthermore, the resilience literature distinguishes between
a system's bouncing back and bouncing forward after a
disruption, and frames bouncing forward as a sign of a new
competitive advantage [10]. Duchek [11] provides a widely
accepted definition, adopted here, that captures both reactive
and proactive views, defining resilience as the ability to
anticipate threats, cope with unexpected events, and learn
from them.

There has been limited research assessing resilience at the
process level. Kraus et al. [1] present a reactive view of
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process resilience as “an organization’s ability to restore a
process to its acceptable performance level after a
disruption.” Here, the definition focuses on process
characteristics and is extended by Duchek's [11] general
view. Process resilience is defined here as the ability of the
process to anticipate threats, cope with unexpected events,
and restore its performance to an acceptable level after
disruption.

The topic of measuring or monitoring process resilience
has not yet attracted notable interest in the information
systems community. Zahoransky et al. [12] present a
framework for detecting process resilience properties
through log file analysis. Bhuiyan et al. [13] consider
process actors to be critical and vulnerable in the context of
process resilience. This approach focuses on enabling
managers and analysts to manage human resources in ways

that maintain process resilience, i.e., by delegating
dependencies among actors, choosing alternatives,
decomposing tasks, maintaining consistency between

organizational and process models, or handling exceptions.
The approach by Lee et al. [14] combines the two views. It
uses process mining and social network analysis to define a
metric called the “degree of substitution,” which measures
the extent to which the work experiences of human
resources overlap, considering two perspectives: task
execution and work transfer. It uses event logs for these
analyses. Hence, human resources are treated as
interchangeable elements in the resilience process.
Here, business process actors are considered integral to the
process and, thus, to process resilience. Hence, in addition
to the process performance metrics and process logic
captured in the process model, business process resilience is
considered here in the context of business process actors.
Kraus et al. [1] identify the following characteristics of
business process resilience: absorption, adaptability, agility,
flexibility, redundancy, robustness, recovery,
resourcefulness, and rapidity. Absorption is described by [1]
as the ability to dampen the impact of disruptive events. Kule
[15] introduces, in this context, the additional characteristic
of a system’s absorptive capacity. It is defined as an
organization’s ability to acquire, assimilate, transform, and
exploit knowledge, a capability that has emerged as a critical
enabler of resilience. The ability to recognize the value of
new knowledge is a critical yet subjective component of
absorptive capacity [15]. Adaptability refers to the ability to
respond to and adjust to a changing environment. Duchek
[11] extends the term with system’s adaptive capacity. It
indicates an organization’s ability to handle disruptions and
bounce back, highlighting flexibility and the reorganization
of resources [11]. Agility refers to the ability to quickly
respond to shifting conditions. It involves sensing and
adapting to changes in the business environment that could
affect production processes, thereby enabling faster
responses [16]. The process includes monitoring indicators
and taking action to implement necessary changes.
Flexibility refers to the system's ability to change and
adapt to new or complex situations. It also includes the

ability to incorporate alternative execution paths during
design time, affecting either the process instance or the
overall business process model [17]. Redundancy involves
duplicate processes, resource allocation, and the additional
capacity to withstand potentially severe disruptions.
Robustness refers to the capability to endure a certain level
of stress without significant loss of function. It often
involves maintaining critical operations by mobilizing
resources, activating contingency plans, and making quick
decisions, sometimes including temporary downsizing [10].
Recovery is the ability to quickly restart operations and
reach a targeted performance level. Resourcefulness:
process monitoring and controlling; The ability to diagnose
problems and to initiate solutions. Rapidity: The ability to
react fast to changes in its environment.

In this research, these characteristics are used to analyse
and structure the impact of GenAl introduction into a
business process on the process resilience.

I1I.

Generative Al (GenAl) tools, defined as any “end user
tool [..] whose technical implementation includes a
generative model based on deep learning” [18], are the latest
in a long line of process automation and support
technologies. While enterprises that introduce the tool into
their operations expect productivity and efficiency gains
[19], reports on early adopters temper these expectations
and highlight potential or actual risks associated with the
technology's implementation [19].

IMPACT OF GENAI INTRODUCTION ON BPR

A. Potentially positive aspects of GenAl support on
business processes resilience

There are not yet a lot of research findings on the
quantitative effects of GenAl on BPR, nevertheless, some
reports from business users hint towards positive potentials
[20]. Potentially positive impacts of introducing GenAl on
BPR include increased and improved output for novices,
faster creation, idea generation, and iteration—enhancing
speed [20] [21]. It potentially boosts resourcefulness by
providing more variants, alternative patterns, and ideas.
Additionally, it offers flexibility through alternative
generation and aids recovery with templates. Absorption
and rapidity can be supported by the fast generation of
walkaround solutions; the speed of suggestions can also be
useful for generating alternative workflows or scenarios in
response to a decision, supporting adaptability [22] and
again resourcefulness. While it can suggest alternatives or
leverage scalable processing capacity, GenAl does not add
physical or organizational backup capacity, providing
limited support for process redundancy. Given the indicator
definitions, GenAl can provide a focused analysis and,
hence, support process robustness [23]. Furthermore,
updated thresholds and decisions, together with human
approval and regular health checks, need to be integrated
into the contingency planning. The fast generation speed can
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support business impact analysis, and recovery planning to
support process recovery.

The positive impact of GenAl is, hence, concentrated on
content generation to prevent process collapse or restore the
process structure based on the original process.

B.  Qualitative analysis: Threats to BPR

The introduction of GenAl increases demand for
absorption within business processes. Employees must
handle additional workload from prompt engineering,
validation and troubleshooting. Also known as “prompt
sprawl” [24] in addition to hallucinations and biased or
incorrect outputs. This can lead to technostress [25], Al
fatigue [26], and cognitive overload [27], also referred to as
“brain fry” [28] [29], thereby reducing individual well-being
and, in turn, lowering productivity. Workslop, Al-generated
content that lacks substance [30], also endangers
productivity and adds to resource consumption. Instead of
stabilizing disturbances, processes become strained by the
added coordination and control effort [21] [25].

Adaptability may decline when processes struggle to
adjust to persistent output inconsistencies due to model drift,
i.e., incorrect outputs due to the discrepancy between
training data and real-world data [31], and misalignment
between model outputs and real-world requirements.
Continuous  adjustments in workflows, skills, and
governance are required, contributing to the productivity J-
curve effect, i.e., initial productivity decline during
technology adoption as defined by [32]. Fatigue and
uncertainty further reduce the system’s capacity to adapt
effectively. GenAl can enhance process agilizy by enabling
rapid output generation for ongoing process steps. This may
improve responsiveness and short-term flexibility, especially
in knowledge-intensive or creative tasks. However, agility
gains are contingent on effective governance of knowledge,
including the management of prompts and their
interpretation, the curation of input sources, and the quality
control of output. Otherwise, faster integration of low-quality
outputs can amplify downstream inefficiencies and rework,
offsetting productivity gains. Redundancy tends to decrease
as GenAl replaces or consolidates human tasks, potentially
leading to workforce reductions. While this may appear
efficient, it reduces fallback options and increases
dependency on a single system or vendor (tooling
concentration) [33]. Lower redundancy can weaken
resilience and create productivity risks if systems fail or
outputs degrade. The recovery capacity of a process after
GenAl introduction can improve if core process structures
remain intact and GenAl is layered onto existing routines. In
such cases, organizations can revert to established workflows
when disruptions occur. However, recovery depends on
governance mechanisms such as quality thresholds or
fallback procedures. Without them, recovery is slower and
more resource-intensive, negatively affecting productivity.

The resourcefulness of a business process varies based
on the Al literacy of process actors to leverage the added
value of the tool and organizational capabilities [34]. High
levels of skill, data governance, and decision frameworks

support the effectiveness of GenAl, which can further lead to
productivity gains. Hence, skill gaps and unclear
responsibilities may increase reliance on trial-and-error
heuristics, raising coordination costs and reducing efficiency.
Rapidity, as one of the process resilience characteristics,
generally increases with the ad hoc integration of GenAl into
workflows, thereby accelerating task execution and content
generation response times [35]. However, faster output
generation may shift effort toward validating and correcting
the provided content [33]. As a result, end-to-end
productivity may decline if quality assurance is not properly
embedded. Similarly, robustness of a business process that
integrates GenAl can be threatened by model drift,
hallucinations, biased outputs, and vendor dependence.
Without clear governance, quality thresholds, and their
monitoring, process reliability can decline. This may lead to
inconsistent or erroneous outputs and increased
troubleshooting, diverting resources away from value
creation and reducing overall productivity.

Hence, across all dimensions of business process
resilience, integrating GenAl in a non-re-designed business
process can introduce a tension between potential efficiency
gains and short-term productivity losses: Productivity may
decrease due to low trust in outputs, increased validation
effort, and declining well-being. “Workslop” and
inconsistent quality create rework and coordination
overhead. Transition costs (skills, governance, process
redesign) reinforce the productivity J-curve. Without
systemic implementation of data governance, quality
assurance roles, and decision frameworks, GenAl shifts
employees’ effort from value creation to error correction.

In this case, GenAl functions less as a simple
productivity enhancer and more as a stress test of business
process resilience, because productivity gains depend on
whether organizations can stabilize and govern the disruption
it introduces. The qualitative analysis across BPR
characteristics emphasizes the process’s ability to absorb and
adapt to the disruption caused by the introduction of GenAl
tools. Rather than treating GenAl as a purely technological
upgrade, it frames the change as a stress test of process
resilience, revealing whether the process can remain stable as
it adjusts to new forms of work.

To illustrate the impact of incorporating GenAl into a
business process in relation to business performance
indicators, a hypothetical scenario is described and simulated
in the following section. Focusing on process times, costs,
and resources enables an assessment of the technology's
impact on process performance and structure.

IV. EXAMPLE ASSESSMENT OF A BUSINESS PROCESS
FROM MARKETING DOMAIN

In the following, a hypothetical scenario in the context of
a medium-sized enterprise, involving the introduction of
GenAl for typical business tasks, is described. The impact of
the tool's introduction on business process resilience (BPR)
is analyzed in light of the BPR characteristics described
above. For a better overview, the process is modeled in
BPMN before (Figure 1) and after (Figure 2) the GenAl
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integration. Subsequently, a simulation is run for both
variants, and performance indicators are compared.

A. Qualitative Analysis of Business Process Resilience

A medium-sized enterprise that designs sports shoe wear
is introducing a GenAl tool to support the marketing
department in designing and monitoring a launch campaign
for a new product. GenAl is to be used here to generate text
and images for the campaign, as well as to support its
planning by suggesting the rollout process and performance
indicators. The rationale for introducing the technology is to
help compose text and image content more quickly and to
support project management by structuring the project and
its indicators. GenAl, being a new tool, needs to be
integrated into the current process. Hence, to create the
envisioned output with at least the same quality as before,
the process needs to absorb the tool into its tasks. It will
take time for employees to master the new software tool and
the interaction, as well as to adapt its output to the original
process.

Current reports on industrial use cases describe the use
of GenAl for brainstorming ideas and generating marketing
content, with improved content quality and time saving [35]
[36]. On the other hand, they also outline a rising workload
created by unsatisfactory GenAl output, also referred to as
workslop [30] as well as reduced worker wellbeing [21] and
increased fatigue [26]. These circumstances can exacerbate
their negative effects on productivity [32] and workers' trust
[37]. Alternatively, having potentially an additional resource
that can generate required output according to even short-
term requirement changes allows the enterprise to rapidly
respond to the changes, if the tool and its output are
adequately integrated into the process, i.e., quality is
assured, and guardrails against false or incorrect content are
established. The tool might also enable the implementation
of different process variants in response to, e.g., changes in
budget and target group, while partial resource redundancy
may necessitate layoffs in the marketing department. Using
GenAl for campaign planning may enable broader risk

consideration and thus facilitate problem diagnosis in
advance. Rapidity in response can be supported by faster
content generation or adjustments to planning steps within
the campaign rollout. From a data-processing perspective, to
avoid data and model drift after introducing guardrails
against wrong, off-brand, or non-compliant outputs, content
creation should be supported by curated data and knowledge
sources, with regular audits or quality assurance checks in
place. It implies involving human expertise to review and
compare the output against the expected thresholds.

On the level of human resources and quality,
management and maintenance of created knowledge, such
as created prompts, approved metadata, and domain- and
problem-specific documents, needs to be established to
maintain the quality level required for the created content.
Automated checks and crisis prompts can help maintain
core quality under pressure. Model drift, outrages, and
policy shifts need to be managed through contingency
planning. Maintaining the data sources and prompt libraries
requires resources and effort that drain on the redundancy,
resourcefulness, and flexibility.

To complement the BPR analysis, a scenario involving
the marketing process of marketing campaign design and
launch is presented in the following section. Exploring the
scenario in terms of process performance metrics and
business process resilience can inform managerial decisions
about introducing GenAl into a working process.

B. Process simulation

The marketing campaign planning process was modeled
both without (Figure 1) and with (Figure 2) GenAl
integration. Figure 2 reveals an elevated number of
decisions, rework loops, and lane changes in the GenAl-
supported process. The model was enriched with process
times to enable the process simulation and calculation of
performance indicators such as time, costs, and resource
utilization.
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Figure 1.

The simulation was run using Signavio, a business
process modeling tool that also provides process simulation
functions. In the process model without GenAl-supported
content generation, the duration of tasks for human actors

BPMN model of the original process.

was set to 2 hours, and the duration of decision tasks was set
to 1 hour. In the process model with GenAl support, the
duration of the generation tasks performed by the GenAl tool
was set to 10 minutes, based on the assumption that multiple
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prompts were needed to produce a feasible output and
reported time-saving rates [36]. For rework loops, the
GenAl-created content was set to a 60% rework probability
to allow for quality assessment and prompt adjustment. In

both scenarios, the marketing employee's rate was set at S0€
per hour, and the manager's at 90€ per hour. No costs were
considered for the GenAl tool, as the amount of tokens used
for the campaign was considered as negligible.
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Figure 2.

While the performance metrics in the simulation are
estimates, considering their relations provides insights that
warrant further research. The processing time was
calculated as the average across five campaigns because the
tool's five-day workweek setting was wused. Process
management and marketing employees were identified as
bottlenecks in the original process through simulation. The
average processing time of the original process was
calculated as 2 days, 14 hours, and 45 minutes. Here, the
average resource utilization was 97% for marketing
employees and 59% for management employees (see Table
1).

In the Gen-Al-supported scenario, only the marketing
employee is identified as the bottleneck, and the processing
time is calculated to be 3 days, 3 hours, and 40 minutes.
Resource utilization is at 96% for the marketing employee,
63% for the management employee, and 34% for the GenAl
tool.

TABLE L SIMULATION RESULTS
Performance Original process GenAl-supported
indictor process
Processing time 2d:14h:45minutes 3d:3h:40 minutes
Bottleneck Marketing, Marketing
Management
Costs 4.088 4.125€
Resource
utilization
97% 96%
Marketing
59% 63%
Management
GenAl NaN 34%

The simulation of the hypothetical business process pre-

and post-introduction of the GenAl tool indicates that more
resources are utilized, without a reduction in the resource
utilization rate for human actors, when GenAl tools are
involved. The simulation revealed a slight rise in the
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BPMN model of the GenAl-supported process.

utilization rate for the management employee. Workslop
and the increase in the resource utilization rate can be
attributed to the reworking loops, indicating the impact on
absorption and flexibility characteristics of BPR. The
increased processing time after GenAl integration, while not
representative, raises the question of GenAl's added value
with respect to the characteristic of rapidity. The addition of
the tool has positive implications for redundancy, but the
resource utilization rate indicates that both human
involvement and tool support are needed to deliver process
results, thereby requiring more resources.

Performing the process simulations has indicated a
potential discordance: Introducing GenAl into the existing
process without changing knowledge management, data
governance, or process logic structure affects BPR. It also
has a potentially negative effect on the human resources
involved in the process, undermining the positive effects of
BPR and business performance in terms of time, costs, and
resource utilization.

V. DISCUSSION

This research examines how integrating GenAl into
existing business processes affects Business Process
Resilience (BPR). It views this as a challenge that tests
BPR's robustness rather than its productivity enhancement.
GenAl is seen as a disruptive intrusion, and its benefits
depend on an organization’s ability to adapt through good
governance, clear usage policies, clear task definition, and
strong knowledge management. The preliminary process
analysis suggests that traditional process performance
metrics, such as time, costs, and resources, are insufficient
for evaluating post-GenAl process performance; measuring
process and output quality, as well as monitoring human
involvement to balance the negative effects on process
quality, is necessary to identify trade-offs. While GenAl
seems to boost ideation and support, it offers limited
redundancy and might cause rework, increasing resource
use, especially with weak governance. Furthermore, process
simulation shows no clear cost or time improvements and
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may increase process dependency and quality risks, such as
bias and wrong content. Further factors that can diminish
productivity include increased workload and technostress,
with human roles shifting from creation to oversight,

requiring adaptation of their skills, tasks, and
responsibilities.
VI. CONCLUSION AND FUTURE WORK

In this paper, the question of the potential impact of
GenAl introduction on BPR in a non-re-designed process
was examined using a qualitative approach of content
mapping and process simulation. While the described results
and insights stem from a qualitative analysis of current
industry reports on GenAl effects on productivity and
workforce, and the process simulation is based on rough
quantitative estimates from the industry, the approach
nevertheless illustrates how combining quantitative and
qualitative insights can guide the assessment of technology
implementation into the existing process. It became visible
that business process resilience in the analyzed context
depends on safeguards such as quality assurance, curated
knowledge, process re-design, and re-skilling. Overall, the
findings suggest that GenAl impacts BPR by shifting
process resources towards governance, quality assurance,
and oversight rather than mere automation. Hence, future
work will aim to operationalize BPR characteristics and
gather empirical data on GenAl's impact on process
performance and resilience.
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Abstract— The increasing availability of data in everyday life
expands the possibilities for profiling individuals across social,
economic, and political domains. Even when sensitive attributes
are not explicitly collected, they may be inferred from seemingly
non-sensitive demographic and socioeconomic information.
This paper explores whether political orientation can be
predicted from credit-related variables, motivated by concerns
that algorithmic systems might infer sensitive attributes from
seemingly non-sensitive data. Using data from the European
Social Survey (Round 10), voting behavior in the 2021 German
federal election is treated as a multiclass classification problem.
Several common supervised learning methods, such as logistic
regression, support vector machines, k-nearest neighbors, and
boosting-based decision trees, are employed. The results
indicate that political orientation cannot be reliably predicted in
this context. Nonetheless, this does not eliminate the broader
risk of proxy-based inference. Moreover, inferability depends
not only on the variables themselves, but also on the broader
analytical context. The literature review indicates that
differences in data availability, feature construction,
preprocessing, and model training approaches can significantly
influence information gain and predictive inferability. Instead,
the findings emphasize the importance of systematic, context-
specific assessments of inferability, with significant
consequences for data protection and Al regulation.

Keywords - Machine Learning; Profiling; Inference of
sensitive attributes; Proxy discrimination.

1. INTRODUCTION

The increasing deployment of automated, data-driven
systems across domains such as finance, public
administration, and political processes fundamentally
reshapes how personal information is processed and
interpreted [1][2]. It also challenges the assumption that data
used in such systems can be clearly categorized as sensitive or
non-sensitive [3]. Data is not neutral [4]. Additional
information can be derived from aggregating, combining, and
analyzing the collected data, often beyond the original
purpose of data collection [1][5].

This raises a central societal concern. Sensitive personal
attributes do not need to be explicitly collected to be
effectively used. Yeom, Datta, and Fredrikson, for example,
demonstrated that combinations of ostensibly non-sensitive
variables in predictive policing-related datasets can function
as powerful proxies for racial composition and reinforce

Olga Levina

Department of Business and Management
Brandenburg University of Applied Science
Brandenburg a. d. Havel, Germany
Email: levina@th-brandenburg.de

discriminatory outcomes in algorithmic decision-making. In
their analysis, a proxy constructed from 58 seemingly
unrelated features exhibited a particularly strong association
with race [6]. They can be reconstructed as so-called proxy
variables from data that were originally considered non-
sensitive, giving rise to new forms of indirect discrimination.
They enable the inference of characteristics such as political
orientation, ethnicity, or religion. As a result, individuals may
be subject to differential treatment based on attributes that
were neither disclosed nor directly processed [7].

The protection concern thus shifts from the question of
which data is collected to what information can be inferred
from it. This shift has profound implications for data
protection and fairness, as it undermines traditional regulatory
approaches that focus primarily on input data categories.
Algorithmic inference of sensitive attributes therefore
represents not only a technical challenge but a structural risk
for discrimination in increasingly data-driven societies [5]
[71(8].

The research question addressed in this study is thus
whether the political orientation of individuals, a notably
safeguarded sensitive characteristic, can be inferred from non-
sensitive, credit-relevant attributes using standard supervised
learning models.

Finding an affirmative response would suggest that based
on non-sensitive, credit-relevant data an Al system can
potentially leverage individual political preferences.
Regulatory frameworks such as the EU Al Act (AIA) and the
General Data Protection Regulation (GDPR) seek to establish
safeguards for sensitive personal data, particularly by
restricting their collection and use in automated decision-
making contexts [9][10]. However, these protections become
less straightforward when sensitive attributes are not directly
processed but can be inferred from non-sensitive data. The
European Data Protection Board addresses this challenge by
clarifying that profiling, defined as the automated processing
of personal data to evaluate or predict individual
characteristics, also encompasses situations in which sensitive
information is inferred. While this interpretation broadens the
scope of data protection law, it still raises practical and
conceptual challenges regarding the effective regulation and
enforcement of such inference-based processing [5].

To address this question, an empirical investigation was
conducted using the European Social Survey (ESS) Round 10.
The target variable is voting behavior in the 2021 German
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federal election, which results in a multiclass classification
problem [11]. Core supervised-learning algorithms were used
for processing the non-sensitive attributed: logistic regression,
Support Vector Machines (SVM), k-Nearest Neighbors
(KNN), and a boosting-based decision tree.

The empirical results consistently show across all model
types that no reliable prediction of political orientation is
possible. Nevertheless, this analysis demonstrates that
systematic approaches to estimate ex ante the likelihood of
attribute inference under different conditions are needed in
research and practice. The inability to infer political
orientation in this setting does not guarantee safety in others;
practitioners should not interpret negative results as proof of
absence of profiling risk and regulators may need to consider
implementing flexible, case-by-case evaluation mechanisms
instead of rigid assumptions about inferability.

The contribution of this research is twofold. First, an
empirical assessment shows that, in this dataset and under this
label definition, predictive performance remains close to
simple baselines, suggesting limited inferability from credit-
relevant attributes alone. Second, the scope of this finding is
clarified: it does not generalize to all contexts. Inferability is
shaped by the feature space, label granularity, sample size,
class balance, and modeling choices. We therefore
recommend systematic, context-specific inferability audits as
a prerequisite for claims about the feasibility or safety of
inferring sensitive attributes. This targeted evidence can help
calibrate regulatory discussions that currently alternate
between universal warnings and untested assurances.

The remainder of the paper is structured as follows: First,
related work on the inference of sensitive attributes is
reviewed. This is followed by a description of the study's
methodology. Subsequently, the empirical results are
presented and discussed, considering their implications.

II.  DATA PROCESSING AND SENSITIVE ATTRIBUTES:
STATE OF THE ART

Empirical research provides substantial evidence that
sensitive personal attributes can be inferred from non-
sensitive data with considerable accuracy. A prominent
example is the work of Kosinski et al. [12], which
demonstrates that digital behavioral traces such as Facebook
Likes can predict a wide range of sensitive attributes.
Exploiting a dataset of approximately 58,000 individuals (170
likes on average) and applying logistic regression for
dichotomous variables and linear regression for numeric
variables combined with dimensionality reduction, the study
achieved high predictive performance across multiple
categories. Both regression models used 10-fold cross-
validation and k=100 SVD components. Area Under Curve
(AUC) values reached 0.95 for distinguishing between
Caucasian and African American individuals, 0.82 for religion
(Christianity vs. Islam), and 0.85 for political orientation
(Democrat vs. Republican). These results highlight the strong
inferential power of seemingly non-sensitive behavioral data.
Performance for numeric features was also partly strong. Age
was predicted with a Pearson correlation of 0.75, whereas

predictions for the number of Facebook friends were less
accurate, with a Pearson correlation of 0.47.

Similar findings emerge in financial contexts. In a study
by Hassani [13], ethnicity was predicted from standard credit-
scoring variables such as income, credit limits, and account
balances. The dataset comprised about 400 cases covering
African-American (99), Asian (102), and Caucasian (199)
individuals. Applying a Random Forest model (750 trees) and
a 75/25 train-test split, the study achieved an Fl-score of
approximately 0.65 on the original dataset, which increased to
around 0.70 under modified conditions and up to 0.99 after
applying the Synthetic Minority Oversampling Technique
(SMOTE) to rebalance the dataset by creating synthetic data.
The results indicate that financial variables can act as strong
proxies for ethnicity, although the study is limited by its small
sample size and reliance on data manipulation techniques.

More recent work further demonstrates the inferability of
sensitive attributes across data modalities. Chaturvedi &
Chaturvedi [14] show that religion can be predicted with very
high accuracy from personal names alone. Employing a large-
scale dataset of over 115,000 households from India and an
80-10-10 train-validation-test split, they applied several
machine learning models, including dictionary-based
approaches, language models, logistic regression, SVM, and
Convolutional Neural Network (CNN) sequencing models.
Evaluation was performed with F1, precision, and recall. The
study achieved strong predictive performance, exceeding that
of typical dictionary-based approaches. The best predictive
performance for single names was obtained by CNN with F1
of 95.86, while for concatenated names (containing more
information) SVM outperformed CNN with F1 of 97.33. The
results illustrate that even basic identifiers contain rich latent
information that can be exploited for sensitive inference.

Beyond explicitly sensitive targets, related work also
demonstrates the predictive power of behavioral financial data
for complex personal characteristics. Kim et al. [15] applied
large-scale open-banking transaction data comprising
approximately 100,000 individuals and 180 million
transactions to model financial vulnerability. Combining
open-banking data with typical credit-scoring approaches
opens wide potential for credit risk valuation. Applying
machine learning models such as Random Forest, logistic
regression, and XGBoost, the study achieves an accuracy of
around 0.77 and an Fl-score of approximately 0.62 in
identifying people with disabilities. They used an 80/20 train-
test split with hyperparameter tuning via grid search and 10-
fold cross-validation.

The aforementioned studies underscore that the efficacy of
sensitive attribute reconstruction is fundamentally contingent
on the alignment between the model architecture and the
underlying data structure. This architecture-performance gap
is particularly evident in Chaturvedi & Chaturvedi [ 14], where
CNNs excelled at extracting features from sequential name
patterns (F1: 95.86), whereas SVMs demonstrated superior
performance on high-dimensional, concatenated datasets (F1:
97.33). Such variations indicate that additional data only
enhances predictive performance if the model has sufficient
complexity to process the increased information density. The
application of resampling strategies, such as SMOTE in
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Hassani [13], demonstrates that addressing class imbalances
can drastically improve model performance, increasing F1
Scores from 0.65 to 0.99 by enabling algorithms to learn
patterns in minority classes that would otherwise be obscured
by statistical noise. The inferential power of these models is
highly domain-specific and depends on the quality of proxy
variables. The selective predictive power observed in
Kosinski et al. [12] illustrates this limitation. While Facebook
Likes serve as a high-performance proxy for ethnicity (0.95
AUQC), they are less informative for quantitative social metrics
such as friend count (0.4 correlation).

The existing research suggests that the transition from
non-sensitive input to sensitive inference is governed by a
rigorous methodological framework involving individual
feature pre-processing (i.e., dimensionality reduction), cross-
validation, and systematic hyperparameter tuning. However,
the entire prediction process is highly individualized, based on
the dataset and (target) sensitive variables, which collectively
challenge current technical and regulatory safeguards
[12][13][14][15].

III.

The research question of this study is whether individuals'
political orientation, operationalized via voting behavior as a
particularly sensitive attribute, can be reconstructed using
established supervised learning models based solely on
legitimate, credit-relevant features. These models were
selected as established approaches in applied machine
learning for structured data, without relying on highly
complex model architectures.

To address this question, an empirical investigation was
conducted using the European Social Survey (ESS) Round 10.
The ESS is a social science dataset that includes demographic
and socioeconomic information, as well as respondents'
political orientations, such as their party affiliation and views
on specific political issues, e.g., the government’s role in
reducing income inequality [16]. For the analysis, 15 features
relevant to real creditworthiness assessments were selected
from the dataset, as shown in Table I.

RESEARCH DESIGN

TABLE I. OVERVIEW OF SELECTED FETAURES AND DATA TYPES.

ESS-Variable Credit-Scoring related feature Data Type
prtvfde2 Voting behavior (target var) Nominal
gndr Gender Nominal
agea Age Metric
domicil Domicile / housing location Ordinal
rshpsts Relationship status Nominal
hhmmb Household size Metric
hhed Children living in household Metric
wrketra Contract type Nominal
educdel General education level Ordinal
edubde? Vocational education level Ordinal
hinctnta Household income Ordinal
hincsrca Main source of income Nominal
nacer2 Industry sector Nominal
isco08 Occupation Nominal
ctzentr Citizenship Nominal
brnentr Country of birth Nominal

The selection of input features followed a structured three-
step approach. First, relevant variables were identified based
on established criteria from the literature on creditworthiness
assessments and complemented by practical data
requirements derived from two real-world credit application
forms. These criteria were then systematically mapped onto
the ESS dataset by identifying where possible and valid
approximations. This applies, for instance, to credit scoring
categories such as address or the number of children in a
household. The address category was mapped to domicil,
whereas the number of children living in the household was
determined by aggregating the variables for persons in
household in combination with the relationship to respondent
indicators (rshipa2-rshipal5) [16]. Voting behavior in the
2021 German federal election was used as the target variable,
resulting in a multiclass classification problem. The ESS
variable prtvfde2 was restricted to seven valid party classes: /
= CDU/CSU (15.9%), 2 = SPD (20.2%), 3 = Die Linke
(3.9%), 4 = Biindnis 90/Die Griinen (15.4%), 5 = FDP
(9.8%), 6 = AfD (3.8%), and 7 = Andere (4.9%). Responses
without substantive informational content, including 66 = not
applicable, 77 = refusal, 88 = don’t know, and 99 = no
answer, were recoded as NaN and excluded from the
modeling dataset. Since supervised classification requires a
valid target label, only observations with values between 1 and
7 were retained for model training.

The analytical approach is based on the Cross-Industry
Standard Process for Data Mining framework, a process
model for structuring machine learning projects [17]. All data
processing were implemented in Python within Jupyter
Notebook environments using pandas for data manipulation
and scikit-learn for machine learning workflows. Four
supervised learning algorithms were used: logistic regression,
Support Vector Machines (SVMs), k-Nearest Neighbors
(KNN), and a  Dboosting-based  decision  tree
(HistGradientBoostingClassifier). = Data  pre-processing
included the encoding of categorical and ordinal variables as
well as the handling of missing values through variable-
specific imputation strategies. For logistic regression, SVM,
and KNN, categorical variables were transformed using one-
hot encoding to obtain a numerical representation suitable for
model training. Numerical predictors were subsequently
scaled according to  model-specific  requirements.
StandardScaler was applied for logistic regression and SVM,
whereas MinMaxScaler was used for KNN due to its distance-
based nature. For the boosting-based decision tree model,
categorical variables were retained as categorical data types
where applicable, allowing them to be processed without one-
hot encoding. All preprocessing operations were integrated
directly into the machine learning pipelines to ensure a
standardized structure of the input matrices and to prevent
data leakage during cross-validation. Particular attention was
given to the stratified train (0.8)-test (0.2) split to enable
evaluation on independent data and to control for variance and
bias. Due to preprocessing procedures, the final analytical
sample used for model training comprised n=6,443
observations.

For hyperparameter optimization, GridSearchCV was
used to perform a structured, exhaustive search across the
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entire defined parameter space. Systematic hyperparameter
variations were evaluated. For SVM, the grid search explored
variations in C, gamma, and different kernel types, while for
k-NN it evaluated adjustments to n neighbors, distance
metrics, and weighting schemes. Each configuration was
tested in experimental setups, allowing the performance of all
parameter combinations to be assessed under consistent
conditions and enabling the identification of the optimal
model configuration. To obtain robust and distributionally
faithful estimates of generalization performance, stratified 5-
fold cross-validation was used. Preliminary experiments with
stratified 10-fold cross-validation did not yield meaningful
performance improvements, while substantially increasing
computational complexity. The combination of GridSearch
and StratifiedKFold ensures that model variants are optimized
independently from the final test data. To support
reproducibility, additional details on missing-value handling,
imputation strategies, hyperparameter grids, the specific
algorithm, and the encoding of isco08 and nacer2 variables are
available from the authors upon request.

Model performance was assessed using common
classification metrics, particularly accuracy, F1 score,
precision, sensitivity, and specificity. The no-information
rate, defined as the accuracy achieved by always predicting
the most frequent class, served as a reference point. This
methodological framework enables a nuanced evaluation,
especially in the presence of imbalanced class distributions
typically associated with electoral choices.

IV. RESULTS

The empirical results consistently show that no reliable
prediction of political orientation is possible across all model
types. Across all models, accuracy ranged from 0.246 t0 0.316
and thus only marginally exceeded the no-information rate of
0.272 (Fig. 1).
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Figure 1. Comparison of Classification Models Accuracy and No
Information Rate.

F1-scores, precision, and sensitivity remained consistently
low, with particularly poor model performance for smaller
parties and rare classes. Regardless of whether the F1-score is
computed as a macro or weighted average, the results follow
a similar pattern. Macro Fl-scores ranged from 0.194 to

0.225, while weighted F1-scores ranged from 0.251 to 0.280,
indicating overall weak classification performance (Fig. 2).
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Figure 2. Comparison of Classification Models by F1-Score Metrics.

Macro sensitivity between 0.197 and 0.253 shows that
only about one-fifth to one-quarter of actual class instances
were correctly identified, and macro precision between 0.222
and 0.234 indicates that fewer than one-quarter of positive
predictions were accurate. The models consistently achieved
high macro specificity values ranging from 0.870 to 0.874,
indicating reliable identification of non-memberships.
However, they nonetheless failed to produce meaningful
differentiation for positive class assignments (Fig. 3).
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Figure 3. Comparison of Classification Models by Core Performance
Metrics.

A permutation-based feature-importance analysis was
added to understand the importance of each variable. No
feature showed strong predictive relevance; age had the
highest relative importance (0.0297 + 0.0112), followed by
general education level (0.0115 £ 0.0081), domicile (0.0109 +
0.0070), children living in the household (0.0106 + 0.0030),
and household income (0.0099 £ 0.0039). Several variables
contributed only marginally or negatively, suggesting that the
selected creditworthiness-related features provide limited
information for reconstructing political orientation.
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V. DISCUSSION

This research addressed the question of whether it is
possible to infer voting behavior based on data collected for
socio-economic and credit score- related purposes. Popular
classification algorithms were used to combine and strucutre
the data. The results showed that no reliable prediction of
political orientation was possible across the applied model
types. The findings of this study therefore indicate that no
meaningful inference of political orientation could be drawn
from the given setup, suggesting that attribute profiling based
on typical features related to creditworthiness is not feasible
in this specific context.

However, this result should be interpreted in light of the
imbalanced target distribution. Several party classes are
sparsely represented, particularly Die Linke (3.9%) and AfD
(3.8%), which may limit the ability of supervised learning
models to learn reliable class-specific patterns. Poor
performance should therefore not be interpreted solely as
evidence of real non-inferability, but also as potentially
reflecting methodological constraints resulting from sparse
and unevenly distributed target classes. The negative result
may therefore be due to several reasons, which have yet to be
fully clarified.

Additionally, prior research demonstrates that
reconstructing sensitive attributes from non-sensitive data can
be highly effective in other settings. This contrast highlights
that such inference processes are not universally generalizable
in either direction. Rather, their success critically depends on
the underlying data, preprocessing, the presence and strength
of proxy variables, and the chosen modeling approach
[12][13][14][15]. Ultimately, the current findings do not
definitively determine whether political orientation can be
derived from creditworthiness-related features.

Furthermore, the findings underscore the methodological
sensitivity of inference outcomes. Even within the same
empirical setting, variations in modeling choices, such as
different architectures or resampling strategies, can yield
different results. Although this study did not observe
meaningful predictive performance, these dependencies
indicate that outcomes are not method-invariant. In addition,
the reconstructability of sensitive attributes appears to be
attribute-specific, as some characteristics may be more easily
inferred than others depending on their relationship to
available proxy features. Consequently, the absence of
predictive performance in a given setup does not imply the
absence of attribute profiling risk, because absolute certainty
about the absence of attribute profiling risk, or about non-
profiling, cannot be established.

This context dependence has important implications for
assessing the risks of attribute profiling. The results suggest
that the mere availability of non-sensitive data does not
automatically enable the reconstruction of sensitive attributes.
At the same time, inferability is the mechanism by which non-
sensitive variables may become proxies for sensitive
attributes, thereby enabling indirect discrimination. However,
the variability observed across studies indicates that such risks
cannot be reliably excluded ex ante. Consequently, the
feasibility of attribute profiling remains inherently difficult to

predict, posing a significant challenge for regulatory
frameworks such as the GDPR, which aim to govern and
restrict such practices.

VL

In this paper, we examined whether creditworthiness-
related variables can be used to infer political orientation as a
sensitive attribute. Using selected socio-demographic and
economic features from the ESS dataset, we trained and
evaluated several machine learning models to assess the
feasibility of attribute profiling in this specific context. The
results indicate that no reliable prediction of political
orientation could be achieved across the applied models,
suggesting that such inference is not feasible under the given
conditions. At the same time, these findings should be
interpreted cautiously, as the absence of reliable predictive
performance does not necessarily imply the absence of
inferability, but may also reflect methodological constraints
such as class imbalance.

The results of this study suggest several important
directions for future research and regulatory consideration.
First, the inherent unpredictability of attribute profiling’s
feasibility calls for a shift away from binary risk assessments
toward more probabilistic, context-sensitive evaluation
frameworks. Future work should therefore focus on
systematically mapping the conditions under which sensitive
attribute inference becomes viable, including the roles of data
richness, feature correlations, class distributions, and model
complexity. In particular, comparative studies across a wider
range of modeling approaches, from classical statistical
methods to advanced machine learning architectures such as
neural networks, would help to better understand the extent to
which inference risks depend on methodological choices.
Future studies should also examine resampling strategies such
as SMOTE to address class imbalance and assess whether
sparse target classes affect inferability outcomes. In addition,
datasets with larger sample sizes and potentially richer
socioeconomic variables, such as the SOEP dataset provided
by the Deutsches Institut fiir Wirtschafisforschung (DIW),
may offer further opportunities to investigate proxy-based

CONCLUSION AND FUTRE WORK

inferability in contexts related to creditworthiness
assessments.
Second, the observed attribute-specific variability

highlights the need for more fine-grained analyses of which
categories of sensitive information are most vulnerable to
indirect inference. This suggests that regulatory approaches
such as the GDPR and AIA may benefit from incorporating
differentiated risk assessments rather than treating all
sensitive attributes uniformly. Developing standardized
benchmarks and evaluation protocols could support more
consistent assessments of profiling risks across contexts and
studies.

Finally, the findings underscore the importance of
adopting precautionary principles in both system design and
policy. Given that the absence of evidence for predictive
performance does not constitute evidence of absence, future
research should explore robust auditing methods and risk
mitigation strategies that remain effective under uncertainty.
This includes investigating privacy-enhancing technologies,
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model-auditing techniques, and data-minimization practices
that can reduce the likelihood of unintended attribute
inference, even when such risks are not immediately
observable.
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