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The Eighteenth International Conference on Future Computational Technologies and Applications
(FUTURE COMPUTING 2026), held on April 19 — 23, 2026, continued a series of events targeting
advanced computational paradigms and their applications. The target was to cover (i) the advanced
research on computational techniques that apply the newest human-like decisions, and (ii) applications
on various domains. The new development led to special computational facets on mechanism-oriented
computing, large-scale computing and technology-oriented computing. They are largely expected to play
an important role in cloud systems, on-demand services, autonomic systems, and pervasive applications
and services.

Similar to the previous edition, this event attracted excellent contributions and active participation from
all over the world. We were very pleased to receive top quality contributions.

We take here the opportunity to warmly thank all the members of the FUTURE COMPUTING 2026
technical program committee, as well as the numerous reviewers. The creation of such a high quality
conference program would not have been possible without their involvement. We also kindly thank all
the authors that dedicated much of their time and effort to contribute to FUTURE COMPUTING 2026.

Also, this event could not have been a reality without the support of many individuals, organizations and
sponsors. We also gratefully thank the members of the FUTURE COMPUTING 2026 organizing
committee for their help in handling the logistics and for their work that made this professional meeting
a success.

We hope FUTURE COMPUTING 2026 was a successful international forum for the exchange of ideas and
results between academia and industry that will promote further progress in the area of future
computational technologies and applications. We also hope that Lisbon provided a pleasant
environment during the conference and everyone saved some time to enjoy this beautiful city.
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Systemic Misuse of Artificial Intelligence in Financial Systems:

Threat Models, Empirical Exploits, and Misuse-Aware Detection

Usha Ratnam Jammula!, Srilakshmi Bharadwan, Adarsh Mittal®,
Naga Sujitha Vummaneni?, Ishan Kumar®, Himani Varshney ©
1234561ndependent Researcher, USA

Abstract—Artificial intelligence (AI) systems now mediate core
financial decisions including credit underwriting, fraud detection,
and algorithmic trading. While these systems improve efficiency
and scale, they introduce novel vectors for misuse that are
fundamentally different from traditional software vulnerabilities.
This paper presents a systems-oriented study of AI misuse in
financial infrastructure, focusing on strategic exploitation by
economically rational adversaries rather than model failure or
data poisoning. We formalize threat models that exploit statistical
thresholds, delayed feedback, and retraining dynamics while
remaining compliant with explicit rules. Through controlled
experiments across three representative financial domains, we
demonstrate that machine learning (ML)-based systems can be
systematically manipulated to amplify approval rates, suppress
fraud detection, and induce market instability without triggering
conventional alerts. We then propose a misuse-aware detection
framework that integrates loss-sensitive monitoring, conditional
drift analysis, and representation stability metrics. Empirical
evaluation shows that the proposed framework reduces detection
delay by up to 3.1x and cumulative financial loss by 62%
compared to accuracy- and rule-based baselines.

Keywords-AI misuse; financial systems; adversarial eco-
nomics; fraud detection; credit scoring; algorithmic trading;
systemic risk; misuse-aware monitoring

I. INTRODUCTION

Machine learning (ML), a subset of artificial intelligence
(AD), has transitioned from advisory tooling to decision au-
thority in modern financial systems [2], [3]. Credit approvals,
transaction filtering, portfolio allocation, and risk controls are
increasingly delegated to adaptive models trained on large-
scale behavioral data. While this automation offers operational
efficiency and scale advantages, real-world failures of such
systems have exposed critical limitations in traditional gover-
nance approaches designed for deterministic systems [5], [6].

Unlike deterministic rule-based systems, AI/ML models op-
erate under uncertainty, retrain continuously, and interact with
strategic agents whose incentives are directly tied to model
outputs. This creates fundamentally different failure modes
than isolated model errors or data quality issues. Existing
oversight mechanisms—such as periodic model validation and
static fairness assessments—were designed assuming models
remain static between evaluations. In practice, Al-mediated
financial decisions form tightly coupled feedback loops with
human and algorithmic actors, enabling strategic adaptation
that conventional monitoring systems fail to detect [7]. As a
result of these tightly coupled feedback loops, many real-world
failures do not arise from model inaccuracy or adversarial

perturbations in the traditional sense, but from deliberate
behavioral adaptation by economically rational agents who
learn to exploit learned decision boundaries without triggering
explicit compliance rules [8], [9], [17], [25]. Attackers learn
decision boundaries indirectly, probe system thresholds, and
exploit retraining pipelines to reshape model behavior over
time. These actions frequently remain statistically subtle and
policy-compliant, evading both rule-based controls and stan-
dard ML monitoring.

This paper argues that Al misuse in finance—meaning
strategic exploitation of AI/ML systems to gain eco-
nomic advantage while circumventing explicit operational
rules—constitutes a distinct systems security problem, com-
bining elements of adversarial machine learning, market ma-
nipulation, and feedback-control instability. This is funda-
mentally different from model robustness research, which
addresses unintended model failures or perturbations.

A. Research Gaps and Limitations of Existing Approaches

Existing literature addresses Al safety from several angles:
adversarial robustness focuses on worst-case perturbations [4];
fairness research examines disparate treatment of protected
groups [5]; and model auditing emphasizes post-hoc ex-
plainability [12]. However, none of these approaches directly
address systemic misuse by strategic agents operating within
rules while exploiting feedback loops. Financial regulators
(e.g., SR 11-7 [1]) mandate governance but rely on periodic re-
views rather than continuous runtime monitoring. Recent work
on adversarial examples in ML [10] and market microstructure
attacks [11] addresses narrow aspects but lacks integration of
threat modeling with practical detection frameworks suitable
for financial deployment. Key limitations of our proposed
approach are detailed in Section VIIL.

B. Contributions

e A formal threat model capturing economically rational
misuse of learning-based financial systems, including
attacker capabilities and defender constraints.

o Empirical misuse demonstrations across credit under-
writing, fraud detection, and algorithmic trading, using
synthetic data calibrated to real financial statistics.

o A misuse-aware detection framework grounded in loss-
aware monitoring and representation stability metrics,
with validation methodology.
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o Quantitative evidence showing substantial reduction in
detection latency (up to 3.1x) and financial loss (62%
reduction) compared to accuracy- and rule-based base-
lines.

C. Paper Structure

Section II provides related work and state-of-the-art analysis
across six research streams. Section III formalizes the threat
model and attacker capabilities within financial systems con-
straints. Section IV presents empirical misuse scenarios across
three financial domains, clarifying the use of synthetic data
and validation limitations. Section V introduces the misuse-
aware detection framework, including loss-aware monitoring,
conditional drift analysis, and representation stability metrics.
Section VI evaluates the framework against baselines and pro-
vides ablation analysis. Section VII discusses challenges, reg-
ulatory implications, and real-world deployment constraints.
Section VIII concludes with limitations and outlines future
work on model updates, cross-institution detection, and in-
tegration with regulatory reporting.

II. RELATED WORK AND STATE-OF-THE-ART

Financial Al governance has evolved across several research
streams, each addressing partial aspects of the misuse problem:

A. Adversarial Robustness and Attacks

Classical adversarial ML literature [4], [10] focuses on
worst-case perturbations and evasion attacks. However, these
assume attackers have direct model access (white-box) or can
craft arbitrary inputs. Limitation: Financial systems operate
with black-box access, delayed feedback loops, and strategic
adaptation by economically rational agents—fundamentally
different from adversarial perturbation models. Foundational
adversarial robustness work by Carlini & Wagner [23] pro-
vides baseline evaluation methods, but lacks integration with
financial domain constraints and feedback loop dynamics.

B. Fairness, Bias, and Interpretability

Fairness literature [S], [19] examines disparate treatment
and demographic parity. Interpretability research [12], [26]
provides post-hoc explanations of model decisions. Limita-
tion: These approaches assume static models and do not ac-
count for dynamic behavioral adaptation or strategic exploita-
tion of decision boundaries. They are orthogonal to misuse
detection: a fair, interpretable model can still be systematically
gamed.

C. Model Monitoring and Drift Detection

Statistical approaches [15] detect covariate shift and con-
cept drift via distribution divergence tests. Limitation: Drift
detection is agnostic to whether changes are benign (market
conditions) or adversarial (coordinated misuse). A fraudster
distributing activity across time and accounts may evade statis-
tical drift signals by maintaining global distribution invariance
while concentrating harm locally.

D. Regulatory and Governance Frameworks

Regulatory guidance [1], [14], [24] mandates governance
and periodic audits. However, implementation remains largely
checklist-based (documentation, bias audits, explainability re-
ports) with compliance reviews conducted quarterly or an-
nually. Limitation: Regulatory cycles lag behind adaptive
attacker strategies operating at transaction-level timescales
(milliseconds to hours). Recent technical standards by the Eu-
ropean Commission [24] are beginning to address continuous
monitoring but lack concrete detection mechanisms.

E. Financial Systems Security and Market Microstructure

Market manipulation literature [11] examines spoofing
and layering in equity markets. Empirical studies on high-
frequency trading during market stress by Kirilenko et al. [27]
analyze systemic risk and feedback effects. Limitation: These
focus on price manipulation and order book gaming, not the
broader spectrum of misuse across credit, fraud, and other
ML-driven decisions.

F. LLM-Based Financial Al (Emerging Threat)

Large language models (LLMs) are increasingly deployed
for financial document analysis, risk assessment, and customer
interactions [22]. Open Problem: LLM-specific misuse vec-
tors (prompt injection, jailbreaking for credit/fraud decisions)
are largely unexplored. Our framework provides a foundation
for extending misuse-aware detection to generative models.

G. Research Gaps and Our Contribution

What prior work missed:

o Integration: No prior work combines threat modeling,
empirical exploitation, and practical runtime detection in
a unified framework for financial systems.

o Strategic dynamics: Existing approaches treat attackers
as noise or standard adversaries; we explicitly model
economically rational, feedback-aware agents.

o Temporal granularity: Regulatory and fairness audits op-
erate at monthly/quarterly scales; we demonstrate detec-
tion at deployment (continuous) timescales.

o Loss alignment: Most monitoring targets accuracy or fair-
ness metrics; we align detection thresholds with economic
impact.

e Representation learning: We leverage embedding stability
as an early-warning signal; prior work on drift detection
misses this dimension.

Why existing solutions are insufficient: A bank deploy-
ing SR 11-7-compliant governance with fairness audits and
drift detection remains vulnerable to coordinated misuse that
exploits statistical thresholds and retraining dynamics while
maintaining compliance with explicit rules. Our framework
closes this gap by integrating behavioral, representational,
and economic signals into a continuous, feedback-driven audit
system.
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III. THREAT MODEL

Definition 1 (AI Misuse). Al misuse is deliberate strategic
behavior that exploits learned decision boundaries, statistical
thresholds, or retraining dynamics of Al systems to gain eco-
nomic advantage without violating explicit operational rules.

A. Model Scope and Completeness

This threat model targets supervised ML systems used
in core financial decisions (credit, fraud, trading). We fo-
cus on attacks exploiting statistical properties and retrain-
ing dynamics rather than data poisoning or model stealing.
The model captures primary-order effects (e.g., account-level
approval gaming, transaction-level fraud rings) but does not
fully account for second-order effects such as: (i) collusion
across institutions without shared detection infrastructure, (ii)
adversarial influence on ground truth labels during model
retraining, (iii) temporal coordination attacks spanning regu-
latory reporting periods. Real financial systems encounter ad-
ditional complexities including multi-modal decision-making
(ML + human review), regulatory reporting delays, and cross-
product optimization. This model represents a representative
but incomplete characterization; more complex interactions
would require institution-specific threat modeling.

B. Attacker Capabilities

We assume attackers can:
o Interact with the system at scale through applications,
transactions, or trades.
e Observe delayed or partial feedback such as approval,
rejection, or throttling.
« Adapt strategies over time using black-box inference.
Attackers do not have direct access to model parameters,
training data, or internal features. This reflects realistic con-
straints in financial institutions where model internals are
heavily guarded due to regulatory and competitive concerns.

C. Attacker Objectives

Common objectives include:

« Approval inflation: increasing acceptance probability
without improving underlying fundamentals.

o Detection suppression: keeping malicious activity below
alert thresholds.

« Instability amplification: increasing volatility or tail risk
through feedback loops.

D. Defender Constraints

Financial institutions face hard constraints on:

o Latency for real-time decisioning (typically <100ms).

« False positives due to customer impact and regulatory

scrutiny.

o Model updates because of auditing, explainability, and

compliance requirements (e.g., EU Al Act).

These constraints limit aggressive countermeasures and
make misuse detection substantially harder than traditional
anomaly detection. A naive approach of adding noise or
regularly retraining models would violate fairness and explain-
ability requirements mandated by regulators [1].

IV. EMPIRICAL MISUSE SCENARIOS

This section presents three controlled misuse scenar-
ios—credit underwriting manipulation, fraud detection eva-
sion, and algorithmic trading instability—using synthetic data
calibrated to published financial statistics to demonstrate how
ML-based financial systems can be systematically exploited.

A. Experimental Design and Data

All scenarios use synthetic data calibrated to public financial
statistics. While “empirical” conventionally means real-world
measurements, financial institutions rarely disclose operational
datasets due to regulatory and competitive sensitivity [13]. Our
approach synthesizes realistic distributions matching published
statistics from Federal Reserve Consumer Credit reports and
Federal Deposit Insurance Corporation (FDIC) data. This
enables controlled experimentation and reproducibility while
acknowledging that validation in production systems remains
pending. Validation limitations include: (i) synthetic data may
miss real-world distributional tail phenomena, (ii) attacker
strategies may differ in operational settings with stronger feed-
back signals, (iii) institution-specific model architectures and
retraining schedules are not captured. Successful deployment
requires institution-specific validation and pilot programs.

B. Credit Underwriting Manipulation

We evaluate a gradient-boosted decision tree (GBDT) credit
model trained on a synthetic dataset calibrated to public credit
statistics, including income, utilization, and delinquencies.
Attackers adjust non-protected attributes, such as credit line
utilization timing and reported income variance, within allow-
able ranges. [Synthetic data calibrated to Federal Reserve and
Federal Deposit Insurance Corporation (FDIC) statistics; see
Section IV for validation methodology and limitations.]

TABLE I
CREDIT MANIPULATION IMPACT

. . After
Metric Baseline Manipulation
Approval Rate 54% 81%
Expected Default Rate 6.2% 6.0%
Model Confidence (avg) 0.61 0.79

Approval probability increases by 27 percentage points
without measurable improvement in repayment behavior.

C. Fraud Detection Evasion

We simulate a graph neural network (GNN) fraud detector
operating on transaction networks. Coordinated fraud rings
distribute activity across accounts and time to remain below
per-transaction anomaly thresholds.
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TABLE II
FRAUD EVASION OUTCOMES

Uncoordinated Coordinated

Detection Rate 92% 64%
Mean Transaction Size $48 $43
Cumulative Loss 1.0x 2.3%

Metric

Despite lower per-transaction risk, aggregate loss more than
doubles.

D. Algorithmic Trading Feedback Loops

We deploy reinforcement learning (RL) traders in a simu-
lated limit-order market. Under mild distribution shift, agents
overreact to shared signals, increasing extreme price move-
ments. Instability was captured by: (i) measuring volatility via
rolling standard deviation of returns, (ii) counting tail events
exceeding 3 standard deviations as proxies for systemic stress,
(iii) tracking liquidity metrics (bid-ask spreads, order book
depth). The underlying inference mechanism is that adaptive
RL agents, trained under stable conditions, overfit to price
momentum signals. When market regimes shift (e.g., reduced
trading volume or changed correlation structure), agents am-
plify small signals, creating herding behavior. This emerges
without explicit coordination because all agents respond to
the same public information using similar learned policies.

TABLE III
MARKET STABILITY EFFECTS

Metric Stable Regime  Shifted Regime

Volatility (o) 1.0 1.8
Tail Events (> 30) 0.7% 4.9%
Liquidity Drawdowns Low High

V. MISUSE-AWARE DETECTION FRAMEWORK

This section introduces the three components of the pro-
posed detection framework: loss-aware monitoring, which re-
places accuracy-centric thresholds with economic cost signals;
conditional drift analysis, which detects localized misuse in-
visible to global metrics; and representation stability tracking,
which identifies strategic boundary exploitation in learned
embeddings.

A. Loss-Aware Monitoring

Rather than optimizing purely for prediction accuracy, the
framework minimizes expected financial loss:

E[L] =Zpi-ci,

where p; is the probability of an event and c¢; is the correspond-
ing economic cost. Trade-offs: Loss-aware thresholds may
accept more false positives in low-cost domains (e.g., flagging
borderline fraud transactions at $50) while being stricter in
high-cost domains (e.g., credit defaults). This aligns system
behavior with business objectives but creates asymmetric pro-
tection. Institutions must explicitly define loss matrices, which

can be controversial (e.g., false rejections of creditworthy
applicants have societal fairness implications). In practice,
loss estimates are uncertain and change over time, requiring
periodic recalibration. However, when properly calibrated,
loss-aware monitoring outperforms accuracy-only baselines by
1.8x in reducing cumulative harm, as shown in Section VI.

B. Conditional Drift Analysis

We track error rates conditioned on behavioral slices such
as time, account age, and transaction pattern instead of relying
only on global aggregates. This reveals strategically localized
misuse that would otherwise remain hidden. Comparison with
global monitoring: Global aggregate metrics (e.g., overall
fraud detection rate) mask subgroup degradation. A fraud-
ster who targets specific account types (e.g., newly opened
accounts with limited history) can maintain global perfor-
mance while achieving high local success rates. Conditional
drift analysis detects this by partitioning the population into
meaningful slices defined by domain knowledge (e.g., account
tenure, transaction size, geographic region). The trade-off is
that stratified monitoring increases alert volume and requires
more careful threshold tuning to avoid false positives. Our
experiments show that combined global + conditional moni-
toring achieves 2.1 X better detection latency than global-only
baselines, justifying the added operational complexity.

C. Representation Stability

For a learned embedding ¢(x), we define representation
stability as:

S(x) =B [sim (§(T' (), $(T"(x)))] -

Abnormally high stability under behavioral variation signals
strategic boundary exploitation, where attackers intentionally
remain within safe decision regions while changing observable
behavior.

VI. EXPERIMENTAL EVALUATION

This section evaluates the misuse-aware detection frame-
work against three industry-standard baselines across the sce-
narios described in Section IV, and reports ablation results
quantifying the contribution of each framework component.

A. Baselines

We compare the proposed method against standard industry
practices:

o Accuracy-Only Monitoring: Post-deployment validation
tracking overall error rate, common in regulated institu-
tions [1]. Typically checked monthly or quarterly.

o Rule-Based Heuristics: Hard-coded business rules and
velocity checks (e.g., “flag if approval rate ; 95% this
month”), standard in compliance frameworks [14].

« Drift-Only Statistical Tests: Kolmogorov-Smirnov tests
on feature distributions, used in some ML ops
pipelines [15]. Detects covariate drift but not strategic
adaptation.
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TABLE IV
OVERALL DETECTION PERFORMANCE. *FPR = FALSE POSITIVE RATE

testing, model governance, and post-deployment auditing of
Al-enabled financial infrastructure. Real-world challenges in-

clude:

« Calibration difficulty: Loss matrices must be estimated

« Loss
Method Delay FPR Reduction
Accuracy Monitoring High Low 0.21
Rules Only Medium Medium 0.34
Drift Only Medium Low 0.39
Misuse-Aware (Ours) Low Low 0.62

from limited historical data; misspecification propagates
to detection thresholds.
o Alert fatigue: Conditional drift creates more alerts; in-

B. Ablation Analysis

Removing representation stability increases detection delay
by 1.7x. Removing loss-aware thresholds increases false pos-
itives by 2.4x.

These results indicate that the strongest practical perfor-
mance comes from combining behavioral, representational,
and cost-sensitive signals rather than relying on any single
metric.

VII. DISCUSSION

This section interprets the empirical findings in the context
of adaptive financial systems, summarizes the current regula-
tory landscape, and identifies practical barriers to deploying
the proposed framework in production environments.

A. Adaptive Systems and Strategic Agents

Al misuse arises from the interaction between adaptive
models and strategic agents. The framework assumes agents
behave as economically rational actors with black-box access
to the system (e.g., credit applicants can submit multiple
applications with different information, fraud rings coordinate
activity timing). This is formalized as a Stackelberg game
where the attacker observes delayed feedback and adapts
over multiple interactions [8], [9]. Preventing misuse therefore
requires monitoring economic impact, behavioral stability, and
retraining effects rather than static accuracy metrics alone.

B. Current State of Practice

As of 2025, major financial institutions are not yet sys-
tematically deploying misuse-aware detection frameworks as
described in this paper. However, regulatory momentum sup-
ports such approaches: (i) the EU Al Act requires risk
management for high-impact Al in financial services, (ii) the
Federal Reserve’s SR 11-7 guidance emphasizes ’governance
of model risk,” and (iii) recent financial stability reports (e.g.,
International Monetary Fund (IMF) Global Financial Stability
Report) explicitly discuss Al-enabled market instability. The
framework targets large retail and commercial banks with
sophisticated risk infrastructure. Applicability to smaller in-
stitutions or specialized subdomains (e.g., mortgage lending,
trade settlement) would require domain-specific threshold tun-
ing and validation.

C. Challenges for Real-World Deployment

The empirical scenarios studied here show that substantial
harm can accumulate even when explicit operational rules are
not violated. This has direct implications for regulatory stress

stitutions must invest in triage and investigation infras-
tructure.

o Model updates: Retraining frequency and data pipelines
affect drift detection latency; coordinating auditing with
model release schedules requires cross-functional gover-
nance.

o Data quality: Representation stability relies on embed-
dings; models without interpretable learned representa-
tions complicate deployment.

o Cross-institution coordination: Misuse that spans mul-
tiple institutions or payment networks may evade single-
institution detection.

VIII. CONCLUSION AND FUTURE WORK

This section summarizes the paper’s contributions, acknowl-
edges key limitations, and outlines a concrete five-phase val-
idation and deployment roadmap for translating the proposed
framework into production financial systems.

A. Summary

This paper presented a systems-oriented study of Al misuse
in financial systems, integrating threat modeling, empirical
exploits, and a deployment-oriented detection framework. The
results show that misuse-aware monitoring substantially re-
duces both detection latency (up to 3.1x) and cumulative
economic harm (62% reduction) relative to accuracy- and rule-
based approaches.

B. Limitations

Key limitations include: (i) evaluation on synthetic data
without validation on real operational systems, (ii) threat
model focusing on black-box probing and does not address
insider threats or model stealing, (iii) detection framework
assumes continuous feature logging which may be unavailable
in some institutions, (iv) results derived from three financial
domains; generalization to other critical infrastructure remains
open.

C. Planned Validation and Deployment Roadmap

Rather than generic future work, we outline a concrete
validation roadmap aligned with regulatory timelines and
institution capability maturity:

o Phase 1: Data Partnership (Months 1-3). Engage 1-

2 mid-tier U.S. retail banks with 100K+ credit accounts
and fraud monitoring infrastructure. Data requirements:
(1) 12-month transaction history (30M+ transactions), (ii)
approval/rejection labels with ground truth outcomes (re-
payment status, fraud confirmation), (iii) model retraining
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logs (frequency, feature importance), (iv) monthly au-
dit records. Regulatory: Execute Data Use Agreements
compliant with the Gramm-Leach-Bliley Act (GLBA);
obtain Institutional Review Board (IRB) exemption for
retrospective analysis.

o Phase 2: Retrospective Validation (Months 3-6). Re-
play framework on historical data. Metrics: (i) Detection
latency: time until alert triggers vs actual misuse incidents
(if available from institution’s investigation records), (ii)
False positive rate at production thresholds (target: 1—
5 false alarms per 10K accounts/month), (iii) Threshold
sensitivity: cost of miscalibration on customer experience
and compliance burden. Deliverable: Institution-specific
threshold recommendations with calibration confidence
intervals.

o Phase 3: Pilot Deployment (Months 6-12). Shadow-
mode monitoring: framework runs in parallel without
impacting customer decisions. Collect: (i) alert volumes
and manual triage outcomes, (ii) feedback from com-
pliance/risk teams on operationalization, (iii) integration
burden (data latency, computational overhead). Success
criterion: > 70% precision on high-confidence alerts; loss
reduction > 20% vs current practice.

o Phase 4: Regulatory Integration (Months 9-15). For-
mal mapping of detection signals to SR 11-7 model risk
updates and EU AI Act Article 29 documentation. Coor-
dinate with Federal Reserve and Office of the Comptroller
of the Currency (OCC) on pilot inclusion in stress testing
procedures. Engage with European Central Bank (ECB)
and European Securities and Markets Authority (ESMA)
for EU implementation guidance. Publish implementation
guide for other institutions.

« Phase 5: Open Research Directions (Years 2+).

— Adaptive thresholding: Online learning approaches
(follow-the-regularized-leader [16]) to adjust thresh-
olds as retraining cycles occur.

— Cross-institution coordination: Privacy-preserving
detection via secure multi-party computation for at-
tacks spanning multiple institutions.

— Causal analysis: Causal discovery methods to iden-
tify which features drive instability, enabling targeted
interventions.

— LLM-based finance: Extend framework to emerging
threats in LLM-powered financial decisions [22].

— Model-agnostic extraction: Post-hoc representation
learning for black-box models (e.g., proprietary
third-party solutions).

Success Metrics (Phase 3): (1) Detection latency > 2x
reduction vs current practice, (2) False positive rate < 2.5%
at recommended thresholds, (3) Operational cost < $50K/year
for mid-tier institution.

These findings highlight the need for security-first Al sys-
tem design in financial infrastructure, where failures increas-
ingly emerge from strategic interaction and adaptive feedback
rather than isolated model errors.
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Abstract—A prototype pseudo-Metacognition Module (MM) is
presented. It consists of various presets, which have been
enhanced for this paper, as well as a newly presented
construct. Architecturally, this bespoke MM diverges from a
prototypical quasi-Mixture of Experts (MoE) approach (e.g., a
multi-layered LLM atop LLM atop LLM-type approach).
Rather, it incorporates the principles of the Knudsen and
Konishi findings and utilizes an embodiment approach; instead
of a component by component build, it endeavors to weave in
considerations for a more intrinsic construct. A Watrobski-
inspired test dataset is formulated, and an Dong-inspired
ablation study is conducted. Preliminary findings indicate that
the proposed MM might actually be more useful than not.

Keywords-Conversational Al Agent (CAA),
Reasoning (CBR), Metacognition Module (MM).

Case-Based

1. INTRODUCTION

A Conversational AI Agent (CAA) is considered to be a
Real-World Scenario (RWS) application for which Robust
Dialogue Management (RDM) is needed. RDM involves,
among other facets, real-time reasoning and decision-making
for a naturally flowing, coherent conversation. For the most
part, CAA are rooted in the use of Large Language Models
(LLMs). While computer scientists, such as Chen, assert that
certain Reasoning Mechanisms (RMs), such as Inductive
Reasoning (IndR) are central to CAA LLMs, in Chen’s
study, it was found that the performance was often,
ironically, sub-optimal for IndR [1]. Along this vein, Luo’s
study involving the LogiGlue Benchmark, which consists of
24 Deductive Reasoning (DedR), IndR, and Abductive
Reasoning (AbdR) datasets, revealed that, interestingly,
“LLMs excel most in” AbdR “followed by” DedR “while
they are least effective” for IndR [2]. Cheng put it succinctly;
“while the” DedR “capabilities of LLMs...have received
considerable attention, their abilities in” IndR “remain
largely unexplored” [3]. This is also true for the
enhancements to LLMs, such as Large Reasoning Models
(LRMs). Hence, one of the goals of this paper is to delve into
the CAA IndR matter further with the proposed MM. The
paper also sets out to delineate an “embodiment” architecture
(vs. a layered Mixture of Experts or MOE-style stack) that
leverages Lower Ambiguity, Higher Uncertainty (LAHU)
and Higher Ambiguity, Lower Uncertainty (HALU) framing
to manage ambiguity vs. uncertainty under compressed vs.
uncompressed decision cycles. The paper further posits a
“prototype pseudo—Metacognition Module (MM)” intended
to improve RDM for CAA by explicitly orchestrating
reasoning mechanisms (DedR/IndR/AbdR) and related

processes (monotonic vs non-monotonic), with an emphasis
on Case-Based Reasoning (CBR) and Graph-Based
Reasoning (GBR) as computationally tractable bridges for
probabilistic and temporal reasoning.

Section I provides an overview regarding the challenges
and complexities surrounding RDM, which is a core
capability needed for CAA. The remainder of the paper is
organized as follows. Section II provides pertinent
background information pertaining to several CAA technical
challenges and alludes to the notion that underlying
architectural issues may need to be examined. An overview
of various reasoning mechanisms/processes is provided, and
those that are most suitable (e.g., reasonable computational
tractability) for CAA are discussed. The section wraps up
with an evaluation of whether a semblance of “‘commonsense
reasoning” (for the CAA) can be achieved with the proposed
MM. Section III revisits the need for an MM, puts forth
some theoretical foundations, proposes an architecture, and
delineates the test dataset and ablation study used for the
experimentation. Section IV summarizes with concluding
remarks, and proposed future work closes the paper.

II.  BACKGROUND

CAA are beset by a variety of technical challenges,
which include among others, goals processing (i.e., intent
recognition), context persistence (particularly for multi-turn
conversations/multi-session dialogues), validity (pertaining
to the accuracy of the information conveyed), and the follow-
on notion of construct validity (i.e., the ability of a
benchmark to gauge the adequacy by which a notion is
captured/expressed). While much research has focused on
the technical challenges, individually (e.g., those presented
in Section I), in many instances, far less attention has been
paid to the prospective underlying issue(s) (e.g., the
underlying CAA architectural approach, the heuristical
schema underpinning the CAA architecture, etc.), which may
profoundly impact the aforementioned challenges. Taking
one specialty domain as an example, the medical field, in a
study by Casarett, it was ascertained that physicians had used
metaphors in 64% and analogies in 31% of their
conversations with patients [4]. Johnston affirms the efficacy
of figurative language for triggering “multiple learning
pathways” and facilitating clearer medical communication
[5]. By way of background information, a metaphor tends to
be implicit/direct while an analogy is explicit/extended; the
amalgam constitutes substantial coverage for the involved
domain knowledge communication channel. Accordingly,
this begets the question as to whether, say, a Large Concept
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Model (LCM) architectural approach might be a better
approach than a LLM or LRM for figurative language (e.g.,
metaphors, analogies) since LCMs are more concept-centric
rather than the token-centric (e.g., words, subwords,
characters) LLMs and even LRMs (with their lengthier
sequences of tokens or “chains of thought”). In a number of
cases, LLMs have been known for sub-optimal performance
with regards to intent, context, and validity; to underscore
this point, Hussain finds that current LLM approaches (e.g.,
safety) can be sub-optimal in gleaning user intent; Du finds
that even context length may adversely affect LLM
performance, and in his study of “5 open- and closed-source
LLMs,” performance degradation was in the range of
“13.9%-85%;” and Bean’s study of 445 LLM benchmarks
determined that there was a significant gap between
empirical test results and the target phenomena they were
supposed to measure (i.e., low construct validity) [6][7][8].

On the surface, it seems that simply shifting to an LCM-
centric architecture may, perhaps, address the referenced
challenges of discerning intent, maintaining context, and
preserving validity. Intuitively, the LCM higher-level
concept embeddings seem to be more representative than the
LLM token-centric contextual embeddings. This then begets
certain questions regarding the ensuing layer, such as the
architecture underlying the LCM’s causal graph approach
(which is known to be, potentially, more advantageous for
zero-shot and multi-modal taskings) as contrasted to LLM’s
correlation (i.e., pattern-matching) approach [9][10]. In
either case, the RMs and Reasoning Processes (RPs)
involved should be better understood; some of these primary
RMs, among others, include: (1) DedR, (2) Probabilistic
Reasoning (ProbR), (3) Temporal Reasoning (TempR), (4)
IndR, (5) Analogical Reasoning (AnaR), and (6) AbdR.
Some of these primary RMs may also leverage secondary
RMs, such as Case-Based Reasoning (CBR) and Graph-
Based Reasoning (GBR); the latter is especially important
for the previously referenced causal graph approach.

A.  Overview of RMs & RPs

Initially, the RMs focused upon will be DedR, IndR
(which includes AnaR, CBR, and GBR), and AbdR. Grote-
Garcia describes DedR as “the process of using general
premises to draw specific conclusions” (i.e., a top-down
paradigm) [11]. In contrast, Davidson describes IndR as a
process wherein “specific observations are often used to
draw general conclusions” (i.e., a “bottom-up” paradigm)
[12]. Gentner describes AnaR as “the ability to perceive and
use relational similarity between two situations or events,”
and Smaling notes that AnaR can be considered to be
hierarchically situated below IndR (however, AnaR is
situated above AbdR, which is a bit more nebulous and
incomplete) [13][14]. Sandoval-Hernandez describes AbdR
as the ability to move from “puzzling observations” to
“inferring the most likely explanations,” Thagard describes
AbdR as “explanatory hypotheses” that “are formed and
evaluated,” and Belzen depicts AbdR as “explaining a
phenomenon by a cause” [15][16][17]. Kolodneer notes that
situated below AnaR (but above AbdR) is CBR, which

Momem describes as utilizing “the knowledge obtained in
past situations, referred to as cases, to solve new problems”
[18][19]. In turn, Das and others note that GBR, which
Zhang describes as “exploring the relationships between
nodes and edges in a graph and making inferences based on
these relationships,” can be a form of CBR [20][21].

For CAA, the involved primary RMs, by validity
ranking, are likely to be DedR, IndR, and then AbdR. As
Boger and Cheng remind us, Aristotle’s DedR leads to
conclusions that are definitively true, if the premises and
argument are valid [22][23]. Then, as Glass reminds us,
Bacon’s IndR empirical method, while probable, can indeed
lead to conclusions that might be either true or false (e.g.,
there could be experimental discrepancies) [24]. Next, as Lu
reminds us, hypotheses (both hypothesis generation and
evaluation) form the core of Peirce’s AbdR—"intelligent
guessing”—but they are simply possible outcomes and can
be either true or false [25]. However, there is also a temporal
facet that is shaped by “what” and “when” information
becomes available. Along this vein, generally speaking,
DedR is considered to, generally, accompany the rubric of
Uncompressed Decision Cycles (UDC) while IndR (as well
as AnaR, CBR, and GBR) and AbdR are considered to,
generally, accompany the rubric of Compressed Decision
Cycles (CDC). Hence, apart from the ideal/desired validity
requirement (e.g., guaranteed, probable, possible), in
actuality, depending upon the amount of time available (i.e.,
UDC, CDC), a particular RM may be more apropos, and this
is delineated in Table I by columns 2 and 3.

TABLE 1. RM, VALIDITY, AND TEMPORAL SPAN
RM Validity Temporal Span

DedR Guaranteed to be Typically back-loaded, | UDC
true, if the premises | as it unfolds ineratively
and argument are in a “bottom-up”
valid. fashion.

IndR (can Likely to be true, Typically front-loaded, | CDC

include AnaR, | but it could be false | but it can also unfold in

CBR, and despite the a “bottom-up” fashion.

GBR) observations being
accurate.

AbdR Can be true (but Typically front-loaded,

but as it has various
sensitivites (e.g.,
uncertainty/information
gaps/ambiguity/
multiplicity, etc.) it can
also unfold in a
“bottom-up” fashion.

might not be), as it
involves a plausible
best guess
approximation or a
posit as to the
optimal
explanation.

The referenced RMs can also be sorted by the RPs of
Monotonic Reasoning (MR) and Non-Monotonic Reasoning
(NMR). Taking the logic of Xiu, MR can lead to
conclusions that become invalid over time, as it is unable to
accommodate new evidence [26]. In contrast, Brewka notes
that NMR allows for modification and/or “retraction of prior
conclusions” [27]. With regards to DedR, Bundy and
Wallen note “the monotonicity of deductive logic,” wherein
“the addition of new axioms to a set of axioms can never
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decrease the set of theorems or facts” [28]. Fuhrmann
affirms by noting that “deductive inference, at least
according to the canons of classical logic, is monotonic; if a
conclusion is reached on the basis of a certain set of
premises, then that conclusion still holds if more premises
are added” [29]. Continuing on, IndR can be construed to be
non-monotonic as well as weakly monotonic. By way of
example, with regards to IndR, Janke describes how non-
monotonic reasoning “is inherently required in several
approaches to inductive inference,” and how IndR can also
be weakly monotonic [30]. Proceeding to AnaR, as it is
situated below IndR, Kerber asserts that AnaR is non-
monotonic, and Passos and Amgoud, respectively, assert
that CBR can be both cautiously monotonic and non-
monotonic [31][32][33]. Next, with regards to AbdR,
Hentenryck notes that AbdR is “closely related to non-
monotonic reasoning” and is “a form of reasoning
appropriate for handling incomplete information” [34]. Paul
affirms by noting that “abduction is a form of non-
monotonic reasoning” [35]. In the context of RWS, the RMs
can be organized by their varying temporal constraints (e.g.,
UDC, CDC) as well hierarchically sorted by their associated
RPs (e.g., MR, NMR). The UDC and CDC facets can also
be further coupled with the notions of Higher Ambiguity,
Lower Uncertainty (HALU) and Lower Ambiguity, Higher
Uncertainty (LAHU), such as described in Table II.

| AnaR
CBR C
MR
| GBR | MR
Possible | AbdR

TABLE II. LAHU/HALU MODULE (LHM)
Ambiguity/ Descriptor
Uncertainty
Higher Under a paradigm of UDC, and for the situation
Ambiguity, wherein prior cases do not exist (i.e., a paradigm of
Lower higher ambiguity), there needs to be a proactive
Uncertainty seeking of more data (since time is readily available
(HALU) under UDC) so as “to lower uncertainty” and move
towards a more acceptable state (i.e., a paradigm of
lower uncertainty) [36][37].
Lower Under a paradigm of CDC, and for the situation
Ambiguity, wherein prior cases do indeed exist (i.e., a paradigm
Higher of lower ambiguity), there is more tolerance for sparse
Uncertainty data/no data (a paradigm of “higher uncertainty”),
(LAHU) particularly if time is of the essence) [36][37].

Building upon Table II, Table III can be constructed. A
Red-Orange-Yellow-Green (ROYG) color coding schema is
utilized, wherein green denotes the best performance (either
validity or computational performance) while red indicates
the worst performance. For example, with regards to
computational performance, MR is indicated by green,
NMR by red, weak MR (W MR) by orange, and cautious
MR (C MR) by yellow.

TABLE III. RMS AND RPS UNDER UDC AND CDC (WITH ZERO-SHOT
CIRCUMSTANCES)
HALU- LAHU-
Validity centric Validity centric
ubnc CcDC
Guaranteed | DedR | MR | Probable | IndR w -
MR

It should be noted that Table III depicts a specific
instance/circumstance, wherein the paradigm is zero-shot
(i.e., prior cases do wnot exist). Under few-shot
circumstances, Table III can take a different form, as the
degree of being HALU-centric/LAHU-centric can change
temporally. As shown by Table III, as DedR is more
analytical, its computational performance tends to be
slower. Since IndR is focused upon establishing specific
patterns, its tends to be slower than AbdR, which can be
somewhat faster by simply putting forth a “best guess.” As
noted by Chen, IndR tends to be prevalent for RWS
applications, such as CAA [38]; accordingly, the
hierarchical subordinates of IndR (e.g., AnaR, CBR, and
GBR—which Castaneda would construe as ProbR, as they
involve “the retrieval of prior knowledge” for Momem’s
“cases”—are scrutinized/compared [19][39]. The “cases”
can also involve what Xiong describes as TempR
paradigms: “sequencing, duration, frequency, simultaneity,
temporal relation, comparative analysis and facts extraction”
[40]. For example, an aberration that occured with
simultaneity (with comparable duration, frequency, etc.) in
several different geographic regions might constitute a prior
Indicators & Warnings (I&W) “case.” Leeuwenberg would
likely affirm this vantage point, as he posits that TempR is
“the process of combining different temporal cues into a
coherent temporal view” [41]. Cai cautions that employing
TempR over sparse/incomplete and/or ambiguous/uncertain
can be problematic [42]; the author has previously noted this
as well: “for CAA, conversational coherence is ‘quite
difficult to maintain because the information supply changes
temporally, and at some points, it may be sparse/incomplete
and/or  ambiguous/uncertain’”’ [43]. Accordingly,
LAHU/HALDU is utilized to mitigate against some of Cai’s
concerns by well considering the issues surrounding
TempR; also, AnaR, CBR, and GBR serve to capture the
essence of ProbR. In this way, the RMs previously
referenced in the overview of Section II (as well as the
opening thread of Section II) have all been addressed.

B. A Winnowing of the RMs/RPs for CAA

Pertaining to the CAA’s RDM, as the discussion topics
and prioritization of the thematics may shift (and as
incoming information may potentially conflict with prior
information), the handling of MR and NMR becomes
crucial for maintaining context, validity, and intent. After
all, MR can be brittle, as it is unable to revise prior
conclusions in the face of new, contradictory information; in
contrast, NMR can be somewhat more resilient, as it is able
to retract and adapt. Yet, while it may be better suited for
RDM, the computational requirements for NMR can be
intractable; fortunately, as can be gleaned from Table III,
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CBR and GBR are prospective candidates for being able to
straddle both RPs — MR and NMR — thereby, potentially,
being more computationally tractable (i.e., given the
lessened probability of spawning further Non-deterministic
Polynomial-time Hard or NP-hard problems). They also
have the benefit of being construed as ProbR (as they satisfy
the Castaneda requirement of “the retrieval of prior
knowledge” for Momem’s “cases™) [19][39]. In addition to
the zero-shot circumstance previously shown in Table III,
few-shot to many-shot LAHU/HALU circumstances are
also considered by CBR and GBR, thereby well embodying
the TempR aspect. This is shown in Figure 1.

TempR
[UDC/CDC||[UDC/CDC]
| LAHU [|[[ HALU |

IndR
%| |AnaR
E CBR
GBR
Figure 1. ProbR and TempR embodiments (for few-shot/many-shot
circumstances)

The significance of the ProbR and TempR embodiments by
certain RMs (e.g., CBR, GBR) that are, potentially, more
computationally tractable should not be underestimated.
Continuing on from the Casarett and Johnston points of
Section II, Nafar reminds us that Poggi has also noted that
“uncertainty...has been shown to significantly affect
decision-making in the biomedical domain™ [44][45]. Lafitte
and Shou similarly weigh in on the issue of ambiguity in
medical decision-making [46][47]. The import of ProbR in
the handling of uncertainty should be clear, but this only
addresses part of the issue [45]; after all, ProbR utilizes
probabilities to quantify uncertainty, whereas probabilities
are not able to be assigned for ambiguity (a.k.a., Knightian
uncertainty) due to a sparsity of data (or no data). Prior
endeavors, such as Koller’s ProbR-GBR approach (as
spotlighted by Nisa), have constituted valuable
contributions (but do not address ambiguity, due to ProbR’s
inherent limitations of quantifying in the case of Knightian
uncertainty) [48][49]. However, LAHU/HALU can bridge
the gap for ProbR via its handling of ambiguity, and the
examined ProbR RMs of CBR/GBR can indeed incorporate
the LAHU/HALU mechanism, as previously shown in
Figure 1. Moreover, TempR is well embodied—even over
an elongated temporal span (with the degree of
LAHU:HALU varying with UDC/CDC circumstances at
discrete points in time)—as exemplified by Figure 2, which
reflects exemplar formats (e.g., starburst, treemap formats)
of LAHU:HALU ratios at To-Tn under UDC/CDC.

T4

Figure 2. TempR embodiment over an elongated temporal span via
LAHU:HALU amidst UDC/CDC circumstances

In light of temporal variations with concomitant
uncertainty/ambiguity variations, LAHU:HALU (with its
UDC/CDC) not only well embodies the principles of
Kahneman’s System 1 (faster, more intuitive/automatic) and
System 2 (e.g., slower, more deliberate/procedural), but also
accommodates enhanced granularity as well as temporal
longevity, as shown in Figure 2. It also better approximates
the “commonsense reasoning” alluded to by Arabshahi by
embodying a myriad of RMs (e.g., interplaying with
ProbR—IndR via AnaR, CBR, and GBR; AnaR via CBR
and GBR; and CBR via GBR—as well as TempR, and
depending upon whether UDC/CDC and/or the
computational resources available, DedR and AbdR) [50]

C. Heuristical Considerations for a CAA RM: CBR

Mann put it quite well when he noted that “many
organizations implementing Al agents tend to focus too
narrowly on a single decision-making model, falling into the
trap of assuming a one-size-fits-all decision-making
framework™ [51]. Sections ITA and IIB have illuminated the
significance of not only CBR and GBR (given their,
potentially, computational tractability via a lessened chance
of spawning NP-hard problems), but also the embodiments
of ProbR (and the LAHU/HALU bridge to ambiguity) as
well as TempR. The importance of AnaR (of which CBR
and GBR are constituents) has been articulated by Li’s CA-
EHN: Commonsense Analogy from E-HowNet [52]. As
Arabshahi points out, the notability of GBR has been
featured by Cohen’s TensorLog, and the significance of
ProbR (which GBR and CBR qualify for) has been put forth
by Manhaeve’s DeepProbLog [50][53][54]. For RWS
applications, such as CAA, Arabshahi’s referenced
“commonsense  reasoning” is  architecturally  and
numerically challenging to implement, and this paper only
endeavors to address it via: (1) utilizing a schema akin to the
embodiment of Tables I, II, and III as well as Figures 1 and
2, (2) leveraging presets, such as a LAHU/HALU Module
(LHM) as well as a Hyper-Heuristic (HH),
Metaheuristic/Meta-Heuristic (MH), and Building Block
Heuristic (BBH) Construct previously described in [55] and
delineated in this Section IIC’s Figure 3, and (3)
implementing the prototype module to be presented in
Section IID [43][56].
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Figure 3. HH, MH, and BBH Construct for Selection, Exclusion,
Revision, Hybridization, and Generation of heuristics (SERHG).

A successful implementation of CBR necessarily
involves retrieval heuristics (those which can effectively and
efficiently retrieve apropos “cases”), reuse heuristics (which
can serve as accelerants for acknowledged ‘“cases”),
revise/adaptation heuristics (those which can effectively and
efficiently revise/adapt prior “cases” to the situation at
hand), and retain heuristics (those that effectively and
efficiently evaluate the efficacy of the utilized “cases” so as
to determine whether they should be made part of the
repertoire for future use). These heuristics can also be
organized into the BBH, MH, and HH described previously
in [55]. While BBH might focus on problem-specific
methods, the MH is a higher-level problem-agnostic
approach that focuses on tackling optimization problems
(e.g., search space-centric optimization strategies). The HH
is at an even higher-level and focuses upon, for example,
Selection, Exclusion, Revision (e.g., updating/enhancing),
Hybridization, and Generation (SERHG) strategies.
Ironically, the involved processes, particularly at the MH
and HH levels can, in several instances, segue to become
NP-hard problems and can even inadvertently spawn further
NP-hard problems (with an accompanying increase in the
computational costs and time involved), thereby possibly
obviating the entire point of the heuristical paradigm (e.g.,
computational speed advantages).

Pradhan asserts that the prototypical BBH is usually not
subject to the NP-Hard paradigms [57]; however, this
greatly depends upon the Multi-Attribute Decision-Making
(MADM) and/or Multi-Objective  Decision-Making
(MODM)  Subjective/Objective  (MMSO)  method(s)
associated with the BBH. For example, several MODM
methods reside within the NP-Hard domain (e.g., as they
may involve conflicting objectives).  Furthermore,
combinatorials of MODM (or MADM/MODM) might also
reside within the NP-Hard realm. Fisher and Thompson’s
study had noted, as well as highlighted by Drake, “specific
heuristic methods do not always perform well” individually,
and “individual heuristics may be particularly effective at
certain stages...but perform poorly at others,” so “mixing
and combining different low-level heuristics produced better
quality solutions than if they were applied separately”

[60][61]. Accordingly, combinatorials are prevalent within
the heuristal arena. Consistent with this, Watrobski notes
and Zayat underscores, by way of example, “there are more
than fifty methods under” MADM, “but not every method
can be used for solving every decision-making problem”
[62][63]. By way of context, there are a number of RWS
case studies involving MADM methods (used by BBH) that
are unable to, intrinsically, handle negative values.
Moreover, in these contemporary times, the demarcation
between operational data and non-operational data is not
quite as stark. For example, in the operational data realm,
system conditions are quite significant; hence, conditions,
such as negative sequence currents (“unbalanced currents
that occur in three-phase electrical systems”), are clearly
problematic [64]. On the flip side, by way of example,
environmental conditions have traditionally been construed
to reside within the non-operational data realm. However,
the lines are blurring, such as in the cases of: (1)
temperature (T°), which can drop to negative values (e.g.,
temperatures below 0°C freezing) and be of concern, (2)
water level readings, which can contain negative values
(e.g., the water level falls below a threshold referred to as
“gauge zero”), can also be of concern [65], (3) the Langelier
Saturation Index (LSI), which, upon reflecting a negative
value, indicates that the involved “water [supply]
is...corrosive” (i.e., the water is under-saturated with
calcium carbonate) [66], etc. As Wei notes, even the
logarithm function, which is commonly leveraged to
analyze data for patterns, “can map a data value to a
negative value when its original value is between 0 and 1”
[67]. In these situations, wherein the traditionally non-
operational data can have operational consequences and
segue to becoming operational data, the inappropriate use
of a method(s) by a heuristic can have devastating
consequences. For example, regarding the well-known
MADM method of Analytic Hierarchy Process (AHP), it is
important to note that Othman and others have cautioned
that “typical AHP” problems are “limited to handle only
positive” values, as the “introduction of negative” values
“into AHP often creates various contradicting scenarios that
result in spurious and inconsistent” resultants [68]. Millet
concurs and notes that AHP’s inability to handle negative
values “can lead to incorrect preference ratios and even
incorrect ranking of alternatives” [69]. These cases and
others contribute towards a counterintuitive phenomenon,
which Methling spotlights: “heuristics [can] lead to sub-
optimal decisions in 60.34% of cases” [70]. To aggravate
matters, Bobadilla-Suarez points out BBH (compared to
MH and HH) “may not always be fast” [71]. This
combination of potentially poor MMSO outcomes and poor
computational performance runs counter to the purpose of
utilizing a heuristical paradigm.

This then begets the question as to how the HH handling
of SERHG is informed by the time and condition-dependent
non-operational/operational data shifts, moreover, with its
SERHG responsibilities, can the HH adequately manage the
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extended monitoring of both non-operational/operational
data while executing its SERHG taskings? Moreover, can it
maintain its Higher-Level Heuristic (HLH) vantage point?
As noted in [55], Bouazza points out that “one important
classification criterion is the nature of the” HH, such as
“whether it aims to select” Lower-Level Heuristics (LLHs)
(e.g., BBH), “from a predefined set or to generate new
ones” [72]. In other words, Bouazza highlights the class of
selection-centric HH and the class of generation-centric HH.
With regards to selection-centric HH, it is expected that
selection-centric HH will “select the most appropriate
heuristic from a predefined set, depending on the current
state of the problem-solving process. By dynamically
selecting and applying different heuristics as needed, this
approach leverages the strengths of different methods,
helping to improve performance across diverse problem
domains” [72]. Bouazza also asserts that, with regards to
generation-centric HH, there are two main types: (1)
constructive generation-centric HH, which “are designed to
create a solution from scratch by gradually incorporating
components until a full LLH is achieved” (i.e., “solution
construction”), and (2) perturbative generation-centric HH,
which commences “with an existing solution, that can be
incomplete, and iteratively improve[s] [upon] it and
refine[s] it by making small modifications™ (i.e., “solution
improvement”) [72]. Bouazza notes that “there is a third
category called ‘mixed’” (i.e., hybridization) that undertakes
“both generation and selection at the same time” [72].
Bouazza further reminds us that HH may constitute “a
sophisticated class of algorithms” (i.e., it may not
necessarily be strictly a heuristic) [72]. Dokeroglu
extrapolates upon Bouazza’s notion by also noting the
importance of the sequencing for the involved LLH (in this
case, BBH or MH) as well [73]. Returning to the question
posed at the beginning of the paragraph, it is clearly evident
that the HH SERHG task is complex and greatly variegated.
Just as HH were found to be much needed as HLHs (for the
LLHs of BBH and MH) the question becomes whether an
even higher-level construct (above HH) is needed? As
Sanchez had noted, HH “aim at interchanging different
solvers while solving a problem. The idea is to determine
the best approach for solving a problem at its current state”
[74]. As the problem changes at each state, “a different
solver may be invoked” [74]. To evaluate the actions taken
by the HH in the operationalization of its SERGH taskings,
a construct that is engaged in, using Flavell’s phrase
regarding metacognition, “thinking about thinking,” seems
quite apropos [75]. In [2], Croskerry is similarly noted as
saying, “thinking about thinking, to attempt deeper
understanding and awareness of our own cognitive
processes, is the most important” aspect. This then segues
into the prospective need for a prototype pseudo-MM—a
construct to buttress the HLH reasoning of HH and its
SERGH-related decisions (e.g., which, when, and how to
apply the various MH and BBH-related solvers).

III. EXPERIMENTATION

A. The Need for a Metacognition Module (MM)

A recently conducted literature review reveals that
researchers, such as Guo, deem even the latest LRMs, as of
2025, to still be “intrinsically uncontrollable, unreliable, and
inflexible” and “frequently produce redundant, erroneous, or
unproductive reasoning steps” [76]. By way of example, the
LRMs “fail to adaptively regulate the length of their
reasoning in accordance with problem complexity” and also
exhibit “insufficient methodological awareness,” such as via
“frequent, unwarranted changes in strategy” [76]. Dong
asserts that “these deficiencies collectively reveal a
fundamental lack of metacognition in LRMs” (i.e., “LRMs
lack the ability to ‘think about thinking’”’) [76]. Dong
underscores this further: “the absence of metacognition”...is
a “fundamental limitation in current LRMs” [76].

B.  Theoretical Foundations for a MM

While metacognition contends with the thinking about
thinking processes, cognitive science contends with the
various processes of thinking ranging from memory systems
(e.g., short-term, long-term, etc.) to Dual-Process Theory
(DPT) (e.g., Kahneman’s System 1 and System 2
implemented on separate LLMs/LRMSs). Various projects
have advanced matters in these areas. For example, Zhang
affirms the criticality of DPT and introduced DPT-Agent in
2025 [77]. Dong extrapolated upon the Neslon and Narens
two-level model for metacognition (which involves a
strategic meta-level to formulate reasoning and a more
tactical/operational object-level to execute the reasoning)
and introduced the three-level Meta-R1 in 2025: (1)
“Proactive Metacognitive Planning” (PMP) for strategic
planning, (2) “Online Metacognitive Regulation” (OMR) for
regulation between the meta-level and object-level, and (3)
“Satisficing Termination” (ST) for determining the apropos
time to “conclude the reasoning process” and produce “the
final response” [76]. Chhikara affirms the earlier contention
for CAA RDM coherency, notes that “fixed content
windows pose fundamental challenges for maintaining
consistency over prolonged multi-session dialogues, and
introduces MemO (e.g., a “memory-centric architecture
that...leverages graph-based memory representations to
capture complex relational structures among conversational
elements”) [78].

C. Devising a New MM Architecture

Shenk makes an interesting point that informs the MM
architectural discussion; Shenk notes that, over time, the
distinction between novice and expert systems becomes
clearer; the latter will emphasize “requirements analysis,”
which Dong deems to be “difficulty assessment” [76][79].
The significance of this is that an apropos reasoning strategy
normally involves: (1) “Requirements Analysis and
Difficulty Assessment” (RADA), (2) an ensuing “Resource
Allocation Optimization” (RAO), and (3) a determination of
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the “Appropriate Level of Effort” (ALE) needed [76]. A
notional Mixture of Experts (MoE) MM architecture that
tackles “reasoning strategy” might take the form of Figure 4.

DedR

CA-EHN [52]

TensorLog [53], MemO [78]

[AbdR |

Figure 4. Notional MOE MM Architecture

However, the lessons learned from Knudsen and
Konishi’s sound localization (i.e., the brain’s ability to
ascertain the direction and distance to a detected sound
within a 3-dimensional environment) experiments/findings
pertaining to the Tyot Alba (a.k.a., “barn owl”) should not
be forgotten [80][81]. As a backdrop, the barn owl achieves
sound localization by calculating the Interaural Time
Difference (ITD), Interaural Level Difference (ILD), etc. for
sounds arriving at its ears. It turns out that for the barn owl
to utilize the ITD changes to calculate position, it needs to
be sensitive to differences an order of magnitude smaller or
less; however, neurons typically respond to inputs at an
order of magnitude larger or more. Hence, a neural network
model predicated upon neuronal components does not
sufficiently explain the barn owl’s aural system, and it is
necessary, as Koppl puts it, “to advance our understanding
of a computation that lies at the limits of what neurons are
capable of” [82]. Similarly, the notional MoE construct of
Figure 4—a component by component build—might also
miss the mark. Accordingly, the MM embodiment
architecture of Figure 5 is put forth.

UDC/CDC UDC/CDC

DedR [ MR

PK

Figure 5. Prototype MM Embodiment Architecture

This particular schema expands upon Bouazza’s 3 vertical
categories to the full complement of SERHG; it also
expands the horizontal categories to also consider the
MMSO as well as the MM. Moreover, the MM construct
embodies all the RMs (e.g., including TempR) and RPs in a
more intrinsic fashion, and the MM is utilized for
enhancement between every layer (e.g., including BBH to

MMSO); this treats/embodies the earlier discussion
regarding non-operational/operational data by contending
with issues that HHs have had at the BBH/MMSO level, via
the prototype MM embodiment construct.

D. Dataset Formulation

The involved dataset for testing/experimentation was
inspired by Wabrobski’s supplementary materials (e.g.,
mmc2.zip, generalised.db) provided in the Appendix of [62].
Whereas Wabrobski utilized a generalized MCDA class of
methods, this paper’s formulated dataset divided the MCDA
class into MADM and MODM methods (with some methods
fitting into both categories) and extended it with a
comprehensive MMSO approach (e.g., with various S/O
combinatorials as well). Wabrobski’s 9 descriptive properties
was also expanded upon to so as to accommodate not only
Uncertainty (U), but also Knightian U (i.e., ambiguity) via
various ratios of LAHU:HALU. Moreover, Wabrobski’s
descriptive properties for U was adjusted to reflect both the
gradations of the Unknown and the Known, as shown in the
below tables. Table IV depicts the matrix (a.k.a., Rumsfeld
Matrix) leveraged by Shaker and Moore-Clingenpeel [83].
Table V depicts’ Gekhman’s Sampling-based Categorization
of Knowledge (SIiCK) model, which provides further
gradations for “Known” [84].

TABLEIV.  EPISTEMOLOGICAL CONSTRUCTS [33][34]

Known Knowns (KK)
“Things we are aware of and
understand”

Known Unknowns (KU)
“Things we are aware of and do not
understand”

Unknown Knowns (UK)
“Things we are not aware of, but

Unknown Unknowns (UU)
“Things we are not aware of and

understand” do not understand”
TABLE V. GEKHMAN’S SLICK MODEL [84]
Type Category Validity
Known “Highly Known” (HK) “Always”
“Maybe Known” (MK) “Sometimes”
“Weakly Known” (WK) Almost Never, but Sometimes
Unknown | “Unknown” “Never”

The significance of these gradations is to better handle the
issue of quantitative exactitude; known uncertainty involves
outcomes with quantifiable probabilities (e.g., weather
forecasts), while unknown uncertainty (e.g., “unknown
unknowns”) involves outcomes that are not necessarily
quantifiable (e.g., catastrophic event). In the case of the
former, ProbR can be applied; in the case of the latter,
ProbR cannot be applied, so the LAHU/HALU bridge to
ambiguity needs to be employed and CBR leveraged to
ascertain whether there are similar catastrophic events that
occurred within the same time period, unfolded in the same
fashion, etc. This CBR-centric approach leverages
Kanthan’s thoughts that the constituent elements of
figurative language, such as Similes, Metaphors, and
Analogies (SMAs) can “bridge the Known to the Unknown”
as shown in Figure 6 [85].
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Ul UK Uu

Figure 6. Kanthan’s Posit regarding briding the Known to Unknown

As further considerations, as noted by Dong, for
“Metacognitive Regulation,” there are “two error types: (1)
factual , such as mistakes in specific solution steps, and (2)
thinking errors, which are flaws in the reasoning
methodology itself” [76]. By way of context, Declarative
Knowledge (DK) (e.g., recitals of fact, concepts) is
“knowing what,” Procedural Knowledge (PK) (e.g., step-by-
step skills, “implicit memory”) is “knowing how,” and
Conditional Knowledge (CK) is “knowing when and why”
to strategically apply DK and PK [86][87][88]. DK, PK, and
CK are reflected in Figure 5. DK can be encapsulated in
both Known and Unknown forms (e.g., facts that exist but
are not yet learned, facts that cannot be immediately
recalled and are temporarily “unknown,” etc.). Similarly,
PK can be in both Known (e.g., consciously understood and
applied) and Unknown (e.g., executed, but difficult to
explain) forms. CK is typically framed in the Shaker and
Moore-Clingenpeel fashion. Overall, enhanced gradations
facilitate a more graceful degradation/transition when type
(1) and (2) errors are encountered.

Emulating Wabrobski’s approach, Guitouni and Martel’s
method selection tree approach—which, in essence,
constituted an applied classifier’s decision tree that would
select an apropos method based upon the descriptors—was
used to generate the corpus of rules for selecting the MMSO,
BBH, MH, and HH. The formulated dataset was further
enhanced by incorporating a myriad of further
considerations, such as newly presented combinatorials of
methods as well as known exclusionary conditions (e.g., the
AHP discussed in Section IIC). Thus, similar to the number
of rules increasing in  Watrobski’s Levels 1-3 (e.g.,
Watrobski had “Type of Weights” at Level 2 and “Type of
Input Data Uncertainty” at Level 3), this paper’s formulated
dataset used 4 levels (e.g., Knightian uncertainty or
ambiguity was dealt with at Level 4), which followed a
similar progression to that of Wabrobski. Finally, the
winnowing of rules also followed Wabrobski’s approach
(e.g., from 450,000 to 656) of “removal of the rules returning
0 methods” [62]. The winnowed set was utilized for the Al,
A2, A3, and A4 experimentation.

E.  Ablation Study to affirm the need for MM

As a prelude to the ablation study, first, benchmarks, such
as BigBench, RiddleBench, etc. at Github/Hugging Face,
were utilized. Differing from Luo’s study, for the overall
construct presented herein, IndR was found to be the most
effective followed by AbdR and DedR [2]. With some of the
RMs sorted, second, the “ConversationCoherence Evaluator”
was utilized against various test datasets of conversations
(e.g., Human Conversation training data from Kaggle) to

ascertain whether the conversational dialogue “logically
follows from the previous messages” [89][90]. Given
satisfactory results for context and relevance, and with this
paper’s posits still holding, attention was then turned to an
ablation study. Whereas Dong’s ablation study focused upon
PMP, OMR, and ST (and ascertained that OMR was central),
this paper’s ablation study focused upon Al-A4. Similar to
Dong’s results, the removal of any of Al1-A4 resulted in a
decrease in performance. Likewise, the removal of any of
A1-A4 led to dramatic shifts in token consumption; however,
the results were quite varied in this regard. Whatever the
case, in a counterintuitive fashion, the removal of A1 seemed
to have greater impact than the removal of A2 and/or A3
(which would approximate the OMR in Dong’s experiment)
as well as the removal of A4. This indicates that the MM-HH
nexus requires further investigation.

IV. CONCLUSION

This paper posed the question as to whether a pseudo—
MM construct could be of value-added proposition to the
CAA RDM matter. It also delved into IndR possibilities; it
turns out that the CBR/GBR computational tractability (with
a potential decrease in the spawning to NP-Hard) might
constitute an interesting MR/NMR contribution towards
conversational coherence. It also turns out that the proposed
MM construct might lend toward the desired “commonsense
reasoning” by embodying the various RMs (e.g., TempR) in
a somewhat elegant fashion. Also, with the MM’s checking
upon Dong’s type (2) error: “thinking errors,” at A1-A4, it
seems that the MM’s removal (pursuant to the ablation
study) resulted in performance degradation. Future work is
needed to verify this further and to scrutinize whether MM’s
significance resides in its HLH vantage point (e.g., due to
HH being over-utilized for its SERHG responsibilities).
However, if the ablation study results are indeed the case,
which it seems to be at this preliminary stage, then the MM
construct might actually be of some value towards
addressing the CAA RDM challenge; future work will also
involve more quantitative experimention with regards to
token usage in the ablation study. Likewise, other
experimentation facets are still in progress, and future work
will include more granular reviews of specific models,
hyperparameters, baselines, prompts, metrics, and statistical
testing approaches utilized.

Overall, this paper presented a prototype pseudo-MM
construct intended to augment reasoning and RDM in CAA.
The proposed MM operates as a supervisory construct above
HH/MH/BBH and aims to regulate reasoning strategy
selection, effort allocation, and adaptation over time (as well
as termination determination). The utilized approach
integrates notions from DedR/IndR/AbdR, CBR/GBR,
LAHU/HALU, and HH/MH/BBH SERHG. A dataset
inspired by prior MCDA work was formulated, and the
qualitative ablation study indicated a prospective necessity
for the MM. This paper endeavors to provide contributions
(e.g., Al agent design and reasoning oversight) towards
current LLM and LRM reasoning limitations, via the posited
systems-level architectural synthesis and overall approach.
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