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The Advances on Societal Digital Transformation 2026 (DIGITAL 2026) held between July 5™ -9, 2026
continued a series of international events covering a large spectrum of topics related to digital
transformation of our society.

The society is continuously changing at a rapid pace under digital transformation. Taking advantage
of a solid transformation of digital communication and infrastructures, and with great progress in Al
(Artificial Intelligence), loT (Internet of Thinks), ML (Machine Learning), Deep Learning, Big Data,
Knowledge acquisition and Cognitive technologies, almost all societal areas are redefined.

Transportation, Buildings, Factories, and Agriculture are now a combination of traditional and
advanced technological features. Digital citizen-centric services, including health, well-being, community
participation, learning and culture are now well-established and set to advance further on.

As counter-effects of digital transformation, notably fake news, digital identity risks and digital divide
are also progressing in a dangerous rhythm, there is a major need for digital education, fake news
awareness, and legal aspects mitigating sensitive cases.

We take here the opportunity to warmly thank all the members of the DIGITAL 2026 technical program

committee, as well as all the reviewers. The creation of such a high-quality conference program would
not have been possible without their involvement. We also kindly thank all the authors who dedicated
much of their time and effort to contribute to DIGITAL 2026 We truly believe that, thanks to all these
efforts, the final conference program consisted of top-quality contributions. We also thank the members
of the DIGITAL 2026 organizing committee for their help in handling the logistics of this event.
We hope that DIGITAL 2026 was a successful international forum for the exchange of ideas and results
between academia and industry and for the promotion of progress in the field of societal digital
transformation. We also hope that Nice provided a pleasant environment during the conference and
everyone saved some time for exploring this beautiful city.
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When Al Joins the Team: Measuring Perceived Productivity Gains from Generative
Al in Project Management

Ole Mehlert, Sibylle Kunz, Claudia Hess

IT & Engineering / Management
IU International University of Applied Sciences
Erfurt, Germany
e-mail: ole.mehlert@iu-study.org; sibylle. kunz@iu.org; claudia.hess@iu.org;

Abstract— Amid persistent productivity challenges in Project
Management, Generative Artificial Intelligence is emerging as
a powerful tool for administrative and information-intensive
tasks. However, empirical evidence of its actual productivity
impact remains fragmented and lacks a unified measurement
framework. This paper addresses this foundational gap by
proposing a multidimensional instrument to measure perceived
productivity. An initial field test with project management
professionals served to examine the instrument's practical
usability, provide an initial reliability check, and generate
preliminary descriptive findings illustrating its potential value.

Keywords-  project
intelligence; productivity.

management; generative artificial

L INTRODUCTION

Much of Project Management (PM) work involves
administrative and information-intensive tasks like status
reporting, stakeholder communication, risk analysis, and the
preparation of decision briefs [1]. Performed under time
pressure, resource constraints, and increasing complexity,
these duties create persistent productivity challenges,
especially in synthesizing and communicating large volumes
of information efficiently. Generative Artificial Intelligence
(GenAl) directly targets these PM activities with its ability to
summarize text, structure data, and prepare reports.
However, its use introduces significant uncertainties,
including data protection, user competency, and the risk of
“hallucinated” outputs. Furthermore, Al-generated content
often requires verification and rework, which can offset
anticipated efficiency gains. This creates a central challenge
for organizations: developing ways to assess GenAl’s
perceived and true net benefits in practical PM contexts.

Initial evidence suggests GenAl is used for simple,
standardized PM tasks rather than complex decision-making
[2][3]. While efficiency gains are frequently reported,
empirical research remains fragmented, often focusing on
isolated tasks and lacking multidimensional measures that
capture quality or cognitive relief alongside time savings.
Furthermore, it remains unclear how perceived gains are
moderated by a project manager’s experience level.

To address these gaps, this research develops a
multidimensional measurement instrument for perceived
productivity gains in PM. We demonstrate its application
through a field test with 97 PM professionals, offering
preliminary descriptive findings, an initial reliability

indication, and groundwork for future validation and causal
research.

The paper is structured as follows. Section II reviews the
theoretical context of GenAl in PM and productivity
measurement. Section III details the methodology and
instrument development. Section IV presents the analysis of
the survey data from the field test. Then, Section V discusses
results and highlights areas for future research. Finally,
Section VI summarizes the paper’s core contributions.

II.  THEORETICAL BACKGROUND

A. Patterns of GenAl Adoption in PM

Recent studies examine the use of GenAl in PM and its
productivity implications. What began as exploratory
experimentation is evolving into adoption across industries.
A global study by the Project Management Institute (PMI) in
January 2024 surveyed 500 project professionals across 18
industries in 12 countries, all reporting GenAl use in their
projects [4]. The study highlights its growing relevance in
PM and identifies four user types:

e Explorers use GenAl selectively and experimentally

in isolated project tasks.

e Adapters apply GenAl regularly to

recurring and moderately complex activities.

o Innovators use GenAl extensively across tasks to

enhance efficiency and creativity.

e Trailblazers embed GenAl strategically and

systematically into complex and high-impact tasks.

The categorization emphasizes that GenAl adoption in
PM is not uniform but varies in scope, depth, and
organizational integration. More intensive adoption is linked
to stronger positive assessments of GenAlI’s impact on key
project-level outcomes, such as scope, schedule, cost, and
quality management [4]. A similar pattern emerges at the
individual level: respondents with high GenAl usage report
better outcomes in productivity, collaboration, creativity,
problem-solving, and overall effectiveness than those with
more limited, exploratory use.

Although the PMI study distinguishes multiple
performance dimensions, these are captured broadly. This
creates an opportunity to further specify and operationalize
productivity aspects for concrete PM activities. Such a
systematic investigation requires two key components: a
classification framework for GenAl use cases and a model
for measuring their productivity impact.

support
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B.  Classifying GenAl Use Cases in PM

To classify GenAl use cases in PM, established project
management paradigms were first evaluated. Categorizing
cases by project lifecycle phases proved unsuitable for
cross-industry analysis due to the lack of a standardized
phase model across PM bodies (e.g., PMI, PRINCE2),
industries, and methodologies (e.g., Agile, Waterfall).
Comparability is further limited as activities, such as risk
management occur throughout the lifecycle, blurring phase
boundaries. An alternative grouping by functional category
[5][6], was also considered but found either too vague or too
industry-specific. Instead, the PMI’s AAA framework was
selected, which organizes GenAl use cases in PM into three
tiers, based on their increasing complexity and the
corresponding need for human intervention [7].

e Automation represents the lowest level of
complexity, where GenAl independently executes
well-defined, rule-based tasks. The human role is
typically limited to initiating the process and
reviewing the standardized output, such as automated
meeting minutes or status reports.

e Assistance describes tasks of medium complexity
where GenAl acts as a support tool, providing drafts,
analyses, or recommendations. The human
practitioner then evaluates, contextualizes, and makes
the final decision. Examples include generating initial
cost estimates or performing risk data analysis.

e Augmentation, the highest level of complexity,
involves a co-creative partnership in which GenAl
enhances human cognitive capabilities. GenAl is
used to simulate complex scenarios, identify novel
patterns, or generate strategic options, while the
human retains full responsibility for the final
decision. Augmentation includes strategic tasks like
managing project portfolios.

C. Measuring Dimensions for AI Productivity in PM

To measure the impact of GenAl usage, [8] provides a
structure. Kunz & Hess argue that both analytical and
generative Al can improve productivity across three primary
dimensions: time, cost, and quality. Applying specific
measures to these dimensions allows Al-related productivity
gains to be calculated. These dimensions directly align with
the foundational “iron triangle” of PM, which
conceptualizes project success as the balance of these three
constraints [4]. By examining the perceived effects of
GenAl through the lens of the iron triangle, we can
systematically assess its direct contribution to the core goals
of PM as understood by practitioners.

However, a comprehensive assessment of GenAl's
benefits requires moving beyond the traditional constraints
of the iron triangle. The literature indicates that GenAl
usage also exerts indirect effects on several strategic
dimensions by fostering long-term capabilities. First, it
enhances innovation and creativity, particularly during
ideation phases where it can rapidly generate diverse
concepts [9]. Second, it optimizes decision-making by
enabling faster, data-driven analysis, with studies showing

that human-Al  collaboration yields the highest
improvements in decision quality [10][11]. Finally, GenAl
strengthens knowledge management by improving the
creation, structuring, and application of organizational
knowledge, thereby reducing information silos and freeing
up employees for higher-value learning tasks [12][13].

D. Synthesis and Identification of the Research Gap

A systematic analysis of current GenAl research reveals
two critical gaps. First, studies of GenAl’s impact are
predominantly qualitative. The research scope is
fragmented, examining either discrete, simple tasks (e.g.,
generating meeting minutes), or ill-defined categories (e.g.,
“planning”) [2][3]. This lack of a unified, quantitative
framework for measuring productivity provides a partial and
skewed view of GenAl's utility.

Beyond what is measured, a second critical gap concerns
who is using the technology. First, digital competency is a
key determinant [14]. Counterintuitively, less competent
users tend to delegate more complex tasks (e.g., risk
management) to Al and assign it a more active, rather than
merely supportive, role in the problem-solving process.
Second, PM experience also shapes the professional use of
GenAl [15]. Seasoned project managers apply GenAl to
strategic and complex problems, while novices use it for
foundational tasks and skill development. This suggests
experienced professionals can better integrate new
technologies to exploit their full potential.

Consequently, the central challenge is the lack of a
multidimensional instrument that measures perceived gains
while also accounting for the moderating effects of user
experience. Therefore, empirically investigating GenAl's
impact requires first developing this tool.

E.  Research Questions

To address the identified research gap, this paper is
guided by the following research questions:

RQ1 (Methodological): How can the perceived
productivity gains from using GenAl in PM be
operationalized into a multidimensional measurement
instrument?

RQ2 (Exploratory): Based on this new instrument, what
are the initial descriptive findings regarding perceived
productivity gains across different PM tasks, and how do
these perceptions appear to differ based on user proficiency?

III. METHODOLOGY

This section details the systematic process used to
develop, refine, and conduct an initial field test of the
measurement instrument.

A. Measurement Development

The measures for this study were developed based on the
theoretical ~ foundation  from Section 1L The
operationalization process involved two key principles: first,
grounding our measures in the existing literature, and
second, ensuring items were specific and behavior-oriented
rather than abstract. The survey instrument was developed
and administered in German. The English item formulations
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presented in this paper are translations prepared for reporting
purposes only. The following sections detail the
operationalization of the different constructs.

1) Self-Assessment of GenAl Proficiency in PM: To
assess GenAl proficiency, a single-choice question was
developed based on the PMI’s four-part user typology
presented in Section II.A. The defining characteristics were
adapted and formulated as first-person statements, forming a
hierarchy of GenAl integration:

e Explorer: “I use generative Al sparingly in my
projects for selected, straightforward tasks (e.g.,
brainstorming, text creation, and summarization).”

e Adapter: “I use generative Al regularly in my
projects for recurring, moderately complex tasks
(e.g., creating project plans, risk assessments).”

e Innovator: “I use generative Al extensively in my
projects across a wide range of tasks and optimize its
application (e.g., project budgeting, resource
planning).”

e Trailblazer: “I use generative Al strategically and
systematically in my projects for complex and critical
tasks (e.g., forecasting project outcomes, automated
decision-making).”

Respondents were asked to select the statement that best
described their usage pattern.

2) Operationalizing GenAl Usage: To enable a
comparative analysis of GenAl usage across different
industries and methodologies, a standardized framework was
required. This study adopted the AAA-Framework (Section
I.B) for its clear, hierarchical structure and its focus on the
nature of use rather than specific contexts. To operationalize
this framework, a representative PM task was selected for
each category. These tasks serve as proxies to empirically
measure and compare GenAl application across different
levels of complexity.

For the automation category, we selected creating
meeting minutes. In this process, GenAl autonomously
transcribes discussions and generates structured summaries
with key decisions and action items, requiring only a final
human review. This choice is validated by its explicit citation
as an automation example by PMI [7], and its successful
application in PM [14].

We chose stakeholder communication for the assistance
category. GenAl is used to draft communications like emails
or status reports based on project data. The process is
characterized by a medium level of complexity, as it requires
significant human intervention for contextual adaptation and
refinement. Its selection is also supported by its documented
success as a GenAl application in PM [14] [16].

For the augmentation category, we selected project
portfolio decision. In this strategic task, GenAl analyzes
project proposals to generate data-driven recommendations.
The process requires deep human-Al collaboration, as
experts, typically senior management, must provide
contextual knowledge and retain final judgment. This
synergy on a high-stakes decision makes it a prime example
of augmentation.

3) Operationalizing Productivity Gains: We
conceptualize perceived productivity gains from GenAl as a

multidimensional latent construct. It is latent because it is
not directly observed but inferred from indicators like time
savings and quality improvements as discussed in Section
IL.B. It is multidimensional because it encompasses several
distinct yet related value contributions, not just a single
effect. Consequently, a single percentage-based estimate
(e.g., “To what extent has GenAl increased your
productivity?”’) is inadequate, as it wrongly assumes a
unidimensional effect and forces respondents to aggregate
heterogeneous benefits, thus reducing measurement validity.

Therefore, our study assesses perceived gains indirectly
using multiple task-specific indicators for each theoretical
dimension, measured on a five-point Likert scale ranging
from strong disagreement to strong agreement. This
approach ensures contextual validity while consistently
measuring the underlying construct. The operationalization
is illustrated by the automation task. Following the
introductory prompt “Thinking back to the creation of
meeting minutes: How helpful was the use of generative Al
in this context for you?”., the task-specific items displayed
in Table I were presented. The same approach was taken for
the assistance and the augmentation tasks.

TABLE L AUTOMATION: CREATION OF MEETING MINUTES
Task: Meeting Minutes Dimension
I produce more precise and less error-prone meeting Quality

minutes that clearly summarize the discussed content
and assign tasks to the appropriate persons.

I am able to reduce the effort required for manual Cost
documentation and follow-up, thereby decreasing
personnel and resource expenditure.

I provide meeting minutes significantly faster after Time
the meeting and require less time for their
preparation.

I structure meeting minutes more consistently and
make them easier to retrieve, thereby improving
knowledge sharing.

I automatically identify recurring topics or patterns

Knowledge
Management

Innovation &

and thereby receive impulses for improvements. Creativity
I document decisions more precisely, making them Decision-
easier to understand through clear summaries and Making

supporting arguments.

B. Survey Design

The questionnaire was structured according to
established survey design principles to ensure a logical flow
and a positive respondent experience [17]. Questions were
arranged in order of increasing difficulty, and the layout was
organized into distinct thematic blocks. The survey was
presented in the following order: (1) an introductory title
page, (2) the block of screening questions, (3) a section for
the self-assessment of GenAl usage in PM, (4) a block for
demographic information, (5) the main section measuring the
construct of perceived productivity gains, (6) an open-ended
question about further applications beyond those mentioned,
and (7) a concluding thank-you page. Note that for the main
assessment in step (5), and to ensure relevance, only
participants who confirmed prior GenAl use for each task
(which was briefly described) proceeded to the evaluation.

Courtesy of IARIA Board and IARIA Press. Original source: ThinkMind Digital Library https://www.thinkmind.org
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Prior to the main launch, three external participants
evaluated the survey for clarity and usability. Based on this
pretest, several formulations and scale labels were refined
for clarity, and the layout was adjusted.

C. Study Design and Data Collection

To collect data for the initial field application of our
newly developed instrument, a quantitative online survey
was conducted. The German-language survey was
distributed between November 25 and December 29, 2025,
targeting PM professionals with prior experience using
GenAl in their work. The average completion time for the
questionnaire was 5 minutes and 42 seconds.

Participants were recruited via the professional
networking platform LinkedIn. Participation was voluntary
and unpaid. This recruitment method was selected due to the
platform's large number of thematically relevant groups with
a direct professional connection to PM and the use of GenAl,
which allowed for targeted recruitment. A key component of
the distribution strategy was the dissemination of the survey
through the PMI Chapter Germany e.V., reaching over 5,000
members. This collaboration was particularly appropriate, as
the present study references PMI frameworks.

D. Sample Composition

The survey was designed to target a specific professional
demographic. Eligibility was strictly controlled by the three
screening questions, ensuring the sample consisted
exclusively of PM professionals located in Germany,
Austria, or Switzerland who had prior experience using
GenAl for PM tasks. From a gross sample of 113
respondents, 16 were removed by the screening questions,
leaving a final net sample of 97 participants for analysis. The
sample is predominantly composed of professionals in the
earlier stages of their PM careers, with a significant majority
(62.9%) reporting five years of experience or less. The most
seasoned cohort—those with over a decade of experience—
was the least represented, accounting for just 13.4% of the
total sample. Table II summarizes the sample characteristics.

TABLE II. SAMPLE CHARACTERISTICS: YEARS OF EXPERIENCE IN PM
Years of Experience in Sample
Project Management Frequency Percentage
N (%)
<1 year 12 12.4%
15 years 49 50.5%
6-10 years 23 23.7%
11-15 years 4 41%
> 15 years 9 93%
Total 97 100.0%

An analysis of the participants' current roles shows a
clear predominance of Project Team Members, who
constitute nearly half of the sample at 48.45% (n=47). The
next most common roles were Project Leader/Manager at
14.43% (n=14) and Project Management Office (PMO)

members at 12.37% (n=12). All other roles were represented
in single-digit percentages: Sub-project Leaders (6.19%,
n=6), Functional/Line Managers with project responsibility
and External Consultants/Service Providers (both 5.15%,
n=5), Scrum Masters/Agile Coaches and Program/Portfolio
Manager (both 3.09%, n=3), and Product Owners (2.06%,
n=2). The fact that the 'Other' category was not selected
(0.00%) indicates the provided role options comprehensively
covered the sample population.

The industry distribution, based on categories from a
PMI study [2], shows a heavy concentration in the
Information Technology sector, representing 23.7% of all
responses. Significant cohorts also came from Aerospace
(15.5%) and Consulting (14.4%). Other notable sectors
included Automotive, Logistics, and Telecommunications,
with minimal representation from remaining industries like
healthcare, construction, and pharma. Note that participants
were permitted to select multiple industries.

IV. RESULTS

This section presents the descriptive statistics and initial
empirical findings from the online survey.

A. Self-Assessed Proficiency

The self-assessment of GenAl proficiency reveals that
the majority of users are in the intermediate stages.
“Adapters” form the largest cohort at 43.3% (n=42),
followed by “Innovators” at 30.9% (n=30). Conversely,
early-stage “Explorers” (20.6%, n=20) and expert-level
“Trailblazers” (5.2%, n=5) represent the smallest groups.
This indicates that while deep, complex usage is still rare, a
significant majority of respondents have moved beyond
initial experimentation and possess solid experience applying
GenAl in PM tasks.

Furthermore, a Spearman's rank correlation analysis
revealed a significant positive relationship between years of
PM experience and self-assessed GenAl proficiency (p =
0.546, p < 0.01, n=97). Following [18], this correlation
strength is interpreted as moderate. This finding indicates
that as a project manager’s experience increases, so does
their self-reported GenAl proficiency. This suggests that
extensive professional experience in PM may foster a more
rapid development of competency in applying these Al tools
in the PM context.

B. GenAI Usage in PM

GenAl adoption varies significantly across the three
tasks, which were selected as proxies to represent different
levels of complexity. The analysis shows a clear divide
between administrative and strategic tasks. The most
common application by a wide margin is the creation of
meeting minutes, where 84.5% (n=82) of participants have
experience. In stark contrast, adoption rates for more
complex functions are significantly lower. The use of GenAl
for stakeholder communication drops by more than half to
41.2% (n=40), while its application in supporting project
portfolio decisions is even less frequent at 33.0% (n=32).

Notably, four participants reported zero usage across the
specific PM tasks listed in the survey. However, these
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individuals were retained in the final sample. This decision
was made because, in a concluding open-ended question,
they described other valid applications of GenAl in their PM
work that were not covered by the predefined tasks.

C. Perceived Productivity Gains

To assess perceived productivity gains, participants rated
the benefit of GenAl for each of the three tasks (Meeting
Minutes, Stakeholder Communication, Project Portfolio
Decisions) on a 5-point Likert scale across six dimensions:
Time, Quality, Cost, Decision-Making, Innovation, and
Knowledge Management.

1) Preliminary Instrument Reliability: Before analyzing
the mean scores, we assessed the internal consistency of the
item sets for each task. A composite reliability score
(Cronbach's Alpha) was calculated for the six-item
“Productivity Gains” construct for each of the three tasks.
The scale for “Meeting Minutes” showed acceptable
consistency (o = 0.704), while the scales for “Stakeholder
Communication” (a0 = 0.863) and “Project Portfolio
Decisions” (a0 = 0.852) demonstrated good to excellent
consistency, interpreted according to Blanz (2015, p. 256).
These results provide an initial indication of the internal
consistency of the aggregated perceived productivity
measures for each task.

2) Descriptive Findings: Table III shows the resulting
mean scores and Standard Deviations (SD) for the three
tasks. Across all three tasks analyzed, the perceived benefits
were consistently dominated by direct, efficiency-related
dimensions. Time emerged as the highest-rated perceived
productivity gain. Cost and Quality followed closely, with
Cost rated slightly higher for meeting minutes and
stakeholder communication, while Quality marginally
exceeded Cost for project portfolio decisions. The indirect
dimensions (Decision-Making, Innovation, Knowledge
Management) consistently received lower scores, although
their specific order varied depending on the task.

TABLE III. PERCEIVED PRODUCTIVITY GAINS
Dimension Meeting Stakeholder Project Portfolio
Minutes Communicat. Decision
Mean Mean Mean
w~N=82) | 5P | v=49p | SP | (=32 | SP
Time 433 | 0546 | 4.18 | 0594 | 391 | 0.734
Cost 420 | 0576 | 397 | 0577 | 372 | 0,581
Quality 407 | 0466 | 380 | 0723 | 3.75 | 0.672
Decision- 380 | 0617 | 347 | 0877 | 363 | 0.707
Making
Knowledge |5 bo | o564 | 370 | 0784 | 341 | 0712
Management
Innovation
& Croativity | 367 | 0589 | 363 | 0774 | 363 | 0.660
Composite | 396 | 0357 | 380 | 0521 | 3.67 | 0514
score

Considering the composite score, the application of
GenAl for creating meeting minutes received the highest
rating (3.96), followed by stakeholder communication
(3.80). The task of supporting project portfolio decisions

received the lowest rating (3.67), though the score remained
significantly above the scale’s midpoint of 3.0.

V. DISCUSSION

A. Preliminary Findings and Their Implications

Although the field test is constrained by its relatively
small sample size and therefore limited generalizability to
the broader population of PM professionals, the analysis
revealed noteworthy findings. First, the results suggest that
the PM professionals in our sample are pragmatic adopters,
using GenAl primarily for low-risk, high-return
administrative tasks. This cautious adoption pattern,
especially for complex strategic tasks, aligns with literature
on initial Al integration [2][3].

Second, consistent with [14], our data hints at
heterogeneous GenAl use across experience levels. The
tendency for some novice users to apply GenAl to advanced
tasks suggests a potential “competency gap” risk, where the
tool is used without sufficient domain expertise for
verification of Al outputs. Our data offers some support for
this, as novice ‘Explorers’ attempted advanced tasks like
portfolio decision-making.

Finally, the perceived productivity gains appear inversely
related to task complexity. The highest productivity gains are
perceived in standardized administrative tasks like meeting
minutes, where the need for human judgment is low.
However, even the most complex task was rated positively,
suggesting that the surveyed PM professionals find value in
using GenAl as a supportive tool across different levels of
PM work. Future work should include a more detailed
analysis of differences based on experience level, both in PM
and in the use of GenAl.

B.  Lessons Learned in Instrument Development

From deploying the survey in a first field test, several
lessons for instrument development emerged. First,
operationalizing GenAl use via proxy tasks involves a trade-
off. Using representative tasks allows us to ask for concrete
productivity gains, but it constrains generalizability.
Respondents may use GenAl heavily in other tasks (as four
users noted in the open-ended responses) but not in the
specific task presented. A future iteration could include a
broader task battery per AAA category, or let respondents
select the task(s) they use most within each category.
Moreover, as the ratings were restricted to actual users of
each task, subgroup sizes may be uneven as in our data. This
affects reliability estimates, comparability, and statistical
power for subgroup analyses.

Second, the translation of perceived productivity into
measurable indicators requires further clarification. Using
multiple dimensions improved conceptual coverage but also
necessitates clearer boundaries to avoid overlap. Interviews
could test how respondents interpret and distinguish these
dimensions, particularly for indirect effects. In addition,
rework (e.g., due to GenAl hallucinations or compliance
constraints) should be explicitly accounted for, as it may
offset initially perceived productivity gains. Future
refinements could include counter-items capturing
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verification effort, rework frequency, and confidence in
output correctness, especially for high-stakes tasks.

Third, while self-classified GenAl proficiency is
pragmatic, a future iteration could consider adding a small
set of objective or behavioral indicators (e.g., frequency of
use, number of tools used, prompt complexity) to triangulate
proficiency. Together, these lessons suggest directions for
the next instrument iteration. Moreover, validation steps
should be planned that go beyond the initial internal
consistency checks performed in this study.

VI. CONCLUSION AND FUTURE WORK

A central challenge in Al productivity measurement is
moving beyond generic self-assessments to a concrete,
multidimensional measurement. To address this for PM, we
developed a survey instrument for assessing perceived
productivity gains, grounded in research on GenAl usage
and Al productivity measurement. Crucially, our instrument
operationalizes productivity by distinguishing between
direct gains (time, cost, quality) and indirect gains (e.g.,
improved decision quality), allowing for an assessment that
captures both immediate task efficiency and long-term
capability building. To ground these measurements in
practice, they were applied to three proxy tasks representing
distinct modes of human-Al interaction: automation,
assistance, and augmentation. The instrument was
empirically applied in a field test with 97 German
professionals with practical GenAl experience in PM. The
field test indicates that the measurement approach is
practically usable and provides a basis for further
refinement and validation.
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Abstract—  Restaurants face increasing challenges in
maintaining service flexibility and quality while responding to
rapidly changing customer demands in technology-enabled
environments. This study investigates how an artificial
intelligence climate, customer-artificial intelligence-assisted
exchange, and business process innovativeness enhance
operational adjustment agility and customer service
competencies through robot agility. The study contributes to
research on artificial intelligence, digital transformation, and
intelligent service systems by explaining how service robots
improve organizational adaptability and service performance.
Drawing on real options theory, parasocial interaction theory,
and hybrid intelligence theory, service robots are viewed as
adaptive digital assets that facilitate responsiveness and
customer engagement. New empirical evidence was obtained
from a two-phase managerial survey of restaurants in Shanghai
and Taipei with more than three years of robot deployment.
Data from 357 valid responses were analyzed using partial least
squares structural equation modeling. The results indicate that
an artificial intelligence climate, customer-artificial
intelligence-assisted  exchange, and business process
innovativeness significantly enhance robot agility, which
subsequently improves customer service competencies. The
findings demonstrate that integrating service robots with
artificial  intelligence-enabled processes can increase
organizational flexibility and maintain service quality in the
restaurant industry.

Keywords— service robots; hybrid intelligence; robot agility;
customer service competencies.

l. INTRODUCTION

Al-powered service robots are increasingly adopted in
restaurants as digital assets that streamline operations and
enhance customer experience [16][30]. These systems
automate routine tasks such as ordering and food delivery,
improving service speed, precision, consistency, and
operational agility. Building on advances in restaurant
automation and customer experience management, this study
explains how organizational and technological capabilities
jointly strengthen responsiveness, customer trust, and loyalty
in Al-intensive environments. It addresses an important gap
by examining how agility and perceived service quality shape
customer experience within hybrid human-Al service
settings.

Service robots improve efficiency, perceived value, and
customer satisfaction through adaptive interactions [14][26].
Mechanisms such as CAIX and business process
innovativeness accelerate service innovation, strengthen

coordination in food and beverage delivery, and support
personalized customer experiences, particularly in tourism-
oriented restaurant contexts where digital differentiation is
essential. Prior studies suggest that CAIX promotes
emotionally engaging interactions, while perceived
anthropomorphism strengthens trust, satisfaction, and loyalty
by influencing emotional responses. These mechanisms
collectively explain how Al-driven innovation contributes to
long-term relational value and digital service excellence.

Il. LITERATURE REVIEW

This section reviews the literature on Al-enabled service
robots in restaurant environments, focusing on hybrid
intelligence, Al climate, CAIX, business process
innovativeness, and anthropomorphism. Prior studies suggest
that these organizational and technological capabilities
enhance robot agility, adaptive service delivery, and customer
service competencies in hospitality settings. Drawing on
hybrid intelligence and service innovation perspectives, this
section develops the conceptual framework and hypotheses
linking Al climate, CAIX, business process innovativeness,
robot agility, anthropomorphism, and customer service
competencies.

A.  Hybrid Intelligence and Human—Al Synergy in
Service Systems

Hybrid intelligence refers to the strategic integration of
human and artificial intelligence, combining their
complementary strengths to address complex service
challenges more effectively than either could independently
[5]. This paradigm utilizes Al for scalability, speed,
consistency, and task automation, while preserving human
capabilities in contextual reasoning, ethical judgment, and
adaptive decision-making [29]. In service environments,
hybrid intelligence supports value co-production through
coordinated interactions between employees and Al-enabled
service robots.

Al enhances operational efficiency, responsiveness, and
personalization at scale, whereas employees contribute
emotional intelligence and context-sensitive service to
maintain relational quality and adaptability in customer
experiences [30]. This synergy is particularly important in
dynamic, high-contact service settings. Empirical evidence
further suggests that Al-conducive organizational climates
strengthen agility, stimulate innovation, and improve resource
orchestration,  thereby  supporting the  effective
implementation of hybrid intelligence in service innovation.
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B. Al Climate and Strategic Integration of Service Robotics

In hospitality, Al-powered service robots support
operational efficiency and sustainability by improving energy
use and reducing reliance on manual labor [28]. A strong Al
climate further enhances innovation readiness by embedding
Al into strategic initiatives such as circular economy practices
and resource-efficient sharing platforms. At the organizational
level, human—Al dynamics shape workforce outcomes.

Khaliqg et al. [15] found that perceptions of Al or robotic
autonomy can increase turnover intention, highlighting the
need to manage human-robot coexistence. Building on this,
[30] demonstrated that when trust-enabled robots are paired
with data-driven personalization, they strengthen engagement
and satisfaction and provide a pathway for strategic
differentiation in Al-supported hospitality.

C. Robot Agility

Robot agility in restaurants refers to the ability of Al-
enabled service robots to adapt to shifting operational
conditions, guest preferences, and real-time service demands
[26]. Robots should offer innovative options for risk-tolerant
customers and intuitive interfaces for those facing time
pressure or high information load. Service providers must
identify pain points such as confusion, limited time, or low
digital literacy and deliver support aligned with customer
capability to enhance service quality. A strong Al climate
supported by digital infrastructure, organizational policies,
and cultural readiness further strengthens this adaptability.

In Al-enabled hospitality settings, continuous data capture
and real-time analytics guide robot behavior and enable
context-sensitive adjustments [17]. This environment
encourages investment in software updates and algorithmic
enhancements to sustain adaptability. An Al-conducive
climate promotes innovation through experimentation with
automation and robotics. Al-integrated training helps
employees coordinate effectively with robots, while machine
learning allows robots to learn from interactions and improve
performance. These conditions form the foundation for
Hypothesis 1:

H1: Artificial Intelligence Climate climate of restaurants
positively influences robot agility in restaurant environments.

D. Customer—Al-Assisted Exchange (CAIX)

CAIX refers to the interactive processes between human-
like service robots and customers in which communication,
feedback, and adaptation drive Al-enabled service innovation
[22]. Pei et al. [23] noted that these interactions are reshaping
service roles as robots increasingly perform frontline tasks
once handled by human staff. Jadhav et al. [13] emphasized
that CAIX functions as a real-time learning mechanism,
allowing robots to refine responses through repeated
encounters and tailor service to individual preferences.

These systems process inquiries instantly, adjust
dynamically, and deliver personalized recommendations,
such as recalling dietary needs or preferred service styles,
which enhances responsiveness and satisfaction. As
interaction volume and diversity increase, the depth of
available data expands, strengthening robots’ ability to make
context-sensitive decisions. CAIX therefore acts as a key

enabler of robotic agility in hospitality by linking user
engagement with ongoing Al refinement. Based on this
perspective, we propose the following hypothesis.

H2: CAIX positively influences robot agility in restaurant
environments.

E. Business Process Innovativeness

Business process innovativeness in service robot
deployment refers to the strategic integration of Al-powered
robots into organizational workflows to strengthen
coordination between automated systems and human
operations [9]. By embedding robots into routine processes,
firms can automate tasks, improve workflow adaptability, and
enhance operational efficiency through intelligent systems
and process redesign.

This capability improves customer experience, resource
utilization, and digital innovation across hospitality contexts
[9][24]. It also supports personalized service delivery and
flexible process adjustments in response to changing customer
demands. As robots increasingly perform functions such as
order handling and guest interaction, machine learning
capabilities enable faster and more adaptive service responses,
thereby strengthening robotic agility and strategic
responsiveness:

H3: Business process innovativeness and service robot
innovation positively influence robot agility in restaurant
environments.

F.  Customer Service Competencies

Customer service competencies in Al-enabled restaurants
refer to an organization’s ability to meet guest needs
effectively through digitally mediated interactions [30]. Prior
studies emphasize that incorporating human-like traits, such
as conversational ability and emotional responsiveness, into
service robots enhances customer engagement and interaction
quality [32]. In addition, GenAl-powered robots increasingly
perform complex tasks while delivering highly personalized
customer experiences.

Al-driven environments also expand service capacity by
integrating automation with adaptive technologies [3]. Robots
equipped with real-time feedback capabilities can instantly
adjust service parameters, improving responsiveness and
coordination with employees. In high-contact settings such as
fine dining, robots interpret contextual cues to refine service
delivery and strengthen guest experience, while business
process innovativeness ensures procedural consistency and
enhances customer trust and satisfaction.

H4: Business process innovativeness positively influences
customer service competencies in Al-enabled restaurant
environments.

G. Anthropomorphism

Anthropomorphism refers to the extent to which a digital
or robotic agent is perceived as displaying human-like features
or behaviors [20]. In Al-enabled service environments,
elements such as facial expressions, conversational speech,
and interactive dialogue enable robots to communicate more
naturally and engage customers more effectively [7]. These
human-like cues evoke emotional responses that positively
shape perceptions of robotic agility, adaptability, and
responsiveness.
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Anthropomorphic design also functions as a heuristic for
competence and intelligence. When robots exhibit gestures,
facial expressions, or modulated voice tones, users are more
likely to attribute cognitive capability, adaptive decision-
making, and context-sensitive service to the system. Such
perceptions increase tolerance toward minor service failures
while strengthening trust, satisfaction, and perceived value.
Consequently, anthropomorphic design enhances both the
perceived intelligence and relational effectiveness of Al-
powered service agents.

H5: Perceived anthropomorphism positively moderates
the relationship between robot agility and customer service
competencies.

Overall, the proposed research model explains how Al
climate, CAIX, and business process innovativeness enhance
robot agility in Al-enabled restaurant environments. Robot
agility  subsequently  improves  customer  service
competencies,  while  perceived  anthropomorphism
strengthens this relationship, as illustrated in Figure 1. The
model emphasizes the joint role of organizational capabilities
and Al-enabled interactions in supporting adaptive service
delivery and customer experience.

Al Climate

Robot Agility

(9]
(%]
l

H3

Figure 1. Research model.

Note: CAIX = Customer—Al-Assisted Exchange; BPI =
Business Process Innovativeness; PA = Perceived
Anthropomorphism; and CSC = Customer Service
Competencies.

I1l. RESEARCH DESIGN

This section describes the research methodology used to
examine the proposed relationships among Al climate,
CAIX, business process innovativeness, robot agility,
perceived anthropomorphism, and customer service
competencies. It outlines the questionnaire development
process, sampling procedure, and data collection approach
employed to ensure the reliability and validity of the
empirical investigation.

A. Questionnaire Development

Following an extensive literature review, the survey items
were customized for the research context, yielding 29
preliminary questions. Wording was refined based on initial
assessments. Participants answered using a 7-point Likert
scale (where 1 means strongly disagree and 7 means strongly
agree), as detailed in Table I, with validated measures chosen
specifically for this study. To achieve more precise
translations, the instrument was adjusted, translated into both
Simplified and Traditional Chinese, and examined by experts.
Two hospitality management professors and two information
management scholars reviewed the questionnaire for clarity,
accuracy, and alignment with the research objectives. A
pretest with 30 restaurant employees further assessed item

clarity and relevance, confirming the suitability of the last
version.

TABLE I. ITEMS IN SURVEY

Al Climate [1]

AlC1 We use service robots to enhance customer
experience.

AIC2 We use service robots to provide expert services.

AIC3 We personalize services through robots.

AlC4 We use service robots to support service strategies

Customer—Al Assisted Exchange [16]

CAIX1 Customers behave respectfully toward service

robots.
CAIX2 Customers value robot-delivered services.
CAIX3 Complaints about robot services are infrequent.
CAIX4 Customers are satisfied with robot services.
CAIX5 Customers enjoy interacting with service robots

Business Process Innovativeness [9, 24]

BPI1 Robot services align with business processes.
BPI2 We redesign workflows for new opportunities.
BPI3 We adapt robot services to changing needs.

Robot Agility [17]

RA1 We share robot service to reduce costs.
RA2 Service robots enable new applications.
RA3 We share robots to support innovation.
RA4 Service robots improve maintenance speed

Perceived Anthropomorphism [20]

PA1 Service robots use human-like voices.

PA2 Service robots provide human-like interactions.
PA3 Service robots have human-like appearances.
PA4 Service robots display human-like behavior.

Customer Service Competencies [30].

CSC1 Customers are satisfied with service robots.

CSsC2 Customers view robot adoption positively.

CSC3 Customers enjoy interacting with service robots.
CSC4 Robot interactions are meaningful and enjoyable.
CSC5 Service robots provide valuable service options.
CSC6 Customers look forward to future robot interactions

B. Sampling Process

Restaurants in Shanghai and Taipei were chosen based on
their continuous use of service robots for more than three
years. Data was collected in January 2025 from 100 robot-

Courtesy of IARIA Board and IARIA Press. Original source: ThinkMind Digital Library https://www.thinkmind.org

Copyright (c) IARIA, 2026. ISBN: 978-1-68558-400-9



DIGITAL 2026 : Advances on Societal Digital Transformation - 2026

assisted restaurants selected through stratified sampling, with
50 from each city. Surveys were distributed by email, and IP
verification prevented duplicate entries. This process yielded
357 valid responses, resulting in a 59.5 percent response rate.

IV. ANALYSIS

The data showed that nearly 61.5% of the respondents
were female, and over 50% were aged 31 or older.
Additionally, 33% of the participants had more than 6 years
of work experience.

A.  Measurement Model

Partial least squares structural equation modeling (PLS-
SEM) was employed to evaluate the proposed research model
[12]. Measurement reliability was assessed using Cronbach’s
alpha, rho_A, composite reliability (CR), and outer loadings.
All Cronbach’s alpha values ranged from 0.837 to 0.939,
while CR values ranged from 0.892 to 0.952, exceeding the
recommended threshold of 0.70. Convergent validity was
further examined using average variance extracted (AVE),
with all constructs reporting values between 0.673 and 0.821,
surpassing the recommended 0.50 level [21]. These results
confirm satisfactory internal consistency reliability and
convergent validity of the measurement model.

Discriminant validity was subsequently assessed using
cross-loadings and the Fornell-Larcker criterion [12]. All
cross-loading values exceeded the recommended threshold of
0.70, providing additional support for convergent validity [4].
Furthermore, the square root of AVE for each construct was
greater than its correlations with other constructs, confirming
adequate discriminant validity. Overall, the findings
demonstrate that the measurement model satisfies the required
standards of reliability, convergent validity, and discriminant
validity.

B. Model Testing

The coefficient of determination (R?) reflects the variance
in endogenous variables explained by the model. In this study,
R2 values were 55.2 percent for robot agility, and 44.3 percent
for customer service competencies. Effect size (f2) values
were all below the 0.33 benchmark [11], consistent with an
explanatory model. Multicollinearity was assessed using the
variance inflation factor (VIF), which should remain below
3.3[10]. VIF values ranged from 0.056 to 0.602, indicating no
collinearity issues.

The results indicate that Al climate (t = 6.47, p < 0.01),
customer—Al assisted exchange (CAIX) (t = 5.92, p < 0.01),
and business process innovativeness (t = 5.60, p < 0.01)
significantly enhance robot agility. These findings are
consistent with prior studies highlighting the importance of
Al-enabled organizational environments and innovation
capabilities in strengthening adaptive service performance
[15][16]. Furthermore, robot agility significantly improves
customer service competencies (t = 14.314, p < 0.001),
supporting earlier research emphasizing the role of agile
service robots in enhancing customer interaction quality and
service effectiveness [3][8]. In addition, perceived
anthropomorphism significantly moderates the relationship
between robot agility and customer service competencies (t =
2.66, p < 0.05).

V. DISCUSSION

The study's results provide valuable insights into the
contributions of examining customer service competencies
driven by service robots' innovation.

A.  Theoretical Contribution

This study extends service robot and Al-enabled
hospitality research by moving beyond robot characteristics
and customer reactions to examine robot agility as a key
organizational capability. Drawing on Real Options Theory,
Parasocial Interaction Theory, and Hybrid Intelligence
Theory, it develops an integrated framework explaining how
Al climate, customer—Al-assisted exchange (CAIX), and
business process innovativeness jointly enhance customer
service competencies through robot agility. Unlike prior
studies that investigate these factors separately, the findings
demonstrate their complementary effects in creating
responsive and adaptive service systems. The results further
show that robot agility mediates the relationship between
organizational capabilities and service outcomes, while
anthropomorphism strengthens the effectiveness of agile
robotic services. By conceptualizing service robots as
adaptive socio-technical resources rather than merely
automated tools, this study provides a clearer explanation of
how Al-enabled hospitality firms achieve superior service
performance in dynamic environments.

B. Implications for Practices

This study offers strategic guidance for managers
integrating  Al-enabled service robots into digital
transformation initiatives. Establishing a strong Al climate
equips robots to respond to fluctuating customer needs,
improving operational agility and enabling flexible
deployment across varying service conditions. Such digital
readiness ensures that robotic systems can adjust to
operational changes and support consistent service delivery.

Al should also advance personalized customer
experiences through real-time data use. CAIX plays a central
role in agile service delivery, as real-time exchanges and
adaptive feedback allow robots to tailor responses and
enhance efficiency. Managers can strengthen these outcomes
by prioritizing customer-centric design, improving human—
robot  coordination, and monitoring  performance
continuously. Business process innovativeness further
integrates Al systems, robots, and employees. Intelligent
automation supports better decision-making, workflow
visibility, and interdepartmental coordination, while
investments in task optimization and cross-functional data
improve scalability and reliability.

Anthropomorphic design contributes to the relational
quality of robot interactions. Features such as expressive cues
or modulated voice patterns foster trust and emotional
engagement,  although  managers  should  balance
expressiveness with functional efficiency based on customer
expectations. Overall, service robots should be viewed as
dynamic actors embedded within a socio-technical system.
Strengthening Al climate, CAIX, business process
innovativeness, agility, and design features collectively
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enhance service value, operational flexibility, and long-term
competitive advantage.
VI. CONCLUSIONS

This study shows how Al-enabled innovation strengthens
operational agility and customer service in robot-assisted
restaurants through five key enablers: Al climate, CAIX,
business process innovativeness, robot agility, and perceived
anthropomorphism. A strong Al climate embeds digital
capabilities into workflows, improving flexibility and
personalization, while CAIX enhances real-time customer—
robot interaction for greater accuracy and relevance. Business
process innovativeness further supports seamless coordination
among Al systems, robots, and staff, ensuring consistent
service execution. Robot agility enables rapid task adjustment
and adaptive workflow management, and anthropomorphic
cues improve emotional engagement and trust. To achieve
these benefits, managers should invest in real-time
monitoring,  Al-integrated training, and data-driven
personalization so that technological infrastructure and
organizational routines work together to deliver adaptive,
high-quality service and reinforce competitive advantage.

This study improves understanding of how service robots
support customer service competencies in Al-enabled
restaurant settings. However, certain limitations remain. First,
while robot agility and Al capabilities are emphasized,
implementation challenges are not fully addressed. Future
research should explore barriers such as costs, integration
complexity, and employee resistance to better reflect the
socio-technical aspects of digital transformation.
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Abstract— Digital transformation has become a strategic
priority for governments seeking to strengthen service delivery,
institutional responsiveness and sustainable innovation.
However, public sector organizations often struggle to translate
digital investments into sustained agility because technology is
shaped by leadership, culture, governance and environmental
conditions. This paper examines how digital transformation
may influence organizational agility in UAE public sector
organizations through the Technology-Organization-
Environment (TOE) perspective. As the wider doctoral study is
ongoing, this camera-ready version reports interim, anonymized
evidence only and does not present final thesis findings, a final
coding structure or a finalized framework. Drawing on 17
anonymized semi-structured interviews and a structured
literature review, the preliminary analysis suggests that agility
is not produced by technology alone, but by governed alignment
between technological capabilities, organizational readiness and
environmental legitimacy. The paper offers a provisional TOE-
based analytical model to guide further analysis of public sector
agility through digital technologies.

Keywords—public sector agility; TOE perspective;
transformation; government organizations.

digital

I.  INTRODUCTION

Public sector organizations operate in environments
shaped by rapid technological change, complex policy
demands, rising citizen expectations and pressure to provide
more responsive services. Digital government is no longer
limited to digitizing existing administrative processes; it
increasingly involves the redesign of service delivery, data-
informed decision-making and new forms of interaction
between government and society [4][5]. In the UAE, digital
government is also connected to national ambitions for
service excellence, innovation, sustainable development and
future readiness [7][11].

Despite this progress, digital transformation does not
automatically generate organizational agility. Technology is
enacted through structures, routines, interpretations and
human agency rather than operating as an independent
solution [2]. Digital transformation research similarly
emphasizes that technology adoption must be supported by
organizational change, leadership commitment, strategic
alignment and learning to create meaningful outcomes [4][5].

The research issue addressed in this paper is the gap
between digital transformation as technological investment
and agility as an institutional capability. Public organizations
may introduce dashboards, automation, robotic process
automation, artificial intelligence and digital portals while
retaining hierarchical approval paths, fragmented data, risk-

averse routines and limited cross-functional authority. In such
cases, digital tools may accelerate information flow but not
necessarily improve decision speed, coordination, adaptation
or innovation.

Organizational agility refers to the capability to sense,
interpret and respond to changing conditions while
maintaining continuity and accountability [3]. In public
sector settings, agility is especially challenging because
governments must balance responsiveness with legality,
transparency, equity, security and institutional stability [6].
This means that agility in government cannot be understood
as unrestricted speed. Rather, it must involve disciplined
adaptation: rapid responsiveness within clear governance
boundaries.

This paper adopts the Technology-Organization-
Environment (TOE) framework because it explains
transformation as the result of technological, organizational
and environmental conditions rather than technology alone
[1]. The technological dimension captures digital systems,
data, automation, artificial intelligence and interoperability.
The organizational dimension captures leadership, culture,
skills, decision rights and governance routines. The
environmental dimension captures regulation, cybersecurity
expectations, national strategies, citizen needs and
institutional pressures. Recent extensions of TOE also show
that the framework can be adapted to digital transformation
contexts by incorporating contextual capabilities and
orientations beyond the original adoption focus [8].

The provisional contribution of this paper is threefold.
First, it repositions TOE from an adoption-oriented
framework toward an agility-oriented lens for public sector
digital transformation. Second, it uses selected anonymized
interview evidence illustratively to show how technological,
organizational and environmental conditions interact in
government contexts. Third, it proposes a provisional TOE-
based model of governed alignment that will be refined after
completion of the wider doctoral analysis.

The remainder of this paper is structured as follows. In
Section 2, the literature on public sector digital
transformation, organizational agility and TOE is reviewed.
In Section 3, the methodology, sample, interview protocol
and analysis procedures are described. In Section 4,
preliminary findings are presented through TOE-coded
themes and interview evidence. In Section 5, the theoretical
and practical implications are discussed. In Section 6, the
conclusion and future work are presented.
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II. LITERATURE BACKGROUND

This section reviews the literature informing the study. It
focuses on digital transformation in the public sector,
organizational agility as a dynamic capability and the
rationale for using TOE to examine agility through digital
technologies.

A. Digital Transformation in the Public Sector

Digital transformation in the public sector involves
changes in organizational processes, service models, decision
practices and relationships with citizens and stakeholders [4].
It is broader than the implementation of information systems
because it affects the way public institutions organize,
collaborate and create public value. Vial argues that digital
transformation creates change through the combined effects
of digital technologies, organizational responses and strategic
consequences [5].

Government organizations face distinctive transformation
conditions. They operate within formal accountability
systems, policy mandates, audit requirements and data
protection obligations. Consequently, public sector digital
transformation must reconcile innovation with compliance,
transparency and continuity. This makes the public sector a
valuable context for examining whether digital tools create
agility or only automate existing routines.

B. Organizational Agility and Adaptive Governance

Organizational agility is closely related to dynamic
capability theory, particularly the capacity to sense change,
seize opportunities and reconfigure resources [3]. In
government, this capability supports adaptive governance,
crisis response, service redesign, policy adjustment and future
readiness. However, public sector agility differs from private
sector agility because the goal is not only competitive
advantage, but also public value, legitimacy and service
continuity.

Adaptive governance literature stresses the need to
combine responsiveness with stability and accountability [6].
Participants in this study echoed this view by describing
agility as disciplined adaptation rather than unrestricted
speed. This framing 1is important because public
organizations must act quickly while protecting sensitive
data, observing legislation and maintaining citizen trust.

C. Technology-Organization-Environment Perspective

The TOE framework provides a holistic basis for
examining digital transformation because it considers
technological, organizational and environmental factors
together [1]. This is particularly relevant to public sector
agility, where digital systems interact with leadership
behavior, culture, skills, regulation, cybersecurity, national
priorities and citizen expectations.

The extended TOE literature also supports the adaptation
of TOE to newer digital transformation contexts. Nguyen, Le
and Vu extend the framework by adding contextual
orientations and capabilities that improve explanatory power
in digital transformation settings [8]. This paper builds on that
logic by using TOE not only to explain adoption, but also to
analyze post-adoption agility outcomes. In other words, the

question is not simply whether a technology is adopted, but
whether it  strengthens sensing, decision-making,
coordination and adaptive service delivery.

III. RESEARCH METHODOLOGY

This section summarizes the methodological approach,
empirical sources, participant selection, interview protocol
and analytical steps used to generate the preliminary evidence
reported in this paper.

A. Research Design and Data Sources

The study adopts an exploratory qualitative design as part
of an ongoing Doctor of Business Administration research
project on agility in UAE public sector organizations. The
qualitative approach is appropriate because the study seeks to
understand how senior professionals interpret digital
transformation, organizational readiness and agility in
practice rather than test predefined statistical relationships.

Two sources inform this paper. First, a structured literature
review was conducted across public administration,
organizational change, agility and digital transformation
literature to identify definitions, models, gaps and theoretical
foundations. Second, semi-structured interviews were
conducted with senior professionals in UAE public sector
contexts. The paper reports preliminary findings from 17
anonymized participant accounts. Because the research is
qualitative, response distribution is reported as thematic
recurrence rather than statistical generalization.

TABLE I. RESEARCH DESIGN AND SAMPLE.

Research
approach

Exploratory qualitative study informed by
systematic literature review

Empirical source 17 anonymized semi-structured interviews

Senior or specialist roles in strategy, technology,
finance, foresight, legislation, institutional
excellence, project management and service
delivery

Participant profile

Purposive selection of participants with direct
exposure to digital transformation or agility-
related work

Sampling logic

Thematic analysis mapped inductively and

Analysis method deductively to TOE dimensions

Participants and entities anonymized;
identifiable demographic and organizational
details removed

Ethical protection

B. Interview Protocol and Analytical Procedure

The interview protocol was designed to elicit evidence on
agility practices rather than abstract opinion only.
Participants were asked to define agility, describe digital and
artificial intelligence initiatives, explain changes in work and
decision-making, identify implementation barriers, discuss
leadership and culture and reflect on future public sector
agility. Examples included questions such as: How do you
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define organizational agility in a government context? Which
digital tools or systems have supported faster response or
decision-making? What challenges have emerged in
technology adoption? How do leadership, culture, regulation
and national direction influence agility?

Interviews were recorded and transcribed for analysis.
Thematic analysis followed iterative familiarization, open
coding, theme grouping and comparison against the TOE
framework [9]. Trustworthiness was strengthened through
anonymization, transcript review where available, iterative

coding, comparison with literature and attention to
credibility, dependability and confirmability principles
[1o][12].

TABLE II. PRELIMINARY THEMATIC DISTRIBUTION ACROSS 17
INTERVIEWS.

Indicative preliminary recurrence and

Theme illustrative evidence

Indicative recurrence: participants cited
dashboards, RPA, risk engines, portals, Copilot
and internal Al platforms.

Al analytics and
automation

Indicative recurrence: sponsorship,
empowerment, cross-functional teams,
learning culture and resistance management.

Leadership and
change readiness

Governance, Indicative recurrence: data quality,
cybersecurity and confidentiality, controlled Al, legal boundaries
data and system integration.

Indicative recurrence: reduced visits, elderly
service users, faster services and societal value
of AL

Public value and
service impact

IV. PRELIMIBARY EMPIRICAL INSIGHTS

At this stage, the preliminary interview evidence suggests
that public sector agility emerges through alignment among
technological capability, organizational readiness and
environmental legitimacy. These insights should not be read
as final thesis findings; rather, they are interim patterns used
to strengthen the conference paper and demonstrate the
direction of analysis. The evidence does not support a
technology-deterministic view. Instead, digital tools appear
to enhance agility when embedded in governance, leadership,
culture and data practices.

A. Technology: From Digitization to Decision Support
Participants described digital systems as enablers of faster
access to information, improved reporting and better
coordination. Examples included artificial intelligence
dashboards for forecasting, robotic process automation for
repetitive financial tasks, predictive risk engines, legislative
observatories, open data systems, digital portals and business
process mapping. One participant explained that information
that previously required lengthy searching can now be
retrieved in seconds, while another described automation as a
way to reduce manual errors and speed operational processes.

However, the technology dimension also revealed limits.
Participants emphasized that artificial intelligence should
support, not replace, decision-makers. They also identified
data quality, cybersecurity, infrastructure readiness,
interoperability and model reliability as key conditions. This
suggests that technology contributes to agility when it
improves sensing and decision support while remaining
trustworthy and integrated into operational workflows.

B. Organization: Leadership, Culture and Cross-Functional
Work

Organizational conditions were the strongest explanatory
factor in the data. Leadership support, empowerment, agile
structures, cross-functional teams and a learning culture
repeatedly appeared as enablers. Participant 01 stated that
agility requires employees to move between strategic and
technical levels when project needs demand it. Participant 04
described reduced hierarchy and the use of cross-functional
teams as important for flexibility. Participant 12 summarized
public sector agility as disciplined adaptation, meaning rapid
response while maintaining governance.

Resistance to change was also recurrent. Several
participants described employees or departments that initially
resisted new systems because benefits were unclear, time was
limited or fear of replacement existed. Participants indicated
that proof of concepts, awareness sessions, visible leadership
sponsorship and evidence of tangible benefit helped reduce
resistance. Therefore, agility is not simply a technical
capability; it is a social and managerial capability that
converts technology into coordinated action.

C. Environment: National Direction, Regulation and Public
Trust

Environmental factors acted simultaneously as drivers and
constraints. UAE national strategies, digital government
agendas, artificial intelligence leadership roles and service-
excellence expectations created pressure to transform.
Participants also referred to COVID-19, heavy rain events
and service expectations as examples showing the importance
of readiness and continuity. These pressures pushed
organizations toward mobile services, remote work,
automation and data-driven decision-making.

At the same time, regulation, cybersecurity and data
confidentiality defined the boundaries of acceptable agility.
Participants described controlled internal clouds, on-premises
artificial intelligence environments, approval committees and
concern about confidential data leakage. Participant 10
emphasized that digital services and artificial intelligence
must create tangible societal value rather than being adopted
for technology's sake. This illustrates why public sector
agility must be bounded by legitimacy, ethics and trust.

D. Cross-Dimensional Preliminary Insight: Governed
Alignment

The emerging cross-dimensional insight is that agility
appears strongest when the three TOE dimensions are
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aligned. Digital tools become agility mechanisms when
leaders define priorities, data are reliable, employees are
capable, governance is clear and external legitimacy is
protected. This alignment may explain why similar
technologies can produce different outcomes across entities.

TABLE III. TOE-CODED PRELIMINARY INSIGHTS WITH
ANONYMIZED PRIMARY EVIDENCE.

TOE Preliminary insight and illustrative anonymized
dimension evidence
Al RPA and analytics may improve sensing and
Technology speed when reliable data and workflow integration
are in place.
Leadership, culture and decision rights appear to
Organization | shape responsiveness; participants cited sponsorship,
cross-functional teams and resistance management.
National strategies, cybersecurity, legislation and
Environment | public value expectations act as both drivers and
boundaries for disciplined adaptation.

V. DISCUSSIONS

The preliminary analysis provides illustrative evidence for
the research issue while deliberately avoiding presentation of
the final thesis results. At this stage, the interview data
suggest that public sector agility is not a single outcome of
digital adoption. Rather, it appears to be a governed capability
that develops when digital tools are connected to decision
rights, culture, security, national priorities and public value.

A. Theoretical Contribution

The provisional theoretical contribution is the extension of
TOE from adoption explanation to agility explanation.
Traditional TOE studies tend to ask which factors influence
technology adoption [1]. This paper asks how adopted
technologies may contribute to organizational agility. The
shift is important because an organization may adopt artificial
intelligence, dashboards or automation without becoming
more agile if decision rights, data governance and cultural
readiness remain weak.

The provisional model in Figure 1 conceptualizes
governed alignment as the mechanism through which
technology, organization and environment may support
public sector agility. The model highlights that artificial
intelligence, automation and analytics do not directly create
agility unless they are linked with data quality, leadership,
skills, governance, legal compliance and public-value
objectives.

TOE CONTEXTS
Technology + Organization + Environment
v
GOVERNED ALIGNMENT
disciplined adaptation | secure data | decision rights
v
AGILITY MECHANISMS
speed | resilience | public value
Provisional analytical model for ongoing doctoral research

Figure 1. Provisional TOE-based governed alignment model for public
sector agility.

The model provisionally reframes agility in government as
disciplined adaptation. This concept emerged strongly in the
interview evidence and clarifies the difference between
public and private sector agility. Public sector agility means
the ability to move quickly when needed while still protecting
rights, data, equity, national security and accountability.

B. Practical Contribution

For practitioners, the preliminary insights suggest that
public organizations should assess digital transformation
through agility outcomes rather than technology deployment
alone. Relevant indicators include decision-cycle speed,
service continuity, public-value creation, quality of data use,
employee readiness and governance reliability.

The preliminary insights also suggest four practical
actions. First, artificial intelligence and automation should be
linked to clear business cases and public-value outcomes.
Second, entities should create safe experimentation
mechanisms such as sandboxes, internal platforms and
controlled proof-of-concept environments. Third, digital
skills, change management and employee participation
should be strengthened. Fourth, governance should be
embedded into artificial intelligence workflows so that agility
is accelerated without increasing unacceptable risk.

VI. CONCLUSION AND FUTURE WORK

This paper examined, as part of an ongoing doctoral study,
how digital transformation may influence organizational
agility in UAE public sector organizations through the TOE
perspective. It addressed the problem that digital
transformation often remains framed as technological
implementation rather than as an organizational capability
requiring alignment across technology, organization and
environment.

The preliminary evidence from 17 anonymized interviews
suggests that agility is not generated by technology alone.
Artificial intelligence, automation, dashboards and digital
platforms may support agility when connected to leadership,
culture, decision rights, data quality, cybersecurity and
public-value objectives. The paper therefore identifies
governed alignment as a provisional analytical mechanism
linking technology capability, organizational readiness and
environmental legitimacy.
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The study remains ongoing and has limitations. The
insights presented here are interim, anonymized and
illustrative; they are not the final DBA thesis findings. To
protect the integrity of the ongoing thesis, the paper does not
disclose the full coding hierarchy, final participant-level
analysis, final framework or final conclusions. These will be
reported in the thesis and, where appropriate, in subsequent
publications. Future work will complete the coding analysis,
refine the model and examine how digital technologies shape
agility across different government functions.
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Abstract - The Republic of North Macedonia serves as an
excellent case study of the digital transformation of a society
aspiring to EU membership, where digital government plays a
prominent role. Using the Dynamic Policy Maturity
Benchmark Model in qualitative research focused on the
continuous evolution of digital policies and strategic documents
for digital transformation in the country, this paper
demonstrates how the EU integration process has significantly
influenced digital governance in recent years. Government
trade-offs in the development of solutions and negotiation of
digital policies that have advanced the digitalisation of
Macedonia represent a stable strategy designed to address the
challenges posed by the rapid digital transformation of society.
The proposed model for assessing the current situation and the
potential for improved digitalisation of Macedonian society has
proved to be a useful tool for future policy development and
decision-making.

Keywords-North Macedonia; digital government; digital
transformation; EU integration; Dynamic Policy Maturity
Benchmark Model.

1. INTRODUCTION

The European Commission (hereafter EC) initiated
accession negotiations with Macedonia in October 2009,
requiring subsequent governments to comply with
recommended conditionalities to progress, pending a positive
assessment that led to renewed accession negotiations in
June 2019. Successive efforts on key issues such as
corruption, judicial reform, intelligence and security services
reform, and public administration reform resulted in renewed
support from the ministers of European affairs in March
2020, as the European Union (hereafter EU) confirmed its
political agreement to open accession negotiations with
Albania and Macedonia, which was formally endorsed by the
European Council on 26 March 2020. Setting aside the
complex negotiated political conditionalities and criteria of
the EU accession process, this paper focuses on the Republic
of North Macedonia’s (hereafter Macedonia) digital
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Europeanisation process, particularly the role of digital
government in the digital transformation of society. Section
2 outlines the methodological and policy framework used in
the analysis and interpretation of the research data. Section 3
provides the context of digitalisation and the background to
digital transformation. Section 4 discusses the results of the
qualitative analysis — the assessment of Macedonian digital
transformation. Section 5 interprets the research findings of
the assessment, and Section 6 presents the concluding
remarks and insights into the role of digital government in
the contemporary digital transformation of Macedonian
society, with recommendations for future work.

II.  SCOPE OF RESEARCH

The digital transformation of Macedonian society, as a
complex social phenomenon, has significantly affected the
population, politics, and economy, particularly through the
introduction of Artificial Intelligence (hereafter Al) into
almost every aspect of daily life. The aim of this paper is to
present evidence on the digital transformation of
Macedonian society and the role of digital government in
this process. The question that guides this inquiry is whether
strategic development based on the digitalisation process in
Macedonia can advance policy evolution through benchmark
assessment. This is based on a review of publications —
including policy reports, policy briefs, research papers, and
studies — produced by domestic and international
organisations, experts, and scholars. The methodological
framework developed to analyse selected texts includes a
case study of Macedonian digital transformation since 2021,
together with a process evaluation examining how national
policies on digitalization were implemented. This approach
determines whether the policy is being implemented as
planned and identifies any issues during the implementation
process. Therefore, the research method employs the
following analytical steps: a) data gathering and selection, b)
qualitative sociological data analysis, and c¢) process
evaluation of digital policy implementation - Dynamic
Policy Maturity Benchmark Model (hereafter DPMBM) [1].
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Considering the size of the territory and the population
(1,836,713 inhabitants according to the latest census from
2021), the DPMBM is proposed as suitable for assessing
implemented digital policies designed to ensure policy
evolution that responds to technological changes and societal
needs in Macedonia [2]. This model enables the evaluation
of the influence and impact of newly introduced digital
technologies and services within the digital ecosystem in
Macedonian society. The benchmark ensures seamless
alignment between strategy and the impacts of digitalisation,
and each time new technologies are introduced an
assessment is triggered to determine whether they support
citizens’ people-centric values. Therefore, this paper chooses
to use the ITU’s Benchmark for Fifth Generation Digital
Collaborative Regulation (G5 Benchmarks), which often
serves as a national benchmark for inclusive digital
transformation across all sectors of a country’s economy and
society [3]. The benchmark design indicators are grouped
around four pillars: 1) national collaborative governance, 2)
policy design principles, 3) digital development toolbox, and
4) digital economic policy agenda. As a structured approach
to policy evolution, this paper uses the above-mentioned
model to introduce an analytical tool — dynamic benchmarks
transformed into Key Performance Indicators (hereafter
KPIs) that measure and adjust policy effectiveness. The KPIs
for digitalisation include the following: data protection,

privacy, confidentiality of communications, digital
governance, connectivity, data literacy, digital skill
development, level of digital innovation, inclusive

investment, digital equity, data ethics, cybersecurity, open
data, data accessibility/democratisation, level of data culture,
digital-by-default rules, use of digital twins, use of digital
simulation, availability in continuous operations, and
interoperability. These indicators were used to assess
Macedonian digital transformation and were further
evaluated using the following assessment criteria: aligned
(+), not aligned (-), partially aligned (PA), and no
information (NI), referring to the alignment of digitalisation
policies with national strategic documents and international
documents. The assessment criteria aligned (+) and partially
aligned (PA), in the context of digital systems, imply that
planned policies in Macedonia exist and are in place within
developing digital infrastructure, and are thus fully or
partially aligned with proposed measures, priorities and goals
of strategic development documents [4]. However, as
proposed by Klievink et al., digital policy optimization,
assessed according to the evaluation criteria fulfilled (+), not
fulfilled (-), partially fulfilled (PF), and no information (NI),
implies that policies are implemented in integrated digital
infrastructure and thus either fully or partially contribute to
the digital transformation of Macedonian society [5]. In this
respect, digital transformation is assessed as a continuous
process of policy change and development towards policy
maturity. As indicated by tables in the following sections, the
outlined KPIs are assessed according to the above-mentioned
criteria, based on the data presented in strategic documents
and assessments (domestic and international).

Continuous assessment of this kind enables policies to be
updated so they remain relevant and effective in responding

to the challenges of rapid digitalisation in Macedonia. As all
strategic planning in Macedonia must ensure sustainable,
inclusive, socially acceptable, and ecologically sound
development policies in accordance with EU accession
political criteria, legislation, and professional standards, the
concept of a DPMBM enables the assessment of digital
transformation in a people-centred country [6]. Therefore,
the proposed benchmark model evaluates the potential and
impact of the introduced digital technologies and services in
the Macedonian digital ecosystem as a sustainable country. It
is designed to define Macedonia's distinctive digital policy
maturity levels. However, this paper focuses on the digital
transformation assessment of Macedonian society according
to policy criteria KIPs indicators proposed by the DPMBM
at two levels:

1. institutions and mechanisms

2. digitalisation.

The remaining levels (society, people-centric, sustainability,
and economy) were not considered due to limited data
resources for in-depth analysis.

Assessment findings were interpreted within the
framework of Thomas Sowell’s understanding of policy
solutions [7]. His theoretical approach to core decision-
making in policy creation, development, and implementation
rests on the assumption that there are no solutions, only
trade-offs, in the economy underlying any human
undertaking. In this paper, Sowell’s understanding is
considered indispensable for the study of Macedonia’s
digital transformation, where policy choices are not cost-
free, and decisions taken in that context resolve one problem
while simultaneously sacrificing something else. Decision-
makers must therefore carefully balance policy outcomes, as
there is no perfect solution and the inherent costs of
implementation may eliminate one problem but often create
or worsen another. Within the framework of digital
Europeanisation, Macedonian governments must therefore
accept responsibility for the costs of the trade-offs they
choose to make on their path of negotiated EU integration.
The paper focuses on the set of trade-offs Macedonian
governments have made in their European negotiation
process that shape the digitalisation of the entire society.

III.  CONTEXT AND BACKGROUND

A.  Context

As of 2019, the digitalisation of Macedonian public
services, together with the introduction of digital wallets in
accordance with Regulation (EU) No 910/2014 of the
European Parliament and of the Council on electronic
identification and trust services for electronic transactions in
the online market and its repeal, has been a challenging task
for both government authorities and citizens [8]. The process
has been characterised by insufficient knowledge, trust, and
digital skills among citizens on one hand, and on the other,
by inert state institutions and a lack of legal provisions and
institutional trust. Thus, as an integral part of Macedonia's
European integration process, digitalisation and digital
wallets, which fall under Chapter 10 of the acquis
Communautaire: Information society and media, have posed
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challenges for the authorities in adopting the necessary
changes through the long-term Information and
Communication Technology Strategy. As will be evident
from the following sections, Macedonia has made substantial
progress since the 2021 EU Progress Report, which stated
that the country was moderately prepared in this area of
European integration.

B.  Background

The Law on Electronic Documents, Electronic
Identification, and Confidential Services was adopted in
2019 (fully aligned with the eIDAS Regulation of 2014),
creating the preconditions for the Macedonian government to
develop a stable legal framework for digitalisation in
subsequent years. This has also enabled the creation of
digital identity as a driver of the digitalisation of public
services and the development of a functional common digital
market, both of which have contributed to the market for
confidential services and increased trust in electronic
services in Macedonia [9]. The established legal framework
has regulated the work of public administration bodies
involved in data and document transfers and the
implementation of electronic services. Subsequently, the
2019 Law on Electronic Documents, Electronic
Identification, and Confidential Services has enabled digital
judicial practices, electronic employment [10], and
governance, made operable by the newly formed National
Interoperability Platform and managed by the Ministry of
Digital Transformation. In this way, the automated and
interoperable system — the ‘Macedonian Information
Highway’ — helps the government bridge the gap between
policy and system implementation [11]. However, according
to expert assessment, creating and cultivating digital culture
in Macedonia was and remains a challenging task [12]. The
extensive legislation, comprising 131 laws to be prepared by
the established Inter-Ministerial Working Group since 2021,
required substantial time to align with the rest of the
legislative framework and the new digitalisation plans.
Whatever moderate progress was made by the Ministry of
Information Society and Administration, the following three
years will demonstrate how improved interoperability of the
digitalisation system, including public sector institutions and
critical infrastructure, is achieved according to strategic
planning. Although the proposed National Information and
Communication Technology Strategy 2021-2025 (including
the Action Plan) was never adopted by the Assembly and
was subsequently amended and revised by the newly formed
Ministry of Digitalisation in 2025, reforms to digitalise
society were implemented despite challenging political
circumstances with Macedonian neighbours during EU
negotiations until June 2022. Recommendations made by
experts in 2022 have been incorporated into development
policies, creating a more favourable environment for the
progressive digital transformation of Macedonian society
[13]. To overcome the evident tension between progressive
legislation and deep-seated institutional inertia, Macedonian
digital governance had to confront bureaucratic resistance,
fragmented inter-agency data sharing, and limited public
digital skills and literacy [14]. Embedding legislation into

digital governance has made administrative reform possible
and opened it up to strategic collaboration, participation,
transparency, and access to information [15]. As indicated by
Gil-Garcia et al., information technology has become a
catalyst for open government, producing diverse effects in a
digitalised society. In the Macedonian case, it has fostered a
sense of transparency in the provision of high-quality
government information and data, as well as enhanced
participation, including citizens in government decision-
making processes while collaborating with individuals
and/or organisations to provide services. The developed
adaptability of digitalised governance in Macedonia has
transformed government capacity, creating more resilient
and agile institutions [16]. However, the extent to which the
Macedonian government has become agile in its software
development, acquisition, project management and
evaluation is presented in the following sections on the
digital transformation of Macedonian society, according to
the Dynamic Policy Maturity Benchmark Model.

IV. ASSESSMENT OF MACEDONIAN DIGITAL
TRANSFORMATION

Two strategic documents have shaped the development
of digitalisation in Macedonian society since 2023. The first,
adopted in 2022, is the Development Framework of the
Republic of North Macedonia 2030 (hereafter DFRNM
2030) [17]. The second, adopted in 2024, is the 2024-2044
National Development Strategy (hereafter NDS) [18].
Subsections A and B provide insight into the assessed
potential for digital transformation in Macedonia, while
subsection C concerns the assessment of strategically
implemented digitalisation policies based on selected
international policy progress assessments. Subsection D then
provides insight into digital transformation according to
domestic policy progress assessments.

A. The Development Framework for the Republic of North
Macedonia 2030 (DFRNM 2030)

DFRNM 2030, together with other priorities, identifies
the digitalisation of Macedonian society as a complex and
interconnected priority essential for real progress by 2030. It
regards digitalisation as a strategic development goal
necessary for achieving other development priorities, so it
can be considered both a separate priority and a means to
achieve other priorities. Reappropriation of the concept of
digitalisation in real-world contexts concerns four
interconnected aspects of technologically advanced societies:
skills, governance, business, and public infrastructure, which
form the basis for development strategies. Macedonian
society is no exception. The DFRNM 2030 assessment of the
current state of digitalisation notes that although the e-
service system was introduced to Macedonian public
services, it was still not fully functional in 2022. However,
according to State Statistics from 2020, 91% of companies
with more than ten employees use computer technology and
broadband Internet. More than half of these companies have
developed their own websites, and 6.2% use electronic sales
platforms (e-commerce). The assessment indicates that 83%
of Macedonian households have Internet access at home, and
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most use broadband Internet. Still, the priorities of
digitalisation in  sustainable development require
Macedonian authorities to invest in high-quality education,
gender equality, industry, innovation and infrastructure, as
well as in peace, justice and strong institutions.

Therefore, DFRNM 2030 proposes four key
interventions for digitalising society to support the
development needs of a country aspiring to EU membership.
The first area involves accelerating the country’s digital
transformation by investing in digital infrastructure and
technology, providing digital literacy training for the wider
population, including the labour force, and introducing
electronic identity measures and public-private partnership
models. The second area focuses on promoting digital
economic development in Macedonia through investment in
businesses that facilitate access to information about
available digital technologies and the business opportunities
they offer, promoting domestic and international trade in
goods and services via formal -electronic services,
implementing the Digital Agenda for the Western Balkans,
and improving the digital skills of the Macedonian
workforce. The third area concerns developing the
Information Technology sector (hereafter IT) in Macedonia
by investing in Information and Communication Technology
(hereafter ICT) expert education, adopting a strategic
approach to prevent the brain drain of IT personnel,
developing the IT sector as a prosperous service activity, and
making targeted investments in the IT sector. Finally, the
fourth area concerns the full digitalisation of Macedonian
public services through investment in the e-services system,
while expanding public institutions’ capacity to deliver e-
services and enhancing digital literacy among citizens and
businesses to use e-services. Therefore, to harness the
benefits of new digital technologies in this era of rapid
digital transformation, Macedonian strategic development
must consider the dynamics of policy maturity.

TABLE L DFRNM 2030 POTENTIAL FOR DIGITALIZATION 2022 -2024
Dynamic Policy Maturity Benchmark Assessment
Aligned (+)
No. Assessment criteria Parﬁ;z;fg§ZZi;-;P )
No information (NI)
1 data protection NI
2 privacy rights NI
3 digital governance +
4 confidentiality of communication NI
5 digital inclusion/connectivity +
6 data literacy +
7 digital skill development +
8 level of digital innovation PA
9 inclusive investment +
10 digital equity for all PA
11 data ethics PA

Dynamic Policy Maturity Benchmark Assessment
Aligned (+)
No. Assessment criteria Not aligned (-)
e Partially aligned (PA)
No information (NI)
12 cybersecurity NI
13 availability in continuous i
operations
14 open data NI
15 data democratization NI
16 level of data culture +
17 digital by default rules +
18 use of digital twins/simulation NI
19 interoperability NI
Macedonian strategic development in the digital
transformation of society, according to the DPMBA

assessment (Table I), demonstrates fragmented capacity and
potential for digitalisation during the 2022-2024 period. The
potential for digitalisation is developed mainly in digital
governance, digital inclusion and connectivity, data literacy,
digital skills, inclusive investment, availability in continuous
operations, level of data culture, digital by default rules, and
to a lesser extent in digital innovation, digital equity for all,
and data ethics. The potential for digitalisation of
Macedonian  society  therefore  requires  additional
government incentives and diligent policy making and
development.

B.  The 2024-2044 National Development Strategy (NDS)

The NDS was adopted by the Assembly of the Republic
of North Macedonia in 2024, in line with the country’s
aspirations to join the EU by 2030 and the sustainable
development goals set by the 2030 Agenda [19]. North
Macedonia has therefore based its development on three
fundamental national development goals across six key
strategic areas of interest. The development of human capital
and the digitalisation of society are central elements and
fundamental prerequisites for the country to achieve
successful progress in each strategic area. Among the
national capabilities and capacities expected to improve as
key factors in developing the strategic areas of the NDS —
microeconomic stability, strong institutions, territorial
organisation and functional decentralisation, inclusion and
social cohesion, climate change and environmental issues,
and political consensus — the one that stands out as a
horizontal measure is data management and use, digital
technology, and the digitalisation of Macedonian society.
Therefore, as in DFRNM 2030, digitalisation becomes a
priority, aiming to achieve a higher degree of Macedonian
modernisation through information technologies in both the
private and public sectors. Public authorities and the business
sector must provide quality, timely, and disaggregated data
essential for creating national evidence-based development
policies. The NDS recommends that the state invest in a
digital strategy focusing on four key pillars:
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1. developing a skilled workforce to attract top
professionals from the digital sector,
2. building secure and environmentally friendly digital
infrastructure,
3. facilitating the digital transformation of businesses,
and
4. pr0v1d1ng public digital services focused on users.
This will require substantial changes in administrative and
management structures so that implemented reforms enable
interoperability and systems for data collection,
management, protection, and use in decision-making
processes. To initiate overall social transformation, the NDS
proposes several strategic areas of intervention. It
emphasises that data and technologies are crucial drivers of
progress, with the potential to reduce regional development
disparities and enhance cohesion in diverse Macedonian
geographical areas and communities. This will enable fact-
based, targeted government interventions and investments to
support underdeveloped Macedonian areas, in line with
overall regional development. The NDS states that digital
platforms play a key role in this respect, as they provide a
wide range of information and facilitate the sharing of best
practices, enabling stronger collaboration and mobilisation of
local and regional resources for the benefit of all. It is
expected that established digital platforms will equip all local
communities with the basic tools and knowledge to access,
on equal terms, the world of digital technologies and
infrastructure in Macedonia. Furthermore, the development
of smart cities integrated with Internet of Things (hereafter
IoT) devices is expected to coordinate and improve the
functioning of all infrastructure and services provided by
local authorities, making them more efficient over time.
Digital finance and blockchain technology are expected to
change the fiscal decentralisation process, as digitalisation in
every sense has become essential to the overall
transformation of Macedonian society. To accelerate its
digital transformation, Macedonia is committed to promoting
the digital economy and education, enhancing citizens’
digital literacy, and fully digitalising public services, which
enable free access to information provided by public
authorities. In this strategic area, the horizontal measure of
society’s digitalisation focuses on the rule of law and good
governance. It is assumed that digitalisation will significantly
improve efficiency, effectiveness, transparency,
accountability, and responsibility, which are necessary for
the healthy development of Macedonian democracy. The use
of digital tools in this respect is indispensable. E-government
initiatives also represent modern interaction between citizens
and state authorities, making public services more accessible
through streamlined processes. Public sector data is more
accessible to all citizens through open data platforms, and
clear, presentable information enhances government
accountability, enabling authorities to ensure legal certainty
and impartial justice. In this respect, online legal services
and digital courts enable and support access to justice and
improve the efficiency and confidentiality of legal
proceedings. As a key component of Macedonia’s digital
transformation, the country must invest further in developing
digital skills and strengthening cybersecurity. To address

these challenges, the government has adopted a defense and
security strategy (the Strategy for Defence and Long-Term
Capability Plan for 2019-2028), aiming to create policies
that systematise the workforce and ICT jobs, as well as
broadband and cybersecurity measures. The digitalisation
process, in this context, reaffirms the NDS’s commitment to
leveraging new technologies for real-time data analytics
within an established digital framework, enabling
Macedonian society to confront a range of security
challenges. In this way, the digitalisation of Macedonian
society becomes a roadmap, creating an environment that
fosters the resilience and sustainability of all government and
public systems of operation.

TABLE II. NDS POTENTIAL FOR DIGITALIZATION 2024 -2025
Dynamic Policy Maturity Benchmark Assessment
Aligned (+)
No. Assessment criteria Pari;;oltl;fzifi;ftid(-;P 4)
No information (NI)
1 data protection +
2 privacy rights PA
3 digital governance +
4 confidentiality of communication +
5 digital inclusion/connectivity +
6 data literacy +
7 digital skill development +
8 level of digital innovation +
9 inclusive investment +
10 digital equity for all +
11 data ethics NI
12 cybersecurity +
13 availal3ility in continuous +
operations
14 open data NI
15 data democratization PA
16 level of data culture +
17 digital by default rules +
18 use of digital twins/simulation NI
19 interoperability +

According to the NDS, the digital transformation of
Macedonian society, based on the DPMBM assessment,
shows significant improvement (Table II). The capacity and
potential for digitalisation in the 2024-2025 period have
increased in all areas except those for which no data are
available (data ethics, open data, and the use of digital
twins/simulation). This positive trend in policy maturity is
also observed in relevant international assessments of digital
transformation progress in Macedonia and the Western
Balkans generally.
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C. Digital Transformation in Accordance with
International Policy Progress Assessments

The Macedonian integration process since 2004, when
the country applied for EU membership, represents a
political decision endorsed by all governments as the only
viable development option. However, the journey has been
marked by numerous economic challenges and socio-
political tensions resulting from project-oriented and
technocratic development principles within the EU. The
transitional nature of the ongoing reforms implemented so
far demonstrates the extent to which the dynamics and
impact of these policies have been shaped by political
discontinuities and transformative liberal democratic ideas.
This section assesses the actual progress of digitalisation in
Macedonian society according to selected reports and policy
papers from international organisations present in the
country and the Western Balkans.

a) Assessment according to Digital Compass for 2030

The extent to which the character of Macedonian digital
transformation has evolved to accommodate transitional
reforms and policies aligned with the EU integration process
is first assessed in comparison with the Digital Compass for
2030 — Digital Decade policy programme, which provides
clear guidelines, targets, and objectives [20]. As a
benchmark for assessing Macedonia's digital progress, this
policy pathway outlines four crucial areas of transformation:
skills, secure and sustainable digital infrastructure, digital
transformation of business, and digitalisation of public
services. According to key indicators for assessing digital
transformation - Digital Economy and Society Index
(hereafter DESI), it is possible to monitor Macedonia’s
progress compared to the EU. Of all DESI areas, the
greatest progress has been made in digital public services,
followed by human capital development, connectivity, and
integration of digital technology. However, digital
development still lags behind the EU average in all DESI
areas. Despite numerous policy initiatives to enhance
overall digital skills, human capital development in this area
remains significantly below the EU average. This is due to
lower proficiency in internet user skills, although some
positive developments have been observed in the percentage
of ICT graduates and female ICT specialists. Despite
significant progress in digital services and service delivery,
Macedonia still faces challenges in establishing domestic
portals dedicated to digital services, which would provide
easier access to essential public services for citizens and
businesses. Efforts have been made to improve and
strengthen the legal framework for digital services and the
provision of e-signatures. Furthermore, Macedonia has
enhanced the availability of and access to open data.
Although progress has been made, advancement and policy
focus remain insufficient to reach the EU average (16.8) in
digital public services, even though, for example,
Macedonia is slightly above (75.4%) the EU average of
64.5% for pre-filled online forms. In conclusion, both this

and the pandemic lockdowns, which accelerated the
integration of online sales, still lacked progress and left
considerable room for improvement in the overall
technological development and digital transformation of
Macedonian society.

TABLE IIL ASSESSMENT OF THE ALIGNMENT WITH DIGITAL
COMPASS FOR 2030
Dynamic Policy Maturity Benchmark Assessment
Aligned (1)
No. Assessment criteria Parﬁ;;z’,;g‘z;zz;;l, 4)
No information (NI)
1 data protection PA
2 privacy rights PA
3 digital governance PA
4 confidentiality of communication PA
5 digital inclusion/connectivity PA
6 data literacy PA
7 digital skill development PA
8 level of digital innovation PA
9 inclusive investment PA
10 digital equity for all PA
11 data ethics PA
12 cybersecurity PA
13 2;2}:3(1)133 in continuous PA
14 open data PA
15 data democratization PA
16 level of data culture PA
17 digital by default rules PA
18 use of digital twins/simulation NI
19 interoperability PA

As the DPMBM assessment in Table III shows,
advancing the digitalisation of public services in Macedonia
largely depends on strong leadership and political will
capable of effectively managing digital development and
societal transformation. Empowering appointed state
officials and authorities at all government levels to
proactively manage state policies within budgetary
provisions and financial constraints requires modernising
the administrative system through digital optimisation of
processes and services, as well as re-engineering in line with
the ‘once-only principle’. A more inclusive and open public
administration system therefore necessitates promoting its
services with strong user involvement to ensure the
successful implementation of digital plans. This snapshot of
Macedonian  digitalisation  efforts, driven by the
government’s EU integration process, indicates slow but
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steady progress in the digital and

transformation of society (Table III).

development

b) Assessment according to Strategic Digital Policy
Development

The European Commission’s 2025 Report commends
Macedonia’s “smooth functioning of the internet market for
electronic communications, electronic commerce and audio-
visual services” (EC, 2025: 73) [21]. It states that “the rules
protect consumers and support the universal availability of
modern services” (EC, 2025: 73). Compared to 2023,
significant progress has been made in Macedonian digital
transformation. Long-awaited laws regulating digital
development in Macedonia were adopted in June 2025. In
connection with this legal and normative framework,
Macedonia has adopted a long-term Information and
Communication Technology Strategy and an Action Plan.
However, the report notes that there is still room for
improvement, particularly in enhancing the capacities of the
Ministry of Digital Transformation “to more effectively
coordinate the country’s digital transformation policies”
(EC, 2025: 73). Further improvements are required in
electronic communications to align the country with the EU
Gigabit Infrastructure Act, based on the still valid 2019—
2029 broadband operational plan. The Broadband
Competence Office states that, according to 2024 data, “the
fixed broadband coverage” in Macedonia amounts to
87.29% of fast broadband coverage. However, public
broadcasting enterprises in Macedonia need to strengthen
their capacities to develop more efficient optical
infrastructure and broadband access in “areas with
insufficient commercial investment from operators” (EC,
2025: 73). The report recommends that the Agency for
Electronic Communications strengthen its independence,
which is deemed insufficiently developed in the process of
Macedonian  digital development. Nonetheless, the
Macedonian National eService Portal has enhanced its
services for businesses through an improved user access
interface and expanded e-services, providing new services
requested by citizens, such as birth, marriage, and
citizenship certificates, which are now available online. In
January 2025, the national cybersecurity strategy was
adopted, which is expected to mainstream government
efforts to strengthen state infrastructure and enhance
cybersecurity expertise. Consequently, the established
national Computer Incident Response Centre has further
improved and developed its operational capacities and staff.
While a new telecom operator was successfully integrated
into the now greatly expanded Macedonian 5G mobile
network, the report nevertheless insists on the continuous
implementation of the EU 5G Cybersecurity Toolbox
measures in this respect. Thus, the developed legal and
normative framework still lacks effective implementation in
practice, as the existing tools for e-identification and e-
signature certificates are not user-friendly and are not free of
charge for Macedonian citizens. As shown in Table IV,
alignment with the Digital Compass for 2030 in Macedonia

has contributed to the strategic development of digital
policies, driving the country's digital transformation in the
near future. This cultural shift marks a milestone,
representing the negotiated groundwork for sustained
innovation and future development of public service
delivery, maximising the benefits of digital transformation
for all.

TABLE IV. ASSESSMENT OF STRATEGIC DIGITAL POLICY
DEVELOPMENT IN 2025
Dynamic Policy Maturity Benchmark Assessment
N Fulfilled (+)
0. L. Not fulfilled (-)
Assessment criteria Partially fulfilled (PF)
No information (NI)
1 data protection PF
2 privacy rights PF
3 digital governance +
4 confidentiality of communication PF
5 digital inclusion/connectivity PF
6 data literacy +
7 digital skill development +
8 level of digital innovation PF
9 inclusive investment +
10 digital equity for all +
11 data ethics +
12 cybersecurity +
13 availability in continuous +
operations
14 open data +
15 data democratization +
16 level of data culture +
17 digital by default rules +
18 use of digital twins/simulation PF
19 interoperability +
¢) The United Nations Development Program

assessments of digital policy optimisation in
Macedonia
The United Nations Development Program (hereafter
UNDP) digital readiness assessment of Macedonia from
2023 states that the country is making significant progress
in its digital transformation journey [22]. Designed to help
Macedonia strategically and holistically address inclusive
digital transformation, it also provides insight into plans to
build a national digital ecosystem based on the principles of
universality, responsibility, equality, and openness.
Evidence shows that change is visible in the newly
introduced infrastructure, government, regulation, business
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sector, and society in general. Macedonia now ranks 30th
globally for mobile broadband speeds, with 3G and 4G
coverage successfully rolled out and 5G now available in 16
cities. In line with the EU framework, digital governance is
steadily progressing, with the Macedonian startup
ecosystem primarily centred in Skopje. Improved digital
infrastructure is present almost everywhere, although most
technological innovations occur in the capital, Skopje,
which drives the advancement of the entire country.
Notably, half of Macedonian businesses use online tools and
e-commerce, and approximately 80% of the population is
connected to the internet. Progress is therefore evident in
improved regulatory transparency, e-commerce, and
cybersecurity.

Another report from the UNDP and Indago in 2023
shows that Macedonia has made steady progress in citizens'
use of digital tools, reducing the detected digital gap in the
country [23]. Macedonian citizens have invested
significantly in purchasing technologies such as
smartphones, indicating that digital devices are now an
integral part of everyday life. However, use of the national
e-Uslugi platform indicates a relatively low level of
awareness and, consequently, limited use of such digital
public services. Although there are reported difficulties with
using the webpage, overall satisfaction with the provided
digital public services is generally high. However, many
citizens still strongly prefer direct human contact and in-
person visits to offices. In conclusion, the UNDP report
emphasises that the anticipated technological impacts of
digital transformation in Macedonia are most evident,
according to various data sources, in positive changes in the
use of banking services, work or study, and access to
government or public services.

TABLE V. ASSESSMENT OF DIGITAL POLICY OPTIMISATION
IN MACEDONIA, 2023
Dynamic Policy Maturity Benchmark Assessment
Fulfilled (+)
No. Assessment criteria Pargz)ltl){ %ZZ‘:;—?P F)
No information (NI)
1 data protection PF
2 privacy rights PF
3 digital governance +
4 confidentiality of communication PF
5 digital inclusion/connectivity PF
6 data literacy PF
7 digital skill development PF
8 level of digital innovation PF
9 inclusive investment PF
10 digital equity for all PF
11 data ethics PF

Dynamic Policy Maturity Benchmark Assessment
N Fulfilled (+)
0. L Not fulfilled (-)
Assessment criteria Partially fulfilled (PF)
No information (NI)
12 cybersecurity PF
13 avallal‘.’lllty in continuous PF
operations
14 open data PF
15 data democratization PF
16 level of data culture PF
17 digital by default rules PF
18 use of digital twins/simulation NI
19 interoperability PF

If the Digital Compass for 2030 alignment has had a
clear impact on Macedonia’s strategic development of
digital policies according to European Commission reports,
then the policy optimisations made in 2023, based on the
DPMBM assessment, have contributed to the country’s
digital transformation, despite its limited capacity for
change (Table IV).

D) Digital Transformation According to Domestic
Policy Progress Assessments

This section evaluates policy progress for 2024-2025,
based on the Ministry of Digital Transformation’s reports,
as an integral part of the Strategic Plan 2025-2027.
According to the Strategic Plan 2025-2027, Macedonia’s
digital development is crucial for the country’s future
prosperity [24]. The Ministry focuses on digitalisation and
technological advancement, aiming to improve digital skills
among public sector employees and citizens, and to enhance
cybersecurity. The overall goal is to enable Macedonia’s
administration to manage, establish, and unify the state
system with local and regional authorities and relevant
institutions that provide services to citizens. Given its
special role in supporting the digital transformation of state
authorities in Macedonia, the Ministry has defined the
following areas of strategic interest as priorities: 1)
digitalisation of public administration and delivery of
electronic services, 2) digital connectivity and information
and communication technology infrastructure, 3)
cooperation and establishment of joint standards for
cybersecurity, and 4) strong digital skills and digital literacy
among administration staff. Therefore, the Ministry
develops policies to advance the information society,
digitalisation, and cybersecurity using the most advanced
technology to optimise and automate public administration
processes. The extent to which the Ministry has developed
policies to create an information society is evident from the
National Broadband Competency Office report for 2025
[25]. Taking into account the results of the National
Broadband Competency Office report for 2025 and based on
data from the Ministry of Digital Transformation’s reports
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for 2024-2025 (aligned with Strategic Plan 2025-2027), the
following two tables (Table VI and Table VII) assess
Macedonia's digitalisation process, in line with the DPMBM

[26].

TABLE VL

ASSESSMENT OF THE DIGITALIZATION PROCESS —

2024-2025 MINISTRY OF DIGITALISATION REPORTS

Dynamic Policy Maturity Benchmark Assessment
No. Assessment criteria:
Digitalization process Existing, Current, Evolving,
Transformative, S inabl.
1 Institutions and | Existing, Evolving, Transformative,
mechanisms Sustainable
5 Legal representation | Existing, Evolving, Transformative,
of stakeholders Sustainable
. Existing, Evolving, Transformative,
3 Policy governance -
Sustainable
IT ~Governance in Existing, Evolving, Transformative,
4 Government s
Sustainable
(e-Government)
TABLE VII.  ASSESSMENT OF DIGITALISATION PROCESS, 2024
—2025 (ACCORDING TO STRATEGIC PLAN 2025-2027)
Dynamic Policy Maturity Benchmark Assessment
No. Assessment criteria:
Digitalization process Existing, Current, Evolving,
Transformative, Sustainable
S Existing, Evolving,
! Digitalisation Transformative, Sustainable
. Existing, Evolving,
2 Data protection Transformative, Sustainable
. Existing, Evolving,
3 Privacy Transformative, Sustainable
4 Conﬁden.tlal‘lty of Existing
communication
5 Digital governance Existing, Evolving,
gital g Transformative, Sustainable
6 Connectivity Existing
. Existing, Evolving,
7 Data literacy Transformative, Sustainable
3 Digital skill Existing, Evolving,
development Transformative, Sustainable
9 Level of digital Existing, Evolving,
innovation Transformative, Sustainable
10 Inclusive investment Existing
. . Existing, Evolving,
1 Digital equity Transformative, Sustainable
. Existing, Evolving,
12 Data ethics Transformative, Sustainable
. Existing, Evolving,
N Cybersecurity Transformative, Sustainable
Existing, Evolving,
14 Open data Transformative, Sustainable
15 Data  accessibility / Existing, Evolving,
democratization Transformative, Sustainable
Existing, Evolving,
16 Level of data culture Transformative, Sustainable
. Existing, Evolving,
17 Digital default rules Transformative, Sustainable
18 Use of digital twins Existing
19 Use of digital Existing, Evolving,
symulation Transformative, Sustainable
20 | Availability —  in Existing
continuous operations

Dynamic Policy Maturity Benchmark Assessment
No. Assessment criteria:
Digitalization process Existing, Current, Evolving,
Transformative, S
Existing, Evolving,
Transformative, Sustainable

hl,

21 Interoperability

Assessment of the Macedonian digitalisation process
shows clear rapid progress in the country’s digital
transformation, reflecting the Ministry’s diligent efforts to
improve challenging conditions imposed by domestic issues
and EU accession difficulties.

V. DIGITAL GOVERNANCE IN MACEDONIA

Negotiating and navigating digital governance in
Macedonia has been, and remains, a challenging task not
only for government institutions but also for regional and
local authorities. It would be highly presumptuous to
propose a straightforward solution to the challenges
identified in the assessments presented in this paper.
However, a more sensible approach is adopted, supporting a
realistic understanding of policy development and
policymaking mechanisms. Developing a strong and
functional digital environment in Macedonia — is discussed
within the framework of the trade-offs that the government,
its authorities, and institutions can realistically negotiate not
only among themselves, but more importantly with EU
institutions as an integral part of the accession process [27].
It is important to note that, although uncommon, such an
approach is indispensable if the young Macedonian
democracy is to position itself as an equal partner in
negotiating the best possible outcomes of the forthcoming
EU accession process, including the ways in which the
country will digitally develop and transform its society. As
noted by Naumovski and Popovic, the development of
information technologies creates new legal challenges that
necessitate proactive governance [28]. Empowering
appointed state officials and authorities at all levels of
government to proactively manage state policies within
budgetary provisions and financial constraints requires
modernising the administrative system through digital
optimisation of processes and services, as well as re-
engineering in line with the ‘once-only principle’. A more
inclusive and open public administration system therefore
requires promoting its services with strong user involvement
to ensure the successful implementation of digital plans. The
‘trade-offs’ that Macedonian authorities must negotiate and
renegotiate at all levels of government — both among
themselves to achieve consensus among all political parties
and citizens, and with EU authorities — to protect national
interests and the positive outcomes of digital development
policies and overall social transformation, require persistent
dedication and diligence.

The policy assessment in this paper shows that
development plans have established a set of clearly defined,
realistic strategic options that relevant Macedonian
stakeholders can successfully negotiate or renegotiate to

Courtesy of IARIA Board and IARIA Press. Original source: ThinkMind Digital Library https://www.thinkmind.org

Copyright (c) IARIA, 2026.

ISBN: 978-1-68558-400-9

26



DIGITAL 2026 : Advances on Societal Digital Transformation - 2026

ensure positive outcomes in the evolving digital landscape.
A comprehensive digital roadmap with a strategic outlook,
integrating digital technologies into government services
and supported by updated and improved laws and
regulations, now provides an inclusive (re)negotiation
framework managed by knowledgeable and skilled
professionals. A solid foundation of sustained and enhanced
digitalisation activities, measures, and policies, continuously
monitored and evaluated by impartial agencies, therefore
ensures fact-based negotiation positions that support
Macedonian national interests. Moreover, the most
important component in the digitalisation of Macedonian
public services is the development of digital skills and
education among civil servants, which has so far been
carefully balanced to meet the challenging demands of the
employment market and the professionals produced by the
education system [29]. Thus, the digitalisation of
Macedonian public services concerns secure, high-
performing, and sustainable digital infrastructure. Although
it is not possible to provide a comprehensive overview of
Macedonian digital infrastructure, the analysed documents
and research on the subject are sufficient to present the
current state of the developed digital foundation in the
country. Advancing Macedonian digital infrastructure
depends greatly on the state's ability to provide and sustain
the necessary resources to support digital development in an
ecological manner, as required by the EU. As emphasised
by Naumovski and Kamboska, the Internet and electronic
communication redefine traditional legal frameworks,
particularly regarding liability, privacy, and data protection,
which are essential considerations in infrastructure
development [30]. Emerging threats and vulnerabilities
identified in current digital system development in
Macedonia have been sufficiently addressed through
coordinated policies and stable regulatory frameworks. As
previously mentioned, trade-offs in this context are made
during internal  negotiations among  Macedonian
stakeholders responsible for developing the high-speed
broadband (fiber optics) system, which enables faster access
to digital services, and between state authorities and
businesses that use up-to-date digital technologies and
mobile electronic devices to ensure efficient and secure
digital ID networks, data transmission and transactions,
digital connections, data hubs, and centres.

Finally, the digitalisation of Macedonian public services
concerns also the digitalisation of businesses, specifically
the process that enables the successful integration of digital
technology into various aspects of a company’s operations,
activities, and strategies. The introduction of new and
innovative digital technologies into business processes
improves decision-making and creates new opportunities for
growth and profit. Evidence so far shows that the digital
development of businesses in Macedonia slowly creates an
agile and innovative culture that is free to experiment with
new technologies and knowledge.

The overall digitalisation of Macedonian society,
although greatly improved in recent years, has proved to
depend largely on how digital governance is implemented
within the EU integration alignment process. Therefore, it is
of utmost importance for the respective government to
position =~ Macedonian  digital = development  and
transformation in the global context, and to ensure that
negotiated trade-offs are based on critical thinking when
digital technological innovations promise progressive social
change with no alternative.

VL

Since 2021, the digital transformation of Macedonian
society has created opportunities for the government to
address outstanding structural, economic, political, and
social challenges. This paper demonstrates how Macedonia
can substantially benefit from digital transformation to
advance economic development within a fully functional
and efficient government administration and rule of law.
Macedonia has fully embraced digital transformation, and
the newly formed Ministry of Digitalisation has ensured a
regulatory framework that is future-proof and sustainable,
with policies that benefit both businesses and citizens. The
strategic development framework for its programmes and
subprogrammes has enabled meaningful connectivity as a
foundation for digital development and transformation in
Macedonia. People-centred and government-centric digital
transformation is built on and evolves from a solid IT
infrastructure, which supports the progress of sector-centric
digital transformation. It is evident that Macedonia’s
advancements in digital public services have surpassed the
Western Balkans average, while the proactive adoption of
cutting-edge digital technologies, such as big data, cloud
computing, and Al by enterprises, greatly contributes to the
country’s economic progress [31]. Half of the country’s
businesses use online tools and e-commerce, while 80% of
the population is connected to the internet [32]. There has
been visible improvement in legislation and the regulatory
framework, marking substantial progress in transparency, e-
commerce, and cybersecurity. Similarly, efforts in digital
governance and public procurement have been enabled by
alignment with EU standards, supported by significant
progress in digital infrastructure, including broadband
coverage and internet access.

In this paper, the reappropriated DPMBM, as an
innovative research tool, has enabled data analysis whose
results can inform a whole-of-government approach to
policy making and a whole-of-society approach to the
digital transformation of Macedonian society. Aiming to
serve as a reference for the development of future improved
digital governance and Macedonian digital transformation, it
also provides ample evidence to support further research on
this global phenomenon that affects every person and
country worldwide. According to the expert report on the
Western Balkans Digital Economy and Society Index 2025,
it is clear that additional data is needed to compare the

CONCLUSION AND FUTURE WORK
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digitalisation process in countries aspiring to EU
membership [33]. The identified data gaps in digital
transformation indicators, as demonstrated by the
Macedonian case, require further research, while the future
digitalisation process demands a strategic approach with a
broader agenda and policies for developing data-driven
technological infrastructure.
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Abstract— Modern democratic societies have in recent centuries
adopted a social contract whereby deference is shown by
citizens, to state or public authority (and to the laws and
institutions through which that authority is expressed) in return
for a voice that determines the nature and extent of that
authority. This social contract is now threatened by the
emergence of a small number of private organizations which
have assumed some of the functions of state authority. This shift
from public to private authority has been enabled by the extent
to which these private organizations — very large online
platforms — use powerful tools to exploit vast amounts of data
amassed over the past few decades. It has profound implications
for individuals, particularly in respect of their fundamental
human rights, and it undermines the basis of the contract that
binds citizen and state. This gradual expansion of private digital
power at the expense of public authority, described here as
digital authoritarianism, is the subject of this research.

online

Keywords- authoritarianism;

surveillance.

digital sovereignty;

L INTRODUCTION

Digital platforms have developed highly lucrative and
successful business models which are predicated on the fact
that their raw material — personal data — is provided willingly
and for free by individual users in exchange for access to
online services provided by the digital platforms. They have
taken advantage of rapid advances in technology, widespread
connectivity, and associated network effects to establish
dominant positions in the online marketplace. This condition
is greatly enhanced by the conjunction of ubiquitous
intelligent devices (the ‘Internet of Things’ — ‘IoT”) and
powerful Artificial Intelligence (Al) technology.

From this vantage point, digital platforms have induced in
users a profound deference to digital authority, engendered
primarily by a demand for convenience. While the economic
and normative effects of digital authoritarianism are
eloquently described by Cohen, Pasquale, Zuboff and others,
this paper focuses on describing the dependence/deference
duality and its intersection with convenience [10][36][49].
The entrenchment of digital authority is diminishing human
agency and thus has significant implications for society, its
governing institutions and the rule of law.

The research is exploratory. It assesses the operation of
digital platforms in enabling control and surveillance,
recognizing that platforms have other powerful capabilities

and effects, alluded to but not investigated. It starts by setting
out contextual underpinning for the analysis in Section 2;
describing the types of enabling infrastructure that will
transform its current capability in Section 3; and elaborating
on the entrenchment of the digital authoritarian construct as
an inevitable outcome of these developments in Section 4.
Section 5 summarizes the role of regulation in constraining
the digital authoritarian environment, and Section 6 presents
a conclusion and future work.

II. CONTEXT: ANTECEDENTS, DEFINITIONS,
FOUNDATIONS

A. Summary of literature and definitions

The most relevant antecedents for this discussion in the
context of wider academic research are the notions of digital
sovereignty, and of control and choice in cyberspace. The
analysis starts by defining key terms.

‘Digital platform’ is used here as an umbrella term to
describe private companies that provide large-scale digital
infrastructure and services including search, social media,
cloud computing, e-commerce, and operating systems to
billions of users worldwide. It covers various aspects of these
firms, including both technical capability and their business
models. The digital platform is highly visible in a way that
computing rarely was in the past. It is an entrenched social
construct as much as a technical phenomenon, infecting
language, custom, behavior, norms and even personal
relationships. It not only facilitates human expression and
interaction but also molds it, shaping opinion, generating
ideas, entertaining, unearthing and disseminating knowledge,
enabling commerce, and aiding destruction. It is nonetheless
a new phenomenon, and its effects are incompletely
understood.

‘Authoritarianism’ is usually understood in political
terms and often used synonymously with the term
‘totalitarian’. Diebert defines authoritarianism as °...state
constraints on legitimate democratic political participation,
rule by emotion and fear, repression of civil society, and the
concentration of executive power in the hands of an
unaccountable elite.” [14]. By extension, in this research
‘digital authoritarianism’ defines a state of society where
important aspects of a citizen’s life are determined by data
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gathered by ubiquitous sensors and analyzed to provide real-
time regulation, recommendation and guidance. In such
circumstances, the data (or the party holding the data) is the
authority and the citizen is authorized to act according to the
data. In the context of the online world an essential element
of authoritarianism is the concentration of power in the hands
of a few unaccountable individuals.

‘AT is described as adaptive computer activity that ‘arises
when computer systems perform more complex tasks which
previously required human intelligence ...<involving>
machines which are capable of analyzing situations and
learning for themselves and then generating answers which
may not even be foreseen or controlled by their
programmers.’ [38]. The distinguishing factor, emphasized in
this definition, is foresight: traditional computing is
eminently predictable - a computer does exactly what it is
programmed to do, no more and no less, while Al systems
may not. The deliberate ‘training’ of Al systems enhances
their ability to predict and perform tasks. This is machine
learning (ML), which seeks to mimic biological thought and
learning processes [40].

The IoT is ‘an infrastructure in which billions of sensors
embedded in common, everyday devices ... record, process,
store and transfer data and... interact with other devices or
systems’ [2]. IoT devices are often capable of actuation -
taking action to adjust physical processes such as modifying
temperatures. Hildebrandt conflates IoT with Al to define
‘data-driven’ agents - an ‘ambient intelligence’ that forms a
‘cyber-physical infrastructure’ which puts physical
infrastructure such as homes, vehicles, fields, bio-forms and
weapons online, ‘to enable persistent monitoring and
surreptitious adaptation.” [23]. In this research, the term
‘intelligent agent’ is used is a similar manner as a shorthand
to cover the co-existence of [oT and Al capabilities in such
agents.

B. Digital Sovereignty

The meaning of the term ‘digital sovereignty’ has
changed over time, although the central concern — who
controls and regulates the online environment — remains the
same. Initially focused on regulation of cyberspace,
subsequent inquiry addressed misuse of digital technology by
state actors. For example, Diebert was predominantly
concerned with risks of state authoritarianism through use of
digital technology [14]. As the reach and scope of digital
platforms grew, researchers explored the transfer of authority
from state to private actors, described by Pasquale as
‘functional sovereignty’ [35]. In 2020, the chairman of the
US House Judiciary Subcommittee on Antitrust, Commercial
and Administrative Law questioned the heads of Amazon,
Apple, Google and Facebook, noting that his committee’s
investigation ‘...goes to the heart of whether we, as a people,
govern ourselves, or whether we let ourselves be governed by
private monopolies.’ [5].

Floridi defines sovereignty as a “...a form of legitimate,
controlling power’, noting that until recently, it had always

been ‘analogue’, that is, bounded by the physical world
(territories, cities, nations...), and controlling physical
limited resources (land, oil, gold...) [19]. In the digital age,
the infosphere is not a territory and °...digital assets are
largely private and subject to market forces > and
‘...whoever will win the fight for digital sovereignty will
determine the lives of all people on both sides of the digital
divide.’ [19].

Contemporary digital sovereignty is understood as an
attempt by the state to reassert control over digital assets and
information, so that the power of digital platforms to dictate
terms is diminished. It implicitly acknowledges the
incursions made by digital platforms into state domains and
seeks to reverse these. The EU has led the way by laying the
foundations of what Bradford describes as a ‘digital
constitution’, meaning ‘...a set of expansive digital
regulations that form a normative and principled foundation
for a digital economy and society as construed by European
laws.” [4].

Regardless of the form of state governance adopted in the
past, authority has invariably been public and, usually,
visible: a citizen (or subject) might not always have been
familiar with prevailing rules, actors, and institutions but
generally knew who was in charge. In democratic societies,
the citizen has scope to exercise her own judgement and to
conduct her life within agreed legal boundaries. Fundamental
rights are guaranteed according to the jurisdiction and these,
along with social, economic and other rights (and associated
obligations and constraints) afford a greater or lesser degree
of choice. Similarly, the citizen as consumer may cede
authority to private agents to effect control.

C. Control, choice, consent, convenience

The most frequent basis for engagement between user and
digital platform is underpinned by the contractual notion of
consent, effected through ‘opt-in’ or ‘opt-out’ choices. Thus,
the individual consents to terms and conditions usually
involving the surrender of personal data and receives
software-based benefits such as social media apps for this
consideration. Sometimes, consent is nugatory - the choice is
‘take it or leave it’.

This ‘informed consent’ mechanism is flawed, if not
absolutely ‘...broken beyond any regulatory repair.” [37].
This is because first, there is a cognitive deficit - the user is
rarely fully informed of the nature and scope of her
obligations, even if they are documented in the platform’s
terms and conditions. Second, there is a structural deficit - the
user can have little awareness of the wider use of her data
when she consents to its collection. Third, there is an
asymmetry between the trading partners that is heavily
weighted in favor of the platform. A confounding factor is
that many IoT devices eliminate the interface between user
and data, making it difficult to collect consent.

The tension between control and choice or consent in the
online environment is thus relevant. In the early days of the
internet there was relative equality of arms between user and
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provider, but now that digital platforms are weaponized with
Al, ToT and other powerful controlling technology, user
choice ‘...will inevitably be influenced by default rules,
framing effects, and starting points’. [42]. Yeung identifies
the inherent power of such choice architectures in influencing
user behavior, that facilitate ‘undermining an individual’s
capacity to exercise independent discretion and judgment’.
[47]. Macro-economic and societal studies include Cohen’s
comprehensive picture of the imbalance between corporate
and individual actors online, and how this has unfolded and
become entrenched; Pasquale’s extensive analysis of ‘black
box’ algorithmic processes that deny choice; and, Zuboff’s
forcible identification of online economic and social
inequality as ‘surveillance capitalism’. [10][36][49].

A further overarching reason is convenience. Koops,
discussing the role of consent in the context of data protection
notes that, ‘(A)nother challenge of relying on consent is that
convenience and people’s limited capacity to make rational
decisions prevent people from seriously spending time and
intellectual effort on reading the privacy statements of every
website, app, or service they use.” [28]. The demand for
convenience in the digital environment is as persistent as it is
offline. Consumers seck instant gratification, and digital
platforms oblige with easy to use, intuitive interfaces offering
simple ‘click here’ options, backed by impenetrable,
formalistic contracts that are inconvenient to read. Digital
platforms take advantage of consumer bias towards
convenience and of their propensity to stick with default
options, and use this propensity to influence and manipulate
user choice [39][41]. The exacerbating effects on control and
choice resulting from the widespread deployment of AI/ML
technology by digital platforms are analyzed next.

III. EXPANSION OF DIGITAL PLATFORM CAPABILITY

A. Changes in digital platform capability

For the most part, citizens appear unconcerned by the
coincidence of powerful new control and surveillance
technologies in the hands of a few outsize corporations. The
services provided by digital platforms are often free, easy to
use and have engendered social good. It is plausible to make
a case that the benefit of such services, even if provided by a
powerful oligopoly, outweigh potential risks.

The counterargument to complacency starts by
highlighting the pace and scale of industrialization of
surveillance, and the potential for almost unlimited control
enabled by three directional trends. These are the collection
vector: ubiquitous intelligent agents will generate vast real-
time data sets; the analysis vector: powerful AI/ML
technology will turbocharge efficient search, interrogation
and manipulation of this data, generating actionable
information; and the distribution vector: fast global networks
will enable platforms to distribute the resulting information
more efficiently than ever before. Together, this leads to
greater dependence on, and deference to, digital platforms,
and to a corresponding diminishment in human agency.

B. Collection, Analysis and Distribution

Notwithstanding the vast scale of data already compiled
by digital platforms, and their ability to manipulate it, much
data is incomplete and of poor quality. For example, in the
UK’s National Health Service (NHS), many patient records
are still paper-based [32]. The deployment of intelligent
agents allows collection of data that is real-time, accurate,
and independent of human agency. Conservative estimates
suggest that more than 30 billion individual connected
devices are already in place, and that annual growth rates of
greater than 10% are predicted leading to deployment of
hundreds of billions of devices by 2030 [13][26].

As with collection, analysis of data in the past has often
been slow, cumbersome, and inaccurate. Now, availability of
low-cost, high-performance processing and increased
sophistication of analysis techniques mean that digital
platforms are increasingly capable of accurate inference.

Together, the widespread deployment of connected smart
devices combined with the deployment of advanced Al and
ML capability trained on vast rich datasets extends the power
and influence of digital platforms. This is because in addition
to controlling the means of production of real-time,
actionable, accurate information, they also control
distribution.

At an infrastructural level, distribution capability is
enhanced by 5G networks and almost total ubiquity of smart
mobile handsets. This amplifies the power and effect of
digital platforms across all spheres of social, commercial and
political activity, including distribution of social mores and
fashions via recommender and influencer functions,
distribution and control of speech by controlling access to
news platforms, and distribution of influence over democratic
processes by targeting voters.

C. Emerging Effects of Intelligent Agents

Humans are willing to cede agency in this new technology
landscape because it is increasingly convenient and easy.
There is a view that it will in any case soon be impossible for
users to exercise any meaningful agency. Yeung refers to
Harari’s concept of ‘dataism’, a perception that the job of
processing data into information should be left to intelligent
algorithms because the human brain no longer has the
capacity to process such vast amounts of data [48]. This
operates in tandem with Morozov’s solutionism — the belief
that technology can fix any problem. Intelligent agents ‘offer
speed, lower transaction costs and efficiency in decision-
making [21].

These viewpoints are evidence of an increasing reliance
and deference to digital platforms. This amounts to a
delegation of responsibility to unaccountable actors, and
implies a more controlled and compliant society. This default
to the ‘convenience’ option, and deference to the digital
authorities who control the levers of information production,
leads directly to digital authoritarianism.
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IV. DIGITAL AUTHORITARIANISM

A. Digital authoritarianism

The conduct, ubiquity and reach of digital platforms has
been described as ‘totalitarian’ by sources as ideologically
opposed as Cuban communists and American capitalists
[22][25]. The idea of extreme surveillance and control is not
new: writing in 1787, Jeremy Bentham described the
Panopticon and presented his Inspection Principle,
paraphrased as ‘the more strictly we are watched, the better
we behave”[3]. Foucault examined a similar theme in his
writing on prisons [20]. More frequently, it is Orwell’s ‘Big
Brother’” which provides the modern metaphor for Big Tech’s
all-seeing eye [34]. In such descriptions, the emphasis is on
total, comprehensive and always-on surveillance and control.

For digital platforms, totalitarianism is essentially a
capitalistic process. Zuboff lays bare the economic rationale
and ruthlessness underpinning the digital platform business
model [49]. Her analysis implies that users view these
platforms as authorities. It is certainly true that they are
authoritative on social practice, style, rumor, commerce and
much more. As digital platform knowledge is enhanced by
information provided and analyzed by intelligent agents, the
platform’s authority is correspondingly enhanced to the point
where it leads to a state of ‘digital authoritarianism’.

Like Arendt’s totalitarianism, digital authoritarianism is:

. international in organization, all-comprehensive in its
...scope, and global in its ... aspiration...” [1]. Unlike
totalitarianism, the regime is not state imposed, nor does it
incorporate tools of terror or extreme coercion. It is not
politically inspired but commercial in intent: authority is
vested not in the state or in elected officials but in private
commercial agents. The nature of the social contract is one
where the regime is sustained primarily by data volunteered
by users in return for benefits and convenience (better health,
safety, education, entertainment...) - a regime of bread and
circuses rather than Big Brother.

3

B. Normative implications of digital
authoritarianism

Arendt uses words such as ‘indifferent’, ‘apathetic’,
‘childish stupidity’, and ‘isolation’ to describe the readiness
of the masses to accept totalitarian rule, embodying a form of
deference that is not class or ideology-based, but is dependent
on ‘the atomized and individualized mass’. [1]. While such
attributes certainly assist in the establishment of a state of
digital authoritarianism, the essential pre-condition is a
demand for convenience.

This is not on its own a problem: services provided by
digital platforms are easy to use, helpful and sometimes,
wonderful. They operate as a public good, and like utilities
have become indispensable. Search engines tell us what we
know; online retailers tell us what we want; social media
networks tell us who we are [15].

Yet, in providing convenience, digital services exacerbate
the tyranny of choice [42]. The anxiety induced by choice is

relieved by authoritative decision-makers in the form of
digital  assistants  (Alexa,  Siri...), recommenders
(GoCompare, Trip Adviser...), bots (autofill, chatbots...),
and more. These are increasingly informed by distributed
intelligent agents collecting data points and measurements
that enhance the accuracy and relevance of the choice
presented. Al-based inference lends further authority to
digital platforms because of its predictive capability and
‘wisdom’.

This authority is at the heart of automation bias - the
propensity for humans to defer to automated decision-making
systems despite the presence of contradictory information.
Errors of automation bias tend to occur when decision-
making is dependent on computers or other automated aids,
and the human is in an observatory role but able to make
decisions [12]. Such deference to digital authority is
increasingly problematic as humans integrate AI/ML
decision makers into everyday life. Its impact is perhaps
obvious in critical decision-making fields such as weapons
control systems, but the effect of embedding such bias in
widespread IoT — for example in recommender systems —
could be debilitating.

The normative consequences of digital authoritarianism
for the human rights of the individual are profound. The first
proceeds from the location of authority in private commercial
agents rather than in the state. The international human-rights
architecture is constructed vertically: its instruments bind
states and conceive of the individual as requiring protection
principally against public power. The rights most obviously
engaged by pervasive observation — the right to privacy
under Article 7 of the Charter of Fundamental Rights of the
European Union (CFREU), Article 8 of the European
Convention on Human Rights (ECHR), and Article 12 of the
Universal Declaration of Human Rights (UDHR) — were
drafted against the spectre of state intrusion [8][11][45].

The articulation of Article 8 CFREU ("Protection of
personal data") was the first time a constitutional-level
instrument expressly separated data protection from the older
right to privacy and gave it standalone status. The moving
force was the need to give constitutional permanence to a
right that the Article 7 privacy guarantee could not adequately
deliver in an era of automated data handling. What it seeks to
protect is the individual's informational self-determination —
the fair, transparent and supervised processing of their
personal data — as a right distinct from, though closely
related to, private life.

A second implication arises from the consensual character
of the regime, sustained as it is by data volunteered in
exchange for benefit. The normative danger is that the idiom
of voluntary exchange recasts a rights-impairment as an
ordinary market transaction, thereby dissolving the claim that
any right has been infringed at all. This is a pivotal move, for
it shifts the question from whether rights are violated to
whether they may be validly bartered — a question that
engages the partial inalienability of fundamental rights.
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Finally, there is the impact on freedom of speech. This is
particularly acute, because the construct of digital
authoritarianism cedes editorial power over public discourse
to the platform. Where the dominant forums for political,
civic and cultural expression are privately owned, the
practical scope of speech is determined solely by the terms of
service drafted unilaterally and enforced at scale by
automated systems. The platform is thus a de facto regulator
of expression, free to suppress lawful speech that no state
would legitimately restrict and, conversely, to amplify or
demote material on commercial rather than rights-based
criteria. The normative upshot is that freedom of expression,
conceived as a shield against the state, offers scant protection
against a commercial sovereign whose control over the
conditions of speech is more total, and less visible, than that
which the right was designed to resist.

C. Operational implications of digital
authoritarianism

Ceding authority to digital platforms raises practical
issues of security and privacy. Since the IoT comprises
billions of connected devices, the attack surface (the possible
range of targets) is vastly expanded. Vulnerability is
compounded by the fact that many IoT devices are not
implemented with security in mind, perhaps because they
perform non-sensitive tasks, or because they are designed for
implementation within secure network perimeters and not
intended for direct connection to web servers.

The broader issue is that apathy and deference to digital
authority has inured many to data privacy infringement, and
engendered data promiscuity. Data generated by intelligent
agents may thus overwhelm flimsy safeguards for individual
privacy that derive from the most fundamental common law
and constitutional principles. In the light of these risks, the
question of how digital authoritarianism and its enabling
platform technologies are regulated and controlled becomes
profoundly important. This challenge is addressed next.

V. REGULATING DIGITAL PLATFORMS

A. Challenges with regulation of Digital
Platforms

Efforts to curtail the power of digital platforms can seem
Sisyphean. Cohen describes a surveillance-innovation
complex in which surveillance (and control) is ‘light,
politically nimble and relatively impervious to regulatory
constraint.” [10] This is wunderscored by frequent
infringements and grandstanding self-regulation on the part
of digital platforms, and by weak enforcement by regulators.
The progressive deployment of intelligent agents, Al and
pervasive distribution intensifies the potential for harm.

At the same time, regulators suffer from structural
disadvantages compared to digital platforms. Marsden talks
of the Portarlington effect, a shorthand for the extreme
inequality of arms between small national regulators and
powerful digital corporations [24]. Regulators suffer from

informational and capability disadvantages compared to
digital firms. They are poorly placed to conduct the constant
monitoring required when proactive remedies are imposed,
and they are exposed to the risk of regulatory capture. This
frequently results in delayed investigation of infringement
and lax or ineffective enforcement.

Nonetheless, legislators across several jurisdictions are
attempting to curb the power of digital platforms. In Europe,
under the banner of the Digital Single Market initiative,
lawmakers have launched a significant programme of
legislation that places significant obligations on large digital
platforms, notably the Digital Services Act (DSA) and the
Digital Markets Act (DMA) [17][18]. In the UK, the Online
Safety Act (OSA) introduces liability for harm caused by
specific digital firms [44]. Even in the US, where there has
long been a broad interpretation of First Amendment rights,
there have been moves to provide online privacy for citizens
[7]. Digital platforms also conduct self-regulation by
contractually setting norms or ‘house rules’ on their
platforms. In this way they govern policy and usage and can
take action against infringement, such as exclusion of a user.

These regulatory initiatives are taking place in the context
of today’s challenges, even though the next wave of digital
firepower is already here. The debate has already shifted, and
the stakes considerably raised, by the widespread deployment

of smart ubiquitous devices and machine learning
technology.
B. Possible models of regulation

The complexity of the digital environment is engendered
in part by the multiplicity of stakeholders involved. Digital
platforms typically operate as multi-sided markets, and thus
have many constituent actors (content providers, customers,
advertisers, retailers, regulators and so on). Governance of
intelligent agents used by these platforms will require a form
of algorithmic regulation, an activity that necessarily requires
cooperation of these various state and private actors, perhaps
by adopting a model of decentered regulation.

Other proposals include regulating intelligent agents and
their underlying algorithms along the lines of the
pharmaceutical industry, using a central agency (the ‘FDA
for algorithms”) to vet for safety and efficacy [43]. Marsden
argues in favor of OffData, a new regulatory agency that
‘...draws on competition, technology regulation,
fundamental human rights, privacy, and free expression to
ensure a fair and neutral deal for digital prosumers and
citizens [30]. In any scenario, given the pace, volatility and
complexity of the digital environment, it is difficult not to
envision the need for complex dynamic regulation as
proposed by Murray [31].

There are calls also for international instruments building
on shared principles of administrative law, which could
resolve conflicts of law in the digital economy, although such
initiatives might be difficult to achieve [29]. Regional
attempts at regulation stand a better chance. For example, the
EU’s Al Act applies to ‘Al systems used for indiscriminate
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surveillance applied in a generalized manner to all natural
persons without differentiation.’[16]. Such regulation does at
least prohibit the use of intelligent agents in specified
sensitive circumstances and introduces rules for Al systems
designated as high risk.

VI. CONCLUSION AND FUTURE WORK

Large digital platforms are extending their influence over
increasingly indifferent users who are willing to trade
autonomy for convenience. This phenomenon, described here
as digital authoritarianism, is enhanced by the widespread
deployment of intelligent agents and risks undermining
elected state authorities. It also places immense power in the
hands of a small number of people. Addressing this
democratic imbalance will require decentered dynamic
regulation, taking account of the interests of all stakeholders
rather than a simple binary mandate. Investigating suitable
forms of regulation offers a substantive topic for future cross-
disciplinary research.

There is scope also to explore further the constitutional
implications touched on in this paper, specifically to assess
the robustness of regulatory instruments as a shield for human
rights. Equally, the inevitability of digital authoritarianism
and the uniformity of user deference posited in this research
is likely to promote diverse user practices and resistance
which warrant further investigation.
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Abstract—The increasing agility and dynamics of global e-
commerce, coupled with steadily rising operational costs and
labor shortages, necessitate the transition toward fully auto-
mated storage facilities known as dark warehouses. Within
these environments, optimizing the Storage Location Assignment
Problem (SLAP) is critical to maintaining high-throughput logis-
tics. However, evaluating complex, dynamic storage strategies in
active facilities is computationally demanding, requiring robust
predictive models rather than static equations. To address this
challenge, this paper presents an agent-based discrete-event sim-
ulation environment developed as the computational core of an
industrial digital twin. Implemented in Python, the model accu-
rately maps the physical kinematics and asymmetric interactions
between Automated Guided Vehicles (AGVs) and Automated
Storage and Retrieval Systems (AS/RS) within a pallet high-bay
warehouse. The simulation systematically evaluates four storage
strategies: Random Fixed, Shared Random, Access-frequency-
based Fixed Location (FSN), and a Dynamic Predictive Reslotting
strategy under varying stochastic load scenarios and sudden
seasonal demand shifts. Quantitative analysis reveals a non-
linear relationship between hardware resource utilization and
systemic performance. The study demonstrates that while static
models severely degrade during demand volatility, the dynamic,
predictive reslotting algorithm is superior. By leveraging idle
time to proactively reorganize inventory, the dynamic strategy
minimizes AGV traffic congestion, significantly reduces average
retrieval times and enhances overall throughput predictability.

Keywords-Digital Twins; Agent-Based Simulation; Dark Ware-
house; Storage Location Assignment Problem; Intralogistics; Au-
tomated Guided Vehicles.

I. INTRODUCTION

The contemporary supply chain is under unprecedented
pressure, characterized by the demand for maximum agility
and the mitigation of steadily rising costs for storage space,
energy, and human capital. This operational pressure is further
amplified by a growing global shortage of skilled labor, forcing
industrial enterprises to design resilient, highly efficient, and
fail-safe automated processes. In this context, dark ware-
houses, which are fully automated storage facilities operating
without direct human intervention or environmental condition-
ing, have emerged as a critical evolutionary step in intralogis-
tics [1][2]. Understanding the economic drivers behind this
paradigm shift requires a closer look at the traditional cost
structures governing modern warehousing. Evaluating these
baseline expenditures helps contextualize why rigid, legacy
control frameworks are increasingly being replaced by cyber-
physical optimization strategies.

Warehousing and inventory management represent a sub-
stantial financial burden within global supply chains, con-
ventionally accounting for roughly 20% to 30% of total
logistics costs [3]. Within these facilities, the physical re-
trieval and order-picking processes are highly labor- and
capital-intensive, historically consuming an estimated 55%
to 65% of the total warehouse operating budget [4][5]. The
optimization of storage and retrieval processes represents a
pivotal lever for reducing overall supply chain expenditure.
By deploying automated hardware alongside intelligent, data-
driven storage strategies, dark warehouses mitigate workforce
shortages while simultaneously enhancing throughput velocity,
operational flexibility, and order fulfillment precision [6][7].

Evaluating the performance of these complex systems under
fully automated conditions requires sophisticated simulative
approaches. While industrial software exists for warehouse
design, it is frequently proprietary, vendor-locked, and unsuit-
able for independent, strategic algorithmic evaluation [8][9].
Additionally, scientific literature often isolates specific sub-
problems of warehousing, failing to capture the systemic inter-
dependencies, race conditions, and spatial congestion inherent
in a fully automated facility [4][7].

To address this gap, this investigation focuses on the
development of an agent-based simulation environment that
acts as the analytical engine for an industrial digital twin
[10]-[12]. This framework enables the holistic, quantitative
analysis of various storage strategies, spanning static fixed-
location models to dynamic, predictive reslotting algorithms.
By subjecting these cyber-physical models to varying stochas-
tic demand scenarios, including severe utilization loads and
sudden seasonal structure shifts, the research quantifies the
limits of hardware scaling versus software orchestration.

The paper is organized as follows: Section II discusses
related work surrounding digital twins and simulation method-
ologies. Section III details the methodology, specifically the
storage location assignment problem formulation and the
cyber-physical environment architecture. Section IV outlines
the mathematical kinematic equations governing the agent
movement profiles. Section V presents the algorithmic frame-
works for the evaluated storage strategies. Section VI describes
the experimental setup and scenario generation. Section VII
presents the quantitative results of the simulation. Section VIII
provides a comprehensive discussion of these findings. Finally,
the conclusion and future work are given in Section X.
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ITI. RELATED WORK IN INDUSTRIAL TWINS AND
AUTOMATED WAREHOUSING

The concept of the digital twin has evolved from passive ge-
ometric modeling into a predictive, analytical engine essential
for complex manufacturing and logistics networks [13]. This
evolution is formalized by the five-dimensional digital twin
model, comprising the physical entity, virtual entity, services,
data, and connections [12]. In dark warehouses, the virtual
entity must accurately mirror physical kinematics and spatial
constraints; however, the ultimate value lies in the "services"
dimension: utilizing the digital replica to run predictive sim-
ulations and proactively optimize system parameters before
physical execution [12].

The current technological frontier integrates DTs with
Agent-Based Simulation (ABS) to create autonomous, self-
optimizing entities [14]. Unlike top-down system dynamics or
rigid Discrete-Event Simulation (DES), ABS models systems
from the bottom up. By defining independent decision-making
agents, such as AGVs and AS/RS, ABS captures emergent
system dynamics, spatial congestion, and routing conflicts that
linear models systematically fail to represent [15][16]. When
embedded within a digital twin architecture, ABS acts as the
critical bridge between theoretical Warehouse Management
System (WMS) optimization and real-time, collision-free ex-
ecution in automated environments [17][18].

III. FORMULATING THE STORAGE LOCATION
ASSIGNMENT PROBLEM

The core operational challenge addressed by the simulated
digital twin is the Storage Location Assignment Problem
(SLAP). SLAP is formally defined as the optimal mapping
of a set of products, or Stock Keeping Units (SKUs), to a
set of available storage locations to maximize warehousing
efficiency [19][20]. Efficiency in this context encompasses the
minimization of transport distances, the reduction of retrieval
times, and the optimal utilization of spatial capacity.

In its most fundamental form, often referred to as the
Greenfield scenario where the warehouse is assumed to be
entirely empty, SLAP can be mathematically formulated as a
classical binary integer programming problem. The theoretical
objective function Z aims to minimize the expected retrieval
costs based purely on historical access frequencies and spatial
distances [21]. This objective function is expressed as:

minZ =Y > fi-d; -y (1
iel jeJ

In this formulation, ¢ serves as the index for a product
from the set of all products I, while j is the index for a
storage location from the set of all locations J. The param-
eter f; denotes the access frequency of product 7, and d;
represents the physical distance of storage location j to the
target input/output (I/O) point. The binary decision variable y;;
indicates whether product 7 is assigned to location j (taking a

value of 1) or not (taking a value of 0).
This optimal assignment is subject to strict capacity con-
straints, ensuring that each product is assigned to exactly

one location (> jesYij = 1) and that each storage location
holds no more than one product (Zie 1 ¥i; < 1) [20]. If the
minimum of Z is achieved under these conditions, the storage
allocation is considered optimal for a static environment.

However, the Greenfield assumption is rarely applicable in
continuous dark warehouse operations. A functional ware-
house represents a Brownfield scenario, containing existing,
dynamically fluctuating stock. Any algorithmic attempt to
optimize the layout during active operations (reslotting) must
mathematically account for the immediate operational penalty
of moving an item. Therefore, an extended, practice-oriented
objective function must be formulated. This function weighs
the long-term retrieval efficiency against the short-term kine-
matic effort required for relocation:

man:Zchxlj+ZZu”z” (2)
i€l jeJ il jeJ

In (2), the binary decision variable x;; dictates whether
product 7 is assigned to or relocated to location j during
the active operational phase. Here, c;; represents the expected
retrieval cost, analogous to f; - d; from the Greenfield model.
The critical addition is w;;, which represents the precise cost
of physically relocating product ¢ from its current position to
the new optimal position j [22].

The inclusion of these relocation costs, combined with the
scale of modern distribution centers, transforms the SLAP
into a highly complex, NP-hard problem [19]. Because exact
mathematical optimization models, such as Mixed-Integer Lin-
ear Programming (MILP), suffer from exponential calculation
times and are unsuitable for real-time digital twin synchro-
nization, the framework relies on highly efficient heuristic
approaches. Specifically, greedy algorithms and metaheuristics
are utilized, making locally optimal choices at discrete inter-
vals to approximate a global optimum without violating the
real-time computational constraints of the simulation engine
[19].

These computational bottlenecks and the inherent spatial
complexities of the SLAP can be effectively overcome by
embedding this heuristic logic within a dynamic, agent-based
simulation. By acting as the virtual entity of the digital twin,
this environment evaluates the storage algorithms not in a
static mathematical way, but against the emergent traffic and
kinematic constraints of a real system.

IV. ARCHITECTING THE DIGITAL TWIN AND
CYBER-PHYSICAL ENVIRONMENT

To ensure that this simulative evaluation maintains empirical
validity and industrial applicability, the digital twin must be
constructed based on exact physical parameters representative
of modern industrial pallet high-bay warehouses. The architec-
ture establishes strict rules regarding spatial topology, capacity,
and the interaction interfaces between different classes of
autonomous agents.

The reference layout simulates a freestanding high-bay
warehouse. The structural geometry consists of 12 distinct
racks, each containing 200 compartments arranged in a grid
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of 20 vertical columns and 10 horizontal levels, yielding
a total systemic capacity of 2,400 storage locations. The
storage methodology is strictly single-depth. This architectural
decision ensures direct, unhindered access to every individual
pallet, allowing the simulation to enforce strict first-in-first-
out (FIFO) retrieval principles, which are often compromised
in double-deep or block storage configurations. The simulation
assumes standard European pallets, leading to a parameterized
compartment width of 1000 mm, depth of 1500 mm, and a
height of 2000 mm to accommodate both the pallet and the
stored goods [23].

The spatial dimension of the digital twin is modeled using
the Python library NetworkX, which maps the physical layout
into a rigid, undirected graph structure as seen in Figure
1[24]. Within this graph, nodes represent physical positions,
encompassing intersections, I/O points, and racking interfaces,
while weighted edges represent navigable paths based on
exact physical distances. This graph serves as the absolute
coordinate system for all agent routing.

Warehouse Layout with AGV Graph
Picking Point (Outbound)

50
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Y/m
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Figure 1. Warehouse Layout with Graph

To simulate the traffic constraints and emergent congestion
characteristic of dark warehouses, strict capacity limits are
enforced on the graph nodes via the SimPy discrete-event
framework. The central goods receipt and goods issue points
act as the simulation boundaries and possess high-capacity
buffers to accommodate simultaneous staging by multiple
agents. The nodes representing the physical handover points
between AGVs and SRUs are strictly limited to a capacity
of 1, as mechanical constraints dictate that an SRU can

only interface with a single AGV at any given moment.
Furthermore, intersection and transit routing nodes are limited
to a capacity of 2. This prevents deadlocks while enabling
fluid bidirectional traffic within the aisles.

Pathfinding within this constrained graph relies on the A*
search algorithm, which guarantees shortest-path optimality
across weighted networks [25]. Because the central WMS
logic generates thousands of routing requests per hour, the A*
algorithm is optimized via caching mechanisms. Calculated
paths between static nodes are retained in memory, drastically
reducing computational overhead and allowing the simulation
to process extended time horizons rapidly.

V. KINEMATIC EQUATIONS AND AGENT MOVEMENT
PROFILES

A critical component of a detailed digital twin is the precise
mathematical representation of cyber-physical kinematics [26].
The simulation advances beyond static topological routing by
calculating the exact temporal duration of every mechanical
action, utilizing distinct velocity profiles that account for the
acceleration and deceleration phases of AS/RS.

A. AS/RS Kinematic Modeling

An AS/RS operates on a two-dimensional vertical plane
within the storage aisles. Because the horizontal drive motor
along the X-axis and the hoisting mechanism along the Z-
axis operate concurrently and independently, the total travel
time T}.que; 18 dictated by the slower of the two axes. This
relationship is mathematically represented by applying the
Chebyshev distance metric to the temporal domain [27]:

Tiotal = maX(Txa Tz) + Tcycle 3)

In (3), T,yc. represents the constant duration for the
mechanical fork cycle, encompassing the time required to
physically extract or deposit a pallet. The simulation defines
this interaction time as 5.0 seconds for pickup and 5.0 seconds
for drop-off, yielding a 10-second T¢ycie.

The calculation for the travel time of an individual axis
(e.g., T,,) must differentiate between long and short travel dis-
tances. For long distances, the machine reaches its maximum
velocity, forming a trapezoidal velocity profile (encompassing
acceleration, constant velocity, and deceleration phases). For
short distances, the deceleration phase must commence before
maximum velocity is achieved, forming a triangular profile.
The critical distance d..;; required to reach the maximum
velocity vy, and immediately decelerate to zero, assuming a
constant acceleration and deceleration rate a, is calculated as:

’U2

dcrit = AR (4)
a
Consequently, the precise time 7, required to cover a
horizontal distance Ax is computed as a piecewise kinematic
function [26]:
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)
The calculation for the vertical axis time 7, follows iden-
tical logic, substituting the respective vertical velocity and
acceleration parameters. In the simulation, the AS/RS param-
eters are calibrated to match modern industrial performance
standards: the horizontal maximum velocity is configured as
VUmaz,e = 3-0 m/s with an acceleration of a, = 1.0 m/s2,
while the vertical hoisting velocity is set t0 Vy,q4,. = 1.5 m/s
with an acceleration of a, = 1.0 m/s2.

B. Automated Guided Vehicle Kinematics

In contrast to the continuous multi-axis movement of
AS/RS, AGVs navigate sequentially along an orthogonal grid
on the horizontal plane. Their theoretical travel distances
conform strictly to Manhattan distance geometry. To maintain
detailed physical representation, the simulation models AGVs
with strict kinematic constraints: they must decelerate to a
complete stop to execute 90-degree rotations at grid intersec-
tions.

The total travel time T},.q,¢; for an AGV is therefore the
sum of all linear transit segments and rotational delays:

N M
Ttravel = Z Tseg,i + Z Tturn,j (6)
i=1 j=1

In (6), N represents the total number of straight segments,
M denotes the number of direction changes (where M =
N — 1), Tsey,; is the kinematic time required to traverse the
1-th segment, and T}, ; applies a constant rotational penalty
of 2.0 seconds per 90-degree turn.

The linear traversal time T, ; is computed using the
identical piecewise trapezoidal and triangular kinematic logic
established for the AS/RS. To reflect standard industrial safety
and performance limits, the baseline AGV kinematic param-
eters are defined with a maximum velocity of v,,4, = 1.5
m/s (equivalent to 5.4 km/h) and a constant acceleration and
deceleration rate of a = 1.0 m/s2, which strictly complies with
the DIN EN ISO 3691-4 specifications [28].

C. Kinematic Validation

To ensure the integrity of the digital twin, the discrete-event
simulation engine was validated against manual kinematic
calculations. An edge-case scenario was tested: the retrieval
of a pallet located in the compartment closest to the output
node (rack 10, compartment 20/1). The manual calculation
aggregated the triangular velocity profiles of the short SRU
movement, the SRU interaction times, the piecewise AGV
segment times across an 8.5-meter multi-segment path, and
six total 90-degree AGV rotations. The theoretical manual
calculation yielded a total execution time of 54.24 seconds.
The Python-based digital twin simulated the identical event
in 54.22 seconds, confirming a near-perfect mathematical

alignment and validating the engine for large-scale scenario
testing.

VI. STORAGE STRATEGIES AND DYNAMIC RESLOTTING
Logic

The validated simulation serves as the computational testbed
for evaluating four distinct storage assignment policies. These
strategies advance in complexity from static, rule-based allo-
cations to highly dynamic, predictive algorithms, allowing for
a comprehensive benchmarking of intralogistics optimization
techniques [19].

The first strategy evaluated is Dedicated Random Storage.
This baseline strategy mirrors the most rudimentary form
of warehouse management. Upon initial system setup, each
SKU is assigned a permanent, randomly selected storage
compartment. This assignment remains fixed regardless of
fluctuating demand or access frequency [20]. While computa-
tionally trivial to implement, this approach severely restricts
spatial efficiency and leads to suboptimal routing distances,
serving primarily as a lower-bound benchmark for measuring
subsequent optimizations.

The second strategy is Shared Random Storage (often
colloquially referred to in industry as chaotic storage). In this
approach, no dedicated locations exist. Any incoming pallet is
routed to a randomly selected, currently available empty slot
anywhere in the warehouse network [29]. While this strategy
maximizes spatial density by preventing reserved-but-empty
slots, it inherently lacks intelligent geographic positioning.
Because retrieval typically follows strict First-In-First-Out
(FIFO) rules, the system must locate the oldest instance of
an SKU wherever it was randomly placed, heavily penalizing
the retrieval times of fast-moving items [4].

The third strategy is FSN-Based Dedicated Storage. This
methodology introduces statistical categorization based on the
velocity of inventory turnover, explicitly dividing SKUs into
Fast-moving, Slow-moving, and Non-moving (FSN) tiers [21].
By analyzing historical order frequencies rather than economic
value, the WMS partitions the rack topologies. Fast-moving
items are statically assigned to the most accessible zones
nearest to the I/O points, while non-moving items are relegated
to the deepest, most distant racks [29]. Though highly efficient
in a perfectly stable environment, the rigid nature of this static
zoning creates severe vulnerabilities when demand patterns
undergo seasonal or sudden micro-structural shifts, leading to
systemic degradation over time.

The fourth, and most advanced, framework implemented
within the digital twin is the Dynamic Reslotting Strategy.
This approach merges intelligent initial slotting with proactive,
continuous background reorganization (interleaving) [22]. The
WMS operates as an adaptive agent, continuously monitoring
SKU access frequencies over a rolling 24-hour historical
window. The algorithmic evaluation is triggered at discrete
5-minute intervals. To prevent interference with active fulfill-
ment, the physical reorganization only executes during periods
of low systemic load, specifically when AGV utilization drops
below 50%.
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A greedy heuristic identifies "fast-movers" currently
stranded in low-quality, distant locations and "slow-movers"
occupying high-value, accessible coordinates near the I/O
points. The algorithmic decision to execute a background
relocation is governed by a localized profit function G:

G= (tcurrent - tnew) : fsku : 5 - treloc (7)

This localized profit function represents a novel approach
to task interleaving, actively evaluating immediate kinematic
penalties against long-term routing efficiency. The economic
viability weighting factor, 3, was empirically calibrated to
0.70. This threshold ensures that background relocations are
only executed when the anticipated long-term retrieval savings
significantly outweigh the immediate energy consumption and
mechanical wear incurred by the move.

In this profit function, the term (tcyrrent — tnew) TEPresents
the expected temporal savings (in seconds) per future retrieval
operation if the item is moved to the improved location. This
delta is multiplied by fsx, the projected access frequency
of the item, and 3, a weighting factor for economic viability
(calibrated to 0.70). From this projected temporal profit, the
immediate kinematic cost t,.;oc, the exact time incurred by
the AGVs and AS/RS to physically perform the move, is
subtracted [22].

If G yields a positive value, the digital twin autonomously
dispatches an AGV to reorganize the physical environment.
To prevent spatial deadlocks and race conditions during these
complex product swaps, the WMS utilizes dedicated mutex
markers (defined as _SWAP_ states) that temporarily lock
specific rack coordinates. This guarantees absolute data con-
sistency and collision-free routing while the AGV acts as a
mobile buffer [17].

VII. EXPERIMENTAL SETUP AND SCENARIO GENERATION

The quantitative evaluation of these complex assignment
strategies requires robust, highly realistic data inputs. Because
proprietary industrial order logs are typically confidential, the
digital twin utilizes a stochastic scenario generator parameter-
ized by an open-source, real-world eCommerce dataset from a
major footwear manufacturer [30]. Analysis of this reference
dataset reveals a pronounced turnover distribution, classic to
warehousing logistics: merely 24.0% of the SKUs account
for 79.8% of the total order frequency (constituting the high-
velocity F-articles), while 23.6% of the SKUs represent 15.1%
of the orders (S-articles), and the remaining 52.4% represent
a mere 5.1% of the orders (the N-articles) [20][30].

Because the reference dataset originally consists of individ-
ual footwear SKUs, order lines were computationally aggre-
gated into homogeneous unit loads (full-pallet equivalents).
This transformation ensures the demand profiles accurately
reflect the physical and volumetric constraints of a pallet high-
bay warehouse.

To model natural logistical clustering, operational peaks,
and variance, the simulation relies on an exponential distri-
bution for order inter-arrival times. This ensures the system

is subjected to realistic burst demands rather than a perfectly
uniform, deterministic stream of tasks [31]. A 30-day continu-
ous simulation horizon is utilized. This extended timeframe is
critical to ensure statistical validity and to capture both micro-
fluctuations (e.g., daily operational cycles) and macro-trends
(e.g., seasonal catalog shifts) without being skewed by initial
warm-up periods [31].

To rigorously test the resilience and adaptability of the
storage algorithms, the digital twin is subjected to four distinct
stress scenarios [22]:

e Scenario 1 (Low Load): The base arrival rate is tuned
so the system operates at approximately 40% AGV
utilization. Resources are abundant, queueing delays are
minimal, and the environment represents optimal, non-
congested operating conditions.

o Scenario 2 (High Load): The order arrival rate is dras-
tically increased to push AGV utilization to a sustained
80%. The system operates near its mechanical breaking
point, severely limiting robot idle time and inducing
heavy spatial congestion at grid intersections.

o Scenario 3 (Medium Load with Volatility): Base uti-
lization is maintained at 60%, but the scenario incorpo-
rates aggressive day/night demand shifts and a sudden
"seasonal shift" at Day 15. At this juncture, the statistical
access probabilities of the F-articles and S-articles are
inverted to simulate a rapid product catalog transition.

o Scenario 4 (High Load with Volatility): This scenario
combines the sustained 80% stress load with the day/night
cycles and the Day 15 seasonal inversion. It represents the
most constrained operating environment for the WMS,
designed to test the limits of algorithmic adaptability
under severe physical constraints.

VIII. SIMULATION RESULTS

The execution of the continuous 30-day simulation experi-
ments across the four scenarios generated extensive telemetry
datasets, allowing for a deep quantitative analysis of both hard-
ware resource dimensioning and strategic software efficacy.

Prior to comparing the storage strategies, the digital twin
was utilized to determine the optimal AGV fleet size. Holding
the baseline arrival rate constant, the fleet was scaled from
1 to 30 units. The analysis revealed a distinct non-linear
relationship. At fleet sizes below 7 units, the AGVs repre-
sented a critical systemic bottleneck, with wait times growing
exponentially. As the fleet expanded to 10 units, retrieval
times plummeted and stabilized. Increasing the fleet from 10
to 30 AGVs yielded statistically negligible improvements in
throughput. Therefore, a fleet of 10 AGVs was selected for
all scenario testing, providing a baseline utilization of 60—
70% that balances efficiency with realistic capital expenditure
(CAPEX) constraints. Conversely, the telemetry data from
the 12 AS/RS units revealed chronic underutilization across
all scenarios, indicating an asymmetric hardware bottleneck
within the reference design.

Table I presents the results for Scenario 1, operating under
low load conditions.
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TABLE I. SCENARIO 1: LOW LOAD CONDITIONS

Strategy Storage Retrieval SD

[s] A%l [s]1 Al%] I[s]
Random 80.48 0.00 89.00 0.00 19.6
Shared 78.86 -2.01 88.30 -0.79 19.8
FSN Fixed 84.99 +5.60 81.70 -8.20 16.4
Dynamic  76.02 -5.54 75.60 -15.06 15.6

Under these ideal conditions, the Dynamic Reslotting strat-
egy significantly outperformed, reducing average retrieval
times by 15.06% compared to the baseline (from 89.00 s to
75.6 s). Furthermore, it reduced operational variance, dropping
the standard deviation to 15.6 seconds. The FSN strategy
performed adequately in retrieval (-8.20%) but suffered dur-
ing storage (+5.60%), as inbound AGVs frequently bypassed
empty slots to reach reserved, deeper zones [29].

Table II presents the results for Scenario 2, operating under
sustained high load.

TABLE II. SCENARIO 2: SUSTAINED HIGH LOAD

Strategy Storage Retrieval SD
[s]  Al%] [s] Al%] I[s]
Random 86.32 0.00 97.60 0.00 23.7
Shared 83.35 -3.44 9420 -3.48 223
FSN Fixed 9391 +8.79 9440 -3.28 21.3
Dynamic  95.15 +10.23 88.70 -9.12 20.2

The high load fundamentally altered the efficiency ma-
trix. The Dynamic strategy maintained its lead in retrieval
(-9.12%), but resulted in a corresponding 10.23% increase
in storage times (from 86.32 s to 95.15 s). Because the
AGVs were constantly occupied with active order fulfillment,
the WMS successfully suppressed background reslotting al-
gorithms, temporarily preventing perfect layout optimization
to prioritize immediate throughput [22]. Simultaneously, the
FSN strategy experienced significant degradation. By statically
clustering all fast-movers in the front racks, the FSN strategy
created intense spatial hotspots, causing multiple AGVs to
queue and gridlock at the same AS/RS transfer nodes [17].

Table III details the system’s performance in Scenario 3,
incorporating demand volatility and a seasonal shift under
medium load.

TABLE III. SCENARIO 3: MEDIUM LOAD WITH VOLATILITY

Strategy Storage Retrieval SD
[s] A[%] [s] A[%] I[s]
Random 80.07 0.00 90.47 0.00 204
Shared 7896 -1.39 89.41 -1.17 20.5
FSN Fixed 85.20 +6.41 83.10 -8.25 18.6
Dynamic  80.20 +0.16 77.62 -14.21 18.1

In Scenario 3, the resilience of the Dynamic slotting strategy
became evident. Despite the inversion of product demand

profiles at Day 15, the algorithm utilized the night cycle lulls
to completely restructure the physical layout. By swapping
obsolete stock with newly trending SKUs, it maintained a
14.21% retrieval advantage over the baseline (from 90.47 s
to 77.62 s).

Table IV presents the results for Scenario 4, combining high
load, high volatility, and a seasonal shift.

TABLE IV. SCENARIO 4: HIGH LOAD WITH VOLATILITY

Strategy Storage Retrieval SD
[s] Al%] [s] A[%] I[s]
Random 83.53 0.00 9434 0.00 224
Shared 81.79 -2.08 93.12 -1.30 22.0
FSN Fixed 89.23 +6.83 89.61 -499 219
Dynamic  90.04 +7.80 82.65 -12.39 199

In the most demanding scenario, the systemic breakdown of
static optimization was highly pronounced. A temporal analy-
sis of the FSN strategy revealed that immediately following the
Day 15 shift, retrieval times spiked drastically and remained
elevated. The fixed assignments became severely suboptimal,
with obsolete products blocking premium slots while newly
trending products were stranded deep in the warehouse net-
work [21]. In contrast, the Dynamic slotting strategy detected
this statistical drift and continuously reallocated inventory
during the brief night shifts to recover efficiency, ultimately
achieving a sustained 12.39% retrieval advantage even under
maximum load (from 94.34 s to 82.65 s). This advantage in
scenario 4 is also shown in Figure 2, which compares the
retrieval time of the different strategies.

IX. DISCUSSION

The vast telemetry datasets generated by the agent-based
simulation yield several higher-order insights with profound
implications for the design and deployment of industrial digital
twins.

The most critical revelation is the inevitable decay of
static optimization models. The failure of the FSN strategy
in Scenarios 3 and 4 highlights a primary limitation of static
facility design: static allocation models inevitably degrade over
time due to stochastic shifts in consumer demand [20]. An
industrial digital twin must not merely serve as a passive
monitoring dashboard; it must feature continuous, autonomous
realignment mechanisms [13]. The superiority of the Dynamic
Reslotting strategy proves that optimization is not a singular
project to be completed at facility commissioning, but a
continuous computational cycle. The digital twin must act as a
closed-loop control system, detecting statistical anomalies and
autonomously dispatching agents to rebalance the logistical
topology before overall throughput is compromised [12].

The success of the dynamic reslotting algorithm relies heav-
ily on the concept of spatiotemporal arbitrage. The algorithm
actively trades excess systemic capacity in one time period,
such as the lower-demand night shifts, for enhanced kinetic
performance during peak daytime operations. During complex
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"swap" operations, the WMS utilizes the AGV’s payload
capacity as a temporary mobile buffer while the AS/RS
maneuvers pallets into new positions [22]. This algorithmic
behavior effectively integrates transport and storage capacities.
In a sophisticated digital twin, AGVs are no longer viewed
simply as delivery vectors moving from point A to point
B, but as dynamic, floating nodes within the active memory
architecture of the warehouse itself [1].

The observed increase in storage times under the Dynamic
strategy is a calculated operational trade-off. By proactively
reserving highly accessible slots near the I/O points for
fast-moving retrievals, inbound storage tasks are frequently
relegated to deeper racks. However, because outbound order
fulfillment is typically the critical bottleneck in e-commerce
intralogistics, sacrificing storage velocity to guarantee retrieval
velocity yields a net-positive systemic throughput.

This leads to a counterintuitive insight regarding the total
cumulative distance traveled by the AGV fleet. One might
logically assume that the background relocations executed by
the dynamic slotting strategy would vastly inflate the total
mileage. However, our primary data from Scenario 3 reveals
that the total fleet distance for the baseline random strategy
was 4,647 km, while the dynamic slotting strategy, including
all background relocation drives, totaled only 4,337 km. The
optimization of the spatial layout compensates for the added
mechanical effort of the reorganization itself. By proactively
bringing the most frequently accessed goods closer to the
I/0 nodes, the marginal travel savings of every subsequent
commercial pick accumulate into a net reduction in overall
AGV travel distance.

Finally, the simulation exposes the strict limits of physical

hardware scaling. The saturation curve of the AGV fleet,
demonstrating diminishing returns beyond 10 units, proves
that physical scaling cannot unilaterally solve logical bottle-
necks. Introducing additional hardware into a highly utilized,
constrained spatial graph simply generates exponential traffic
conflicts, thereby lowering the marginal utility of each robot
[17]. Maximum warehouse throughput is fundamentally bound
by software orchestration. The finding that the 12 AS/RS units
were chronically underutilized while AGVs were saturated
indicates that future dark warehouse facility designs need to
evaluate the number of AS/RS units as well.

X. CONCLUSION AND FUTURE WORK

The transition to fully automated dark warehouses repre-
sents a massive capital investment for the logistics sector. To
maximize the return on this infrastructure, enterprises must
move beyond rigid control systems and embrace adaptive, Al-
driven operations. This paper demonstrated the efficacy of an
agent-based simulation acting as the core of an industrial digi-
tal twin, quantitatively proving that dynamic, predictive reslot-
ting significantly outperformed static models. The dynamic
strategy achieved the shortest retrieval times, reducing them by
up to 15.06% and drastically collapsed operational variance,
transforming temporal downtime into kinetic efficiency and
enhancing overall throughput predictability. Most critically, it
demonstrated the unique capacity to autonomously adapt to
unforeseen seasonal demand shifts, leveraging off-peak hours
to rebalance the physical layout.

Based on the insights gained from this validated architec-
ture, future work must expand the capabilities of the digital
twin. To thoroughly validate the proposed greedy heuristic,
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future investigations will benchmark it against exact Mixed-
Integer Linear Programming (MILP) solvers on smaller-scale
instances to quantify the optimality gap. Additionally, the eval-
uation framework will be expanded to financially quantify the
added energy consumption, mechanical wear, and labor costs
associated with continuous reslotting. Finally, to transition this
architecture toward real-world deployment under highly con-
gested multi-agent conditions, future models will evaluate the
integration of Deep Reinforcement Learning (DRL) algorithms
to replace the heuristic, allowing the warehouse to completely
and autonomously self-govern its spatial topology.
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Abstract—The insurance industry faces mounting pressure to
reduce claims leakage, accelerate cycle times, enhance
underwriting and customer experience, and maintain
regulatory compliance, all while operating on legacy platforms
that were not designed for modern automation capabilities.
This paper presents a comprehensive architectural framework
for an Artificial Intelligence (AI) Agent-Driven Insurance
Platform that addresses these challenges through a novel
approach: replacing monolithic, hard-coded workflow engines
with a collaborative ecosystem of specialized Al agents
governed by an intelligent orchestrator. The proposed
architecture introduces three transformative capabilities: (1)
business-owned policy management through natural language,
allowing business analysts to express rule changes in plain
English that are automatically transformed into typed,
versioned Domain-Specific Language (DSL) with
comprehensive testing, conflict detection, and governed
deployment; (2) agentic orchestration where specialized agents
each responsible for discrete functions such as intake,
document understanding, classification, coverage verification,
fraud detection, adjudication, payment processing, and
communications collaborate under unified governance rather
than competing within rigid workflow queues; and (3)
explainable and auditable outcomes through deterministic
execution, where every decision carries explicit rationale,
policy citations, version identifiers, and immutable audit trails.
The architecture enables insurers to materially reduce cost-
per-claim and cycle time while improving compliance,
explainability, and customer outcomes, positioning them for
competitive advantage in an increasingly digital marketplace.

Keywords—AI agents; insurance automation; multi-agent
systems; claims processing; explainable Al

I.  INTRODUCTION

The AI Agent-Driven Insurance Platform addresses
these challenges by replacing brittle, hard-coded workflows
with a collaborative set of specialized Al agents guided by

an Orchestrator. Each agent focuses on a specific
responsibility, intake, document understanding,
classification, coverage, fraud detection, adjudication,

payments, and communications, enabling the overall system
to behave like a coordinated team rather than a monolith.

In this white paper, we primarily focus on the Claim
system as an example for this new AI Agent-Driven
Insurance Platform.

James Zhang

Independent Researcher
USA
email: james_s zhang@yahoo.com

A.  Fundamental Transformations

From code-bound rules to business-owned policy.
Business Analysts express changes in plain English, which
are transformed into a typed, versioned DSL with unit tests,
conflict checks, and approvals. Production evaluates these
compiled policies deterministically, ensuring repeatable
outcomes and auditability.

From linear queues to agentic orchestration. The
Orchestrator delegates work to domain-specific agents,
selects appropriate tools (OCR, rules runtime, pricing APIs,
vector search), and enforces guardrails including confidence
thresholds, human-in-the-loop tiers, and compliance checks.

From opaque decisions to explainable outcomes.
Every decision carry rationale, citations, policy IDs and
versions, and a durable audit trail, enabling rapid review,
coaching, and regulatory response.

B.  End-to-End Value Chain Coverage

Intake and Document Understanding: Multi-channel
First Notice of Loss (FNOL) with automated extraction
from invoices, forms, photos, and reports with quality and
confidence scoring.

Classification and Triage: Claim type and severity
determination with routing informed by historical patterns
and predictive analytics.

Coverage and Benefits: Deterministic verification of
eligibility, limits, deductibles, and endorsements/exclusions
with explicit citations to policy text.

Fraud and Risk Assessment: Rules combined with
machine learning signals including recency analysis, entity
link analysis, and external data such as police reports and
motor vehicle records.

Adjudication: Tool first decisioning leveraging fee
schedules, contracted pricing, and policy constraints, with
agents producing decisions, rationale, and confidence
scores.

Payments and Recoveries: Net payment calculation
incorporating reserves and deductibles, accounts payable
and general ledger posting, and subrogation setup.

Communications: Clear explanations of benefits,
notices, and status updates rendered from templates,
localized, and archived.
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C. Safety and Reliability Guarantees

Deterministic core: Pricing and coverage decisions are
executed by a Rules Runtime compiling approved policies;
large language models orchestrate and draft explanations but
do not generate financial outcomes.

Governed change: All policy edits are versioned, test-
covered, and deployed via continuous integration and
deployment pipelines with canary rollout and instant
rollback capabilities.

Assured oversight: Confidence thresholds route
exceptions to human-in-the-loop queues. Every interaction
prompts, tool calls, and outputs is immutably logged.

D. Business Impact

Speed to change: New coverage interpretations, reserve
limits, and fraud thresholds move from ideation to
production in hours without developer cycles.

Operational efficiency: Straight-through processing
rises for low-complexity claims while adjusters focus on
high-severity and nuanced cases.

Leakage and risk reduction: Early detection of
duplicates and anomalies reduces overpayment; transparent
reasoning lowers denial overturns.

Enhanced experience: Claimants receive timely, plain-
language updates with consistent determinations across
channels and adjusters.

E.  Technology Outlook

The platform integrates with existing policy administration,
accounts payable and general ledger, repair and provider
networks, and data sources through an API gateway and
event bus. It adopts cloud-native components for scale and
resilience, and a vector search layer for grounded citations.
The modular agent pattern allows incremental adoption—
starting with FNOL and document Al, then expanding to
coverage, adjudication, and payments as key performance
indicators meet thresholds. Over time, the agentic layer
becomes the effective claims core, with legacy systems
acting as tools and data providers.

This same architectural blueprint is equally applicable to
Policy Administration and Billing workflows, where it can
automate underwriting support, policy issuance, premium
calculation, invoice reconciliation, and  payment
execution—seamlessly connecting with existing PAS,
billing engines, and payment gateways. By applying agent-
based orchestration to these domains, insurers gain
consistent, auditable automation across the insurance value
chain—reducing manual intervention, minimizing errors,
and accelerating end-to-end policy lifecycle and financial
operations.

This architecture unifies automation, safety, and
business agility. By aligning natural-language intent (what
the business wants) with deterministic execution (what
production does), insurers can materially reduce cost-per-
claim and cycle time while improving compliance,
explainability, and customer outcomes—across claims,
underwriting, policy service, and finance.

II. CURRENT MAINSTREAM CLAIMS SYSTEMS

Mainstream claims administration platforms used across
property and casualty (P&C), health, life, and specialty
insurance are typically built on rules-driven workflow
engines, deterministic processing logic, and enterprise
integrations with policy, billing, document management,
and financial systems. These platforms were designed to
enforce consistency, regulatory compliance, and operational
efficiency, but most trace their lineage to legacy
architectures that emphasize sequential, queue-based
processing over dynamic automation or adaptive decision.

Adudication / Legal

Spacial Investigation

Integrations / APls |

Fig. 1. Traditional Claims System Architecture Overview.

At their core, these systems rely on the following
foundational pillars:

A.  Workflow Queues and Case Management

Most traditional claims systems organize work using linear
workflow queues that route tasks to adjusters or examiners
based on claim type, geography, severity, or workload.
These queues enforce a structured flow—FNOL,
investigation, coverage determination, adjudication,
payment authorization—but are often static and inflexible,
making it difficult to reconfigure processes or support real-
time, context-aware routing.

Characteristics of workflow-centric systems: Human-
assigned tasks following rigid workflows; limited dynamic
rerouting based on confidence, risk, or completeness; heavy
reliance on manual triage and adjuster intervention; limited
ability to leverage historical context or emerging patterns.

This creates bottlenecks for even simple claims, which
today could be automated with Al-led processing.

B.  Rules Engines for Business Logic and Adjudication

Traditional platforms embed business logic inside fixed,
code-based rules engines. These engines power coverage
verification, benefit calculations, reserve setting, medical
coding, repair pricing, and eligibility checks. While
deterministic and audit-friendly, they present significant
limitations: hard to modify—rule updates often require IT
intervention, regression testing, and deployment cycles;
siloed from context—rules operate only on structured data
provided by the claim system, without the ability to ingest
or reason over unstructured documents, narrative text, or
external signals; static—difficult to adapt to evolving fraud
patterns, new products, or jurisdictional changes.
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This rigidity slows business teams and increases time-to-
market for new policies or operational improvements.

C. Enterprise System Integration

Policy Administration Systems (PAS): Provide essential
data such as coverage limits, deductibles and coinsurance,
effective dates and endorsements, and named insured and
additional party information. However, PAS integrations are
frequently batch or cache-based, leading to latency and
mismatch with real-time decisioning needs.

Financial Systems (General Ledger): Used for
payment authorization, reserve management, reinsurance
recoveries, and subrogation and salvage accounting. These
integrations typically rely on SOAP/REST APIs or file
exchanges, which often create manual reconciliation
overhead.

Document Management Systems (DMS): Support
storing PDFs, forms, photos, police reports, and medical
records with indexing via metadata and version control. Yet
traditional DMS platforms cannot understand the content of
documents, requiring adjusters to manually read and
interpret them.

D. Core Functional Modules

Although implementations vary by line of business and
vendor, mainstream systems usually include these functional
components:

Claim Intake and Registration: Multi-channel FNOL
ingestion (phone, email, portal), manual validation of
required information, initial claim creation and assignment.

Eligibility and Coverage Verification: Lookup of
policy terms, limits, and endorsements; date-based
eligibility checks; exclusion detection using static rules.

Adjudication via Business Rules: Fee schedule
calculations, coding validations (CPT, ICD, repair codes),
duplicate claim checks, benefit calculations or repair
estimates.

Adjuster Workbenches: Case notes, task lists, and
work queues; manual investigation workflows; diary tasks
and follow-up reminders.

Payments, Recoveries, and Financials: Reserve
creation and adjustments, payment approval workflows,
subrogation and salvage processing, ledger updates and
reconciliation.

Communications: Letters, explanations of benefits,
emails, and notices using templates—often manually
triggered with limited personalization.

Fraud and Compliance: Basic rule-based red flags,
checks against watchlists or known fraud indicators,
regulatory validation and documentation.

Reporting and Analytics: Operational dashboards,
compliance reporting, and basic historical insights.

E.  Limitations of Mainstream Architecture

While mainstream platforms have been foundational for
decades, they are not optimized for the dynamic, high-
velocity environment insurers face today: manual-heavy
processes persist even for simple claims (glass, towing,
small losses); limited automation due to dependence on

structured data and static rules; slow to change—business
rule updates require developer involvement, long QA
cycles, and deployment windows; lack of semantic
understanding—systems cannot reason over documents,
images, or contextual information; siloed decision logic
across multiple systems without a unified reasoning engine;
inconsistent customer experience because outcomes vary by
adjuster expertise.

These limitations underscore the need for a new,
flexible, intelligent claims architecture—one built on
collaborative Al agents capable of understanding context,
automating routine work, and ensuring decisions remain
safe, deterministic, and governed.

II.  PAIN POINTS IN EXISTING SYSTEMS

Despite decades of incremental improvements, most
mainstream claims administration systems still reflect the
architectural constraints of the eras in which they were
built—rigid workflows, static rules engines, and siloed
integrations. As a result, carriers face persistent operational
inefficiencies, limited adaptability, and rising cost pressures.

A. Hard-Coded Rules and Developer Dependency

In traditional claims platforms, critical decision logic, such
as coverage conditions, reserves, benefit calculations, fraud
flags, communication templates, is embedded directly in
hard-coded rules managed by IT teams. Even seemingly
simple changes, such as adjusting a deductible threshold or
updating a reserve formula, would cause requirements
translation from business to IT, coding and/or rules-
authoring cycles, regression testing across interconnected
rulesets, and deployment through formal release cycles.

These steps create weeks-to-months delays for even
minor business updates. As a result, business agility suffers
as product teams cannot quickly respond to regulatory
changes, competitive pressure, or emergent risk patterns.
Operational rigidity increases as adjusters must compensate
manually for outdated system logic, introducing inconsistent
decisions and leakage. Innovation slows because new
ideas—such as micro-rules for fraud detection or contextual
routing—cannot be tested rapidly.

B.  Siloed Workflows and Brittle Integrations

Most legacy claim systems rely on point-to-point
integrations and linear workflow queues, which were
adequate when claims were handled sequentially by
adjusters. Today, these architectures struggle under the
complexity and speed required for real-time automation.

Common issues include fragmented data flows between
claim admin, policy admin, billing, and DMS systems;
duplicated logic across lines of business leading to
unnecessary repetitive efforts; manual handoffs between
departments due to limited cross-system context; and high
maintenance overhead for each new integration.

When workflows are siloed, the system cannot
dynamically adapt to risk indicators, claim complexity, or
missing information because every task is pre-determined
by rigid workflow maps rather than context-aware
orchestration.
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C. Extensive Manual Handling and Low Straight-Through
Processing

Mainstream  systems depend heavily on adjuster
intervention, even for low-complexity claims such as auto-
glass repairs, towing reimbursements, simple property
damage, and outpatient medical claims. This occurs because
information extracted from documents must be read
manually, coverage rules require manual interpretation,
suspicious patterns lack automated scoring, and workflows
cannot progress without human validation of each step.

Low straight-through processing causes high cost per
claim, longer cycle times and poor customer satisfaction,
increased rework and leakage due to inconsistent decisions,
and adjuster burnout with higher turnover. Carriers are left
with high overhead for work that, in today's Al-capable
environment, could be fully automated.

D. Limited Explainability and Auditability

Traditional systems provide deterministic outputs but often
lack transparent reasoning. Adjusters and auditors see what
decision was made, but not clearly why. Challenges include
no granular visibility into which rule fired, in what order, or
based on what evidence; no direct citations of support
documents, contract language, or historical cases; difficulty
reconstructing decision pathways during disputes or
regulatory audits; and inconsistent rationales across
adjusters and channels.

This limited explainability reduces trust in system
outputs, increases overturn rates on appeals, and introduces
regulatory risk—particularly in jurisdictions demanding
transparent, consumer-friendly decisioning.

E.  Inflexibility in Piloting New Approaches

Fraud patterns, regulatory expectations, customer
communications standards, and market variables change
frequently. Traditional claim systems struggle to adapt
because integrating new fraud indicators requires model
deployment plus rules updates, modifying pricing or
coverage logic requires expensive IT cycles, A/B testing is
nearly impossible in rigid workflow structures, and legacy
data architectures cannot easily incorporate new signals
such as telematics, unstructured text, or automated image-
based damage analysis.

This leads to slow reaction to fraud trends, increasing
leakage, stale pricing or reserve logic worsening loss ratio,
inconsistent claimant experience especially across digital
and human channels, and missed opportunities to test and
optimize operational strategies quickly.

These pain points: rigid rules, siloed workflows, manual
reliance, poor explainability, and limited agility, form the
core motivation for moving to an Al agent-driven claims
platform where business owns logic rather than IT; agents
collaborate dynamically rather than follow static workflows;
decisions are transparent, explainable, and grounded in
policy language, automation covers the majority of low-
complexity claims, and new fraud patterns, routing rules,
and communication patterns can be piloted instantly.

IV. AT AGENT-DRIVEN FUTURE STATE
ARCHITECTURE

The Al Agent-Driven future state represents a fundamental
shift from traditional rules-bound, workflow-centric
insurance platforms toward a dynamic, context-aware, and
continuously improving intelligence layer. Rather than a
monolithic system encoded with thousands of brittle rules,
the next-generation platform is composed of specialized,
collaborative Al agents, each responsible for a narrow
domain of expertise, working together under the guidance of
an Orchestrator Agent that governs task delegation, tool
usage, and confidence thresholds.

This new architecture enables insurers to automate the
majority of low-complexity insurance tasks, scale human
expertise through intelligent assistance, and continuously
keep business logic aligned with regulatory requirements
and strategic objectives.

The following diagram illustrates an enterprise-grade,
multi-layered architecture centered around an Al agent
orchestrator. Designed to be scalable, secure, and human-
aligned, it enables flexible instruction ingestion, intelligent
orchestration, autonomous execution, and crucially,
maintains robust governance and control.

1. Ingestion Layer: Instructions enter the system via
diverse modalities: Web & Mobile User Interfaces, API
Gateway, Interactive Voice Response (IVR) systems,
Agent-native natural language prompt interfaces, Chat
interfaces, email auto-ingestion, and more. All inputs are
normalized into a standardized intermediate representation
for downstream processing.

2. Orchestration Layer: The orchestrator serves as the
"brain" of the system responsible for reasoning, planning,
and coordination. Key components include the Instruction
Analyzer, Workflow Generator, Memory Store, Tools
Registry, and Task Distributor.

Critical Safeguard: All generated workflow plans
undergo mandatory review by the Workflow Plan Validator,
which verifies compliance with business rules & regulatory
constraints, logical consistency and safety, alignment with
ethical guidelines. Only approved workflows proceed to
execution.

3. Agent Layer: A heterogeneous ecosystem of
specialized Al agents, each optimized for specific domains
or tasks (e.g., data extraction, decision support, multi-step
problem solving). executes validated workflow steps.
Agents operate as autonomous yet coordinated units,
leveraging LLMs, rule-based engines, retrieval-augmented
generation (RAG), and symbolic reasoning modules.

4. Human-Al Collaboration & Governance Layer: A
continuous quality  loop  ensures  transparency,
accountability, and control embedded across all stages,
including Execution Monitor, Circuit Breaker, Escalation
Engine, and Human-in-the-Loop (HITL).

5. Empowerment Layer: A key innovation: no-
code/natural-language workflow co-creation. Business users
define rules, templates, and exceptions in plain language
and they are automatically transformed into validated
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artifacts by the system. This democratizes automation while
preserving governance.

Unlike legacy RPA or rigid BPM systems, this
architecture is adaptive, explainable, and continuously
agility with

learning—blending Al
reliability.

enterprise-grade

Fig. 2. Enterprise-Grade Multi-Layered Architecture.

A.  From Monolithic Logic to Multi-Agent Collaboration

In mainstream systems, business logic is centralized and
rigid—often buried in rules engines, code, or workflow
definitions. The AI agent-driven model decentralizes
functionality into narrow, accountable agents: Intake Agent,
Document/OCR Agent, Classification and Triage Agent,
Coverage and Benefits Agent, Fraud and Risk Agent,
Adjudication Agent, Payment Agent, and Communications
Agent.

Each agent has clear authority, strict tool access, and
well-defined responsibilities, enabling modular
improvement without destabilizing the entire system.

Fig. 3. Multi-Agent Collaboration Architecture for Claim Processing.

Agents do not compete or duplicate work. Instead, the
Orchestrator Agent coordinates their interactions by
determining which agent should handle which part of a
claim, invoking tools (OCR, rules engine, pricing APIs,
vector search), enforcing confidence thresholds, deciding
when to escalate to a human, and ensuring all decisions
remain explainable and grounded in evidence.

B.  Business-Owned Rules Using Natural Language to DSL
Transformation

Traditionally, business rule maintenance requires developers
and long release cycles. The future state eliminates this
dependency through a policy/rules-as-content approach.

How It Works:

Step 1: Business Analysts write rules in plain English.
Example: "For auto-glass claims in NY with no injuries, set
reserves to $300; if deductible > $300, use deductible."

Step 2: The Rule/Policy Authoring Agent parses the
natural-language rule, generates structured machine-
runnable DSL (YAML/JSON), creates unit tests to validate
expected behavior, performs conflict analysis against
existing rules, runs simulation/backtesting against historical
claims, and provides an impact assessment (reserve changes,
STP shifts).

Step 3: Governance workflows enforce human approval,
versioning, separation of duties, canary deployment, and
rollback capability.

Step 4: The approved DSL is compiled and deployed to
the Rules Runtime.

Step S: Agents call the runtime at execution time to
apply the new policy automatically.

Sample DSL (YAML Format):

meta: id: reserve auto glass ny
effective from: 2026-02-10 when: all:
- claim.type == "AUTO_ GLASS" =
claim.jurisdiction == "NY" =
claim.injuries == false then: = diEg
policy.deductible > 350 do:
set reserve (policy.deductible) - else:

do: set reserve (350)

This fundamentally changes how insurers evolve their
business logic—turning claims operations into a rapidly
configurable, business-owned system with zero developer
involvement in day-to-day policy changes, rule updates that
go live in hours versus months, full traceability from
business intent to tests to production behavior, and
consistent governance that reduces operational and
compliance risk.

C. Deterministic, Safe Decisioning Through Compiled
Rules Runtime

A central requirement for insurance operations is
determinism: decisions must be repeatable, defensible, and
compliant. In the future-state architecture, the Rules
Runtime is the deterministic backbone of the platform.
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Key characteristics include all business logic running
through compiled DSL rules rather than free-form LLM
generation. The runtime evaluates coverage eligibility,
deductible/limit calculations, reserve formulas, pricing
constraints, fraud thresholds, and compliance checks. Every
execution produces decision values, rule IDs and versions,
explanation metadata, and audit-ready logs.

Agents never "guess" at financial outcomes. They
orchestrate actions, compose evidence, and generate
rationales—but the Rules Runtime produces final, safe, and
consistent determinations. This design ensures regulatory
compliance, consistency across adjusters and channels,
reproducibility for audits and disputes, and predictable
operational performance.

D. Runtime Safety, Guardrails, and Human-in-the-Loop
Assurance

Every agent action adheres to a strict set of controls:

Confidence thresholds: Low-confidence agent outputs
route to human adjusters.

Criticality tiers: Higher-risk decisions (bodily injury,
potential fraud) require human review.

Evidence binding: All decisions must cite supporting
documents, policy text, or historical precedent.

Safety filters: PHI/PII redaction, prompt injection
protection, content safety, and regulatory constraints.

Immutable audit logs: Prompts, tool calls, decision
artifacts, agent chain-of-thought summaries (sanitized), and
policy versions used.

This ensures the system is safe, governable, and aligned
with regulatory expectations, even as automation increases.

E. Continuous Optimization Through Learning Loops

Unlike static legacy platforms, the agent-driven system
improves over time. Agents capture telemetry on errors,
escalations, adjuster overrides, fraud false
positives/negatives, and time-to-decision. These signals feed
evaluation datasets for refined policies, updated models,
improved routing logic, better fraud thresholds, and
enhanced communications.

Because the DSL 1is versioned and test-backed,
improvements can be safely deployed without destabilizing
production.

F.  Strategic Benefits of the Future State

Operational  Efficiency: Higher  straight-through
processing, less manual data entry, fewer rework loops, and
faster cycle times.

Financial Outcomes: Reduced leakage, better reserve
adequacy, improved fraud detection, and higher payment
accuracy.

Customer and Adjuster Experience: More consistent

outcomes, clearer explanations, faster responses, and
reduced adjuster burnout.
Enterprise Agility: Rapid policy changes, faster

regulatory compliance, easier experimentation and A/B

testing, and modular expansion of agent capabilities.
Together, these benefits create an insurance platform

that is intelligent, explainable, adaptable, and safe—

positioning carriers to compete in a fast-moving digital
market.

V. COMPREHENSIVE BENEFITS ANALYSIS

The AI Agent-Driven Architecture introduces substantial
improvements over traditional claims systems by combining
automation, deterministic rule execution, explainability, and
business-owned rules control. The result is a platform that
accelerates operational performance, reduces loss costs,
improves compliance, and provides a unified, intelligent
claims experience.

A. Speed: Rapid Business Logic Changes

Traditional claims platforms depend on developer-coded
rules, often requiring multi-week release cycles for simple
updates. The agent-driven system replaces this with a
policy/rules-as-content operating model in which Business
Analysts author changes directly in plain English without
involving IT, the Policy Authoring Agent converts natural-
language instructions into structured DSL complete with
tests, conflict checks, and simulations, approved changes are
deployed via CI/CD pipelines enabling updates in hours
rather than weeks, and canary rollouts allow changes to be
validated safely in production on a small subset of claims.

This dramatically increases business agility carriers can
respond quickly to regulatory updates, new coverage
products, supply-chain constraints, fraud trends, and pricing
adjustments.

B.  Automation: Multi-Agent Orchestration Drives Higher
STP

Using claim processing as an example, low-complexity
claims (auto glass, towing, low-severity property, minor
medical) still consume a disproportionate amount of adjuster
effort because legacy systems lack contextual automation.
The multi-agent system introduces specialized agents such
as Intake, OCR, Classification, Coverage, Fraud,
Adjudication, Payment, and Communication, that
collaborate to automate most of the claim lifecycle.

Documents are automatically extracted and normalized.
Coverage eligibility and deductible calculations execute
deterministically. Fraud-scoring models and rules are
invoked in real time. Adjudication uses contracted pricing or
fee schedule logic. Payments and communications are
automatically prepared. This increases straight-through
processing (STP) dramatically, allowing adjusters to focus
on high-severity or disputed claims rather than routine
administrative work.

C. Determinism and Safety.: Reliable, Compliant Outputs

A hallmark of insurance operations is the need for
repeatable, defensible, and audit-ready decisions. Freeform
LLM responses alone cannot guarantee this. The Al agent-
driven system ensures safety by compiling all approved
business policies into a deterministic Rules Runtime,
ensuring agents never guess at financial outcomes,
restricting agents to orchestrate tools rather than generating
outcomes directly, and capturing every execution with
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complete traceability inputs, rules fired, tool calls, decisions,
and rationale.

D.  Explainability: Clear Rationale with Citations

Traditional claims systems often lack transparency into why
a particular decision was made. The Al agent-driven
approach introduces built-in  explainability through
automatic generation of decision rationales, inclusion of
policy/rule IDs and version numbers used in the Rules
Runtime, direct citations to policy wording and endorsement
text via vector-search grounding and supporting documents
(police report sections, invoice line items, medical records),
and immutable audit trails storing every step of agent
reasoning, tool usage, and final decision outputs.

This reduces dispute frequency, improves regulatory
defensibility, and supports fairer, more consistent outcomes
for customers.

E.  Scalability: Event-Driven, Serverless Architecture

Legacy claims systems struggle under high volume because
workflows and rules engines scale poorly. The agent-driven
platform is inherently elastic with event-driven pipelines
that decouple system components to avoid bottlenecks,
serverless or autoscaling computing that expands extraction
and reasoning capacity instantly, a Rules Runtime that can
process thousands of parallel evaluations per second, and
each agent being independently deployable and horizontally
scalable.

This enables carriers to handle catastrophic events
(storms, wildfires, hail events) without operational backlogs
or degraded performance.

F. Compliance: Built-In Controls

Insurance operations require strict adherence to regulatory
frameworks (Health Insurance Portability and Accountability
Act (HIPAA), System and Organization Controls 2 (SOC2),
General Data Protection Regulation (GDPR), and state
Department of Insurance (DOI) regulations). The platform
incorporates compliance as a first-class architectural
principle with: PHI/PII detection and redaction via built-in
content filtering; Role-Based Access Control (RBAC)
ensuring agents and users only access permitted data; audit
logging of every agent invocation, model call, rule
evaluation, and tool interaction; versioning with full lineage
enabling reconstruction of historical decisions; data
residency controls and encryption in transit and at rest; and
HITL thresholds for high-risk decisions [5].

VI. HIGH-LEVEL TECHNICAL ARCHITECTURE

The AI Agent-Driven Claims Platform is structured into
three cohesive architectural layers, Authoring and
Governance, Runtime, and the Agent Layer. Together, these
layers create a modular, governable, and highly automated
ecosystem that replaces rigid legacy workflows with
adaptive intelligence while ensuring full compliance,
determinism, and auditability.

A. Authoring and Governance Layer

This layer defines how business intent becomes production
logic—safely, quickly, and with complete traceability. It
empowers business teams to modify rules, test them, and

deploy them without developer intervention, while
maintaining  strict  change-control and  regulatory
compliance.

Business Console (User Interface): A natural-language
interface where Business Analysts author or modify claim
rules, fraud checks, reserve logic, communication rules, or
workflow policies using plain English. Examples include
"Increase initial reserve for NY auto-glass claims to $300"
or "Flag claims with 2+ prior glass losses in 12 months for
manual review."

Policy/Rule Authoring Agent: Transforms natural-
language policies into a structured, machine-runnable
Domain Specific Language (DSL). This agent parses,
validates, and interprets business instructions; generates
typed DSL rules; builds unit tests automatically; runs
conflict detection against existing policies; simulates policy
impact using historical claims; and produces human-
readable change summaries for review.

Policy/Rules  Store: A  versioned repository
(Git/Dataverse) that maintains DSL rule files, unit tests,
metadata (owners, effective dates, change rationale),
approval records, and rollback history. This acts as the
single source of truth for all operational business logic.

Governance Service: Applies controls required for
compliance and change management: RBAC and separation
of duties, multi-step approvals (BA — Manager —
Compliance), policy versioning and lineage tracking, canary
and progressive rollouts, and rollback triggers with audit
logs.

Simulator and CI/CD Pipeline: Before deployment,
each policy is validated through back testing on historical
claims, forecasted operational impact (STP changes, reserve
shifts, fraud detection sensitivity), automated policy unit
tests, and integration checks. After validation, CI/CD
pipelines compile DSL rules and push them into the
production runtime with full auditability.

B.  Runtime Layer

The Runtime Layer is the deterministic execution engine of
the platform. While agents orchestrate processes and
reasoning steps, all final decisions are produced here,
ensuring consistency, compliance, and repeatability.

Rules Runtime (Deterministic Execution): The core
engine that executes compiled DSL rules for coverage
verification, deductible and limit calculations, reserve
formulas, pricing constraints, fraud rule triggers, and
compliance validations. Agents never "guess" outcomes this
runtime guarantees predictable and consistent decisions.

Vector Search (RAG Knowledge Layer): A retrieval
system used by agents (not the Rules Runtime) to ground
explanations and reasoning in authoritative sources such as
policy wordings, endorsement texts, repair guidelines,
medical policy bulletins, and historical decision snippets.

Document Store: Stores all claim artifacts: images
(damage photos), invoices and repair estimates, medical
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records, police reports, and email and communication
history. Agents (such as the OCR Agent) retrieve items
from here to extract structured data.

Observability: Provides complete visibility into the
system: telemetry and performance metrics, policy hit-rates,
fraud rule activation rates, agent confidence scores,
escalation pathways, and full prompt/tool logs for audits.

Event Bus: An asynchronous messaging backbone
enabling decoupled agent orchestration, high-volume
parallel processing, real-time streaming of events (FNOL
received, OCR completed, rule fired, fraud flagged), and
backpressure protection during catastrophes.

C. Agent Layer

Agents are specialized, domain-specific LLM-based
modules that perform reasoning, call tools, compose
decisions, and orchestrate claim processes under the
guidance of the Orchestrator.

Orchestrator Agent: The central controller responsible
for delegating tasks to the appropriate agents, evaluating
confidence thresholds, deciding HITL escalation, ensuring
all actions follow policy constraints, enforcing tool-use
safety rules, and composing final decisions and rationales.
This is the "brain" that coordinates the multi-agent
ecosystem.

Specialized Agents: Intake Agent collects FNOL and
validates required fields, requesting missing information
dynamically. Document/OCR Agent extracts structured data
from images, PDFs, forms, and emails using OCR/IDP.
Classification and Triage Agent determines claim type,
severity, routing path, and urgency based on extracted data
and historical patterns. Coverage and Benefits Agent checks
eligibility against policy terms, verifies limits and
exclusions, and calculates deductible/coinsurance logic
using the Rules Runtime. Fraud/Risk Agent runs fraud rules
and ML scoring models, retrieves external risk indicators
(MVR, police data), and determines whether HITL review is
necessary. Adjudication Agent evaluates pricing, applies
constraints, verifies coding rules, and produces a structured
decision proposal with rationale and citations. Financial
Agent calculates payment amounts, updates reserves, posts
financial ~ transactions, and initiates  subrogation.
Communications Agent drafts EOBs, letters, and status
updates, ensures regulatory formatting, localizes content,
and archives communications.

VII. REPRESENTATIVE USE CASES

The AI Agent-Driven Claims Platform transforms the end-
to-end claims lifecycle across claim types and complexity
tiers. The following representative scenarios illustrate how
the architecture performs in both straight-through and
human-in-the-loop contexts, how business rules are
authored and deployed, and how proactive fraud detection is
embedded as part of routine operations.

A.  Auto Glass Claim: Straight-Through Processing

Use Case Type: High-volume, low-complexity claim
Goal: Near-instant decisioning; maximize straight-
through processing (STP)

Auto glass claims are ideal candidates for end-to-end
automation due to predictable repair paths, well-understood
coverage rules, and stable pricing structures. The platform
executes the following steps:

FNOL Intake: The Intake Agent collects claim details
(vehicle info, loss cause, location, date/time) via mobile,
portal, or API. Missing fields are automatically requested
through conversational prompts.

Document and Invoice Extraction: The
Document/OCR Agent processes uploaded images or
vendor invoices, extracting line items such as labor hours,
glass type, moldings, and calibration charges.

Claim Classification: The Classification Agent
identifies the claim as "Auto-Glass / Low-Severity" and
predicts likely STP eligibility using historical patterns.

Coverage Determination: The Coverage and Benefits
Agent queries the policy administration system, retrieves
deductibles and endorsements, and applies deterministic
rules (e.g., "zero glass deductible" rules in certain states).

Fraud Check: The Fraud/Risk Agent runs anomaly
detection, recency checks, duplicate claim detection, and
MVR signals. No risk flags means the claim remains in the
STP path.

Adjudication: The Adjudication Agent validates pricing
against contracted network rates or fee tables, applies
deductible math, and computes the net payable amount.

Payment and Communications: The Payment Agent
posts the transaction to AP/GL; the Communications Agent
generates an Explanation of Benefits with citations to policy
text and sends it to the claimant.

Outcome: Claim resolved in minutes rather than days,
high STP (often >70-90% of glass claims), and adjusters
handle only exceptions rather than routine cases.

B.  Bodily Injury Claim: HITL Tier 2 Escalation

Use Case Type: Complex, high-exposure claim

Goal: Human-in-the-loop (HITL) augmentation, not
replacement. Bodily injury claims involve medical
evidence, legal implications, and higher fraud exposure. The
platform amplifies adjusters' capabilities by assembling
evidence and surfacing intelligent insights.

Data Aggregation: The Document Agent extracts
structured data from medical reports, treatment plans, billing
statements, and police narratives.

Policy Context: Coverage Agent gathers applicable
liability limits, medical payments coverage, and exclusions
relevant to injury scenarios.

Fraud and Risk Analysis: The Fraud/Risk Agent

identifies inconsistencies such as treatment gaps,
disproportionate billing patterns, or medical provider
anomalies.

Orchestrated Escalation: Due to exposure, uncertainty,
or elevated fraud signals, the Orchestrator Agent routes the
claim to a specialist adjuster.

Compiled Evidence Package: The system produces an
evidence brief containing extracted medical facts and
timelines, policy citations and limits, similar historical claim
patterns, reasoning steps from coverage, fraud, and
classification agents, and suggested next actions.
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Specialist Decisioning: The adjuster receives a
complete, transparent dossier, enabling faster, more
informed evaluation and negotiation.

Outcome: Specialists focus only on high-value insights,
faster cycle times for complex claims, and improved

accuracy with reduced leakage and stronger SIU
collaboration.
VIII. BUSINESS IMPACT AND ROI: A CLEAR PATH

TO VALUE

The adoption of an Al-Agent driven claims platform is not
just a technology upgrade; it is a strategic investment that
delivers a clear and compelling return on investment (ROI).
By automating manual tasks, improving decision accuracy,
and accelerating cycle times, our solution drives measurable
improvements across the claims value chain, backed by
robust industry data.

TABLE I. INDUSTRY BENCHMARKS

KPI Metric Target Industry Benchmark
Category Improvement
Operational Claims cycle 40-60% McKinsey cites up to
Efficiency | time (end-to-end) reduction 70% cycle time
reduction [13]
Cost per claim 25-35% McKinsey and BCG cite
processed reduction 20-30% cost reduction
[14] [15]

Decision Decision 95%+ accuracy | Can reach 99.9%
Quality accuracy transaction accuracy [12]
Risk & Fraud detection 2.3x 65% improvement in

Fraud hit rate improvement | detection capabilities
[12]
Fraud detection 2-3x 65% improvement in
hit rate improvement | detection capabilities
[12]
Customer NPS/CSAT 15-25 point | GenAl adopters report
Experience improvement | 45% higher NPS [12]

Ilustrative ROI Projection: For a mid-size insurer
processing 500,000 claims per year at an average processing
cost of $150 per claim, a 30% cost reduction translates to
$22.5 million in annual savings. This is against a typical
implementation investment of $1.5 million to $3 million,
delivering a payback period of less than 12 months, aligning
with industry benchmarks that suggest a 12—18 months
payback window is common for high-volume claim
automation [16].

A. Cost Reduction Drivers

Increased Straight-Through Processing: Moving from
typical industry STP rates of 10-30% to 70-90% for low-
complexity claims dramatically reduces manual handling
costs.

Reduced Cycle Time: Faster claims resolution reduces
administrative overhead and improves customer satisfaction,
reducing churn.

Leakage Prevention: Improved fraud detection and
consistent adjudication reduce overpayments and missed
recoveries.

IT Cost Reduction: Business-owned rule changes
eliminate developer dependency for routine policy updates.

B.  Revenue and Retention Impact

Beyond direct cost savings, the platform drives revenue
through improved customer retention from faster, more
transparent claims experiences; competitive differentiation
enabling premium pricing; and capacity for growth without
proportional headcount increases.

C. Implementation Considerations

Organizations should consider phased implementation
starting with high-volume, low-complexity claim types,
establishing clear KPI baselines before implementation,
building internal capabilities for ongoing optimization, and
planning for change management across claims operations.

IX. CONCLUSION

The shift from traditional insurance platforms to an Al
agent-driven architecture represents a fundamental evolution
in how insurance organizations operate. By unifying
deterministic business logic with intelligent, orchestrated
agents, carriers can achieve levels of speed, consistency, and
transparency that are unattainable with legacy workflow-
and rules-based systems.

Modernization begins by separating business intent from
system behavior. Business teams express policies in plain
English, while the platform transforms that intent into a
structured, versioned DSL that executes deterministically
through the Rules Runtime. This single architectural
decision eliminates the long-standing dependency on
developers for rule changes, empowering operations to
adapt rapidly to market forces, regulatory shifts, and fraud
trends. As a result, changes that once took weeks or months
can now be deployed safely within hours.

An Al agent approach also compresses the claim
lifecycle, automating low-complexity flows end-to-end and
augmenting human expertise for complex cases.
Orchestrated agents handle intake, document understanding,
classification, coverage evaluation, fraud screening,
adjudication, and communication—each specializing in its
domain but working together through a governed,
explainable workflow. This reduces manual touchpoints,
shortens cycle times, and lowers operational cost per claim.

At the same time, the platform strengthens governance
and reduces leakage by enforcing deterministic execution,
robust audit trails, and policy/rule versioning. Every
decision is backed by rule IDs, policy citations, and
documented rationale, providing unmatched transparency
for regulators, auditors, and customers. The architecture
embeds privacy and security controls such as PHI/PII
redaction, RBAC, and immutable logging, ensuring
compliance as automation increases.

Ultimately, an Al agent-driven platform does more than
modernize insurance processing—it redefines it. It enables
insurers to operate with the speed of a digital-first
organization, the discipline of a regulated financial
institution, and the intelligence of a continuously learning
system. By aligning business intent with safe, deterministic
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execution, insurers achieve improved customer outcomes,
reduced leakage, rapid adaptability, and a scalable
foundation for the next decade of claims innovation.

X. FUTURE RESEARCH DIRECTIONS

While this white paper presents a comprehensive
architecture for Al agent-driven insurance processing,
several areas warrant further research and development:

A. Advanced Agent Capabilities

Future work should explore more sophisticated reasoning
capabilities including multi-modal understanding that
combines text, images, audio, and video for comprehensive
claim assessment; predictive analytics for proactive claims
management and loss prevention; and natural language
generation improvements for customer-facing
communications.

B.  Cross-Industry Applications

The multi-agent architecture described here has potential
applications beyond insurance, including healthcare,
financial services compliance, legal document review, and
supply chain dispute resolution, just to name a few.

C. Regulatory Framework Evolution

As Al adoption in insurance claims increases, research is
needed on evolving regulatory requirements for Al
transparency, standardization of explainability requirements
across jurisdictions, and frameworks for Al governance in
regulated industries.

D. Future State Architecture Illustartive

Al-Agent Driven Clai

End-to-End GCP

Fig. 4. GCP Based Architecture Variant — Illustrative
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Using AI-Generated Fake News to Teach Source Evaluation
to Norwegian Upper Secondary School Students
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Abstract—This study investigates how an Al-based learning
platform can support upper secondary school students in
distinguishing between authentic and fake news. A social
media-inspired platform was developed in which students
interacted with both real and Al-generated news articles
within a realistic feed environment. The platform also included
gamification elements designed to increase engagement and
motivation. Using a Design Science Research approach, the
study combined system development, classroom testing, and
analysis of behavioral log data from 91 students. The results
indicate that students were often able to identify manipulated
content, although realistic Al-generated fake news remained
challenging to detect. Students frequently relied on headlines,
images, and perceived source credibility when evaluating
information. The study suggests that Al-supported and
gamified learning environments may strengthen source
evaluation, critical thinking, and digital resilience among
young users.

Keywords-fake news; source evaluation; teaching; generative
Al upper secondary school students.

I. INTRODUCTION

The rapid digitalization of society has fundamentally
transformed how information is produced, distributed, and
consumed [1]. News and public information are no longer
primarily accessed through traditional editorial channels such
as newspapers, television, and radio. Instead, social media
platforms and algorithm-driven digital feeds increasingly
shape how people encounter information in their daily lives.
Platforms such as TikTok, Instagram, Snapchat, Facebook,
and X provide users with a continuous stream of content in
which journalism, entertainment, advertising, opinion, and
user-generated material are often presented side by side [2].
While this development has increased access to information
and enabled broader participation in public discourse, it has
also created significant challenges related to misinformation,
disinformation, and source evaluation.

The spread of false or misleading information is not a
new phenomenon, but the scale and speed of dissemination
have changed considerably in the digital era. Social media
platforms enable information to spread rapidly across large
networks without traditional editorial review or fact-
checking processes. Research has shown that false news
often spreads faster and reaches larger audiences than
information, particularly when the content is emotionally

Jesper Edvin Kraft
Department of Microsystems
University of South-Eastern Norway
Borre, Norway
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Lasse Berntzen
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engaging, sensationalized, or controversial [3]. At the same
time, modern digital platforms are designed to maximize
engagement and user interaction, which may unintentionally
amplify misleading or manipulative content.

Recent developments in generative artificial intelligence
(AI) have further intensified these challenges. Modern
language and image generation models can produce highly
realistic text, images, audio, and video content that may be
difficult for ordinary users to distinguish from authentic
material. Al-generated misinformation can imitate the visual
style, language, and structure of professional journalism,
making manipulated content appear highly credible. As
generative Al tools become more accessible and easier to
use, producing large-scale disinformation campaigns
requires significantly fewer technical skills and resources
than before. This development has heightened concerns
about digital trust, democratic participation, cybersecurity,
and the public’s ability to critically evaluate online
information [4].

These challenges are particularly relevant for adolescents
and young adults. According to the Norwegian Media
Authority, children and young people spend a large portion
of their daily lives on digital platforms, where social media
functions as a major source of entertainment,
communication, and news consumption [5]. Although many
young users are aware that false information exists online,
research indicates that they still struggle to identify
misinformation in practice, especially when manipulated
content appears professional, visually convincing, or
emotionally engaging. Young users often encounter
information in fast-moving feeds where rapid impressions,
headlines, images, and perceived source familiarity influence
credibility judgments more strongly than systematic fact-
checking or deeper source evaluation. As a result, source
evaluation, critical thinking, and digital judgment have
become increasingly important competencies in modern
education.

Educational institutions are expected not only to teach
technical digital skills but also to prepare students to
critically evaluate information, reflect on credibility, and
participate responsibly in digital society. Previous research
suggests that practical, interactive learning activities may be
more effective than purely theoretical instruction for
teaching media literacy and source evaluation [6]. Students
benefit from realistic environments where they actively
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engage with information and practice
manipulative or misleading content.

The study has two objectives: (1) to examine students'
ability to distinguish between authentic and Al-generated
fake news, and (2) to explore the cues and evaluation
strategies they use when assessing the credibility of digital
news content.

The project involved the development of a social media-
inspired digital platform in which students were presented
with both real news articles and Al- manipulated news in an
interactive feed. The platform also incorporated gamification
elements such as points, streaks, badges, and progression
systems to increase engagement and motivation.

The study was conducted using a Design Science
Research  approach, combining technical system
development with empirical user testing and analysis of
behavioral log data. A total of 91 students from four upper
secondary school classes participated in the testing process.
The objective of the study was not only to examine whether
students could correctly identify fake news, but also to
explore how realistic digital learning environments, Al-
generated content, and gamification could help strengthen
critical thinking and source evaluation in practice. In
addition, the project explores how generative Al can
simultaneously represent both a societal challenge and a
pedagogical opportunity within education related to media
literacy, digital resilience, and cybersecurity.

identifying

II. RELATED WORK

The growing prevalence of misinformation and
disinformation in digital environments has become a major
research topic across media studies, education, information
systems, and cybersecurity. The concept of fake news is
commonly used to describe false or misleading information
presented in a format resembling legitimate journalism or
trustworthy reporting. Lazer et al. describe how modern
digital media ecosystems enable misinformation to spread
rapidly through social platforms where content distribution is
largely driven by user engagement rather than editorial
verification [7]. Unlike traditional media, social networking
platforms allow virtually anyone to publish and distribute
information instantly to large audiences, making it
increasingly difficult for users to distinguish between
verified journalism, advertising, opinion-based content, and
intentionally manipulative information.

Researchers frequently distinguish between
misinformation,  disinformation, and malinformation.
Misinformation refers to false information shared without the
intention to deceive, while disinformation involves
deliberately  fabricated or manipulated information
distributed to influence or mislead others. Malinformation, in
contrast, refers to authentic information used in misleading
or harmful contexts. These distinctions are important because
they highlight different motivations and mechanisms behind
the spread of misleading information and suggest that
different educational and technological approaches may be
required to address them effectively.

The rise of generative artificial intelligence has
significantly intensified concerns related to misinformation.

Modern Al models can generate highly realistic text, images,
and multimedia content that imitate professional journalism
both visually and linguistically. According to the European
Union Agency for Cybersecurity (ENISA), Al-generated
misinformation increases the risk of scalable and highly
convincing influence operations, making digital source
evaluation increasingly important in modern society. Al
systems can produce manipulated content quickly and at low
cost, lowering the barrier for creating large quantities of
believable fake news. At the same time, researchers have
emphasized that Al should be viewed not only as a threat but
also as a potential educational resource that supports learning
and critical reflection [6].

Research concerning adolescents’ digital media habits
further illustrates the relevance of this challenge. The
Norwegian Media Authority reports that children and young
people spend substantial time on digital platforms, where
social media serves as a central source of communication,
entertainment, and news [5]. Information presented through
algorithm-driven feeds is often consumed rapidly and
evaluated based on visual impressions, emotional reactions,
or familiarity with the source rather than systematic
verification. Pérez-Escoda et al. [8] found that although
young users are generally aware that misinformation exists
online, they continue to rely heavily on social media for
information and news. This creates a paradox in which users
are simultaneously skeptical of digital information, yet still
depend on the same platforms for everyday access to
information.

Several studies have shown that users often rely on
heuristics when evaluating online information [4]. Flintham
et al. [9] demonstrated that users frequently assess credibility
based on headlines, images, source familiarity, and
emotional framing rather than reading full articles or
conducting deeper fact-checking. Similarly, Jones-Jang et al.
[10] found that professionally designed misinformation
containing realistic visuals and persuasive headlines may be
particularly difficult for young users to identify. These
findings indicate that digital literacy requires more than
awareness of misinformation; users must also develop
practical evaluation skills and reflective decision-making
strategies.

Media literacy, source evaluation, and critical thinking
have therefore become increasingly important concepts in
educational research. Lopez-Meri et al. [11] argue that digital
competence involves not only technical skills, but also
reflection, analysis, and the ability to critically evaluate
information in digital environments. Research further
suggests that active, practice-oriented learning approaches
are more effective than purely theoretical instruction for
developing such competencies. Adjin Tettey demonstrated
that participants receiving practical media literacy training
became significantly better at identifying fake news and less
likely to share misleading information online [6]. These
findings emphasize the importance of realistic learning
environments in which users actively engage with
manipulatives and authentic content.

Gamification has also received increasing attention in
research on digital learning environments. Gamification
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refers to the use of game-inspired elements such as points,
badges, progression systems, streaks, and rewards to increase
motivation and engagement [10]. Capecchi et al. found that
gamified learning activities addressing misinformation and
fake news increased user engagement and encouraged
reflection on information credibility and online behavior.
Interactive learning environments may therefore contribute
to more active participation and sustained motivation
compared to traditional lecture-based approaches.

This study builds on previous research by combining Al-
generated fake news, gamification, and a realistic, social
media-inspired interface into a single learning platform.
While earlier studies have often focused on surveys,
theoretical discussions, or isolated experiments, this project
investigates how students interact with both authentic and
manipulated news content in a realistic digital environment
that resembles their everyday media experiences. The study,
therefore, contributes to existing research on digital literacy,
educational technology, and cybersecurity awareness by
exploring how generative Al can be used responsibly to
strengthen critical thinking and source evaluation among
young users.

III. METHODOLOGY

This study was conducted using a Design Science
Research (DSR) approach, with the primary objective of
designing, developing, and evaluating a technological artifact
in a realistic educational context [13]. Design Science
Research focuses on the creation and assessment of practical
technological solutions while simultaneously contributing
knowledge about how such solutions function in practice.
The study, therefore, combined system development, user
testing, and empirical analysis to investigate how an Al-
based learning platform could support source evaluation and
critical thinking among upper secondary school students.

The project also adopted characteristics of a mixed
methods approach by combining quantitative and qualitative
data collection. Quantitative data primarily consisted of
automatically generated logs from student interactions with
the platform. These data included classifications of news
articles as real or fake, response accuracy, selected
justifications, progression, streaks, time usage, and
navigation patterns. Qualitative data consisted of classroom
observations during testing sessions and anonymous student
feedback collected through the Mentimeter survey tool after
the tests. The combination of behavioral log data and
qualitative reflections provided a broader understanding of
how students interacted with the platform and evaluated
digital news content.

The developed platform served as a social media-inspired
news feed, presenting students with a mix of authentic and
Al-manipulated news articles. The system architecture
consisted of a web-based frontend developed using HTML
(Hypertext Markup Language), CSS (Cascading Style
Sheets), and JavaScript, combined with Python-based
backend scripts and API (Application Program Interface)
integrations for data processing and Al-generated content
creation. Firebase Firestore was used as the primary database
solution for storing news articles, user activity, and log data.

Authentic news articles were automatically collected
from RSS feeds provided by established news organizations
through a Python script. The original articles were stored in
the database and then processed using the Google Gemini
language model to generate modified versions of the same
content. The Al-generated articles were stored separately
from the authentic articles, enabling the platform to
dynamically create realistic news feeds containing both real
and manipulated news. To further enhance realism, selected
articles also included Al-generated or manipulated images
produced by generative image models. All generated content
was manually reviewed before publication within the
platform to remove unrealistic, offensive, or otherwise
inappropriate material.  Figure 1 illustrates the system
workflow. First, authentic news articles are retrieved from
RSS (Really Simple Syndication) feeds (1). Selected articles
are then manipulated using the Gemini model (2) and stored
alongside authentic articles in Firebase Firestore (3). The
news feed is presented to users through the frontend interface
(4), while user interactions and classifications are logged for
later analysis (5).
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Figure 1. Simplified overview of the platform architecture.

The platform interface was designed to resemble modern
social media environments familiar to adolescents. Inspired
by platforms such as TikTok, Instagram, Snapchat, and X,
the interface presented articles in a continuous feed that users
could navigate through scrolling or swipe-based interactions.
Gamification elements, including points, streaks, badges,
stars, and progression systems, were integrated into the
platform to increase engagement and motivation. The user
interface is shown in Figure 2.

User testing was conducted with four upper secondary
school classes involving a total of 91 students. The tests were
conducted in classroom settings and lasted approximately 60
minutes per session. Students first received a shared
introduction to the platform and testing procedure before
interacting with the system individually. In addition, source
evaluation and digital literacy are already part of the
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Norwegian school curriculum. Students were encouraged to
verify information using external sources and evaluate
factors such as source credibility, language, and supporting
evidence rather than relying solely on intuition. During the
sessions, students evaluated news articles as either authentic
or fake and selected two or three justifications supporting
their decisions.
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Figure 2. The user interface. Originally in Norwegian, but translated for
this paper.

Ethical considerations and privacy protection were
central throughout the project. No personally identifiable
information was collected, and all participants received
randomly generated anonymous user IDs. The platform was
password-protected and used exclusively within controlled
classroom environments to minimize the risk of distributing
Al-generated misinformation outside the educational setting.
In addition, all participants were informed that the platform
contained both authentic and manipulated news articles as
part of a controlled learning activity.

IV. RESULTS

The platform was evaluated through classroom testing
involving 91 upper secondary school students from four
different classes. The testing sessions were conducted in
controlled classroom environments and lasted approximately
60 minutes each. During the sessions, students interacted
individually with the platform, where they evaluated news
articles presented in a social media-inspired feed containing
both authentic and Al-generated fake news articles. User
interactions,  decisions,  progression, and  selected
justifications were automatically logged for later analysis.

TABLE L. FIELD TRIALS
School Date Students | Testing
time
1 | Sande High School 12.03.26 16 60 min.
2 | Sande High School 12.03.26 27 60 min.
3 | Thor Heyerdahl High School | 24.03.26 26 40 min.
4 | Sande High School 13.04.26 22 60 min.

Overall, the results indicate that students were often able
to distinguish between authentic and manipulated news
articles, although the difficulty varied considerably
depending on the content's design and realism. Articles
containing emotionally engaging headlines, realistic images,
or references to apparently credible sources were
significantly more challenging for students to -classify
correctly. In several cases, Al-generated fake news articles
were perceived as authentic because they imitated the visual
style and language typically associated with professional
journalism. Authentic news articles were correctly identified
in weighted average at approximately 75% of the cases,
while Al-generated fake news articles were correctly
identified in weighted average at approximately 70% of the
cases. Conversely, some authentic news articles were
incorrectly classified as fake when the topics appeared
unusual, sensational, or emotionally provocative.

The analysis of student justifications revealed several
recurring evaluation strategies. Many participants based their
decisions on visual and contextual elements such as
headlines, language style, source familiarity, and the
perceived professionalism of images and layout. Known or
recognizable sources were often interpreted as indicators of
credibility, ~while emotionally charged headlines,
exaggerated wording, and missing references frequently
triggered suspicion. Students also commonly referred to
whether the article appeared “realistic” or “trustworthy”
rather than relying on systematic fact-checking or external
verification. These findings suggest that students frequently
use heuristic reasoning and rapid impressions when
evaluating information in digital environments.

Figure 3 presents the confusion matrix of students’
classifications. The green cells represent correct
classifications (true positives and true negatives), while the
red cells represent incorrect classifications (false positives
and false negatives).
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2263 1546 ol
(predicted total) 520 |

Confusion matrix of students’ classifications of real and fake
news.

Figure 3.

The results also showed variation in how students
approached the evaluation tasks. Some participants spent
considerable time reading articles carefully and reviewing
details before making decisions, while others relied primarily
on headlines and images, rapidly classifying the content. Log
data indicated that longer interaction times were often
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associated with more accurate classifications, suggesting that
reflective evaluation strategies may improve source
evaluation performance. At the same time, some students
demonstrated consistent patterns of either skepticism or trust
toward nearly all articles, regardless of authenticity. The
gamification system included lives, points, stars, and streaks
to encourage engagement and continued interaction with the
platform. Lives limited the number of incorrect
classifications, while points were awarded for correctly
identifying both real and fake news articles. Students earned
stars for successfully identifying fake news, and streaks
tracked consecutive correct classifications to encourage
consistent performance and engagement. The implemented
gamification elements are illustrated in Figure 4.

Game status

@ L ¥ w

0.

(=] 8/10 7 Shop

Figure 4. Selected gamification elements used in the platform.

The gamification elements integrated into the platform
appeared to contribute positively to student engagement
during the testing sessions. Features such as points, streaks,
badges, and stars encouraged active participation and
motivated students to continue interacting with the platform.
Observations from the classroom sessions indicated that
many students became increasingly competitive and invested
in improving their performance over time. Several students
also demonstrated curiosity regarding why particular articles
were classified as fake or authentic after receiving feedback
from the system.

Student feedback collected after the sessions further
supports the value of realistic and interactive learning
environments. Many participants reported that the platform
was engaging. Several students stated that the activity made
them more aware of how difficult it can be to distinguish
between authentic and manipulated information online.
Others highlighted how realistic Al-generated content
challenged their assumptions regarding source credibility and
visual trustworthiness.

At the same time, the results also revealed limitations and
challenges. Some students appeared to focus more on
gameplay elements and progression systems than on careful
reflection and source evaluation. In addition, certain Al-
generated articles were considered either too unrealistic or
too easy to identify, indicating that the quality and balance of
generated misinformation remain important for maintaining
educational realism. The findings, therefore, suggest that Al-
generated educational content requires careful human
supervision and iterative refinement to ensure both
pedagogical value and ethical responsibility.

Overall, the results indicate that Al-supported and
gamified learning environments may offer valuable

opportunities to strengthen source evaluation and critical
thinking among young users. The findings also highlight the
growing importance of practical training environments
where students actively engage with realistic misinformation
rather than learning about the phenomenon only
theoretically.

V. DISCUSSION

The findings from this study suggest that realistic and
interactive digital learning environments may contribute
positively to students’ ability to critically evaluate online
information [4]. Most participants correctly identified a
substantial number of both authentic and Al-generated fake
news articles, indicating that many students already had
some awareness of misinformation and source evaluation. At
the same time, the results demonstrated that realistic fake
news articles remained difficult to detect when they included
convincing headlines, emotionally engaging language,
realistic imagery, or references to seemingly credible
sources. These findings reflect broader societal challenges
associated with modern digital media environments, where
manipulated information is increasingly sophisticated and
visually convincing.

One important observation from the study is that students
frequently relied on rapid impressions and heuristic decision-
making when evaluating content. Headlines, images,
language style, and perceived source familiarity appeared to
influence credibility assessments more strongly than detailed
analytical reasoning or systematic fact-checking. This
behavior is consistent with earlier research showing that
users often evaluate information quickly in social media
environments characterized by high information volume and
continuous scrolling. The platform’s feed-based interface,
therefore, appears to have successfully simulated the digital
environment in which young people commonly encounter
information in everyday life. By reproducing realistic social
media interaction patterns, the project increased ecological
validity and provided insight into how students evaluate
information in practice rather than under highly artificial
testing conditions.

The study further indicates that practical, experience-
based learning activities may strengthen reflection and
engagement in source evaluation. Instead of receiving purely
theoretical instruction about misinformation, students
actively interacted with authentic and manipulated news
content and were required to justify their decisions. This
aligns with earlier studies suggesting that media literacy
training is more effective when users actively practice
evaluating information in realistic scenarios. The
requirement that students provide justifications for their
classifications may have encouraged more reflective
decision-making and made students more conscious of the
criteria they used when evaluating credibility.

The gamification elements implemented in the platform
also appeared to contribute positively to engagement and
motivation. Features such as points, streaks, badges, stars,
and progression systems encouraged active participation
throughout the testing sessions. Observations during the
classroom sessions suggested that many students became
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increasingly invested in the activity and demonstrated
curiosity regarding why some articles were authentic while
others were manipulated. Gamification may therefore help
transform source evaluation from a purely academic exercise
into a more engaging and interactive learning activity.
However, the study does not isolate the specific effects of
gamification from the broader platform design, so the
motivational impact cannot be measured independently of
the realistic feed environment and Al-generated content.

An important contribution of the project is the
demonstration  that generative Al can function
simultaneously as both a societal challenge and an
educational opportunity. Modern Al models can generate
highly realistic misinformation at scale, representing an
increasing concern for democratic processes, digital trust,
and cybersecurity. However, the same technology can also
be used constructively in controlled educational settings to
create dynamic and realistic learning materials. In this
project, Al enabled the automatic generation of manipulated
news articles based on authentic news stories, making it
possible to rapidly produce varied and realistic training
scenarios. This would have been significantly more time-
consuming using fully manual approaches.

At the same time, the study highlighted the importance of
human oversight and ethical control when using generative
Al in educational contexts. All Al-generated articles and
images were manually reviewed before publication to
remove inappropriate, unrealistic, or potentially harmful
material. This human-in-the-loop approach proved important
both for quality assurance and for reducing the risk of
unintentionally distributing harmful misinformation. The
findings therefore support previous arguments that Al
systems should augment rather than replace human judgment
in educational and information-related contexts.

The study also has several limitations. First, the testing
sessions were relatively short and focused primarily on short-
term interactions rather than long-term learning outcomes. It
therefore remains uncertain whether repeated exposure to
similar learning activities would produce lasting
improvements in critical thinking and digital source
evaluation. Second, the participant group consisted of only
91 students from four upper secondary school classes,
limiting the generalizability of the findings. The platform
was also limited to text-based articles and static images,
while contemporary misinformation increasingly includes
video, audio, deepfakes, and short-form social media
content.

Despite these limitations, the study demonstrates the
potential of combining Al-generated content, gamification,
and realistic digital interfaces to support critical thinking and
source evaluation among young users. The findings further
suggest that digital literacy and cybersecurity are becoming
increasingly interconnected, as the ability to critically
evaluate information may represent an essential component
of digital resilience in modern societies.

VI. CONCLUSION

This study investigated how an Al-based learning
platform can help upper secondary school students

distinguish between authentic and fake news in digital media
environments. The project combined artificial intelligence,
gamification, and social media-inspired design to create a
realistic and interactive learning environment where students
actively evaluated news credibility and reflected on their
decisions.

The findings indicate that many students were able to
identify both authentic and manipulated news articles,
although realistic Al-generated misinformation could still be
difficult to detect. Students frequently relied on visual
impressions, headlines, language style, and perceived source
credibility when evaluating content. These findings illustrate
how information is often consumed in modern digital
environments and highlight the importance of strengthening
critical thinking, source evaluation, and digital judgment
among young users.

The study also demonstrates that generative Al can serve
as both a societal challenge and a pedagogical opportunity.
While Al increases the ability to produce convincing
misinformation at scale, the same technology can be used in
controlled educational settings to create realistic training
scenarios that support active learning and reflection. The
project further showed that gamified and interactive learning
activities may increase engagement and motivation
compared to traditional theoretical approaches to media
literacy education.

From a methodological perspective, the project
demonstrates the usefulness of a Design Science Research
approach for developing and evaluating educational
technology solutions in realistic contexts. By combining
technical development, classroom testing, log-data analysis,
and qualitative feedback, the study provided insights into
both user behavior and system design.

At the same time, the study has limitations. The testing
sessions were short and focused on short-term interactions
rather than long-term learning outcomes. In addition, the
participant group was relatively small and limited to upper
secondary school students. Future research should therefore
investigate long-term educational effects, broader participant
groups, and additional media formats such as video, audio,
and short-form social media content.

Overall, the study suggests that realistic digital learning
environments, supported by Al and gamification, may
contribute to improved reflection and awareness regarding
misinformation and digital source evaluation. As
misinformation and Al-generated content continue to evolve,
educational approaches that combine technology, critical
thinking, and practical training may become increasingly
important for strengthening digital resilience and informed
participation in society.
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