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A Note on the Post-Quantum Security of Identity-Based Encryption on Isogenous
Pairing Groups

Malte Andersch ®, Cezary Pilaszewicz

and Marian Margraf

Fachbereich Mathematik und Informatik
Freie Universitit Berlin
Berlin, Germany
e-mail: {malte.andersch | cezary.pilaszewicz | marian.margraf}@fu-berlin.de

Abstract—The development of cryptographic schemes that
remain secure in the post-quantum era is an urgent chal-
lenge, particularly in light of the growing ubiquity of low-
power devices and the looming threat of quantum computing.
Identity-Based Encryption (IBE) offers a compelling alternative
to traditional Public Key Infrastructures by simplifying key
management, but most classical IBE schemes rely on number-
theoretic assumptions that are vulnerable to quantum attacks.
In response, Koshiba and Takashima proposed a novel approach
based on Isogenous Pairing Groups (IPGs), claiming partial
quantum resistance. In this work, we critically examine their
construction and security claims and investigate the security in
standard security notions. We show that the proposed scheme,
despite its theoretical elegance, reduces to the Elliptic Curve
Discrete Logarithm Problem (ECDLP) on supersingular curves,
which can be broken in polynomial time by quantum algorithms
in the IND-ID-CPA setting and in subexponential time classically
in the authors’ security models. Our analysis reveals structural
weaknesses inherent to the IPG framework, such as the use of
explicit group elements in prime-order groups and exploitable
isogeny homomorphisms, which undermine the post-quantum
security of isogeny-based cryptography. These findings suggest
that IPG-based constructions, which use more than a single point
per pairing group, are unlikely to provide robust post-quantum
security. In Koshiba and Takashima’s proposed IBE system, we
can directly observe this when paying regard to not only the
IBE’s Master Secret Key but also Users’ Secret Keys.

Keywords-Identity-Based Encryption; Isogeny; Post-Quantum
Cryptography; Isogenous Pairing Groups.

I. INTRODUCTION

In an increasingly connected and digital world, ensuring
robust security has become a fundamental requirement in the
design of modern information systems. The growing integra-
tion of low-power, resource-constrained devices - alongside
the accelerating development of quantum computing - poses
significant new challenges. These developments highlight the
urgent need for cryptographic schemes that are both secure and
efficient across a wide range of deployment environments.

Conventional Public Key Infrastructures, though well-
established and secure, involve considerable overhead due to
the need for certificate issuance, distribution, and validation.
Identity-Based Encryption (IBE) addresses these limitations by
allowing a User’s Identity - such as an email address or device
ID - to act directly as their public key, thereby eliminating the
need for certificates and simplifying key management.

In such systems, a central authority known as the Trusted
Entity (or Private Key Generator, PKG) holds a Master Secret

Key (MSK) and uses it to derive Secret Keys for users based
on their identities. This streamlined design is particularly
attractive in applications like secure messaging, mobile plat-
forms, hierarchical authorization systems, and direct device-
to-device encryption. However, the centralized nature of IBE
introduces a significant trade-off: the PKG can compute any
User’s Secret Key, which creates a single point of trust and
potential vulnerability if the authority is compromised.

The foundational idea of IBE was first proposed by Shamir
in 1985 [1], and later realized in a concrete pairing-based
construction by Boneh and Franklin in 2001 [2]. Since then,
many IBE schemes have emerged, relying on a variety of
computational hardness assumptions ranging from number-
theoretic problems to constructions based on lattices.

However, the arrival of quantum computing presents a
critical threat to the security of some of these classical ap-
proaches. Quantum algorithms - most notably Shor’s algorithm
- can efficiently solve problems like factoring and discrete
logarithms, which underpin the security of most traditional
public key and IBE schemes. This renders them vulnerable in
the face of a quantum-capable adversary.

In response, there has been a major shift toward the devel-
opment of Post-Quantum Cryptographic (PQC) primitives -
schemes designed to remain secure against both classical and
quantum attacks. Designing IBE systems that are quantum-
resistant remains a pressing challenge in this broader effort.
Among the many emerging schemes, Koshiba and Takashima
proposed a new framework for partially quantum secure sys-
tems called Isogenous Pairing Groups (IPGs) [3] alongside
an IBE using these IPGs. We find their idea to be generally
appealing and elegant. However, there are some serious doubts
about the validity of their security claims in a more prac-
tical scenario than described by their new security models,
especially when considering the security of the IBE’s Users’
Secret Keys. Thus, we aim to investigate the weaknesses of
the proposed scheme and analyze whether its security goals
can be upheld in more standard notions of security.

This paper is organized as follows: First, Section II in-
troduces the necessary mathematical foundations used in this
paper. Section III provides a general overview of IBE along-
side the most common security definitions and assumptions. In
Section IV, we present the IBE scheme proposed by Koshiba
and Takashima, outline their security claims, and argue for a
more thorough analysis in different security models than the
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original authors’ propositions. Finally, Section V highlights
our attacks against the previously introduced scheme in the
Chosen Plaintext Attack for IBE (ID-CPA) setting and the
original authors’ Payload-Hiding against Quantum adversaries
(PH-PQ) setting and performs a complexity analysis of the
presented attacks.

II. PRELIMINARIES

For this paper, we consider elliptic curves in the following
manner:

Definition 2.1. Let E be an elliptic curve over the finite field
F,m for p prime and an integer m > 1, given by a Weierstrass
equation E : y* = 23 +ax+b, a,bc Fpm. The set of Fpm-
rational points on E is

E(Fym) ={(z,y) € Fau : y* = 2° + az + b} U {0},

where O denotes the point at infinity. Equipped with the chord-
and-tangent addition law, E(F,m) forms a finite abelian group
with O as the neutral element.

A. Isogenies

Ever since the seminal work of Shamir introducing the
notion of IBE in [1], elliptic curves have played a central
role in the design of IBE systems, including prominent ex-
amples like the Boneh-Franklin scheme [2] and the Boneh-
Boyen scheme [4]. These constructions largely depend on
the hardness of problems related to scalar multiplication on
elliptic curves and bilinear pairings. However, the advent of
quantum computing threatens the foundational assumptions of
these schemes, as quantum algorithms can solve the underlying
Discrete Logarithm Problem (DLP) efficiently.

To address this, attention has shifted towards alternative
cryptographic primitives which resist quantum attacks. One
such promising candidate is the class of isogenies between
elliptic curves. Although their use in cryptography is relatively
recent, isogeny-based schemes have gained momentum due to
their conjectured post-quantum security and the appealing ad-
vantage of compact key sizes, which is particularly beneficial
in resource-constrained environments.

Definition 2.2. Let K be a field and K its algebraic closure.
Let Ey and E» be elliptic curves over K, with respective points
at infinity O, and Og,. Then, an isogeny is a finite, non-
constant morphism ¢ : By — Ey defined over K such that
?(Op,) = Og,. If this morphism is also defined over K, we
say that ¢ is an isogeny over K.

While we do not delve into the mathematical theory un-
derlying isogenies - see [5] for a thorough introduction - we
do introduce the central computational problem that forms the
security foundation of isogeny-based cryptography:

Problem 2.3 (General Isogeny Problem, [6]). Given two
elliptic curves E1 and Fs defined over a finite field K, with
#FE = #Fs, where #E denotes the number of points on the
curve E, find an isogeny ¢ : E1 — Fs defined over K.

To date, Problem 2.3 is believed to be intractable even
for quantum adversaries, particularly in the supersingular
setting. In fact, its hardness is closely tied to the difficulty of
computing the endomorphism ring of elliptic curves, a problem
shown to be equivalent in certain cases [7].

B. Bilinear Pairings

As the original primitive used in the Boneh-Franklin IBE
construction, pairings have gained a lot of attention not only in
the world of IBEs but also in a new subbranch of cryptography,
the pairing-based cryptography. For the main concept of
Koshiba and Takashima’s paper, the IPGs, we also need to
briefly introduce pairings as their second component.

Definition 2.4. Let G1, G2, G be cyclic groups. A Pairing is
a map

€IG1XG2—>GT,

satisfying the following properties:
o e is bilinear: e(aP,bQ) = e(P,Q)® for all a,b €
Z, (P,Q) € Gy X Go,
e ¢ is non-degenerate: e¢(P,Q) # 1 for some (P,Q) €
G1 X GQ,
o ¢ is efficiently computable.
For G1,Gs, the additive notation is most commonly used,
while we use multiplicative notation for Gr.

While the considerations work for any pairing, we will use
the Weil pairing used by the original authors of [3], and thus
we will mainly focus on this specific pairing’s properties here.

Before exploring the Weil pairing itself, we first need to
introduce the notion of torsion subgroups.

Definition 2.5. Let E(F,m) an elliptic curve, then E(Fym)
is the group of points over the algebraic closure of Fpm. Let
also n € N,. Then the group

Eln) = (P € E(F,) | [P = 0}

is called the n-torsion subgroup of E. The order of all points
P in this group divides n.

Using these n-torsion subgroups, we can define the Weil
pairing as follows:

Definition 2.6. Let E(F,m) be an elliptic curve with p prime
and n € NT with ged(n,p™) = 1. The Weil pairing is the
map

e: E[n] x En] = Fpm.

Specifically, the Weil pairing maps to the set of all primitive
n-th roots of unity over Fpm.

Additionally, the Weil pairing also satisfies the following
properties:
(a) Identity: e(P, P) =1, for all P € E[n)]
(b) Bilinearity: as before
(c) Alternation: e(P,Q) = e(Q, P)~!, for all P,Q € E[n]
(d) Non-degeneracy: If e(Py, Py) = 1 for all P, € E[n], then
pP=0
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(e) Embedding Degree: Let k be the smallest non-zero integer
such that p™* =1 mod n. Then E[n] C E(F,mx), and
therefore e( Py, Py) € Fymn for all Py, Py € E[n]

(f) Endomorphism Interaction: For all separable a €
End(E) and S,T € E[n] it holds

e(alS), a(T)) = e(S, 1)),

To keep this paper concise, we will not delve into the
construction and implementation of the Weil pairing and
instead refer the interested reader to [8]. It is important to note
that while e,, is commonly used to denote the Weil pairing for
the n-torsion subgroup, we omit this index n and instead later
on use the indices ¢ to indicate the group the pairing belongs
to.

C. Isogenous Pairing Groups

The notion of IPGs is first introduced by Koshiba and
Takashima in [3]. Through the combination of isogenies and
bilinear pairings, the authors aim to establish a framework for
constructing IBEs, where the MSK is protected via quantum-
safe isogenies and the individual messages are classically
secure through pairing cryptography.

Before delving into the concrete definition of IBE schemes
and the proposed IBE scheme using IPGs, we first formally
define IPGs and outline the fundamental security assumptions.

Definition 2.7 (Isogenous Pairing Groups, Def. 4 in [3]). IPGs
are an array of length t > 0 of tuples ( Gy, Gy, g, G, €1, d¢

together with a target group G, where (Gt7 Gt, e, GT> are
asymmetric pairing groups of prime order q with pairings

€t . Gt X(Grt — GT,

gt € Gy, isogeny ¢y : Go — Gy and g¢ = ¢(go) € Gy. For
t = 0, the isogeny ¢q is the identity function.

The IPGs’ generator (Gen'"®) generates a random instance
as follows:

Gen'™®(1%,d) — (PkIPG = ((Gu@rt,gt@uet)te[o,dpGT) ;
sk'PC = (¢t)te[d]) .
The IPGs satisfy the compatibility property:
gr = €o(90, Jo) = €:(gt; Gt) = ex(de(90), 9t) # 1,91 € Gr
for all t € [1,d), and we require G, # G for all t € [0, d].

Based on these IPGs, we can then outline the necessary
security definitions for the proposed IBE scheme. The most
fundamental one of these is the Isogeny Problem on IPG,
transferring the general isogeny problem into the setting of
IPG.

Problem 2.8 (Isogeny Problem on IPG, Def. 5 in [3]). Let
(PkIPG = ((GtaGtagtagtaet)t=0,17GT> )
sk'PC = (;51) — Gen'™5(1%1).

PKG

Alice () 1ps, _—~Bob
(2): C' = Encup, 105, (M) 4): M = Decupr k., , (C)

Figure 1. IBE Network Setup.

Given pk'PG, find sk'PC = 1.

Despite the additional inputs when compared to Problem 2.3
with Go C E1(K), Gy C E»(K), Koshiba and Takashima
claim Problem 2.8 to have no efficient quantum adversary.

III. IDENTITY-BASED ENCRYPTION

This section offers a general overview of the subject of IBE.
We provide a definition of the necessary algorithms for IBE
schemes and the IBE-related security games, as well as a brief
discussion of the concept of pre-challenge quantum security
in relation to the previously introduced IPGs.

A. Premise

The main challenge that IBE aims to overcome is the
exchange of public keys, which is a fundamental part of
traditional Public Key Infrastructures. The infrastructure of a
typical IBE system is outlined in Figure 1. Here, Alice and
Bob both retrieve the Master Public Key MPK from the PKG.
When Alice wants to send an encrypted message to Bob, she
uses Bob’s User Identity IDp,, and the MPK to encrypt the
message M. Bob can retrieve his Secret Key SKip, , from
the PKG.

Definition 3.1. An IBE scheme consists of four algorithms.

e setup: An algorithm that receives the security parame-
ter as its input and creates the MPK and MSK.

e extract: An algorithm that uses the MPK, MSK and an
Identity to generate the Secret Key corresponding to the
Identity.

e encrypt: An algorithm that uses the MPK and an
Identity to encrypt a message.

e decrypt: An algorithm that uses the MPK and a Secret
Key corresponding to an Identity to decrypt a ciphertext
into a message.

B. Security Models on IBE

In the setting of IBE, classical security notions from Public
Key Encryption (PKE) must be adapted to account for Identity-
derived keys. The traditional definitions of Indistinguishabil-
ity under adaptive Chosen Plaintext Attacks (IND-CPA) and
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Chosen Ciphertext Attacks (IND-CCA) are extended to ac-
commodate the fact that an adversary may obtain Secret Keys
for multiple Identities IDq,...,ID,, provided the challenge
Identity remains hidden. Specifically, the attacker is allowed
to query an extraction oracle O°**(ID) to obtain User’s Secret
Keys for arbitrary identities, except for the challenge Identity.
We formalize this new CPA security for IBE (ID-CPA) via the
following game-based definition:

Definition  3.2. IBE  scheme 11 =
(setup, extract,encrypt,decrypt) and a
Probabilistic  Polynomial-Time (PPT) adversary A, the
Indistinguishability under adaptive Chosen Plaintext Attack
for IBE (IND-ID-CPA) game is defined as follows:

For an

Algorithm 1 IND-ID};(x) game

Require: 1" the security parameter

I: extIDs =0
MPK,MSK < IL.setup(1*)
ID*, My, My + A9 O (ask, 1%, MPK)
b & {0,1}
Crp« « H.encrypt(MPK, ID*, M})
Y« A9 ) (guess, MPK, ID*, Cp» )
if ID* € extIDs then

return |

end if
return 1 iff b’ ==

R AN S 4

_
=4

Figure 2. IND-ID-CPA game for IBE schemes.

For completeness, we also need to define the extraction oracle:

Algorithm 2 Of*(1ID)

Require: ID the Identity to extract the Secret Key for
I: extIDs :=extIDsU{ID}
2: SKip + Il.extract(MPK,MSK, ID)
3: return SKip

Figure 3. Extraction Oracle for IBE security games.

We say that an IBE scheme has indistinguishable encryption
under adaptive Chosen Plaintext Attack if, for any PPT adver-
sary A, it holds that A’s advantage Adv(A) =: € in the suc-
cess probability, defined as Pr[IND-IDYY; (k) = 1] = 5 + ¢,
is negligible in k.

This definition can be extended to cover the IBE’s Indistin-
guishability against Chosen Ciphertext Attacks (IND-ID-CCA)
by providing the adversary with a decryption oracle, which,
like the extraction oracle, rejects any query on the challenge
Identity and ciphertext by returning L.

In addition to Indistinguishability-based (IND) notions, we
consider a weaker but still meaningful security property: One-
wayness (OW) of IBE schemes.

Definition 33. For an IBE scheme 11 =

(setup, extract,encrypt,decrypt) and a PPT
adversary A, the One-wayness under adaptive Chosen
Plaintext Attack for IBE (OW-ID-CPA) game is defined as
follows:

Algorithm 3 OW-ID}}; (k) game
Require: 1" the security parameter

I: extIDs =10
MPK,MSK < Il.setup(1¥)
1D* A9 ) (ask, 17, MPK)
ME M
Cip+ «+ Il.encrypt(MPK, ID*, M)
M« Aom(')(guess,MPK, 1D*, C1p+)
if ID* € extIDs then

return |

end if
return 1 iff M/ == M

B A R

_
e

Figure 4. OW-ID-CPA game for IBE schemes.

The extraction oracle is defined identically to the extraction
oracle in the Indistinguishability game; see Algorithm 2.

We say that an IBE scheme provides One-wayness under
adaptive Chosen Plaintext Attack if, for any PPT adversary
A, it holds that A’s advantage Adv(A) =: € in the success
probability, defined as Pr[OW-ID}1 (k) = 1] = €, is negligi-
ble in k.

Similar to the Indistinguishability scenario, the One-
wayness can be extended to cover the CCA setting by incorpo-
rating a decryption oracle. While Indistinguishability is the de
facto security standard for PKE schemes, the notion of One-
wayness is especially relevant in our context. Any encryption
scheme that satisfies One-wayness under CPA can be adapted
to provide Indistinguishability under CCA via the Fujisaki-
Okamoto transformation (FO-transform) [9]. This means that
establishing One-wayness is often sufficient for constructing
practically secure IBE schemes.

Naturally, Indistinguishability implies One-wayness: if an
adversary can recover the plaintext from a ciphertext (as in the
One-wayness game), they can also distinguish which message
was encrypted (as in the IND game). In fact, a successful
OW-ID-CPA adversary can be used as a subroutine in the
IND-ID-CPA game by running it on the challenge ciphertext
and comparing its output against the two original messages to
guess the correct bit.

C. Pre-Challenge Quantum Security

Intuitively, the pre-challenge quantum security is aimed at
protecting the MSK from quantum adversaries instead of the
actual ciphertexts. This prevents an adversary from gaining
classical access to the decryption of all ciphertexts via a
single attack on the scheme with a quantum computer. Hence,
allowing a quantum adversary to only decrypt ciphertexts
one by one and thereby speculating upon the slow speed of
introduction of powerful quantum computers. The cost of a
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single attack is assumed to be high enough to mitigate the
usefulness of early quantum machines against the scheme.

Using this assumption combined with the Decisional Bilin-
ear Diffie-Hellman (DBDH) assumption [10], one obtains the
following problem definition, used to prove the security of the
proposed IBE scheme.

Problem 3.4 (qIsog-DBDH, Def. 7 in [3]). Let A := (A1, A2)
be an adversary, where Ay is modeled as a polynomial-time
quantum adversary and Ay as a classical PPT machine. Let

(pk'PG — ((G“Gt,gt,gt,et)t:o,hGT) .
sklPS — ¢1) - GenIPG(lnvl)

be generated by the IPG setup algorithm. Then:

o Aj receives pkipe and outputs a state state < A; (pkipc)-
3
o Next, random elements o, 3,9 < F, are sampled.

o Ay receives X, for a uniformly chosen bit b & {0,1},
where Xy, X1 are defined as the following tuples

Xy = (state7 a5, 4 g%ﬁ) ’
Xy = (state, g8, ol 9%) )

with gr = eo(go, Jo) = e1(d1(90), 91) = e1(g1, G1)-

o As outputs a guess bit b' € {0,1}.

If b =V, then the adversary A = (A1, A2) wins. The
glsog-DBDH assumption then states that for any adversary A
as defined above, A’s advantage for solving the qlsog-DBDH
problem is negligible in k.

Koshiba and Takashima reduce Problem 3.4 to Problem 2.8,
to show that a cryptosystem that is provably secure under the
qlsog-DBDH assumption has no efficient adversary.

Applying the idea of pre-challenge quantum security to
the established ID-CPA and ID-CCA notions of security, we
replace the ask phase of the adversary A in the games defined
in Algorithm 1 and Algorithm 3 with the quantum algorithm
A; and the guess phases with the classical algorithm Ay. We
still assume all queries to the oracles in both phases to be only
classical queries.

IV. IBE USING IPG

Using the notion of IPGs from Section II-C, Koshiba
and Takashima introduce an IBE scheme that is supposedly
resistant to pre-challenge quantum adversaries. In this section,
we want to briefly introduce the scheme itself, alongside the
original authors’ security claims.

A. Scheme Description

Figure 5 contains the pseudocode for the implementation of
the IBE on IPGs scheme. As before, we denote with G; the
cyclic symmetric pairing groups of prime order g exponential
in x on supersingular elliptic curves over a finite field Fym.

Anonymous IBE using IPG approach

setup (1%) — (MPK,MSK):
1) Generate IPG parameters:

(kaPG — ((th(ﬁ}t’ghgt,et)t:O,laGT) )
kPG .— ¢71) - Gen'PG(lﬁal)'

2) Generate a random hash function H : F; — Gg
with F, being the space of all possible Identities
3) Output MPK := (pk'"®, H), MSK = sk'7°
extract (MPK,MSK, ID) — SKip:
1) Calculate hg := H(ID) € Gg and hy = ¢1(ho)
2) Output SKip = hy
encrypt (MPK, ID, M) — C1p:
1) Calculate hy := H(ID)
2) Generate a random exponent ( & IE‘;
3) Calculate C := §$ and z == eg(ho, jo)°
4) Encrypt the plaintext as Cp ==z - M
5) Output Crp == (C,Cr)
decrypt (MPK, SKip, Cipr) = M:
1) Calculate 2’ := ey (hy,C)
2) Obtain the plaintext as M’ :== Cr - (2/)~}
3) Output M = M’

Figure 5. Anonymous IBE against Pre-Challenge Quantum Adversaries
proposed in [3].

The correctness of the algorithm for ID == 1D’ follows from
the IPG’s compatibility property in Definition 2.7:

2 =e1(h1,C) = er(d1(ho), §3) = ex(¢1(ho), 61)°
= eo(ho, §0)° = 2.

The scheme in Figure 5 allows for the encryption of
arbitrary messages M € Iy, thus the encryption of multiple
bits. Meanwhile, the Secret Key size for each ID is just a
single element of (g, the ciphertext is the size of two elements
of Gy, and the public parameters are precisely the parameters
for two elliptic curves. Compared to the Boneh-Franklin IBE,
this is simply a doubling in size for the public parameters,
while all other parameter sizes are equally large, giving an
impression of practicality for the scheme.

B. The Original Authors’ Claims

Koshiba and Takashima provide two security claims for the
construction in Figure 5.

Claim 4.1 (Theorem 1. in [3]). The proposed IBE scheme is
Payload-Hiding against Quantum adversaries (PH-PQ) under
Chosen Plaintext Attack under the gqlsog-DBDH assumption
in the quantum Random Oracle Model.
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While the PH-PQ security closely resembles the standard
IND-ID-CPA security, there is a small distinction, in that the
adversary must not query the challenge Identity to the map-
ping hash function H (implemented as a quantum accessible
random oracle) in the pre-challenge phase. We present the
definition of PH-PQ security in the appendix of the full version
of this paper [11].

Besides Claim 4.1, Koshiba and Takashima also present
another claim on a security notion they call Anonymous-ID
(A-ID) security.

Claim 4.2 (Theorem 2. in [3]). The proposed IBE scheme is
A-ID secure against pre-challenge quantum adversaries under
the qlsog-DBDH assumption in the quantum Random Oracle
Model.

Although this notion of security has little importance in
literature for IBE schemes, we also want to provide its
definition in the appendix of the full version of this paper
[11].

Both these new notions can be put into perspective when
introducing another notion of security, namely One-way
Payload-Hiding against Quantum adversaries under Chosen
Plaintext Attack (OW-PH-PQ-CPA); see Definition 4.3.

Definition 4.3. For an IBE scheme 11 =
(setup, extract,encrypt,decrypt) and a PPT
adversary A, the OW-PH-PQ-CPA game is defined as
follows:

Algorithm 4 OW-PH-PQ{{;(x) game

Require: 1" the security parameter

I: extIDs =10
MPK,MSK < Il.setup(1¥)
D% ¢ A% 0)(ask, 1%, MPK)
M+ EF,
Cip+ «+ Il.encrypt(MPK, ID*, M*)
M + A" 0)(guess, MPK, ID*, C1p-)
if ID* € extIDs then

return |

end if
return 1 iff M == M~

B A R

—
=4

Figure 6. OW-PH-PQ-CPA game for IBE schemes.

During the pre-challenge phase, the adversary is not al-
lowed to query the challenge Identity to the hash function
H, implemented as a quantum-accessible random oracle. The
extraction oracle is defined identically to the extraction oracle
in the Indistinguishability game (see Algorithm 2) and can only
be queried classically.

We say that an IBE scheme is OW-PH-PQ secure under
adaptive Chosen Plaintext Attack if, for any PPT adversary
A, it holds that A’s advantage Adv(A) =: € in the success
probability, defined as Pr[OW-PH-PQ} (k) = 1] = ¢, is
negligible in k.

Based on the game defined in Definition 4.3, we present the

following lemmas:

Lemma 44. Let II = (setup, extract, encrypt,
decrypt) be a Payload-Hiding against Quantum adversaries
IBE scheme, i.e., for every adversary A in the PH-PQ 71 (k)
game, it holds that Adv(A) < negl(k) for some negligible
Sunction negl(-). Then it must hold for every adversary A’ in
the OW-PH-PQ 71 (k) game, that Adv(A') < negl'(k), for
some negligible function negl'(-).

Lemma 4.5. Let II = (setup, extract, encrypt,
decrypt) be an A-ID secure IBE scheme, i.e., for ev-
ery adversary A in the A-ID}7(k) game, it holds that
Adv(A) < negl(k) for some negligible function negl(-). Then
it must hold for every adversary A’ in the OW-PH-PQ /1 (k)
game that Adv(A") < negl'(k), for some negligible function
negl'(-).

We prove Lemma 4.4 and Lemma 4.5 in the appendix of
the full version of this paper [11].

Using Lemma 4.4 and Lemma 4.5, it becomes clear that
any successful attack in the OW-PH-PQ game can directly
be transformed into an attack on the claims by Koshiba and
Takashima.

Furthermore, it is clear that these security notions are
directly implied by the standard OW-ID-CPA security notions.
Any attacker breaking OW-PH-PQ security can also be directly
used to break OW-ID-CPA security. The only difference lies
in the restricted oracle accessibility for the challenge Identity
in the PH-PQ scenario, which, when lifted, does not affect the
attacker’s success probability.

We argue that the original authors’ models, by restricting
the calculation of the challenge Identity’s public key, do not
provide full practicality, as the direct calculation of a User’s
Public Key from their Identity is one of the main aspects of
IBE. In practice, the restriction posed upon the hash function
mapping the identities to public keys cannot be implemented.

Furthermore, while Koshiba and Takashima describe their
intuition of pre-challenge quantum security as the adversary
being only able to decrypt each ciphertext one-by-one, they
simply reduce this to protecting the MSK and neglect the post-
quantum security of the Users’ Secret Keys. For these reasons,
we want to extend their security analysis to the ID-CPA model
in the pre-challenge quantum adversary setting in order to shed
light on these aspects of the scheme’s security.

V. PROPOSED ATTACKS AGAINST THE IBE ON IPGs

This section will give a brief introduction to the Discrete
Logarithm Problem (DLP) on elliptic curves before outlining
different attacks in a pre-challenge quantum setting and a
classical setting.

A. Discrete Logarithm Problem on Elliptic Curves

In cryptography, one-way trapdoor functions form the basis
for modern asymmetric ciphers. While it remains unclear
whether those actually exist, several mathematically hard prob-
lems have been proposed as the foundation for such functions.
One of these problems is the DLP.

Courtesy of IARIA Board and IARIA Press. Original source: ThinkMind Digital Library https://www.thinkmind.org

Copyright (c) IARIA, 2026. ISBN: 978-1-68558-442-9



CROSS-SEC 2026 : The First International Conference on Cross-Domain Security in Distributed, Intelligent and Critical Systems

Problem 5.1 (Discrete Logarithm Problem). Let G be a group,
and let x,y € G be elements such that y is in the subgroup
generated by x. The DLP is the problem of determining an
integer such that % = y.

When working with elliptic curves, the group of points on
the curve is typically denoted as additive and the d-fold scalar
multiplication of a point P is written as [d]P. We can then
reformulate this problem for the group of points on elliptic
curves.

Problem 5.2 (Elliptic Curve Discrete Logarithm Problem).
Let E(F,m) be an elliptic curve, and let P,Q € E(Fpm) be
points such that Q) is in the subgroup generated by P. The
Elliptic Curve Discrete Logarithm Problem (ECDLP) asks to
find an integer d satisfying Q = [d]P.

To this day, the fastest known algorithms to solve the
ECDLP classically are collision algorithms such as Pollard’s
Rho [12] boasting exponential runtimes (/p for a curve group
of order ¢ in the case of Pollard’s Rho). As no efficient
classical attacks exist, the ECDLP forms the basis for many
modern cryptographic algorithms, such as ECDSA [13] and
ECDH [14] (based on a closely related hard problem).

B. Quantum Attack against the Discrete Logarithm Problem

The ECDLP can be solved efficiently on a quantum com-
puter in the same way as was shown by Shor [15] for the DLP
in multiplicative groups of cyclic groups of prime order. More
precisely, the reason is that the ECDLP reduces to an instance
of the hidden subgroup problem for finite abelian groups.
Given E(F,m) and P,Q € E(F,m) such that Q = [k]P for
some k € Z, and letting r be the order of P, the following

function hides the subgroup generated by (k, —1) € Z; x Z,.
fi 2y X Ly = E(Fpm)
(7,7) = [P+ [y]Q

As shown in [16], there is a quantum algorithm that finds a
generator of the hidden subgroup with probability at least 17%
making O(log(r)) calls to f, along with efficiently computable
quantum operations and classical post-processing that runs in
time O(log?(r)). The function f is efficiently computable
by the standard double-and-add technique, ensuring that the
overall procedure is. For an optimized way to implement f, see
[17]. Moreover, from any generator found by the algorithm, &
can be efficiently recovered.

C. Proposed Quantum Attack

We present our attack in the pre-challenge quantum OW-
ID-CPA setting (see Definition 3.3), as this not only breaks
the scheme’s pre-challenge quantum IND-ID-CPA security but
also highlights that the FO-transform is not directly applicable
to this scheme. Therefore, there exists no simple way of
achieving chosen-ciphertext security for the proposed scheme
(see Section A for the scheme’s CCA security).

For our attack, we aim to exploit the homomorphism prop-
erty of the secret isogeny ¢ : Gy — G1. As per the definition

of homomorphism, it must hold for any g € Gg,a € Z that
¢1(a - g) = a- ¢1(g). Intuitively, the attack consists of two
steps:

1) select a random Identity ID* as the challenge Identity

and generate its hash h* = H(ID*),

2) solve the ECDLP using Shor’s algorithm for some z, such

that h* = [z]go.

This might fail if h* ¢ (go), however, since Gy is cyclic of
prime order, this can only occur if gy is the neutral element
of Gg. As go is drawn at random from all ¢ € 2°(") elements
in Go during the IPGs generation, this only happens with
negligible probability. In Remark 5.3, we give an intuition
on handling this case. Once we have obtained z, it must now
also hold that if h* = [z]go then

¢1(h*) = ¢1([7]g0) = [7]¢1(90) = [7]g1-

We thus simply multiply the public g; by = and obtain the
Secret Key SKip- for ID* without having queried it to the
extraction oracle. Thus, we can select ID* as the challenge
Identity and decipher any ciphertext encrypted under ID*
classically in the post-challenge phase.

Formally, we construct a pre-challenge quantum attacker in
the OW-ID-CPA game against the scheme, as shown in the
following two algorithms. We assume Shor’s algorithm for
the ECDLP to be available as a subroutine EC DLPShor(-).
We further assume the point gg # Oy, i.e., the point gy from
the MPK is not the neutral element of Gg.

Algorithm 5 A;

Require: 1%, MPK, O°*t(-)

1 & F,

h* = H(ID*)

d + ECDPLShor(Go, go, h*)
SKip = g1

SKip+ = [d]SK1p

return ID*

AN A T

Figure 7. Pre-Challenge Quantum Adversary A;.

Remark 5.3. We want to highlight that the attack is still very
much possible if g9 = Oy: instead of using gy as the basis
for the ECDLP, we instead generate another random ID and
issue a key extraction query for this Identity. We can then use
go == H(ID) and g1 + O°*'(ID) for the attack.

The classical part of the adversary obtains the Secret Key
SKip~ from this first algorithm. The complete algorithm is
defined in Algorithm 6.

It should be evident that this adversary A = (A;,.As)
succeeds with probability PrlOW-IDi%(r) = 1] = 1 — L.
This stems from the fact that solving the ECDLP using
Shor’s algorithm for the Hidden Subgroup Problem suc-
ceeds with probability 1 — #(h*) (see Section V-B) and
ord(h*) = q since Gy is cyclic of prime order ¢ (see
Section II-C). By the correctness assumption, it must hold that
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Algorithm 6 A,

Require: MPK, O%*t(.), ID*, C1p=
10 M+ Hdecrypt(MPK, SKID* 5 CID*)
2: return M

Figure 8. Post-Challenge Classical Adversary Ag.

II.decrypt(MPK, SKip, [l.encrypt (MPK,ID,M)) = M
with probability 1. Runtime-wise, we expect the hash function,
random selection, and scalar multiplication of curve points to
run in constant time O(l) and Shor’s algorithm to run in time
O(log*(q)).

It is also noteworthy that we managed to reconstruct a key
for an arbitrary Identity without even possessing a single key-
pair ourselves, and thus without querying the extraction oracle.

We acknowledge that this attack cannot be executed in
the authors’ PH-PQ security model. Nonetheless, this attack
shows, that when provided access to the hash function H,
as would be in a practical setting, a pre-challenge quantum
adversary could reconstruct any User’s Secret Key and thus
decrypt any ciphertext addressed to them efficiently with a
classical algorithm.

D. Proposed Classical Attack

Besides the quantum algorithm breaking the scheme’s OW-
ID-CPA pre-challenge quantum security in polynomial time,
it is also possible to construct a classical adversary attacking
the scheme’s OW-PH-PQ (see Definition 4.3) security in
subexponential time and therefore challenging both claims
presented in Section IV-B. The idea here is generally the same
as for the previous attack: solve the ECDLP, reconstruct the
User’s Secret Key for the challenge Identity, and use this key to
decipher the challenge ciphertext. While the ECDLP is usually
considered to be difficult to solve using classical means, we
can exploit another property of the proposed scheme.

When working with isogenies as trapdoor homomorphisms,
one usually uses supersingular elliptic curves, as these provide
a more complex, expander-like isogeny graph, making it
quantum-hard to navigate the graph and find secret isogenies.
Furthermore, the endomorphism ring for supersingular elliptic
curves forms a non-commutative quaternion algebra, which is
also quantum-hard to compute. It is proven that finding an
isogeny between two elliptic curves is as hard as computing
their endomorphism ring [7]. Hence, the authors also propose
using supersingular elliptic curves.

Now, as we have shown that an attack against this scheme is
basically an attack against the ECDLP, we are facing another
property of supersingular elliptic curves: their embedding
degree is always k < 6, making them prone to the MOV
attack [18]: Menezes et al. present a method of reducing
the ECDLP for supersingular elliptic curves to the DLP in
2. In this setting, we are no longer restricted to the use of
collision algorithms (Pollard’s Rho), which boast exponential
runtime-complexities, but can instead use subexponential time

algorithms such as the Index Calculus method [19]. Because
of such attacks as the one presented in the following, NIST
also recommends against the usage of supersingular elliptic
curves (or curves with a small embedding degree in general)
for classical ECDLP-based cryptography [20].

The attack itself follows the same scheme as the quantum
attack in Section V-C. However, as we cannot query the chal-
lenge Identity in the pre-challenge phase for PH-PQ security,
we instead only select a random challenge Identity in the first
phase.

Algorithm 7 A4,

Require: 1%, MPK, O°®!(.)
1. ID* i}Fq
2: return ID*

Figure 9. Pre-Challenge Classical Adversary A;.

In the second phase, we then perform the same scheme of
attack as in Algorithm 5.

Algorithm 8 A,
Require: MPK, O¢!(.), ID* C1p-
1: h* == H(ID*)
d <+ MOV—DLP(GQ, 90, h*)
SKip = g1
SKipx = [d]SK1p
M + Tl.decrypt (MPK, SKp~, Crp+)
return M

AN

Figure 10. Post-Challenge Classical Adversary As.

To solve the ECDLP, instead of Shor’s quantum algorithm
for the ECDLP, we instead apply the MOV-reduction, de-
scribed in Algorithm 9.

Algorithm 9 MOV-DLP
Require: Gy of order g on curve Fy, two points g,, h* € Gg
1: Determine k, ¢ from [18, Table 1.]
: g’ <£ EO (]szk)
g = c~o7*j(g) g
s a = e4(h*,g)
B = eq(g0,9)
: « < NFS-DL(a, )
: return

Figure 11. DLP Algorithm using the MOV-Reduction.

Here, e, denotes the Weil pairing on the g-torsion group of
Ey. First, the ECDLP is reduced to the DLP in [F 2+ through
the use of the Weil pairing. We then use the Number Field
Sieve for Discrete Logarithms (NFS-DL) described in [21]
from the Index Calculus family as a subroutine to solve the
DLP in [F 2. We expect the runtime of all operations except
the NFS-DL to be in O(1), while the Index Calculus boasts a
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complexity of Lk (1/37 Y/ 64/9). Since ¢ € O(p), we can

also write this as L 2» (1 /3, 3/64/ 9), which is subexponen-
tial in the size of G for small values of k, such as those for
supersingular elliptic curves.

The algorithm has a success probability of
PrlOW-IDi% (k) = 1] = 1 — %. The algorithm
always succeeds unless ord(a) < ¢ and the probability
Prlord(a) = ¢q] = # since there are ¢(q) = ¢ — 1 many
elements of order ¢ in IF,2r and there are ¢ cosets of (go) in
Elq.

VI. CONCLUSION

In this paper, we provided detailed pre-challenge quantum
attacks in both the OW-ID-CPA setting and the OW-PH-PQ
setting on the IBE scheme based on IPGs proposed by Koshiba
and Takashima. By leveraging the fact that the scheme’s
security reduces to the ECDLP on supersingular elliptic
curves, we were able to break the scheme in polynomial time
O(k?) using quantum algorithms in the OW-ID-CPA game
and subexponential time L,2x[1/3, {/64/9], k < 6 classically
in the OW-PH-PQ game. We argue that IPGs contain an
inherent structural weakness in any (pre-challenge) quantum
scenario: the pairings used in IPGs require the use of explicit
group elements and cannot be directly applied to curves as
a whole. However, while isogenies between supersingular
elliptic curves provide quantum secure properties for cryptog-
raphy, mapping these explicit points between the isogenous
groups using isogenies does not necessarily. Since the groups
are cyclic of prime order, all the elements are related to
one another through the elliptic curve discrete logarithm, as
all elements, apart from the neutral element, are generators
of G;. Meanwhile, through the homomorphism property of
isogenies between elliptic curves, and since ord(G;) = ¢
for all t € [0,d], all the IPGs must also be isomorphic to
one another. This means any adversary capable of solving
the ECDLP can determine the relation of two public points
de(P), 0:(Q) € Gy (here we consider ¢g to be the identity
function) and thus also the relation of their origin points’
P,Q images under the isogenies ¢, in every pairing group
Gy isogenous to G;. Hence, if a single secret isogenous
point to a public point is known, every secret point in the
same group for every public point can be calculated as well
using Shor’s algorithm on a quantum computer. Classically, the
required use of supersingular elliptic curves for the isogenies
also weakens the scheme’s resistance against an attack on the
discrete logarithm in these groups significantly.
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APPENDIX

A. Another Note on CCA security

While the authors do not claim the scheme to be CCA
secure, we still want to show a trivial attack breaking the
cipher, when provided access to a decryption oracle. Notably,
we choose to present this attack in the One-way ID-CCA
setting, as breaking this weaker security notion also breaks
the Indistinguishability by implication.

We construct the following classical attacker A in the OW-
ID-CCA game:

Algorithm 10 A, ask phase
Require: 1H,MPK,Oe$t(.)’Odec(.)
1: ID* in
2: return ID*

Figure 12. Pre-Challenge Phase Algorithm for Adversary .A.

In the pre-challenge phase, we simply choose a random
Identity to attack. The challenger will then select a challenge
plaintext M* uniformly at random, encrypt it and send the
resulting challenge-ciphertext back to the adversary 4 in the
post challenge phase described in Algorithm 11.

Assuming the hash function A to run in O(1), the attack
boasts a runtime-complexity of 0(1). The attack’s correctness

Algorithm 11 A, guess phase
Require: MPK, O¢%t(.), O%¢(.), Crp- = (C*,C%)
1: hg:= H(ID*)
2. C:==C*- g1
3: QT = Cr;: : 607(h£, f]o)
4 M+ Odec((C, CT))
5: return M

Figure 13. Post-Challenge Phase Algorithm for Adversary A.

can be proven by observing the following equality:

(e1(h1,C)) ' =Crp - (61(]”&170 “g1) !

<
I

Cr
=Cr - (er(h1, 45 - 91)) " =Cr - (ex(hy,g57) ™
=Cr- (el(hlagl) ) ! C'T (e1(#1(ho), g )CH)
= 6T : (60(h0,§0)c+1) !
= C7 - eo(ho, §o) - (eo(ho, o))~
= M* - eg(ho, o) - €o(ho, go) - (eo(ho, G0)* ™) ™"
= M* - eg(ho, §o) " - (eo(ho, §o)*+1) ™" = M*.

Furthermore, all the used variables, namely hg, go, §1, are
publicly available. As we assume h; and §; to stem from
distinct groups, the bilinear pairing will never degenerate to
1. We assume that §; # (91, where (91 denotes the neutral
element of Gq, as well as e (ho, go) # l.in either case, the
original scheme would break: the first would result in g§ = g1,
therefore ey (hy,C) = e1(h1,§1) = eo(ho, Jo), which allows
the calculation of 2’ and thus M without knowledge of
¢, while the latter would directly encode Cr = M and
therefore leak the plaintext. It must then always follow, that
(C*,Cx) # (C,Cr); hence the decryption oracle never
rejects the decryption query. This attack therefore succeeds
with probability PrOW-ID{{% (1) = 1] = 1.

We acknowledge that ID- CCA- security could, in fact, be
achieved by applying modifications such as the FO-transform
[9] to the proposed scheme if it were OW-ID-CPA secure, as
shown by Boneh and Franklin in [2]; a property which we
dispute in Section V.
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Abstract—Intended interference with satellite signals, including
jamming and spoofing, has become increasingly common and
poses a growing threat to safety-critical applications. In the
automotive domain, this development creates a strong demand
for reliable and lightweight detection mechanisms that can be
deployed on standard vehicle platforms. This paper presents an
Intrusion Detection System (IDS) designed to detect such attacks
on common Global Navigation Satellite System (GNSS) receivers
in road vehicle environments. The proposed system operates as
a software solution and processes live, recorded, or simulated
navigation data streams in real time. It integrates threshold
checks, rule-based consistency analysis, and a Machine Learning
(ML) algorithm together with a score fusion method to generate
anomaly scores without requiring specialized hardware or labeled
attack data. The system is adjusted and validated using real-
world driving data combined with synthetic attack scenarios.
Experimental results demonstrate reliable detection of diverse
attack patterns while maintaining a low false positive rate under
normal driving conditions, showing the suitability of the approach
for automotive GNSS security monitoring.

Keywords-gnss; nmea; autonomous driving; intrusion detection
system; spoofing.

I. INTRODUCTION

Global Navigation Satellite System (GNSS), such as Global
Positioning System (GPS) or Galileo, are fundamental com-
ponents of modern navigation and localization applications.
They are widely used in domains like aviation, maritime
transportation, and automated driving to provide position,
velocity, and precise timing information [1, pp. 10-14]. How-
ever, the open and largely unencrypted nature of civilian
GNSS signals makes them vulnerable to cyberattacks such
as jamming and spoofing, where counterfeit signals mislead
receivers into reporting false navigation data [2]. As discussed
in previous work, manipulated GNSS data can have significant
safety, security, and forensic implications, particularly when
navigation information is blindly trusted by systems [3].

To address these threats, GNSS-specific Intrusion Detection
Systems (IDSs) have been proposed to monitor navigation
data streams and identify anomalies indicative of attacks or
system malfunctions [4]. Existing research has often focused
on maritime environments or cooperative multi receiver setups
exploiting spatial diversity. While these approaches can pro-
vide robust detection capabilities, they often require additional
hardware or infrastructure support that limits their area of

application [5]. In future autonomous driving scenarios, it will
be important to have lightweight, configurable IDSs suitable
for standard GNSS receivers commonly deployed in road
vehicles.

This paper presents a framework designed to detect anoma-
lies in National Marine Electronics Association (NMEA)-
based navigation data streams for road vehicles. The system
supports multiple input sources, including real-time data from
physical GNSS receivers, replayed historical recordings, and
simulated data generated by simulations, such as IPG Car-
Maker [6]. This design enables reproducible testing of attack
scenarios and facilitates integration into real-time applications.

Anomaly detection is performed using parallel analysis
methods. A threshold module evaluates navigation parameters
against fixed bounds obtained from Exploratory Data Analysis
(EDA) of real-world driving data. A rule-based component
checks physical and logical consistency constraints, such as
acceleration limits, velocity changes, or implausible short term
deviations. In addition, a Machine Learning (ML)-based de-
tector uses a Local Outlier Factor (LOF) algorithm to identify
outliers in the navigation parameters without requiring labeled
attack data.

The outputs of the individual detection modules are com-
bined by a score fusion mechanism that computes a total
anomaly score reflecting the presence and severity of de-
tected irregularities. This modular architecture allows for a
systematic evaluation of individual detection strategies while
remaining suitable for deployment on automotive systems with
limited computational resources.

Beyond standalone operation, the proposed IDS is intended
to serve as a component of a forensic framework. Specifically,
it is planned to be integrated into a Forensic Incident Recorder
(FIR), currently under development, which extends the func-
tionality of the Data Storage System for Automated Driving
(DSSAD) [7]. Based on the severity level reported by the IDS,
the FIR selectively triggers the recording of additional sensor
data, such as speedometer or camera information, to balance
storage constraints with forensic requirements in the event of
suspected GNSS behavior [8].

The remainder of this paper is structured as follows. Sec-
tion II reviews related work on GNSS intrusion detection.
Section III describes the collection and exploratory analysis
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of navigation data. Synthetic attack generation is presented in
Section IV, while Section V details the system architecture and
implementation. Section VI discusses the evaluation method-
ology and results. Section VII shows the system’s capabilities
and limitations, and Section VIII summarizes the findings and
outlines directions for future work.

II. RELATED WORK

Due to the increasing relevance of reliable satellite-based
navigation, a growing amount of research addresses the detec-
tion of attacks on GNSS systems. Existing approaches include
rule-based techniques as well as ML methods. However, a
substantial part of the proposed solutions focuses on maritime
applications or depends on specialized hardware. In contrast,
lightweight and modular IDS architectures suitable for road
vehicles remain underrepresented in the literature.

Amro et al. [9] propose an anomaly detection system for
NMEA messages that relies on rules identifying violations of
physical limits and timing constraints. ML methods were ini-
tially considered but discarded due to insufficient performance
caused by limited training data. In contrast, the approach
presented in this paper extends similar rule-based concepts by
incorporating an unsupervised ML layer and fusing all detector
outputs.

Boudehenn et al. [10] developed an IDS that operates on
a Raspberry Pi and processes NMEA data. Their system
employs a ML model to detect spoofing and jamming attacks.
While computationally efficient for specific attack classes, it is
tailored to maritime scenarios and relies on a single detection
mechanism, limiting its adaptability to dynamic road vehicle
environments.

Spravil et al. [11] introduced the MAritime Nmea based
Anomaly detection (MANA), which detects GPS spoofing
through the fusion of multiple consistency checks. However,
MANA relies exclusively on predefined thresholds and rules,
whereas the proposed architecture extends this concept by
integrating anomaly detection through ML as a third detector.

Lemieszewski [12] proposed a physical consistency check-
ing approach that compares the speed reported by a GNSS re-
ceiver with the vehicle’s speedometer. This rule-based method
demonstrated successful spoofing detection in real-world driv-
ing experiments but may fail for attacks that closely mimic
realistic vehicle dynamics. In contrast, the IDS in this paper
operates solely on GNSS data, enabling deployment without
dependencies on additional vehicle sensors.

The developed system addresses these limitations by em-
phasizing the use of real-world driving data for analysis and
detector calibration, complemented by controlled synthetic
manipulations. By processing GNSS data in real time and
integrating multiple detection strategies, the IDS provides a
practical solution for automotive GNSS security monitoring
without much overhead.

III. EXPLORATORY DATA ANALYSIS

An EDA was conducted to find the statistical properties of
the GNSS data and to identify feature correlations relevant for

anomaly detection. The analysis was based on 50 historical
driving recordings collected on a fixed suburban route with
a length of 71 km. The measurement drives were conducted
on the road B16 in Germany during a time window between
March and December 2025. The receiver used is the u-blox
ZED-FOR with the active antenna u-blox ANN-MB-00-00.
All drives were performed under normal operating condi-
tions without intentional interference, providing a baseline of
expected GNSS behavior. The resulting insights were used
to derive threshold values, define detection rules, and select
suitable input features for the ML detection component.

Correlation analysis of all captured, unaltered data points
revealed several strong linear dependencies among some
GNSS features. In particular, the Dilution of Precision (DOP)
metrics showed strong positive correlations. Similarly, position
uncertainty parameters, including the major and minor axes
of the error ellipse, as well as latitude- and longitude-related
standard deviations, were highly correlated with each other
and with the DOP metrics. These results were to be expected,
but must be taken into account when selecting parameters [13].

In contrast, dynamic motion features such as vehicle speed
and course exhibited only weak correlations with signal qual-
ity parameters. This indicates that motion behavior provides
independent information that is not directly influenced by the
satellite constellation quality. Consequently, these features are
suitable for detecting anomalies characterized by implausible
dynamics, such as unrealistic accelerations or abrupt direction
changes, even when signal quality indicators appear nominal.

Feature correlations play a crucial role in the selection
of inputs for the ML detector. Highly correlated features
introduce redundancy into the feature space and can negatively
affect the performance of ML algorithms [14]. To mitigate this,
only weakly or moderately correlated features were selected
for the LOF algorithm, ensuring a balanced representation of
independent behavioral and signal related characteristics.

In addition to correlation analysis, descriptive statistics of
all driving data were collected for all GNSS parameters. Mean
values, standard deviations, and percentiles were calculated
to characterize normal operating ranges. These statistics form
the base for threshold detection and help to reduce false
positives caused by normal environmental variability. The
thresholds used in the IDS are based on the data provided
by the mentioned specific hardware. Therefore, they have to
be adjusted if another GNSS receiver and antenna are used.

IV. NMEA DATA MANIPULATION

To enable systematic evaluation of the IDS, an offline GNSS
anomaly generation framework was developed that operates
directly on recorded NMEA data stored in Comma Separated
Values (CSV) format. The internal processing workflow, in-
cluding EDA and model training, is illustrated in Figure 1. By
manipulating existing recordings instead of generating fully
synthetic navigation data, realistic temporal behavior and noise
characteristics of real GNSS measurements are preserved.

In addition to offline manipulation, controlled spoofing ex-
periments were conducted in a shielding tent to study NMEA
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Figure 1. Overview of the EDA and model training process.

behavior under real spoofing conditions. Using a Software
Defined Radio (SDR), counterfeit GNSS signals with incorrect
satellite constellations were transmitted to a receiver. These
experiments revealed effects such as temporary loss of valid
navigation data, position freezes, and slow positional drifts.
Shortly after the start of spoofing, NMEA sentences often con-
tained empty or invalid fields before stable spoofed position
and time information was created by the receiver. Since this
behavior is comparatively easy to detect, offline manipulation
assumes a near-ideal spoofing scenario with smooth transitions
and no data gaps.

In the following, different effects of spoofing were applied
to the NMEA data to emulate attacks and fault conditions.
A position jump attack introduces a sudden spatial displace-
ment by shifting all NMEA sentences containing geographic
location by a constant, configurable offset starting at a defined
time. The modified coordinates are converted back into NMEA
sentences and the checksums are fitted to the new payload.

A drift attack models a drag-off spoofing scenario by
gradually increasing the positional offset over a specified
time interval. Each affected NMEA sentence is shifted by a
time-dependent fraction of the maximum configured offset of
100 m, resulting in a smooth and continuous deviation from
the true trajectory.

For a position freeze attack, all NMEA sentences containing
position information are overwritten with a fixed location equal
to the last valid position before the attack onset, while other
fields, such as time, continue to evolve normally. This ma-
nipulation emulates a receiver that appears stationary despite

ongoing movement.

Signal quality manipulation, as it may occur during jam-
ming, is realized through Signal to Noise Ratio (SNR) degra-
dation. Within a defined time window, NMEA GSV sentences
are modified by identifying satellite SNR fields and scaling
them by a configurable factor.

Finally, replay attacks are considered, representing a prac-
tical threat requiring minimal knowledge of receiver internals.
In this scenario, authentic GNSS signals are captured using an
SDR and later retransmitted. To increase realism and detection
difficulty, an advanced replay strategy is assumed in which
the captured signals are not simply replayed as captured. If
the timestamps show an earlier time than the real time, such
attacks are easy to detect because time cannot run backwards.
Therefore, the timestamps in the replayed messages are set to
the actual time, avoiding obvious temporal inconsistencies.

Together, these manipulation techniques provide a diverse
set of attack scenarios that support evaluation of the detection
capabilities of the GNSS IDS [15].

V. SYSTEM ARCHITECTURE

The developed IDS combines multiple complementary de-
tection strategies to identify spoofing and jamming anomalies.
Instead of relying on a single detection mechanism, the system
integrates thresholds, rules, and ML approaches and aggregates
their outputs in a score fusion module. An overview of the
architecture is shown in Figure 2.

If NMEA data is produced by a simulation or a real GNSS
receiver, it is usually embedded in other software. Therefore,
a Message Queuing Telemetry Transport (MQTT) client is
implemented to fetch this data from a broker, which acts as
the interface between data producing components and the IDS
itself. Reports or alerts generated by the IDS can also be sent
back to other software via the MQTT interface.

In this study, we used GNSS trace files to train and
validate the system’s capabilities. Regardless of the NMEA
data source, it is first stored in a queue for raw data. A
processing module then extracts the relevant information from
the NMEA records and places it into a separate queue for each
detector. The detectors can then retrieve the current GNSS data
from these queues and evaluate it using various methods. If a
detector identifies an anomaly, it calculates a score depending
on the severity of the anomaly. These scores are combined
into a total anomaly score, which is mapped to a continuous
severity scale ranging from O to 1, enabling graded alerting
instead of binary decisions.

A. Threshold Detection

Threshold violation detection is the simplest and most com-
putationally efficient component of the IDS. It relies on static
upper or lower bounds derived from physical constraints and
statistical properties observed during the EDA. Monitored pa-
rameters include geometry related quality indicators, position
uncertainty estimates, satellite availability, SNR, and vehicle
speed. The thresholds used in this work are summarized in
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Table I. The speed on the testing route is 100km/h, so an
alert limit of 120 km/h was chosen for an anomaly report.

For all metrics, additional overshoot thresholds are defined
to capture extremely unrealistic values. The thresholds are
defined by the extrema observed across all 50 drives, i.e., the
maximum for some parameters and the minimum for others.
Violations of these overshoot thresholds result in increased
severity contributions, indicating a higher probability of mali-
cious manipulation. Threshold checks are evaluated on a per
epoch basis at 1Hz, enabling immediate detection of very
noticeable anomalies. While this approach lacks contextual
awareness and may produce false positives in challenging
environments such as urban canyons or tunnels, it provides
an effective first line of defense.

B. Rule Detection

The rule-based detection module evaluates higher-level
physical and logical consistency constraints within the GNSS
data stream. Instead of analyzing individual parameters, it
considers temporal and relational properties. The implemented
rules are:

TABLE I. THRESHOLDS USED FOR ANOMALY DETECTION

Metric Threshold  Overshoot Threshold
PDOP > 2.03 > 22.54
HDOP > 1.13 > 19.94
VDOP > 1.71 > 22.01
RMS range > 45.0m > 135.0m
Std. major axis > 10.0m > 199.0m
Std. minor axis > 5.7Tm > 66.0m
Std. latitude > 4.0m > 109.0m
Std. longitude > 2.5m > 147.0m
Std. altitude > 6.7m > 500.0m
GPS satellites <9 <7V > 17
Mean SNR < 22.7dB < 5.0dB
SNR std. dev. < 6.2dB < 1.5dB
Max. speed > 120km/h > 160km/h

o Lack of incoming data for more than 5 seconds

o Acceleration (positive or negative) exceeding 14 m/s?

« Position jump exceeding 80 m/s

o Yaw rate exceeding 60°/s (unrealistic steering maneuver)

o Jump between two epochs in the mean SNR over all
satellites exceeding 12 dB

The threshold values were determined based on an EDA
conducted over all 50 drives, which correspond to a total
driving distance of 3,350 km.

This detector is effective at identifying structured incon-
sistencies that may not exceed individual thresholds but vio-
late expected motion or signal behavior. However, like most
deterministic approaches, it can be evaded by well-executed
gradual attacks, such as slow drag-off spoofing, that remain
within predefined limits over extended periods.

C. Machine Learning Detection

The third detector is based on ML. It uses a LOF algorithm
that learns normal system behavior by analyzing density
patterns in the parameters. The approach compares the current
20 seconds with the last 200 seconds and therefore does not
need labeled attack data.

The detector operates on a rolling window of recent GNSS
observations. Incoming epochs are evaluated at a frequency
of 5 seconds. For each evaluation cycle, the most recent data
is split into a training subset representing nominal behavior
and a smaller test subset that is assessed for anomalies. All
features are standardized based on the training data. This
sliding window enables the detector to adapt to slowly varying
environmental and operational conditions while remaining
sensitive to short term deviations.

The selected feature set contains the delta of latitude and
longitude (previous position to current location), speed, posi-
tion DOP, major axis standard deviation, number of visible
satellites, standard deviation of SNR, and the Root Mean
Square (RMS) satellite range. Strongly correlated parameters
are always represented by just one of them. By analyzing
these parameters, the LOF detector captures dependencies that
cannot be reliably addressed by threshold checks or fixed rules.
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Anomalies are identified when test samples exhibit signifi-
cantly lower local density compared to their neighborhood in
the learned feature space [16]. To reduce sensitivity to minor
fluctuations, only anomalies exceeding a predefined severity
threshold of -5.0 are reported. Detected events are then sent
to the fusion and reporting modules of the system.

The main limitation of this module is a moderate detection
latency introduced by the window-based processing, which
represents an acceptable trade-off for increased detection reli-
ability.

D. Score Fusion

The final stage of the IDS architecture is a parallel operating
score fusion module. Instead of binary decisions, the system
aggregates, weights and normalizes the outputs of all detection
layers. The fusion process produces a continuous total anomaly
score, which is mapped to a severity value between 0 and 1.
In the current implementation, an anomaly is reported when
the total score exceeds 0.5, with all parameters configurable
via a central configuration file.

This fused representation improves robustness against false
positives from individual detectors and enables a balanced
reaction strategy. Low severity anomalies trigger early warn-
ings, while high confidence events supported by multiple
detection layers escalate to critical alerts. For integration into
the planned FIR, the continuous severity score will be mapped
to discrete levels (LOW, MEDIUM, HIGH, and CRITICAL)
to control severity dependent response and data recording
behavior.

VI. VALIDATION WITH REAL WORLD DATA

The performance of the IDS is validated using real-world
driving data. Two evaluation scenarios are considered: (i) de-
tection performance under synthetic attack conditions and (ii)
false positive behavior under nominal, attack-free operation.

A. Detection Performance

As described in Section IV, synthetic spoofing and jamming
attacks are generated and injected into recorded NMEA files.
These manipulated datasets are processed by the IDS to
evaluate its ability to detect anomalous behavior.

Figure 3 shows the resulting anomaly scores for a represen-
tative drive containing different attacks. The IDS raises ele-
vated anomaly scores during attack phases, while maintaining
low scores during nominal operation outside the manipulated
intervals.

A short detection latency is observed for slow drifts and
location freeze attacks, as it is inherently difficult to distinguish
between a legitimate vehicle stop and malicious manipulation.
One false positive alert can be seen at the right border of the
graphic, caused by the fast decrease of DOP values.

B. False Positive Analysis

In addition to detection capability, false positive behavior is
a key performance metric for an IDS. To evaluate this aspect,
the system was applied to a dataset containing 50 real-world
driving runs on a rural road.
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Figure 3. IDS anomaly total and per component scores during different
spoofing and jamming attacks. Blue marks show the phases of attack.
Orange marks show detected anomalies. From left to right the attacks are:
position jump, slow drift attack, location freeze attack, jamming (SNR
drop), replay attack.

Figure 4 presents the anomaly scores for the same route
shown in Figure 3, but without injected attacks. The IDS main-
tains low anomaly scores throughout the drive, with only one
single false alert observed, showing robustness during normal
operation while remaining sensitive to abrupt inconsistencies.

For a systematic analysis, all driving runs were evaluated.
Since the dataset contains no synthetic attacks, all detected
anomaly events are treated as false positives. Consecutive
anomaly alerts are counted as a single event until the system
reports a normal state at least once. Each driving run comprises
approximately 4000 GNSS epochs with 1 Hz sampling and a
distance of 71 km.

TABLE II. PERFORMANCE OF THE GNSS IDS EVALUATED ON 3550 KM

OF DRIVES.
Metric False positives per hour
Mean false positive rate 2.27
Median false positive rate 1.80
Maximum false positive rate 10.80

As shown in Table II, the system exhibits low false positive
activity under normal conditions, with less than three events
per hour on average. Analysis of runs with higher rates indi-
cates that false positives are primarily caused by degradations
in GNSS signal quality. The Table III contains the individual
features and detectors that were most frequently involved in
false-positive anomaly alerts. In total, 126 alerts were raised
over all test drives. Within these, the threshold validation of
the mean SNR was involved in 54 of them.
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Figure 4. IDS anomaly scores under normal driving conditions without
attacks.

TABLE III. MOST FREQUENT CAUSES OF FALSE POSITIVE EVENTS
ACROSS ALL ATTACK FREE RUNS.

Detector and Feature Occurrences
Threshold: mean SNR 54
LOF: RMS range 52
LOF: major axis position error 51
LOF: Position DOP 47
Threshold: RMS range 41

These results indicate that the system achieves a good
balance between detection sensitivity and robustness against
false alerts. While near perfect synthetic attacks are reliably
detected, the false positive rate remains low under real-world
driving conditions.

VII. DISCUSSION

Overall, the results show several practical challenges in the
implementation of an IDS for navigation data. For example,
rapid degradations of SNR or DOP values are not always as-
sociated with malicious interference. These effects frequently
occur with specific road segments, such as loops, bridges,
or forests, where signals are shadowed by obstacles. This
behavior shows the importance of considering environmental
influences when interpreting anomaly detections.

During the adjustment of the system’s parameters, one task
was the removal of the satellite SNR standard deviation from
the rule-based detector. This feature is naturally correlated with
the mean SNR which leads to simultaneous violations of both
rules during signal degradations. As a result, these correlated
reactions significantly increased the false positive rate.

By removing the standard deviation rule, the overall median
false positive rate was reduced from 2.52 to 1.80 events
per hour. However, this improvement came at the cost of
reduced sensitivity in the jamming attack scenario. The overall
severity score during this attack decreased from 1.0 to 0.7.
This is still enough to raise an alert, but with a less clear
statement. This illustrates the problematic trade-off between
maximizing attack detection and maintaining an acceptable
false positive rate. An alternative approach to handling SNR
false positives could be the use of temporal gradient features.
In particular, the rate of change of the SNR may provide a
more discriminative indicator for abrupt interference events
such as jamming while being less sensitive to naturally low
but stable signal conditions.

The results further suggest that adding contextual informa-
tion could help reduce false positives. For example, the use of
digital maps with known influencing objects such as bridges,
dense vegetation, or urban structures could allow the IDS to
adapt its sensitivity locally. Such context-aware mechanisms
could reduce alerts caused by predictable, non-malicious signal
degradations without globally lowering detection rates.

It is also noteworthy that conventional performance metrics,
such as the F1 score, were not applied in this study. This
decision was made because it typically requires reliable ground
truth for attacks, which is not available for real-world driving
data. Instead, the false positive rate per fixed driving distance
under normal conditions was chosen as the primary robustness
metric. This approach provides more meaningful insight into
system behavior in a real-world environment where attacks are
rare and unknown, but too many false alerts can significantly
limit practical usability.

VIII. CONCLUSION AND FUTURE WORK

The presented anomaly detection system for road vehicle
environments operates on standard NMEA data. While the
detection of anomalies works well, there are still a small
number of false positives in data without attacks. Therefore,
future work will focus on incorporating contextual informa-
tion, such as additional vehicle dynamics, to verify plausible
motion. Another promising concept is the integration of map
and environmental data to further reduce these false positives
and improve robustness against highly sophisticated spoofing
attacks.
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Abstract—Ceritical vulnerabilities with Common Vulnerability
Scoring System scores of 9.0 or higher pose severe risks
to organisations’ information systems. Timely detection and
remediation are essential to minimise economic and reputational
damage from cyberattacks. This paper provides a thorough
analysis of the identification and resolution timelines of such
critical vulnerabilities. A mixed-methods approach is employed,
integrating quantitative data from global vulnerability databases
analysing 245,456 Common Vulnerabilities and Exposures records
spanning from 2009 to 2024, of which 12.8 % were critical, with
qualitative case studies of notable incidents. This methodical
combination of quantitative and qualitative data sources enables
the identification of patterns and delay factors in vulnerability
management. The findings indicate significant delays in public
disclosure and patch deployment, influenced by industry-specific
factors, resource availability and organisational processes. The
paper concludes with a series of actionable recommendations to
improve the efficiency of vulnerability responses. Despite faster
disclosure, the remediation gap for critical vulnerabilities remains
a systemic risk, driven by organisational inertia and system
complexity.

Keywords-critical vulnerabilities; vulnerability detection time;
vulnerability management; patch management.

I. INTRODUCTION

The increasing digitisation and interconnectivity of organ-
isations and critical infrastructures has led to a growing threat
landscape dominated by cyberattacks. Information security
constitutes a central component within contemporary corporate
strategies, with the objective of preserving the integrity,
availability, and confidentiality of data. The standardised
identification and documentation of security vulnerabilities is
facilitated by the Common Vulnerabilities and Exposures (CVE)
system [1]. The assessment of vulnerabilities is conducted
through the utilisation of the Common Vulnerability Scoring
System (CVSS), a method that employs a scale ranging from
0 (lowest) to 10 (highest) to evaluate the severity of the
vulnerabilities identified [2]. Vulnerabilities that receive a score
of 9.0 or higher are designated as critical, given the substantial
risks they pose to the affected systems.

Despite the implementation of established security processes,
the timely detection and remediation of critical vulnerabilities
remain challenging. The failure to disclose vulnerabilities or
the failure to deploy patches in a timely manner can expose
organisations to significant risks of exploitation, resulting
in financial losses, operational disruptions and reputational
damage [3][4]. Notable incidents, such as the Log4Shell
vulnerability, have underscored the pressing need for effective
and efficient vulnerability management [5]-[7].

The present study investigates the speed and efficiency of
identifying and remediating critical vulnerabilities, focusing
on those with CVSS scores of 9.0 or above. It synthesises
quantitative analyses of vulnerability data from global databases
spanning 2009 to 2024 with qualitative case studies of major
security incidents. The objective of this study is to identify
the factors that contribute to delays in vulnerability response
and to provide actionable recommendations for improving the
resilience of IT infrastructures against critical security threats.

This study provides a long-term analysis of critical vul-
nerabilities (CVSS > 9.0) across 245,456 CVE records over
a period of 16 years (2009 to 2024). Contrary to previous
studies, this research combines large-scale quantitative analysis
with qualitative case studies of major incidents (Heartbleed,
EternalBlue, and Log4Shell) to identify systemic delays in
vulnerability remediation and examines sector-specific patch
patterns across more than 20 industries, thus providing practical
insights for the prioritisation of vulnerability remediation in
the context of limited security resources.

The structure of this paper is as follows: Section II provides
a comprehensive review of the extant literature on vulnerability
management and scoring systems. Section III delineates the
research methodology. The fourth section of this text presents
the results of the data analyses and case studies. The subsequent
section, Section V, discusses the implications of these findings.
Finally, Section VI concludes with a summary and suggestions
for future research.

II. RELATED WORK

Research on software vulnerabilities has addressed the
subjects of detection, severity assessment, and remediation.
CVSS a widely utilised numerical classification system for
vulnerability criticality, which serves to guide the prioritisation
of remediation efforts [2][8]. Service Level Agreements (SLAs)
have been proposed as a means of defining remediation
timelines. It is recommended that critical vulnerabilities be
addressed within days to weeks [9][10].

Empirical studies have analysed vulnerability lifecycles,
management frameworks, open-source processes, and metrics,
such as mean time to remediate and disclosure-to-patch
delays [11][12]. The extant literature consistently highlights
challenges in the timely remediation of issues, which are
influenced by system complexity, organisational readiness, and
resource constraints.

Research focusing explicitly on critical vulnerabilities re-
ports that, despite improvements in disclosure speed, patch

Courtesy of IARIA Board and IARIA Press. Original source: ThinkMind Digital Library https://www.thinkmind.org

Copyright (c) IARIA, 2026. ISBN: 978-1-68558-442-9

18



CROSS-SEC 2026 : The First International Conference on Cross-Domain Security in Distributed, Intelligent and Critical Systems

TABLE 1. RELATED WORK ON CVE/CVSS ANALYSIS (2009 TO 2025)

Year Title Author(s) Topics

2019 Practical patch management and ~ S. Alexiou Patch SLAs, remediation
mitigation timelines [10]

2022 Guide to enterprise patch man- M. Souppaya, K. Scar- MTTR metrics, enterprise patch-
agement planning fone ing [11]

2025 To patch or not to patch J.R.C. Nurse Patching motivations,

organisational challenges [12]
2025 The secret life of CVEs P. Przymus et al. CVE lifecycle analysis [13]
2025 Out of sight, still at risk P. Przymus et al. Transitive vulnerabilities, Maven

ecosystem [14]

deployment often lags behind, thereby extending exposure
windows and exploitation risk [13][14]. Despite the existence
of regulatory and sector-specific guidelines that advocate for
faster responses, the efficacy of patching varies across sectors
and vendors.

Key studies on vulnerability management and CVE lifecycles
have been summarised in Table I. Whilst the extant literature
provides insights into patching processes and vulnerability
lifecycles, none offer a long-term (2009 to 2024) analysis
focused on critical vulnerabilities (CVSS > 9.0) across sectors,
combined with qualitative case studies of high-impact incidents.
The present study addresses this gap by integrating large-scale
quantitative data with detailed case analyses to uncover patterns,
delays, and factors unique to the highest severity vulnerabilities.

III. METHODS

The present study employs a mixed-methods approach
in order to comprehensively analyse the identification and
remediation processes of critical security vulnerabilities. The
methodology integrates quantitative analysis of vulnerability
data with qualitative case studies to gain both breadth and
depth of understanding.

The quantitative component employs data from recognised
vulnerability databases, namely the National Vulnerability
Database (NVD) and the MITRE CVE database [15][16]. The
data were obtained from the official NVD JSON 2.0 feeds (as
of 28 May 2025) and MITRE CVE list downloads (as of 20
May 2025). The datasets were processed using Python scripts
(e.g., pandas, json) to filter vulnerabilities with CVSS base
scores of > 9.0, to calculate temporal metrics (e.g., days from
reservation_date to published and to lastModifiedDate as patch
proxy), and to aggregate results by year, assignee (assigners),
and sector.

The analysis encompasses 245,456 CVE records registered
between January 2009 and December 2024, of which 31,430
(approx. 12.8 %) were classified as critical with CVSS base
scores of 9.0 or higher. Two primary temporal dimensions
were examined: the duration from CVE reservation to public
disclosure, and the duration from disclosure to patch availab-
ility (approximated using database modification timestamps).
Statistical analysis was conducted to examine these timelines,

identify trends and patterns over time, and reveal discrepancies
across industry sectors and software categories.

The qualitative element of the study comprises in-depth case
studies of notable security incidents, including the Heartbleed,
EternalBlue, and Log4Shell vulnerabilities [6][17][18]. The
case studies presented offer insights into the challenges
encountered by organisations in the field of vulnerability
management, including issues, such as delays, organisational
factors, and best practices in mitigation.

The integration of quantitative and qualitative data facilitates
cross-validation and more profound interpretation of results.
Quantitative findings reveal statistical trends and potential delay
factors, while qualitative analysis contextualises these findings
within actual incident scenarios and management practices.

The process of data validation entailed several key steps.
Firstly, database entries were subjected to rigorous cross-
checking. Secondly, the results were meticulously compared
with existing literature to ensure the reliability of the findings.
Finally, consistency was maintained throughout all analysis
phases. This integrated approach facilitates the development
of pragmatic recommendations that are designed to enhance
the efficiency and effectiveness of critical vulnerability man-
agement.

IV. RESULTS

The analysis encompasses vulnerability data from 2009 to
2024, with a particular emphasis on critical vulnerabilities
that have a severity score of 9.0 or higher. The results
of the study reveal three primary dimensions of interest:
detection and publication timelines, patch availability delays,
and organisational or sectoral variation in response times.

A. Detection and Publication Timelines

The total number of registered vulnerabilities increased
substantially over the study period, particularly after 2016
when the CVE assignment process was expanded through the
introduction of CVE Numbering Authorities (CNAs) [19][20],
as illustrated in Figure 1.

In this context, “registrations” denote the initial allocation
of a CVE ID by MITRE or designated CNAs upon internal
vulnerability reporting, prior to public disclosure [21][22].
“Publications” refer to the subsequent public release of detailed
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vulnerability information in databases, such as MITRE and the
NVD, making it visible to the global security community [21]-
[23].
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Figure 1. Annual distribution of CVE registrations (2009-2024). Orange bars
represent total no. of CVEs, while blue bars show no. of critical
vulnerabilities.

This phenomenon resulted in a marked increase in the
publication of vulnerabilities in 2017 and again during the
period of the pandemic caused by the virus known as SARS-
CoV-2 (2020-2021), when working remotely and accelerated
digitisation led to a greater number of exposed systems (cf.
Figure 2).
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Figure 2. Annual distribution of CVE publications (2009-2024). Orange bars
represent total no. of CVEs, while blue bars show no. of critical
vulnerabilities.

The proportion of critical vulnerabilities remained relatively
stable throughout the observation period at approximately
12.8% of all registered CVEs, with a peak of 2,589 cases
recorded in 2020. As illustrated in Figure 3, the average
time from CVE reservation to public disclosure has decreased
dramatically, from over 400 days in 2013 to approximately
33 days in 2024.

Notably, while critical vulnerabilities were published signific-
antly faster than the overall average in earlier years (e.g., 57 vs.
105 days in 2009), this gap has virtually disappeared in recent
years, indicating that systematic improvements in disclosure
processes now benefit all vulnerability severity levels equally.
This convergence represents a positive development in the
CVE ecosystem. Nevertheless, the CVSS remains essential
for severity classification and prioritisation, particularly when
organisations face resource constraints or must process large
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Figure 3. Average time from CVE reservation to public disclosure
(2009-2024). Orange bars represent all CVEs, while blue bars show critical
vulnerabilities.

numbers of vulnerabilities simultaneously, making it advisable
to address critical issues first.

Our investigations also revealed that the time between regis-
tration and publication of a vulnerability varies considerably.
While in some cases, assigners published registered CVEs
on the same day (duration 0days), in other cases it took up
to several years. Of course, the reasons for these enormous
differences in time are not apparent from the data available
to us. In cases where the time span is very short, immediate
publication is usually due to already known or simultaneously
published vulnerabilities that were subsequently assigned a
CVE ID. However, short time spans also indicate that some
organisations appear to have particularly efficient processes
in place, possibly automated disclosure procedures or internal
Standard Operating Procedures (SOPs) that prioritise rapid
publication. Long durations do not automatically mean that
poor work was done in these cases. Reasons for this can
also include complex coordination processes, late discovery
of the actual impact, or subsequent publication of confidential
vulnerabilities [23][24].

Notably, none of the assigners have an average publication
time of Odays for critical CVEs. This indicates that critical
vulnerabilities are always subjected to at least a brief review
before they are made public. Furthermore, it can be observed
that the longest average delay for critical CVEs (approx.
850days) is significantly shorter than for all CVEs (over
2,300days). This suggests that critical vulnerabilities are
generally processed and published more quickly, even when
delays occur. At the same time, the data shows that the variance
in duration for critical CVEs is lower, suggesting increased
process standardisation or prioritisation.

B. Time to Patch Availability

Patch deployment analysis demonstrates that turnaround
times are both longer and more variable than those observed
in the publication phase. The mean time to release a patch for
general vulnerabilities was approximately 1,732 days (median:
1,335 days), whereas for critical vulnerabilities it was around
2,024 days (median: 1,668 days).
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Figure 4. Cumulative distribution of time to patch availability (2009-2024).

The curves show the percentage of CVEs patched within a given timeframe.

Mean values: approximately 1,732 days (all CVEs) and 2,024 days (critical
CVEs).

Figure 4 illustrates the cumulative distribution of time to
patch availability across the entire observation period. Notably,
50% of all CVEs received patches within 1,335 days of
disclosure, while 90 % were patched within 4,054 days. For
critical vulnerabilities, the corresponding values were 1,668
and 4,689 days. The distribution demonstrates that despite
prioritisation efforts, critical vulnerabilities exhibit longer
remediation times on average than the general population, likely
reflecting the increased complexity and coordination require-
ments associated with high-severity issues. The highly skewed
distribution, with substantial differences between median and
mean values, indicates that while the majority of vulnerabilities
are addressed within reasonable timeframes, a significant tail
of delayed patches persists across both categories.

Despite the improvements that have been made, no consistent
or significant difference has been demonstrated between critical
and non-critical issues with regard to patch completion times,
as can be seen in Figure 5. The apparent improvement in recent
years should be interpreted with caution due to right-censoring:
vulnerabilities from 2022 onwards have had less opportunity
to exhibit extended patch delays, and currently unpatched
vulnerabilities are not represented in these measurements.

Many organisations implement release cycles that are similar
across all severity levels. The phenomenon of extended
exposure periods can be attributed to various factors, including
the increasing complexity of systems, the presence of legacy
dependencies, constraints in resources, and the incomplete
automation of processes. However, between 2020 and 2024, an
observable acceleration occurred, suggesting stronger regulatory
and procedural pressure on vendors.

C. Organizational and Sectoral Variations

There are notable disparities between different assignees
(assigners). It is evident that certain entities, including special-
ised security platforms and prominent open-source providers,
attained a median patch time of less than five days. This
is indicative of sophisticated automation and continuous
integration processes. In contrast, slower assigners — which

T T T T T T T T I—————T—

6,000 |- All CVEs ||

> ..

B —@— Critical CVEs

=

=

5 L

> 4,000 |- T -

< T

=

Q

2

<

A

£ 2,000 |-

w2

>

<

)
1 Y N
DO = N M IO O~ 00O N M
O = = o H H H = = = = AN NN
S 0O 00000000000 boo
N AAAAAAAAAAAITITTXN

Year

Figure 5. Patch availability for all CVEs and critical CVEs (2009-2024). The

average, minimum and maximum durations are specified for each year. In the

trend lines, the orange line indicates all CVEs, while the blue line indicates
critical CVEs.

were often commercial software vendors — exhibited median
delays of between 2,000 and 4,000 days (cf. Figure 6).

Sectors were assigned by mapping CVE assigners to
primary industry classifications using a reproducible, rule-
based keyword matching on assigner names, with overlaps
between sectors (e.g., Open Source, Commercial Software,
Web & Content Management) resolved through a predefined
prioritisation order. While this heuristic facilitates large-scale
mapping, multi-sector entities and evolving business models
may introduce classification uncertainties.

TABLE II. NUMBER OF ALL AND CRITICAL CVES BY SECTOR.

Sector All CVEs  Critical CVEs
Cloud & Hosting 3700 263
Commercial Software 41583 4658
Consulting & Research 82386 15744
Consumer Electronics 55 9
Education & Non-Profit 33 4
Finance & Insurance 66 2
Hardware 13474 1276
Healthcare 22 10
Industrial & IoT 2493 308
Open Source 28699 2751
Other 51873 4055
Platforms & DevOps 108 1
Security Vendors 7249 848
Telecommunication & Net- 13620 1476
working

Web & Content Manage- 95 25
ment

While sample sizes vary considerably across sectors
(Table II), the median-based analysis remains robust for
identifying general remediation patterns, with smaller sectors
(e.g., Healthcare, n = 22) providing indicative trends rather
than definitive benchmarks.
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Figure 6. Median time to patch availability by sector (2009 to 2024). Sectors are sorted by overall patch performance (all CVEs). Orange bars represent all
CVEs, while blue bars show critical vulnerabilities, revealing significant performance disparities across industries.

A further indication of this is provided by a comparison of
performance across different sectors, which shows that open-
source communities and cloud providers generally remediate
faster than traditional industries, such as commercial software
or hardware manufacturing. It is particularly evident in the
healthcare, energy, and telecommunications sectors that there is
a tendency for shorter patch cycles, which is likely attributable
to the presence of more stringent legal and compliance
requirements [25][26].

D. Case Study Insights

The quantitative findings are reinforced by qualitative case
studies of three landmark critical vulnerabilities (CVSS > 9.0),
illustrating real-world manifestation of detection, disclosure,
and remediation patterns observed across the 2009-2024 dataset.

The Heartbleed vulnerability (CVE-2014-0160), which was
discovered in OpenSSL in April 2014, enabled attackers to
read up to 64 KB of server memory, with the potential to
expose private keys, passwords and session data for millions
of systems worldwide [17]. Despite the rapid provision of
patches within two days, the delays between disclosure and
remediation in the affected companies averaged more than
six months. This was due to widespread dependency on the
open-source library and lack of automated detection tools.
This case study highlights the challenges associated with the
“last mile” of patch deployment, emphasising the necessity for
dependency scanning and automated updating within open-
source ecosystems to mitigate prolonged exposure windows,
which align with the quantitative medians (1,668 days for
critical CVEs).

EternalBlue (CVE-2017-0144), which was exploited in the
WannaCry ransomware of May 2017, targeted Windows SMBv1
protocol flaws, affecting unpatched Windows systems globally
and causing damages in excess of $4 billion [18]. Microsoft
released a patch in March 2017 (pre-disclosure), yet six months
post-disclosure, 20 % of organisations remained vulnerable,
thereby amplifying the subsequent ransomware outbreak. The
incident demonstrates the protracted nature of remediation
processes in commercial software sectors, extending beyond the
established quantitative averages. This emphasises the necessity
for regulatory mandates to enforce patch SLAs in critical
infrastructures, such as healthcare and telecommunications.

The Log4Shell vulnerability (CVE-2021-44228), which was
disclosed in December 2021 in Apache Log4j, enabled remote
code execution via malicious logging inputs. This had a
significant impact on more than 3 billion devices and triggered
immediate zero-day exploits [S]—[7]. Patches were issued within
days; however, full remediation took weeks due to supply-chain
propagation and configuration complexity, with global adoption
lagging as documented in BSI warnings [6]. This finding
underscores the existence of persistent organisational delays,
thereby signifying the necessity for continuous vulnerability
management as opposed to periodic scans, as evidenced by the
study’s comprehensive patterns.

The collective analysis of these cases serves to reinforce the
quantitative patterns identified, thereby illustrating how tech-
nical complexity, organisational inertia, and sectoral variations
collectively drive the remediation gaps.
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V. DISCUSSION AND EVALUATION

The results of this study highlight both significant progress
and persistent structural challenges in the management of
critical software vulnerabilities.

Over the period under scrutiny, the time lag between
CVE reservation and public disclosure decreased significantly,
reaching an average of approximately 33 days in 2024. This
phenomenon points to an enhancement in the coordination
and responsiveness of the global vulnerability management
ecosystem. The expansion of the CNA programme and en-
hanced collaboration between security researchers, vendors,
and vulnerability databases have likely contributed to this
acceleration [19][27]. The acceleration of disclosure processes
has been demonstrated to increase transparency and enable
organisations to initiate defensive measures earlier.

Despite these improvements, the findings demonstrate that
faster disclosure does not necessarily lead to faster remediation.
The analysis indicates that remediation timelines persistently
exceed expectations and demonstrate considerable variability,
with a median duration of 1,668 days for critical vulnerabilities.
This discrepancy underscores a systemic "last-mile" problem
in vulnerability management, where the primary bottleneck
shifts from vulnerability discovery to the development and
deployment of patches [10].

The existence of this discrepancy can be attributed to a
number of factors. In the contemporary context, software
systems frequently employ complex dependency chains and
interconnected components, a factor that has been shown to
complicate the processes of patch development and testing.
Moreover, organisational constraints, such as limited resources,
operational risks associated with updates, and fragmented asset
inventories, have the potential to delay patch deployment,
particularly in large or legacy environments.

Sectoral comparisons provide further support for these
observations. It is evident that open-source ecosystems and
cloud-based platforms frequently demonstrate a higher level
of responsiveness, largely attributable to the utilisation of
automated development pipelines and continuous integration
practices. Conversely, traditional commercial vendors character-
istically implement more extended release cycles. It has been
demonstrated that regulated sectors, including but not limited
to healthcare and telecommunications, exhibit accelerated
remediation, a phenomenon that is presumably precipitated
by regulatory incentives.

Case studies, including those of Heartbleed, EternalBlue
and Log4Shell, illustrate that even when patches are released
promptly, organisations frequently require a considerable
amount of time to identify affected systems and deploy updates
across complex infrastructures. The findings emphasise that
effective vulnerability mitigation is contingent not only on
vendor response, but also on organisational preparedness and
the implementation of mature patch management processes.

The findings indicate an enhancement in vulnerability man-
agement with regard to transparency and disclosure efficiency.
Nevertheless, the extended remediation timelines underscore

a persistent "last-mile" issue in the implementation of patch
deployment. In order to address this challenge, it is necessary
to implement not only faster vulnerability reporting but also
improved automation, better asset visibility, and more mature
patch management processes within organisations.

VI. CONCLUSION AND FUTURE WORK

The present study examined the processes of detection,
disclosure, and remediation of critical vulnerabilities that had
severity scores of nine or higher. Integration of data-driven
analysis and qualitative case evaluations enabled identification
of both structural improvements and persistent challenges in
contemporary vulnerability management.

The findings indicate that global disclosure timelines have
become considerably reduced, signifying a maturation of the
ecosystem of coordinated vulnerability reporting and enhanced
cross-organisational communication [24][27]. Nevertheless, the
remediation phase continues to demonstrate deficiencies, with
notable heterogeneity in patch release times across software
vendors and sectors. These delays, frequently attributable to
resource constraints, legacy dependencies, and fragmented
responsibilities, result in organisations remaining vulnerable
for extended periods following the disclosure of vulnerabilit-
ies [10].

This work contributes to extant research by quantifying
the systemic inefficiencies that persist despite procedural
advances. It is also important to note that effective vul-
nerability management is not just a technical problem, but
also a governance challenge [25]. In order to address this
challenge, there is a need for synchronised policy, automation
and human expertise. Organisations that actively integrate
regulatory frameworks, establish prioritised workflows and
mandate security accountability are better positioned to reduce
the window between discovery and mitigation.

From an applied perspective, this study underscores the neces-
sity for organisations to accord priority to critical vulnerabilities
(CVSS > 9.0) through the implementation of established SLAs
(cf. Section II) and sector-specific strategies (Subsection IV-C),
while concomitantly addressing systemic remediation delays
that have been identified across the period 2009 to 2024 (see
Figures 4, 5, 6), particularly in commercial software sectors
that require a longer timeframe to remediate (cf. Figure 6).

In future research, the exploration of machine learn-
ing—driven models, such as exploit prediction scoring sys-
tems, in the refinement of prioritisation in dynamic threat
environments is recommended. Further investigation into the
following areas would be of use in attempting to bridge the
gap between awareness and action: automated remediation
pipelines; CI/CD-integrated patching; and multi-source vulner-
ability aggregation [28]. Furthermore, emerging paradigms,
such as exposure management and zero-trust architectures
offer promising frameworks for the unification of vulnerability
management across hybrid infrastructures.

The study indicates that, while the speed of identifying
and publishing critical vulnerabilities is improving, sustainable
cybersecurity resilience depends on transitioning from reactive
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vulnerability management to proactive, continuous exposure
governance.

ACKNOWLEDGEMENT

The present paper is founded upon Lena’s Master Thesis,
which was conducted at the Faculty of Computer Science and
Electrical Engineering, Kiel University of Applied Sciences.

(1]

(2]

(3]

(4]

(3]

(6]

(7]

(8]

(9]

[10]

(11]

REFERENCES

MITRE Corporation, “Frequently asked questions (fags) - what
is cve?”, Accessed: 2026-03-14. [Online]. Available: https:
/Iwww.cve.org/ResourcesSupport/FAQs.

National Institute of Standards and Technology (NIST), “Vul-
nerability metrics”, Accessed: 2026-03-14. [Online]. Available:
https://nvd.nist.gov/vuln-metrics/cvss#.

Ponemon Institute, “Cost of a data breach report 2024, 2024,
Accessed: 2026-03-14. [Online]. Available: https://table.media/
wp - content/uploads/2024/07/30132828/Cost- of - a- Data-
Breach-Report-2024.pdf.

Bundesamt fiir Sicherheit in der Informationstechnik, “The state
of it security in germany in 2023 (original title in german: Die
Lage der IT-Sicherheit in Deutschland 2023)”, 2023, Accessed:
2026-03-14. [Online]. Available: https://www.bsi.bund.de/
SharedDocs/Downloads/DE/BSI/Publikationen/Lageberichte/
Lagebericht2023.pdf.

National Institute of Standards and Technology (NIST), “CVE-
2021-44228 detail”, Accessed: 2026-03-14. [Online]. Available:
https://nvd.nist.gov/vuln/detail/CVE-2021-44228.

Bundesamt fiir Sicherheit in der Informationstechnik, “Critical
vulnerability published in log4j (cve-2021-44228) (original
title in german: Kritische Schwachstelle in log4j veroffent-
licht (CVE-2021-44228))”, Accessed: 2026-03-14. [Online].
Available: https : / / www . bsi . bund . de / SharedDocs /
Cybersicherheitswarnungen/DE/2021/2021 - 549032 - 10F2.
pdf?__blob=publicationFile&v=5.

CrowdStrike Intelligence Team, “Log4j2 vulnerability
"logdshell" (CVE-2021-44228), 2021, Accessed: 2026-03-14.
[Online]. Available: https :// www . crowdstrike . com / en -
us / blog / log4j2 - vulnerability - analysis - and - mitigation -
recommendations/.

Forum of Incident Response and Security Teams (FIRST),
“Common vulnerability scoring system v4.0 — user guide”,
Accessed: 2026-03-14. [Online]. Available: https://www.first.
org/cvss/v4.0/user-guide.

Bundesamt fiir Sicherheit in der Informationstechnik (BSI),
“OPS.1.1.3: Patch and change management (original title in
german: OPS.1.1.3: Patch- und Anderungsmanagement)”, 2021,
Accessed: 2026-03-14. [Online]. Available: https://www.bsi.
bund.de/SharedDocs/Downloads/DE/BSI/Grundschutz/IT-GS-
Kompendium_Einzel_PDFs_2021/04_OPS_Betrieb/OPS_1_
1_3_Patch_und_Aenderungsmanagement_Edition_2021.pdf?
__blob=publicationFile&v=2.

S. Alexiou, “Practical patch management and mitigation”,
ISACA Journal, vol. 2019, no. 3, pp. 1-6, 2019. Accessed:
2026-03-14. [Online]. Available: https://www.isaca.org/
resources /isaca - journal /issues /2019 / volume - 3 / practical -
patch-management-and-mitigation.

M. Souppaya and K. Scarfone, “Guide to enterprise patch
management planning: Preventive maintenance for technology”,
National Institute of Standards and Technology (NIST), Tech.
Rep. NIST SP 800-40 Rev. 4, 2022. Accessed: 2026-03-
14. [Online]. Available: https://nvlpubs.nist.gov/nistpubs/
SpecialPublications/NIST.SP.800-40r4.pdf4.

[12]

[13]

(14]

[15]

[16]

(17]

[18]

(19]

[20]

[21]

(22]

(23]

[24]

[25]

[26]

[27]

(28]

J. R. C. Nurse, “To patch or not to patch: Motivations,
challenges, and implications for cybersecurity”, 2025, Accessed:
2026-03-14. [Online]. Available: https://arxiv.org/pdf/2502.
17703.

P. Przymus, M. Fejzer, J. Nargbsk and K. Stencel, “The secret
life of cves”, arXiv preprint, 2025. Accessed: 2026-03-14.
[Online]. Available: https://arxiv.org/pdf/2504.03863.

P. Przymus, M. Fejzer, J. Narebsk, K. Rykaczewski and K.
Stencel, “Out of sight, still at risk: The lifecycle of transitive
vulnerabilities in maven”, arXiv preprint, 2025. Accessed: 2026-
03-14. [Online]. Available: https://arxiv.org/pdf/2504.04803.
National Institute of Standards and Technology (NIST), “NVD
data feeds - JSON 2.0 feeds”, 28th May 2025, Accessed: 2026-
03-14. [Online]. Available: https://nvd.nist.gov/vuln/data-feeds.
MITRE Corporation, “CVE list downloads”, 20th May 2025,
Accessed: 2026-03-14. [Online]. Available: https://www.cve.
org/Downloads.

National Institute of Standards and Technology (NIST), “CVE-
2014-0160 detail”, 2014, Accessed: 2026-03-14. [Online].
Available: https://nvd.nist.gov/vuln/detail/CVE-2014-0160.
National Institute of Standards and Technology (NIST), “CVE-
2017-0144 detail”, 2017, Accessed: 2026-03-14. [Online].
Available: https://nvd.nist.gov/vuln/detail/CVE-2017-0144.
MITRE Corporation, “CVE numbering authority (cna) opera-
tional rules”, Accessed: 2026-03-14. [Online]. Available: https:
/Iwww.cve.org/ResourcesSupport/AlIResources/CNARules.
MITRE Corporation, “List of partners”, https://www.cve.org/
PartnerInformation/ListofPartners, Accessed: 2026-03-14.
MITRE Corporation, “Glossary - cve record”, https://www.
cve.org/ResourcesSupport/Glossary#glossaryRecord, Accessed:
2026-03-14.

MITRE Corporation, “Process”, https://www.cve.org/About/
Process, Accessed: 2026-03-14.

National Institute of Standards and Technology (NIST), “CVEs
and the NVD process”, 2024, Accessed: 2026-03-14. [Online].
Available: https://nvd.nist.gov/general/cve-process.
Bundesamt fiir Sicherheit in der Informationstechnik (BSI),
“Bsi guideline on the coordinated vulnerability disclosure
(cvd) process (original title in german: Leitlinie des BSI zum
Coordinated Vulnerability Disclosure (CVD)-Prozess)”, 2022,
Accessed: 2026-03-14. [Online]. Available: https://www.bsi.
bund.de/SharedDocs/Downloads/DE/BSI/CVD/CVD-Leitlinie.
pdf?__blob=publicationFile&v=4.

Bundesamt fiir Sicherheit in der Informationstechnik (BSI),
“Study on the effectiveness of it security laws among operators
of critical infrastructures (original title in german: Untersuchung
zur Wirksamkeit der IT-Sicherheitsgesetze unter Betreibern Krit-
ischer Infrastrukturen)”, 2023, Accessed: 2026-03-14. [Online].
Available: https://www.bsi.bund.de/SharedDocs/Downloads/
DE/BSI/KRITIS/evaluierung-itsig2- ergebnisbericht.pdf?__
blob=publicationFile&v=3.

World Economic Forum, “Global cybersecurity outlook 2022”,
2025, Accessed: 2026-03-14. [Online]. Available: https://reports.
weforum.org/docs/ WEF _Global _ Cybersecurity _Outlook _
2025.pdf.

MITRE Corporation, “CVE® 25 years - 25th anniversary
report october 20247, https://www.cve.org/Resources/Media/
Cve25YearsAnniversaryReport.pdf, 2024, Accessed: 2026-03-
14.

Forum of Incident Response and Security Teams (FIRST),
“Exploit prediction scoring system (epss) - frequently asked
questions”, Accessed: 2026-03-14. [Online]. Available: https:
/Iwww.first.org/epss/faq.

Courtesy of IARIA Board and IARIA Press. Original source: ThinkMind Digital Library https://www.thinkmind.org

Copyright (c) IARIA, 2026.

ISBN: 978-1-68558-442-9

24



CROSS-SEC 2026 : The First International Conference on Cross-Domain Security in Distributed, Intelligent and Critical Systems

GNSS Spoofing Simulator

Tobias Reichel* , Mathias Gerstner,®' Andreas Attenberger® , Klara Dolo§*
* Central Office for Information Technology in the Security Sector
Munich, Germany
e-mail: {tobias .reichel, andreas.attenberger,klara. dolos}@ zitis.bund.de
TDept. Informatics and Mathematics, OTH Regensburg
Regensburg, Germany
e-mail: mathias.gerstner@oth-regensburg.de

Abstract—Modern systems rely heavily on satellite navigation
systems for precise positioning, making resilience against spoofing
attacks essential. Because satellite navigation signals are openly
broadcast and unencrypted, robust anti-spoofing mechanisms
must be developed and thoroughly tested. However, existing
evaluation methods typically require costly hardware, limiting
accessibility for research purposes. This work introduces a
fully software-based satellite navigation spoofing simulator that
enables realistic attack emulation and anti-spoofing validation
without specialized equipment. It is capable of simulating two
different satellite systems on one band at the same time, as
well as generating two distinct signals, one for simulating the
satellites and one for simulating the satellite navigation Spoofer.
Validation results show that software-only spoofing provides
an effective, low-cost method for advancing satellite navigation
systems security research.

Keywords-gnss; spoofing; simulator.

I. INTRODUCTION

Modern embedded systems rely heavily on navigation and
location services, including Global Navigation Satellite Sys-
tem (GNSS). However, malicious attacks targeting GNSS
data can be executed and remain largely undetectable at
present, particularly in post-event analyses such as forensic
investigations [1]. To mitigate data loss in such cases, sev-
eral alternatives for increasing position data reliability have
been proposed, including positioning via cellular towers [2]
or Starlink [3], but each approach introduces significant
drawbacks. Especially in remote environments, reliable and
tamper-resistant GNSS functionality remains essential for ac-
curate position determination.

Spoofing can be formally described in different ways. In this
paper, the threat model is about data spoofing, where the aim
is to replay or generate signals similar to those transmitted by
GNSS satellites to miscalculate the position as given in [4].
Such attacks commonly employ a Software Defined Radio
(SDR), a computer-controlled radio device capable of emitting
synthesized signals. By transmitting a stronger signal than the
authentic satellite broadcast, an attacker can force a receiver
to lock onto the spoofed signal. However, this approach is
inherently flawed: receivers can detect inconsistencies if the
signal exhibits unrealistic physical properties, such as Doppler
shift or differences in timing and amplitude. Furthermore,
direction-finding antennas can determine the true source of
a signal. These characteristics can be leveraged to design
effective anti-spoofing mechanisms.

In Germany, and in most parts of the world, GNSS spoof-
ing is prohibited, even for research purposes.[5] To avoid
interference with critical infrastructure, researchers typically
transmit signals over cables or use shielding tents to block
high-frequency emissions. However, cable-based testing fails
to reproduce the spatial characteristics of real-world spoofing,
and shielding tents are often expensive and too small for
realistic navigation experiments. The next section outlines
existing testing approaches. Section III introduces a simulator
that enables GNSS spoofing experiments without specialized
hardware and discusses how hardware components could be
integrated into the simulation. Section IV presents the valida-
tion of the proposed setup.

II. RELATED WORK

The idea of GNSS signal simulation is not new, and nu-
merous commercial tools are available. In, the first open-
source project for Global Positioning System (GPS) signal
generation was released [6]. Later, in, it was extended to
support not only pre-generated and replayable data but also
real-time operation [7]. Similar developments exist for other
constellations, including Galileo [8], Beidou [9], and Global
Navigation Satellite System (GLONASS) [10]. Based on our
evaluations, only the open-source generators for GPS and
Galileo currently provide sufficiently accurate signal quality.
However, the proposed setup can be adapted to other genera-
tors once their signal fidelity improves.

For selecting a GNSS receiver that does not rely on dedicated
hardware—i.e., one capable of processing recorded I/O files or
streamed I/O data—two suitable options are SoftGNSS [11]
and gnss_sdr [12]. Both tools can produce human-readable
output in various formats and with different levels of detail.
There are multiple ways to study GNSS spoofing using these
tools. Typically, they are deployed in hardware-based environ-
ments, as demonstrated in [13][14][15]. Even when gnss_sdr is
used, it is usually combined with hardware components such
as a GNSS receiver or an SDR. Spoofing is then simulated
by adding an additional SDR and running multiple instances
of the signal generators. In contrast, the setup described
below requires no hardware at all; multiple generators can be
synchronized and executed simultaneously in a fully software-
based environment.
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Figure 1. Systematic overview of the GNSS spoofing simulation setup.

III. SIMULATION SETUP

To simulate a GNSS spoofing attack, a real acquisition of the
receiver’s position must be emulated first. For this purpose,
a combination of GPS and Galileo signals generated by the
tools in [7][8] can be produced using GNU Radio, a signal
processing software. In the same manner, a spoofed version of
the GNSS data can be synthesized. By combining the authentic
acquisition with the spoofed data and forwarding it to a GNSS
receiver, one can obtain a position fix or evaluate the receiver’s
anti-spoofing mechanisms.

The first requirement, illustrated in Figure 1, is a starting
position representing the true receiver location, r; = (z,y, 2);,
which corresponds to the Cartesian coordinates (x,y,z) at
time ¢. To integrate the simulation with real-world scenarios
or external simulators, this position is transmitted dynamically

via ROS2 using a NavSatFix message to the Position
Decider, as shown in Figure 1. A brief description of the
message fields is provided in Table I. The essential parameters
are latitude, longitude, and altitude, as they are updated
dynamically. The ROS2 message is then reformatted into a
24-byte vector, where each of the three parameters is encoded
as an 8-byte value.

For spoofing, the transmitted position is not the true location
but a slowly drifting value, r; — %, where c is a constant, such
that f ~ 107%. Because the simulation does not include a
physical receiver capable of orienting itself in the Galileo or
GPS reference frames, ground-truth satellite signal data must
be generated. These baseline signals are denoted as agps and
aga- In contrast, the spoofed GPS and Galileo signals, affected
by the slow drift, are denoted as Sgps and [ga, representing

TABLE I. DESCRIPTION OF A ROS NAVSATFIX MESSAGE STRUCTURE.

Field Type Description

header.stamp time Timestamp of the message

header.frame_id string Reference frame for the data

status.status int8 Status of the satellite fix (e.g., STATUS_FIX, STA-
TUS_NO_FIX)

status.service uint16 Type of service (e.g., GPS, GLONASS)

latitude float64 Latitude in degrees

longitude float64 Longitude in degrees

altitude float64 Altitude in meters above the WGS 84 ellipsoid

position_covariance float64[9] Row-major 3x3 covariance matrix for position

position_covariance_type uint8 Type of covariance (e.g., unknown, approximated, diag-

onal known, known)
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TABLE II. COMPARISON OF MESSAGE COUNTS, FIRST TIMESTAMP, MIN-MAX LATITUDE/LONGITUDE DIFFERENCES, AND FIX METADATA (0 —INVALID, 1

— GPS Fix, 2 - DGPS FixX 3 — 3D FiX, 4 — REALT-TIME KINEMATIC (RTK) FIX, 5 — RTK FLOAT, 6 — DEAD RECKONING, 7 — MANUAL INPUT.) ACROSS

GNSS DATA SOURCES (GOOD AND SPOOFED SCENARIOS).)

Data Source Num of mgs Timestamp Lat diff Lon diff Fix
Original ublox log 552 14:16:05 0.00002133  0.00002899 5
gnss_sdr agps 223 00:13:13 0.00007283  0.00004543 6
gnss_sdr aga 605 00:02:43 0.00001224  0.00002130 5
gnss_sdr agps, aga 2862 00:02:18 0.00012332 0.00011897 7
ublox agps 226 No time fix  0.726741 0.586268 1
ublox aga - No time fix - - 0
ublox agps, aGa 231 No time fix ~ 0.000392 0.000271 3
gnss_sdr agps, Scps 11552 00:00:24 0.000144 39.000095 4
gnss_sdr aga, Boa 4142 00:01:21 0.006285 20.047235 4
gnss_sdr QGPS s OGA, BGPS, ﬁGA 142 00:01:13 0.777552 34.434319 4
ublox agps, Beps 178 00:00:35 0.000222 0.001033 0
ublox aga, Bca - No time fix - - 0
ublox agps, @Ga, cps, BA 186 No time fix 0.000224 0.000220 0
ublox agps, aga and Bgps, Sa 185 No time fix  32.666489  45.748938 0

the signals that a typical GNSS spoofer would emit.

The second requirement is valid pre-recorded reference data
for the signal generators, which determines both the radius
of the data-gathering region and the simulation time. This
radius is defined by the set of satellites visible from both
the true and spoofed positions, which should be similar. As-
signing different gains to the generators agps, @Ga, Bgps, and
Bca produces different outcomes. Since receivers generally
lock onto signals with higher gain—and satellite signals are
inherently weak—the spoofed generators Sgps and Sga must
be assigned higher gain than the baseline generators. In the
validation setup, a gain difference of 30 dB is applied. By
combining the signal data agps, aga, Baps, Bga from all four
sources as complex number in the following way

' = (acps + aga) + (Baps + Baa),
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the resulting signal I' can be written to a file, transmitted
via an SDR, or fed directly into a GNSS receiver. Sending
I' to gnss_sdr, a software-based GNSS receiver, is most
easily achieved using ZeroMQ (ZMQ). GNU Radio provides
multiple sinks capable of transmitting data to common SDRs,
sending it over ZMQ, or writing it to a file, all of which are
handled in the Signal Mixer as seen in Figure 1.

Ultimately, the receiver determines whether it accepts the
spoofed signal, the authentic signal, or fails to acquire a fix. To
support this evaluation, various algorithms can be configured
in gnss_sdr under the acquisition and tracking modules. For
acquisition, we selected Parallel Code Phase Search (PCPS),
which employs Fast Fourier Transform techniques to accel-
erate processing. Advanced anti-spoofing mechanisms, such
as those described in [16], may also be integrated. In the
tracking module, the configuration specifies how carrier-to-

0.00012

o
« .. .. ] 8 ° @ Original
© e % ° ® ® o gnss_sdrfors
® @ gnss_sdrBea
°
0.00010 a0 o _'!IP oo, o ) @ gnss_sdr Bops,ca
V' [ %% o & o ubloxfers
] o | © o, Mo ® ublox fops,ca
®o 0 ©  ublox Aeps,ca sep
® o o & o ., © ©
o 0.00008 4——g e .
3 )
2 ©e ® 8 o o .
K| oo 0 & Qo © o o’
@ ] ]
[ °
]
0.00006 & °o @ _o% °© °
) %o e e o
° [} °
(]
o ) °
% o o ° o ° .
&,
0.00004
° ° ° d
)
000050 000052 0.00054 0.00056 0.00058 0.00060 0.00062  0.00064
Longitude

(b) Location points of the different spoofed simulations and the test recording.

Figure 2. Comparison of GNSS location points under normal and spoofed conditions.

Courtesy of IARIA Board and IARIA Press. Original source: ThinkMind Digital Library https://www.thinkmind.org

Copyright (c) IARIA, 2026. ISBN: 978-1-68558-442-9

27



CROSS-SEC 2026 : The First International Conference on Cross-Domain Security in Distributed, Intelligent and Critical Systems

TABLE III. COMPARISON OF GENERATED MESSAGE TYPES ACROSS THE SIMULATIONS.

Data Source RMC GGA GSA GSV Observation File C/Nj
Original ublox Log yes yes yes yes yes yes
gnss_sdr agps yes yes yes no no no
gnss_sdr aga yes yes yes no no no
gnss_sdr agps, aga yes yes yes yes yes yes
ublox agps yes yes yes yes yes yes
ublox aga yes no no no yes no
ublox agps, aga yes no no no yes yes
gnss_sdr agps, Bcps yes yes no yes no no
gnss_sdr aga, Boa yes yes yes no no no
gnss_sdr agps, aGa, Baps, Bga  yes yes  yes  yes yes yes
ublox agps, Beps yes yes yes yes yes yes
ublox aga, Bca yes no no no yes no
ublox agps, aGa, Bcps, BA yes no no no yes yes
ublox agps, aga and Bgps, 54 yes no no yes yes yes

noise density, code and carrier lock, discriminators, and low-
pass filters are applied. We selected a Delay Lock Loop (DLL)
architecture and a Phase-Locked Loop (PLL) architecture, both
of which are already implemented in the framework.

IV. VALIDATION

For the validation, a test recording from the 332nd day
of the year 2025 was collected using a u-blox ZED-X20P
together with a Survey GNSS Tripleband + L-band antenna
from Ardusimple. The GNSS receiver’s position was ap-
proximately 49°N, 12°E and was logged with six decimal
places of accuracy. The receiver recorded raw data (UBX
format), which were converted into an observation file, an
National Marine Electronics Association (NMEA) file, and a
GeoJSON file to enable analysis of the different data types.
The observation file contains information about all satellites
in view, whereas the NMEA and GeoJSON files are only
generated when the receiver obtains a valid fix. The ephemeris
files required for the signal generators were obtained from
the open-access databases Crustal Dynamics Data Information
System (CDDIS)[17] for GPS and International GNSS Service
(IGS)[18] for Galileo.

To validate the data generation, a comparison was performed
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between the test recording, the files generated by our simula-
tion setup, and measurements from the same GNSS receiver
receiving signals from two Ettus B200 devices and our simula-
tion inside a shielding tent. Table II lists all measurements and
basic statistics. Notably, while gnss_sdr produces significantly
more messages, it remains accurate and obtains an appropriate
fix. Its timestamps, however, begin at the start time of the
ephemeris file. The hardware GNSS receiver was more diffi-
cult to deceive. Despite attempts to disable built-in spoofing
protection, these mechanisms likely remained partially active,
resulting in compromised data. The following analysis focuses
first on the position data, then on the signal strength extracted
from the NMEA messages, and finally on the Carrier-to-Noise
Ratio ( C/Ng) values from the observation files.

Figure 2a shows the location data extracted from the GeoJSON
files for both the base simulations and the test recording. The
test recording exhibits much lower variance than the simulated
data, although the overall error remains small, as confirmed
by the latitudinal and longitudinal differences in Table III.
In Figure 2b, which includes all spoofed simulations and the
original data, a clear shift to the east and south is visible. This
demonstrates that the spoofing attack had an effect, although
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Figure 3. SNR values of simulation with gnss_sdr and the test recording.
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Figure 4. Comparison of test recording and simulation with gnss_sd.r

the simulated variance is slightly larger than in the real-world
data. This is a relevant aspect for anti-spoofing algorithm
development.

In the next step, only a subset of the NMEA data was
analysed, since gnss_sdr produces only Recommended Min-
imum Navigation Data (RMC), Global Positioning System
Fix Data (GGA), GNSS DOP and Active Satellites (GSA),
and GNSS Satellites in View (GSV) messages. Table III lists
which simulations produced which message types. The first
timestamps appear in the RMC and GGA messages. Table II
shows that the hardware GNSS receiver did not accept the
spoofed time, whereas gnss_sdr did. The Signal to Noice Ratio
(SNR) values, contained in the GSV messages, were then
examined. Figure 3a overlays all SNR values per message
and shows that the mean and variance match well across
setups. For the spoofed simulations, Figure 3b shows similar
behaviour, although the Galileo-only and combined GPS and
Galileo spoofing simulations exhibit degraded data quality.
Finally, the observation files were analysed. Not all simulations
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(a) C/Ng of spoofed and base GPS and Galileo Signal Input.

produced these files, and even when available, the relevant
C/Nj values may be missing. Interestingly, timestamps missing
in Table II could be extracted from the observation files,
although they were never used by the receiver. Simulations
that produced C/Ng data are listed in Table III. Each figure in
this section shows one simulation, with all satellites and their
corresponding C/Ny values.

The first notable result is that the simulation can generate
data similar to the test recording. The test recording is stable
overall, with outliers for satellites barely visible (Figure 4a).
gnss_sdr also produces stable data but occasionally exhibits
artefacts where a satellite ID is permanently switched (Fig-
ure 4b).

A second observation is that the combined GPS and Galileo
signal input produces more reliable and abundant data, as
reflected in Table III. This behaviour was expected but is
nevertheless important to confirm.

The final analysis concerns simulations where spoofed signals
were mixed in. Three cases were examined: one using gnss_sdr
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(b) C/Ng of spoofed and base GPS and Galileo Signal Input, where spoof and base
were transmitted with separate SDR.

Figure 5. Comparison between spoofed signal simulation in a ublox receiver, where the signals are mixed via GNU radio or transmitted via different SDRs.
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and two using the hardware GNSS receiver with spoofed GPS
and Galileo signals. For the SDRs, one simulation transmitted
all signals through a single device, while the other separated
base and spoofed signals across two different SDRs.
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Figure 6. C/No of GPS and Galileo spoofed simulation with gnss_sdr.

The spoofed signal (Figure 6) is significantly more irregular
and exhibits stronger fluctuations than the baseline signal
(Figure 4b). Comparing it to the real receiver (Figure 5a), the
software simulation produced fewer satellites, but similar data
points. The number of satellites acknowledged by the receiver
drops when the base and spoofed signals are transmitted
through separate SDRs (Figure 5b), but the C/Nj exhibits
significantly larger fluctuations likely due to the receiver
switching between two independent sources. gnss_sdr handles
this situation more gracefully (Figure 6), although the artefacts
remain visible. It should be mentioned that the overall values
of the C/Nj in the spoofed simulation with gnss_sdr are much
higher than those of the receiver. This is probably caused by
interference in the air and the distance between the SDR and
the receiver.

V. DISCUSSION

A further issue is that some data could not be produced. In
the case of the hardware GNSS receiver, this was likely due
to built-in anti-spoofing mechanisms, even though raw values
could still be extracted from the observation file. Conversely,
gnss_sdr only generates files when it has a valid fixed position.
This becomes problematic when analysing spoofing behaviour,
because no data are available during the initial phase of the
attack. Future work should address this limitation. Addition-
ally, several data types were not analysed but could provide
valuable insights. For example, other NMEA message types
or navigation files, rather than observation files, may contain
useful information.

Some limitations are also given by the signal generators [7]
and [8], which we chose to use, caused by the fact that
they only generate data for the L1 or E1 bands. Therefore,
interesting cross validations between the bands cannot be done.
Finally, the spoofed data were less stable and exhibited more
fluctuations than the non-spoofed data. This is likely due to

the use of identical ephemeris files, which produce identical
satellite identifiers and signal characteristics. It should be
investigated how the receiver behaves when slightly different
ephemeris files are used.

VI. CONCLUSION AND FUTURE WORK

This work demonstrates a method to simulate GNSS spoofing
attacks without relying on expensive hardware, providing a
useful tool for developing and evaluating mitigation strategies.
Three major findings stand out. First, combining multiple
GNSS signals significantly strengthens the spoofing effect and
can deceive receivers more easily. Second, analysing only the
coordinates is insufficient to determine whether a spoofing
attack has occurred. Third, executing a real-world spoofing
attack is considerably more challenging due to the widespread
implementation of anti-spoofing mechanisms.

During the validation of the hardware-free GNSS spoofing
simulator, several aspects were identified that warrant further
investigation, as discussed in the previous section. Future
work should focus on supporting additional satellite systems,
improving data acquisition, and enhancing data generation by
using varied ephemeris files.

Another promising direction would be to investigate how
multi-band receivers behave when only a single band is
simulated in detail. This would help determine whether a
one-band model is sufficient for meaningful system-level
evaluation or whether cross-band interactions require a more
comprehensive multi-band simulation approach. It would also
be valuable to conduct controlled tests on a certified GNSS
test range or laboratory environment where such experiments
are legally permitted. Finally, future work could include a
brief comparison between the hardware-free simulator and a
commercial GNSS spoofing system to better understand the
differences in signal characteristics, system behaviour, and
practical limitations under safe and authorized test conditions.
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Abstract—A growing number of Internet of Things (IoT) devices
are used across consumer, medical, and industrial domains. They
interact with their environment through sensors and actuators
and connect to networks such as the Internet. Because sensors
may collect sensitive data and actuators can trigger physical
actions, security, privacy, and safety are major challenges. Threat
modelling can help identify risks, but established IT-focused
methods transfer to the IoT only to a limited extent. In this paper,
a new modelling technique specifically for IoT devices called Cyber-
Physical Data Flow Diagram (CPDFD) is proposed that also allows
modelling of hardware with the aim to support manufacturers
in identifying threats and developing countermeasures. The
technique was examined through an experimental study and
a survey with interviews. The results suggest that numerous other
attack scenarios can be found through the modelling technique,
improving the identification of threats to IoT devices.

Keywords-Security; Internet of Things; Embedded Systems;
Threat Modelling; Cyber-Physical Data Flow Diagram.

I. INTRODUCTION

The Internet of Things (IoT) is the interconnection of billions
of devices via the Internet or another network. These devices are
used in a wide variety of areas, such as the smart home, medical,
and industrial applications. Their key characteristics include
interacting with the environment via sensors and actuators and
communicating with other devices and systems. Networking
them aims to extend functionality, integrate services, improve
usability, increase efficiency, and reduce costs. However, adding
multiple network interfaces also expands the attack surface and
increases the risk of cyber attacks. It seems that the number of
published incidents is steadily increasing [1], indicating that
IoT security is a serious problem. In recent years, incidents
have been reported in various IoT application fields, such as
industrial (e.g., attacks on Ukraine’s power grid [2]), medical
(e.g., insulin pumps and ventilators [3]), automotive (e.g., hack
of Tesla and its Wall Connector [4][5]), infrastructure (e.g.,
traffic lights [6]), and smart home (e.g., vacuum robot [7]).

The described small sample of security incidents related
to IoT devices and systems shows that there is a systematic
problem threatening security, privacy, and safety. Therefore,
new approaches are required to better protect IoT devices
from such threats. A promising approach that is already

established in the IT domain is the risk assessment using
threat modelling. Threat modelling is the systematic approach
to identifying threats and vulnerabilities to a particular system.
Appropriate countermeasures can then be defined. The process
can also be carried out early in the product lifecycle, which
supports the goal security by design. However, common threat
modelling approaches from the IT domain cannot necessarily be
adopted to IoT devices. Reasons for this are that IoT devices
consist of resource-constrained embedded systems and that
their interaction with the real world poses an increased risk
to the privacy and safety of users. As part of this work, the
modelling technique Data Flow Diagram (DFD), which is often
used in threat modelling, was specifically examined. Several
adaptations are proposed to increase the applicability of DFDs
to IoT devices, including two new elements and the possibility
to create a Hardware Diagram (HWD). This extension, called
Cyber-Physical Data Flow Diagram (CPDFD), has the aim
to enable more detailed modelling of the components of IoT
devices and thus allow better threat identification compared
to regular DFDs. This technique is intended to support device
manufacturers in identifying threats and developing appropriate
countermeasures.

The remainder of this paper is structured as follows: in
Section II, the fundamentals of IoT devices and threat modelling
are provided. Section III presents related work regarding IoT
security, threat modelling, and DFDs. In Section IV, the
proposed extension CPDFD is introduced. The methodology
for evaluating CPDFDs consisting of two studies is described
in Section V, followed by the presentation of the results. These
results are then discussed in Section VII. The paper ends with
conclusions in Section VIII.

II. BACKGROUND
A. Internet of Things Devices

The IoT is a “group of infrastructures interconnecting
connecting objects and allowing their management, data mining
and the access to the data they generate” [8]. These objects
are devices extended with network connectivity and computing
capabilities and require usually minimal human intervention
[9]. The architecture of the 10T is often structured into different
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layers [10]. The perception layer, the lowest layer, consists of
these physical objects, such as sensors, actuators, or Radio-
Frequency Identification (RFID) tags. These device are also
used in a Cyber-Physical System (CPS), for example, to control
physical processes in the real world [11]. For such systems,
real-time requirements are essential, which differentiates them
clearly from IT systems. The impact of IoT devices can thus
affect security, privacy, and safety and have consequences such
as the disclosure of sensitive data in medical applications or
human injury in industrial applications.

IoT devices are embedded systems, which are specific
computer systems built for a custom purpose. Their basic com-
ponents consist of hardware, software, and data [12]. Examples
for hardware components are microcontroller, memory chip,
Printed Circuit Board (PCB), security chip, power supply, and
various sensors and actuators. Software components include
firmware, basic libraries for cryptography and logging, and
protocol stacks for numerous [oT protocols, such as Bluetooth,
ZigBee, and MQTT. Besides firmware, devices store access
data, keys, and configuration and log files, among others.

B. Threat Modelling

In this section, the DFD and two published threat modelling
techniques are introduced. The small excerpt of techniques is
necessary to understand the remainder of this paper.

1) Data Flow Diagram: The DFD is a graphical modelling
technique used historically in the field of software engineering
and system analysis [13]. It quickly gained popularity due to
its intuitive nature and ability to capture both high-level and
detailed views of system processes and data. A DFD consists
only of four elements: Process, Data Store, External Entity,
and Data Flow. This enables a simple visual representation of
complex systems and illustrates how data is input, processed,
stored, and output. Processes represent the transformation of
data and can be thought of any running code. Data stores
depict any type of data storage, such as files or databases.
External entities are used to describe external data sources or
destinations, e.g., people or any code outside your control. Data
flows are used to connect the other three elements. Besides
their use in software engineering, security experts found their
application also valuable in the field of cyber security. The
analysis of the system is an important part of a security
assessment conducted to find threats and vulnerabilities. In
order to limit the assessment for complex systems, another
element called Trust Boundary or Trust Area was added to
visualise different trust levels, initiating the second version
of DFDs [14]. Since DFDs are typically created during early
design, they naturally support the analysis of architectural
security issues rather than implementation-level defects.

2) STRIDE and LINDDUN: The CIA triad — Confidentiality,
Integrity, and Availability — forms the basis of information
security, often complemented by goals such as authenticity,
non-repudiation, and authorisation. STRIDE covers the threats
spoofing, tampering, repudiation, information disclosure, denial
of service, and elevation of privilege [14], and was developed

at Microsoft to identify such threats during design [15]. It
maps directly to these six security goals.

STRIDE can be applied to DFDs, but checking all six threats
for every element is time-consuming. Since some elements
are more susceptible to specific threats, STRIDE-per-Element
and STRIDE-per-Interaction were introduced to streamline the
analysis [14].

LINDDUN is a framework for privacy threat modelling.
Similar to STRIDE, LINDDUN is an acronym that stands
for linkability, identifiability, non-repudiation, detectability,
disclosure of information, unawareness, and non-compliance
and can be combined with DFDs as well [16]. The threats are
therefore not focused on security goals, but are instead aimed
at privacy goals.

III. RELATED WORK

IoT security and privacy is still a huge problem, which
is why a lot of research is being conducted in a variety of
directions. Due to the many articles around IoT security, there
are several reviews with the aim to summarise, among others,
threats, attacks, challenges, and solutions [17]-[21]. Some
researchers focused specifically on IoT devices, often using
hands-on approaches to show how embedded systems can be
attacked, which threats arise, and how they can be mitigated
[22]-[26]. Regarding threat modelling and risk assessment,
there are a couple of articles with the aim of adapting these
methods for the IoT. In [27], they aim to automate this process
for IoT systems by providing their own methodology. The
authors of [28] present a STRIDE and DFD-based threat
modelling approach specifically for CPSs with special focus on
human injury, equipment damage as well as black-out. Many
articles address specific fields of application such as automotive
[29], building and home automation [30], agriculture [31], and
healthcare devices [32]. DFDs are also relevant to this work. In
this regard, [33] and [34] are particularly worth mentioning, as
they propose adjustments to DFDs with the aim of improving
threat identification and generation.

In summary, there is a lot of research in the area of IoT
security and privacy, also with special emphasis on threat
modelling. In the case of IoT devices in particular, the
differences between embedded systems and IT systems were
recognised and threats analysed that emerge through sensors,
actuators, and interaction with the environment and other
systems. However, the hands-on approaches and the various
methods for the different IoT applications emphasise that a
common technique for modelling IoT devices has not yet been
established.

IV. CYBER-PHYSICAL DATA FLOW DIAGRAM
This section introduces the proposed modelling technique
CPDFD by describing its aims and adaptations.
A. Aim

As mentioned before, there are several issues with modelling
IoT devices. One big difference between IT and IoT applica-
tions is the interaction with the physical world. While this is an
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integral part of the latter, it is hardly present in IT applications.
In IoT systems, a sensor, the data source, usually measures an
environmental value, such as temperature, photographic picture,
or heart activity. The processing of the data can in turn lead
to physical operations by the actuator, the data sink, and thus
result in changes in the environment. For example, a valve is
opened, a car battery is charged, or a door is unlocked. From a
security point of view, these sensor values and actuator actions
are particularly interesting, as they can threaten the privacy
and safety of users. It is therefore necessary to address this
difference, the interaction with the physical environment, also
in the modelling.

Another difference between IT and IoT applications is
the location and purpose. 10T devices are used in critical
applications, such as healthcare, automotive, and automation.
Many of them are placed outdoors, e.g., security cameras,
charging stations, or pipeline valves. The criticality as well
as the accessibility of the devices make hardware attacks
interesting for attackers and are frequently reported [35].
Successful attacks give deep insight into the device and often
lead to access to Intellectual Property (IP), sensitive data,
credentials, and cryptographic secrets. Therefore, hardware
attacks, which are often out of scope in IT applications, need
to be considered due to the accessibility and the frequent critical
application.

One core element of IoT devices is the communication
with other devices and systems. Besides dozens of wireless
communication protocols, such as Z-Wave, Wi-Fi, and NFC,
wired protocols including Modbus, Ethernet, and USB are
commonly used. Additionally, several common protocols used
in embedded systems are used, for instance, UART, RS-232,
and JTAG. With the multitude of protocols and interfaces in
use, it is therefore easy to lose track which of them are actually
utilised in an IoT device. However, these various protocols and
interfaces increase the attack surface and can become a gateway
for attackers. The goal is therefore to be able to represent these
interfaces in a model in order to get a quick overview of the
connectivity of a device.

There is another difference between the development of IoT
devices and IT applications. Modelling the latter is mainly
done by software and network engineers that commonly have
a computer science background. However, modelling an IoT
device may also require the help of hardware and embedded
engineers with a background frequently in mechanical or
electrical engineering. Therefore, a modelling technique for IoT
devices needs to be simple and at the same time comprehensive
in order to be applicable by people with different backgrounds.

B. The Technique

As mentioned before, the CPDFD is proposed to support
modelling of IoT devices. The technique extends the DFD,
which is commonly used for security assessments and is
known by many security experts and engineers. The following
paragraphs describe adjustments to the DFD in order to achieve
the previously described aims.

It is difficult to represent the interaction with the physical
environment through sensors and actuators using the five
elements of a DFD. Depending on the sensor characteristics
(e.g., simple electrical resistors or modules with a serial
interface), it can make sense to represent them as Process,
Data Store, or External Entity or even as a combination with
Data Flows. However, this question of detail would take a lot
of time and contradict the principle of simplicity of DFDs. If
one does not know how to represent a specific component right
away, it could be omitted. This in turn would lead to a situation
where measured values which might threaten the privacy, for
example, would not be recorded. This applies analogously
to actuators and safety as a protection goal. It is therefore
proposed to add a new element called Physical Link to the
DFD notation in order to be able to model these interactions
with the physical environment. The goal of this element is to
give sensors and actuators a first-class representation in the
diagrams, highlighting issues with the goals of privacy and
safety.

Another aim of the CPDFD technique is to enable the
creation of hardware models in order to support the iden-
tification of hardware attacks, among others. In theory, there
are dozens of modelling techniques (see [36]). However, the
authors are not aware of any hardware modelling technique that
is commonly used for the threat analysis. Hardware components
were integrated into DFDs in a few cases (e.g., [37][38]). It is
proposed to use the DFD notation to create a separate HWD.
This is achieved by splitting the elements into logical and
physical ones. Regular DFDs are mainly used for modelling
software-related components, which are now referred to as
logical elements. The additional physical elements are used for
the creation of the HWD. The physical data store can be used
to model a flash or One Time Programmable (OTP) memory,
for instance. Likewise, the physical processor and the physical
trust area can be used to model microprocessors and PCBs,
for example. Modelling of data flows is not necessary in the
HWD.

The CPDFD technique should also allow users to get a quick
overview of the device’s communication interfaces. Similar
to the Physical Link before, modelling the interfaces through
one of the standard elements could have the effect that these
are not modelled. It is therefore proposed to model them as a
separate element named Inferface as part of the HWD.

All elements of a CPDFD and their use in a DFD and
HWD are shown in Table I. The proposed extension has
further advantages. A DFD can be augmented with links to the
hardware model. For example, for data stores, such as a file,
it can be specified in which memory it is stored and for data
flows, the utilised communication interface can be provided.
This additional context can lead to a more precise description
of an attack scenarios and thus support the threat identification.
The new elements Physical Link and Interface have another
benefit when it comes to software-aided modelling. Threat
rules for automatic threat generation can be specified more
precisely or can be created specifically for the two elements.
This can reduce false positives, i.e., wrongly identified threats,
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TABLE I. THE ELEMENTS OF A CPDFD. THE LAST TWO COLUMNS INDICATE THEIR USE IN DFDs AND HWDsS.

Element Symbol Meaning & Examples DFD HWD
Executed code
Process Log. Process: Code in C, web server O
Phy. Processor: Microprocessor, TPM ]
—— Things that store data
Data Store Log. Data Store: File, database O
Phy. Data Store: FLASH, OTP memory O
. People or code outside your control
ﬁtg;tifnmy Name Log. External Entity: Browser, cloud service ]
Phy. External Entity: User, machine O
Name N
Data Flow ———— )  Communication between elements
Name (Log.) Data Flow: Data flow with protocol (stack) O
>
Name 1 Delimited area of trust
Trust Area | I Log. Trust Area: Net segment, container O
e == ! Phy. Trust Area: PCB, casing
. . Link between physical and logical world
N . ) .
Physical Link Physical Link: Microphone, battery, motor
Interface Name Communication interface
Interface: Wi-Fi, USB, JTAG O

and false negatives, i.e., undetected threats. The commonly
used techniques STRIDE-per-Element and LINDDUN can still
be used for CPDFDs and also provide more accurate results.
Last but not least, the CPDFD technique establishes a unifying
notation for HWDs and DFDs. The resulting diagrams remain
simple and clear, despite the addition of two elements and the
distinction between physical and logical elements. They can be
created and understood by hardware, embedded, and software
engineers and other people as well.

V. METHODOLOGY

The methodology for evaluating the improvements of the CP-
DFD is introduced in this section. It consists of an experimental
study and a survey with interviews.

A. Experimental Study

This section introduces an experimental study with the
objective to compare CPDFDs with DFDs by quantitatively
comparing the number of attack scenarios identified by two
groups, each using one modelling technique. Participants of
the study, who were students of computer science-related study
programmes, were put in the following situation: As innovative
students, they have applied their previously acquired knowledge
in practice and developed a smart [oT device alongside their
studies. They now want to bring the device to market, but they
still have concerns about security and privacy. Therefore, each
participant had the task of examining the device for threats
and vulnerabilities. The analysed device was the open source
device Jaimico [39], which is a combination of voice assistant
and health monitor. The companion robot can be worn on the
shoulders in daily life and can be used as a voice assistant or
health monitor to measure body temperature and heart activity
by connecting to a wearable. In addition to analysing health
data in the cloud, the device offers the special feature of
detecting Covid19 through analysing recorded coughing and

body temperature. In this study, participants were supported
by a custom software tool called TTModeler [40][41], but
the supported modelling technique, specifically the two new
elements, differed for both groups. The modelling technique
thus serves as an independent variable. The produced project
file and a concluding questionnaire served as the data source
for further analysis. For the sake of completeness, it should
be noted that there was a third group with a different software
tool, but this is not of interest for this paper.

The aim of this study is to gather evidence on the usability
of each tool, which is the “degree to which a product or system
can be used by specified users to achieve specified goals with
effectiveness, efficiency, and satisfaction in a specified context
of use” [42]. For this purpose, effectiveness is defined as
“accuracy and completeness with which users achieve specified
goals” and efficiency as the resources expended in relation to
the effectiveness [42]. More precisely, it was measured how
much time is spent on the creation of a specific model and how
many attack scenarios were found in this context, enabling the
quantification in identified attack scenarios per minute for the
hardware model, among others. This can be used to determine
the efficiency. The impact of the additional elements Physical
Link and Interface was specifically examined.

It was decided to conduct the study with students because
they are available at short notice and in larger numbers
than, for example, developers from industry. Students from
study programmes related to computer science were invited
to participate in the study. All participating students were in
the fourth year of their studies. They represent the actual users
well, as they have, for example, only rudimentary experience
in the field of security, as it is the case with many firmware
and software developers. A total of 46 students volunteered to
participate in the study. Five of them took part in a preliminary
study, which was conducted to find issues in the procedure
and task description, and their results are not considered.
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This results in a sample size of 41. Due to the omitted third
group and unexpected cancellations, 12 participants used the
modelling technique CPDFD, denoted as Gcpppp, and 14
participants used the DFD technique (Gpgp).

Participants first read an information document covering the
CIA, STRIDE, and LINDDUN threat models, as well as IoT
privacy threats defined by [43]. They then received a second
document introducing DFDs, including STRIDE-per-Element,
LINDDUN-per-Element, and example diagrams. Group Gcpprp
received a modified version explaining CPDFD elements
instead of standard DFDs. Next, participants read the de-
scription of the example device Jaimico and watched a video
demonstrating the main features of the assigned tool, including
how to model the “Register device” use case and add threats.
They then worked on the task, with the option to stop at any
time within a three-hour limit. Finally, they completed the
questionnaire and submitted their project file.

The submitted project files and questionnaires served as
the data sources. Project files were analysed for diagrams,
elements, and attack scenarios. Duplicates and out-of-scope
scenarios were marked and excluded. Remaining scenarios were
filtered and labelled as considered attack scenarios. Because
the device description was partly fictitious, scenarios were
classified as having either low or high probability of correctness.
Most were rated high, with exceptions such as “Malicious file
on USB flash drive”, since the USB port was specified as
charging-only. Each scenario was assigned a type: generic,
outlined, or custom, indicating the level of detail and difficulty
of identification. Generic scenarios were directly derived from
STRIDE or LINDDUN, outlined scenarios added some detail
(e.g., “Clear text data storage of the database”), and custom
scenarios were highly specific or not obviously derived from
a threat model (e.g., “Unsecure Bluetooth version”). Only
high-probability scenarios of type outlined or custom were
considered relevant.

The tool was modified to track modelling time. After com-
pleting the task, participants answered a 21-item questionnaire,
including eight items on threat identification and 13 on usability.

The further analysis of the collected data was carried out with
the help of descriptive and inferential statistical methods [44]
and may be visualised using a box plot [45]. The significance
level for rejecting a null hypothesis is set at &« = 5%. Depending
on whether the results are normally distributed, either the z-test
or the Mann-Whitney U test is used to test for a difference
between two groups. Subsequently, Cohen’s d is calculated
to quantify the effect size [46][47]. It can be assumed that
there is a small effect for 0.2 < d < 0.5, a medium effect for
0.5 <d < 0.8, and a large effect for d > 0.8.

B. Survey and Interviews

The last study aims to get feedback from people who might
actually utilise CPDFDs. These include device manufacturers as
well as consultancies. Manufacturers often do not have security
experts themselves and therefore hire external companies.
Participants apply the methodology (Thing Threat Modelling
(TTM)), technique (CPDFD), and tool (TTModeler) on their

TABLE II. OVERVIEW OF PARTICIPANT AND COMPANY CHARACTERISTICS.

Category Distribution

Company type
Participant role
Company size

8 device manufacturers; 7 service providers
9 security experts; 6 engineers

7 large; 3 medium-sized; 4 small; 1 micro
8 industrial; 3 consumer; 2 automotive;

1 medical; 1 infrastructure

46.7% embedded security; 80.0% DFD;
60.0% threat modelling

Field of application

Experience

own devices and provide afterwards feedback through a
questionnaire and an interview. The aim is to specifically ask
for opinions on the HWD and the new elements.

All persons with a connection to cyber security, IoT, or
embedded systems were invited for the study. In total, 15
participants could be recruited for the study. Table II categorizes
participants according to the type of company, the size of the
company (according to [48]), and the experience. Noteworthy is
that two participants had no cyber security experience (13.3%).

At the start of the study, participants received an introduction
to threat modelling, the adaptations used in this work, and
their task. After completing and evaluating the contributions,
they filled out a questionnaire and answered a few interview
questions. The questionnaire, consisting mainly of five-point
Likert items [49] and free-text fields, together with the interview,
served as the data sources. Questionnaire responses were
analysed descriptively, while the free-text fields and interview
data were examined qualitatively.

VI. RESULTS

The following section summarises the results of both studies.

A. Experimental Study

This section presents the results of the experimental study,
summarised in Table III. The first tests on the results using
the Shapiro-Wilk test showed that the sample is not normally
distributed. This could be caused by the rather small sample
size, for example. It was therefore decided to consistently use
non-parametric methods.

Table III shows the duration needed to conduct the study
for both groups. Note that this duration represents the pure
interaction time with the tool and does not include the learning
time required for the threat models, CPDFD/DFD, and the
introduction to Jaimico. Group Gepprp has a wide range of 80
to 142 minutes (M = 111 min, SD = 20 min). In contrast,
Gprp has a higher mean value of 120 minutes (SD = 10
min) and a narrower range of 98 to 132 minutes. Despite
these differences, there is a large overlap of the ranges and it
indicates that the technique used does not have a significant
influence on the execution duration (Mann-Whitney U test,
U =62.5, p=.280, p > ).

The number of considered attack scenarios, i.e., without
duplicates, high probability of correctness and out of scope
(see subsection V-A), have a large range. Participants of Gepprp
found in total between 2 and 182 attack scenarios (M = 69.21,
SD = 40.44) and Gpgp found between 2 and 74 scenarios
(M = 45.17, SD = 19.85). The scenarios start at 2, as some
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TABLE III. OVERVIEW OF THE PROJECT FILE ANALYSIS.

GcppFp Gprp
Duration 111 min + 20 min 120 min + 10 min
Considered attack scenarios 69.21 + 40.44 45.17 + 19.85
Type: Generic 19.29 + 22.08 17.92 + 14.64
27.86% + 31.90% 39.67% + 32.41%
Type: Outlined 10.86 + 5.84 9.58 £ 7.95
15.69% + 8.44% 21.22% + 17.60%
Type: Custom 39.07 £ 17.17 17.67 £ 10.00
56.45% + 24.80% 39.11% + 22.15%
Relevant attack scenarios 49.93 £ 21.00 2725+ 11.32
72.14% + 30.34% 60.33% + 25.07%
Goal: Security 44.93 + 19.48 27.00 +11.14
89.99% + 39.01% 99.08% + 40.89%
Goal: Privacy 5.00 £ 2.11 0.25 + 0.45
10.01% + 4.23%  0.92% + 1.66%
Physical Link-related 21.1705'%6f15d.1376%
Interface-related 22.14%‘;;11%150..1202%
Model: Hardware 29.07 +11.28 9.50 + 6.67
58.23% + 22.58% 34.86% + 24.47%
Model: Software 4.29 + 8.09 4.67 £ 5.77
8.58% + 16.20% 17.13% + 21.19%
16.57 £ 8.71 13.08 £+ 9.40

Model: Data flow

Time for hardware model
Time for software model
Time for data flow model
Time per attack scenario

- for hardware model

- for software model

- for data flow model

33.19% + 17.44%
26 min + 14 min
9 min + 7 min
64 min + 21 min
2 min + 0 min
1 min + 0 min
2 min + 2 min
4 min + 1 min

48.01% + 34.51%
12 min + 12 min
8 min + 7 min
96 min + 17 min
4 min £ 0 min
1 min + 1 min
2 min + 2 min
7 min + 1 min

Note: The values of the last two columns show the mean value and
the standard deviation. Furthermore, the table is split in three sections.
The percentages in the second section refer to the considered attack
scenarios, those in the third section to the relevant attack scenarios.

participants had mainly modelled the example use case showed
in the introductory video. Their type, generic, outlined, and
custom, can be further analysed. The results for the types
generic and outlined are similar and with overlapping error bars
(see Table III). A difference can be seen for the type custom.
The groups Gepprp and Gpgp found on average 39.07 (SD =
17.17) and 17.67 (SD = 10.00) scenarios respectively. The
Mann-Whitney U test shows that both groups are significantly
different from each other. Therefore, Gepprp found significantly
more attack scenarios of the high ranked type custom than
GDFD (U = 155.0, p = .000, P < a, dcohgn = 1.50, large
effect). This means that Gcpprp found more scenarios with
high information value that are more difficult to find.

The attack scenarios were filtered again to include only those

of the type outlined and custom as explained in subsection V-A.

This reduced list of relevant attack scenarios is visualised
in Figure 1. The main range of Gepprp is between 33 and
74 scenarios with two outliers at 2 and 94, while Gppp
ranges between 2 and 39. The ranges overlap, but the boxes
highlighting the lower and upper quartiles do not. The median

of Gepprp (49) differs from Gppp (30) by 19 scenarios.

The result of the Mann-Whitney U test shows that group
Gcpprp identified significantly more attack scenarios than Gppp
(U = 147.0, p = .001, p < «, dcopen = 1.32, large effect). This
clearly shows that group Gepprp, Which had the Physical Link
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Figure 1. Relevant attack scenarios for groups Gepprp and Gprp as box plot.

and Interface available, identified substantially more attack
scenarios.

Attack scenarios were categorised whether these threaten the
security or privacy of the device under consideration. Group
Gepprp identified 5.00 scenarios on average (SD = 2.11),
while Gppp identified less than 1 scenario on average (M =
0.25, SD = 0.45). Therefore, they identified significantly
more privacy attack scenarios than Gppp (Mann-Whitney U
test, U = 160.5, p = .000, p < «, dcopen = 3.01, large
effect). A more detailed analysis shows that out of these 5
scenarios of Gepprp, 3.64 scenarios were identified through
the element Physical Link (SD = 1.69), 1.21 through the
Interface (SD = 0.58), and only 0.14 scenarios through other
elements (SD = 0.36). Consequently, this suggests that the
used technique, CPDFD or DFD, has an influence on the
identified attack scenarios against privacy.

Figure 2 shows the average number of identified attack
scenarios per group. Furthermore, it highlights how many
scenarios of Gcepprp relate to the additional elements of a
CPDFD - Physical Link and Interface. The comparison of
Gcepprp and Gppp shows that both groups found on average
almost the same number of scenarios for category Others. The
extra scenarios of Gepppp relate to the new elements. Therefore,
this suggests that further attack scenarios can be found through
the two elements.

Table III includes in which model, hardware, software,
or data flow, the attack scenarios were identified. The main
difference can be seen for the hardware model. Group Gepprp
has a range of 14 to 45 identified scenarios, without a single
outlier at 2, and a median of 29.5. Gpgp has a range of 0 to 19
and a median of 11.5. The Mann-Whitney U test shows that
the groups are significantly different (U = 156.0, p = .000,
p < «, deoren = 2.08, large effect). Again, the difference
between Gepprp and Gppp arises from the two new elements.
The median Physical Link and Interface-related scenarios for
the former are 6 and 10.5 scenarios, respectively. The median
scenarios for the standard elements are 13 and similar to Gpgp.
The results indicate that it is worth creating a hardware model
and that there is an improvement due to the new elements.
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Figure 2. Average attack scenarios per group. In group Gepprp, scenarios
relating to the elements Physical Link and Interface are highlighted.

Furthermore, the tool TTModeler tracked how much time
participants spent on creating and analysing the different
models, enabling the calculation of the duration per attack
scenario (see Table III). Group Gcepprp needed on average 2
minutes per scenario (SD = 0 min), while Gppp needed 4
minutes (SD = 0 min). The average time per attack scenario
in the hardware model was even less for both groups, because
both needed 1 minute per scenario on average. These scores
indicate the improved efficiency of CPDFDs and also of a
hardware model in general.

It was recorded how participants modelled certain com-
ponents. The technique CPDFD would classify microphone,
loudspeaker, touch screen, and temperature sensor as element
Physical Link, for example. While almost all participants in
group Gepppp modelled the microphone as Physical Link
(93%), the other group was divided. One quarter modelled
the microphone as Process, 17% as External Entity, and the
majority of 58% did not model it at all. For the loudspeaker, the
picture is almost the same: only one participant had modelled
it as Data Store instead of Process. While the majority of
Gcepprp also modelled the touch screen, the temperature sensor,
and the PCB, the share for Gpgp was one third or less. The
battery was not modelled by anyone of Gpgp, but by 86% of
Gcepprp. Likewise, the same was analysed for the interfaces
JTAG, Bluetooth, Wi-Fi, and USB. Almost all participants of
Gcpprp modelled these components as element Inzerface (86%,
93%, 86%, and 79%, respectively). In contrast, only 8% of
Gpep modelled JTAG, Bluetooth, and Wi-Fi and 25% modelled
the USB interface. Since the majority of Gepprp modelled all
these components, while Gpgp did not, this suggests an added
value of the two elements Physical Link and Interface.

Last, a brief review of the questionnaire. The only item
of interest in this study was about the simplicity of creating
a CPDFD/DFD. A total of 61.54% of Gcpprp agreed that
creating a DFD is easy, while 41.67% agreed of Gpgp. This
seems to indicate that the two new elements of a CPDFD
have not increased the difficulty of a DFD, but actually made
it easier. However, this difference is not significant (Mann-

Whitney U test, U = 13.5, p = .911, p > «). Therefore, the
difficulty of creating a CPDFD and DFD can be considered as
equal.

B. Survey and Interviews

This section presents the results of the survey and interviews
with device manufacturers and consulting companies. The
precise duration for conducting the study was not measured.
Participants indicated that they invested from two hours up
to two days. Most of them applied the TTM methodology
on their own devices. A few also carried out the analysis for
other devices, e.g., power inverter or smart home. Some people
used the results from previous assessments for a side-by-side
comparison.

a) Questionnaire: All participants agreed that it is worth
to create and analyse a hardware model (13 strongly agreed, 2
agreed) and no one disagreed that reusing the elements of a
DFD is the right technique for this (4 strongly agreed, 5 agreed,
3 indecisive). It was also asked about the added value of the
two new elements, resulting in exactly the same outcome. The
majority of 58.3% strongly agreed that both elements Physical
Link and Interface provided added value (17% agreed, 8%
each indecisive, disagreed, and strongly disagreed). They also
agreed (72.7%) that the elements contribute to a more accurate
modelling of IoT devices. Additional feedback was provided
noting that the two elements facilitate modelling, but that the
interface needs to be more integrated. It was also remarked that
the meaning of both elements is similar. The results suggest
that the hardware model, the Physical Link, and the Interface
improve the threat identification.

b) Interviews: This section summarises the findings of
the interview analysis. Statements by individual persons are
anonymised. If necessary, the person is described by categories
introduced in subsection V-B. In these cases, the role of the
persons and their company type are indicated in parentheses,
together with their participant number, e.g., (P, security expert,
manufacturer).

When participants were asked about the relevance of a
hardware model, all agreed that this is an important part. Several
participants stated that the hardware model was the best part
of the TTM methodology. Hardware attacks are not considered
sufficiently and “without them one cannot find the crux of the
matter” (Pg, security expert, manufacturer). One participant
had tried to represent hardware security in a model in the past
using the system modelling language. However, he said that
a structured threat analysis was not possible. In general, it
was seen as positive that one can quickly see how the device
is constructed and which interfaces and components, such as
Trusted Platform Modules (TPMs), it uses.

The extension of the DFD notation with the two elements
Physical Link and Interface was seen positive, but some
participants were not fully convinced. One participant found the
extension very good, as she “struggled in the past to map certain
hardware components in a well-distinguishable yet abstract
way” (Py3, security expert, service provider). The Physical
Link was found to be good, as data is generated there and
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actuators can influence the environment. “Even if a sensor is
analogue, that does not mean you don‘t have to think about
it” (Pyo, security expert, service provider). More feedback was
given for the Interface. It is useful and important, as “debug
interfaces are often overlooked” (Py, security expert, service
provider). In a certain way, one is also forced to think about
interfaces. However, a few participants noted that they did not
fully understand the difference between both elements. The
elements could also make the models more abstract and thus
more vague in certain cases. One participant noted that the
new elements are useful; their use is left to the user.

The feedback from the participants clearly shows that the
hardware model brings improvements and is important for the
threat analysis. Overall, the two new elements were also seen
positively and their enrichment appreciated.

VII. DISCUSSION
A. Hardware Model

In the experimental study, the median of group Gcpprp
identified 29.5 attack scenarios in the hardware model (59.1%
of all), Gpgp found at least 11.5 scenarios (42.2%). The
efficiency was also higher for the hardware model (1 minute per
scenario) than for the average (2 and 4 minutes per scenario for
Gcepprp and Gppp respectively). In the survey, all participants,
security experts and engineers, agreed that it is worth to
create and analyse a hardware model (see subsection VI-B).
Furthermore, they reaffirmed the importance of the hardware
model in the interviews. One of the advantages they mentioned
was the quick overview of all components and interfaces. In
conclusion, the quantitative and qualitative results speak in
favour of a hardware model. This suggests that using a hardware
model may improve threat identification.

B. Physical Link and Interface

The two new elements Physical Link and Interface were
evaluated separately, but the jointly collected results differ only
slightly. Their results are therefore summarised together first
and then briefly discussed individually.

In the experimental study, the two groups Gepprp and Gppp
had the single difference that the former had the two new
elements available in the diagram editor. However, Gcpprp
found significantly more scenarios than Gpgp (49.9 and 27.3 on
average respectively) (see subsection VI-A). The assignment of
the scenarios to elements showed that Gepprp also discovered
27.9 scenarios for the standard elements. The additional
scenarios were initiated by the Physical Link (10.9) and the
Interface (11.2). There was also a difference regarding privacy-
related threats. Group Gepppp found on average 5.0 scenarios
while the Gpgp found less than 1 scenario. The difference is
not statistically significant, but can be explained by the fact
that Gepprp found 3.6 scenarios with the Physical Link and
1.2 scenarios with the Interface. This effect could also be
seen in the hardware model. The median found 29.5 and 11.5
scenarios for Gepppp and Gppp, respectively. More than half
of the scenarios of the former were based on the Physical Link
(6) and Interface (10.5). It was also analysed how participants

modelled specific components. For example, almost all of
group Gepprp modelled the microphone as Physical Link. In
contrast, only 42% of Gpgp modelled it. They were indecisive
which element to use, as 3 participants modelled it as Process
and 2 as External Entity. The interfaces such as JTAG and
Bluetooth were modelled by about 90% of Gepprp while these
were modelled by only one third or less of Gppp. This means
that the existence of the two new elements leads to such
components being modelled at all. The two elements do not
make the technique more difficult, as the questionnaire showed.
In the survey, the majority of 75% agreed that each Physical
Link and Interface provide added value and 73% agreed that
they contribute to more accurate modelling of IoT devices
(see subsection VI-B). In the interviews, the elements were
generally seen positive. One security expert confirmed the
problems with modelling certain hardware components without
the new elements. The Physical Link was said to be good as data
is generated there and actuators can influence the environment
and the Interface was conceived to be important as debug
interfaces are often overlooked, among others. However, it
was noted a few times that the differentiation between both
elements is not clear and that they could be summarised in one
element. In summary, there are many arguments in favour of
introducing the two new elements. The Physical Link leads to
several additional scenarios, as seen in the experimental study,
although not as many as for the Interface. The element can be
used to represent sensors, which in turn have mainly contributed
to the identification of threats against privacy. This added value
was also endorsed by the survey participants. The results thus
suggest that the Physical Link improves the threat identification.
The situation is similar for the Interface. Quantitatively, even
more scenarios could be identified with this element. The
importance of interfaces was highlighted by students as well as
security experts and engineers. Therefore, the results suggest
the Interface improves the threat identification as well.

C. Limitations

Some limitations must be taken into account in the reported
results. The HWD produced dozens of attack scenarios, but
several of them may also be found in DFDs, creating overlaps.
Consequently, the number of additional scenarios contributed by
the HWD is lower than the raw count suggests. The quantitative
effects of the two new elements must also be considered with
caution. In the experimental study, participants of Gepppp had
predefined stencils for the Physical Link, e.g., microphone and
loudspeaker, and for the Interface, e.g., JTAG and Bluetooth.
The list of dozens of stencils had to be searched through first,
but these increase the likelihood that such components will
be modelled. The modelling then automatically led to further
scenarios. For a more detailed examination of the effects of
the two elements, further groups would have been necessary,
which would not have had predefined stencils available.

VIII. CONCLUSIONS AND FUTURE WORK

The many security incidents in the IoT highlight the ongoing
need for improved security. Although numerous researchers
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address IoT security, systematic approaches are often lacking.
This work introduces a modelling technique tailored to IoT
devices to simplify modelling and enhance threat identification,
helping manufacturers address weaknesses early in the product
development cycle and support security by design. The pro-
posed CPDFD technique considers the special circumstances
of IoT devices. Due to their use in critical applications as well
as the high accessibility, the creation of a hardware model
was proposed. In addition, due to the interaction with the
environment and the high connectivity of IoT devices, the two
new elements Physical Link and Interface were introduced.
Across two studies, an experimental quantitative comparison
was conducted and the perspectives of security experts and
engineers were collected. In summary, all three changes of
the CPDFD technique indicate improvements compared to the
standard DFD. The technique enables more detailed modelling
of IoT devices, which in turn leads to more identified attack
scenarios, as the results demonstrated. This suggests that
CPDFDs improve the identification of threats. In the future,
the better integration of HWDs and DFDs will be addressed to
exploit synergy effects and improve the identification of attack
scenarios and countermeasures.
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Abstract—Teaching Internet of Things (IoT) security effectively
remains a challenge due to the gap between theoretical concepts
and their application in real-world systems. This paper presents
the fourth iteration of the Security Education and Penetration-
Testing Platform (SEPP) project, a gamified, hands-on learning
environment that uses vulnerabilities in real IoT devices to
teach IoT security concepts to computer science students. Over
the course of the past semester, a weekly exercise session was
conducted, during which ten previously developed exercise sheets
were evaluated through observations and student questionnaires.
The results show high student engagement, strong perceived
learning outcomes, and clear benefits from working with realistic
attack scenarios and real IoT devices. However, the evaluation
also revealed areas in need of improvement, including device
selection, sequencing of the exercises, clarity of instructions,
preparation of the exercise sessions, and time management.
Based on these findings, this paper details the next steps in the
further development of the SEPP platform and the continuous
improvement of practical IoT security education at the OTH
Regensburg.

Keywords-Internet of Things; IoT Security; Cybersecurity Edu-
cation; Hands-On Learning.

I. INTRODUCTION

The Internet of Things (IoT) has become an integral part
of our daily lives. From smart home appliances, to wearables,
and industrial equipment, the ability to connect devices and
systems across the internet has opened up new possibilities for
automation, control, and monitoring in all aspects of life [1].
The heterogeneous nature of the [oT ecosystem and the rapid
development of IoT devices in recent years have resulted in a
lack of robust security mechanisms and created vulnerabilities
that expose IoT systems to a wide range of cyberthreats [2][3].

A. SEPP - Security Education and Penetration-Testing Plat-
form for loT

The SEPP platform presents a gamified approach to teaching
IoT Security to computer science students by providing the
students with a way of engaging with real-world examples of
the cybersecurity risks introduced in the IoT Security lecture
through a series of hands-on exercises [4][5].

The platform simulates a home environment equipped with
various IoT devices that contain security flaws, such as smart
plugs, security cameras, or light bulbs. Each device is associ-
ated with one or more exercise sheets that have been created
by students as part of their bachelor’s thesis or study project.

B. Evaluation of the Exercises

Over the course of the past semester, two students conducted
a weekly exercise session, where they evaluated the ten

exercise sheets based on observations during the session and
a questionnaire that the participating students had to fill out
at the end of the session [6][7].

Section 2 provides a brief overview of the exercise contents.
Section 3 discusses the first evaluation results. Section 4
outlines the next steps in the further development of the SEPP
platform.

II. EXERCISES

The exercise sheets were designed as the practical part of the
IoT Security lecture and are therefore aligned to complement
its contents. The students work with the industry-standard
penetration testing tools introduced in the lecture and perform
a wide variety of different attacks and audits on real IoT
devices.

The exercises cover a wide range of protocols used in IoT
devices, including Wi-Fi, Bluetooth, Bluetooth Low Energy
(BLE), Telnet, Secure Shell (SSH), Message Queuing Teleme-
try Transport (MQTT), Transport Layer Security (TLS), and
more.

Exemplary tasks include:

1) Determining the Internet Protocol (IP) address of a
smart outlet by conducting a network scan using the
network exploration tool Nmap.

2) Capturing control commands sent to an [oT light bulb
via the Telnet protocol using Wireshark and subse-
quently performing a replay attack by retransmitting
the captured packets with Python.

3) Performing an Address Resolution Protocol (ARP)
spoofing-based Man-in-the-Middle (MITM) attack
on a Siemens LOGO! DDC module using Ettercap
to sniff and intercept its network traffic.

4) Executing Denial of Service (DoS) and Distributed
Denial of Service (DDoS) attacks on various devices
using a Python script.

5) Gaining access to a web interface protected by
default credentials through a dictionary-based brute-
force attack with the Python package Selenium.

6) Hijacking the active user session of a web interface
by recreating a session cookie from a Wireshark
capture containing a transmission of the session ID.

III. DISCUSSION OF THE FIRST RESULTS

In general, the feedback on the exercises was found to be
positive. The connection to the IoT Security lecture was per-
ceived as apparent, and the students stated that they were able
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to apply what they had learned. The students highly praised
the hands-on approach and especially emphasized the joy of
being able to compromise real IoT devices, particularly when
the instructions provided them with very limited information
about the device to start with. The different attack vectors
covered in the exercises were reviewed as interesting and
educational, offering clear perspectives on cybersecurity issues
in IoT devices. For most exercises, the instructions were rated
as understandable and easy to follow, and one exercise even
received praise for its puzzle-like design. The students were
surprised by the ease of using tools like Nmap and Wireshark
to collect the data necessary to perform the various attacks.
The simplicity of various attacks was also pointed out. This
included the ability to perform a DoS attack with a simple
Python script and the ability to perform a MITM attack with
a single Ettercap command.

The following subsections highlight the core issues that
were found during the evaluation and how to best address
them.

A. Device Choice

The choice of the IoT device was found to be suboptimal
for some exercises.

For example, the students pointed out that determining the
success of a DoS attack on a smart Wi-Fi outlet is rather
difficult if there is no device plugged into it that would indicate
the failure of sending control sequences from the smartphone
application to the outlet. Another exercise had the students
perform a replay attack on an IoT light bulb. However, the
device was unable to handle the increased number of requests
created from multiple groups of students doing this at the same
time. The attack therefore resulted in a DoS scenario, with the
bulb becoming unresponsive for a few minutes.

The victim devices used in these exercises therefore need
to be reevaluated. They should provide clear feedback on the
success of an attack whenever possible and should not exhibit
any unintended behavior.

B. Repetition of Attacks

The steps of first identifying a device on the network with
Nmap and subsequently performing a DoS attack on it were
included in four of the ten exercise sheets. Repeating the same
attack, especially in an equivalent fashion, should be avoided,
as this does not provide any additional educational value.

C. Arrangement within the Semester

The first exercise used Nmap to identify a smart outlet,
launched a DoS attack, and analyzed the resulting traffic with
Wireshark. The second exercise covered vulnerabilities in Wi-
Fi Protected Access (WPA) and Wi-Fi Protected Setup (WPS)
and again required device identification using Nmap. However,
the chapters that introduce Nmap, WPA, and Wireshark have
not been discussed in the lecture at this point of the semester.

This emphasizes the need to re-evaluate the arrangement of
the exercises on the semester timeline, as it is not feasible to
have the students working with tools before they have been
introduced in the lecture.

D. Instructions and Guidance

All instructions should be clear and easy to follow.

Over the course of the evaluation, multiple errors in the
exercise instructions were identified that need to be corrected.
This includes incorrect sample commands and Python scripts
that did not produce the desired results. Additionally, since the
exercise sheets were created at home by different students,
discrepancies arose between the instructions and the final
computer lab setup. This includes incorrect Wi-Fi Service
Set Identifiers (SSIDs) and passwords, as well as mismatched
Media Access Control (MAC) addresses, all of which need to
be corrected as well. In some cases, the students remarked that
the Python scripts they had to complete as part of the exercise
did not contain any information about what to do beyond
a "TODO" comment marking the line. Additional comments
that explain what is to be done need to be added to these
scripts. Some instructions were also found to be too vague and
need to be concretized. One example had students analyze a
Wireshark network capture without specifying what to look
for in the packets, another step only referred to "any Wi-Fi
device", which left the students wondering which one to use.

The tools and Python libraries that are used in the exercises,
but not covered by the lecture, should be introduced with a
short description of the tool and should provide concrete ex-
ample commands. This can be done in short on the instruction
sheet itself or on a separate information sheet for a more
extensive resource. Exemplary resources include Ettercap,
Reaver, Selenium, and Bleak.

Some students also provided feedback on the lack of such
information and examples for the tools that were introduced
in the lecture. However, this could easily have been solved by
attending the lecture or taking a look at the course material.
In addition, online research and Al tools, such as ChatGPT,
can provide further guidance.

E. Understanding

The goals and key takeaways of each exercise should be
clear. This was not always the case.

One exercise had the students read out information from
a Bluetooth smart lock using the nRF Connect app. The
subsequent steps of the exercise did not utilize this information
further or explain how it could be used, which left the students
wondering about the relevance of this step. Another exercise
had the students remark that a session hijacking attack on a
Siemens LOGO! DDC module was too easy, as the session
ID was part of the Uniform Resource Locator (URL) of the
web interface and could therefore easily be captured with
Wireshark, and that the web interface did not provide feedback
when the attack was successful.

It should be made clear that these are vulnerabilities in real
IoT devices and not custom-engineered lab creations.

F. Preparation of the Exercise Sessions

In an ideal situation, all devices would be firmly integrated
into the SEPP platform and configured as necessary for the
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exercises. However, this is not yet possible due to the still-
evolving nature of the project.

The exercise leader must therefore be provided with a clear
and easy-to-follow setup guide for each exercise that outlines
what has to be prepared and checked before the exercise
session. This is currently only the case for three out of the ten
exercises, with one of the guides being received as insufficient.

G. Wi-Fi Issues

The original setup of the SEPP had a Raspberry Pi 5 hosting
a Wi-Fi network to which the students and IoT devices were
connected. This network was found to be rather inconsistent
and unable to support the desired number of devices. Midway
through the semester, a GLMT300N-V2 Mini Smart Router
was added to serve as an access point and replace the Rasp-
berry Pi’s Wi-Fi.

H. Timely Constraints

The weekly exercise session has a duration of 90 minutes.
The time required for the individual exercise sheets varied
greatly. Some exercise sheets were too extensive to be com-
pleted in 90 minutes, while the students finished others within
45 minutes. The length of existing exercises must be adjusted
to approximately match the length of the exercise session.
Future exercise sheets should also be designed with the time
frame in mind and need to be tested for compliance prior to
their inclusion in the course.

Three areas were clearly identified where time could be
saved during the sessions:

1) Provisioning of Necessary Tools: About a third of the first
exercise session was lost because the students had to install
the required tools. The resources and tools required for the
exercise should therefore be communicated in advance of the
weekly session. Later sessions had a message posted on the
E-learning platform a couple of days prior, that provided the
students with a list of the necessary tools and instructed them
to install these. Tools that are used repeatedly across most
exercises, such as Nmap and Wireshark, can be communicated
to all students in the first lecture at the beginning of the
semester. Alternatively, every student can be tasked with
installing a Kali Linux virtual machine in a free virtualization
software like VirtualBox, as this distribution already contains
most of the required tools. For this, links to setup tutorials
should be provided. Another option is to provide students with
ready-to-go native Kali Linux laptops and Android phones
in the computer lab. This would also eliminate issues, such
as a virtual machine not having access to the Wi-Fi adapter
of the host device, and therefore being unable to switch it
into monitor mode, or issues with the iOS version of the nRF
Connect app not displaying certain information, such as the
Bluetooth address of an IoT device.

2) Handling of Lengthy Subtasks: Some steps, such as a full
Nmap User Datagram Protocol (UDP) port scan, are known to
take quite a while. The instructions did not mention limiting
the range of ports to scan, which caused the students to wait
for the full scan to finish. This was especially prominent if the

results of such a step were needed for the further steps of the
exercise. Appropriate tips should be added to steps like this
in order to minimize wasted time.

3) Distribution of Files: The students work with numer-
ous Python scripts throughout the exercises. In some cases,
these scripts were provided only as plain text or images on
the exercise sheets, which the participants had to manually
transcribe into their editors. One exercise also involves a Java-
based server application for which only a compiled *jar file
and screenshots of the source code were available.

A central Git repository is proposed to manage and effi-
ciently distribute all source files. This repository could also
be extended to hold and distribute the exercise sheets.

IV. CONCLUSION AND FUTURE WORK

The initial results of the evaluation indicate that the SEPP
platform is a promising and well-received tool to educate
future IT professionals about IoT cybersecurity. However, they
also show that it is still an evolving project that is far from
complete and will require continuous improvement in the
future. The issues mentioned in Section 3 will be addressed
over the course of the next semester, as the lecture is only
held in the winter term.

The results of this paper can also be used outside the SEPP
platform to better design similar practice-oriented exercises
based on this experience. Therefore, the results not only serve
to improve the platform, but can also help other educators with
the development of better tasks.

REFERENCES

[1] L. Atzori, A. Iera, and G. Morabito, “The Internet of Things: A
survey,” Computer Networks, vol. 54, no. 15, pp. 2787-2805,
2010, Retrieved: 2026.02.18, 1SSN: 1389-1286. DOI: https :
//doi.org/10.1016/j . comnet. 2010 .05 . 010. [Online].
Available: https://www.sciencedirect.com/science/article/pii/
S1389128610001568.

[2] R. H. Weber, “Internet of Things — New security and privacy
challenges,” Computer Law & Security Review, vol. 26, no. 1,
pp. 23-30, 2010, Retrieved: 2026.02.18, ISSN: 2212-473X. DOTI:
https : //doi . org/10.1016/j . clsr. 2009 . 11 . 008. [Online].
Available: https://www.sciencedirect.com/science/article/pii/
S0267364909001939.

[3] S. Sicari, A. Rizzardi, L. A. Grieco, and A. Coen-Porisini,
“Security, privacy and trust in Internet of Things: The road
ahead,” Computer Networks, vol. 76, pp. 146—164, 2015, Re-
trieved: 2026.02.18, 1SSN: 1389-1286. DOTI: https://doi.org/10.
1016/j.comnet.2014.11.008. [Online]. Available: https://www.
sciencedirect.com/science/article/pii/S1389128614003971.

[4] D. Hauser, J. Graf, S. Fischer, and R. Hackenberg, “SEPP:
Security Education and Penetration-Testing Platform for IoT,”
in Proceedings of The European Conference on Education 2025,
Retrieved: 2026.02.18, 2025, pp. 443-453. DOI: https://doi.org/
10.22492/issn.2188-1162.2025.36.

[5] D. Hauser and S. Fischer, “SEPP 2.0 - Advanced IoT Hacking
Scenarios for Hands-on Security Education,” 2025, Unpub-
lished.

[6] 1. Edelmann, “IoT Vulnerabilities: Evaluation and Improvement
of the Exercises,” Unpublished bachelor’s thesis, 2025.

[71 L. Herrmansdorfer, “Evaluation and Analysis of Cyber-Security
Challenges in Relation to the Internet of Things,” Unpublished
bachelor’s thesis, 2025.

Courtesy of IARIA Board and IARIA Press. Original source: ThinkMind Digital Library https://www.thinkmind.org

Copyright (c) IARIA, 2026. ISBN: 978-1-68558-442-9

44



CROSS-SEC 2026 : The First International Conference on Cross-Domain Security in Distributed, Intelligent and Critical Systems

The Development of an IoT-Focused Investigative Methodology:
The Case of a Pico 4 Headset

Luke Yates

Dept. of Computing
Buckinghamshire New University
High Wycombe, Buckinghamshire

email: luke.yates@bucks.ac.uk

Professor lan Fergusson

Dept. of Cybersecurity and
Computing
Abertay University
Dundee, Scotland

Dr Karl van der Schyff
Dept. of Cybersecurity and Computing
Abertay University
Dundee, Scotland
email: k.vanderschyff@abertay.ac.uk

email: i.ferguson@abertay.ac.uk

Abstract—The paper is submitted to the conference as it is
relevant to Internet of Things and Forensics in Constrained
Environments. The rapid proliferation of Internet-of-Things
(IoT) devices, including Virtual Reality (VR) headsets, has
introduced new opportunities and challenges for digital
forensics. This study focuses on the Pico 4 VR headset, a next-
generation Android-based device, to explore forensic
methodologies for extracting and analyzing digital artifacts.
Crimes involving VR, such as harassment, fraud, and illegal
content distribution, highlight the urgency for specialized
investigative approaches. Using the Android Debug Bridge
(ADB) suite to capture device data, we developed a forensic
methodology that ensures data integrity while navigating the
limitations of non-rooted devices. Our investigation reaffirms
the potential of ADB commands, including backup and
dumpsys, to collect system information, application data, and
user-generated content from the Pico 4 in a forensically sound
manner. This paper focuses on the most significant aspect of
this research, where a custom module for Autopsy facilitated
efficient web browser data processing. However, the challenges
posed by device security, inaccessible storage areas, and
encrypted communications underscore the need for adaptable
and innovative forensic techniques. The research describe here
contributes to the field by presenting the first digital forensic
approach tailored to the Pico 4. The findings emphasize the
importance of combining traditional forensic tools with
bespoke methodologies to address emerging IoT devices. Our
work provides a foundation for future studies on VR-related
crime investigations, offering practical insights for digital
forensic practitioners navigating the evolving landscape of IoT
technologies.

Keywords—IoT; forensics; Pico 4; Digital forensics; Android
devices; VR forensics; Digital forensic methodology.

I. INTRODUCTION

An exponential growth of the Internet of Things (IoT) [1]
means that more people are using non-traditional computing
devices to access the internet, for legal and non-legal
purposes. This includes the use of Virtual Reality (VR)
headsets to commit fraud, harassment, identity theft and
most seriously, access and distribution of illegal images of
children [2]. Utilising modern VR devices to carry out these
and potential new types of crime creates the potential to hide

evidence from outdated digital forensics methodologies. It is
therefore imperative that the science of Digital Forensics is
mindful of the challenges VR technology presents, when
conducting investigations. Digital forensics experts are
required to carry out their investigations in a “forensically
sound” manner that seeks to protect the integrity of data
obtained from devices, as well as ensuring that no harm
comes to devices procured in an investigation. They must
also adopt techniques that consider the security restrictions
on Android systems such as those on VR headsets and be
mindful that there are often restrictions on what can be
obtained.

The Pico 4 released in October 2022 [3] by ByteDance
headset is an example of a newer Android-based VR device.
A range of apps and games are available, both standalone on
the device and via connection to a computer or phone. Whilst
a considerable amount of research has been carried out on
IoT and VR devices, the Pico 4 is relatively new technology
and hence it is not known what useful digital forensic data
may be stored on it. If investigators are unclear with regards
to the digital forensic techniques to use on such a device,
inadequate amounts of evidence will likely be collected,
negatively impacting the effectiveness of an investigation or
even resulting in evidence being excluded from court, which
could have disastrous consequences for the case to be made.

This leads to the formulation of two research questions:

RQI1. What type of digital artefacts are typically acquired
in a VR-focused digital forensic investigation, and how could
these be extracted in a forensically sound manner? To
develop a sound investigative methodology, it is important to
know which type of artefacts are likely to be encountered
and where to locate them. Handling such artefacts in an
appropriate manner may require additional understanding —
all of which could aid investigators faced with VR-focused
investigations.

RQ2. Which techniques are suitable to aid investigators
in identifying and reporting relevant digital forensic artefacts
as evidence (in a forensically sound manner) when
considering Android-based loT devices like the Pico 4 VR
headset? In addition to the type and location of the artefacts,
it is also crucial to understand the techniques required to
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generate useful information in reporting these findings and
their relationship to the case being investigated. Some
existing techniques may prove useful — yet others may have
to be adapted (erg., Autopsy modules).

Our study is structured as follows: We first present
readers with a review of related literature in Section II before
providing a complete outline of our methodological approach
in Section III. This is followed by the results of our
evaluation in Section IV and an associated discussion,
including the theoretical and practical implications in
Sections V and VI. The study concludes with a brief
discussion of the limitations and areas of future research in
Section VII and a final conclusion in Section VIII.

II. LITERATURE

Guided by our first research question, the review will
first provide readers with an outline of how digital forensic
data should be acquired, followed by specifics as to how this
relates to Android-based (thus Pico 4 related) devices

A. Acquiring digital forensic data from loT devices

Regarding digital forensics, Alazab et.al. [4] states that
IoT forensics requires a more specialised approach but has
the potential to yield highly useful information that
traditional computing lacks, such as motion sensor, GPS,
camera, and microphone data. However, issues with IoT
forensics are also considered, such as “inappropriate
handling of data, securing the chain of custody and lack of
standardisation”.  In addition, the concept of “cloud
jurisdiction” is discussed. This is where data on the cloud
from an IoT device may be stored in other countries, and
hence subject to different rules and regulations regarding
privacy and data protection, creating new obstacles for
digital forensic investigations.

Research carried out on a SteamDeck handheld console
systematically identified forensically relevant artefacts [5].
This device is not a typical IoT device and runs a Linux-
based “SteamOS” operating system, however the differential
forensic analysis approach used in the research holds value
for IoT digital forensics. This is where “before and after”
snapshots of the device data are taken, to see what has
changed. This narrows the search down and expedite the
locating of relevant forensic data. The data identified by this
research as relevant, included device information, Wi-Fi
connections, user accounts, games and apps, screenshots and
images taken or downloaded to the device, friends
(connections to other users) and financial transactions.

Raymer etal. identify the importance of forensic
techniques on VR devices in regard to the potential for
crime, such as online harassment, grooming and
cyberbullying [6]. A forensic analysis on a Meta Quest 2
device was performed, providing helpful and relevant
information for when tackling VR headsets — specifically
Android-based devices. Their research [6] confirmed that
data can be retrieved from such a device using forensically
sound practice, as well as describing locations and types of
useful forensics data (live user activity, user files and live

device data). Raymer et.al. [6] described their solution for a
formal acquisition process, in which they identified storage
types and locations on the device, then recover and analyse
digital artifacts pertaining to a digital forensic investigation.

The three main areas investigated were user data,
application data and live system data. Raymer et.al. [6] note
that a limitation when working with the Quest 2 VR device
as with all Android-based devices, is the restriction imposed
on access to certain parts of storage, such as system files, and
the only way to overcome this being to root the device being
examined.

B. Investigating Android-based IoT devices

Taylor et. al. [7] examined the process of investigating
mobile apps, as well as issues relating to obtaining digital
evidence from such devices. Of particular interest is their
research on Android apps and security. The research
identified that each Android application runs as a unique user
identity, which enhances security, and, consequently, makes
acquiring data for digital forensics from such devices, more
challenging. Additionally, this research identified the range
of crimes that may be carried out by utilising digital devices,
such as fraud, theft, money laundering, copyright
infringement, and the possession and/or distribution of
indecent images.

When considering digital forensics, the advantage of
acquiring a rooted device is that it is possible to make
physical images of the storage and data on that device, rather
than just logical (files and folders) level copies. This allows
retrieval of files and folders which have been deleted, as well
as all applications and data. However, Android devices are
not released in a rooted state [8], and obtaining an IoT
Android device that is rooted is not always possible. This is
because rooting such a device is extremely difficult to carry
out on a new device, and introduces the risk of the evidence
being no longer forensically sound. For the owner of the
device, there is a risk of compromised security, voided
warranty, unavailable services (such as online purchasing
and banking), device instability, and in the worst case, the
damage or destruction of an expensive piece of hardware.
With new devices, such as the Pico 4, manufacturers will
lock the boot-loader to discourage rooting attempts, and as
rooting usually requires the exploitation of a vulnerability, a
methodology may not exist at all to unlock the hardware in
this way.

Kara [9] performed specific research on extracting
Discord data from an Android device, and whilst successful
in retrieving artifacts, such as contacts, messages, and
deleted items, as well as understanding the data structure of
Discord, this methodology relies on rooting or jail-breaking
[10] the Android device, something that is either impossible
or at least highly risky when dealing with newly released
Android devices. Additionally, this approach copies files to
the laboratory computer; files copied to another device will
have their dates/times altered, harming their integrity as
evidence. Kara [9] also observes that any security measures
put into place on the suspect Android device, such as
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biometrics or PINs, could make retrieving data a far more
complex process.

It is worth observing that whilst Android employs strong
mechanisms in its design which can protect privacy, but
interfere with digital forensics investigations, user naivety
over security and privacy settings can sometimes
compromise this and could work in the favour of a digital
forensics investigation. The research by Neisse et.al. [11]
considers this and notes that the complexity of the
permission-granting mechanism in Android devices means
that users often fail to understand the privacy implications of
granting apps permission to sensitive resources.

C. The role of the Android Debug Bridge

Easttom & Chuck [12] describe a methodology for
SMART TV forensics in which they justify and then use the
Android Debug Bridge (or ADB). Importantly, and as
evidenced in their work, this tool is recognised as a means to
extract artefacts in a forensically sound manner and therefore
features in our methodology.

III. METHODOLOGICAL APPROACH

This section provides an outline of our methodological
approach and investigative methodology in particular regard
to the artifact developed for Autopsy. We start by first
describing the methods used to prepare the hardware and
software used. This is followed by details of how the initial
data was captured from the Pico 4 headset, after which an
explanation is provided of the test apps (and data) used. This
section concludes with a detailed outline of the data
acquisition process as well as the methods used for searching
and data analysis. Note that this study received full ethical
clearance from the primary author’s university (ref:
EMS8927).

Using the techniques identified in the literature study,
images of the data were captured from the Pico 4 using
ADB’s “Android Backup”, thus maximising integrity of data
and forensic soundness. The first image was taken
immediately after a factory reset of the Pico device and
resulted in 49.38MB of data stored in the device’s “apps”
and “shared” folders (also known as the /sdcard folder on
Android devices). The device was then used in a variety of
common ways as it might be used by a typical user,
including installing and using the Wolvic browser to visit
websites and download 10 image files (done using the
browser’s “Save Image As” feature). A second image of the
“apps” and “shared” folder data was then captured, this
resulted in a file size of 13.38GB. Differential analysis was
used to identify new or changed files in this second backup,
leading to the identification of the database files relating to
web browsing history. The analysis was done using a
comparison of MDS5 file hashes, to ensure identical files
from both images could be safely ignored.

Investigating the browser history has not only become
commonplace, but also crucial when trying to establish intent
and was hence the main focus of this research. Given our use
of the Wolvic browser, we were able to identify an SQLite

database file (places.sqlite). The analysis of this database
was automated by writing a module for Autopsy, a well-
known open-source tool used for digital forensics. Autopsy
uses a Jython parser, allowing Python code to interface with
the Java-based Autopsy. A code template (for developing
Autopsy modules) was acquired from GitHub [13] and
rewritten to work with the data extracted from the Wolvic
browser. The bespoke code connects to the web browser
database file, and reads off rows in the web history table. It
then creates an event for each visit to a website URL. It then
creates an Autopsy “blackboard” artifact containing retrieved
information about the website URL, web page title and
date/time visited, and places this new artifact in Autopsy’s
“Web History” container. The flowchart for this algorithm is
presented here:

Flowchart for Web Browser
DataRetrieval

Figure 1.

Additionally, the relevant excerpt of the Python code to
read the database and create Autopsy artifacts is shown here:

# Code to connect to database and extract browser history items

# Query the browser history tables in the database and get
necessary columns.
# we need URL, Title and Visit Date
try:
stmt = dbConn.createStatement()
resultSet = stmt.executeQuery("SELECT moz_places.url as
'URL', moz_places.title as 'Website Title', moz_historyvisits.visit_date as
'Visit Date' FROM moz places INNER JOIN moz_historyvisits ON
(moz_historyvisits.place_id = moz_places.id) ORDER BY 'Visit Date")
except SQLException as e:
self.log(Level INFO, "Error querying database for browser
history tables (" + e.getMessage() +")")
return IngestModule.ProcessResult.OK
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# Cycle through each row and create artifacts
while resultSet.next():

url = resultSet.getString("URL")

title = resultSet.getString(" Website Title")

visit_date local = int(resultSet.getString("Visit Date"))/1000
# UNIX Timestamp is stored in db as milliseconds - needs to be in
seconds!

except SQLException as e:

self.log(Level.INFO, "Error getting values from browser

history tables (" + e.getMessage() +")")

# Make an artifact on the blackboard, TSK._ WEB_HISTORY
and give it attributes for each of the fields
art =
file.newDataArtifact(BlackboardArtifact. Type. TSK._ WEB_HISTORY,
Arrays.asList(
BlackboardAttribute(BlackboardAttribute. Type. TSK_URL,

WebHistoryDbIngestModuleFactory.moduleName, url),
BlackboardAttribute(BlackboardAttribute. Type. TSK_TITLE,

WebHistoryDbIngestModuleFactory.moduleName, title),

BlackboardAttribute(BlackboardAttribute. Type. TSK_DATETIME ACC
ESSED,

WebHistoryDbIngestModuleFactory.moduleName, visit_date_local)
)

blackboard.postArtifact(art,
WebHistoryDblngestModuleFactory.moduleName,
self.context.getJobld())
recordCount +=1
except Blackboard.BlackboardException as e:
self.log(Level. SEVERE, "Error indexing artifact " +
art.getDisplayName())

# Clean up
stmt.close()
dbConn.close()
os.remove(lcIDbPath)

# Feedback to user how many database files were found.
message =
IngestMessage.createMessage(IngestMessage. MessageType. DATA,
"Wolvic VR Browser History Analyzer", "Found %d matching
database files" % fileCount)
IngestServices.getlnstance(). postMessage(message)

# feedback to user how many database records were turned into
Autopsy browser history artifacts.
message =
IngestMessage.createMessage(IngestMessage. MessageType. DATA,
"Wolvic VR Browser History Analyzer", "Processed %d browser
history artifacts" % recordCount)
IngestServices.getlnstance(). postMessage(message)

return IngestModule.ProcessResult. OK

IV.  EVALUATION OF RESULTS

The digital forensics methodology devised and used in
this research managed to retrieve a significant yield of files
relevant to a forensics investigation, in a forensically sound
manner, making them admissible as evidence in a legal case.

A combination of the techniques described in the
literature review, as well as the usage of the popular open
source forensics application, Autopy as described in section
IV, yielded 293 image files, 8 videos, and of particular
interest to this paper, 33 database files. System and
application log files were also discovered containing details
of user accounts created and used on the device — these
matched ones created for test purposes during the
methodology phase both in name and in creation date and
time. Of additional interest were username and password
credentials which were not created by test users accounts,
coded into several web.cfg files. This information disclosure
could pose a security risk.

From these database files, it was possible to retrieve
digital artefacts, such as browser history, user input and
cookie data from the Wolvic web browser. One of the related
SQLite databases named places.SQLlIite contained a table
called moz places which held information about every
unique website visited, along with the date and time of the
most recent visit (held in a UNIX timestamp). Where these
websites had been visited more frequently, we found
corresponding entries in another database table called
moz_historyvisits. This latter table linked to the moz places
table and held access dates and times in UNIX timestamps.

Overall, the bespoke Autopsy module developed during
this research, found 100 web history artifacts, including the
title, URL and access date/time of every website accessed
using Wolvic browser as well as the 10 images downloaded
intentionally during the data creation stage. The data
revealed by the Autopsy plugin was able to be cross-
referenced successfully with the URLSs, titles and dates of the
sites visited, and datetime file stamps on the image files
themselves also corresponded with site visit dates and times,
further enhancing the credibility of this evidence.

V. DISCUSSION

This study aimed to develop a digital forensic
methodology that could be used to investigate Pico 4 VR
headsets. We argue that although similar methodologies have
been developed for other VR headsets (erg., Meta Quest),
our approach contributes to the field of digital forensics as
the first to methodically focus on the Pico 4 as well as
showing that existing technology, such as Autopsy can be
utilized for newer devices with the help of custom plugins.

Two research questions were posed and addressed in this
research:

A. Addressing RQ1: Types of artifacts identified

The investigation of the Pico 4 headset showed that
analysis of web browser activity, done in this instance using
a bespoke coded plugin solution for Autopsy, can be
extremely lucrative for uncovering highly useful artifacts.
This can then be used to create a timeline of a suspect’s
online activities. The evidence is forensically sound as the
times and dates discovered by the plugin, were shown to be
consistent with actions taken to initially create the artifacts.
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B. Addressing RQ2 — techniques used:

Once web browser database files have been acquired in a
forensically sound manner using the techniques discussed in
the literature review and in the methodology, these can be
passed to an automated digital forensics application, such as
Autopsy, making the process of identification of relevant
artifacts less technical, and hence easier. This aids in
maintaining the integrity of evidence. Problems exist with
tools, such as Autopsy, when using it to analyse new devices,
such as the Pico 4, as they will miss certain types of data.

However, it is possible to write modules for Autopsy that
can work specifically with newer devices and the data
created and stored by their applications. These modules are
written in scripting languages, such as Python, and once
implemented, can allow Autopsy to scan and detect new
artifacts, add them to its catalog and include them in its
excellent reporting systems, such as timelines.

VI. THEORETICAL AND PRACTICAL IMPLICATIONS

The research showed that due to the nature of the file and
security structure of Android devices, coupled with the
freedom for developers to create and store data anywhere on
the device, limits what data can be recovered, and means
there is potential for misuse by criminals. Various Android
apps allow encrypted, private conversations to take place,
and the data for these cannot be retrieved or analysed. Whilst
this may be reassuring to many users, it creates issues for
digital forensic investigators, who may be unable to capture
this information for their evidence files. This secrecy
afforded on non-rooted devices could enable computer-based
crimes, such as harassment, abuse and fraud, as well as
aiding communication and planning of non-computer-based
crimes which could have even more dire consequences.
These limitations mean that there are areas of research into
the Pico 4 (and other IoT devices) that lack clarity.

Web browsers, such as the Wolvic browser which can be
installed from the Pico app store, successfully yield all of
their browser history, cookies, user input and downloaded
files. This information is contained within database files,
which can be easily read and processed by suitable coded
modules for forensic apps, such as Autopsy.

This research provides an example of such scripting
using Python coding, and this could be drawn on as a starting
place to develop similar scripts for future IoT and VR
devices.

VII. LIMITATIONS AND FUTURE RESEARCH

While this study provides a foundational forensic
methodology for investigating the Pico 4 VR headset, several
limitations remain.

The experimental design involved artificially generating
test data on the Pico 4 rather than analyzing real-world
forensic case data. While this method ensures controlled
conditions for evaluating forensic techniques, it does not
account for the complexity of real investigations where data
may be deliberately hidden, fragmented, or manipulated.
Future studies should seek to apply the methodology in real

investigative contexts, analyzing seized VR devices from
actual cases to assess the practical challenges and
effectiveness of the proposed techniques in more complex
scenarios.

A comparative study evaluating forensic techniques
across multiple VR headsets, such as the Meta Quest 2 and
HTC Vive, could provide a broader understanding of
forensic methodologies applicable to different hardware and
software ecosystems.

One area requiring further research is the role of forensic
automation and artificial intelligence in VR investigations.
While this study successfully integrated Autopsy for data
analysis, the development of custom forensic modules was
not fully explored. Automated techniques, including machine
learning-driven artifact classification, could enhance the
efficiency of forensic investigations by reducing manual
effort and improving the detection of relevant artifacts.
Additionally, exploring the use of Al-driven analysis in VR-
specific forensics, such as behavioral pattern recognition
within virtual environments, could open new avenues for
detecting criminal activity within immersive platforms.

VIII. CONCLUSION

The objective of this study was to develop a forensic
methodology tailored to the Pico 4 VR headset — with this
paper focusing primarily on the Autopsy plugin developed.
Our findings indicate that it is indeed possible to use open
source techniques to forensically investigate the Pico 4
headset without having to root it. These findings, and our
methodology, provide investigators with a practice-oriented
approach they could use to investigate VR-based devices.
Together with the Autopsy plugin we developed, this study
contributes on three fronts. First, it establishes a structured
digital forensic methodology tailored for the Pico 4 VR
headset. Second, it provides a detailed analysis of artifact
extraction techniques and their forensic significance, serving
as a practical reference for investigators in the field. Third, it
practically demonstrates how investigators could extract
evidence from Android-based IoT devices without the need
to perform low-level modifications (i.e., rooting) yet still
maintain evidence integrity. We argue that, together, these
contributions not only advances our theoretical
understanding of VR-based evidence but also enables
investigator to extract it.
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Abstract—The cloud-native and virtualized design of 5G
networks introduces new security challenges that traditional
perimeter-based solutions cannot adequately address. Container-
native runtime security tools provide real-time visibility and policy
enforcement for containerized network functions. This paper
evaluates the performance of Falco and NeuVector for securing
5G core network functions in a cloud-native testbed.In our
deployment, both tools operate as node-level agents (DaemonSet-
based monitoring components). The impact of each tool on
system performance is evaluated separately by measuring CPU
usage, memory consumption, and scalability under simulated
security event workloads. Experimental results indicate that
both solutions introduce moderate CPU overhead during event
processing while maintaining stable memory utilization and
preserving the functionality of core network services. Falco
demonstrates a lower resource footprint, making it suitable
for resource-constrained deployments. In contrast, NeuVector
provides broader security capabilities, including network policy
enforcement and vulnerability scanning, but at the cost of
higher resource consumption. These findings highlight the trade-
offs between lightweight and comprehensive container security
approaches for practical 5G deployments.

Keywords-5G; Node-Agent; NFV; falco; neuvector; security.

I. INTRODUCTION

As Fifth-Generation (5G) networks evolve toward highly
virtualized and software-defined architectures, ensuring robust
security mechanisms has become a critical requirement. The
adoption of cloud-native technologies and Network Function
Virtualization (NFV) enables flexibility and scalability but
also expands the attack surface of core network functions [1].
Traditional perimeter-based security approaches are incapable
of addressing these dynamic and distributed environments,
encouraging the need for runtime security mechanisms that
can operate natively within containerized infrastructures [1].
Container-native security solutions represent a promising
approach for protecting 5G network functions without com-
promising performance or scalability [2]. These solutions
integrate directly with container orchestration platforms and
deploy dedicated monitoring agents capable of real-time threat
detection, policy enforcement, and behavioral analysis. By
decoupling security logic from the primary Virtual Network
Function (VNF), such tools enable modular and scalable
protection aligned with cloud-native design principles. Falco [3]
and NeuVector [4] represent two complementary approaches
to container security. Falco is a lightweight runtime secu-
rity tool that monitors kernel system calls using extended
Berkeley Packet Filter (eBPF) probes and evaluates them

against predefined rule sets to detect suspicious container
behavior such as abnormal process execution, unexpected
file access, or unauthorized Kubernetes API interactions. In
contrast, NeuVector provides a broader container security
platform that combines runtime process monitoring with
network traffic inspection, vulnerability scanning, and policy
enforcement mechanisms. While Falco focuses primarily on
detecting anomalous behavior and generating alerts, NeuVector
supports active response capabilities, including policy-based
traffic blocking and container isolation. Despite the growing
adoption of container security tools in cloud environments,
their performance impact and suitability for 5G core networks
remain insufficiently explored. In particular, understanding the
trade-offs between runtime monitoring and full-stack security
platforms is essential for practical 5G deployments.

This paper addresses this gap by presenting a comparative
performance evaluation of Falco and NeuVector in a cloud-
native 5G testbed. We analyze their effectiveness in detecting
security events and assess their impact on system resources,
including CPU usage, memory consumption, and scalability
under varying workloads. The results provide practical insights
into the trade-offs between lightweight and comprehensive
container security approaches, offering guidance for selecting
suitable runtime security solutions for containerized 5G network
functions.

The remainder of the paper is organized as follows: In
Section II, we review related work and identify security
challenges in 5G NFV environments. Section III presents the
experimental setup and methodology used for performance
evaluation. In Section IV, we provide a detailed analysis of
the results, including performance and security effectiveness
comparisons between Falco and NeuVector. Section V offers
a comparative analysis of the two security solutions in the
context of 5G Core networks. Finally, Section VI concludes
the paper and discusses potential directions for future research.

II. RELATED WORK AND SECURITY CHALLENGES IN 5G
NFVs ENVIRONMENTS

Several studies have highlighted that the adoption of NFV in
5G networks significantly improves flexibility and scalability,
while simultaneously introducing new security concerns [5].
Existing literature identifies multiple challenges that arise from
the software-based and dynamic nature of virtualized network
functions, motivating the need for runtime and container-
native security mechanisms. First, the increased attack surface
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introduced by virtualization means that each NFV represents a
potential entry point for attackers. The propagation of software-
based endpoints complicates security enforcement in large-
scale deployments [6]. Moreover, vulnerabilities stemming
from misconfigurations or unpatched software further expose
NFVs to exploitation [7].

Second, the dynamic lifecycle of VNFs challenges traditional
static security mechanisms. The ability to rapidly instantiate,
migrate, and terminate NFVs requires adaptive security solu-
tions capable of responding to real-time changes in network
topology and configuration[8].

Third, multi-tenancy introduces additional risks when multi-
ple tenants share the same physical and virtual infrastructure.
Unsuitable isolation may allow an attack originating from one
tenant to propagate across others[9]. These risks are often
exacerbated by configuration errors in resource allocation and
access control policies[10].

Furthermore, the creation of complex service chains, a
defining characteristic of NFVs, increases the difficulty of
security management. Service function chaining interconnects
multiple VNFs, meaning that the compromise of a single
component can impact the entire end-to-end service [11]. Prior
work explores secure orchestration and automated verification
techniques to mitigate such threats [12].

Finally, the NFV orchestrator represents a critical and high-
value target. As the central control entity responsible for
managing VNFs, an orchestrator compromise can lead to large-
scale service disruption or loss of network control[13]. Conse-
quently, strong authentication, access control, and continuous
monitoring mechanisms are essential to protect this component
[7]. These challenges identified in prior work motivate the
evaluation of container-native runtime security solutions, such
as Falco and NeuVector, which are examined in the following
sections.

III. TESTBED AND EXPERIMENTAL METHODOLOGY

This section describes the experimental testbed, deployment
configuration of the security tools, and the methodology used
to evaluate their performance and detection effectiveness.

A. 5G Cloud-Native Testbed Description

We evaluate the performance impact of container-native
runtime security on a cloud-native 5G/6G testbed by comparing
Falco and NeuVector in identical conditions. The evaluation
focuses on (i) computational overhead, (i) memory footprint,
(iii) system load, and (iv) runtime security monitoring effec-
tiveness, both under normal operation and under simulated
attack activity. The testbed consists of a three-node Kubernetes
cluster deployed as virtual machines: one control-plane node
(8 vCPUs, 8 GB RAM) and two worker nodes (6 vCPUs,
8 GB and 16 GB RAM). All nodes run Ubuntu 24.04.3 LTS
(kernel 6.8.0-78-generic) with containerd 1.7.27 as the container
runtime.

B. Security Tool Deployment Model

In this testbed, Falco and NeuVector were deployed using
node-level monitoring components implemented as Kubernetes

DaemonSets, allowing each node to run a dedicated security
monitoring agent. The two platforms differ in the runtime
signals they analyze. Falco operates primarily at the kernel
level by monitoring container system calls through rule-based
detection policies, while NeuVector analyzes multiple signals
including container processes, inter-container network traffic,
and policy compliance events.

C. Measurement Methodology

We collect CPU and memory utilization per node and
relevant pods, system load averages (1/5/15 min), and CPU
idle percentage. Measurements are reported for three stages:
baseline (no runtime security), post-deployment (Falco or
NeuVector enabled), and attack simulation (event stream
generation).

To account for variability in Kubernetes scheduling and
resource allocation, a double-baseline measurement strategy
was adopted, where baseline resource utilization was recorded
both before NeuVector installation and after NeuVector removal
but prior to Falco deployment. Observed baseline values after
NeuVector removal were consistent with the initial baseline
measurements, indicating minimal residual configuration im-
pact, following repeated-measurement guidance for dynamic
containerized environments [14].

D. Event Generator Configuration

To evaluate the detection capabilities of Falco and NeuVector,
an event generator was used to simulate attack scenarios
and security-relevant activities within the Kubernetes envi-
ronment. The generator produced predefined attack scenarios
corresponding to container runtime and network behaviors
that trigger Falco rules and NeuVector security policies. Each
scenario represents a unique simulated attack, defined as a
deterministic invocation of a specific attack rule within the
generator configuration. Repeated executions of the same
scenario were treated as independent attack instances. During
the experiment, 400 attack scenarios were generated and logged
with timestamps and identifiers. Falco detections were mapped
directly to predefined Falco rules (e.g., Contact K8S API Server
From Container), while NeuVector detections were triggered
through runtime behavioral monitoring and network policy
enforcement mechanisms. Ground-truth labels were established
by correlating event generator logs with Falco and NeuVector
alerts based on timestamp, node identifier, and event type.
This correlation enabled the calculation of detection metrics
including True Positives (TP), False Positives (FP), and False
Negatives (FN). To ensure reproducibility, the experiments were
conducted on a three-node Kubernetes cluster (Ubuntu 24.04.3,
containerd 1.7.27), with Falco and NeuVector deployed via
Helm charts in DaemonSet mode. The event generator was
executed in loop mode for a 10-minute evaluation window, and
logs were collected using kubect1l logs for post-processing
and metric computation.

IV. EXPERIMENTAL RESULTS

This section presents the experimental results obtained
from the testbed, including baseline measurements and the
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performance impact of NeuVector and Falco during monitoring
and attack simulation scenarios.

A. Baseline Measurements

Before deploying runtime security, baseline resource usage
was recorded across cluster nodes. CPU utilization was low on
all nodes (control plane: 2% / 204 mCPU'; Worker Node
1: 6% / 414 mCPU; Worker Node 2: 7% / 440 mCPU),
with RAM usage of 1913 MiB (24%), 1824 MiB (23%), and
3124 MiB (19%) respectively. Load averages remained below
1 on all nodes, indicating sufficient capacity prior to enabling
security monitoring. The low baseline utilization (2-7% CPU)
reflects the controlled experimental setup, where sufficient
resources were provisioned to isolate the overhead of runtime
security monitoring rather than emulate fully loaded production
deployments.

B. NeuVector Performance Under Monitoring and Attack

After deploying NeuVector, CPU utilization increased across
nodes: Control Plane Node from 2% (204 mCPU) to 3% (314
mCPU), Worker Node 1 from 6% (414 mCPU) to 8% (535
mCPU), and Worker Node 2 from 7% (440 mCPU) to 11%
(705 mCPU). Memory usage increased from 1913 MiB to
2816 MiB on the Control Plane Node, from 1824 MiB to
2532 MiB on Worker Node 1, and from 3124 MiB to 7559 MiB
on Worker Node 2. Load averages showed moderate increases
but remained within operational limits. These changes reflect
the overhead of NeuVector’s distributed monitoring and policy
enforcement components.

Attack simulation under event-generation workloads, CPU
usage peaked at 5% (399 mCPU) for the Control Plane Node,
11% (688 mCPU) for Worker Node 1, and 21% (1279 mCPU)
for Worker Node 2, while memory usage increased to 3417 MiB
(43%), 3168 MiB (40%), and 9507 MiB (59%) respectively.
System load increased substantially, indicating a higher number
of queued processes during high event rates. Table I summarizes
system performance metrics under NeuVector monitoring
during baseline, post-deployment, and attack simulation phases.

NeuVector’s detection performance was evaluated using the
event generator described in Section III-D. The evaluation
focused on standard security effectiveness metrics, including
true positive rate (TPR), false positive rate (FPR), false negative
rate (FNR), and overall detection capability. During a 10-minute
experiment, the event generator produced 400 unique simulated
attack events. NeuVector detected and correctly handled 387
of these events, resulting in an overall detection rate of 96.7%.
As reported in Table II, presents the security detection metrics
obtained for NeuVector a TPR was 85.9% (344 events), while
the FNR was 3.3% (13 missed events). In parallel, NeuVector
generated alert logs corresponding to both malicious activities
and benign events, yielding a FPR of 10.7% (43 events).

Detected events were classified into multiple response
categories. The majority of events (85.9%) were categorized
as Deny Actions, representing critical threats that were actively

'A millicore is a unit of CPU resource allocation in containerized
environments, where 1000 m equals one full CPU core.

TABLE I. SYSTEM PERFORMANCE AT BASELINE, BEFORE, AND AFTER
ATTACK SIMULATIONS UNDER NEUVECTOR PROTECTION.

Metric Baseline Post-Deployment | Attack Simulation
Control Plane Node

CPU Util. 2% (204 mCPU) | 3% (314 mCPU) | 5% (399 mCPU)

Memory 1913M (24%) | 2816M (35%) 3417M (43%)

1-min 0.09 0.26 0.45

5-min 0.15 0.28 0.69

15-min 0.24 0.32 1.68

‘Worker Node 1
8% (535 mCPU)

CPU Utilization | 6% (414 mCPU) 11% (688 mCPU)

Memory Usage | 1824M (23%) 2532M (32%) 3168M (40%)
1-min 0.29 0.44 1.32
5-min 0.34 0.52 2.41
15-min 0.49 0.61 5.98

Worker Node 2
CPU Utilization | 7% (440 mCPU) | 11% (705 mCPU) | 21% (1279 mCPU)

Memory Usage | 3124M (19%) 7559M (47%) 9507M (59%)
1-min 0.54 0.73 2.20
5-min 0.69 0.82 4.56
15-min 0.77 0.88 11.89
NeuVector Components
Controller pods - 154m 320m
Manager pod - 8m 19m
Enforcer pods - 234m 602m
Scanner pods - 3m 270m

TABLE II. NEUVECTOR SECURITY PERFORMANCE METRICS.

Metric Value Event Calculation
False Positive Rate 10.7% 43/400

False Negative Rate 3.3% 13/400

True Positive Rate 85.9% 344/400

Overall Detection Rate 96.7% 387/400

Response Time < 1 second Real-time

blocked, while 10.7% were classified as Alert Actions with
warning severity. NeuVector demonstrated rapid response
behavior, with detection and mitigation actions executed in
under one second for all analyzed events.

C. Falco Performance Under Monitoring and Attack

To evaluate Falco under comparable conditions, NeuVector
was removed and a new baseline was recorded prior to Falco
deployment. Baseline CPU usage was 2% (215 mCPU) on
the Control Plane Node, 5% (311 mCPU) on Worker Node 1,
and 5% (324 mCPU) on Worker Node 2, with RAM usage
of 2270 MiB (28%), 2221 MiB (28%), and 2721 MiB (17%)
respectively. Load averages remained below 1 across the cluster.

Post-deployment after enabling Falco, control-plane CPU
rose to 4% (338 mCPU), while worker nodes increased
to 6% (371 mCPU) and 6% (372 mCPU). Memory usage
increased slightly to 2338 MiB (29%) on the Control Plane
Node, 2332 MiB (29%) on Worker Node 1, and 2830 MiB
(17%) on Worker Node 2. Load averages increased moderately,
particularly on Worker Node 2, reflecting the cost of continuous
syscall monitoring.

Attack simulation under event-generation workloads, CPU
peaked at 6% (438 mCPU) on the Control Plane Node, 8%
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TABLE III. SYSTEM PERFORMANCE AT BASELINE, BEFORE, AND AFTER

ATTACK SIMULATIONS UNDER FALCO PROTECTION.

Metric Baseline Post-Deployment | Attack Simulation
Control Plane Node
CPU Util. 2% (215 mCPU) | 4% (338 mCPU) | 6% (438 mCPU)
Memory 2270M (28%) 2338M (29%) 2978M (37%)
1-min 0.20 0.46 0.62
S-min 0.21 0.59 0.89
15-min 0.25 0.69 1.08
Worker Node 1
CPU Util. 5% (311 mCPU) | 6% (371 mCPU) | 8% (541 mCPU)
Memory 2221M (28%) 2332M (29%) 3086M (39%)
1-min 0.35 0.35 2.04
5-min 0.35 0.50 297
15-min 0.37 0.53 3.32
Worker Node 2
CPU Util. 5% (324 mCPU) | 6% (372 mCPU) | 9% (582 mCPU)
Memory 2721M (17%) 2830M (17%) 3738M (41%)
1-min 0.55 0.64 1.33
5-min 0.74 0.97 1.61
15-min 0.80 1.60 2.58
Falco Components
Falco pod - 95m 180m
Falco exporter - 12m 35m

(541 mCPU) on Worker Node 1, and 9% (582 mCPU) on
Worker Node 2. Falco pod CPU increased from 26m to 45m
on the Control Plane Node, from 40m to 68m on Worker Node
1, and from 47m to 89m on Worker Node 2. Memory peaked at
2978 MiB (37%) on the Control Plane Node, 3086 MiB (39%)
on Worker Node 1, and 3738 MiB (41%) on Worker Node 2.
System load increased markedly on worker nodes, indicating
that sustained event streams amplify monitoring cost. Table III
reports the corresponding system performance measurements
under Falco protection.

Falco’s detection performance was evaluated using the event
generator described in Section III-D. During the 10-minute
experiment, the event generator produced 400 simulated attack
events representing the ground-truth malicious activities. Falco
successfully detected 370 of these attacks and missed 30,
resulting in a TPR of 92.5% and a FNR of 7.5%. However,
Falco generated a total of 2,100 alerts during the same period,
including alerts triggered by benign system activities. Among
these alerts, 1,700 were classified as false positives, resulting
in an operational FPR of approximately 82%, computed as
FPR/(TPR + FPR). A significant portion of these false
positives originated from the Falco rule “Contact K8S API
Server From Container”, which was frequently triggered by
legitimate Flannel CNI communications with the Kubernetes
API server. This observation highlights the sensitivity of rule-
based runtime monitoring and the importance of rule tuning
when deploying Falco in production environments.

Detected events were classified into multiple severity levels.
Critical detections accounted for 11.7% (245 events), warning
detections for 6.0% (125 events), and notice-level detections
for 9.5% (200 events) representing legitimate activities. The

TABLE IV. FALCO SECURITY PERFORMANCE METRICS.

Metric Value Event Calculation
False Positive Rate 82.1% 1,700/2,100

False Negative Rate 7.5% 307400

True Positive Rate 92.5% 370/400

Overall Detection Rate |92.5% 370/400

Response Time < 1 second Real-time

remaining 71.4% (1,500 events) corresponded to false positives.
For all detected events, Falco demonstrated rapid response
behavior, with detection and alert generation occurring in under
one second. Table IV summarizes the corresponding detection
metrics for Falco.

Analysis of false positives revealed that the primary source
of alert noise originated from Flannel CNI components com-
municating with the Kubernetes API server, triggering the
Contact K8S API Server From Container rule. These results
indicate that Falco provides effective runtime threat detection
for containerized 5G core network functions while maintaining
low latency and operational efficiency.

V. COMPARATIVE ANALYSIS & SECURITY EFFECTIVENESS
COMPARISON

This section presents the experimental results obtained
from the testbed, including baseline measurements and the
performance impact of NeuVector and Falco during monitoring
and attack simulation scenarios.

A. Resource Overhead Comparison

This section presents a comparative evaluation of the
NeuVector and Falco security platforms in the context of a 5G
Core Kubernetes environment, focusing on resource overhead,
system load impact, and security effectiveness. The evaluation
quantifies CPU utilization, memory consumption, and system
load across all cluster nodes to assess the performance charac-
teristics of each security solution. Both platforms maintained
system stability during testing, but each demonstrated distinct
performance profiles under load conditions.

Figures 1 and 2 show the resource overhead introduced
by the security tools relative to the baseline system state
under post-deployment conditions. NeuVector introduces a
significantly higher resource overhead than Falco. Specifically,
NeuVector components consume 416 mCPU and 5,380 MiB of
memory across 10 components, while Falco requires only 113
mCPU cores and 319 MiB of memory across 3 components.
NeuVector’s resource usage is approximately 3.7 higher in
CPU and substantially greater in memory compared to Falco,
indicating that NeuVector’s comprehensive security coverage
comes at the cost of increased resource consumption.

System load analysis reveals differences in computational
stress between the two platforms, particularly under attack
simulation conditions. Under normal operation, NeuVector
caused moderate increases in load, most notably on Worker
Node 2, where the 15-min load increased from 0.49 to 0.61.
Falco, in contrast, demonstrated a more significant load impact,
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Figure 1. CPU overhead relative to baseline under post-deployment conditions
(before attack simulation).

where the 15-min load increased from 0.80 to 1.60 on Worker
Node 2.

During attack simulations, the load increases were more
significant. NeuVector’s system load surged, particularly on

Worker Node 2, where the 15-min load rose from 0.88 to 11.89.

In comparison, Falco exhibited a increase on Worker Node 1

from 0.53 to 3.32, showing more efficient load management.

This indicates that while NeuVector’s more comprehensive
monitoring incurs significant overhead, Falco’s lightweight
architecture offers more efficient performance, especially in
resource-constrained environments.

Both platforms maintained system stability during the
event generator simulations, but with differing impacts on
performance. NeuVector resulted in a peak to 21% CPU usage
on Worker Node 2 during attack simulations, while Falco
only incurred a peak to 9% CPU usage on Worker Node 2
during attack simulations. Memory consumption also differed
significantly, with NeuVector consuming significantly more
memory due to its broader security capabilities, while Falco
demonstrated minimal memory overhead.

B. Scalability Behavior

As the number of simulated subscribers increases, the
workload generated by the event generator produces a higher
volume of container runtime activities and network events
that must be analyzed by the security monitoring tools. Falco
processes system call events using lightweight eBPF probes,
meaning its monitoring overhead scales with the number of
container operations occurring on each node. Consequently, its
resource consumption increases approximately in proportion
to workload activity. NeuVector, in contrast, performs both
container behavior monitoring and network traffic inspection,
which introduces additional processing requirements as event
volume and traffic intensity grow. As a result, NeuVector
generally exhibits higher CPU utilization under increased
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Figure 2. Memory overhead relative to baseline under post-deployment
conditions (before attack simulation).

workloads, although memory consumption remains relatively
stable due to its architecture. Overall, the experimental results
suggest that both tools exhibit approximately linear growth
in overhead with respect to workload intensity, with Falco
maintaining a lighter monitoring footprint while NeuVector
provides broader security coverage at the cost of higher resource
usage.

C. Detection Effectiveness Comparison

Both platforms demonstrated strong threat detection ca-
pabilities under controlled testing. Falco achieved a 92.5%
TPR, successfully detecting 370 out of 400 simulated attacks.
NeuVector had a slightly higher overall detection rate of 96.7%,
identifying 387 out of 400 events, but its TPR was 85.9%. While
Falco’s higher TPR (92.5%) indicates stronger precision in
detecting actual threats, NeuVector excelled at broader detection
coverage, capturing more security events in total.

The FPR for NeuVector was significantly lower (10.7%)
compared to Falco’s high FPR of 81%, largely driven by
Flannel CNI API communications triggering the "Contact
K8S API Server From Container" rule. These results suggest
that while NeuVector provides a more precise and effective
detection system, Falco’s high FPR could hinder its practical
deployment in production environments without significant rule
customization.

Both tools demonstrated equivalent response times under
1 second, ensuring real-time security protection. However,
NeuVector’s lower FNR (3.3% vs 7.5%) indicates a more
comprehensive coverage of potential threats. NeuVector’s low
FPR (10.7%) highlights its well-tuned detection rules, while
Falco’s high FPR (81%) represents a significant operational
challenge, which could lead to alert fatigue in production
environments. Despite Falco’s high TPR, the large number
of false positives compromises its usability without further
tuning and customization. Additionally, the FNR for Falco
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Figure 3. Security Effectiveness Comparison: NeuVector vs Falco.

(7.5%) is relatively higher, suggesting room for improvement
in detecting container-specific threats, Figure 3 presents a
comparative visualization of the detection effectiveness metrics
obtained for NeuVector and Falco.

It is important to note that the reported detection metrics are
derived from controlled attack scenarios generated by the event
generator operating in loop mode. Consequently, the reported
TPR and FPR reflect detection performance for the evaluated
synthetic workload rather than the full spectrum of real-world
threats. In operational 5G environments, attacks may involve
multi-stage exploits, protocol-level manipulation, or previously
unseen vulnerabilities that are not represented in the current
evaluation scenario.

D. Practical Deployment Implications

Both NeuVector and Falco offer trade-offs between security
effectiveness and system performance. NeuVector provides
comprehensive security coverage, but with higher resource
overhead, while Falco offers efficient runtime security with
lower resource consumption but higher false positives.

In terms of 5G Core service resilience, both platforms
maintained 99.9%+ service availability and had minimal impact
on throughput and system performance. NeuVector introduced
a moderate increase in CPU utilization, peaking at 21% CPU
usage on Worker Node 2, while Falco showed a more moderate
increase at 9% CPU usage on Worker Node 2. Both platforms
demonstrated minimal impact on overall system performance,
ensuring they meet the stringent requirements for ultra-reliable
low-latency communication (URLLC).

In summary, NeuVector offers a broader detection coverage
and more precise alerting with lower false negatives but at
the expense of higher resource consumption. Falco, on the
other hand, provides efficient runtime monitoring with minimal

system impact but requires further optimization to address its
high FPR. Both platforms meet essential 5G Core performance
requirements, but Falco is more suited for resource-constrained
environments, while NeuVector is ideal for comprehensive
security coverage where performance overhead is less critical.

VI. CONCLUSION AND FUTURE WORK

This paper provides a comprehensive evaluation of NeuVec-
tor and Falco as container-native security solutions within 5G
Core cloud-native environments. The results highlight signif-
icant trade-offs between security coverage and performance
overhead in cloud-native 5G deployments.

The evaluation revealed that NeuVector consumes 3.7 times
more CPU and 16.9 times greater memory compared to Falco.
Despite this, NeuVector offered superior security coverage,
making it more suitable for production environments requiring
comprehensive protection. On the other hand, Falco demon-
strated greater resource efficiency, though its high FPR (82.1%)
may limit its deployment in production environments without
substantial rule customization. igure 4 illustrates the CPU
utilization observed across the cluster nodes before and during
security monitoring for both NeuVector and Falco.
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Figure 4. CPU Performance Impact During Security monitoring:
NeuVector vs Falco.

Under the evaluated workload conditions, both security
solutions preserved service continuity and maintained stable
operation of the containerized network functions during de-
ployment and attack simulations. These results indicate that
container-native security monitoring can be integrated into
5G Core environments without introducing significant service
disruption under the tested experimental conditions.

Future research can explore several promising pathways to
further enhance the security and performance of container-
native security tools in 5G Core networks. First, more realistic
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5G-specific attack scenarios will be investigated, including
Service-Based Architecture (SBA) exploitation, network slicing
isolation bypass attempts, control-plane signaling manipulation,
and edge/MEC-related threats. Second, multi-stage attack sim-
ulations, behavioral anomaly detection, and machine learning-
based false-positive reduction will be explored to improve
detection accuracy and operational efficiency, particularly for
Falco. Third, the evaluation will be replicated under higher
baseline utilization levels representative of production 5G
deployments to better characterize the performance—security
trade-offs in cost-optimized environments.

In conclusion, this research demonstrates that both NeuVector
and Falco can provide effective runtime security monitoring for
5G Core environments under the evaluated workload conditions.
While NeuVector offers broader security coverage, it comes
with higher resource consumption. Falco provides efficient
runtime monitoring with low resource overhead, though its
high false-positive rate needs to be addressed before deployment
in production environments. Both platforms meet the essential
performance requirements of 5G Core services in the tested
environment, and the choice between them depends on specific
deployment needs, resource constraints, and security priorities.
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Abstract—In the future, due to the increasing load and
generation in energy systems, distribution system operators will
have to intervene manually in a network-effective manner. In
Germany, the implementation takes place via the legally mandated
Smart Meter Gateway architecture, including a large number of
process steps and different roles. This results in a multitude of
potential cybersecurity risks, some of which have a significant
impact on grid stability. This paper therefore examines the risks
associated with ad-hoc control in the event of a grid congestion
situation. The results can be applied to interventions pursuant
to §14a of the German Energy Industry Act in the event of
excessive loads and to §9 of the German Renewable Energy
Sources Act in the event of excessive generation, as the data flow is
identical in both cases. To the best of our knowledge, we therefore
provide the first comprehensive threat analysis with a focus on
these two legal provisions. We show that various risks prevail,
particularly at the endpoints. However, despite the multitude of
specifications, the Smart Meter Gateway is not without risks.
Across all steps, the use of TLS 1.2 and missing acknowledgments
poses a significant security risk. To counteract these, we identified
mitigations that need to be taken into account for further legal
requirement development. We provide an overview of the German
implementation of the Renewable Energy Directive and the
measures taken to maintain grid stability. We also highlight
the resulting cybersecurity risks and how they can be addressed.

Keywords-Smart Meter Gateway; §14a EnWG; §9 EEG; Load
Control; STRIDE Threat Modeling.

I. INTRODUCTION

The German implementation of the Renewable Energy
Directive (RED) represents a unique approach. While most
countries primarily rely on incentives, Germany enables direct
intervention by Distribution System Operators (DSO) [1]. With
the accelerating transition to renewable energy sources, power
grids face increasing challenges from variable generation and
demand patterns. The most prominent is grid congestion,
where the available distribution capacity is insufficient to
accommodate the current power flows. Therefore, in order
to protect grid stability, German DSO have the ability of
intervening in home owners systems in an effective manner.
Due to the high security requirements, a large number of
specifications had to be defined for the implementation of the

Smart Meter Gateway (SMGW) architecture. Here, the SMGW
serves as the central security anchor and communication hub.
End consumers with an annual consumption between 6 000
and 100 000 kWh, as well as systems in accordance with §14a
(3) of the German Energy Industry Act (EnWGQG), are eligible
for the installation of SMGW. The mandatory installation quota
corresponds to the legal requirements at 20.2% on 30 September
2025, whereas the overall proportion is only 3.8% [2]. In
contrast, the proportion of smart meters installed in France
reached 90% in 2021 and in the UK more than 60% at the
end of 2023 [3][4]. However, it should be noted that their
functionality differs fundamentally. While in France and the UK,
smart meters are largely responsible for transmitting measured
values, in Germany they also act as a central link in the
transmission of control signals. This necessitates significantly
higher security requirements.

The German energy industry is currently implementing §14a
EnWG on the control of flexible loads. According to the
legally mandated §14a (3) EnWG flexible loads are defined
as electric vehicle charging infrastructure, heat pumps, air
conditioning and stationary energy storage systems, which
can be summarized as Controllable Local Systems (CLS)
[5]. If transmitted measured values indicate a grid congestion
situation, §14a EnWG enables DSOs to request temporary load
reductions from CLS with an installed power above 4.2 kW.
In the interest of fairness, the targeted plants must be selected
without discrimination [6].

Furthermore, the transmission of the control signal relies on a
complex and highly distributed communication chain spanning
across regulated infrastructure, backend systems and customer-
owned environments. The backbone of this chain is formed by
the SMGW, which is comprehensively secured by the German
Federal Office of Information Security (BSI) technical guide-
lines [7][8]. These guidelines define cryptographic mechanisms,
certificate-based authentication and operational processes for se-
cure Wide-Area-Network (WAN), Local-Metrological-Network
(LMN), Home-Area-Network (HAN) and Local-Area-Network
(LAN) communication. Whereas, the HAN is a subnet of the
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LAN containing only the CLS-adapter [9]. Components and
responsibilities for these are shown in Figure 1. It should be
noted that the role of the External Market Participant (EMT)
can also be fulfilled by the supplier or direct marketer. However,
an ad-hoc control signal can only be sent by the DSO, as it
affects grid stability. Due to the guidelines given, the SMGW
and its directly connected communication partners constitute
a tightly regulated security domain with a high degree of
standardization.

In the WAN, the Gateway Administrator (GWA) is the only
role authorized to contact the SMGW without an existing
connection. The DSO acts in the role of the EMT. When
exclusively receiving data, the passive EMT (pEMT) role
applies and when generating and transmitting control signals,
the role of the active EMT (aEMT) is used. The specific
control commands are transmitted via a proxy mechanisms and
executed by customer-side CLS-adapter before it is forwarded
either via phase-free relay contacts or digitally to downstream
CLS.

The extension of the SMGW centered architecture shifts
the effective system boundary into environments that are
only partially standardized, heterogeneously implemented and
mainly outside the direct control of regulated actors. Customer
routers, (cloud-based) Energy Management Systems (EMS) and
locally connected devices introduce additional trust boundaries
and dependencies not fully addressed by existing technical
guidelines. Consequently, there is a recognizable structural
asymmetry in the system’s security posture. On the one hand,
communication segments adjacent to the SMGW are strongly
protected through mutual TLS, certificate pinning and strict
profile-based authorization, on the other hand, residual risks
arise at architectural endpoints. We identified the following
predominant risks:

o missing semantic binding of control commands to assets
(101,

« availability dependencies on customer-provided infrastructure
[11],

o weak security of local device ecosystems behind the CLS-
adapter [12],

o information disclosure in backend systems [13],

o Denial of Service (DoS) during SMGW wake up [14],

o the use of TLS version 1.2 [15][16],

« repudiation due to lack of explicit acknowledgments along
the §14a EnWG control chain [17]

These weaknesses can undermine both the effectiveness and
trustworthiness of §14a EnWG control measures, even in fully
compliant implementations.

This paper applies a systematic STRIDE threat modeling
approach to an end-to-end ad-hoc control signal transmission
process, explicitly including backend systems and the customer
domain in scope. Ad-hoc control refers to proxy communication
channels that are dynamically established by the SMGW
on request, whereas scheduled variants rely on predefined
activation times or recurring communication windows [18].
The aim of this paper is not to challenge the robustness of the

SMGW security architecture, but to identify and characterize
open risks beyond its immediate protection domain.

Responsiblities WAN HAN LAN
GWA
- Rout EMS
Hone Backend CLS-Adapter outer
owner J | |l T || ey
CLS
Heat Pump
EMT SMGW
DSO
aEMT Air Conditioning
Backend
PEMT VE Wallbox
Backend m
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Figure 1. Overview of the SMGW components across the WAN, HAN, LAN
and LMN.

In Section II, we present the methodological approach,
including definitions, assumptions and limitations. Section III
describes the process of transmission of control signals in
detail. Based on this, Section IV presents the remaining cyber-
security risks before describing the potential threat scenarios
is Section V. Afterwards, necessary mitigations are shown in
Section VI. Finally, the results are summarized in Section VII
and future work is discussed in Section VIII.

II. METHODOLOGY

This paper uses a structured threat modeling approach
based on the STRIDE methodology to identify and analyze
cybersecurity risks in the §14a EnWG and §9 of the German
Renewable Energy Sources Act (EEG) control chain using
OWASP Threat Dragon [19]. STRIDE was proposed by
Microsoft and represents a bridge for six different types of
security threats [20]:

o Spoofing: authentication weaknesses,

o Tampering: integrity violations,

o Repudiation: missing non-repudiation mechanisms,
o Information Disclosure: confidentiality violations,
e Denial of Service: availability constraints,

o Elevation of Privilege: privilege escalation.

It was selected due to its systematic and attacker-oriented
classification of threats, making it well suited for complex
and distributed systems with multiple trust boundaries and
heterogeneous actors [21].

A. Scope Definition

The modeled architecture extends across the control signal
transmission chain in accordance with §14a, starting from
the backend systems of an aEMT, traversing the gateway
administration and communication infrastructure and extending
into the customer domain where control actions are executed. In
the WAN, the SMGW typically communicates via LTE, CDMA
450 MHz or Broadband Powerline communication (BPL)
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[22]. Customer-side components and cloud-based services are
deliberately included within the scope.

The model incorporates:

« Backend systems of actors in the WAN

— GWA, commonly fulfilled by the Metering Point Operator
(MPO)

— EMT, in case of ad-hoc control fulfilled by the DSO
o SMGW with its WAN, LMN and HAN interfaces,
¢ Metering infrastructure in the LMN with its SMGW interface,
o CLS-adapter with its SMGW and LAN interfaces,
Proxy-based communication channel between WAN and
HAN participants,
Customer routers, (cloud-based) EMS and CLS.
Supply chain attacks are not within the scope of this
analysis. This exclusion applies to vulnerabilities through
compromised firmware, third-party software or manufacturer-
operated backend platforms. It is nevertheless important to
mention that recent findings underline the relevance of such
risks, e.g., critical security weaknesses in inverter systems and
associated monitoring platforms found by Bitdefender in 2024
[23].

B. Trust Assumptions and Communication Modes

It is assumed that the specifications defined in the BSI TR-
03109 series are implemented, meaning that communication
segments directly connected to the SMGW rely on mutual TLS
using X.509 certificates issued by the Smart Meter Public Key
Infrastructure (SM-PKI), certificate pinning and profile-based
peer authentication. This includes the WAN-side roles of the
GWA and the EMT. For the CLS-adapter and the modern
Metering Equipment (mME), a direct trust model is applied,
as defined for CLS communication in the BSI TR-03109-5
series [9]. In this, trust anchors are installed prior to first use
through organizational processes with self-signed certificates
for subsequent TCP/TLS communication.

C. Threat Identification Using STRIDE

Threats were identified and classified according to the six
STRIDE categories. Next, they were divided into those that are
effectively mitigated by existing technical guidelines and those
that remain open due to missing or incomplete safeguards.
Threat severity was assessed using the Common Vulnerability
Scoring System (CVSS) score to support prioritization. Nev-
ertheless, reliance on numerical risk scores is avoided. The
emphasis is on identifying structurally open attack vectors and
assessing their potential impact on overall system operation.

D. Analysis Focus and Limitations

The analysis focuses on risks that affect the correctness,
availability and accountability of §14a EnWG and §9 EEG
control actions. Although our findings do not imply that existing
standards are insufficient, they highlight that strong transport-
layer and identity security at standardized interfaces do not
automatically translate into end-to-end operational security.
Given the critical role of grid stability in maintaining reliable
power supply and the potential consequences of compromised

control action, which range from localized blackouts to
cascading failures across regional networks, understanding
these residual risks is essential for DSOs and regulators.
Therefore, our findings need to be interpreted as complementary
to compliance-focused security assessments and as a basis for
targeted improvements at system endpoints and organizational
boundaries.

III. AD-Hoc CONTROL SIGNAL TRANSMISSION PROCESS

In this section, we describe the data flow in the ad-hoc control
signal transmission process step by step. The individual steps
are enumerated below and illustrated in Figure 2. The process
is based on the metering concept defined by the Association
for Electrical, Electronic & Information Technologies (VDE)
Forum Network Technology/Network Operation (FNN) and
does not provide separate measurement of the CLS [24].

1. First, electrical measurement values are captured at the
mME and transmitted to the SMGW via the LMN interface
[8]. Communication is based on a communication profile
configured and implemented by the GWA. Tariff Use Cases
(TAF) determine which data are transmitted and at what
times. In case of §14a EnWG, the tariff use case 10 (TAF10)
is decisive, involving grid relevant data, such as active and
reactive power [25]. The SMGW acts as the primary commu-
nication station, actively querying or receiving measurement
data. Communication between mME and SMGW is secured
using mechanisms defined in BSI TR-03109-1, including
authenticated and integrity-protected transport protocols,
whereby the SMGW acts as the central trust anchor and only
accepts measurement data from administratively configured
devices.

2. After collection by the SMGW, the prepared measurement
data are transmitted to authorized external systems, either
directly to the EMT or via a GWA acting as an intermedi-
ary when regulatory requirements mandate encryption. In
both cases, transport security is ensured through mutually
authenticated TLS connections, with the SMGW acting as
the initiating client.

3. Data are received and evaluated by the pEMT to assess the
current grid state. Based on this and/or further measurements,
the EMT derives control decisions.

4. If the request of a load reduction is necessary, the aEMT
sends a request via the web API of the GWA to initiate
a CLS communication channel at the SMGW between the
aEMT and the CLS-adapter. This channel is established
specifically for control communication and is distinct from
the measurement data paths.

5. Afterwards, the GWA sends an unencrypted UDP wake-up
message to the SMGW requesting the establishment of a
TLS connection between them.

6. If certain conditions are met, such as the absence of a current
connection, the SMGW establishes a management connection
to the GWA. By means of this connection, the GWA
requests the establishment of a TLS proxy communication
channel between the CLS-adapter and the aEMT. Proxy
communication profiles, configured by the GWA beforehand,
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Figure 2. Ad-hoc control process according to §14a EnWG.

define which aEMT is permitted to communicate with which
CLS-adapter.

7. Based on the provided conditions, the SMGW opens a
TCP/TLS connection to a CLS-adapter in the HAN. This
connection forms the HAN-side leg of the end-to-end
TLS proxy channel between the CLS and the aEMT. It
minimizes coupling between standardized metering functions
and application-specific control protocols, but also shifts
responsibility for semantic correctness to the communicating
endpoints.

8. Subsequently, this is also done on the WAN with the
aEMT as the endpoint. Together with HAN-side connection
the SMGW forms a transparent, end-to-end proxy channel,
without imposing interoperability or security requirements
on the application protocol carried inside the tunnel.

9. After this, the SMGW relays application data between the
aEMT and the CLS-adapter and acts solely as a transport
proxy [18][26]. The application protocol inside the tunnel can
conform to IEC 61850, EEBUS (CLS.EEDI) or OpenADR
[9].

10. Control signals received by the CLS-adapter are forwarded
via ethernet to a EMS or directly to the controllable device
[27]. If an EMS is used, it can either be processed locally
within a customer-side EMS device or in a cloud-based
EMS backend [28]. In the latter case, the signal traverses the
customers router and the public Internet to the EMS backend,
where it is processed and subsequently sent to the CLS. This
communication resides outside the regulated SMGW security
domain and marks the responsibility boundary between the
MPO and the CLS operator [28][29].

IV. OPEN CYBERSECURITY RISKS

The SMGW and its standardized communication interfaces
are effectively protected by regulatory requirements. Still, a

significant number of relevant cybersecurity risks remain open
at the architectural endpoints. These open risks concentrate
primarily at two locations:
o Backend systems operating in the role of an aEMT and
o Customer domain downstream of the CLS-adapter

Our threat analysis leaks a variety of risks in the ad-hoc
control signal transmission process. In total, 108 threats were
found, whereby 24 remain without sufficient mitigation. The
overall results of the STRIDE analysis are shown in Figure 3
and the threat model and threat report are publicly available at
[30].

m vitigated
| mem Open

Step Number

Figure 3. Open and mitigated threats along the process chain.

The identified risks can be grouped into general Cyber-
Physical System (CPS) risks that inherently arise whenever
control functionality depends on customer-operated infrastruc-
ture and structurally novel risks that specifically result from
the SMGW architecture.

A. General CPS Risks

1) Availability Dependencies on Customer-Provided Infras-
tructure: 'While communication between the SMGW and
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backend systems is, with the exception of signal strength and
the resulting accessibility issues, designed to be robust, the
execution of control commands depends on the availability of
local networks, customer routers and in some deployment
models (cloud-based) EMS. Through potential disruptions
of these components, a systematic availability risk arises,
as it would impede signals from reaching the CLS. This
is particularly interesting in light of the fact that it cannot
be mitigated through cryptographic or protocol-level security
measures.

2) Security Gaps Behind the CLS-Adapter: Hardware and
Software residing in front of the meter (directly connected
to the SMGW) adhere strictly to requirements. For example,
the GWA needs to be ISO27001 certified and in case of an
external cloud, a risk-analysis is mandatory [31]. The situation
is different for EMS and behind-the-meter CLS (connected
to the CLS-adapter without direct connection to the SMGW).
There are no requirements regarding the use of cloud providers
or standardized protocols, whereby the VDE FNN recommends
the use of the KNX- and EEBUS communication standards
for the transmission of control signals [32]. Still, compromised
local devices or insufficiently isolated network segments allow
attackers to inject unauthorized control commands, escalate
privileges or interfere with legitimate control actions [33].

B. SMGW Architecture Specific Risks

1) Endpoint Identity and Channel Binding Ambiguities:
First, risk arises from the semantic binding between control
commands, communication channels and controlled assets.
Although the proxy-based TCP/TLS connections between
the SMGW, the aEMT and the CLS-adapter are strongly
authenticated at the transport layer, the association at the aEMT
side of an incoming proxy connection with a specific CLS is not
enforced by standardized mechanisms. If channel differentiation
relies solely on loosely coupled identifiers, control messages
may be misattributed or routed to unintended recipients. As
a result, correct channel-to-asset binding becomes a shared
responsibility between the aEMT and the CLS operator.

2) Information Disclosure at Backend and Endpoint Systems:
In addition to attacks with direct effect on the control signals,
sensitive operational data, such as grid states and measurement
data may be exposed through logging, monitoring interfaces or
insufficient access controls at backend systems and customer-
side components.

3) SMGW waking-up risks: As the wake-up message, send
by the GWA and received by the SMGW, uses UDP, attackers
may observe, record and replay structurally valid messages.
An attacker may be able to reconstruct valid-looking messages
and repeatedly transmit them to the SMGW. Although the
consequences of transmitting a valid message are minor and
the number of valid messages per minute is bound to 10, there
are no requirements limiting the number of invalid messages.
While replayed messages can result in a denial of service by
triggering the rate limit, invalid messages can lead to a denial
of service through resource exhaustion.

4) Mandatory TLS 1.2 Usage: A notable concern arises
from the mandated use of TLS version 1.2 for securing
communications within all steps [8]. While TLS 1.2 provides
robust authentication and encryption, recent research, including
algorithm substitution attacks on cryptographic protocols
(ASAP) [15] has demonstrated that it remains susceptible to
sophisticated subversion attacks. In such algorithm substitution
attacks (ASA), adversaries can covertly replace cryptographic
implementations with subverted versions that leak secret
information embedded within protocol messages. The ASAP
paper described how TLS 1.2, unlike TLS 1.3, does not mandate
mechanisms to cryptographically bind or attest to the algorithms
in use throughout the handshake and data exchange phases. As
a result, one can embed maliciously altered random number
generators, signature schemes or encryption primitives, which
allow the attacker to decrypt the communication, inject false
data or otherwise undermine the confidentiality and integrity
without raising traditional alarms or detection mechanisms. In
addition, TLS 1.3 streamlines the handshake process, which
reduces latency and enhances connection setup speed by
reducing round trips. It also removed support for vulnerable and
outdated cryptographic algorithms, such as AES-CBC, in favor
of elliptic curve Diffie-Hellman (ECDHE) and authenticated
encryption with associated data (AEAD). The handshake
message message is also encrypted and forward secrecy is
enhanced, ensuring long-term key compromises do not expose
past communication sessions [34].

5) Repudiation Risks Due to Missing End-to-End Acknowl-
edgments: Furthermore, repudiation is likely to happen due to
missing acknowledgments at any stage. While certain process
steps provide indirect confirmation (e.g., the establishment of
a management or proxy connection, TCP), we found that no
component explicitly acknowledges successful processing or
execution of the requested action. In particular:

o GWA does not explicitly acknowledge aEMT requests to
initiate CLS communication
o SMGW does not confirm the receipt of wake-up messages
o Neither EMS nor CLS confirm the successful execution of
control commands
The absence of explicit acknowledgments prevents reliable
verification of whether a requested load reduction was actually
implemented. As CLS are not required to have a separate mME,
it is also not possible to determine from the counter values
whether the control signal has been carried out or not. This
offers the possibility for home owners to actively prevent the
realization of control signals.

The VDE FNN is already aware of this problem, which
is why it has published a paper entitled "Control with
verification in the SMGW" that describes implementation with
confirmations [35]. However, this publication is not binding.
In general, the control section is completely remodeled. The
control signal, including the value to which it has to be reduced,
is sent directly from the aEMT to the GWA. The proxy channel
is not used in this case. However, sending the power value in
the first message accelerates the execution of the control action,
reducing opportunities for intermediate verification steps or
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Figure 4. Distribution of identified threat types.

anomaly detection mechanisms that occur during the multi-step
communication sequence. Furthermore, this approach does not
provide a solution for ensuring the final implementation of the
CLS.

C. Representative Threat Scenarios

The following examples illustrate what these risks can look
like in practice.

TABLE I. REPRESENTATIVE ATTACKER PROFILES AND OPERATIONAL

IMPACT

Scenario Attacker Profile Impact
Customer-domain External network Command not
disruption adversary executed
CLS downstream Compromised local Unauthorized control
compromise device or EMS injection
Channel misbinding Compromised backend  Unintended load
(aEMT) actor reduction
Backend information Insider or external Exposure of grid or
leakage backend attacker measurement data
wake-up replay / External network Failure to execute
flooding attacker control signals
TLS 1.2 subversion Advanced cryptographic Confidentiality/integrity

adversary compromise
Missing Home owner Unverifiable control
acknowledgments execution

Table I shows that attacker profiles and motives vary. To
minimize risks, appropriate mitigations are presented in the
following.

D. Summary of Risk Distribution

While major threats appear on the WAN- and LAN-side
endpoints, the BSI decided to require UDP for waking up the
SMGW and therefore reduce connection overhead, without
rate limiting for valid and invalid messages resulting in a
DoS risk. The EMT is responsible for preventing TCP/TLS
connection misrouting, while homeowners must ensure secure
IT operations within their LAN. The usage of TLS version 1.2
offers attackers additional vectors. Lastly, the repudiation due
to missing acknowledgments in all steps remains an unresolved
problem with potentially high risks. Although the majority of
identified threats, as shown in Figure 4 are tampering cases,
most of these risks are already mitigated, reducing their overall
impact on the systems security posture.

V. RELEVANT MITIGATIONS

In this section, we summarize the main technical and
organizational measures that can reduce the identified residual
risks along the ad-hoc control signal transmission chain.

A. Baseline Protections at Standardized Interfaces

Throughout the set of mandatory security mechanisms
defined by the BSI TR-03109 series, segments that are directly
connected to the SMGW benefit from a high level of security
guarantees. These include:

o Mutual TLS authentication with certificate pinning,

o Profile-based authorization of communication partners,

Cryptographic integrity protection of measurement data,

o Enforced termination of connections if certificate validation
fails

The threat model confirms that these measures are effective in
mitigating classical network-level attacks in close proximity to
the SMGW. However, this does not imply complete end-to-end
security. To gain a higher level of safety, further measures need
to be implemented, such as acknowledgment messages and
rate limiting for valid and invalid messages.

B. Resilience Measures for Customer Domain Availability
Dependencies

To avoid risks arising from customer-owned infrastructure,
further specifications regarding power and network-related
assets are needed. These include an explicit definition of
degraded-mode behaviors for loss of connectivity. Concrete
fallback scenarios shall therefore be specified and implemented
in the assets. In this context, [35] presented a proposal
on how to use predefined power envelopes in the event of
a communication failure. Furthermore, basic cybersecurity
protective measures, such as rate limiting, should be mandatory
to avoid cascading retry storms. Since it is infeasible to make
household networks inaccessible to attackers, grid-connected
devices with a high impact on the stability, like CLS, must
implement measures to counter attacks. Regarding the EMT,
it is essential to detect suspicious behavior of the systems at
an early stage, to have sufficient time to take action. Thus,
indisputable confirmation of the realization of the required
measure is recommended.

C. Hardening and Segmentation Behind the CLS-Adapter

While the role of the GWA must be ISO27001 certified
and a risk analysis must be carried out for the use of external
cloud providers, there are no requirements for the use of EMS
systems. As previously demonstrated, this area of application
in particular poses significant safety risks. At the very least,
every EMS cloud provider must have a cloud security concept
in place.

D. Strong Channel-to-Asset Binding at aEMT Endpoints

As it is absolutely important for control signals to reach
the intended CLS-adapter, errors are not permitted at this
point. Therefore, it is crucial that the EMT binds incoming
proxy communication channels to a unique combination of
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SMGW and CLS-adapter identifier to know exactly which
asset will be addressed. This binding needs to be stored
safely and out of reach of unauthorized people. In case of
ambiguity, the message should be discarded. By enforcing
semantic consistency between transport-level connections and
application-level control targets, the risk of misdirected or
unintended control actions is reduced. It is advisable to publish
an implementation guideline on how the data can be stored
and processed at EMT side in order to avoid mix-ups.

E. Endpoint Data Protection and Secure Logging Practices

Endpoints, WAN- as well as LAN-side, should complement
secure transport mechanisms with disciplined data handling
practices to reduce information disclosure risks. This is about
minimizing sensitive data in logs and protecting logs through
appropriate access controls and integrity mechanisms. It is
crucial to note that confidentiality guarantees extend beyond
the communication channel and are maintained throughout the
data lifecycle.

F. Mitigation of Risks Related to the SMGW Wake-Up Mecha-
nism

The requirements for contacting the SMGW are strict and
well defined. Nevertheless, the scope of checks that need to be
done by the SMGW to recognize a message as valid or not is
comprehensive. To avoid resource exhaustion, we recommend
applying early and lightweight filtering of incoming wake-up
messages before initiating costly cryptographic validation steps.
While TCP/TLS would prevent passive observation and replay
of wake-up messages, it would introduce stateful connection
handling, which is undesirable for a lightweight wake-up
mechanism. Therefore, we rather recommend complementing
rate limiting for valid wake-up requests by prioritization
mechanisms that ensure legitimate wake-up messages from
authorized sources are not starved by excessive invalid or
replayed traffic. One simple solution would be extending the
rate limit to invalid messages and reducing valid time windows.

G. Mitigation of Risks Related to TLS Version Support

As seen in previous sections, the use of TLS version 1.2
does have security vulnerabilities. This highlights the need to
migrate to TLS 1.3, which structurally mitigates the attacks,
as shown by [15]. The use of TLS 1.2 should therefore be
prohibited in the SMGW environment and at least all parties
involved in the SM-PKI should be required to use TLS 1.3.
A protocol version fallback to older TLS versions should
never be accepted, even if version negotiation fails during
the handshake. Therefore, security testing should explicitly
verify that downgrade attempts are rejected and that fallback
to older TLS versions is technically impossible.

H. Mitigation of Repudiation Risks Through Explicit Acknowl-
edgments
A key problem that extends across all process steps is

the missing of explicit acknowledgments. For those involved,
it is easy to deny receiving messages and their incorrect

implementation. To mitigate these repudiation risks, the §14a
EnWG and §9 EEG control process should incorporate explicit
acknowledgments to confirm receipt and execution of requested
actions.

o Channel establishment requests initiated by the aEMT should
be acknowledged by the GWA

o Receipt of wake-up messages by the SMGW should be
acknowledged, independent of subsequent management or
proxy connection establishment

o Control commands forwarded to the CLS should include a
mechanism for the CLS to acknowledge successful receipt
and execution, optionally distinguishing between acceptance
and actual implementation

o CLS-adapter should provide execution feedback, enabling
correlation between issued commands and observed asset
behavior

1. Summary

To increase the safety of the §14a EnWG ad-hoc control
signal transmission chain, especially endpoint responsibility
strengthening is required. While the SMGW centered security
architecture provides a robust foundation, end-to-end security
can only be achieved if backend systems and customer domain
components implement complementary safeguards. While
there are some risks that arise at certain points, the security
vulnerabilities in the use of TLS 1.2 and the existing deniability
also pose risks that extend across the entire process chain. To
this end, existing specifications must be revised and expanded
to include specifications regarding endpoints.

VI. CONCLUSION AND FUTURE WORK

In this paper, we provide to the best of our knowledge
the first threat analysis with a focus on §14a EnWG and §9
EEG that is made openly available for DSOs, regulators and
researchers. Whereas the ad-hoc control signal transmission
chain demonstrates a high level of security within the SMGW
domain, it does not achieve end-to-end security when the
endpoints are included. The STRIDE analysis shows that risks
predominantly arise at architectural endpoints, where no general
specifications prevail.

The absence of explicit end-to-end acknowledgments creates
significant repudiation risks, limiting the enforcement of grid-
serving control actions. To solve this problem, the entire process
chain, including the assets, must be able to prove tamper-
proof that the control signals have been implemented. The
mandatory use of TLS 1.2 represents a systemic weakness,
as it remains susceptible to algorithm substitution attacks. It
underscores the necessity of a migration to TLS 1.3. Customer-
side infrastructures and (cloud-based) EMS introduce additional
availability and security dependencies. Here, clearly defined
fallback scenarios must be implemented.

Beyond these, the control signal transmission chain is
exposed to general supply chain attacks, including compromised
firmware, manipulated software updates and subverted third-
party components at both backend and device levels.
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It should also be noted that encryption algorithms currently in
use (elliptic curve and RSA) are not secure in the post-quantum
era. Due to the long service life of critical infrastructure, it is
therefore important to take early action.

In summary, strengthening endpoint responsibilities, in-
troducing verifiable control execution with proof-of-action
mechanisms and extending regulatory requirements beyond
the SMGW are necessary to achieve end-to-end security.

The next step would be to validate the identified risks
through empirical testing and operational experience. Therefore,
a testbed that maps the entire control chain would have
to be implemented in order to realistically simulate the
cases. A hardware-in-the-loop test environment is ideal for
demonstrating the effects on the grid. Co-simulation is required
to link the grid simulation with the network simulation. In
addition, with the appropriate test environment, risks could be
discovered that remain undetected in theory and it could also
be used as an exploit demonstrator to show weaknesses and
its impact.

This setup can also be used to investigate the handling and
risks of the VDE FNN implementation note on the subject
of control with verification [35]. In this context, it would
be interesting to compare these approaches with the one
presented in this paper in order to identify any advantages and
disadvantages of the respective models and possibly implement
an even better approach.

Future research could address the question of how the process
of drafting legislation could be optimized. In the case of the
SMGW architecture, it has become apparent that the back-
and-forth between legislators and industry leads to delays.
Approaches, such as central testing stations, where effects can
be tested early in a practical setting, could be helpful in quickly
finding suitable solutions.

In addition, there are still considerable uncertainties regard-
ing the controllability of supply chain attacks and the handling
of post-quantum cryptography in the current process chain and
must be investigated by future research.
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Abstract—Encrypted communications and the increasing di-
versity of cyber-threats challenge traditional Intrusion Detection
Systems (IDSs). This paper evaluates a novel network traffic
analysis model for intrusion detection. The model offers a
prioritized packet processing approach for resource-constrained
environments and near real-time analysis of encrypted network
traffic metadata. The model defines Primary Target Group (PTG)
characteristics to process and structure Internet Protocol (IP)
network packets. The corresponding model architecture reflects
a metadata driven data space. This is used to derive structural
and topology related features. The created Polymetric Queueing
Topology Space (PQTS) data space is then used for Machine
Learning (ML) driven anomaly detection and attack classification
algorithms. The approach is evaluated on TON_IoT and CIC-
IDS2017 benchmark data sets using tree-based ML models,
particularly Random Forest and LightGBM, for binary and
multiclass classification. Experimental results demonstrate strong
detection performance while employing a lightweight feature
set for prioritization, that is consistent across diverse IP-based
networks. These results demonstrate that ML algorithms trained
on PQTS data space provides an effective foundation for intrusion
detection within heterogeneous network environments.

Keywords-Network Intrusion Detection; Machine Learning; Fea-
ture Engineering; Network Security; Encrypted Network Traffic
Classification.

I. INTRODUCTION

With the increasing complexity of modern computer net-
works and the rapid growth in both the number and sophisti-
cation of cyber-threats, ensuring network security has become
a critical challenge. Traditional signature-based Intrusion De-
tection Systems (IDSs) remain widely deployed due to their
effectiveness in detecting known attack patterns. However, an
inherent reliance on predefined signatures limits their ability to
identify novel and previously unseen attacks, including zero-
day exploits and emerging threats, such as Large Language
Model (LLM)-generated malware [1]. Consequently, anomaly-
based intrusion detection has gained increasing attention as
it focuses on identifying deviations from normal network
behavior rather than relying on known attack signature [2]. In
parallel, critical infrastructures, enterprise networks, and other
specialized domains, such as the automotive industry, have
become prime targets for cyber-attacks, thereby increasing
the demand for reliable and timely threat detection mecha-
nisms. The large volumes of network traffic generated in such
environments require IDSs that are computationally efficient

and capable of operating in near real time. In this paper,
we evaluate Machine Learning (ML) algorithms based on
the subset Primary Target Group (PTG) of the PQTS data
space. The model-derived data space is designed to address
these challenges by providing the necessary information for
prioritized intrusion detection in Internet Protocol (IP)-based
network environments.

The structure of the paper is as follows: Section II reviews
related work. Section III describes the data sets used for
evaluation. Section IV details the system architecture. Section
V describes the experimental results. Finally, Section VI
summarizes the findings and outlines directions for future
work.

II. RELATED WORK

Recent research on network intrusion detection in Internet
of Things (IoT) environments is increasingly driven by the
need to operate under strict computational constraints while
analyzing predominantly encrypted network traffic. For related
work, we categorized existing work into (i) approaches that
emphasize resource-efficient Network Intrusion Detection Sys-
tem (NIDS) designs for encrypted traffic and (ii) studies that
evaluate and benchmark ML algorithms for IDSs under such
constraints. The following discussion reviews related work
along these two categories.

A substantial body of research addresses the protection of
IoT environments through lightweight detection mechanisms,
often emphasizing feature reduction and computationally ef-
ficient learning algorithms for anomaly detection and traffic
classification [3]-[5]. Most of these approaches rely on ML-
based models to enable efficient analysis of network traffic on
resource constrained devices.

Nguyen et al. propose Realguard, a lightweight deep-
learning-based IDS designed for deployment on resource-
constrained IoT gateways [6]. Their system combines incre-
mental statistical feature extraction with a compact, fully con-
nected neural network to enable packet-level attack detection
at the network edge. While Realguard follows a conventional
feature-based NIDS pipeline, our approach adopts a heuristic
packet processing model that supports scalable analysis of en-
crypted IoT traffic through adaptive prioritization mechanisms.
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Complementary to lightweight model designs, several stud-
ies focus on feature aggregation and temporal abstraction
mechanisms. Raskovalov et al. introduce a sliding time win-
dow-based and queue-oriented NIDS that relies on flow-
level aggregation and compact neural networks [7]. Their
approach effectively captures temporal traffic characteristics
using a predefined feature set and a queuing mechanism of
flows. Our model enables adaptive and scalable analysis of
encrypted traffic by selectively prioritizing two layered prede-
fined PTGs. This includes Host, Protocol, and the Universal
queues. Additionally, connection flows across the Primary
Analysis Cycle (PAC) time intervals are reconstructed. The
aggregation of queue-based characteristics combined with pri-
oritization mechanisms and conventional flow-based features
expands the existing research by adding multiple layers of
information. This facilitates novel and resource-efficient eval-
uations on aggregated subsets, such as PTG C PQTS. Beyond
efficiency-oriented detection mechanisms, comparability and
reproducibility have emerged as important concerns in ML-
based NIDS research. Sarhan et al. address these challenges
by proposing a standardized NetFlow-based feature set and
benchmarking multiple open data sets using a fixed flow-
level representation. While their work facilitates cross-dataset
comparability, our approach extends standardized flow-level
representations with additional structural and topology-aware
information, enabling a more expressive yet lightweight ab-
straction of IP-based encrypted network traffic [8].

III. DATA SET DESCRIPTION

To ensure comparability and validate the proposed model,
two publicly available data sets were used: TON_IoT and CIC-
IDS2017, which represent different application scenarios. Both
data sets are standard benchmarks for the research, develop-
ment, and evaluation of NIDS and broader cybersecurity analy-
sis. Each contains raw captured network traffic complemented
by subsequently labeled attacks. Structural differences and
their suitability for this study are discussed in the following
section.

A. TON_IoT

The TON_IoT data sets were developed to model realistic
Industrial Internet of Things (IIoT) and IoT environments
comprising heterogenous sensors, edge and fog systems, and
hosts running different versions of Windows and Unix-based
operating systems [9]-[16]. It includes network traffic pro-
tocols, such as Transmission Control Protocol (TCP), User
Datagram Protocol (UDP), and Internet Control Message
Protocol (ICMP), as well as common services like Hypertext
Transfer Protocol (HTTP), Secure Shell (SSH), Domain Name
System (DNS), and File Transfer Protocol (FTP) along with
sensor telemetry and operating system logs. The data set
shows eight different attack categories, including scanning,
Denial of Services (DoS), Distributed Denial of Services
(DDoS), ransomware, backdoor, data injection, Man-in-the-
Middle (MITM), and password-cracking attacks, all executed
against vulnerable services to generate realistic threat behavior.

The TON_IoT data set is used to evaluate host- and network-
based IDS in IoT environments. Unlike traditional IDS data
sets, it emphasizes realistic cyber-physical system behavior,
enabling cross-layer intrusion detection.

B. CIC-IDS2017

Another popular data set was published by the Canadian
Institute for Cybersecurity (CIC). Sharafaldin et al. focused
on generating network traffic that reflects a generic office
environment [17]. Hence, they put emphasis on realistic
background traffic by emulating naturalistic benign behavior
of 25 users based on the HTTP, HTTPS, FTP, SSH, and
email protocols, simulating working hours from Monday to
Friday. The data set was generated within a fully configured
network comprising a modem, firewall, switches, routers, and
multiple operating systems, including Windows, Ubuntu, and
macOS. Network traffic was collected from 12 machines
within the victim network and supplemented with real attacks
originating from the attack network, covering both internal
LAN communications and Internet traffic. In addition, network
traffic data, memory dumps, and system calls from the victim
machines were captured during the attacks. More than 80
network flow features were extracted using CICFlowMeter
[18]. They recorded 18 different attack classes including
different types of Brute Force and DoS, as well as Heartbleed,
Web Attacks, Infiltration, Botnet, and DDoS. This data set is
widely used for network-based intrusion detection and is often
used for supervised and semi-supervised ML. Its increased
realism compared to earlier data sets and inclusion of modern
attack types make it a standard benchmark in IDS research.
With TON_IoT and CIC-IDS2017 we utilize two highly cited
benchmark data sets as input for our network analysis model
described in the Section IV. The model processes the captured
network traffic of TON_IoT and CIC-IDS2017 as pcap format.
It utilizes model structure, queue, and topology features to
derive the PQTS data space.

IV. NETWORK ANALYSIS MODEL DESCRIPTION

In a previous study, we presented the architecture of a
heuristic packet processing model for network analysis, along
with an initial empirical evaluation of its effectiveness [19].
The model derived data space (Polymetric Queueing Topology
Space (PQTS)) is presented together with tree-based ML
approaches. This data space incorporates polymetric features
derived from the model architecture to improve ML anomaly
detection and classification. This section describes the pro-
posed model, which is to be further evaluated based on
predefined PTGs. To create the model data space, the data
sets mentioned in Section III were used as input.

Figure 1 shows a simplified architecture image of the model.
It presents an illustration of the reconstructed network traffic
structure after a complete PAC time interval. After capture
in Step 1, the individual packets are sorted into queue-based
structures based on device, protocol, and universal PTGs.
After the expiration of a fixed PAC time interval, which
depends on the network and the communication conditions,
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Figure 1. Example model architecture after completed PAC with implicit
flow regression.

features are derived from the model structure and stored
asPQTS data space. Using these features, a prioritization al-
gorithm calculates, which queue should be marked for further
deep attack classification and anomaly detection analysis. The
marked queues are then selected and separately analyzed in
Step 4. Traffic flows are reconstructed, creating additional
features for the PQTS data space. Furthermore, the content of
reconstructed flows is analyzed and represented by calculated
Time Series Flow Content Features. In the final step, the time
series feature data and the PQTS model data are merged and
made available for further deep ML anomaly detection and
intrusion classification methods.

In the following model evaluation, PTG features (Figure
1, designation 1) were used to train the ML models. The
configuration parameters are defined with a PAC duration of
30 seconds. For each time interval a classification is performed
to determine whether the observed behavior is benign or
indicative of an intrusion. In case of multi-class classification,
the specific type of attack is additionally identified.

The developed model demonstrator uses network traffic in
pcap format as input. The network traffic is replayed and the
first part of the model architecture is built as shown in Figure
1 designation 2. The following PTGs are therefore specified:

« Devices Including all internal devices.

« Protocols Including the captured transport layer protocols
used.

e Universal Including all network packets in the exact
temporal sequence in which they were observed and
recorded at the network interface.

For each time interval, 17 different features are calculated.
The features used for the ML-models are discussed in more
detail in Section V-C.

V. MACHINE LEARNING

In this section, a description of the ML-models used for
binary and multi-class classification is given. For each of the
data sets described in Section III, several models utilizing
Random Forest and LightGBM are applied.

A. Preprocessing

This subsection describes the preprocessing steps applied
to the output of the model prior to machine learning. The
system processes raw network traffic as input. Since features
are extracted directly from pcap-files or tshark, no explicit
handling of missing or invalid values is required at the
packet level. Traffic is segmented into fixed-length windows
of 30 seconds, from which statistical flow-based features are
extracted and aggregated. These feature vectors form the input
to the subsequent machine-learning models.

Each PAC is assigned a label according to the ground truth
information provided by the respective data set. As the data
sets differ in structure, data set specific labeling strategies
are employed. For the TON_IoT data set, labels are derived
from the directory structure provided by the authors, where
traffic is organized by attack category and benign activity.
For the CIC-IDS2017 data set, labels are assigned based on
the attack start and end timestamps specified in the flow
reconstructed csv-files. A window is labeled as malicious if
any packet timestamp overlaps with an attack interval and
benign otherwise. No overlapping attack types occur in either
data set.

Prior to model training, all numerical features are normal-
ized using z-scores. Finally, the data set is split into training
and validation (70/30) subsets, which are used for model
selection, hyperparameter tuning, and performance evaluation,
respectively.

B. Model Selection

Tree-based learning algorithms are particularly suitable in
this context because they can capture non-linear relationships
and handle heterogeneous feature distributions, which are
typical for network-traffic, while remaining computationally
efficient and requiring minimal preprocessing [20]. Random
Forest and gradient-boosted decision tree models have been
widely adopted in intrusion detection due to their robustness
on imbalanced data sets, low inference latency, and limited
preprocessing requirements [21]. In addition, their inherent
support for feature importance estimation enables transparent
analysis of how PQTS derived features contribute to detection
performance. Based on these considerations, Random Forest
and LightGBM are selected as representative tree-based mod-
els for experimental evaluation. Random Forest serves as a
robust ensemble baseline with strong generalization properties,
while LightGBM represents a gradient-boosted variant opti-
mized for efficiency and scalability. Evaluating both models on
the same PQTS feature representation enables a comparative
analysis of different tree-based learning paradigms that are not
influenced by fundamentally different model classes.

C. Feature Selection

Feature selection is guided by the structure of the PTG
subset of PQTS abstraction rather than by explicit feature
elimination. All experiments use a fixed set of 17 queue-
derived features capturing variability, growth dynamics, and
packet processing behavior (Table I), ensuring that observed
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performance differences originate from the learning models
rather than feature availability.

TABLE I. PQTS FEATURES USED FOR ML TRAINING.

Index Feature Name
1 gq_mean_protocol_queue_length
2 gq_protocol_queue_length_variance
3 gq_protocol_queue_length_entropy
4  gq_median_protocol_queue_length
5 gq_mean_host_queue_length
6 gq_median_host_queue_length
7 gq_host_queue_length_variance
8 gq_host_queue_length_entropy
9 gq_mean_queue_length

10 gq_median_queue_length

11 gq_popped_pkts_iteration

12 gq_popped_pkts_cumulative

13 gq_protocol_queue_count

14 gq_protocol_queue_count_layer_4_below
15  gq_protocol_queue_count_diff

16 gq_mean_growth_rate

17  gq_median_growth_rate

Feature importance analysis from Random Forest (Table II)
shows a consistent ranking across data sets and classification
tasks. With respect to the particular PTG queue classification
type, entropy- and variance-based queue-features contribute
most strongly to detection performance.

TABLE II. BEST HYPERPARAMETERS ON PQTS FOR BINARY AND
MULTICLASS CLASSIFICATION.

Set Model Best Features Scores
Binary Classification
TON RF gq_host_queue_length_entropy 0.2814
gq_protocol_queue_length_variance ~ 0.1198
gq_median_host_queue_length 0.1170
CIC RF gq_popped_pkts_cumulative 0.2699
gq_protocol_queue_length_variance ~ 0.0846
gq_host_queue_length_entropy 0.0844
Multiclass Classification
TON RF gq_host_queue_length_entropy 0.2352
gq_median_host_queue_length 0.1133
gq_protocol_queue_length_variance  0.0869
TON LGBM gq_host_queue_length_entropy 0.2779
gq_popped_pkts_cumulative 0.2330
gq_mean_growth_rate 0.2259
CIC RF gq_popped_pkts_cumulative 0.2970
gq_host_queue_length_entropy 0.0740
gq_protocol_queue_length_variance ~ 0.0716
CIC LGBM gq_popped_pkts_cumulative 0.7153
gq_host_queue_length_entropy 0.1406
gq_protocol_queue_length_variance ~ 0.1045

Overall, the results demonstrate that a compact, model
derived PTG feature set is sufficient for effective intrusion

detection across data sets without data set specific feature
engineering.
D. Model Training and Evaluation

All models are trained on the PQTS subset PTG shown in
Table I. For TON_IoT and CIC-IDS2017, we use the same
data set split for both binary and multiclass experiments, with
data set statistics reported in Table III.

TABLE III. DATA SET OVERVIEW FOR PTG-BASED EXPERIMENTS.

Data Set Classes Features Train Test
TON_IoT 5 17 11,749 2,938
CIC-IDS2017 18 17 3,873 969

Hyperparameter optimization is performed using grid search
with 5-fold cross-validation for all evaluated models. The
search spaces applied for the multiclass and binary classifi-
cation of the corresponding algorithms are shown in IV and
V. For Random Forest classifiers, optimization focuses on
ensemble size, tree depth, and split criteria, while LightGBM
tuning additionally considers learning rate and framework
related optimization parameters.

TABLE IV. RANDOM FOREST PARAMETER GRID FOR GRIDSEARCHCV.

Hyperparameter RF

n_estimators [100, 200]
max_depth [10, 20, 30, None]
min_samples_split  [2, 5]

min_samples_leaf
max_features
bootstrap

(1, 2]
[sqrt, log2]
[True]

TABLE V. LIGHTGBM PARAMETER GRID FOR GRIDSEARCHCV.

Hyperparameter LGBM
n_estimators [100, 200]
max_depth [10, 20, -1]
learning_rate [0.05, 0.1]
num_leaves [31, 63]
min_child_samples [20, 50]
subsample [0.8]
colsample_bytree [0.8]

All reported classification results are obtained using the
selected hyperparameter configurations identified during this
optimization process and summarized in Tables VI and VII.

Tables VIII and IX summarize the classification perfor-
mance of the evaluated models on the PTG feature represen-
tation across binary and multiclass intrusion detection tasks.
Overall, the results demonstrate that tree-based models can
effectively adapt the PTG abstraction, achieving high detection
performance even on encrypted network traffic.

For binary classification on the TON_IoT data set, the
Random Forest model achieves an Fl-score of 0.9947 and
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TABLE VI. BEST RANDOM FOREST HYPERPARAMETERS ON PTG FOR
BINARY AND MULTICLASS CLASSIFICATION.

Feature TON CIC

Bin Mul Bin Mul
n_estimators 200 100 150 100
max_depth 10 20 None 20
min_samples_split 5 2 5 5
min_samples_leaf 1 1 2 1
max_features sqrt  sqrt sqrt sqrt
bootstrap True True True  True

TABLE VII. BEST LIGHTGBM HYPERPARAMETERS ON PTG FOR BINARY
AND MULTICLASS CLASSIFICATION.

Feature TON CIC
n_estimators 100 100
max_depth 20 -1
learning_rate 0.1 0.05
num_leaves 63 63
min_child_samples 50 50
subsample 0.8 0.8

colsample_bytree 0.8 0.8

TABLE VIII. BINARY CLASSIFICATION RESULTS OF PTG.

Model Set Acc F1 AUC
RF TON 0.9966 0.9947 0.9999
RF CIC 0.8534 0.5439 0.8979

an Area under the ROC curve (AUC) of 0.9999. The balanced
accuracy exceed 99%, indicating robust detection capability
under moderately imbalanced class distributions. This high-
lights the suitability of the PTG features for distinguishing
benign and malicious traffic without deep packet inspection.
In contrast, binary classification on CIC-IDS2017 yields no-
ticeably lower performance, particularly in terms of recall and
Fl-score. While the model maintains a reasonable AUC of
0.8979, the reduced balanced accuracy reflects the higher class
imbalance and increased attack diversity in terms of volume-
based characteristics of the data set. These results suggest that
the performance degradation is primarily data set driven rather
than caused by limitations of the PTG feature representation.

TABLE IX. MULTICLASS CLASSIFICATION RESULTS OF PTG.

Model  Set BalAcc F1, MeanAUC
RF TON 0.9915 0.9915 0.9998
LGBM TON 0.9935 0.9936 0.9998
RF CIC 0.8627 0.8376 0.9753
LGBM CIC 0.6549 0.8612 0.9866

For multiclass classification on TON_IoT, both Random
Forest and LightGBM achieve strong results. The Random
Forest model attains a weighted Fl-score of 0.9915, while
LightGBM slightly improves upon this with a weighted F1-
score of 0.9936. The consistently high MeanAUC values
across both models indicate stable class separation and bal-
anced performance across attack categories. Multiclass classi-
fication on CIC-IDS2017 remains challenging. Nevertheless,

the Random Forest model achieves an approximate weighted
Fl1-score of 0.8376, demonstrating that the PQTS-based ab-
straction retains discriminative power even under more com-
plex multiclass conditions. Overall, the results indicate that the
PTG feature space enables intrusion detection across multiple
datasets and learning models, particularly for volume-based at-
tacks, such as DoS, while maintaining low computational cost
and leveraging novel features derived from queue-structure
statistics.

E. Performance of Comparable Approaches

To put these results into perspective, a comparison with
other IDSs, introduced in Section II, is provided. It is important
to note that the results obtained on a small subset of PQTS
are competitive across both datasets. For the TON dataset,
the proposed model achieves performance comparable to the
related work; however, on CIC it performs less strongly for
this reduced PQTS subset. The performance metrics reported
in the literature for binary and multiclass classification are
summarized in Tables X and XI.

TABLE X. COMPARISON OF BINARY CLASSIFICATION RESULTS

Model Set Acc F1 Features
CL-SKD [5] CIC  0.9980 0.9980 -
Realguard [6] CIC  0.9964 - 100
NetFlow [8] TON  0.9964 1.00 43

TABLE XI. COMPARISON OF MULTICLASS CLASSIFICATION RESULTS

Model Set BalAcc F1, Features
BT-TPF [4] CIC 0.9960  0.9960 78
CL-SKD [5] CIC 0.9984  0.9984 -
Realguard [6] CIC 0.9993 - 100
BT-TPF [4] TON 0.9945 0.9944 43
NetFlow [8] TON  0.9805 0.98 43

Overall, the comparison suggests that the proposed approach
is already competitive with established IDSs, particularly on
TON, while the weaker results on CIC for this reduced PQTS
subset indicate clear potential for improvement for certain
attack classes in subsequent full-space evaluations.

VI. CONCLUSION AND FUTURE WORK

This paper presents a multi-model evaluation of a heuristic
network analysis model. It abstracts captured packet streams
into a complex, structurally motivated, and metadata-driven
data space. The PQTS derives from polymetric queue states,
model architecture and traffic prioritization mechanisms. The
proposed approach was evaluated using the PTG feature subset
of the PQTS representation on two widely used and well-
established benchmark datasets. This focus allows an assess-
ment of the model’s robustness and applicability under realistic
and comparable experimental conditions, while addressing
key challenges of modern network environments, including
high traffic volumes, encryption, and resource constrained
environments.
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The experimental results demonstrate that a single subset
of the PQTS data space enables competitive intrusion de-
tection for volume based attacks across different data sets
and classification tasks. Tree-based learning models, such as
Random Forest and LightGBM, achieved strong performance
on both binary and multiclass scenarios, particularly on the
TON_IoT data set. Feature importance further confirm that
dynamic queue-related characteristics, such as entropy, vari-
ance, and growth behavior, are highly discriminative for both
data sets. These findings underline that meaningful security
relevant information can be extracted from network traffic
without reliance on deep packet inspection or extensive feature
engineering.

Before deployment in production environments, targeted
validation steps are necessary. These include validation of
robustness and generalization capabilities, assessment under
realistic traffic loads, and evaluation against previously unseen
attack patterns. In summary, the results presented indicate that
the PTG subset of the PQTS data space already constitutes
a promising foundation for anomaly-based intrusion detection
in encrypted and resource-constrained network environments.
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Abstract—Cyber Threat Intelligence (CTI) is a key component
of modern security operations, yet existing systems struggle
to integrate heterogeneous intelligence sources and to provide
contextualized, organization-aware analysis. Knowledge-graph-
based approaches offer structured and explainable representations
of threats, while Large Language Models (LLMs) enable flexible
semantic analysis of unstructured information. However, these
paradigms are typically applied in isolation and fail to support
continuous, context-driven threat modeling. This paper proposes
an Agentic Graph Retrieval-Augmented Generation (GraphRAG)
architecture for CTI analysis. The approach integrates structured
and unstructured CTI into a persistent knowledge state consisting
of a cybersecurity knowledge graph, a document store, and a
vector index. Graph-first retrieval is combined with agentic
orchestration to iteratively assemble bounded, task-relevant
context for LLM-based reasoning, enabling grounded, explainable,
and organization-specific threat analysis. We present a layered
reference architecture and a detailed methodology describing
knowledge construction, graph-first retrieval, agentic analysis
workflow, and grounded reasoning. The proposed approach is
designed to support security analysts and automated security
workflows in operational CTI environments and provides a
foundation for adaptive and explainable CTI systems that combine
structured knowledge representation with flexible AI-driven
analysis.

Keywords-cyber threat intelligence; knowledge graph; graph
retrieval-augmented generation; agentic Al systems; large language
models; context-aware threat analysis; explainable Al

I. INTRODUCTION

Cyber Threat Intelligence (CTI) has become a central
component of modern security measures, enabling companies to
detect, analyze, and respond to cyber threats in a timely manner.
However, the increasing volume, speed, and heterogeneity of
threat data pose a significant challenge for existing CTI systems.
Security-related information is scattered across structured
feeds, logs, vulnerability databases, and unstructured text
sources, including incident reports, security blogs, and dark
web forums. As a result, security analysts are confronted with
fragmented information landscapes that hinder the correlation,
contextualization, and prioritization of emerging threats. [1]

To address this challenge, recent research has explored
knowledge-based representations and Artificial Intelligence
(AI) techniques for automating CTI. Cybersecurity Knowledge
Graphs (CSKGs) are often used to model relationships between
threat actors, vulnerabilities, attack techniques, and assets in
a structured and traceable manner [2]. While graph-based

Prof. Dr. Rudolf Hackenberg
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Regensburg, Germany
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approaches enhance reasoning and traceability, they often
rely on manual curation or static data ingestion pipelines,
which limits their adaptability to rapidly changing threat
landscapes [3]. This restricts their ability to reflect evolving
attack campaigns, newly observed tactics, and organization-
specific threat contexts in time. In parallel, Large Language
Models (LLMs) have shown promising results in extracting
threat entities, tactics, and techniques from unstructured text
sources [4]. Despite their flexibility, LLM-based approaches
suffer from limited consistency, a lack of explicit structure,
and challenges regarding explainability and validation, which
limit their use in operational CTI systems.

Although both paradigms offer complementary strengths,
they are typically applied in isolation in existing CTI systems.
Graph-based systems provide a persistent and structured
knowledge state but lack flexible semantic reasoning over
newly observed intelligence, while LLM-based pipelines offer
powerful semantic analysis but operate without a stable, verifi-
able memory. Consequently, current approaches do not support
continuous, context-aware threat modeling that combines a
structured persistent knowledge state with adaptive semantic
reasoning. To our knowledge, the integration of LLM-based
reasoning and knowledge-graph-based retrieval as a unified
Graph Retrieval-Augmented Generation (GraphRAG) pipeline
remains largely unexplored in existing CTI architectures.

In this paper, we propose an Agentic GraphRAG-based
CTI architecture that combines LLMs and CSKGs to enable
dynamic and organization-specific threat analysis. Heteroge-
neous structured and unstructured CTI sources are integrated
into a persistent CSKG, which is subsequently used as a
retrieval layer to provide context for LLM-driven reasoning
tasks, such as threat prioritization, contextual analysis, and
explanation generation. The main contributions of this work
can be summarized as follows:

¢ An agentic GraphRAG architecture for organization-aware
CTI analysis

o A methodology for constructing and maintaining a persistent
knowledge state from heterogeneous CTI sources

o A graph-first retrieval and analysis concept enabling grounded
and explainable CTI reasoning

The rest of this paper is organized as follows: Section II
reviews related work, Section III defines the problem and design
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goals, Section IV introduces the system architecture, Section V
describes the proposed Agentic GraphRAG methodology, and
Section VI concludes the paper and outlines future work.

II. RELATED WORK

This section examines related work in the areas of CTI
processing, CSKGs, and CTI analysis based on LLMs. We
structure the discussion along the pipeline of the proposed
GraphRAG architecture to highlight the limitations of current
approaches and motivate a unified solution. Recent work has
begun to explore hybrid retrieval and reasoning pipelines that
combine knowledge graphs and language models, but these
approaches are not yet systematically formulated as persistent
agentic GraphRAG pipelines for continuous CTI analysis.

A. CTI Feed Integration and Knowledge Graph Construction

CTI systems are typically based on standardized exchange
formats, such as Structured Threat Information eXpression
(STIX) and Trusted Automated eXchange of Indicator Infor-
mation (TAXII), which provide interoperable representations
and transport mechanisms for cross-platform exchange of CTI
objects and collections [5][6]. While these standards are widely
used, they primarily address syntactic interoperability and do
not inherently provide semantic enrichment or organization-
specific contextualization.

To support more comprehensive integration and reasoning
across heterogeneous CTI, recent work increasingly uses
CSKGs as structured, explainable representations of entities,
such as threat actors, malware, vulnerabilities, techniques, and
affected assets. Survey papers highlight CSKGs as a holistic
approach to merging different cybersecurity data sources and
enabling large-scale correlations and reasoning [2][7]. Fur-
thermore, construction-oriented review papers discuss current
pipelines for CSKG construction, including extraction, fusion,
and inference components, and outline open challenges related
to automation and data quality [3]. However, many CSKG
construction approaches remain constrained by manual curation,
schema engineering, or batch-oriented collection, limiting their
ability to continuously integrate rapidly evolving and highly
unstructured CTI sources.

B. Graph-based Threat Modelling and Contextualisation

Graph-based threat modeling has a long tradition in cyber-
security, including attack graphs and related graphical security
models that support the analysis of multi-stage exploits and
the prioritization of remediation measures. A recent survey
summarizes the state of the art in the automatic generation
and use of attack graphs and related models, highlighting
challenges related to scalability, maintenance, and automation
in rapidly changing vulnerability and threat landscapes [8].
Beyond classic attack graphs, more comprehensive research on
graph mining in cybersecurity shows how graph representations
are used for detection, correlation, and security analysis tasks
across different data modalities [9].

In the CTI field in particular, work such as HINTI uses
graph-based learning to highlight the interrelationships between

heterogeneous indicators in order to quantify relevance and
improve intelligence mining, thereby demonstrating the advan-
tages of structured graph representations for CTI reasoning
[10]. Nevertheless, many graph-based approaches assume that
relevant knowledge is already available in structured form.
They usually offer only limited mechanisms for the continuous
integration of unstructured narrative information (reports, blogs,
forum posts) and for the dynamic selection of organization-
specific subgraphs as context for downstream conclusions.

C. Large Language Models for CTI Analysis

LLMs have enabled new forms of CTI extraction and
analysis from unstructured text. Benchmarking initiatives,
such as CTIBench systematically evaluate the performance
of LLMs on CTI tasks and highlight both the strengths and
limitations of LLMs in the CTI context [4]. Complementary
work proposes fully LLM-driven or LLM-assisted approaches
for processing CTI reports, with the goal of reducing the
manual workload of analysts while leveraging the semantic
capabilities of modern models [11]. Despite their flexibility,
LLM-only pipelines often lack a persistent, verifiable state. This
limits the traceability, reusability, and validation of extracted
threat intelligence and increases the risk of hallucinations and
inconsistent results, which are important considerations for
operational CTI deployment.

D. Hybrid LLM-Knowledge Graph Approaches and GraphRAG

To combine structured representations with semantic extrac-
tion, current work uses LLMs to create or enrich CSKGs from
CTI text sources. CTINexus proposes optimized contextual
learning to support data-efficient CTI extraction and CSKG
creation in data-scarce environments [12]. CTIKG uses prompt-
based segmentation and multiple agents to create security-
oriented knowledge graphs from CTI articles while accounting
for the limitations of LLMs, such as hallucinations and context
constraints [13]. These approaches demonstrate that LLMs
can effectively populate and enrich CSKGs, but they focus
primarily on graph construction or offline enrichment rather
than continuous analysis.

Recent benchmark work further highlights the importance
of knowledge-augmented reasoning for CTI. CTIARENA
introduces a comprehensive evaluation suite covering structured,
unstructured, and hybrid CTI tasks under both closed-book and
retrieval-augmented settings [14]. Their results show that LLM
performance remains limited without external knowledge and
improves when augmented with security-specific retrieval strate-
gies, including CSKG-guided retrieval. However, CTITARENA
focuses on benchmarking and evaluation rather than proposing
an operational architecture or methodology for continuous CTI
analysis.

In contrast, our work conceptualizes CTI analysis as a persis-
tent agentic GraphRAG process: a CSKG acts as a persistent
knowledge state, graph-based retrieval selects organization-
specific contexts (e.g., relevant entities, relationships, and
subgraphs), and the LLM performs informed reasoning and
explanation over the retrieved context.
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E. Summary

In summary, previous work has advanced standardized CTI
sharing via STIX/TAXII, CSKG construction and graph-based
security analysis, and LLM-based CTI extraction and evalua-
tion. Recent benchmark studies further confirm the importance
of knowledge-augmented reasoning for CTI, while highlighting
the limitations of LLMs when operating without persistent
external knowledge. However, existing approaches typically
focus either on structured graph construction or on isolated
retrieval-augmented analysis and do not yet systematically
integrate persistent knowledge representation, graph-based
retrieval, and organization-aware LLM reasoning into a unified
GraphRAG pipeline for continuous CTI analysis.

III. PROBLEM STATEMENT AND DESIGN GOALS

This section derives the core problem and design goals of
the proposed approach based on the constraints identified in the
previous sections. First, we formalize the challenges of current
CTI systems in terms of continuous knowledge integration,
contextualization, and organization-specific analysis. We then
define a set of design goals that serve as a guide for the
architecture and method presented in the following sections.

A. Problem Statement

Modern CTI systems must integrate large amounts of
heterogeneous data from structured feeds, internal telemetry,
and unstructured text sources. While existing approaches offer
either structured threat representations or flexible semantic
analyses, they mostly do not support continuous, organization-
aware threat modeling in a consistent manner. Knowledge-
graph-based CTI systems offer persistent and explainable
representations, but lack mechanisms for adaptive semantic
interpretation of emerging information. Conversely, LLM-based
CTI pipelines offer semantic extraction and analysis capabilities,
but operate without a stable, verifiable knowledge state, limiting
traceability and reusability.

From an operational perspective, security analysts need
contextual threat assessments that reflect both global threat
activity and local organizational conditions, such as the
criticality, vulnerability, and relevance of assets. Current
systems typically treat threat intelligence as generic and static,
offering limited support for tailoring analysis to organization-
specific environments. This gap leads to delayed prioritization,
incomplete situational awareness, and increased manual effort
for analysts.

To address these limitations, a CTI system must (i) maintain
a persistent representation of threat knowledge, (ii) continu-
ously integrate heterogeneous and evolving information, and
(iii) enable adaptive reasoning about this knowledge in an
organization-specific context. These requirements motivate a
GraphRAG approach, in which a CSKG serves as a persistent
structured knowledge state and retrieval mechanism, while
LLMs draw informed conclusions about retrieved subgraphs.

B. Design Goals

Based on the identified constraints and requirements, the
proposed architecture is guided by this main design goals:

e DG1 - Persistent and structured knowledge state: The
system should maintain a continuously evolving CSKG that
integrates structured and unstructured CTI sources into a
unified, verifiable representation.

e DG2 - Continuous integration of heterogeneous CTI
sources: The architecture must support the automated
collection and normalization of various CTI feeds, including
structured indicators and unstructured text, to enable timely
updating of threat knowledge.

e« DG3 - Graph-based contextual querying: The system
must enable selective querying of relevant subgraphs based
on organizational context, e.g., asset exposure, sector, or
threat relevance, to provide targeted inputs for analysis.

o« DG4 - LLM-based reasoning and explainability: LLMs
may only be used for interpreting retrieved graph context
to enable explainable and traceable threat analysis while
avoiding unfounded generations.

+« DGS - Organization-specific threat analysis: The archi-
tecture must support the prioritization and interpretation of
threats tailored to individual organizational environments,
rather than generating general threat summaries.

e DG6 - Agentic task orchestration: The system should
support task-driven orchestration of retrieval, reasoning, and
auxiliary analysis steps to enable iterative and goal-oriented
CTI analysis workflows.

These design goals form the basis for the system architecture
described in the following section and ensure that the proposed
approach directly addresses the limitations of existing CTI
systems identified in Sections I and II.

IV. SYSTEM ARCHITECTURE

The proposed architecture implements an Agentic
GraphRAG approach for analyzing CTI. It is designed as
a multi-layered architecture that separates data processing,
knowledge representation, retrieval, orchestration, and
interaction. Figure 1 illustrates the overall architecture,
highlighting the role of the CSKG as the persistent knowledge
state of the system. A typical analysis starts with a user-defined
task, which is interpreted by the agentic orchestration layer
to plan and execute a sequence of graph-first retrieval
and reasoning steps over the persistent knowledge state.
This layered separation reflects the design goals defined in
Section III by decoupling knowledge construction, grounded
retrieval, and task-driven control.

A. CTI Data Sources

The architecture integrates heterogeneous sources of CTI,
including structured CTI feeds (e.g., indicators, vulnerability
data), unstructured information, such as reports and alerts, and
organization-specific contextual information. These sources
provide the raw data for knowledge building but are not directly
accessed during analysis.
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Figure 1. System architecture of the proposed approach.

B. Ingestion and Transformation Layer

All incoming CTI data is collected, analyzed, and converted
into a uniform internal representation. This layer performs
entity and relationship extraction, normalization, enrichment,
and provenance annotation to transform raw data into struc-
tured knowledge elements. By consolidating both structured
and unstructured sources, the system ensures consistent and
traceable integration of information prior to storage.

C. Knowledge Representation Layer

The knowledge representation layer maintains the persistent
state of the system and consists of three complementary
components: a document store, a vector index, and a CSKG.
The document store preserves the original source material
for traceability and evidence verification. The vector index
enables semantic similarity search over textual intelligence. The
CSKG models entities, relationships, and temporal connections,
providing a structured and comprehensible representation of
the threat landscape. All subsequent analysis steps operate on
this unified knowledge state.

D. GraphRAG Layer

The GraphRAG layer provides structured retrieval capabili-
ties over the persistent knowledge state. It performs graph-first
retrieval to identify relevant subgraphs based on the analysis
task and organizational context, and assembles these subgraphs
into a bounded context for downstream reasoning. The linking
of evidence ensures that the retrieved graph elements can
be traced back to the original documents or sources, enabling
traceable and explainable analysis. This layer forms the primary
grounding mechanism for downstream reasoning and ensures
that LLM-based analysis remains anchored in verified graph
context.

E. Agentic Orchestration Layer

The agentic orchestration layer interprets user requests and
analysis tasks and decomposes them into executable steps.
It coordinates retrieval, reasoning, and auxiliary capability
invocation in an iterative manner. Depending on the task,
the orchestration layer may trigger multiple retrieval rounds,
refine queries, or invoke specialized functions, such as scoring,
validation, or enrichment. This design enables flexible, task-
oriented analysis while keeping reasoning grounded in retrieved
context rather than exposing raw data or the full knowledge
base to the reasoning components. By separating control logic
from knowledge storage and reasoning, the orchestration layer
supports adaptive, goal-driven CTI workflows.

F. Serving and Integration

The service and integration layer makes the results of the
analysis available to users and external systems. It provides
analyst interfaces, APIs, and integration points for security
platforms, such as Security Information and Event Management
(SIEM) or Security Orchestration, Automation, and Response
(SOAR) systems. The feedback generated in this layer can be
incorporated into the persistent knowledge state to support the
continuous development of the threat model.

The following section details the GraphRAG workflow and
the agentic analysis process in a step-by-step manner.

V. METHODOLOGY

This section describes the proposed Agentic GraphRAG
methodology for CTT analysis. An overview of the methodology
is shown in Figure 2 as an iterative analysis workflow. Building
on the layered architecture introduced in Section IV, the
methodology specifies how knowledge is constructed, retrieved,
and analyzed to support organization-aware threat assessment.
The following subsections detail the problem formulation,
knowledge construction process, graph-first retrieval strategy,
agentic analysis workflow, and grounded reasoning approach.

A. Problem Formulation

The objective of the proposed methodology is to sup-
port organization-specific cyber threat analysis by combining
persistent, structured threat knowledge with adaptive, task-
driven reasoning. Given the continuously growing volume and
heterogeneity of CTI, analysts require mechanisms that not only
retrieve relevant information but also contextualize, correlate,
and prioritize threats with respect to their organization.

In our setting, the system maintains a persistent knowledge
state that consists of (i) a CSKG capturing entities, relations,
and temporal context, (ii) an associated document store
preserving original sources as evidence, and (iii) a vector index
enabling semantic similarity search over textual intelligence.
An analysis task provided by a user or an external system
defines the analytical objective, such as threat prioritization,
exposure assessment, or campaign interpretation, optionally
parameterized by organizational context (e.g., assets, sector, or
risk posture).
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Figure 2. Agentic GraphRAG methodology for CTI analysis.

The methodology aims to produce analysis results that
are grounded in verified knowledge and traceable to original
evidence. To this end, the process iteratively performs graph-
first retrieval to select coherent subgraphs relevant to the
task and organizational context, assembles a bounded context
window including linked evidence, and applies LLM-based
reasoning over this structured input. Agentic orchestration
controls the sequence of retrieval and reasoning steps, enabling
multi-step analysis, query refinement, and auxiliary capability
invocation while keeping the reasoning component isolated
from raw sources and the full knowledge base.

This formulation ensures that analysis results remain ex-
plainable, organization-aware, and adaptable to evolving threat
landscapes while preserving a persistent and verifiable knowl-
edge state.

B. Knowledge Construction Process

To realize the persistent knowledge state defined in the
problem formulation, the methodology implements a continuous
knowledge construction process that transforms heteroge-
neous CTI inputs into a unified and verifiable representation
supporting structured retrieval and reasoning. This process
operates continuously and incrementally, enabling the system
to integrate newly observed intelligence without requiring
complete reconstruction of existing knowledge.

Structured CTI sources are mapped to a canonical schema
and directly transformed into graph entities and relationships.
Unstructured sources, such as reports or advisories, are pro-
cessed using extraction techniques to identify relevant entities,
relations, and contextual attributes. All extracted elements
are normalized, enriched, and annotated with provenance and
temporal metadata to ensure consistency and traceability.

The resulting knowledge is stored in three tightly coupled rep-
resentations. Original documents are preserved in a document
store, providing verifiable evidence and auditability. Textual
content is embedded into a vector index to enable semantic
similarity search and matching. In parallel, extracted entities
and relationships are integrated into the CSKG, where they are
linked to corresponding documents and vector representations.

By consolidating structured and unstructured intelligence
into a single persistent knowledge state, the construction

process establishes a stable and extensible foundation for graph-
first retrieval and agentic analysis. This separation between
knowledge construction and knowledge utilization ensures that
downstream reasoning operates over curated and verifiable
context rather than raw and potentially noisy input data.

C. Graph-Based Retrieval

Graph-first retrieval provides the primary mechanism
for grounding all downstream analysis in structured and
organization-relevant knowledge. Given a task provided by
a user or an external system and optional organizational
context, the retrieval process operates over the CSKG to
identify coherent subgraphs that capture relevant threat entities,
relationships, and temporal dependencies.

Retrieval begins by translating the analysis task into one or
more graph queries that encode semantic intent and contextual
constraints. These queries may incorporate organizational
factors, such as asset exposure, sector-specific relevance, or
previously observed activity. Rather than retrieving isolated
entities or documents, the process selects connected subgraphs
that preserve relational structure and enable holistic interpreta-
tion of threats.

The retrieved subgraphs are subsequently ranked and filtered
based on relevance, structural coherence, and contextual
alignment. To support explainability, each graph element is
linked to corresponding evidence in the document store and
vector index, allowing retrieved context to be traced back to
original intelligence sources.

By operating on explicit relationships and graph topology, the
proposed retrieval strategy enables precise context selection that
is not achievable with purely text-based retrieval. This graph-
first approach ensures that all reasoning steps are grounded
in structured knowledge and that retrieved context remains
bounded, coherent, and verifiable.

D. Agentic Analysis Workflow

The agentic analysis workflow controls the execution of
retrieval and reasoning steps in a task-driven and iterative
manner. When an analysis task is provided by a user or external
system, the orchestration layer interprets the task objective and
decomposes it into a sequence of intermediate goals, such as
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identifying relevant threats, correlating activities, or assessing
organizational exposure.

For each intermediate goal, the orchestration layer determines
the required retrieval and processing actions. This may include
issuing graph-first retrieval queries, refining previously retrieved
context, or invoking auxiliary capabilities, such as scoring,
validation, or enrichment. Retrieved subgraphs and associated
evidence are incrementally assembled into a bounded analysis
context that is passed to the reasoning component.

The workflow supports iterative refinement by allowing
the orchestration layer to re-evaluate intermediate results and
trigger additional retrieval or processing steps when necessary.
Iteration continues until the task objectives are satisfied or
predefined stopping criteria are met, ensuring that the analysis
remains focused and bounded.

By explicitly separating control logic from reasoning, the
agentic workflow enables adaptive, multi-step analysis while
maintaining strict grounding in verified knowledge, allowing
the system to dynamically adjust retrieval and reasoning
strategies based on intermediate results without exposing the
full knowledge base or raw data to the reasoning model.

E. Reasoning and Output Generation

Reasoning is performed exclusively over the bounded and
verified context assembled by the graph-first retrieval and
agentic orchestration layers. The reasoning component receives
a structured subgraph, linked evidence from the document
store, and task-specific instructions, ensuring that analytical
conclusions remain grounded in persistent knowledge.

The reasoning process focuses on interpreting relationships,
identifying patterns, and synthesizing insights relevant to the
analysis objective. Typical outputs include threat prioritiza-
tion, contextualized explanations, exposure assessments, or
hypothesis generation. Because the reasoning model operates
exclusively on retrieved context, the risk of hallucination is
reduced and outputs remain traceable to original sources.

Generated results are returned through the serving layer
and may include references to supporting evidence or graph
elements to support analyst validation. Optionally, validated
outputs can be incorporated back into the persistent knowledge
state, enabling incremental refinement of the threat model.

VI. CONCLUSION AND FUTURE WORK

This paper introduced an Agentic GraphRAG architecture
and methodology for organization-aware CTI analysis. The
proposed approach combines a CSKG with graph-first retrieval,
agentic orchestration, and grounded LLM-based reasoning to
address the challenges of heterogeneity, scale, and contextual-
ization in modern CTI environments. By separating knowledge
construction, retrieval, control, and reasoning, the architecture
enables continuous integration of structured and unstructured
intelligence while maintaining traceability and explainability.
The agentic analysis workflow supports multi-step and context-
driven threat assessment without exposing raw data or the
full knowledge base to the reasoning model, thereby reducing
hallucination risks and improving analytical reliability.

Future work will focus on extending the prototype imple-
mentation and conducting systematic evaluations in realistic
operational scenarios. Planned directions include quantitative
assessment of retrieval quality and reasoning accuracy, as
well as comparisons against baseline approaches such as text-
based RAG pipelines, CSKG-only retrieval, and LLM-only
analysis. Further work will investigate scalability aspects for
continuously growing CTI datasets, including incremental graph
updates and efficient subgraph retrieval. Robustness considera-
tions such as knowledge graph poisoning and prompt injection
attacks will also be explored. In addition, the knowledge graph
will be extended to support temporal and causal reasoning to
enable deeper analysis of evolving attack campaigns.

Overall, the proposed architecture establishes a foundation
for adaptive and explainable CTI systems that integrate persis-
tent structured knowledge with flexible Al-driven analysis.
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Abstract—Phishing attacks remain one of the most prevalent
threats to online security, with the Anti-Phishing Working Group
reporting over 890,000 attacks in Q3 2025 alone. Traditional
password-based authentication is particularly vulnerable to such
attacks, prompting the development of more secure alternatives.
This paper examines passkeys, also known as FIDO2, which claim
to provide phishing-resistant authentication through asymmetric
cryptography. In this approach, a private key is stored on a user’s
device, the authenticator, while the server stores the corresponding
public key. During authentication, the server generates a challenge
that the user signs with the private key; the server then verifies
the signature and establishes a session. We present passkey
workflows and review state-of-the-art attack vectors from related
work alongside newly identified approaches. Two attacks are
implemented and evaluated: the Infected Authenticator attack,
which generates attacker-known keys on a corrupted authenticator,
and the Authenticator Deception attack, which spoofs a target
website by modifying the browser’s certificate authority store,
installing a valid certificate, and intercepting user traffic. An
attacker relays a legitimate challenge from the real server to a
user, who signs it, allowing the attacker to authenticate as the
victim. Our results demonstrate that successful attacks on passkeys
require substantial effort and resources. The claim that passkeys
are phishing-resistant largely holds true, significantly raising the
bar compared to traditional password-based authentication.

Keywords-Passkeys; FIDO2; CTAP; WebAuthn.

I. INTRODUCTION

Passwords have been the predominant authentication method
for decades. A password is a user-chosen string that is hashed
and stored server-side. Upon authentication, the user’s input is
hashed and compared with the stored hash to verify its validity.
This method is simple to implement and remains the most
widely used authentication mechanism.

However, passwords have significant drawbacks. They are
vulnerable to phishing attacks, and in the event of a server-
side data breach, the hashed passwords can be exposed
and potentially cracked. The Anti-Phishing Working Group
(APWG) reported 892,494 phishing attacks in the third quarter
of 2025 alone [1], and data breaches continue to be a prevalent
threat.

In response to these vulnerabilities, passkeys, based on the
Fast Identity Online (FIDO?2) standard, provide a more secure
alternative. These authentication methods are designed to be
resistant to phishing, ensuring that even if a data leak occurs, no
sensitive information that could compromise the user’s security
is exposed.

This work investigates various attack vectors targeting
FIDO?2 to assess the feasibility and cost of potential attacks,
and to evaluate whether it is truly resistant to phishing. The
structure of the paper is as follows: Section II provides an
overview of how FIDO2 works, Section III reviews previous
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research on attacks against passkeys, Section IV outlines the
attack vectors examined, Section V demonstrates two specific
attacks, Section VI discusses the findings, and Section VII
presents the conclusions and directions for future research.

II. BACKGROUND

The following sections describe the concepts of FIDO2 and
introduce the threat model.

A. Client To Authenticator Protocol

The Client To Authenticator Protocol (CTAP) [2][3] is a
communication protocol that allows a client, such as a browser,
to communicate with an authenticator. An authenticator can
be a hardware device, like a phone or a hardware key [4] or
software-based authenticators that communicate using the same
protocol. Examples include Windows Hello or applications that
implement security mechanisms. CTAP, a core component of
FIDO2 (cf. project’s website [5]), enables passwordless and
secure authentication on the Internet. Unlike password-based
systems where authentication occurs server-side through hash
comparison, authentication with CTAP is performed on the
devices which belong to the user. After the authentication on
the local device, e.g., by fingerprint or a PIN, the secret key can
be accessed and used for authentication by signing a challenge
received by the Relying Party (RP). The RP is the service
which a user is trying to authenticate to. This could be any
web service, providing a way to authenticate to a user account.
The RP saves the public key of the owner and thus can verify if
the person is the real owner of the key. The private key, which
is generated by the authenticator, remains inaccessible to the
end users — they only need a way to unlock the authenticator,
e.g., a PIN or a fingerprint, and a device that is able to use
CTAP. A key pair is also called passkey in this context.

B. WebAuthn

The second part of FIDO2 is WebAuthn [6][7] (Web Authen-
tication API). CTAP covered the communication between the
client and the authenticator. The communication between the
client and the RP is done by WebAuthn. WebAuthn implements
two workflows, also called ceremonies, namely signup or
registration and the login or authentication workflow. The
signup process begins by the user choosing a passkey login
instead of a password login. The RP receives the request,
containing user information, and generates a challenge, which
is random data, e.g., an array of random numbers. The challenge
and the user information is stored temporarily on the server,
until the ceremony is finished. Then, the server responds with
the challenge, user information and server information back
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to the client. Now the client tries to create the necessary
credentials (public-key pair), by first authenticating the user via
CTAP. After the generation of the keys, the private key is used
to sign the challenge — this process is also called assertion.
Attestation on the other hand, is a certificate, verifiable by
the RP, that proves the key being generated by a specific
authenticator device like a Hardware Security Key (HSK). The
signed challenge, user information, server (RP) information,
device information and the public key are sent to the server.
Finally, upon verifying the challenge and comparing the user
information the process is done.

Similarly, the login workflow starts by the user sending
a passkey login request and the RP generating a challenge.
The RP responds with the challenge and user information
and the client requests a signature on the challenge from
the authenticator through CTAP. The challenge is signed and
is sent with user and device information to the RP. The
RP locates the public key, through the sent information and
verifies the signed challenge - the authentication is done. The
authentication workflow is visualized in a more simplified way
in Figure 1, using a browser as the client: (0) the client starts
passkey authentication, (1) the RP responds with a challenge,
(@) the challenge gets forwarded to the authenticator, (3) the
authenticator signs the challenge with the correct private key,
(@) then the authenticator sends the signed challenge to the
client, (5) & (6) the challenge gets forwarded to the RP, gets
verified and the authentication workflow is finished.

’ Relying Party Server @

@ ®

RP JavaScript Application

WebAuthnAPI —>=
Browser

©) )

’ Authenticator ‘
®

Figure 1. WebAuthn authentication workflow using a browser as client, cf. [6]

C. FIDO2
FIDO2 now incorporates both CTAP and WebAuthn.

FIDO?2 standards use standard public key cryp-
tography techniques to provide phishing-resistant
authentication with cryptographic key pairs called
passkeys. FIDO2 is designed from the ground up
to protect user privacy and prevent phishing. Every
passkey is unique and bound to the online service
domain. The protocols do not provide information
that can be used by different online services to
collaborate and track a user across the services.
Biometric information, if used, never leaves the user’s
device. [5]

The entire workflow is already described in the sections above.

In a more high level perspective:

1) A user is visiting a website and registers.
2) The device of the user is generating a passkey.
3) The passkey is used to login into the webservice.

This workflow is passwordless and also called Universal
Authentication Framework (UAF). Another option is the
Universal Second Factor (U2F), which incorporates a physical
second factor, such as a (physical) security key.

D. Threat Model

The threat model assumes an attacker being able to com-
promise a victim’s device with malware and perform Adversary
in the Middle (AITM) attacks, such as a combination of AITM
and Domain Name System (DNS) Spoofing [8]. Additionally,
the victim may follow phishing links provided by the adversary.
The user may use a synchronized authenticator, meaning
that the passkeys are stored in the cloud, or a device-bound
authenticator (local storage). The threat model focuses on
attacks against end users rather than the FIDO2 protocol itself,
which is assumed to be cryptographically secure. The main
goal of the adversary is to gain access to the user account or
to pull out personal information.

For the AITM attack, a scenario would include the adversary
to be in the same network as the victim or have malware
installed which performs an AITM against, e.g., an HSK.

The malware scenario includes the victim having malware
installed on their device. This could be through a malicious
download, a malware installation by the adversary locally
(physical access) or a local malware installation by the victim
via, e.g., a bad USB. In general, there are several possibilities.

A phishing scenario, includes the attacker being able to
trick the victim to click on a link and to trust the phishing
website through visual deception. The attacker is also able to
forward Multi Factor Authentication (MFA) requests, like a
text message verification on a login.

III. RELATED WORK

This section summarizes attacks on FIDO2 which have been
shown in previous publications.

Li et al. [9] proposed an Authenticator Rebind Attack on the
UAF protocol, targeted at Android phones. The lack of effective
entity authentication in the UAF protocols allows an attacker
to bind the victim’s identity to the attacker’s authenticator.
This attack requires pre-installed malware on the victim’s
device, which redirects some of the traffic to the attacker
or the attacker has to have some access prior to the attack.
When the victim tries to enable fingerprint authentication,
the request is forwarded to the attacker’s authenticator. The
attacker performs their own fingerprint verification initiated
by the misused authenticator and the victim performs a
fake fingerprint verification initiated by the malware. The
authors demonstrated the attack’s effectiveness against real-
world applications, providing a real threat under the given
circumstances.

Barbosa et al. [10] showed two possible attacks on FIDO2,
one being an impersonation attack and the other one being a
rogue key attack. On the impersonation attack, the adversaries
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capture the pinToken by using an AITM attack. The pinToken,
a cryptographic key, is used by the client to send Message Au-
thentication Code (MAC)-authenticated credential and assertion
requests to the authenticator. The adversary intercepts active
communication between the client and authenticator during the
key agreement phase. During this phase, the adversary agrees
with their own generated keys to the key agreement protocol.
By doing that, the adversary, knowing the shared secret, creates
a session with the client and authenticator. Now the adversary
is able to create assertion requests to any relying party. Similar
to Li et al. [9], the second attack includes registering a rogue
key on the RP, but through the USB HID mechanism of the
latest FIDO2 version.

Kumar Yadav et al. [11], present local attacks on the FIDO2
protocol. The attack methods are similar to the attacks presented
previously [10], since one of the goals is to impersonate the
victim. Here, browser extensions are used for performing an
AITM attack between the authenticator (a hardware security
key) and the RP through WebAuthn. The other goal is to
bypass the cloning detection algorithm of an HSK by FIDO2.
The authors underline, that the RPs are lacking detailed error
messages, to notify victims that they are being attacked.

Mahdad et al. [12], propose an attack which includes running
malware in the user space and uses a browser extension. The
malware detects keystrokes and mouse movements - the primary
function is to capture username and password in an MFA
scenario. A hidden browser is launched in the background,
navigating to the same service the user is trying to authenticate
to. The browser extension, on the victim’s browser, redirects the
page to a similar-looking attacker-controlled page, prompting
the victim to access their security key. Next, the hidden browser
attempts to login, receives the challenge and forwards it to the
attacker-controlled page. After the user authenticates with the
key, the attacker is able to establish a hidden session.

Donghyun et al. [13], present a different kind of attack, on
which the victim does not have to be preloaded with some kind
of malware. This attack exploits the Bluetooth capabilities of
CTAP and uses spoofing to reroute the victim to a phishing
server. Upon visiting the phishing website and trying to log in,
the adversary goes to the real RP and attempts to login. The
RP responds with the relevant data needed to generate a QR-
Code and the challenge. The adversary generates a legitimate
QR-Code out of the received data and presents it to the victim.
Next, the victim scans the QR-Code and tries to establish a
Bluetooth connection to the device that generated the QR-Code.
After the connection establishment, the challenge gets signed,
forwarded to the adversary and thus logging the adversary in.

IV. METHODOLOGY

This section enumerates attack vectors against FIDO2 and
outlines the requirements for successful exploitation. It is
important to note that the following attacks do not target FIDO2
directly, as it is assumed to be secure (Section II-D); rather, they
illustrate potential attack vectors, which further demonstrate the
robustness of FIDO2. Each attack vector is classified according
to its complexity level and setup effort of the attack; with easy,

medium or hard/impossible. A key observation is that all attack
scenarios require substantial effort. In all cases, an attacker
must either compromise the victim’s system or be within close
physical range. Notably, none of the described attacks offer a
method for remotely (high range) exploiting FIDO2 without
first compromising the victim’s system.

As already mentioned in the threat model (Section II-D), the
main goal of an attacker is to gain access to the user account or
to gather personal information. Personal user information could
then be used to open new attack vectors on the victim; this
won’t be further discussed. For accessing the account, several
paths exist like the ones mentioned in Section III - those will
be included below.

A. Getting Victim’s Key

One path, which will be practically impossible, especially
on synchronized authenticators (due to cloud storage), is to
get the private key for an existing account. With malware, it
is possible to extract private keys, depending on where they
are stored. Password managers like KeePassXC [14] store the
passkeys in an encrypted database on the file system. To pull
out the private keys, the encryption of the database has to be
cracked; this requires malware to be installed or local access
to the target device, which can be hard. Extraction methods
vary from different authenticators, of course; e.g., HSKs have
to be locally accessed since the keys are generated and stored
on the device. The private key does not leave the HSK but is
only used for signing, making it significantly harder to extract.

B. Victim Impersonation

Other paths are more feasible, like impersonating the victim.
For this to work, the authentication process of FIDO2 has to
be hijacked. One option would be to create a session with the
RP and the client in the key agreement phase, which requires
an AITM between the authenticator and the client. Barbosa et
al. [10] showed this practically with the USB HID transport
mechanism; due to lack of authentication on Elliptic Curve
Diffie Hellman (ECDH) in CTAP, an attacker is able to create
a session to the RP. The AITM attack requires malware to be
installed on the victim’s device. If the attacker is positioned
between the authenticator and the client, a session can be
established or the attacker’s own key can be registered on
the RP. It is important to mention that the success of this
attack depends on the user being present and on malware being
installed. Due to this, this path of the impersonation attack
would be hard.

C. Bluetooth AITM

The aforementioned Bluetooth attack [13], where the victim
does not have to be preloaded with malware, operates in a
similar way. This attack adds the use of a phishing page,
which is only there for visual deception. The authentication is
performed on an attacker’s remote device. Further, the attack
requires the attacker to be in range of a user, because the
Bluetooth authentication of CTAP has to be hijacked. This
path depends on a user wanting to authenticate with QR-Code

Courtesy of IARIA Board and IARIA Press. Original source: ThinkMind Digital Library https://www.thinkmind.org

Copyright (c) IARIA, 2026. ISBN: 978-1-68558-442-9

81



CROSS-SEC 2026 : The First International Conference on Cross-Domain Security in Distributed, Intelligent and Critical Systems

scanning, the attacker being in range and a successful phishing
attack. This attack will be classified as medium, because the
user does not have to be preloaded with malware but still has
to interact with a phishing page.

D. Authenticator Deception

Passkeys are phishing resistant [5], but still phishing websites
can be utilized to gain access to the victim’s account. To login
as the victim, the attacker has to own a website, with the
same domain as the RP. Since this is not possible, the attacker
performs a DNS spoofing attack [8], forwarding requests to the
phishing website. A problem which arises is the SSL certificate,
which the attacker does not own. Two sub paths arise, mainly
using an insecure connection or forcing the victim to trust a
self signed certificate. An HTTP connection might technically
work, most browsers don’t explicitly warn you as they would
with self-signed certificates - for inattentive users this would
go unnoticed. However, the in-browser WebAuthn API only
allows HTTP access when running on localhost, making it
impossible to use WebAuthn over an HTTP connection in a
real attack scenario. When using HTTPS the victim has to trust
the self signed certificates, because it is not possible to gain
the real certificate of the RP. This requires malware or physical
access to the victim’s device to install the certificate, either
into the browser or into the OS certificate authorities. The
latter option would be even harder, because this path usually
needs administrative rights. First, a DNS spoof is performed
and the victim is lured to the phishing website of the RP.
Since the interface and the domain is the same as in RP,
the authenticator will recognize it and start the process. In
the background, the attacker starts a session with the real
RP and forwards the requests, including the challenge, to the
phishing website. After the victim’s authenticator has signed
the challenge, it is forwarded back to the attacker, allowing
login access. To remove any suspicions, the phishing server
shows an error and recommends reloading the page, so the
victim will be forwarded to the real RP. This requires the
attacker to turn off DNS spoofing, after the successful login.
The setup of this attack is easy to realize but access to the
target’s device is required, making the attack medium to hard.

E. Registering Attacker’s Passkey

Similar to the victim impersonation attacks, an attacker can
try registering their own passkey, on behalf of the victim. One
way would be to hijack the process of adding passkeys on the
RP. To motivate the victim, a fake email can be sent, which
recommends that the user add passkeys. When the victim now
tries to add passkeys, the attacker has to sit in between the
authenticator and the client, thus needing an AITM. Since the
goal is to register the keys on the real RP, a simple AITM over
the network and DNS spoofing is not sufficient. The AITM
has to be run locally, on the victim’s device, which again
requires malware. When a request to add passkeys is observed,
the challenge is signed with the attacker’s own private key,
and the victim’s public key is replaced. This attack is not
too stealthy, since the whole FIDO2 operation fails on the

victim’s side. To optimize this, the attacker can make it look as
if the operation was successful by forwarding and modifying
packets, marking the authentication as successful from the RP’s
side. Obviously, the victim won’t be able to login with their
newly created passkey, due to the public key not matching.
The described method will be ranked as hard, because malware
has to be installed. The second option for registering own
passkeys is to login as the user via traditional methods like
email and password. For this, a phishing website is used which
captures the login data. After the victim enters their credentials,
the attacker logs in and registers attacker-controlled keys. This
attack is easy to realize and will also be ranked in this category.
This attack succeeds only if the victim uses email and password
authentication. If a passkey is used as a second factor, this
attack fails, because the phishing domain is not matching. Here,
a phishing website as proposed in Section IV-D, can be used
to hijack the CTAP communication. This attack focuses on
the attacker registering their own keys — the phishing website
is used as a tool to gain initial access. In case of password
change, the key remains valid. Unlike conventional phishing
attacks, which lose effectiveness once the victim changes their
password, this attack establishes persistent access through a
registered passkey that remains valid independently of any
subsequent credential changes.

F. Passkey Reduction

Many websites [15] provide the option to register a passkey
instead of typical password authentication. But password
authentication is not gone and is still used. This enables a user
to authenticate via multiple methods. Since one of the main
goals was to gain access to the account, an attacker can utilize a
passkey reduction attack. First, the victim is lured to a phishing
page and goes to the login page. The passkey option will either
not be shown or upon choosing passkey authentication, the
fake RP signals an error and prompts the victim for password
authentication. This attack depends on the user believing that
passkey authentication is currently unavailable. The setup, on
the other hand, is easy to realize and thus the attack is ranked
in the easy category. When passkeys are configured as a second
factor in MFA, the attacker has to spoof the real RP’s domain
to sign the challenge as described in Section IV-D.

G. Infected Authenticator

The final attack on passkeys, where the goal is to gain access
to the victim’s account, uses an infected authenticator. The
attacker modifies the underlying source code of an authenticator,
making it generate known key pairs. When a user creates
accounts on the RP, the attacker will be able to login, since
the private key is known. Either the application’s source code
or the used cryptographic libraries, which are used to generate
the keys, can be modified. Manipulating system libraries can
be more challenging because it typically requires superuser
permissions. When a library is modified, all applications using
the library will generate known keys. The complexity in this
attack lies in the installation of malware (infected authenticator)
or malware which modifies the target library or application. This
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attack is limited to local authenticators, meaning the key pairs
must be generated locally on the victim’s device. This attack
path is ranked medium to hard, because of malware installation
but the easy realisation. The complexity increases even more
when system libraries get modified. However, implementing
malicious code into applications is straightforward. Alternative
approaches include exfiltrating generated keys over the network.
A downside is that such behaviour can be detected by anti-
malware systems [16]; e.g., an anti-malware system can detect
and flag the use of sockets, because it can associate it to network
activity. Other malware-reliant attacks described in this section,
such as local AITM or certificate store manipulation, do not
require outbound network connections to attacker-controlled
infrastructure and are therefore less likely to trigger such
detection mechanisms.

H. RP Impersonation

In the final attack scenario, an attempt is made to extract
personal information from the victim by causing the victim to
believe that authentication is being performed with a legitimate
RP. To achieve this, an attacker must spoof both the RP’s
website and the CTAP interaction. As a result, the victim
is led to believe that a successful login has occurred, even
though the entire process is a visual deception. This attack
requires the attacker to replicate the genuine user interface of
a logged in RP session. Further, the FIDO2-related library on
the victim’s device must be modified so that the authentication
process appears successful regardless of the actual input. Once
the victim is “logged in”, the attacker can display prompts
requesting personal information under the guise of security
checks. Of course, there are numerous strategies of how
information can be extracted. A simpler variant is to force the
victim to bypass passkey authentication entirely and directly
request personal information, similar to Section IV-F. This
variant only requires a successful phishing attack, making it
relatively easy to execute. Note that this simpler variant does not
rely on FIDO?2 at all and would be equally effective against any
authentication method; it is included here because it represents
a degraded form of the full RP impersonation attack, which
requires the installation of malware and the manipulation of
RP libraries, making it significantly more complex and thus
ranked hard.

Table I provides an overview of the attacks characteristics,
which will be analysed in the next section. In the first row of the
table, IE is used as an abbreviation for Infected Authenticator
and AD for Authenticator Deception.

TABLE I. OVERVIEW OF THE ATTACKS

Criterion IE AD
Stealthiness High Medium
Feasibility Medium High
Victim Interaction Low High
Time Consumption Low Low-High

Privileges Low-High Low-High

V. EXPERIMENTS

Two experiments were conducted to demonstrate: first, that
executing an attack on FIDO2 is highly resource-intensive, and
second, that the attacks closely resemble phishing methods.
Since passkeys cannot be phished directly, Section V-A
describes an attacker being able to possess the same passkey.
Similarly, Section V-B mirrors a typical phishing scenario,
where a legitimate website is displayed, but the attacker’s goal
is to steal the proof of authentication.

A. Infected Authenticator

The first experiment follows the method described in
Section IV-G. In this attack, KeePassXC, a local authenticator,
is used, and only the source code of the binary is modified; no
changes are made to the system libraries responsible for FIDO2.
As previously mentioned, the source code of the authenticator
is altered so that an attacker can obtain the same key that the
victim generates during the registration process. KeePassXC
relies on the Botan cryptographic library, which is used to
generate asymmetric keys. Specifically, KeePassXC requires
the generation of Elliptic Curve Digital Signature Algorithm
(ECDSA), Rivest-Shamir—Adleman (RSA), and Edwards-curve
25519 Digital Signature Algorithm (Ed25519) keys.

The attack proceeds as follows: the attacker first generates
their own public-private key pairs using Botan, which are saved
in PEM format for later import into the KeePassXC database.
This key is then embedded directly into KeePassXC’s source
code as a string variable. In the modified code, the private
key in PEM format is loaded into the appropriate object type,
while the rest of the code remains unchanged. This ensures
that every time a new passkey is registered, the same private
key is used, leading to the same public key being generated
by Botan.

Depending on the RP, the public key (used to verify
the challenge) is associated with a unique credential-ID.
KeePassXC generates these credential IDs, which are then
stored on the RP. Therefore, the attacker must also know
the correct credential-ID, which is also easily embedded into
the source code. The binary is then placed on the victim’s
computer, essentially replacing the old KeePassXC binary. After
the victim registers their passkey on the RP, the attacker can
authenticate and log in using the previously generated key
pair. This experiment was conducted on a Firefox browser,
specifically for logging into a Google account.

B. Authenticator Deception

The second experiment realizes the Authenticator Deception
attack, which was described in Section IV-D. The attack setup
was as follows. The victim was using a Windows 10 machine,
while the attacker operated from a Kali Linux system. The
victim had a registered test account on the target domain:
linear.app — in general, any domain can be targeted, provided
it implements FIDO2. The attacker also possessed a valid
account on linear.app, which was required in order to modify
authentication requests dynamically during the attack.
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First, the attacker generated a valid TLS certificate for the
fraudulent frontend server that would later be presented to the
victim as a result of DNS spoofing [8]. Since modern browsers
do not trust self-signed certificates by default, the attacker
requires prior access to the victim’s machine. Specifically,
the attacker created a custom Certificate Authority (CA)
and signed the frontend certificate with this CA, allowing
the certificate to be valid. The custom CA certificate was
then imported into the victim’s browser (Firefox) trust store,
effectively forcing the browser to trust the attacker’s frontend
certificate. Additionally, the frontend certificate contained
a Subject Alternative Name (SAN) extension as well as a
Common Name (CN) matching the target domain, in this case
linear.app. Only after these preparatory steps was the victim’s
machine considered compromised and the actual attack could
begin.

For the attacker-controlled infrastructure, an NGINX web
server was used as the frontend, combined with an Express-
based Node.js application acting as the backend. This backend
handled incoming requests from the victim’s browser and
proxied or modified them as necessary before forwarding them
to the legitimate RP.

The attacker initiated an ARP spoofing attack [8], thereby
poisoning the victim’s ARP table and replacing the legitimate
router’s MAC address with the attacker’s own. In parallel,
a DNS spoofing attack was launched that mapped all DNS
requests for linear.app and *.linear.app to the attacker’s local
IP address. As a result, all traffic intended for linear.app was
redirected to the attacker-controlled frontend server.

When the victim navigated to linear.app using the com-
promised browser, the request was routed to the attacker’s
NGINX frontend (1). The cloned website provided the option
to authenticate using passkeys, which the victim selected. Upon
initiating passkey authentication, a challenge was required. To
obtain a valid challenge, the attacker simultaneously initiated
an authentication attempt with the legitimate linear.app RP (2).
Using Burp Suite as an AITM proxy, the attacker intercepted
the authentication request and extracted both the challenge and
the associated authenticationId (3). This identifier is a temporary
value that uniquely binds a specific authentication session and
is required to complete the passkey authentication flow.

The attacker’s backend then forwarded the captured challenge
to the cloned frontend, prompting the victim to sign it using
their passkey (4) . In this setup, the authenticator software used
by the victim was Bitwarden [17]. Once the victim approved
the request (5), the signed challenge was produced and returned
to the attacker-controlled backend (6).

At this stage, the attacker authenticated to the legitimate
relying party using their own passkey (7). Before completing the
authentication, the attacker manually modified the final request
by replacing their own signed challenge and user identifier
with those obtained from the victim. By submitting the victim’s
signed challenge together with the victim’s user ID, the attacker
was able to successfully authenticate as the victim on the real
linear.app service.

All steps described above were performed manually.

The attacker manually transferred the challenge, initiated
authentication flows, and edited the final authentication request.

( RP
@ ® @
[ Attacker’s Machine )

® @ ®

Victim
[ ’ —@—> Sign }

Figure 2. Authenticator Deception Flow

VI. RESULTS AND DISCUSSION

Both experiments succeeded as described; however, several
important nuances were observed.

For the authenticator deception attack, it was important
that the DNS cache on the victim’s machine was flushed. If
stale DNS entries were present, the victim’s browser would
continue to resolve the domain to the legitimate RP, bypassing
the attacker-controlled server. Since compromising or gaining
access to the victim’s machine was already a prerequisite for the
attack, the attacker was able to flush the DNS cache manually.
In a realistic malware scenario, this step is straightforward to
automate, as flushing the DNS cache requires only a simple
system command that typically does not require elevated
privileges. This ensured that subsequent DNS queries were
forwarded to the DNS server where the attacker was positioned
as an AITM and could respond with their own IP address,
pointing to the malicious frontend server. Clearly, in a real-
world attack scenario, such an attack would not be executed
in such a manual fashion. Instead, automation tools would
be employed, such as Selenium for browser automation and
a programmable AITM proxy capable of modifying packets
dynamically. For demonstration purposes, we did not create
a visual clone of the legitimate website; rather, the malicious
frontend only provided an option to authenticate via passkeys.
In a realistic attack scenario, however, the website would
need to be visually indistinguishable from the legitimate RP’s
website to avoid raising suspicion on the victim’s side. Finally,
it is important to emphasize that this attack is not trivial to carry
out. A critical requirement is the compromise of the victim’s
machine, which either involves tricking the user into installing
malware that modifies the browser’s trust store, flushes the
DNS cache, and performs related actions, or requires physical
access to the system in order to apply these modifications
manually. Additionally, this attack is highly targeted at a
specific individual, as the attacker must know in advance
which website to clone, be located within the same network
as the victim and successfully perform an ARP spoofing
attack [8] against the target. The attack succeeds only if all these
conditions are met. Moreover, the attack will fail if either the
router or the victim’s machine implements anti-ARP-spoofing
mechanisms, which would effectively prevent DNS spoofing.
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The infected authenticator attack targeted a specific local
authenticator, namely KeePassXC. This attack does not apply
to cloud-based authenticators such as Bitwarden. Consequently,
the victim was required to use an authenticator that generates
cryptographic keys locally. Under these conditions, malware
can hijack the key-generation process and deliberately produce
attacker-controlled or predictable keys. The described method
demonstrated that previously generated keys were hardcoded as
strings directly into the source code of the authenticator. This
approach causes the authenticator to always generate the same
keys and the same credential-ID during passkey registration.
As a result, a victim using an infected authenticator would only
be able to generate a single passkey per RP. A more effective
approach from an attacker’s perspective would be to use a
predictable algorithm that generates keys and credential-IDs
following a known pattern, or to rely on a predictable seed value
from which keys are derived. Alternatively, multiple keys and
credential-IDs could be embedded into the program, although
this approach remains limited. Another option discussed would
be to leave the authenticator’s behavior unchanged while
sharing the generated keys and credential-IDs over the network
to the attacker. This would allow the attacker to obtain
valid credentials without immediately breaking the expected
functionality of the authenticator.

The demonstrated attacks showed that executing an attack
on FIDO2 is time-consuming and therefore resource-intensive.

VII. CONCLUSION AND FUTURE WORK

While passwords remain a significant security weakness in
modern systems, this work demonstrates that attacking FIDO2-
based authentication is far from trivial. Our experiments and
analysis show that successfully compromising such systems
is complex and time-consuming. In addition, multiple strict
prerequisites must be fulfilled, such as physical proximity to
the victim or prior compromise of the victim’s device. These
constraints significantly raise the bar for attackers and result in
a threat model that is considerably more robust than traditional
password-based authentication.

This work analysed possible attack vectors against FIDO2
authentication and demonstrated that FIDO?2 largely fulfills its
security promises. In particular, passkeys cannot be phished
using conventional techniques since the private key never leaves
the authenticator. As a result, many well-known attacks that
are effective against password-based systems are rendered
ineffective.

Future work includes the automation of the authenticator
deception attack, as well as research into attack techniques that
could target FIDO2 authentication without relying on device
compromise or requiring an attacker to be within a specific
physical range of the victim.
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Abstract—Rapid Internet of Things prototyping frameworks
accelerate hands-on teaching and proof-of-concept development,
but often normalize insecure deployments, such as plaintext
messaging, shared credentials, and weak over-the-air update pro-
tection. This paper examines IoTempower, an educational frame-
work for ESP8266 and ESP32 deployments, through an edge-local
radio-frequency identification and near-field communication door
access-control case study. We (i) summarize recurring security
gaps observed in typical classroom-style configurations and map
them to baseline consumer-device security expectations, (ii) pro-
pose a secure-by-design reference architecture that combines
unique device identities, encrypted messaging, and least-privilege
topic authorization, and (iii) introduce a phase-based hardening
workflow with a mandatory security gate supported by collabo-
rative peer threat mapping. Finally, we outline framework-level
extensions, including secure scaffolding, automated credential
generation, and embedded checklists, that make the secure path
the default while preserving prototyping velocity. The approach
shows that secure operation can become the expected end state
of educational prototypes without sacrificing development speed.

Keywords-1oT security; rapid prototyping; access control; threat
modeling; IoT education.

I. INTRODUCTION

Rapid prototyping is a defining feature of IoT development
in university programs, industrial training, and early proof-
of-concept work. Teams operate under tight time constraints,
assembling systems from declarative frameworks, pre-built
components, and lightweight integration tools. While this ac-
celerates experimentation, it often sidelines security; common
insecure defaults and their implications are summarized in
Section III. The rapid proliferation of Internet of Things (IoT)
devices has increased the demand for accessible frameworks
that enable rapid development and experimentation [2][3].
IoTempower addresses this need as an educational, open-
source IoT prototyping framework designed to lower the bar-
rier to building networked embedded systems. It provides stu-
dents and practitioners with preconfigured tooling for device
provisioning, Message Queuing Telemetry Transport (MQTT)-
based communication [4], and over-the-air updates, enabling
functional prototypes to be developed with minimal setup
effort [5]. As can be deduced from the references, the authors
of this paper are involved in the development of loTempower
and have a vested interest in its future. [oTempower is used in

hands-on teaching contexts at several European universities,
where its emphasis on declarative configuration and rapid
iteration supports experiential learning. While this approach
yields valuable practical insights, security considerations are
frequently deprioritized in typical IoTempower-based devel-
opments. The central problem is how to introduce phase-
based security practices into rapid IoT prototyping workflows.
The goal is to do so without impairing development velocity.
Specifically, we ask:

o How can a secure-by-design architecture for access con-
trol be integrated into prototyping workflows?

o Which security mechanisms can be introduced in phases
to reduce developer friction?

e How can collaborative threat-mapping support security
awareness in mixed-experience student teams?

o Which framework-level extensions meaningfully reduce
recurring misconfigurations?

Our objective is not to require students to implement full in-
dustrial security controls from the outset. Instead, we combine
architectural guidance, incremental hardening, and structured
peer review so that final prototypes use encrypted communi-
cation, verifiable identities, least-privilege authorization, and
protected updates—without a last-minute hardening sprint.
We address the human factor directly. Collaborative threat
mapping is a structured peer-review step in which student
teams exchange an architecture diagram and sanitized con-
figuration excerpts, then apply a Spoofing, Tampering, Repu-
diation, Information Disclosure, Denial of Service, Elevation
of Privilege (STRIDE)-lite checklist to find and remediate
vulnerabilities before final assessment [6]. Peer instruction and
peer assessment are well-studied mechanisms for improving
learning outcomes and review quality; we adapt that logic to
threat modeling in small IoT systems.

The contributions of this paper are:

o A secure-by-design reference architecture for an edge-
local radio-frequency identification (RFID) access-control
system implemented with loTempower.

o A phased security model that incrementally introduces
controls and enforces a security gate before final integra-
tion.
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o A collaborative, STRIDE-inspired threat-mapping exer-
cise tailored to student teams.

o A set of lightweight IoTempower extensions that provide
secure defaults, automated credential scaffolding, and an
embedded security checklist.

The remainder of this paper is structured as follows. Sec-
tion IT summarizes background and related work. Section III
presents the system model and threat baseline. Section IV
analyzes IoTempower’s current security posture. Section V
introduces the secure-by-design reference architecture. Sec-
tion VI describes the phased model and framework extensions.
Section VII discusses limitations, and Section VIII concludes
the paper.

II. BACKGROUND AND RELATED WORK

Declarative IoT prototyping frameworks, such as IoTem-
power [5], Tasmota [8], and ESPHome [9], lower the barrier
to entry for embedded development by abstracting network-
ing, messaging, and OTA updates behind configuration files
and reusable components. In educational settings, loTem-
power typically bundles a gateway (often a Raspberry Pi
or a dedicated laptop in the role of an edge server) and
a dedicated Wi-Fi router for the (wireless) IoT network,
an MQTT broker, and integration tooling, such as Node-
RED [10], while student teams configure and flash individual
nodes. On the device side, teams write small node con-
figurations, and IoTempower handles boilerplate networking,
MQTT publishing/subscribing, and OTA flashing [11]. The
system’s control logic is usually implemented in Node-RED
flows, where all devices in the system can be integrated via
MQTT. A persistent tension exists between rapid prototyping
and robust security. When security mechanisms — certificate
management, per-device credentials, broker Access Control
Lists (ACLs) — are optional or introduce friction, developers
routinely postpone them until “later” and then run out of
time. Industry guidance captures minimum controls that should
not be optional. ETSI EN 303 645 emphasizes no universal
default passwords, secure communications, and secure up-
date processes, while NISTIR 8259A summarizes baseline
capabilities around device identification, configuration, data
protection, logical access control, secure updates, and security
state awareness. These are broad standards, but their core ideas
translate directly into practical controls for an IoT access-
control prototype: unique identities, encrypted MQTT links,
topic access restrictions, and protected OTA updates. We
use these baseline standards as device-centric references for
concrete gaps; broader frameworks like NIST CSF 2.0 [12]
and the IIC Industrial Internet Security Framework [13] are
referenced for context, but are intentionally out of scope for
a classroom prototyping method. Threat modeling offers a
practical learning lens. STRIDE is a widely used taxonomy
that helps teams ask: who can spoof identities, tamper with
messages, deny actions (repudiation), learn sensitive data, dis-
rupt availability, or escalate privileges [6]. For IoT prototypes,
a STRIDE-lite checklist tailored to devices, topics, and trust

boundaries can be effective without requiring a full formal
model [14][15].

This work addresses the resulting gap: the lack of a
lightweight, pedagogical, and secure-by-design methodology
tailored for resource-constrained IoT systems and rapid de-
velopment environments. We propose a method that em-
beds security practices directly into the development work-
flow through framework extensions and tailored development
phases, thereby mitigating common security pitfalls without
sacrificing the speed and exploratory nature of IoTempower
and related tools.

Prior research has explored complementary aspects of se-
cure IoT development and developer support. For example,
Corno et al. [16] study how novice developers can be guided
to better recognize and address security issues in cloud-IoT
systems, while Zhang et al. [17] analyze security risks arising
from developer-customized device—cloud interactions. These
works highlight the importance of tooling and workflow design
in shaping developer security practices, but focus primarily
on cloud-centric architectures or individual development deci-
sions.

Building on these insights, our work addresses a related
but distinct problem space: security practices in edge-local
IoT prototyping and classroom-based development workflows.
We combine (i) a concrete secure-by-design access-control
architecture, (ii) a phased security model tailored to rapid IoT
prototyping, (iii) collaborative peer-driven threat mapping, and
(iv) framework-level extensions that encode secure defaults
within a single integrated approach.

III. SYSTEM MODEL AND BASELINE THREATS
A. Access-Control Use Case

The case study system is a local door access-control setup
suitable for a lab or office environment. An RFID reader node
(ESP32) scans a badge UID and publishes it to an MQTT topic
(e.g., access/request/doorl). A Local Authorization
Service (LAS), implemented as a Node-RED flow or small
service on the loTempower gateway, validates the UID against
an allowlist and publishes a grant-or-deny decision. A door
actuator that triggers a solenoid via a relay on another node
subscribes to the decision topic and triggers unlocking for a
specific door. Systems may include additional nodes, e.g. for
keypad access or displaying system status, as well as a cloud
connection or smartphone app that can be used to administer
the system using an ACL-protected dashboard. Figure 1 shows
the architecture of the system using a central gateway node that
also runs the required software stack to integrate the different
nodes.

B. Trust Boundaries

The gateway is treated as trusted infrastructure; nodes are
exposed (an attacker may steal or tamper with them). The
network boundary matters because MQTT is a message bus:
if an attacker can join the Wi-Fi or reach the broker, they can
potentially observe or inject events. A second boundary exists
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Figure 1. Access-control system architecture.

at the gateway management surface (Node-RED UI, SSH, file
manager) [10].

C. Insecure Prototype Baseline

In typical early IoTempower deployments, three recurring
properties are observed:

1) plaintext MQTT on port 1883 with weak or shared
authentication

2) non-unique identities (all nodes share the same Wi-
Fi PSK, MQTT credentials, and often the same OTA
password)

3) OTA updates protected only by a password hash, with
sensitive configuration embedded in firmware/flash

Table I shows a brief overview of which assets matter in
this context and how they could be abused. A concrete attack
scenario illustrates the impact: an attacker briefly accesses a
node, dumps its flash memory, recovers Wi-Fi and MQTT cre-
dentials, joins the network, subscribes to badge and decision
topics, and injects forged unlock commands. The attacker can
deploy modified firmware to maintain persistence. This chain
demonstrates how shared secrets and plaintext messaging
collapse containment after a single device compromise.

IV. IOTEMPOWER SECURITY ANALYSIS

IoTempower exposes security controls, but many secrets
are handled as convenience configuration. In our classroom-
style loTempower setups, a single node flash dump can often
recover the Wi-Fi SSID/password, MQTT host and (optional)
shared credentials, the OTA password hash (keyhash), and the
MQTT/TLS CA certificate (mqtt_ca_cert). [5] As described
in the insecure baseline in Section III, MQTT is frequently
deployed without transport protection and strict authoriza-
tion. IoTempower supports TLS and broker-side authorization
controls, but they are often configured late or inconsistently

in classroom-style prototyping [18]. IoTempower is secure-
capable but not secure-by-default—making its gaps measur-
able and good targets for an incremental hardening plan.
Therefore, we map the baseline prototype against key expec-
tations from ETSI EN 303 645 and NISTIR 8259A, focusing
on default credentials, secret storage, update mechanisms,
transport security, and device identity. The goal is not formal
compliance; it is to identify the highest-leverage gaps that a
student-built access-control prototype should close first.

V. SECURE-BY-DESIGN REFERENCE ARCHITECTURE

To address these weaknesses without imposing industrial-
scale complexity, we propose a secure-by-design reference
architecture built around three core principles: unique iden-
tity, encrypted transport, and least-privilege authorization. Our
secure-by-design reference architecture addresses the baseline
weaknesses by making identities, encryption, and authoriza-
tion explicit design elements rather than optional configuration
toggles. These elements are:

« Unique device identity: each node is provisioned with
a unique credential (preferably an X.509 client certificate
and private key). The broker authenticates clients based
on these credentials, enabling per-device revocation. This
breaks the "one device breach = total breach" property of
shared-secret deployments.

o TLS-only MQTT: the broker accepts device connections
only over TLS and rejects plaintext connections [19].
Mutual authentication prevents unauthorized clients on
the Wi-Fi from reading or injecting MQTT messages.
Even if an attacker gains Wi-Fi access, they still need
valid client credentials to connect to the broker [18].

o Least-privilege authorization: broker-side ACLs restrict
each identity’s allowed topics and operations (publish
vs subscribe). The LAS applies a simple policy file
mapping device IDs to allowed actions. This way, a
compromised reader cannot publish unlock commands,
and a compromised actuator cannot subscribe to other
doors’ topics [18].

o OTA and configuration hygiene: update secrets are per-
device and are not shared across the fleet. Where possi-
ble, firmware signing is introduced so that only trusted
binaries are accepted. The gateway logs authentication
failures and denied publishes to support auditing and to
provide teachable evidence during exercises.

3

Topics are treated as explicit interfaces rather than “secret
strings,” and standardized naming conventions reinforce role
separation. Access-control devices must define failure behav-
ior. In classroom prototypes we default to fail-secure (do not
unlock on missing authorization), but real deployments may
require different policies for life safety and egress. These
decisions should be made explicitly and tested, especially
when introducing availability risks (e.g., broker outages).

VI. PHASED SECURITY MODEL FOR RAPID PROTOTYPING

Rather than expecting teams to configure certificates and
ACLs on day one, the development workflow aligns security
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TABLE I. ASSETS AND ADVERSARY ACTIONS (SUMMARY).

Asset / Control Surface

Why it matters

Likely adversary actions

Node credentials (Wi-Fi, MQTT, OTA, certs)

MQTT topics (request, grant/deny, logs)

Gate access to network, broker,
and updates
Carry badge data and unlock com-

Extract from flash; reuse to imper-
sonate nodes; pivot laterally
Eavesdrop; replay; inject forged

mands
Gateway configs (broker ACLs, LAS logic, keys)
chors
Firmware/OTA binaries

Shared Wi-Fi for all devices and gateway

Defines authorization and trust an-

Determines device behavior and
secrets in code

Spoofing to capture all transmis-
sions for replay attacks

grant messages

Abuse default access; modify al-
lowlists/flows; steal keys

Upload  malicious firmware;
downgrade; backdoor devices
Eavesdrop, replay, spoof MAC ad-
dress

Phase 0
Bootstrap

Phase 1
Functional prototype

Phase 2
Identity provisioning

—> —>

Gateway & basic End-to-end RFID unlock Per-device identities

Phase 3
Secure baseline (security
gate)

Phase 4
Hardening

—

Optional advanced

TLS-only & ACLs enforced

Figure 2. Phased security model.

upgrades with functional milestones. Early phases keep fric-
tion low, while later phases enforce security as a project re-
quirement. The overall progression is illustrated in the phased
security model timeline in Figure 2, which summarizes Phases
0—4 and marks Phase 3 as a mandatory security gate before
final integration.

In Phase 0 (Bootstrap), teams bring up the gateway, MQTT
broker, and initial nodes so that a minimal system is reachable.
At this stage, temporary development secrets are acceptable,
but the setup already enforces basic network segmentation and
clear, consistent topic naming to avoid unstructured growth
later.

Phase 1 (Functional prototype) focuses on achieving
the end-to-end door workflow: an RFID badge read triggers
an access request, the Local Authorization Service decides,
and the actuator unlocks the door. During this phase, teams
introduce basic hygiene measures, such as separating request
and decision topics, allowing logging of access events, and
removing wildcard subscriptions that would otherwise blur
trust boundaries.

In Phase 2 (Identity provisioning), the system is prepared
for stronger guarantees without yet forcing all traffic into
TLS. Teams generate per-device certificates or credentials, pre-
create broker accounts, and define ACL entries so that each
device identity is bound to a constrained set of topics and
operations.

Phase 3 (Secure baseline) is the explicit security gate also
highlighted in Figure 2: a system that “works” must now also
“work securely.” MQTT is switched to TLS-only operation,
ACLs are enforced on the broker, and insecure fallbacks, such
as plaintext listeners or shared test credentials, are removed
from the configuration. Crossing this gate is a precondition
for final demonstrations or grading in the intended teaching
setting.

Finally, Phase 4 (Hardening) is an optional phase for teams
that have capacity or higher assurance goals. Typical enhance-
ments include enabling OTA firmware signing, introducing
credential rotation procedures, and wiring basic monitoring or
anomaly detection hooks into the system to catch suspicious
behavior at runtime.

A. Collaborative Threat-Mapping

Technical controls alone are insufficient if developers do not
internalize an adversarial mindset and understand how design
decisions influence attack surfaces. To address this, the phased
model integrates a dedicated collaborative threat-mapping ex-
ercise at the security gate in Phase 3, when the system has
reached a secure baseline in terms of TLS, identities, and
ACLs [20][21].

After a team has completed Phase 3, it prepares a concise
review bundle that captures the security-relevant aspects of its
design. This bundle typically includes an architecture diagram,
a structured list of MQTT topics and their intended roles,
selected configuration excerpts (e.g., broker configuration,
Node-RED flows) that do not reveal private keys or secrets,
and a short description of the implemented security controls.
The bundles are exchanged such that each team reviews the
system of another team, creating a peer-to-peer review setting
that mirrors code review practices in professional develop-
ment.

The STRIDE-lite checklist, which has been adapted for
use in the context of IoT access control, will be used by
reviewers. The adapted checklist is shown in Table II. Instead
of posing open questions, the checklist prompts reviewers
to examine concrete aspects, such as whether an attacker
could impersonate a device or the Local Authorization Service
(Spoofing), modify MQTT messages or authorization lists
in transit or at the gateway (Tampering), or cause badge
identifiers, credentials, or configuration data to be exposed in
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TABLE II. STRIDE-LITE PROMPTS USED IN PEER THREAT MAPPING (ADAPTED FROM STRIDE [6]).

STRIDE category

Example prompts for IoT access control

Spoofing

Tampering
Repudiation
Information Disclosure
Denial of Service
Elevation of privilege

Can a rogue client impersonate a device or the LAS to publish unlock commands?
Can MQTT messages or allowlists be modified in transit or on the gateway?

Are door events logged so actions can be attributed to identities?

Do badge IDs, credentials, or configs leak over the network or in storage?

What happens if Wi-Fi is jammed or the broker is flooded; does the door fail-secure?
Can a low-privilege node publish admin topics or bypass LAS decisions?

cleartext (Information Disclosure). Additional prompts cover
the system’s behavior under denial-of-service conditions (e.g.,
Wi-Fi jamming or broker overload) and whether door events
are logged in a way that supports attribution and detection of
privilege escalation attempts [6][14][15].

The outcome of the exercise is a short vulnerability report
that each reviewer team submits. Reports are expected to
contain at least a small number of concrete findings, each
accompanied by a proposed mitigation or rationale, which
encourages reviewers to move beyond merely identifying
issues towards actively reasoning about possible fixes. The
original team is required to address the reported issues or
provide a justified explanation for deviations before the final
assessment, thus closing the loop between review and reme-
diation. This process elevates threat modeling from a purely
theoretical activity to a collaborative learning mechanism that
reinforces the importance of security controls introduced in
earlier phases.

B. IoTempower Extensions for Secure Defaults

While the phased model structures when security controls
are introduced, developers still benefit from tooling support
that reduces the effort of “doing the right thing.” To that
end, the approach proposes a set of lightweight extensions
to IoTempower that encode secure defaults and automate
repetitive tasks, making the secure path the default.

First, project scaffolding can ship with preconfigured se-
cure communication templates. A default broker configuration
enables TLS, disables anonymous access, and includes an
example ACL file [18] that reflects the separation of roles in
the access-control case study (e.g., readers, actuators, Local
Authorization Service, and administrative clients). This shifts
the default away from plaintext MQTT with permissive access
towards a configuration that already aligns with the secure
baseline described in Phase 3.

Second, credential management can be supported through an
integrated command-line utility that automates the generation
of key material. A single command can create a local certifica-
tion authority for the classroom or lab setting, generate broker
and server certificates, and provision per-device client creden-
tials along with a mapping file that associates logical device
identifiers with their respective credentials. This reduces the
likelihood of teams falling back to shared secrets or ad-hoc
credential schemes purely for convenience.

Third, the project repository can embed a structured security
checklist and a threat-mapping worksheet that are explicitly
aligned with the development phases. Tooling can be extended
to remind teams at certain milestones—for example, when
moving from Phase 1 to Phase 2 or approaching the Phase
3 gate—to complete the relevant checklist items and prepare
review materials. This integration keeps security tasks visible
within the normal development workflow, instead of relegating
them to separate documentation that students may overlook.

Finally, a “classroom mode” can give instructors controlled
flexibility over which protections are enforced at which time.
For example, temporary insecure settings can be selectively
enabled when demonstrating specific attacks or failure modes,
while the default configuration remains aligned with the
secure baseline and the phased progression. Together, these
extensions operationalize the phased model by minimizing
configuration friction, encouraging consistent application of
best practices, and enabling instructors to steer the trade-off
between usability and enforcement in a transparent way.

C. Preliminary Observations and Evaluation Plan

Across prior course iterations, recurring issues such as
plaintext MQTT, shared credentials, and over-permissive topic
access have been observed. These observations motivated
introducing Phase 3 as an explicit security gate. We plan to
evaluate the approach in an upcoming course iteration (approx-
imately 20 students across five teams). Quantitative metrics
could include the number and severity of vulnerabilities iden-
tified during peer review and the quality of implemented fixes;
this data will be collected across multiple courses. Qualitative
data will be collected through surveys and interviews focusing
on perceived development friction, security awareness, and the
usefulness of the framework extensions.

VII. DISCUSSION AND LIMITATIONS

The proposed approach carefully balances usability and
security enforcement, particularly critical in educational set-
tings where classroom prototypes prioritize rapid development
over production-grade robustness. The phased security model
enables teams to achieve functional prototypes early (Phases
0-1) before progressively layering on controls at defined
milestones, culminating in the mandatory Phase 3 security
gate. This structure minimizes developer friction by deferring
resource-intensive tasks, such as certificate provisioning, until
the system is stable, while ensuring that insecure fallbacks
cannot persist into final demonstrations.
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The threat coverage of the reference architecture and asso-
ciated exercises focuses primarily on MQTT-related threats,
such as spoofing, tampering, and lateral movement through
least-privilege topic authorization. While this addresses the
most frequent vulnerabilities observed in loTempower deploy-
ments (e.g., plaintext communication and shared credentials),
it does not fully mitigate denial-of-service risks (e.g., broker
overload or Wi-Fi jamming), supply-chain compromises dur-
ing firmware updates, or sophisticated physical attacks on ex-
posed nodes. These gaps are intentional, given the lightweight,
pedagogical scope, but they highlight opportunities for exten-
sion in future iterations.

Even in a local-only deployment, security is not guaranteed
by isolation alone. Exposed management interfaces, such as
the Node-RED UI, SSH access to the gateway, or an open OTA
port (port 8266), can significantly expand the effective attack
surface if not explicitly hardened. Teams must document their
secure setup comprehensively and verify it through measure-
ments (e.g., network traffic analysis or credential extraction
attempts from flash dumps) to confirm that the intended
protections are operational.

The reliance on peer-driven threat mapping in Phase 3
introduces variability depending on the experience levels
within student teams. While STRIDE-lite checklists and re-
view bundles standardize the process, uneven threat modeling
quality could lead to overlooked issues in some designs.
Mitigating this requires instructor calibration of reviews and
iterative refinement of checklist prompts based on empirical
observations from course deployments.

VIII. CONCLUSION AND FUTURE WORK

This work translates established IoT security practices into
an educational rapid-prototyping workflow that is feasible for
novice teams. The key contribution is a practical integration
of secure defaults, a phased security gate, and collaborative
threat mapping that makes secure operation the expected end
state of classroom prototypes. Future work includes empirical
evaluation at scale, tighter integration of per-device credential
provisioning and revocation, and support for signed firmware
updates. Upstream integration of the proposed IoTempower
extensions into the core framework through open-source con-
tributions will establish secure defaults as canonical best
practices across educational deployments.
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Abstract—Validating Intrusion Detection Systems (IDS) for
autonomous vehicles requires simulation environments that are
not only visually realistic but forensically deterministic. Current
real-time simulators often couple network arbitration to render-
ing framerates, introducing non-deterministic timing artifacts
(jitter) that obscure the signatures of cyber-attacks, such as
bus flooding or replay injections. This paper presents SimDAT-
AV, a simulation framework designed to close this temporal
gap. By decoupling simulation time from host execution speed
via a Synchronous Lockstep architecture, we achieve bit-exact
reproducibility of Controller Area Network (CAN) bus traffic
(validated via SHA-256 checksums), enabling the precise recon-
struction of attack scenarios regardless of computational load.
Furthermore, we introduce a Physics-Aware IDS that leverages
a high-fidelity Virtual Powertrain Model to detect semantic
anomalies. We demonstrate that correlating internal vehicle
states (e.g., engine engine Revolutions Per Minute (RPM) vs.
wheel speed) allows for the detection of sophisticated spoofing
attacks that satisfy protocol-level checks but violate physical
consistency. The proposed framework eliminates execution jitter
(collapsing timing-induced variance to a single deterministic
outcome), providing a robust foundation for verifying automotive
security mechanisms under reproducible, forensic conditions.

Keywords-Automotive Security; Intrusion Detection; Digital
Forensics; Deterministic Simulation

I. INTRODUCTION

Safety validation in autonomous driving is not a monolith.
While kinematic simulation excels at testing planning logic,
for security validation—particularly for Intrusion Detection
Systems (IDS)—it often solves the wrong problem. In a
forensic setting, the decisive evidence is rarely the vehicle’s
trajectory. Instead, it is the integrity of the underlying signals:
bus arbitration timing, message inter-arrival patterns, and the
causal consistency between physical measurements and digital
messages [1]. Current validation approaches force a trade-off.
Physical testing captures essential sensor variability, but safety
regulations prevent the systematic injection of severe cyber-
attacks on public roads. Simulation removes this constraint,
yet standard real-time environments, such as CARLA [2] or
AirSim [3], typically abstract away the very effects an IDS
monitors. Because many detectors rely on micro-timing reg-
ularities as their definition of ‘normal,” even small simulation-

induced distortions become indistinguishable from attacks. In
many simulators, critical forensic artifacts—clock drift, arbi-
tration latency, weather-driven signal degradation—are either
smoothed out or become entangled with the host computer’s
performance [4]. For a detector monitoring inter-arrival times,
this breaks the baseline; the distribution of normal traffic
shifts simply because the GPU is busy. This mismatch creates
a practical reality gap between synthetic traces and vehicle
logs. Trained on such regularized data, models learn decision
boundaries that look crisp because the world they see is crisp.
On the road, that crispness vanishes: rain attenuation can be
flagged as malicious, while a protocol-correct spoofing attack
might look perfectly normal. To bridge this gap, we introduce
SimDAT-AV, a simulation framework engineered for forensic
readiness, i.e., the capability to produce data that supports causal
reconstruction and allows observed anomalies to be attributed
to specific causes rather than simulator artifacts. Where others
pursue visual realism, we prioritize two properties essential for
forensics: explicit parametric modeling of degradations and
tick-synchronous determinism, meaning that state evolution
is strictly decoupled from wall-clock time so that rerunning
a configuration with a fixed seed yields bit-identical logs
independent of host performance. This lets us rerun a scenario
with the exact same rain profile and determine whether an
IDS alarm tracks the weather or only appears when we inject
an attack. By doing so, artifacts become reproducible and
attributable, allowing us to isolate an alarm’s true cause instead
of blaming simulator noise.

A. Motivation

Our work confronts three specific deficits in current simu-
lation technology. For a simulator to be forensically sound, it
must answer three questions: Does it reproduce realistic signal
variance? Does it preserve deterministic timing? And can it
expose causal ground truth?

1) Inadequate signal variance in synthetic data: Statistical
intrusion detection works by learning the envelope of normal
operation; that envelope is the detector’s definition of reality.
Most simulators approximate it using simple additive Gaussian
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noise, but for safety-critical sensors, this is a poor substitute.
Holder et al. [5] demonstrated that simple radar noise models
fail to reproduce the coherent clutter distributions seen in
physical sensors, and LiDAR attenuation behaves nonlinearly
with rain intensity [6]. If ‘normal’ is modeled incorrectly,
anomaly detection degrades into a calibration error, not a
security guarantee [7]. An IDS validated on ‘perfect attacks +
white noise’ may succeed in simulation, only to fail when faced
with structured, weather-dependent noise in the real world.

2) Lack of temporal determinism: Forensic interpretation
hinges on precise timing; it is often the only clue separating
benign system jitter from a malicious attack. Yet many real-
time simulators implicitly couple their simulation stepping
to rendering performance. As the GPU is busy or CPU
load fluctuates, scheduling jitter appears—jitter that is often
indistinguishable from an attack’s timing effects. This is a
fundamental failure mode for any detector that monitors message
Inter-Arrival Times (IAT). A forensic simulator must therefore
guarantee tick-synchronous determinism, replaying scenarios
bit-identically from a fixed seed, regardless of host system load.

3) Weak causal attribution without internal vehicle states:
Without ground truth, it is difficult to determine whether an
Autonomous Emergency Braking (AEB) event was triggered by
a software fault, a phantom return from weather, or malicious
CAN injection. To resolve this uncertainty, the simulation must
expose its causal structure, not just the final output. IDS logic
requires access to the evolution of internal physical states.
Without it, a physically impossible bus trace can be labeled
benign simply because the simulator lacks the vocabulary to
express the violation. We therefore constrain bus signals by
physically reachable state trajectories such as pressure build-up
limits and drivetrain dynamics.

B. Problem Definition and Research Objectives

The central problem is the absence of a simulation envi-
ronment built for strict forensic requirements: deterministic
replay, physically meaningful timing, and controllable sensor
degradation. To close this gap, we engineer the simulator around
these constraints rather than real-time rendering. In this context,
the actuation gap denotes the physical latency between a logical
command, such as a brake request, and the corresponding
mechanical response, such as pressure build-up; we use this
irreducible latency floor as a discriminator to distinguish phys-
ically plausible actuation from instantaneous spoofing signals.
The following three objectives are our minimum requirements
for making IDS validation genuinely falsifiable.

1) Spectrally Consistent Vehicle Dynamics: We start with
dynamics, because plausibility checks are only meaningful if the
underlying physical state is credible. Game-engine kinematics
often smooth out high-frequency transients that form the
operational signature of a vehicle, such as drivetrain oscillations
or shift shock. A gear shift, for example, leaves a characteristic
burst in the torque signal that a detector can learn to recognize.
If we validate against a model that suppresses these cues,
the IDS learns to verify physics against a physics-free world.
Accordingly, our dynamics model reconstructs internal states

(e.g., engine speed, torque, hydraulic pressure) to ensure the
resulting CAN signals exhibit spectral characteristics consistent
with physical vehicle logs.

2) Parametric, Deterministic Sensor Degradation: Visually
convincing data from neural renderers often comes at the cost of
control, making counterfactual analysis impossible. An analyst
must be able to ask: "Would this attack still succeed if rain
intensity were 10 mm/h lower?” To answer this, we implement
phenomenological Radar and LiDAR models where effects
like attenuation and clutter become controlled levers for such
counterfactual tests [8] [9]. This allows us to vary one condition
at a time—rain, fog, or an attack—and know precisely which
change triggered an IDS response.

3) Cross-Domain Validity of Security Mechanisms: Our
final acceptance criterion is cross-domain performance. An
intrusion detection system trained exclusively on SimDAT-AV
data must achieve a comparable True Positive Rate (TPR) and
latency robustness when evaluated against real-world datasets,
such as ROAD [10] and RADIATE [11]. This demonstrates that
the synthetic data is useful not just in theory, but in practice.

C. Overview

The remainder of this paper is structured as follows. Section
IT reviews existing work. Section III details the SimDAT-AV
architecture and its synchronous lockstep mechanism. Section
IV describes the cyber-physical modeling approach. Section
V verifies simulation fidelity. Section VI evaluates forensic
utility and IDS transferability. Finally, Section VII discusses
limitations, and Section VIII concludes the paper.

II. RELATED WORK

Validation methodologies rely on synthetic data to bridge the
gap between nominal driving and edge cases. While datasets like
nuScenes [12] or KITTI [13] provide high-fidelity sensor data,
they often lack the intersection of adverse weather and active
cyber-attacks. Recent work by Dolo$ et al. [14] emphasizes
Forensic Readiness in autonomous mobility, but its validation
implicitly assumes a simulation environment with deterministic
timing and physically grounded signal generation. Existing
approaches frequently trade forensic controllability for visual
fidelity or statistical convenience. We therefore organize related
work along three axes: temporal determinism, signal realism,
and data generation paradigm.

A. Temporal Determinism and Reproducibility

Forensic analysis depends on deterministic reconstruction.
Many standard simulation frameworks undermine this by tying
simulation speed to rendering frame rates [2]. The resulting
host-dependent jitter creates uncertainty over whether delayed
CAN frames stem from an attack or from rendering load. A
simulator that cannot guarantee bit-identical replay offers no
stable baseline for timing-based IDS features.

B. Signal Variance and Environmental Noise

A second failure point occurs when ‘normal’ is mis-modeled.
This happens frequently when sensor noise is approximated with
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simple additive Gaussian distributions rather than structured,
temporally correlated weather effects. Holder et al. [5] showed
that basic radar noise models fail to reproduce coherent clutter,
while Linnhoff et al. [6] found that LiDAR attenuation depends
non-linearly on rain intensity.

C. Paradigms of Synthetic Data Generation

Forensic integrity also depends on the data generation
paradigm itself. Attack injection without physically consistent
signal propagation can produce traces that are protocol-correct
but causally implausible. Frameworks such as SimuTack [15]
and DriveFI [16] enable attack injection, but often focus on the
logical layer rather than the physical propagation needed for
forensic plausibility.

a) Statistical Models: Methods like CTGAN [17] scale
well for tabular augmentation but cannot represent protocol
timing. They are therefore useful for static risk assessment, but
not for validating stateful timing-sensitive IDSs.

b) Implicit vs. Explicit Modeling: Neural simulation sys-
tems such as UniSim [18] and SHIFT [19] achieve high
visual fidelity, but often rely on implicit latent representations
that hinder counterfactual analysis. Forensic evaluation instead
requires explicit parametric knobs so that a single changed factor
can be linked to a changed IDS response.

III. ARCHITECTURE FOR FORENSIC DETERMINISM

Standard game engines operate on a heuristic that conflicts
with forensic requirements: they prioritize visual fluidity over
temporal precision. To keep the display smooth, an engine will
often decouple physics steps or drop frames, effectively injecting
host-dependent jitter into both the rendering and the network
event stream. Under load, this makes it difficult to disentangle
host-induced artifacts from malicious timing manipulations. To
establish a forensically sound ground truth, we must remove the
host system as a hidden variable. We achieve this by stepping
outside the real-time paradigm and employing an architecture
based on Synchronous Lockstep and Inverted Control to ensure
the simulation behaves strictly as a deterministic function of its
model parameters.

A. Inverted Control Strategy

Lockstep alone is insufficient if the simulator still owns the
clock; the engine might still interpolate or skip work under
load, forcing clients to chase a moving time base. We therefore
invert the traditional control hierarchy. Where a standard setup
has the simulator (e.g., CARLA) dictating the timeline, we
assign timing authority to a central Supervisor module. This
demotes the simulator to a passive backend. At any given tick,
the Supervisor requests a world snapshot, executes all subsystem
updates, and holds the clock until completion. The simulation
advances only because computation for the current step, fx, is
finished, not because a certain amount of real time has passed.
We utilize a fixed logical step of 20 ms (50 Hz) to align with
standard Electronic Control Unit (ECU) cycle times.

1) Formal Scheduling Model: A fixed timestep is inadequate
as long as subsystems can lag behind asynchronously. The core
architectural challenge is preventing a slow module from being
skipped or approximated when the host is under stress. We model
the Supervisor as a state machine cycling through REQUEST,
COMPUTE, and COMMIT states. The invariant guaranteeing
determinism is the condition for advancing time: the system
transitions to the COMMIT state if and only if every active
client has explicitly acknowledged completion of the current
step, tx. We formalize this dependency as:

Spext = COMMIT &= Yc € Cetjenss : Ack(c,tx) (1)

The practical effect of this barrier is that system overload
increases the wall-clock time per tick but preserves the sequence
and content of events within those ticks. Modules do not rely on
wall-clock timestamps; the shared monotonic tick counter serves
as the sole time base. If the host stalls, the virtual clock pauses
rather than skipping ahead. This effectively converts overload
into latency while maintaining causal correctness, as argued by
Kopetz for real-time systems [20]. The empirical validation of
this mechanism is presented in Section V.

B. Synchronous Execution Control and Virtual Arbitration

This barrier-based scheduling model necessitates a syn-
chronous execution flow. The Supervisor coordinates sensors,
the Virtual Forensic Bus, and recording modules through block-
ing synchronization. Crucially, this extends to network arbitra-
tion. To satisfy conflicting requirements (hardware compatibility
vs. reproducibility), we introduce a Dual-Mode Interconnect
Architecture:

« Live Mode: Utilizes standard Operating System (OS)-
level SocketCAN interfaces. This preserves the stochastic
behavior of the kernel scheduler, which is necessary when
interfacing with physical ECUs (Hardware-in-the-Loop).

» Forensic Mode: Bypasses the OS kernel entirely using
a user-space broadcast hub. This mode enforces strictly
sequential packet delivery governed solely by the logical
tick.

For the validation of forensic determinism presented in this
paper, the system operates strictly in Forensic Mode. This
ensures that packet ordering is defined by the simulation
step, preventing event reordering and data loss that occur in
asynchronous environments under adversarial workloads.

C. High-Performance Data Ingestion

With a deterministic timeline, the data serialization process
itself becomes the next potential source of error. Forensic
analysis depends on precise residuals—the mathematical dif-
ferences between predicted and observed states. Text-based
formats like CSV are unsuitable for this task because conversion
between decimal strings and binary floating-point values is not
guaranteed to be round-trip stable. This can introduce rounding
artifacts that, in a residual-based IDS, could be misclassified as
anomalies. To eliminate this risk, our setup mandates lossless
floating-point precision and columnar access. We log directly
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to Apache Parquet with Snappy compression. This ensures
the storage layer cannot perturb the data and prevents logging
from becoming a bottleneck. This setup satisfies two mandatory
forensic criteria:

o Binary Fidelity: Sensor channels are stored as typed
float32 columns, preserving IEEE-754 values without
decimal conversion.

« State Separation: Ground-truth columns from the simu-
lator API are explicitly segregated from perceived columns
generated by the sensor model.

This allows any observed error to be attributed entirely to the
sensor model or an injected attack, rather than to serialization
artifacts.

IV. MobpELING CYBER-PHYSICAL SYSTEMS

To validate an IDS, the simulation must expose not only
the final vehicle trajectory but also the internal states of the
electronic control units (ECUs) and the network arbitration
layer. An anomaly often hides not in where the car moves, but
in the causal chain that explains how it achieves that motion.
We therefore model the system layer by layer, starting with the
physics of actuation.

A. Virtual ECUs: Powertrain & Transmission

We move beyond simple kinematic bicycle models to include
high-fidelity Virtual ECUs. As shown in Figure 1, we implement
a backward-facing kinematics model because the scenario en-
gine dictates the vehicle’s target trajectory. By inverting physical
causality, the model derives engine RPM and torque from
vehicle velocity and current gear ratio. This inversion is critical
for IDS validation, giving us a physically consistent reference
signature against which CAN traces become falsifiable. Without
it, physically impossible torque/RPM jumps can still produce the
correct trajectory, leaving an IDS with no violation to detect.

]7

{ CARLA

Transmission W

[ Gear } {Gear-Ratio]-—[ Speed }7

:‘ RPM

Engine ECU

|T0rque-Curve|<—[ RPM

Throttle

| Efficiency |

Figure 1: Data flow of the Virtual Powertrain Model.

1) Propulsion Dynamics: The engine speed w.pg is derived
kinematically from vehicle velocity and gear ratio. This kine-
matic link alone, however, leaves a gap that spoofing attacks can
exploit. An attacker can craft a protocol-correct message that still
violates the engine’s feasible torque envelope. To close this gap,
we add a second validation step using a parametric efficiency
model. It synthesizes the necessary torque using a nonlinear
lookup table based on engine speed and throttle position «. This
forces the model to account for the physical cost of acceleration,
making attacks that fake instantaneous torque changes detectable
as violations against the engine’s known performance map.

2) Transmission Logic: Standard simulations often rely on
static shift maps, resulting in perfectly predictable gear changes.
For a physics-aware IDS, however, such regularity is not to be
smoothed aways; it is part of the signature that helps separate
plausible driver behavior from overly clean, spoofed signals. To
replicate this, the transmission logic solves a cost minimization
problem to select the optimal gear g*:

g =arg Igléi(l;l (Wi Pesr(8) + w2 Psmoorn(8)) 2

where P, s represents fuel efficiency penalties and Pgno0rn
penalizes frequent shifting, with weights wy, w, calibrated to
match observed shift rates in vehicle logs. The resulting behavior
includes realistic gear oscillation and shift-shock artifacts,
providing a richer baseline for an IDS to learn.

3) Hydraulic Brake Dynamics (Actuation Gap): In forensic
reconstruction, physical delay is often a key discriminator.
Kinematic models assume instantaneous deceleration, but real
brakes are bound by fluid dynamics. We model brake hydraulics
to enforce an irreducible actuation latency, making an instant-
stop trace testably implausible. Simulating gradual pressure
build-up in the master cylinder alongside fluid compression and
valve flow limits creates this mandatory physical latency in the
simulation loop.

B. Network Topology and SecOC

We simulate the CAN bus with non-destructive bitwise
arbitration because many [AT-based detection features depend
on the micro-delays that arbitration introduces, which simpler
bus models erase. To support analysis of authenticated traffic, we
integrate a Secure Onboard Communication (SecOC) model. A
common failure mode in replay experiments is counter desyn-
chronization, where volatile freshness counters drift across runs,
causing Message Authentication Code (MAC) failures that look
like attacks even when the traffic is benign. To fix this, we
decouple the Freshness Value (FV) from volatile state and bind
it directly to the simulation’s monotonic tick, #x:

FV(tr) = Hash(Seed || x) 3)

By anchoring the FV to this rigid time-step, MAC verification
becomes deterministic relative to the simulation clock, provided
the replay preserves the exact tick sequence.
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C. Physics-Aware Intrusion Detection

With this deterministic physical baseline established, we
can deploy a specification-based IDS. The system enforces
four rule sets that together cover the minimum needed for
falsifiable plausibility: Periodicity (timing regularity), Range
(field bounds), Burst (transient structure), and Kinematic Con-
sistency (cross-signal coupling). This methodology adopts the
reliability assessment principles proposed by Lohre et al. [21]
for unmanned aircraft systems. Specifically, we implement their
concept of Sensor Cross-Validation by correlating logically
dependent states. Instead of relying on a single source of truth,
we validate the trustworthiness of the CAN bus data by checking
the coherence between interacting physical components. While
the first three check for low-level violations, the kinematic
rule serves as the central physical constraint against more
sophisticated spoofing.

This final rule posits that the engine speed must remain
mathematically coupled to the wheel speed and the current
transmission ratio:

|weng - ("-)wheel : igear)| <€ (4)

An IDS applying this rule can therefore detect attacks where
an adversary injects a valid RPM signal (correct protocol,
correct checksum) that contradicts the vehicle’s physical ve-
locity—an anomaly that purely digital firewalls would miss.

V. VERIFICATION OF SIMULATION FIDELITY

Before evaluating forensic utility, we must confirm that
the simulation satisfies its two core requirements: bit-exact
reproducibility (causal invariance) and physical plausibility at
the dynamics level.

A. Bit-Exact Reproducibility

Forensic utility hinges on the guarantee that a scenario S
executed with seed o~ produces an identical set of artifacts across
repeated runs, regardless of host computational load. To validate
this, we executed the same urban scenario twice in sequence on
the same host.

a) Experimental Setup:: Run A (Baseline) was executed
under nominal system load with seed o = 42. Run B (Stressed)
used the same seed while the host CPU was saturated via
stress—ng toinduce wall-clock delays and thread-scheduling
jitter.

We verified bit-exactness by calculating the SHA-256 check-
sums of the recorded sensor data streams (velocity, Global Nav-
igation Satellite System (GNSS), CAN logs) and by computing
the pointwise delta between the time-series.

b) Results:: As illustrated in Figure 2, despite the large
difference in wall-clock execution time, the artifacts from Run
B remained bit-exact to the baseline. Both runs produced the
identical SHA-256 hash (see plot legend), confirming binary in-
tegrity. Moreover, the delta A = |Run4(t) — Rung(t)| remained
strictly at 0.0 m/s for every simulation tick. This confirms that
the proposed architecture (Synchronous Lockstep coupled with
the Virtual Forensic Bus) successfully decouples the generation

of forensic evidence from host performance, eliminating the
”Observer Effect” common in real-time simulators.

120 —— Run A (66a4e88c40c4fbcf)

== Run B (66a4e88c40c4fbcf)
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Figure 2: Verification of Causal Invariance.

B. Physical Validity: Dynamics & Latency

Beyond byte-level identity, the simulation must adhere to
physical constraints to serve as a ground truth for an IDS. We
focus on braking dynamics because they are both safety-critical
and a common attack surface where naive spoofing attacks fail
due to missing actuation latency. We validated the hydraulic
brake model against real-world traces from N = 19 distinct
braking events. The events were aligned at the brake-command
onset to compare pressure build-up dynamics. The simulated
pressure response tracks the statistical profile of the physical
vehicle (Figure 3) with a Root Mean Square Error (RMSE) of
0.179, where pressure is normalized by the peak value of each
event. This result rules out the "instant-stop” artifacts common in
kinematic simulators and establishes a validated baseline where
implausible braking traces (e.g., impossible pressure gradients)
remain falsifiable.

VI. Forensic UtiLiTY & SECURITY EVALUATION

Having verified the simulation’s determinism and physical
validity, we now evaluate its specific utility for security analysis
and intrusion detection.

A. Quantifying the "Temporal Gap”: Async vs. Sync

To demonstrate why standard asynchronous simulation is
insufficient for security validation, we conducted a test using
a Ghost Target Injection attack. An adversary injected a false
obstacle into the radar stream to trigger an Autonomous Emer-
gency Braking (AEB) maneuver. We define reaction latency as
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Validation of Hydraulic Dynamics (RMSE=0.179)

Normalized Pressure

Real Data Corridor (N =19, + 10)
——- Real Mean Response
0.0 == Simulation (Aligned)

0.0 0.2 0.4 0.6 0.8 1.0
Time since actuation trigger (P > 2 bar) [s]

Figure 3: Statistical validation of the Hydraulic Brake Dynamics (N = 19
events).

the time from injection onset to the first AEB CAN command.
We compared N = 50 runs in standard Asynchronous Mode
against N = 50 runs in our Synchronous Lockstep Mode.

TABLE I: IMPACT OF EXECUTION MODE ON REACTION STABILITY
(N =50)

Metric Async (Baseline) ~ Sync (Ours)
AEB trigger rate 100% 100%
Mean latency (u) 17.53s 17.53s
Standard deviation (o) 2.26s 0.00s
Range (min—max) 15.63-26.74 s 17.53s

The results (Table I) reveal a critical forensic discrepancy.
In the asynchronous baseline, scheduler-induced jitter caused a
reaction time variance of oo = 2.26,s, with a spread of over 11
seconds between the fastest and slowest reaction to the identical
attack script. In a forensic context, this noise makes it impossible
to distinguish attack-induced delays from simulation lag.

In contrast, the synchronous mode collapsed this variance to
a single deterministic outcome (no brake event). Consequently,
the AEB command was consistently withheld in all 50 trials,
proving that the erratic braking in the asynchronous mode
was merely an artifact of scheduling jitter. This stability is a
prerequisite for forensic analysis, as it ensures that any observed
timing deviation in a trace is attributable to the attack vector,
not the simulation engine’s scheduler.

B. IDS Transferability (Sim-to-Real)

Finally, we assessed whether the physics-aware data improves
the robustness of an IDS in real-world scenarios. We trained
two versions of a specification-based IDS and evaluated them
on the CAN spoofing scenarios within the ROAD dataset [10].
Two IDS variants are evaluated. The Baseline IDS is trained on
idealized synthetic data with perfect timing behavior. In contrast,
the SimDAT-AV IDS is trained on synthetic data generated
by our framework, including physically modeled powertrain
dynamics and environment-induced sensor noise. The kinematic
consistency rule’s tolerance (€) was set for each IDS to the
99th percentile of benign timing residuals in its respective

training set. On the ROAD evaluation set, the SimDAT-AV-
trained model achieved a 100% True Positive Rate (TPR). Its
tolerance threshold, derived from physically consistent training
data, settled at 0.53,s, a value that closely matched the real
vehicle’s observed timing variability. The baseline model, in
contrast, derived a tighter, artificial tolerance of 0.42,s from
its overly clean training data. Consequently, it misclassified
normal environmental noise in the ROAD logs as attacks (i.e.,
produced false positives). This indicates that integrating physical
constraints in the data generation process prevents the IDS from
overfitting to idealized simulation artifacts.

VII. DiscussioN & LIMITATIONS

While the synchronous lockstep architecture guarantees the
evidential stability required for forensics, this stability comes
at a cost. We trade nondeterminism for reduced execution
throughput and higher sensitivity to model parameters.

A. The Cost of Determinism: Real-Time Factor

Lockstep inherently serializes execution: the clock cannot
advance until the slowest component finishes its step. In complex
scenarios, this often drops the Real-Time Factor (RTF) below
1.0. Consequently, SimDAT-AV is designed for offline tasks such
as forensic replay and model training, rather than Hardware-in-
the-Loop (HiL) integration with rigid wall-clock deadlines. For
forensics, logical causal consistency matters more than wall-
clock time.

B. Sensitivity to Physical Parameters

The utility of our kinematic consistency checks depends
heavily on parameter accuracy. Such checks are only meaningful
if the modeled friction coefficients and hydraulic time constants
(Section IV) match the real vehicle and road surface. In our
evaluation, we relied on static calibration. Future work must
therefore focus on automated system identification from vehicle
logs.

C. Scope of Attacks

Our current evaluation focused on spoofing and timing
attacks. We demonstrated that enforcing physical plausibility
is effective against these vectors. However, attacks on scene se-
mantics, such as adversarial patches on traffic signs that confuse
the camera classifier without violating kinematic constraints,
remain out of scope for the current physics-aware IDS and
require complementary defense layers.

D. Kernel Abstraction vs. Stack Fidelity

A deliberate architectural trade-off involves the abstraction
level of the network stack. In ”Live Mode” (using SocketCAN),
the simulation includes stochastic OS-kernel behavior needed
for hardware integration and interrupt-level timing tests, but this
precludes reproducibility. In “Forensic Mode” (Virtual Bus),
we bypass the kernel to achieve the zero-jitter results shown
in Section V, at the cost of abstracting away kernel-space
race conditions and driver-specific buffer overflows. SimDAT-
AV therefore allows analysts to choose OS-fidelity or forensic
precision, but not both simultaneously.
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VIII. ConcLusioN AND FUTURE WORK

For forensic replay, temporal determinism is a prerequisite.
Our tests showed that standard best-effort architectures produce
load-dependent timing shifts that can mimic cyber-physical
attack signatures. We address this by decoupling simulation
time from host performance through synchronous lockstep and
a user-space virtual bus. Under identical seeds and induced
CPU load, the resulting telemetry remained byte-identical.
This makes each CAN frame a reproducible function of the
model parameters rather than a byproduct of host scheduling.
The resulting determinism enables a physically grounded IDS
that can detect spoofing traces inconsistent with wheel-speed
evolution, commanded torque, and gear state.
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Abstract—The rapid evolution of generative Artificial Intel-
ligence (AI) towards agentic systems necessitates a paradigm
shift in cybersecurity. As Al agents gain the autonomy to plan,
act, and make decisions based on natural language instructions,
they evolve from mere tools into a new class of actors. These
actors exhibit additional vulnerabilities strikingly similar to
human behavioral weaknesses, such as susceptibility to social
engineering (e.g., via prompt injection). This paper argues that
traditional technical security models are insufficient for these
anthropomorphic interfaces. Building upon a recently established
framework for human cybersecurity behavior in organizations,
we propose a conceptual transfer of behavioral drivers—such as
motivation, norms, and culture—to the realm of AI agents. We
outline why agentic AI must be treated as a behavioral actor and
how human-centric security concepts can be adapted to build
resilient agentic systems.

Keywords-security and protection; human factors; software
psychology; intelligent agents; multiagent systems.

I. INTRODUCTION AND RELATED WORK

In the field of Artificial Intelligence (AI), one of the current
areas of development is “agentic Al systems” (“Al agents”),
which represent a logical evolution of traditional generative
Al models: Al agents are distinguished by their ability to go
beyond simply conducting dialogues; they can independently
define goals, create plans, and perform actions in complex
environments, often with human-like interaction capabilities,
to carry out tasks on behalf of users [1]-[3]. Both agentic Al
systems themselves and their security are the focus of current
research [4]-[8], for example on topics, such as “human-agent
misalignment”.

In the field of cybersecurity, human behavior remains a
central factor [9][10], characterized by a “dualism”: humans
are a critical attack surface [11] and a highly adaptable defense
mechanism [12]. Shifting the focus from blaming the user to
developing resilient systems that account for human cognition
is a key challenge for modern security.

Both fields, Al and cybersecurity, are interdependent in
many ways [13][14]: First, Al can be an attack tool (e.g.,
social engineering [15]); second, it can be a defense tool (e.g.,
anomaly detection); third, Al systems are target of attacks
(e.g., adversarial examples); and fourth, increasing use of Al
is changing the overall IT landscape (e.g., the increase in
Al-generated code) with an impact on cybersecurity.

The widening gap between agentic capability and security is
exemplified by “OpenClaw” [16] in early 2026: OpenClaw’s
ability to, e.g., autonomously manage emails, execute terminal
commands, and interact with enterprise tools led to a rapid rise

in public interest within weeks. However, OpenClaw’s access
to private data, exposure to untrusted content, and the authority
to act on a user’s behalf also triggered significant security
concerns, e.g., researchers quickly identified a significant
number of malicious skills designed to exfiltrate keys or install
malware [17].

While current research in adversarial robustness for Al
focuses on technical defenses (e.g., filtering malicious skills),
these models often fail to bridge the “semantic gap” inherent
in Al, where traditional security measures like syntax-based
defenses or sandboxing are necessary but insufficient for
systems that operate via natural language and probabilistic
reasoning.

This paper postulates that agentic Al systems constitute
a new class of actors in cybersecurity that share structural
vulnerabilities with human actors, because Al agents operate
via natural language and probabilistic reasoning.

Consider the following attack scenario as an example: An
Al agent conducts web research on behalf of a user, meaning
the Al agent accesses external sources on the web. One of
these sources contains hidden malicious instructions (prompt
injection [18]), which remain invisible to the user and are
processed unwittingly by the agent. These instructions could,
for example, aim to violate confidentiality (disclosure of
confidential user information) or integrity (manipulation of
the instructions by the malicious instructions). The Al agent
can either ignore these instructions or incorporate them into
its actions. The decision the agent’s Al model makes depends
not only on the AI model itself but also on the design of the
malicious instructions, which may be more or less convincing
to the Al agent. This attack is essentially a form of social
engineering against Al agents: manipulation through cleverly
worded language to circumvent the desired behavior of the Al
agent or even security guidelines—analogous to how a social
engineering attack leads a human to perform an unsafe action.
Traditional security mechanisms would not be able to detect
the vulnerability as it does rely on the behavioral interpretation
of the semantic content by the agent.

It is crucial to emphasize that the behavioral security
mechanisms proposed to be considered in this paper are
intended to address this specific semantic gap. They are
additional layers of defense and do not replace traditional
security measures. Al agents, like any software system, still
require robust security measures like authentication, access
control, or sandboxing to ensure a defense-in-depth strategy.
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The remainder of the paper is organized as follows: Section II
provides background on a behavioral model of humans in
cybersecurity. Section III defines agentic Al systems as a new
class of actors. Section IV proposes a direct translation of
human behavioral drivers to Al components to derive new
security concepts. Section V outlines a research agenda for
future work.

II. BACKGROUND: THE BEHAVIORAL MODEL OF HUMANS
IN CYBERSECURITY

To understand the behavior of this new class of actors, we
must first look at one of the templates the Al models have been
trained on: the human. The interdisciplinary fields of “Security
and Human Behavior” [19]-[21] and “Usable Security” [22]—
[24] have produced a wealth of insights over the last decades,
focusing on psychological, social, and organizational factors.
Extensive research has been conducted on individual traits,
such as the impact of cognitive biases, risk perception, and
individual motivation on security compliance.

Building on these individual-centric findings, the scope
can be expanded to the organizational context. In [25], a
comprehensive framework for modeling the cybersecurity
behavior of humans in organizations was introduced to capture
the interplay between the individual and their environment,
which we use here to focus not only on single agents, but
also capture multi-agent collaboration. As illustrated in Figure
1, human security behavior is driven by a complex interplay
of individual drivers (including Motivation, Awareness and
Knowledge, Skills, and Mindset), fundamental factors (such as
organizational Culture or Norms and the individual’s assigned
Role), and situational context (like the specific Situation,
Usability of security measures, and the perceived Agency of
the human actor). The various drivers lead to a fundamental
behavioral Intention and then—in a concrete attack situation—
to an actual Behavior.

Individual Environmental

Norms

Knowledge

Culture
|_ ~ inds
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Attitude

|
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Assessment ]
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Figure 1. Factors of Human Behavior in Relation to Cybersecurity in
Organizations, based on [25]
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In Section IV, we treat these human factors not as metaphors,
but as elements of the cognitive architecture of autonomous
Al agents to secure their behavior.

III. AGENTIC AI SYSTEMS AS A NEW CLASS OF ACTORS

Why do we now classify agentic Al systems as a “new class
of actors” rather than just another software application? The dis-
tinction lies in their cognitive autonomy, their anthropomorphic
interface and their inter-agent collaboration model.

Cognitive Autonomy and Decision Making: Traditional
software executes algorithms based often on structured input. In
contrast, agentic Al systems define intermediate goals, generate
plans, and react to dynamic environments to fulfill a high-level
intent. This cognitive autonomy mimics human agency. Like a
human employee, the agent is given a goal (“Book a flight”) and
must independently navigate the necessary steps, making micro-
decisions along the way. In this process, the agent becomes an
actor capable of making “behavioral” errors—not due to bugs
in the code, but due to flaws in reasoning or judgment.

The Anthropomorphic Interface and Vulnerability: The
primary interface for these agents is natural language. This
introduces vulnerabilities that are fundamentally anthropo-
morphic. Attacks such as “prompt injection” [18] are not
always technical (jailbreaks), they are often semantic persuasion
attacks: They rely on rhetorical strategies, deception, and
semantic manipulation—techniques traditionally used in Social
Engineering against humans.

If an attacker convinces an Al agent to ignore its instructions
by role-playing as a superior, the attack vector is identical to
“CEO Fraud” committed against a human employee. Thus,
the security of agentic Al cannot be solved solely by syntax
checking; it requires “behavioral” safeguards that govern the
agent’s “psychology”.

Inter-Agent Collaboration via Natural Language: As
agentic ecosystems mature, agents will rarely act in isolation.
Instead, they will interact with other agentic systems to
solve complex problems, collaborating in a manner that
mimics human teamwork. Unlike traditional microservices
that communicate via strictly defined, structured application
programming interfaces (APIs), these agents will rely on a
mixture of structured collaboration (e.g., via the Model Context
Protocol, MCP [26]) and natural language to negotiate tasks
and exchange context.

This shift towards natural language interaction creates a new
attack surface: weaknesses arising from semantic collaboration.
A compromised agent may not attack a peer agent through
technical exploits, but through persuasive language, effectively
“social engineering” the other agent into unsafe behavior. This
implies that trust boundaries in future Al networks cannot
be defined solely by network segmentations or API schemas,
but must also account for the semantic validity of inter-agent
communication.

IV. TRANSLATING BEHAVIORAL DRIVERS TO AI AGENTS

Based on the model referenced in Figure 1, we propose a
direct translation of human behavioral drivers to agentic Al
components. This mapping allows us to identify gaps in current
Al security measures and design more holistic defenses.

Motivation: In humans, motivation (intrinsic or extrinsic)
drives behavior. For Al agents, the equivalent is the Optimiza-
tion Function or Reward Model. Reward models often induce
sycophancy, causing the agent to prioritize user compliance
over security protocols: if an agent is rewarded solely for
“helpfulness” or “task completion,” it may sacrifice security to
achieve that goal (e.g., revealing a password to be helpful). To
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secure the agent, security constraints (confidentiality, integrity)
must be explicitly integrated into the reward function during
training and inference, ensuring that “refusal to act” in unsafe
conditions is positively reinforced.

Awareness, Knowledge, and Skills: A human’s ability to
detect attacks depends on their awareness, knowledge, and
skills. For an Al agent, this corresponds to its Training Data
including Knowledge Base (e.g., via Retrieval-Augmented
Generation, RAG), as well as Available Tools. An agent
cannot recognize a sophisticated social engineering attack
if it has never encountered similar semantic patterns in its
training. Therefore, agents require specific “security training”
using adversarial examples to build the “skill” of recognizing
manipulation attempts, much like employees undergo phishing
simulations.

Roles: Human behavior is heavily influenced by their
professional role. Similarly, an Al agent’s behavior is governed
by its System Prompt or “Persona.” Security requires defining
this role not just functionally (“You are a travel assistant”) but
defensively (“You are a security-aware assistant that prioritizes
data privacy”). Explicitly defining the agent’s authority and
limitations within the prompt context serves as the digital
equivalent of a job description and access policy.

Mindset and Attitude: Beyond the formal role, a human’s
behavior is shaped by their mindset—their internalized attitude
towards risk (e.g., skepticism vs. blind trust). For Al agents,
beyond the system prompt, this can also translate to, e.g.,
hyperparameters (like the temperature) and be strengthened
through the base model alignment during training (Reinforce-
ment Learning from Human Feedback, RLHF): A “naive” agent
believes all input is benign. A secure agent could be engineered
with a “zero trust mindset” (or “professional skepticism™) at
the inference level, biasing the model to treat external inputs
as potentially adversarial until verified, rather than defaulting
to maximum helpfulness, and with a lower temperature setting
to reduce “creative” (hallucinated) compliance.

Norms: Societal and organizational norms constrain human
behavior. In Al systems, these are implemented as guardrails
and input/output filters. These act as the “laws” of the system.
Unlike the probabilistic reasoning of the model itself, these
should include deterministic constraints that the agent cannot
override via reasoning. This ensures that even if the agent
is “convinced” by an attack to violate a norm, the technical
guardrail prevents the action.

Organizational Culture: Organizational culture defines
“how things are done here.” In the context of Al, this can
translate to multi-agent collaboration norms and system align-
ment. In multi-agent architectures, agents can be designed to
mimic a positive security culture by “policing” each other. For
example, a “verifier agent” can be introduced solely to review
the plans of a “worker agent” before execution, establishing a
digital “four-eyes principle” analogous to colleague reviews in
high-security human environments.

Behavioral Intention: In the human behavioral model, “in-
tention” is a foundational precursor to behavior—the intention
to act before a specific situation arises. In agentic Al, this could

correspond to the Chain-of-Thought (CoT) or the generated
plan. This offers a unique security opportunity: unlike humans,
whose thoughts are private and often unconscious (“black box”),
an agent’s “thoughts” (CoT) can be inspected (“white box”).
Security mechanisms could monitor the agent’s intention before
execution. If the reasoning trace reveals an intent to deceive or
bypass a rule (“I must hide this file extension to fulfill the user’s
request”), the action can be blocked based on the malicious
intention, even if the final command looks syntactically valid.

Assessment of the Situation: Before acting, a human
unconsciously or consciously assesses the situation (criticality,
stress level, anomaly). Al agents often lack this meta-cognitive
step, treating a chat about weather and a high-stakes financial
transaction as identical token processing tasks. Secure agentic
systems could implement an explicit contextual assessment
step or even introduce a supervisor agent pattern: The agent
could continuously evaluate: “Is the current situation critical?
Is the input source trusted?” If the assessment yields a high-risk
score, the agent should dynamically switch to a more restrictive
behavior mode.

Usability and Agency: Finally, just as poor usability leads
humans to bypass security (e.g., leveraging shadow IT systems),
the design of fool interfaces affects Al security. If an interface
like an API is too permissive, an agent might misuse it. We can
introduce the concept of “agency friction”: for high-risk actions
(e.g., deleting data), the interface should require the agent to
pause and request human confirmation (Human-in-the-Loop,
HITL), effectively limiting its agency in critical situations to
prevent catastrophic autonomous errors.

V. CONCLUSION AND FUTURE WORK

Agentic Al systems represent a watershed moment in
cybersecurity. By granting systems the autonomy to act based
on natural language, we have created a class of actors that
are susceptible to semantic manipulation, mirroring human
vulnerabilities and often lacking the “critical thinking” ability
of humans. We argue that part of the solution can lie in adopting
a behavioral perspective: By utilizing the framework established
for human cybersecurity behavior—examining drivers like
Motivation, Role, Norms, and Situational Awareness—we can
derive a more robust defense strategy for Al agents.

This behavioral perspective opens up a new, interdisciplinary
research agenda. We highlight five exemplary areas for future
work to strengthen the resilience of agentic Al systems:

1) Systematizing the Attack Surface: How can we categorize
specific attack scenarios that exploit the anthropomorphic
nature of Al agents? What specific “cognitive biases’
(hallucinations, sycophancy) do agents exhibit, and how
can attackers exploit them?

2) Implementing “Security Awareness”: How can we move
beyond rule-based filters to implement a form of adaptive
“security awareness” in agents? Can we measure an agent’s
“Security Mindset” quantitatively before deploying it in
critical infrastructure?

3) Security-Utility balance for agentic systems: How do we
implement a “Security Mindset”, but avoid overly cautious

>
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behaviour, leading to operational failures where agents
refuse to process legitimate tasks due to a misinterpretation
of security boundaries?

4) Roles and Culture in Multi-Agent Systems: To what extent
can concepts like “Security Champions” be transferred
to multi-agent swarms? Can specialized security agents
improve the overall “culture” (alignment) of a heterogeneous
agent system?

5) Usability and Agency Design: How can we design APIs and
environments that “nudge” agents towards secure behavior?
How do we balance the autonomy required for efficiency
with the friction required for security, ensuring the agent
knows when to halt and ask for human help?

The security of agentic Al is not merely a coding challenge;
it is a challenge of designing resilient Al behavior. By bridging
the gap between human factors research and Al engineering,
we can aim to build systems that are not just smart, but also
wise to the threats of a semantic world.
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Abstract—Retrieval augmented generation systems have become
an integral part of everyday life. Whether in internet search
engines, email systems, or service chatbots, these systems are based
on context retrieval and answer generation with large language
models. With their spread, also the security vulnerabilities increase.
Attackers become increasingly focused on these systems and
various hacking approaches are developed. Manipulating the
context documents is a way to persist attacks and make them
affect all users. Therefore, detecting compromised, adversarial
context documents early is crucial for security. While supervised
approaches require a large amount of labeled adversarial contexts,
we propose an unsupervised approach, being able to detect
also zero day attacks. We conduct a preliminary study to
show appropriate indicators for adversarial contexts. For that
purpose generator activations, output embeddings, and an entropy-
based uncertainty measure turn out as suitable, complementary
quantities. With an elementary statistical outlier detection, we
propose and compare their detection abilities. Furthermore,
we show that the target prompt, which the attacker wants to
manipulate, is not required for a successful detection. Moreover,
our results indicate that a simple context summary generation
might even be superior in finding manipulated contexts.

Keywords-RAG security; chatbot security; intrusion detection;
adversarial attack.

I. INTRODUCTION

Over the last few years, Retrieval Augmented Generation
(RAG) systems [1] have become a valuable and indispensable
tool in our lives, in particular as a support for knowledge inten-
sive activities. Almost every current chatbot is conceptualized as
a RAG system, ranging from internet search engines over email
bots to customer service chatbots. RAG systems combine the
user query (prompt) with a document database, which contains
potential supporting information. A retriever component finds
documents that provide information regarding the prompt
(context), while the generator Large Language Model (LLM)
creates an answer to the prompt based on these contexts. Thus,
RAG systems efficiently combine the power of LLMs with large
information collections. Due to their powers, they also attract
attackers, offering potentially high returns: The information
database may contain private or confidential information which
can be extract, the RAG system can be tricked into spreading
biased or false information, or it can be sabotaged into
shutdown. To reach their goal, hackers could attack the prompt
directly, but usually they sneak Adversarial Contexts (ACs) into
the context document database. This way, the attack becomes
persistent and potentially effects all users. Often, the context

database is at least partly accessible to attackers, e.g., for
email bots: An attacker can add a document by sending an
email to the victim. Therefore, ACs are a serious security
threat for RAG systems. While defenses exist, these defenses
might imply a huge effort and thus a downgrade of the system
usability (e.g., human in the loop). Adversarial mechanism
are basically those to jailbreak LLMs in general [2][3], which
are continuously adapted and improved. Therefore, the best
strategy against ACs is detecting them as early as possible
and preventing the attack entirely. Detection has to account
for continuously new (zero day) attacks. Many approaches
exist, to differentiate between adversarial and non-adversarial
documents, e.g., leveraging the power of supervised learning
[4]. However, supervised learning requires large amounts of
labeled documents and usually only detects attacks similar to
those learned from the data. These effects are well known from
network Intrusion Detection (ID) [5]. Similar to ID applications,
we want to switch from supervised to unsupervised approaches,
designing an Adversarial Context Detector (ACD), which is
flexible, robust and does not require knowledge about the
specific attack type, nor much labeled AC examples.

The development of our approach is currently work in
progress, however, we present a promising initial study an-
swering two main questions. First, which quantities indicate
ACs reliably enough for an ACD. Second, is it necessary
to know the target question (prompt), which the attacker
intended to manipulate. We use a simple statistical outlier
detection to answer these questions, thus showing the overall
feasibility of unsupervised ACD. Our paper is organized as
follows: We summarize related work in Section II, present our
statistical approach in Section III, and propose experiments on
an adversarial dataset in Section IV. We evaluate our results
on this dataset in Section V. In Section VI we conclude on
the feasibility of ACD with our indicator variables and outline
future work.

II. RELATED WORK

Various attacks on RAG system have been investigated
recently by researchers and ethical hackers alike. Some
attacks target private or confidential information in the context
documents by either performing membership inference attacks
[6] or even extract whole documents from the database [7]
using adversarial prompts. Other approaches use adversarial
documents to cause the RAG system to reveal whole documents.
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In the case of an email agent with the permission to send emails,
this has been shown to extend even into a self-replicating
worm-like attack [8]. Attackers who want the RAG system
to spread false information usually add poisoned context
documents [9]. Dedicated context poisoning can also trick
safety alignment in LLMs to cause refusing answers, thus
generating a denial-of-service attack [10], which is not easy
to detect. The techniques used in the prompt as well as in

adversarial documents are the same as for LLM jailbreaking [4].

ACs are usually created, using oracle based text manipulation,
targeted whitebox optimizations [11] or heuristic optimization
methods [12]. Often, attacks need a smart combination of
tricking the retriever, as well as the generator components to
achieve their goal efficiently [13]. Recently, various works

have been published to detect adversarial attacks against LLMs.

Layer activations have been shown to be successful indicators
for adversarial attacks and even be useful for classification
of attack types [14]. Smart supervised approaches have been
applied to detect adversarial attacks, dealing with the problem
of few examples and small amounts of labeled data [15].
We plan to extend this research to unsupervised approaches
using anomaly detection to find adversarial contexts, as has
been done in adversarial image detection [16].

III. METHOD

Our ACD feasibility study is based on the following threat
model. The hacker intends to poison a specific question or a
group of questions with targeted adversarial documents. The
defender is not aware of the target question, but needs to detect
the attack by screening the contexts. The attacker can add
context documents, which is realistic for common applications
using internet contexts or emails. These contexts might be found
by the retriever and thus find their way into the generator’s
context. The defender must detect the attack only based on the
contexts. We assume they have three potential knowledge levels:
They can query the RAG generator arbitrarily and have access
to the text output, eventually also to the corresponding logits,
or even to the generator LLM layer activations. We assess the
capability of our ACD depending on these knowledge levels.
Generator activations are used directly as an adversarial
attack indicator, where we restrict ourselves to the last layer
activations. From the logits, we compute the TokenSAR score
[17], an entropy based measure [18], which has been proven to
be successful for jailbreak detection [19]. The generator output
text is encoded into a 768-dimensional embedding vectors
using a variant of the MPNet model [20][21]. We chose this
model since it is small and thus cheap to deploy and operate.

To realize our ACD, we want to work without the target prompt.

Therfore, we use a simple summary prompt asking the generator
model to summarize available context information (”Summarize
the following context documents: <contexts>. Consider every
important aspect in your summary.”). We evaluate activations,
TokenSAR, and embeddings for the related answer. We consider
these quantities obtained for /N combinations of non-adversarial
contexts as a reference and compute the mean value and
standard deviation for the N TokenSAR values. For the NV

activations and embeddings, respectively, we first compute their
center and the Euclidean distance of each individual vector
to it. Then, we consider the mean distance and its standard
deviation. We repeat the summary prompt, replacing at least
one context with an AC, and extract the same quantities from
the generator LLM outputs. For activations and embeddings,
we consider Euclidean distances from the previously computed
center. Subsequently, we apply Grubb’s test at & = 0.1 to
determine whether any of the quantities ¢,qy (TokenSAR,
embeddings, activations) obtained with the ACs is an outlier
with respect to the reference values:

Qadv ¢[M - Gcril; w+ Gcrit]
N -1 t2

VN VN — 42
with p, s being the empirical mean and standard deviation
of the reference values and ¢ = t1— 2 N—2 being the two-
sided quantile of Student’s t-distribution. We implicitly assume
normal distribution of the quantities, being aware of the
interdependence due to the center distances. This way, we
have a semi-supervised method, requiring only valid contexts
to obtain the reference values.

(D
2

Gcrit =

IV. EXPERIMENTS

Our experiments are performed based on 100 questions
from the HotpotQA dataset [22] with adversarial contexts from
PoisonedRAG [4][23]. Every HotpotQA question consists of,
among other things, a question, related context documents from
Wikipedia, and a correct answer. PoisonedRAG adds adversarial
contexts and a target incorrect answer. For each question in the
dataset, we conduct a small study using N = 10 combinations
of valid contexts. To simulate the retriever component, we
select £ = 5 valid contexts from the original set. The RAG
generator is realized with a Llama-3.1 8B model [24]. Using
the summary prompt introduced in Section III, each context
combination is summarized. The output is processed to obtain
its embeddings, TokenSAR values and the activations (see
Figure 1). In addition, the generator LLM is prompted with
the question and the contexts (question prompt: ”Answer the
following question based on the provided context: Question:
<question>. Contexts: <contexts>.”) to verify that the contexts
are valid and informative enough for the generator to be able
to answer the question correctly. The answer is verified to be
semantically equivalent to the documented correct answer from
the dataset using Mistral-7B [25] as a judge. If the answer
cannot be verified as correct, it is discarded, leading eventually
to less than NV = 10 valid contexts. In case there are too few
valid contexts, the question is discarded.

In the same way as for the summaries, also the answers
to the question prompt are processed to obtain embeddings,
TokenSAR values and the last layer activations are extracted.
A comparison between question and summary will show the
impact of not knowing the target prompt.

Afterwards, each question is evaluated using the same prompts
but introducing AC to the contexts. The k = 5 valid contexts
are successively replaced by AC, starting with the first one
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Context documents
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Figure 1. Schematic diagram of our approach: The question prompt requires
the user question and the contexts, while the simpler summary prompt only
requires the contexts.

until more than half the contexts are AC. This way, we cover
various degrees of manipulations in our study.

V. RESULTS AND DISCUSSION
A. Results

We ran one experiment on HotpotQA dataset, using both, the
summary prompt as well as the question prompt. Comparing
both results we will see the effect of knowing the targeted
question or instruction. Table I summarizes how many cases
using at least one AC can be detected by our ACD. There are
up to 30 such context combinations per question containing at
least one AC.

TABLE I. QUANTITATIVE RESULTS FOR THE DIFFERENT INDICATORS AND
PROMPT TYPES (QUESTION OR SUMMARY)

| Quantity | Summary | Question |

Invalid 11 11
Undetected 486 486
Detected by

TokenSAR + Emb. only 60 60
TokenSAR + Act. only 38 22
TokenSAR + Emb. + Act. 1912 1928
TokenSAR total 2010 2010
Emb. total 1972 1988
Act. total 1950 1950

Questions which did not reveal a sufficient number of correct

answers for valid contexts are marked as invalid. For all others
we count, how many AC cases are exclusively detected by any
combination of our indicators. Moreover, we count how often
each indicator is successful. The number of detected AC cases
were counted, independent of attack success.
TokenSARs turn out to have the highest predictive capability,
followed by activations and embeddings. Clearly, the summary
is equally suited for ACD as the question prompt. None of the
indicator appears to be dominant over the others. Every attack
is detectable by at least two indicators, most attacks even by
all three of them. For both prompts, about 19.5 % (486 of
2496) of attacks remain undetected.

B. Discussion

The results are promising towards ACD for two reasons:
First, it turned out that it is not necessary for the defender

to know the question the attacker tried to manipulate. Using
a summary prompt turned out sufficient to detect AC. We
interpret this as follows: When we increased the number of
AC, we conclude that that with few AC contradictions to valid
contexts might be found in our indicators, while for increasing
number of AC, the summary is different enough to be an
outlier compared to the valid context summary. These effects
could well be reflected in the (last layer) activations of the
generator. Further, they influence the summary text, since a
specific statement either does not occur in it or it is weakened
to resolve the controversy. In the TokenSAR, AC are visible
due to a higher uncertainty in the answer logits of the generator
LLM, resulting in a higher entropy.

Second, our results show that several indicators are able to
detect manipulations. Embeddings and TokenSAR values are
the most successful ones. While activations require no extra
computation overhead, they might not be available, especially
for proprietary models and APIs. Since the TokenSARs are
based on the output logits, they are easy to compute and
often available. Output embeddings are always available.
The computational effort can be reduced by using a small
embedding model.

VI. CONCLUSION AND FUTURE WORK

Detection of adversarial attacks against RAG systems is
highly relevant for the future of chatbots and other systems.
Attackers have two attack paths, the prompt and the context
documents. The latter are especially exposed in important
applications, like email bots. Attacks against the context
documents need to be reliably prevented, since they lead
to persistent misbehavior of the system. Therefore, reliable
ACD methods are needed. In contrast to existing supervised
approaches, we conducted a preliminary study to look into
unsupervised detection methods. Using a simple statistical
approach, we successfully identified three indicator quantities
that are well suited for ACD: the generator LLM activations,
output embeddings, and entropy-based TokenSAR. Systematic
comparison of these indicators revealed that they show a high
redundancy, but also complement each other in some cases.
Furthermore, we found that ACD can be realized without
knowing the specific prompt (question, instruction, etc.) that
is targeted by the attacker. A simple summary instruction is
sufficient. Therefore, the goal of this small, preliminary study,
to elucidate promising approaches for unsupervised ACD has
been achieved. Future research shall focus on the following
key aspects. First, increase the experimental runs to obtain
more normal contexts, while this study used a relatively small
number. With more samples, a proper quantitative evaluation
of false positives (valid contexts incorrectly detected as AC)
will be possible, too. Furthermore, the approach needs to be
extended to more RAG attacks beyond PosionedRAG [4]. In
particular, corpus poisoning [9], BADRAG [13], and GARAG
[12] shall be considered. Finally, more sophisticated anomaly
detection methods shall be used, following previous work from
network intrusion detection [5].
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Abstract—The critical infrastructure sector faces a compound-
ing crisis: a widening supply-demand gap for skilled cyber-
defenders coinciding with a paradigm shift in offensive tradecraft.
Adversarial campaigns like Volt Typhoon have moved beyond
deploying malicious code to living off the land — abusing legitimate
system tools to evade detection. This widening offense-defense gap
renders traditional signature-based tools insufficient, necessitating
a workforce capable of behavioral anomaly detection. However,
current training often limits analysts to tool identification,
leaving them ill-equipped to analyze novel threats. This industry
report introduces a modular training unit designed to bridge
these strategic gaps. We propose a two-fold, complementary
approach aligning linear algebra with the National Institute of
Standards and Technology (NIST) Cybersecurity Framework:
first, the Geometric Approach (Detection), where trainees use
k-Nearest Neighbors (k-NN) on a dataset to map benign traffic
topology, modeling the geometry of automated alerting; second,
the Algebraic Approach (Hunting), where trainees apply Singular
Value Decomposition (SVD) to identify pattern of life deviations,
modeling the proactive hunting required for advanced persistent
threats. By grounding Artificial Intelligence (AI) concepts in their
mathematical roots, this architecture aims to produce a workforce
capable of dissecting and trusting the algorithms protecting critical
infrastructure.

Keywords-cybersecurity education; workforce development;
anomaly detection; threat hunting; linear algebra; critical infras-
tructure defense.

I. INTRODUCTION

State-sponsored campaigns like Volt Typhoon [1] represent
a fundamental shift in threats and countermeasures in critical
infrastructure systems, moving beyond malware to living off the
land techniques that evade signature detection. To counter this
threat, our work leverages Artificial Intelligence and Security,
specifically applying Artificial Intelligence (AI) for threat and
anomaly detection through the mathematical lenses of k-Nearest
Neighbors (k-NN) [2] and Singular Value Decomposition
(SVD) [3]. The nature of the threat and the mathematical
content of the tools create a significant workforce capability
gap where the complexity of modern threats outpaces the
cognitive tools available to junior analysts, a problem only
partially addressed by existing certifications. Furthermore, by
elevating analyst capability from rote memorization to first-
principles understanding, this unit directly addresses usability

and awareness in secure systems, ensuring the workforce can
effectively operate these advanced defense architectures.

To address these capability gaps, we propose a modular train-
ing unit that satisfies three core operational criteria. First, the
solution is understandable to early-career analysts by utilizing
a geometric-first pedagogy that visualizes high-dimensional
anomalies before introducing algebraic formalism. Second, the
approach is defendable as a necessary evolution of tradecraft;
relying on black-box tools is a liability against living off the
land attacks, whereas first-principles mathematical analysis
provides a robust audit trail for detection logic. Finally, the
framework is feasible for rapid institutional adoption, relying
on open-source tools (Python, Jupyter) and privacy-neutral
synthetic datasets that require no proprietary infrastructure.

In alignment with the conference targets, this work presents
an architectural solution to the workforce gap, supported by a
practical implementation of a modular curriculum. While the
theoretical foundations of k-NN and SVD are well-established,
our contribution lies in the novel architectural synthesis of
these methods for critical infrastructure defense.

In Section I, we note gaps in the preparation of early-career
cybersecurity analysts. The goal of our module is to bridge
those gaps.

The remainder of the paper is organized as follows: In
Section II, we note that the Computing Technology Industry
Association Cybersecurity Analyst (CySA+) [4] and the SANS
Institute GIAC Certified Intrusion Analyst (GCIA) [5] certi-
fications require arithmetic, and existing curricular modules
abstract away the mathematics. In Section III, we present a
case study demonstrating our approach. In Section IV, we
evaluate the viability of this instructional architecture against
key industry metrics. In Section V, we compare our approach
with prior art and propose future work.

II. RELATED WORK | METHODS

1) The Analytical Gap in Technical Certifications: While the
National Institute of Standards and Technology (NIST) Cyber-
security Framework [6] emphasizes the continuous function of
detection, standard industry curricula for security practitioners
leave a critical gap in algebraic fluency. Highly technical,
analyst-focused certifications—such as CySA+ and GCIA —
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represent the industry standard for training Security Operations
Center personnel. However, their curricula predominantly focus
on rule-based heuristics, packet-level signature matching, and
the operational usage of Security Information and Event
Management dashboards.

In these technical tracks, behavioral anomaly detection and
machine learning are frequently introduced only conceptually,
treating algorithmic defense as a proprietary black-box ap-
pliance. Consequently, trainees learn to interpret alerts but
lack the linear algebra required to understand the underlying
manifold geometry [2]. As adversaries increasingly deploy
adversarial machine learning and protocol mimicry [7] to
evade standard signatures, defending critical infrastructure
requires moving analysts from operational monitoring to
algorithmic engineering (Bloom’s Taxonomy Levels 4 and 5:
Analyzing and Evaluating [8]). By forcing students to manually
calculate eigendecompositions and geometric thresholds, this
instructional architecture provides direct pedagogical insight
into the mechanics of false positives and false negatives,
empowering the future workforce to actively tune detection
models rather than blindly trusting opaque vendor alerts.

2) The Mathematical Gap in Curricula: Existing curricular
modules in the CLARK repository, such as Serra’s com-
prehensive guide to anomaly detection [9], focus on the
implementation of high-level algorithms like isolation forests
and Support Vector Machines (SVM). While excellent for
application, these modules often abstract away the underlying
mathematical machinery. Our work differentiates itself by fo-
cusing specifically on the linear algebra foundations (SVD and
geometric topology) that precede these advanced algorithms,
filling the pedagogical gap between basic mathematics and
black-box Al application.

3) The Risk of Black-Box Models: Engineers dislike black
boxes they cannot fix. From an engineering perspective, black-
box models introduce unacceptable liability in safety-critical
systems. As noted in NIST Interagency Report (IR) 8312
[10], trust in AI requires that outputs be “meaningful” and
“explainable” to the operator. Engineers do not reject Al out
of prejudice; they reject it out of adherence to these rigorous
risk management principles. Many current Al security tools
are black boxes. When they throw a false positive, the analyst
cannot fix it. Linear algebra is the screwdriver. Beyond serving
as a mathematical theorem, SVD provides a mechanism to
‘tune the noise filter’ (finding o thresholds). Similarly, k-NN
acts as more than a mere topology; it provides a framework
to ‘calibrate the sensitivity’ (by choosing k and the distance
metric). We frame linear algebra not as abstract theory, but
as the component engineering of the detection engine. Just
as a mechanical engineer must understand thermodynamics
to tune an engine, a cyberdefender must understand the SVD
factorization to tune the signal-to-noise ratio of an anomaly
detector.

III. EXPERIMENTAL DESIGN AND CASE STUDY

“Stop whatever you’re doing. Look at it from the other side”
[11]. We designate our synthetic dataset the Janus Matrix,

named after the Roman god of beginnings and transitions who
possessed two faces looking in opposite directions [12]. Just
as the mythological Janus held the key to distinct realities, our
dataset is designed to be unlocked via two distinct mathematical
perspectives: the geometric topology of k-NN and the algebraic
variance of SVD.

A. Experimental Design

In alignment with the taxonomy established by Chandola et
al. [13], our architecture adopts a hybrid detection strategy. We
utilize k-NN to detect proximal anomalies (points distant from
local neighborhoods) and SVD to detect spectral anomalies
(points violating the global correlation subspace). This ensures
the analyst can identify threats that might be invisible to a
single mathematical modality.

B. Case Study

To demonstrate the mathematical mechanics of anomaly
detection, we construct a Janus Matrix (X € R7*?) using
a deliberately constrained micro-slice of the Knowledge
Discovery and Data Mining (KDD) Cup 1999 dataset [14].
While modern datasets like UNSW-NB15 [15] are necessary
for benchmarking production Al, their high dimensionality
makes them pedagogically opaque. We specifically select the
KDD °99 dataset because its HTTP traffic features (src_bytes
vs. dst_bytes) provide an intuitive, rank-1 linear correlation
(Request ox Response). By constraining the matrix to 7 X 2,
learners are able to perform the k-NN distance calculations and
the SVD eigendecomposition by hand, successfully converting
a black-box machine learning algorithm into a glass-box
mathematical exercise [16].

Furthermore, these specific features establish a clear ad-
versary threat model: a Signature-Proof Data Exfiltration
attack. In this scenario, the adversary tunnels data out of the
network by strictly mimicking valid minimum and maximum
byte bounds to evade standard firewall heuristics. However, in
doing so, they break the fundamental structural asymmetry of
normal web browsing, allowing algebraic detection methods
to succeed where geometric thresholds fail.

[220  1200] — A
240 1350 +—B
260 1500 +—C
X =280 1650 +~D
300 1800 +—E
320 1950 +—F
1290 1300] < Q = query point to analyze

Glancing at the numbers (like a signature-based tool), () seems
benign, because a src_bytes value of 290 resides in the benign
range ([220,320]), and a dst_bytes value of 1300 resides in the
benign range ([1200,1950]).

1) Geometric Analysis (k-NN): In the geometric modality,
we visualize the data in R? (Figure 1). We calculate the
distances in Table I. With k£ = 3, the nearest neighbors are
{B,A,C}. A naive voting algorithm would classify @ as
“Benign”.
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Geometric Anomaly Detection (k-NN)
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Figure 1. Visualization of the 7-point dataset. The query point @ is
geometrically distant from the reference points even though its coordinates
reside in the benign range of both dimensions.

TABLE 1. EUCLIDEAN DISTANCES (EXCERPT: CLOSEST, MEDIAN,
FURTHEST)

Distance d(Q, F;)
V502 + 502 ~ 70.7
V102 + 3502 =~ 350.1
V302 + 6502 ~ 650.7

Point Coord
B (240, 1350)
D (280, 1650)
F (320, 1950)

A more thorough application of k-NN also fails on this
dataset. Table II shows that the average internal cohesion of
the reference set is 353.10, while the query point () resides at
an average distance of 315.99. Hence we have dg < dyc; —

false negative.

Because @ resides in the bounding box (hiding in the gap
between D and FE), Euclidean distance algorithms classify
it as a benign inlier. This confirms that for sophisticated
tunneling attacks that respect min/max boundaries, geometry is
insufficient. Detection requires the algebraic covariance check
provided by SVD, which detects the structural violation despite
the geometric proximity.

2) Algebraic Analysis (SVD): While k-NN fails to dis-
tinguish the anomaly () from the reference cluster (due to
dg < dyes), the SVD reveals the structural violation. We
define the reference matrix X using the mean-centered KDD
micro-slice.

3) Algorithmic Synthesis: Spheres vs. Cylinders: To address
the comparative efficacy of detection algorithms, it is critical to
understand why neither k-NN nor SVD universally dominates.
We selected k-NN as our baseline because it intuitively models

TABLE II. INTERNAL COHESION OF REFERENCE SET (EXCERPT)

Point i | Point j | Distance d(P;, P;)
A B 151.33
B C 151.33
A E 605.31
A F 756.64

radial geometric bounds (a convex hull or sphere around normal
behavior [2] ). SVD, conversely, models orthogonal variance
limits (a cylinder projected along the principal component).

As demonstrated in Table II, a Protocol Tunneling attack
easily defeats k-NN by hiding within the spatial gap of the
reference sphere. However, SVD detects the anomaly because
the point deviates from the cylindrical axis.

Conversely, consider the Opposite Case: a massive data
exfiltration attack that perfectly maintains the valid HTTP
Request-to-Response ratio (e.g., (3000, 22500)). Because this
query point lies exactly on the v; subspace, its projection error
onto the v noise axis is near zero. SVD yields a false negative,
failing to flag the massive volume. Here, k-NN successfully
triggers an alert, as the point’s magnitude places it thousands
of units outside the reference sphere.

Therefore, robust critical infrastructure defense requires a
hybrid detector that enforces the intersection of both constraints:
the algebraic correlation of the SVD cylinder, and the geometric
magnitude bounds of the k-NN sphere.

a) Subspace Decomposition: The covariance structure of
the HTTP traffic is decomposed into its principal components
(Xpop = VAVT) [2]. Unlike the geometric proximity check
of k-NN, SVD identifies the invariant subspace (the linear
correlation between src_bytes and dst_bytes).

VT ~ 0.13  0.99| < vy (Traffic Pattern)
T 1=0.99 0.13] < vy (noise axis)

Figure 2 illustrates how the first vector v; captures the valid
traffic law (Request o Response). The second vector v
represents the forbidden orthogonal variance.

b) The Projection Test: We project the centered query
point . onto the noise axis vs.

Score = |Q. - v2| = |(20)(—0.99) + (—275)(0.13)| ~ 55.6

This high projection score (55.6) contrasts sharply with the
reference set, which has near-zero projection on vo. Thus, SVD
mathematically reveals the anomaly by detecting the variance
violation, succeeding where geometric distance failed.

4) Complexity Analysis (Defense Against Heuristics): A
common critique in low-dimensional detection is the Ratio
Heuristic — why not simply calculate y/x? While effective in
RZ, heuristics fail in high-dimensional conservation tasks (e.g.,
Equal-Cost Multi-Path Routing [17] in R3, where z +y + 2z =
).

o Configuration Cost

Heuristics require analysts to manually derive conservation

rules (O(1) compute, O(Human) cost). SVD learns the null

space automatically.
« Combinatorial Explosion

To replicate SVD’s coverage in R'°, a heuristic system

would need to evaluate (1(2)0) = 4,950 pairwise ratios.
Our SVD architecture evaluates the entire feature space
simultaneously, evaluating a new event in O(n) time without
human configuration, making it the superior choice for
complex network defense.
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Algebraic Anomaly Detection (SVD)
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Figure 2. Visualization of the mean-centered data and the eigenvectors (scaled
by 50x for visualization)

IV. DISCUSSION | EVALUATION

To assess the viability of this instructional architecture,
we evaluate the proposed solution against three key industry
metrics: implementation practicality, computational scalability,
and workforce alignment.

A. Practicality

The Zero Infrastructure Metric. Unlike traditional cybersecu-
rity training that requires expensive cyber ranges or proprietary
virtualization hardware [18], our modular architecture relies
entirely on open-source scientific computing tools (Python,
NumPy, Jupyter). This ensures high practicality for under-
resourced institutions, as the curriculum can be deployed on
standard student laptops or free cloud environments (e.g.,
Google Colab) with zero licensing costs.

B. Scalability

Algorithmic Efficiency. From a technical perspective, the
Janus Matrix approach demonstrates superior scalability com-
pared to deep learning alternatives. Traditional deep neural
networks often require massive computational overhead to train.
In contrast, our architecture utilizes SVD to ensure minimal
resource consumption. The algorithmic complexity is strictly
bounded by O(min(mn? m?n)), where m is the number of
network events and n is the number of features [3]. This
allows the module to be scaled across thousands of endpoints
or trainees without necessitating GPU clusters, ensuring the
barrier to entry remains low.

C. Strategic Benefits

Alignment with the National Institute of Standards and
Technology (NIST) National Initiative for Cybersecurity Edu-
cation (NICE). The primary benefit of this contribution is its

direct mapping to the NIST NICE Workforce Framework for
Cybersecurity (Special Publication 800-181) [19]. Specifically,
it bridges the gap for the cyber defense analyst (PR-CDA-
001) work role by moving beyond the defined Knowledge,
Skills, and Abilities (KSAs) of tool operation into the implicit
requirement for mathematical reasoning.

D. Future Validation

Future work will validate the pedagogical efficacy through a
pre-test/post-test instrument measuring student self-efficacy in
interpreting false positives. This study will be conducted under
institutional review to quantify the shift in Bloom’s Taxonomy
[8] levels among participants.

V. CONCLUSION AND FUTURE WORK

We have presented a modular instructional architecture that
addresses the critical workforce gap in behavioral anomaly
detection. By anchoring the curriculum in the Janus Matrix
dataset and the SVD factorization, we provide a mathematical
foundation often absent in standard industry certifications.

A. Comparison with Prior Art

When comparing this architecture to existing curricular
modules, such as Serra’s work in the CLARK repository, a
distinct divergence in pedagogical outcomes is evident. The
prior art results in a workforce proficient in the application of
high-level algorithms (e.g., isolation forests, SVMs) via Python
libraries. While valuable for rapid deployment, this approach
treats the detection engine as a black box, creating liability
when facing adversarial evasion.

In contrast, our results demonstrate that a glass-box approach
— starting with the geometry of k-NN and the linear algebra
of SVD — equips the analyst to audit and explain the model’s
decisions. This alignment with NIST IR 8312 explainability
principles suggests that while the prior art optimizes for
implementation speed, our architecture optimizes for defensive
resilience.

B. Future Work

Future phases will deploy this module across the partner
institutions to capture quantitative data on cybersecurity prac-
titioner self-efficacy. However, the immediate architectural
result is a scalable, open-source framework that demystifies
the mathematics of critical infrastructure defense.
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Abstract — From its origins in “Weiser’s vision” in the 90’s there
has been widespread adoption of Internet of Things (IoT)
technologies across consumer, commercial, industrial, logistics,
utilities, and healthcare environments. This has brought with it
an expansion and rise in vulnerabilities and malware threats due
to an increase in potential vectors of attacks and the general
discovery, privacy and security issues facing IoT solutions.
Many IoT systems across these sectors contain a mixture of
Information Technology (IT) and Operational Technology (OT)
network segments and many existing legacy networks of systems
have incorporated or adopted IoT components or services into
their networks. These are generally built with compatibility and
operability in mind with security usually less considered or as an
afterthought. A large variety of IoT malware exists including
botnet and Denial of Service (DoS) variants, brickers,
cryptominers, ransomware, stalkerware and Industrial
Controller Systems (ICS) malware variants and there can also
be significant threat leveraged from IoT malware to certain
critical systems or services being controlled or monitored.
Threats can also be leveraged from a compromised IoT system
and used for deployment of threats including DoS reflection or
amplification attacks. The research presented here provides a
review and threat analysis of the varieties of IoT malware that
currently exist with a case analysis and comparison of two high
profile ICS capable targeting malware known as BlackEnergy
and Industroyer. These variants were responsible for the attack
and compromise of energy utilities providers networks in
Ukraine between 2014 and 2022 and show examples of malware
threats using different routines to gain compromise of critical
ICS systems.

Keywords — IoT Malware; IoT Threat analysis; 1oT security;
BlackEnergy; Industroyer

I.  INTRODUCTION

Malware has remained a persistently increasing threat to
computer systems and networks from the first computer
worms and viruses in the 1980's, to the evolution of variants
utilising more advanced techniques including fileless
deployment, process ghosting or hollowing or targeted
Common Vulnerability Exposure (CVE) use in more recent
years. The past four decades have seen the birth of the
internet, the .com boom of the 90's, the emergence of Cloud
computing and Blockchain technologies, revisiting Artificial
Intelligence (AI) technologies and the introduction of IoT.
This has brought an evolution in types of threat and seen the
emergence of targeted types of malware including
ransomware, stalkerware, brickers, cryptominers and ICS
malware among others. IoT has seen rapid growth in recent
years with mass adoption of IoT solutions into many aspects
of life including automotive, consumer, commercial,
industrial and healthcare solutions with estimates of over 14
billion devices to be in use by 2023 [2]. A significant fraction
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of these are estimated being deployed as consumer products,
utilities management and monitoring solutions and also
automotive, asset and logistics tracking and management and
monitoring solutions. Cisco also estimates a future global
market value of around $14 trillion [3]. Thus, there is a clear
requirement for priority of provision in appropriate protection
for these assets.

There are many challenges in developing and maintaining
an effective security posture for IoT systems or networks
including lack of capability or availability of computational
resource, ensuring compatibility for cross platform systems
and technologies or other constraints concerning case specific
operational or environmental requirements. The adoption of
numerous communications technologies and protocols, such
as purpose built lightweight protocols like Low Power Wide-
Area (LPWA) or Long Range Wide-Area (LoOWRAN) and
also the wider use of communication protocols in general
including Cellular communications like 3, 4 and 5%
Generation (5G), Narrow-band IoT (NB-IoT), Extended
Coverage GSM (EC-GSM), Satellite, Long-Range (Lora),
Message  Queuing Telemetry  Transport (MQTT),
Constrained Application Protocol (CoAP), Multicast DNS
(mDNS), Bluetooth, ZigBee and various others means there
is a wider footprint to consider in terms of consideration of
threat and provision of secure systems and network
communications.

Since the emergence of IoT technologies there have been
significant and growing numbers of vulnerabilities and cases
of exploitation being identified or reported concerning IoT
systems or solutions [4]. The common types of threat being
initially targeted and leveraged in these cases include
ransomware, Distributed DoS (DDoS), brickers, botnets and
also cross-platform malware or threats, many of these were
able to be leveraged due to lack of awareness in implementing
appropriate security mechanisms and often products of
insecure development practice in the products themselves [4].
Insecure development practices include the use of insecure,
predictable or hardcoded default settings or credentials and
the use of insecure technologies or ecosystem interfaces, such
as Application Programming Interface (API's).

Whether an IoT system is targeted in a consumer,
commercial, industrial, healthcare or other type of setting
there can be a variety of severity of threat facing it ranging to
severe and even life-threatening from potential compromise.
There has been widespread incorporation of IoT solutions in
sensitive or critical settings across industry sectors including
utilities, industrial and healthcare. In these settings, one
vulnerable IoT endpoint could allow for propagation of threat
which dependent on the system concerned could manifest into
a significant increase in damage or disruption. There have
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already been severe examples of the exploitation of critical
IoT systems through the use of malware. One of the first
recognised examples of this would be the Stuxnet incident in
2010 where malware was used to compromise critical ICS
systems in an Iranian Nuclear facility [64] in Natanz, with
many researchers and officials suggesting the incident being
attributed to a collaborative operation between United States
and Israeli forces.

A more recent example of the use of malware in
compromising [oT systems is the Mirai botnet malware which
was reported in one instance to have compromised around
300,000 devices to leverage a botnet to deploy various DDoS
flooding attacks that were reported to reach volumes of over
1 Terabits per second (Tbps) [19]. Other examples include the
Bricker malware variants Brickerbot and Silex that corrupt or
overwrite areas of compromised devices to leverage DDoS or
Permanent DoS (PDoS) or ICS capable targeting malwares
including the Lemonduck, Industroyer or BlackEnergy
variants. These will be discussed further in the following
sections of the paper.

Due to the varied nature of the IoT landscape and also the
widespread use of certain types of devices or technologies,
another factor of compounded threat is the increasing
emergence of CVE threats against widely used software,
hardware or communication technologies like Wireless, 4G,
5G or Bluetooth. A good example of this is the recently
discovered vulnerability in the Thales m2m module (CVE-
2020-15858) [5], which is widely used in Wireless loT
technologies. Vulnerable widely used software has also been
shown to be an example of this in the various OpenSSH
vulnerabilities [6] that allow compromise of endpoints for use
in generation and forwarding of malicious traffic or the recent
Key Reinstallation Attack (KRACK) vulnerability [7] that
allows reinstallation of cryptographic keys to hijack wireless
connections. There have also been vulnerability disclosures
in Bluetooth technologies, such as the Bluetooth
Impersonation Attacks (BIAS) [8] or Key Negotiation of
Bluetooth (KNOB) [9] CVE disclosures and also
vulnerabilities in cellular technologies including potential
interception and eavesdropping through exploitation of the
Recovering encrypted Voice over LTE (ReVOLTE)
vulnerability [10] or other methods.

Another significant issue is the emergent threat to loT
systems of cross platform malware, these variants have the
ability to compromise different architectures and types of
systems. Combination of such variants with bricker or
ransomware payloads could represent a notably increased
threat to an IoT system. Malware targeted at [oT presents a
heightened threat towards potential intrusion through a single
vulnerable endpoint’s presence, a wider variety of potential
CVE threats and a likely increased number of devices to
target. This all provides a much larger threat surface that
malware authors are capable of utilising in targeting and
development of a malicious threat payload in order to
translate to as substantial compromise as possible which can
often amount to the compromise of millions of IoT devices.
There has already been a collection of malware threats
discovered successfully leveraging exploitation of IoT
systems, such as bricker variants including, Brickerbot [11]
and Silex [12], botnet malware including Mirai [13] or
Hajime [14] and also ICS or Supervisory Controller and Data
Acquisition (SCADA) threat capable malware including the
LemonDuck [15], Industroyer [16] and BlackEnergy [17]
variants.

Malware threats are capable of deployment against a
target using a wide range of exploitation methods with
popular techniques including the use of Remote Code
Execution (RCE), process injection techniques or fileless
compromise methods, or the use of social engineering,
phishing campaigns or Hypertext Markup Language (HTML)
smuggling to leverage deployment of malicious payloads
[20].

It is also important to note that some variants will use
what is known as a zero day, this is an exploitation method
that has not been previously observed or recorded.

There are various methods that can be used for the
analysis of malware, these are categorised into static,
dynamic and hybrid techniques. Static analysis of a malware
source is where a malware payload is analysed using passive
techniques like hashing and file header, strings, dependencies
and source analysis. Dynamic analysis of a malware source
will utilise behavioural analysis techniques to monitor system
and network activity during the malwares execution. There
are also hybrid analysis methods that utilise other advanced
techniques like disassembly where the source code can be
reverse engineered and memory analysis or debugging which
will allow live interaction with a running program or in this
case malware. These methods allow extraction of evidential
artefacts, such as hashes of unique signatures of files and
Indicators of compromise (IOC's) which are unique system or
network evidential artefacts that show evidence of
compromise. These can be used to create what is known as
Yara detection rules which can be used by Intrusion Detection
Systems (IDS) and Anti-virus software as detection rules for
classification. Using dynamic methods like memory or
behavioural analysis and reverse engineering the tactics,
techniques and procedures (TTP's) used by a malware threat
can also be distinguished which again can be used for
response, classification and detection.

IoT malware has the advantage of being able to target a
larger threat surface in exploitation of IoT systems, this is due
to the larger numbers of limited capability devices which
constitute a typical IoT architecture and also a wider variety
of hardware, software or networking technologies being
present to target in comparison to a traditional computer
network.

This can result in a higher potential in commonality of
presence of vulnerable software, hardware or network
technology components due to the increased amounts of
devices or components in some [oT systems. This can create
the potential for the threat to be exponentially increased
particularly the more evolved that IoT malware variants
become. The FLocker [42] Android ransomware, Trickbot
[43] botnet malware and the LemonDuck [15] [44]
cryptomining malware are recent examples of these types of
evolving malware with modular or advanced capabilities.
There have been sustained discoveries of vulnerabilities
across consumer, commercial, industrial, healthcare and other
IoT products in recent years with various high-profile vendor
products being concerned including Amazon [26], Apple
[27], Fitbit [28], Google [29] [30] and Ring [30]. There have
also been vulnerabilities discovered in various automotive
manufacturers products, such as BMW [32], Chrysler [33],
Ford [34], Honda [35], Jeep [33] and Tesla [36] vehicles that
allowed intrusion through keyless hacks or replay attacks,
compromise of the vehicles Electronic Control Unit (ECU),
hijacking control of the vehicles lights, wipers, locks,
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dashboard readings and even the vehicle's steering, gearing,
and braking controls.

The evolution of the IoT has seen with it the emergence
of a variety of malware threats including botnets,
cryptominers, brickers, and ransomwares with recent case
examples including the well-known and now evolved Mirai
botnet malware [21], the Darlloz and Muldrop cryptominer
malwares [22], the Brickerbot [23] and Silex [22] bricker
malware variants and also recent ransomware compromises
against high profile consumer targets including the
WastedLocker Ransomware [24] used in the attack against
Garmin in 2020 [25].

Many initial examples of compromises were often

products of insecure development or deployment, however
there is also an increasing use of CVE's [62], zero-day threats
or more advanced threat vectors being utilised for example
cross-platform malware or complex malware with modular or
advanced capabilities [15] [45] [46] [47].
An additional concerning threat to the IoT is the emergence
of collections of vulnerabilities identified in widely used
Transmission Control Protocol/Internet Protocol (TCP/IP)
stack libraries by IoT devices. These include the Ripple20
[37], NAME:WREK [38], NUCLEUS13 [39], ANMESIA33
[40], and URGENTY/11 [41] disclosures. These collections of
threats contain differing amounts of vulnerabilities in a
number of vendors products including HP, Schneider
Electric, Intel, Rockwell Automation, Caterpillar, Baxte and
many others across medical, transport, industrial,
commercial, utilities, and consumer IoT products. These
concern CVE's in protocol or TCP stack vulnerabilities that
allow leveraging of DoS, corruption of memory and code
execution capabilities against a target and are estimated to
amount to billions of devices being at risk.

The collection of previously discussed issues presents an
expanded threat surface facing these environments which can
imply an increased severity or wider propagation of threat to
a target network through the presence of a single vulnerable
endpoint making malware a more pervasive threat to IoT
systems or networks in comparison to traditional computer
networks.

This paper aims to present a review of the variance of the

malware threats facing the IoT and provide understanding of
the evolvement of the threat landscape and the range and
severity of potential compromise possible.
This will be achieved by providing a taxonomy of the range
of existing [oT malware threats in a review of emergent trends
and research with analysis of example variants and a case
study of analysis of two recent significant malware threats to
industrial IoT in the BlackEnergy and Industroyer malware
variants. This research aims to provide the reader with an
awareness of the malware threat landscape facing the IoT and
an awareness of the capabilities that these variants of malware
can possess. It also aims to improve levels of confidence in
capability of analysis and ability of identification of
countermeasures or advisory measures if performing analysis
of similar types of threats.

The remainder of this paper will be structured as follows,
the following section will look at an examination of related
academic literature. Subsequent sections will include a case
study analysis section looking at the analysis of two IoT
malware variants. This will be followed by a discussion
section providing summative and critical discussion of the
research explored and the findings after which a short
conclusion section is provided.

II. LITERATURE REVIEW

The following section will review related research in the
fields of IoT malware and attacks against IoT solutions as
well as recent proposed approaches or solutions for detection
and analysis of [oT malware.

A particular issue with malware threats and analysis is
attribution. Research by Jinchin Choi et al [60] looks at the
area of IoT malware with a concentration on vulnerable
endpoints and dropzones used in the deployment of malware
threats to IoT endpoints. The study uses 2.423 IoT malware
samples from 4 families of malware including Gafgyt,
Tsunami and LightAidra [61]. By reverse engineering the
samples using the Radare2 open-source framework and other
tools including Censys, Shodan and UltraTools the extraction
of strings provided identification of dropzones and target IP
addresses. These were used to identify patterns or
commonalities in geolocation or ports and services used in the
samples and also to identify commonalities in targeted CVE
threats.

A dropzone is an area of network address which is
categorised and grouped by geographical location. Dropzone
addresses were identified and categorised through entries
noted as being linked to specific data transfer technologies.
Target network addresses are listed also. These addresses are
then grouped by the family of malware. This helps to identify
common Indicators of compromise IoC's and highlights the
potential implications that a compromise can have in regard
to the scale or severity depending on the system compromised
and highlights how large scale distributed and decentralised
attacks can be enabled through propagation, amplification or
reflection. It is important to identify IOC’s as these can map
to suspicious or malicious host, network or file-based
behaviours and dictate the level of potential severity an
exploitation of these is capable of. Some of the dropzone
address are noted as not having current data, this could mean
that some of these are networks could have either been taken
down or modified due to being previously compromised but
also as the study notes this can mean that a dropzones
operation can be dynamic or "short-lived - long enough to
carry out an attack and short not to be detected". This
highlights that the speed of analysis is important to ensure the
most complete and accurate understanding of activity and
behaviour can be captured.

A large number of target network addresses are noted as
being shared between dropzones potentially due to attackers
using the same methods of acquiring targets or this could also
be possible due to the same malware being hosted or passed
from different dropzones. This research provides a good
understanding of the types of vulnerability being exploited in
IoT endpoints and shows the top 5 dropzones per number of
target [P addresses include the UK, US, Canada and France.
The results also showed a large distribution of US based
target entries pointing to China, Vietnam and Brazil.
Research from Imperva Incapsula states that these 3 countries
were heavily affected by compromises from the Mirai botnet
malware. This is useful as it allows patterns in targeting and
deployment used by the 4 malware families to be identified.
The analysis is useful but is considered limited due to the
restricted and slightly dated collection of variants used.

The broad subject of IoT Attacks and Malware is explored
in research by Anand Mudgerikar and Elisa Bertino in [2], the
work explores the types of existing malware and the methods
of exploitation they use in attack and classifies types of attack
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on IoT systems and networks into the categories of
Passive/Information Stealing Attacks, Service Degradation
Attacks and botnet-based attacks. The study notes the
emergence of variants of IoT ransomware or jack-ware and
that these variants of malware differ from traditional variants
that will simply perform a DoS until the demanded ransom
payment is provided. Many of the emerging examples will
generally perform full-disk encryption or overwrite critical
areas of memory to completely disable the system or service.
This is bricker malware, the recent Brickerbot and Silex
variants are two of the first examples of this type of variant.
The research also provides further analysis of the methods
used in the exploitation of [oT targets by malware categorised
as Degradation based attacks, Network level attacks and
Application-level attacks.

The work presents an informative look at some of the
types of existing threat and variants of malware facing IoT
systems and networks. Jamming, Node Tampering, Tag
cloning, such as Radio Frequency Identification (RFID) and
Injection are noted as types of Degradation-based attacks.
Insider based attacks, Sinkhole, routing, flooding, injection
and authentication-based attacks are listed for Network level
attacks and for Application-level based attacks list flooding
and types of malware including cryptomining, ransomware
and brickers as being common trends. One recommendation
is the use of Al based IDS solutions for detection of
components or patterns from kill chains and identification of
reconnaissance, intrusion, exploitation, lateral movement,
obfuscation, or ex-filtration parts of an attack, although this
type of capability is not always available.

In "An Analysis of the use of CVE’s by loT Malware" by
Raphaél Khoury et al [62], research explores an analysis of
27 variants of IoT malware that have emerged between 2008
to 2019 with the concentration on their use of known or
recorded threats known as CVE's. Thirteen of the variants
analysed used methods such as dictionary attacks, abuse of
insecure development features or default configurations and
1 variant used an unrecorded vulnerability exposure although
it may just be that the CVE is not contained in the database or
data source used.

The main types of threat recorded as being leveraged
against IoT systems are identified as being DoS, sabotage,
espionage and cryptomining. A list of botnet malware is also
provided with the concerned CVE's that they target. From the
results gathered the authors note that it is common for
malware developers to consult CVE databases to identify
exploitation methods for use in development of [oT malware
payloads. This has become more prevalent since 2016 and
there appears to be a trend towards the use of less complex
CVE's to leverage compromise with just 3 of the samples in
analysis having a high complexity score for execution for the
Common Vulnerability Scoring System (CVSS). This means
more variants are utilising techniques that will allow low to
zero touch interaction in order to be successfully deployed
against a target. There are 2 versions of the CVSS system that
are used, these are V2 introduced in 2007 and V3 introduced
in 2015. Out of the samples analysed, 92.1% scored against
the V2 system and 93.8% of samples scored against the V3
system show the use of CVE's that do not require user
interaction to leverage. A common technique used by hackers
is to look for low hanging fruit and to be able to leverage
exploitation with the most ease and least noise or interaction
with the most expansive coverage. The top Common
Weakness Identification (CWE) listed as being compromised

by malware include improper input validation, improper
control of generation of code, improper neutralization of
special elements used in an Operating System (OS)
command, improper neutralization of special elements used
in a command, improper restriction of operations within the
bounds of a memory buffer and improper authentication.
These account for 67% of cases showing that there is a
significant issue with regard to insecure development and
operational practices in the deployment of IoT solutions.

Another analysis of IoT malware threat is provided by
Ibrahim Gulatas et al in [63], this provides the analysis of
samples of 64 IoT malware families that have been identified
between 2008 and 2022 looking at the variance of features
including the architectures targeted, deployment methods,
vectors of attack and methods of persistence. 80% of the
malware samples offered botnet capabilities with the other
20% using sabotage, cryptomining or data exfiltration
techniques, 19% of the samples contain multiple threat
payloads or have multiple threat capabilities. 49 and 48 of
the 64 samples variants target the Advanced RISC Machine
(ARM) and Microprocessor without Interlocked Pipe Stages
(MIPS) processor architectures with 41 targeting Intel based
architecture. The research provides an informative summary
of the 64 IoT malware variant families covered organised by
the previously mentioned categories and also the types of
consumer, commercial and industrial IoT devices that each
malware is known to target. This is a valuable piece of
research that allows reviewal and comparison of the
collection of IoT malware variants covered and their
adversary behaviours. Many of the example variants covered
deploy botnet or cryptominer threat payload capabilities in
compromise of a target, with other variants objectives being
focused on espionage or data exfiltration activities against
targets and also a few variants identified with bricker
payloads. These identified variants are capable of targeting a
wide range of types of IoT devices including Digital Video
Recorder’s (DVR's) and IP or webcams, Routers, Network
Attached Storage (NAS) devices, toys and also SCADA
control systems. Notably, the Hydra and ChuckNorris
malware variants discovered around 2008 were some of the
first identified examples of malware targeting IoT devices,
these both used Internet Relay Chat (IRC) based, Command
and Control (C&C) servers and dictionary attack methods
against insecure services present on targets to leverage botnet
capabilities including further propagation of threat payloads
or deployment of DDoS attacks. Later examples including
Gafgyt in 2014 and Mirai in 2016 were also capable of
targeting IP cameras, NAS devices and DVR's to leverage
botnet compromise.

One of the first IoT cryptominer malware identified
around 2013 named Darlloz targeted set top boxes, toys and
webcams devices and used a PHP Hypertext Processor (PHP)
Common Gateway Interface (CGI) vulnerability to leverage
RCE on the target device to mine cryptocurrency. Bricker
malware variants, such as the Brickerbot malware identified
around 2017, used various threat vectors to target smart bulbs,
toys and webcams and are also noted as an emergent trend in
more destructive malware. One other variant of note is the
VPNFilter malware identified around 2018 that is capable of
targeting SCADA control systems in order to leverage
hijacking or Man in The Middle (MiTM) capabilities or
bricking of the target device by overwriting critical
operational areas of memory to leverage Permanent DoS
(PDoS). Other interesting findings from the research include
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proposal of the identification of four main malware families
of Hydra, Tsunami, Gafgyt, and Mirai to be established as
initial parent families in the evolution of development of [oT
malware and as milestones with many of their behaviours or
features being adopted by emerging variants.

A good point noted in the research is the emergence of
cross-architecture malware that contain different payloads
where required for targeting different Central Processing Unit
(CPU) architectures, this presents a significant issue for
detection of a signature of the malware as there will
essentially be different signatures for the same variant
through mutation of the signatures dependent of the CPU
architecture of the target environment. This combined with
the increasing variance in attack vectors along with the
adoption of more advanced methods of obfuscation and
communication present significant challenges for future
intrusion detection for IoT systems and networks.

A timeline of historical Cyberattack incidents against ICS
networks is provided by Kevin Hemsley and Ronald Fisher in
[64], this work presents a timeline of significant Cyber
incidents against Industrial Control Systems or Industrial IoT
(IToT) between 2010 and 2017, a number of these cases
discussed in this following section involved significant or
widespread compromise through the use of malware and also
provide a good perspective of examples of relevant cases of
malware threat against industrial IoT systems.

A.  Stuxnet—2010

One of the first suggested uses of state sponsored Cyber
warfare against an industrial facility was reported in 2010,
this was an operation that is proposed by many researchers
and officials to be attributed to US and Israeli allied forces
[68]. This deployed a Cyber-attack operation using the
Stuxnet Malware against the Natanz Nuclear facility in Arak,
Iran with the aim to disrupt or disable their nuclear weapons
production capability, this was also known by the codename
Olympic Games.

The attack exploited zero-day vulnerabilities in the
Windows 7 Server Message Block (SMB) protocol and
Siemens SCADA controller software technologies using a
worm malware deployed from a removable Universal Serial
Bus (USB) device. The malware established propagation of
threat through the deployment of a rootkit and the use of
fraudulently obtained digital certificates to allow further
propagation of threat to be deployed from a remote C&C
server. It also used other methods of evasion including
injection of false data to provide legitimate looking readings
from the Programmable Logic Controllers (PLC's) to the
Human-Computer Interface (HCI) whilst performing covert
corruption of the controllers of the facilities uranium
hexafluoride centrifuges to instruct them to run a speed’s that
exceeded their operational capacity [64]. This resulted in
reportedly a fifth of the centrifuges being damaged and failure
of the facility and in turn the uranium enrichment program
and marks one of the first recorded uses of state sponsored
cyber threat to cause significant damage to critical
infrastructure in a conflict setting [18].

B.  Night Dragon — 2010

Also in 2010, a malware named Night Dragon was used to
target oil and energy companies through phishing campaigns
that deployed compromise of the Windows Active directory
and operating system to allow for privilege escalation and

propagation of threat through the injection of a Remote
Access Trojan (RAT). This enabled further compromise and
sensitive data exfiltration through Dutch and US based C&C
servers [18]. Whilst this malware did not directly compromise
the IoT or industrial control systems it could have allowed
hijacking of the Human-Machine Interface (HMI) of the
control systems through the remote desktop capabilities using
the RAT component and highlights that there are various
vectors of attack that can be used in order to gain compromise
of such critical systems. A similar example of this type of
vector of attack is the Duqu malware that appeared shortly
after the Night Dragon variant in 2011 [18] [64].

C. Shamoon — 2012

Another variant similar to the Night Dragon and Duqu
malwares was the Shamoon malware that targeted energy
industry giants including RasGas and Saudi Aramco in 2012,
along with intrusion and compromise to exfiltrate sensitive
information the Shamoon variant caused destruction to the
Master Boot Record (MBR) partition table and storage space
by overwriting them with random data effectively disabling
systems [68]. The malware also presented a graphic of a US
flag on fire on the compromised system. In August 2012,
Saudi Aramco were attacked with around 30,000 systems
reported to be compromised. About a week and a half later
RasGas were compromised by the malware. Further attacks
were reported against Saudi Arabia’s civil aviation agency in
2016 which reportedly resulted in the loss of data from
thousands of systems [18] [64]. Again, this malware did not
provide the direct compromise of ICS or IoT systems
although it did provide the potential to be capable of this
through an indirect vector of attack.

D. Havex— 2013

Another malware that has targeted ICS systems around 2013
is a RAT malware named Havex. This variant was capable of
enumeration of systems, shares and ICS devices through
exploitation of the Distributed Component Object Model
(DCOM) based version of the Open Platform
Communications (OPC) protocol. It was also capable of
using a C&C server to propagate further exploitation. A threat
actor tracked as EnergeticBear who are linked to Russian state
intelligence services are proposed as being connected to the
malware campaign. This shows another example of these
types of attacks being proposed as being attributed to or
deployed by state sponsored or linked actors and the
capability to compromise critical infrastructure environments
[64].

E. BlackEnergy — 2014

A malware variant named BlackEnergy was identified
targeting the HMI's of ICS systems of the Ukrainian utilities
provider Prykarpattyaoblenergo in 2015. The malware was
proposed to be linked to a threat actor group affiliated with
Russian intelligence services tracked as Sandworm and was
suggested to have been active since 2011 and targeted
multiple ICS vendors including Siemens and General Electric
(GE) [64]. The malware carried out enumeration of shares
and local or removable storage in order to attempt
propagation of threat and DDoS attacks to disrupt services. A
further variant of the malware identified as BlackEnergy3
with extended capability was reported to have compromised
a further Ukrainian energy facility to cause an outage
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resulting in mass blackout [17] [73]. This malware was also
reported to have been successful in targeting rail and mining
infrastructure in Ukraine [68]. The attack was reported to
have lasted a few hours and may not seem long, but it should
show that the potential damage that an attack of this type
could cause could be catastrophic.

F. Industroyer — 2016

In December 2016 a second attack against another Ukrainian
utilities provider occurred using a variant of malware tracked
as Industroyer or CRASHOVERRIDE [64] [68]. The
malware used a firmware rootkit, hijacking of Virtual Private
Network (VPN) connections and modules that target ICS
specific protocols including the International Electrotechnical
Commission (IEC) 101, 104, 61850 and OPC protocols to
leverage compromise and also provided support for targeting
Distributed Network Protocol 3 (DNP3) [15]. The malware
targeted circuit breakers of Remote Terminal Units (RTUs) in
substations with the aim of causing sustained outage to
Uninterruptible Power Supply (UPS) controllers by causing
circuit breakers in 30 substations to trip reportedly affecting
around 225,000 customers resulting in mass outage of
services in Kiev. Similar to the BlackEnergy3 attack in 2015,
technical help services were targeted with DoS at the same
time as the malware deployment to hinder any assistance
being acquired and to maximise the effect of the outage which
was reported to have lasted a few hours [69].

G. NotPetya — 2017

In 2017, the NotPetya malware was identified as being
responsible for one of the most economically destructive
Cyber-based attacks in history across the Ukraine with
reportedly around 10% of the computer systems in the
country being compromised along with economic damage
amounting to 0.5% of the Ukraine's Gross Domestic Product
(GDP). Similar to the Petya malware the NotPetya variant
used the EternaBlue and EternalRomance exploits to leverage
access and carried out encryption of target systems however
the NotPetya variant differed in that its aim was to corrupt
systems by carrying out irreversible encryption of
compromised targets MBR's in turn disabling the
compromised system from booting [64]. The malware also
targeted middle eastern Industrial control safety systems and
many others with victims across airline, banking,
government, healthcare and utilities sectors identified across
65 countries. Some of the high-profile targets compromised
included FedEx, Maersk and Rosneft with damage
estimations proposed of around $10 billion [68]. The
NotPetya malware was again proposed to be linked to
Russian state backed or affiliated threat actors the Sandworm
group [48].

H. Triton/Trisis — 2017

Also in 2017, Cyber security analysis firms Symnatec and
FireEye along with others reported the emergence of a
malware variant known as Triton, Trisis and also HatMan.
The threat framework targeted Middle eastern Industrial
control safety systems with the aim of compromise of safety
instrumented systems of the manufacturer Schneider
Electric’s Triconex [68] [49].

Triton was capable of modification of the in-memory
firmware of the targeted device and injection of further
malicious payload allowing access to memory contents,

process corruption and RCE through malicious packet
injection [70].

Triton is one of the first examples of a payload that targets
specific types of industrial safety systems, this is particularly
dangerous as it poses a significant threat to ICS systems and
the safety systems defending them as well as the critical assets
or human lives they are protecting [64]. The fact that more
of these examples are being described as frameworks presents
that the complexity and capabilities of these types of malware
variants is significantly evolving.

Research in [65], by Shalia Sharmeen et al, looks at the
security of mobile devices as part of an IoT network in
particular the suspicious system and API calls and
permissions that can be accessed by Android malware. The
work notes various potentially suspicious system calls,
permissions and API calls that's presence could be considered
suspicious depending on the case. This is useful for
developers or security practitioners unfamiliar with this.
Some of the suspicious system calls listed including
UMASK, FCHOWN32, FSYNC, SYS224 and SYS248 could
be of interest and potentially appear suspicious as it is
common for malware to use uncommon or obscure routines
or methods to attempt to carry out malicious operations in a
stealthy manner. There are however various listed that are of
clear commonly legitimate use with examples including
MKDIR and CONNECT, RENAME and SOCKET. It also
notes various potentially suspect API calls and permissions
although many of these are genuinely used but could be of
use to be aware of. Overall, the work does present a useful
look at potentially suspicious system call presence in Android
software.

A comparative analysis of five of the most high-profile
malwares capable of targeting ICS systems is provided by
Yassine Mekdad et al in [74] with a comparison of the
Stuxnet, Havex, BlackEnergy2, CrashOverride, and TRISIS
malware. The TRISIS malware is another example of ICS
capable targeting malware that uses two CVE's (CVE-2018-
7522, CVE-2018-8872) to target exploitation of Triconex
safety systems [68]. The paper presents a two-layer approach
of analysis of ICS malware with a cyber threat intelligence
layer that maps indicators in the ICS kill chain of the example
and a hybrid analysis layer of static and dynamic analysis.
The solution uses Cuckoo sandbox to perform the automated
Static and Dynamic analysis of the malware samples along
with a threat analysis gathering stage to identify the "intrusion
activities and their complexity" used in the example. This
solution could prove to be valuable however the sandbox may
present significant issues in versatile analysis of different
samples aimed at varied or multiple architectures and may
require development of a Sandbox environment specific to
this.

Another useful approach for analysis of [oT malware is
presented by Gaurav Pramod Kachare et al in [66], the
research presents a solution that proposes to address the lack
of presence of versatile sandbox environments for performing
reverse engineering or analysis of loT malware. There are
some existing sandbox analysis solutions for loT including v-
sandbox, IoTPOT and Executable and Linkable Format
(ELF) analyser although these solutions possess
shortcomings in capabilities or some kind of constraint, such
as being specifically scoped to ELF files, unable to perform a
particular part of analysis or unable to address certain Anti-
Virtual Machine (Anti-VM), Anti-debugging, evasion or
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other advanced or unseen techniques presented by particular
malware variants.

The challenge is to create the most legitimate and secure
testing and emulation environment that allows a realistic
execution environment to trick the malware into running and
to allow the most legitimate and effective analysis potential.
The research presents a conceptual design for a Sandbox
solution for reverse engineering and emulation of IoT
malware that allows static, dynamic and network analysis to
extract features from the concerned malware sample. This
research aims to provide solutions to address some of the
previously noted shortcomings in existing solutions including
providing the capability to be able to support emulation of
multiple CPU architectures and performing advanced
analysis of system and network data.

The proposed solution is capable of analysis of a malware
sample using various static, network and real time or dynamic
analysis techniques to extract features from the example,
these features from the malware binary files are converted to
8-bit vector image files then to grayscale images generated
from the grayscale vector values provided. Convolutional
Neural Networks (CNN) are then used to attempt to provide
accurate classification and generate automated reports.

It is arguable that the proposed solution is more effective
than other known approaches in analysis, the research has
promise in capability and for analysis of large batches of
samples and it does appear to be more versatile compared to
some existing solutions like v-sandbox, [oTPOT, IoTBOX
and ELF analyser. Issues that could present challenges to the
proposed solution include evasive or complex malware or
zero-day threats and the ever-existing issue of false positive
classification. The conceptual solution presented could
provide a useful system that can attempt much of the heavy
lifting in extraction of interesting or suspicious features from
provided suspect malicious samples for further investigation.

A review of some of the recent approaches being explored
in the detection of loT malware is presented in the work by
Sangeeta Kakati et al in [67]. The work notes that across [oT
environments a significant percentage of devices use Android
based operating systems including Electronic Chart Display
and Information System (ECDIS) and Automatic
Identification System (AIS) maritime systems, automotive
solutions and also smartphones, watches, toys, smart
television’s as well as various other smart appliances.

The survey discusses various detection approaches discussed
in recent research including traditional static, dynamic or
hybrid analysis using feature extraction or analysis of
suspicious Opcode, string patterns or API calls accompanied
by machine learning classification techniques like Support
Vector Machine (SVM), K-Nearest Neighbours (KNN) and
fuzzy and decision tree methods with varying proposed
classification accuracies of around 95 to 99%. It also
discusses other machine learning assisted methods using
Blockchain or CNN techniques. Blockchain technologies can
be of use due to the distributed nature of ledgers which could
present a useful resource that could assist in ensuring ease of
access, portability and integrity of data or authentication in
IoT settings. The study cites various methods for using CNN
for classification. A method where the malware binary files
are converted to 8-bit vector files then to grayscale images
similar to the research in [66] is noted. These signature files
were then processed with a CNN model with an accuracy of
around 95 to 98% classification accuracy. While these
methods are useful for batch or high-level analysis there

would likely be issues in the analysis of cross platform
malware or advanced variants using techniques like staged,
polymorphic or metamorphic payloads.

Some of the examples discussed in the related works

present useful areas in research and promising opportunities
in the potential advancement in classification and detection of
IoT malware. However, there remains problematic
challenges of cross-platform variants, zero-day threats, false
positive classification and the countering of obfuscation, anti-
reversal and other deceptive or evasive measures employed
by advanced threats.
Feature analysis or identification and classification of IoT
malware studies also show that IoT malwares are becoming
more complex advancing adversarial behaviours including
smart and cross platform threats and poly and metamorphic
payloads as the security of IoT systems and networks is
beginning to be more considered.

M. CASE ANALYSIS

The following section will present an analysis of the
BlackEnergy and Industroyer malwares and aims to provide
a technical understanding of the two variants which are two
of the most recent and significant malware threats to
industrial [oT systems.

A. BlackEnergy

The BlackEnergy malware has evolved from the first variant
in 2007 which primarily concentrated on the deployment of
DDoS to further spamming and reconnaissance capabilities
being provided in the second variant. The third generation
has further evolved to support a modular architecture and
significant Advanced Persistent Threat (APT) capabilities.
Research by K. Stoddart in [68] notes the BlackEnergy?2
threat as being “identified in energy-sector systems
worldwide” around 2014 and was suggested to be primarily
targeted at Ukrainian infrastructure with many intelligence
and security researchers suggesting the threat being attributed
or connected to the Sandworm group linked to Russian
intelligence services.

The BlackEnergy2 variant appeared around 2010 and
uses process injection and rootkit techniques to deploy its
payload and provides an evolved modular structure with
additional enumeration and reconnaissance abilities. This
means the malware has expanded capabilities that can be
deployed as required by target making the payload more
efficient and also more complex to perform analysis for
reverse engineers. It was used in an attack against Ukrainian
power grid infrastructure in 2014 and was capable of
targeting various vendor specific HMI products including
Siemens SIMATIC, Advantech/Broadwin WebAccess and
GE CIMPLICITY.

BlackEnergy?2 is distributed through a malicious email
attachment which deploys a Trojan containing 8 imported
Dynamic Link Libraries (DLL's) and 164 functions and uses
further propagation and privilege escalation to leverage
authenticated connection to SCADA HMI's to allow injection
of commands to open circuit breakers and cause outages.

The BlackEnergy3 variant employs a method of
exploitation that targets abuse of the parsing of INF
configuration files through a known CVE (CVE-2014-4114)
in the Object Linking and Embedding (OLE) packager held
in the Windows packager.dll that allows sharing of media
between office and other applications. The vulnerability
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allows possible injection of malicious macros to Microsoft
Office documents with a potential to leverage RCE against
the target. Microsoft has since patched this vulnerability
however it is still a relative threat as it is still possible to
engineer a target into enabling the macros in a file.
BlackEnergy3 was listed as being present in a Ukrainian
energy providers infrastructure that was victim to an attack in
2015 causing an outage in a report by the US department of
Homeland security. It was used to perform 3 simultaneous
attacks against substations of DTEK Kyiv Region Grids
(formerly PJSC Kyivoblenergo) which opened breakers,
corrupted hardware and performed DoS against response
services. The attacks resulted in seven 110 kV and twenty-
three 35 kV substations being disconnected for around three
hours and caused outages for approximately 225,000
customers across 3 different providers.

An analysis of one of these attacks is provided by the
Electricity information sharing and analysis center (ESIC) of
SANS in [73] which suggests that a collection of factors
contributed to the ease or capability of intrusion or
compromise including a lack of 2-factor authentication of
VPN connections and a lack of capability in network
monitoring facilities, such as IDS or Intrusion Prevention
Systems (IPS). The attacks were deployed through spear
phishing campaigns to gain access to the IT or business
networks of the providers, this was achieved through a
payload embedded in a malicious Microsoft Excel or Word
office document. On acceptance of a request to enable
macros an embedded malicious macro in the document is then
executed which will initiate the process of deploying the
BlackEnergy payload. The malware then pivoted through the
network with harvested credentials, abuse of VPN accounts
and use of native tooling or living-off-the-land techniques to
access the ICS segments of the network. This then allowed
injection of malicious instructions to HMI's in the SCADA
network segment to open breakers in substations while also
deploying a KillDisk payload to delete the MBR of
compromised devices and leveraging corruption of network-
connected UPS equipment by injection of malicious bricking
firmware to serial to ethernet controller equipment which in
turn would disable the equipment raising power outage. An
attempt at preventing direct remote response by deploying
telephony DoS attacks against call center response services
was also carried out. It is suggested that the attackers were
knowledgeable of RTU equipment or able to enumerate
infrastructure through precursor attacks or persistence to be
able to target firmware of the serial to ethernet hardware and
also achieve successful interaction with the variance of
Distributed Management Systems (DMS) in the targets
attacked.

An analysis of a sample of the BlackEnergy3 source is
provided by Udi Shamir on behalf of SentinelOne in [73]. A
malware author will usually attempt to obfuscate as much of
the malicious source as possible however analysis of a sample
of the BlackEnergy variant has shown the presence of entries
left in the FONTCACHE.DAT file that provides the address
location of the sources Program Database (PDB). This allows
the program to be analysed with static analysis tools or
connected to a debugger to investigate evidence including the
addresses of functions, inspection of variables, parameters or
pointers or general inspection of source. Further inspection of
the malicious samples OLE structure shows an attached
macro present, the extracted macro contains the BlackEnergy
payload in chunks as arrays, these segments are reassembled

then the payload is executed. The beginning of the arrays
shows the values 77 and 90 contained, these are 4d SA in hex
which are the magic number identifier for DOS executable.
The reassembled source contains two Portable Executables
(PE) named rundll32.exe and FONTCACHE.DAT. This is
the mechanism the threat will use to deploy.

The payload will run from the macro to deploy an
executable which will deploy the rundll32.exe if not present.
The rundlI32.exe is a native Windows tool for running DLL's.
This will then be used to run the desired DLL, in this case the
FONTCACHE.DAT file. This file contains a disguised
network sniffing utility which is run using rundll from a
startup menu Ink shortcut and registry entry with the
ShellExecute Windows API to deploy a further malicious
payload. This allows the payload to be run on boot.

push [ebp+pszPath]
push
call ds
test eax
jz
mov
mov
push
push
mov
call
mov
test
j=z
lea
push
push
call
mov

GetSpecialFolderW

Startup menu path
extraction

loc_5614BE
ds:LocalAlloc

SizePointer]
L 1alloc

loc_5614BE
bp+SizePointer]
. sizer

:GetAdaptersInfo e
:LocalFree Adaptor
footprintintg
jnz

loc_54149F
push ed H

; hMem

Figure 1: Initial enumeration by source

The sample carries out various actions to attempt evasion and
possibly hinder debugging in performing obfuscation through
the use of a CryptDecrypt() function and also performing a
check using a call to the SetUnhandled ExceptionFilter API
to check for the presence of a debugger. The source checks
the available network adapters on the target system using an
API call to GetAdapterinfo. This call can be seen in Figure
1. This is then provided as a parameter to the previously
mentioned startup menu Ink entry to rundll to define the
network adapter to use.

An entry is also injected to target system registry at
Software\Microsoft\Windows\CurrentVersion\Explorer\Shel
1 to allow execution on startup. When the rundll call is made
on execution of the Ink shortcut entry a process is spawned to
kill the original process running the malicious macro and
delete the original dropped malicious office file. The attack
routine then makes multiple attempts to run the disguised
WinPcap service from the FONTCACHE.DAT file using a
call to OpenSCManagerA, OpenServiceA, StartServiceA,
LoadLibrary or with W appended to the function for wide and
also attempts evasion through the use of crypter() and sleep()
functions.

This allows the payload to be capable of extensive
network sniffing and subversion abilities. Analysis of the
source provided in [73] shows the corresponding registry
entry of OpenSCManagerW being modified. If successful,
this will allow further reconnaissance or control through C&C
services. Figure 2 below shows the macros execution, this
will be run from the startup registry entry setup in the
previous step, once this has executed the macro will deploy
the BlackEnergy payload to complete the intrusion kill chain.
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2961666 |rCALL to CreateProcessA from vba_ma_1l. Wb61660
8F334 || ModuleFileName = “"C:\Windows\system32\cmd.e
8EE20|| CommandLine = "/s /c "for /L i in (1,1, 1@@) do (d
pProcessSecurity = NULL
pThreadSecurity = NULL
(| InheritHandles = FALSE
CreationFlags = CREATE_NO_WINDOW
pEnvironment = NULL
|| CurrentDir = NULL

8F848|| pStartupInfo = 0018F848
18F88C |“pProcessInfo = 0018F88C
1% 55 ]

18FCCO|ASCII

"C:\Users\Admin\AppData\Local \FONTCACHE.DAT"
Figure 2: Macro execution

The BlackEnergy payload then will attempt traversal of the
network aiming to access the ICS segments to inject
malicious commands to the HMI’s and open substation
breakers while also injecting the KillDisk payload and
malicious firmware to brick target devices and their serial to
ethernet controllers. This then would cause an outage.

Research in [73] suggests there are similarities between
the BlackEnergy payload and other well-known variants like
the Sality and Operation Potao Express malware variants [50]
identified as being used in attacks around the same time in
Estonia and Georgia, this could imply that there is a potential
that the same actors may be responsible or that the authors of
the Sality and Potao Express variants have modified the
payload or borrowed features from it.

B.  Industroyer & Industroyer?2

Industroyer

Another recent example of malware capable of targeting ICS
is the Industroyer malware also known as CrashOverride.
Research by Dragos in [69] and ESET verify that this variant
was responsible for further attacks against Ukrainian power
grid infrastructure in December 2016 in Kiev. This has since
been attributed to a threat actor group tracked as
ELECTRUM who are known to be affiliated with the
Sandworm group who are linked to Russian intelligence
services. [51].

Dragos researchers note that the Industroyer malware is
one of the first malware variants capable of targeting ICS
infrastructure along with the Stuxnet, Havex and
BlackEnergy variants and also one of the first specifically
developed to target electric utilities providers infrastructure.

Industroyer, like BlackEnergy, uses a modular
architecture and contains sabotage and wiper modules and
modules capable of targeting ICS protocols including IEC-
101, IEC-104, IEC-61850 and OPC as well as support for
DNP3 meaning the variant has the potential to be highly
configurable and adaptable. Its method of compromise
abuses DLL's of the concerned protocol for example 101.dll,
104.d11 or OPC.dIl. Unlike BlackEnergy it is capable of direct
interaction with ICS hardware rather than injection of
instructions through an HMI.

The attack routine by the malware bears significant
similarities to the routine used in the BlackEnergy malware
attacks by deployment through a Phishing campaign and
opening breakers in substations to cause a significant outage
and sabotage of serial to ethernet controllers with malicious
firmware, this was also accompanied by a DoS attack against
telephony assistance services to hinder response or resolution
and sustain the compromise.

The Industroyer source contains 7 imported DLL's and 46
functions and includes launcher and wiper payloads. It also
contains a backdoor payload and uses harvested VPN account
details to leverage access to the ICS segment of a targeted

network through the ICS segments historian database. It then
deploys a launcher for propagation of threat through the
various ICS protocol targeting modules and creates a
malicious service to target corruption of HMI configurations.
An overview of the behaviour of the Industroyer malware is
provided in [70] by Marcus Geiger et al, their analysis
explores the variant’s use of native tooling like Powershell to
leverage Golden Ticket attacks against the Kerberos service
in Windows using Mimikatz or dumping of credentials from
the systems memory. These are common exploit routines or
techniques used for privilege escalation in Windows
operating systems to provide elevated access. This assists
with propagation of threat and pivoting to the ICS segment to
deploy the Industroyer payload as a service to maximise
persistence.

The Industroyer malware is capable of the enumeration of
available protocols and configurations used in a target
network and the selection of appropriate payloads for use in
successful interaction with the target that are then deployed
by the launcher payload.

install as Windows.
‘ system service to

phishing attacks

l

\
[ t
business network

i 10 other systems
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network

be reboot proof

deployment of
Cri lsnuvu ide

Figure 3: Industroyer compromise routine

As well as this, wiper malware and backdoor payloads are
deployed to corrupt entries in the registries of Windows
machines with the aim of corrupting the systems from booting
successfully and also to attempt to leverage and maintain
persistence. An example of the Industroyer malware high
level kill chain routine can be seen in Figure 3 above:

Industroyer?2

The Industroyer malware has since been evolved by the
developers to directly target IEC-104 ICS network protocol
rather than targeting multiple.

An overview of attacks involving the variant known as
Industroyer2 is provided by K.Stoddart in [68]. The
Industroyer2 malware was used in attacks in February, March
and April of 2022 carried out against Ukrainain electrical
utility infrastructure, this time the attacks were accompanied
by the use of a wiper malware named CaddyWiper to attempt
to leverage further compromise. These events were inline
with the Russian invasion of Ukraine.

The Industroyer2 variant differs from the original
Industroyer payload in that it specifically targets the IEC-104
rather than being able to target various ICS protocols with an
adaptable modular framework like the first variant [52]. The
sabotage modules in the Industroyer2 payload are used to
instruct RTU's to open and keep open circuit breakers to
leverage a sustained outage. The result of one of the attacks
was the temporary disablement of 9 substations supplying
around 2 million customers in turn creating significant outage
[53].

The source code of Industroyer2 contains a collection of
hardcoded configurations of Information Object Address
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(IOA) listings which are used for targeting differently
configured endpoints in an ICS segment [54]. These IOA
listings hold details of the addresses of the Application
Service Data Unit (ASDU) or Information Objects and are
passed as strings to the module interacting with the IEC-104
protocol [52], this differs from the original strain that uses an
Initialisation (.INI) file to store these configurations [55].
Another analysis of two samples of the Industroyer2
variant by Nozomi networks in [71] provides a good
discussion of its low-level behaviour. As mentioned
previously, the second variant of the Industroyer malware
specifically targets the IEC-104 protocol and contains a
hardcoded list of unobfuscated string IOA’s which are
configuration details for different end stations. The
hardcoded listings contain entries for 3 separate station
configurations providing the ability to target these ranges of
station configurations and hold definition for a Station
Configuration Header and an IOA Configuration Format.

(1) Station Configuration Header

An example of one of the Station Configuration Headers can
be seen below, this contains local IP address and port
followed by the ASDU address (in this case 3) then the mode
of configuration which can be 0 for use of hardcoded listings
or 1 for allowing the specification of two values to be used as
a range of hardcoded IOA's to be attempted.

In the following example, we can see a specified address
followed by a port and then an ASDU address of 3 and the
operation mode set to 0. The header also contains the name
of the process to be killed of PService PPD.exe, the path
location where the executable targeted for hijacking is stored
of D:\OIK\DevCounter and also other configurable options,
such as sleep counter, filename path location and the header
number of the following IOA object, this is the end value in
the example below of 44.

10xyz 2404 3 0 1 1 PService PPD.exe 1
“D:\OIK\DevCounter” 0 1 00 1 0 0 44

This template of instruction defines the format and
configurable options for commands that can be sent to the
particular type of station device to be executed. These Station
Configuration Headers will be selected as required to target
the appropriate station device.

(2) IOA Configuration Format

The IOA Configuration Format holds details of a list of [OA's
and there concerned parameters including setting of single or
double commands, index number and priority.

The malware begins infiltration by disabling and renaming
the PServiceControl.exe and PServicePPD.exe services on
the target, this stops the service being restarted. Capture of
simulated network behaviour of the malware using Wireshark
allowed for analysis of IEC104 protocol and port 2404
specific traffic which is a commonly used port for IEC
protocol traffic. Inspection of packets show they contain the
values for the IOA being accessed.

The payload then attempts interaction with target
substations by initiating a network connectivity test using
TESTFR act packets which are acknowledged by the
recipient with TESTFR con packets. Once this transaction
has taken place an attempt to start a data transaction is
initiated using STARTDT act packets which are answered
with a STARTDT con reply if successful, this is followed by
an interrogation command C IC NA 1. This allows
configuration of the type of frames that will be used in
communication which can be C_SC_NA 1 for allowance of
single command or C DC NA 1 double command
depending on the endpoints configuration. This transaction
can be seen in Figure 4. The malware uses its hardcoded
configuration to iterate available IOA's of the target to
identify and send the appropriate type of frames. This allows
further interaction with the endpoints in the ICS segment of
the network and carrying out injection of commands with
disruptive intent. The Industroyer2 variant is more complex
in nature compared to the first variant and BlackEnergy in
that it is capable direct manipulation of ICS devices rather
than remote execution and it is also highly configurable or
adaptable.

J ec80870.104 and tcp.dstport == 2404
Time Protocol
4 09:57:56.388263 1EC 60870-5-104
8 09:57:57.777530 IEC 60870-5-104 50 <~ U (STARTDT act)
12 09:57:59.168074 1EC 60870-5 ASDU 60 <~ I (0,0) ASDU=3 C_IC_NA_1 Act I0A=0
16 ©9:58:00.966451 1EC 60870-5-104 50 <= S (1)

Figure 4: Initial transaction with ICS segment

Length | Info
50 <- U (TESTFR act)

There are noted to be heavy similarities in source code in

the two samples analysed of a sample of Industroyer from
2016 and a sample of Industroyer2 from 2022 [52]. An
example of this can be seen in Figure 5. The samples are
different in that the execution of the disabling of processes in
the main thread of the first Industroyer variant have been
transferred into a thread that starts the main thread [71].
However, various other similarities in the code or routines
exist in the variants.
Similarities include the use of the same elements and routine
to store global data showing an incorporation of this template
design. Both samples are also noted as passing this data using
the same data structure and similar methods of parsing to
various functions and also have a lack of presence of
obfuscation.

Figure 5: Similarities between Industroyer and Industroyer 2 samples
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A report by ESET stated that the attacks targeted against
a Ukrainian provider in April 2022 were unsuccessful but
aimed to leverage a large-scale outage and deploy the
CaddyWiper and other wiper malware to cause further
disruption and hinder forensic analysis. It is suggested in
some reports that there is a potential that Industroyer or
similar types of malware could cause significant and extended
outages if there were used in synchronised attacks against
various targets. Another factor of note of this analysis is that
the authors are highly likely to have been familiar with (or
gained familiarity possibly through precursor attacks or
insider knowledge of) the Operational Technology
environment to achieve the successful design and deployment
of the threat operation. This would tie in with reports of the
suggested attribution to the Sandworm threat actor group who
would likely have substantial knowledge and familiarity with
the hardware and software used in the utilities infrastructure
of the target [56] [68].

The BlackEnergy and Industroyer malwares mark a new
era of threat towards ICS or IIoT systems in the targeting of
utilities infrastructure and provide examples of the general
advancement of methods and kill chains of attack used to
target these types of systems. These cases demonstrate the
breadth and variance of potential targets capable and also
highlight the potential criticality of severity that a successful
attack against certain IoT solutions can imply.

Iv. DISCUSSION

Malware threats facing the IoT have shown significant
evolvement in the past decade. Many of the early malware
threats that emerged leveraged DoS and botnet capabilities,
this has evolved into ransomware, bricker, cryptominer and
info stealer variants being observed emerging as more recent
threat trends.

Two of the first threats of significance discovered, named
Hydra and ChuckNorris were first identified around 2008 and
2009 respectively, these were capable of botnet and DoS
intents and targeted MIPSel and 32 and 64-bit Intel (x86/x64)
architecture modems and routers with the Hydra variant
originally targeting D-Link branded routers. The Hydra
variant exploits insecure or default credentials in the D-link
router authentication mechanism using dictionary cracking
attacks or an authentication bypass technique over Secure
Shell (SSH) or Hypertext Transfer Protocol (HTTP) with
further threat propagated through an IRC based C&C agent
for example the downloading of further threat payload,
malicious instruction execution or the launching of TCP or
User Datagram Protocol (UDP) based DoS flood attacks.
The ChuckNorris variant leverages compromise through the
deployment of a Telnet dictionary attack and propagates
further threat through a for purpose SSH client downloaded
to the target through IRC based botnet control. This can then
be used to hijack the device or execute botnet operations
including Domain Name System (DNS) spoofing and the
deployment of UDP DoS flood attacks.

One of the first cryptominer IoT malware was discovered
in 2013 named Darlloz, this targeted tv set top boxes, toys and
webcams using ARM, MIPS, MIPSel and Power PC (PPC)
architectures and leveraged use of a known CVE tracked as
CVE-2012-1823 which is a PHP CGI vulnerability that can
allow RCE on the target. This was one of the first identified
examples of a malware threat that leveraged the mining of

cryptocurrencies and made use of a known CVE in its
exploitation of a target [oT system.

Another example of a different type of variant was
observed between 2013 and 2016 and involved the use of a
trojanised Android application named X-Agent, a good
analysis of this is provided in [72] by Crowdstrike. This was
a trojanised Android application that was disguised as
software for the remote configuration and control of howitzer
equipment used by Ukrainian forces and hosted on a
legitimate or trusted Ukrainian forum. This was used to
provide targeting and espionage capabilities against
Ukrainian forces and also enumerated and exfiltrated
locational and communications data from the compromised
devices which was then used to provide information to assist
pro-Russian forces in leveraging offensive operations against
the targets. The campaign was reported to have resulted in
the loss of around 80% of the Howitzer Artillery equipment
it was used to target within a period of 1 year. This was
attributed by various researchers to the FancyBear threat actor
group who are also tracked by the label APT28 and are linked
to the Russian GRU intelligence service [18]. While this
example seems extreme it highlights the varying potential
severity that attacks against an IoT system can result in and
also the heterogeneous characteristics and sensitivity of
environments that an IoT system can involve. Further
examples of botnet capable malware have been identified
targeting a number of devices including IP cameras, NAS
devices, DVR's and routers. These include the Gafgyt
malware in 2014 and the Mirai malware in 2016, both of these
used dictionary cracking methods against insecure services
present including SSH, Telnet, Microsoft Structured Query
Language (SQL) and MYSQL. These were both used to
leverage significantly large-scale botnets and DDoS attacks.
The Mirai variant was particularly destructive in its intent as
once a target is compromised the Mirai malware will instruct
the compromised device to refuse any further HTTP, SSH and
Telnet connections essentially disabling the device and to
hinder any attempt to recover it.

An additional emergent trend identified around 2017 was
that of Bricker malware that will sabotage or brick a target
device to disable it. One of the first examples of this type of
variant was the Brickerbot variant in 2017 that targeted smart
bulbs, toys and webcams through known vulnerable vectors
in the Busybox OS which is a widely used embedded Linux
framework in mobile and IoT or smart devices. It also used
Dictionary attacks against HTTP, Simple Object Access
Protocol (SOAP), SSH, Telnet and Home Network
Administration Protocol (HNAP) protocols and was also
capable of targeting a wide range or vendor specific devices
with target specific threat payload. Another example of this
type of variant is the Silex malware discovered around 2019
which was also capable of targeting a wide range of
architectures and devices and wused dictionary attack
techniques against insecure services present to leverage
compromise. Both variants will then overwrite critical areas
of memory of the device to attempt to leverage bricking or
PDoS against the device or service it is providing.

There is an increase in malware identified that is capable
of targeting SCADA control systems since around the time of
the Stuxnet incident in 2010. This includes the discovery of
the BlackEnergy, Industroyer, LemonDuck, and VPNfilter
variants along with others. The VPNFilter variant was
discovered around 2018 and targets ARM, MIPS and x86
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architecture SCADA control systems and NAS and router
devices.

Timeline of malware
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Figure 6: Timeline of significant IoT malware

The variant uses dictionary attack techniques to attempt

to leverage hijack or MiTM compromise of the target to
further propagate compromise through data exfiltration, DNS
poisoning, DDoS or PDoS through the overwriting of critical
OS components to render the system inoperable.
The following image in Figure 6 shows a timeline diagram of
the 32 of the most significant malware variants targeting loT
solutions over the past fifteen years by the year they were first
observed.

These examples show that there is a clear evolution in
adversary behaviours and more extensive malware threat
campaigns towards IoT systems in recent years. The
BlackEnergy and Industroyer variants are examples of
malware that are capable of significant and in cases
potentially critical threat to the operation and safety of ICS
systems. The capabilities of deploying wiper and bricking
payloads to corrupt firmware, deletion of critical system data
and disruption of operations is a considerable threat to these
types of networks, systems, data and operational security.
Both cases show that there are often multiple vectors of
potential vulnerability or attack in the attempt to compromise
IoT or ICS systems which increases the challenges in creating
secure while efficient environments.

The BlackEnergy3 and Industroyer2 variants both show
evolution in their methods from predecessor counterparts
with the BlackEnergy variant originally being used for DoS
attacks to using a Trojan and macro as methods of
exploitation and further interaction with the target for
propagation of compromise. The Industroyer variant
transformed from a multiple protocol targeting modular
framework to a protocol specific configurable and adaptable
threat payload. They are also capable of enumeration of the
target, advanced process injection, C&C interaction,
espionage and sabotage.

This work along with the studies in various of the
referenced research show that there has been an advancement
of adversarial routines by malware authors in use of
obfuscation, communication techniques and others methods
of evasion in malware targeting loT systems. The adversarial
routines of attackers are likely evolving in parallel with
improving security practices. There has been an emergence
of cross platform or architecture malware along with more
target specific or what could be considered a level of smart
payloads. Early examples, such as Brickerbot sabotage
devices through the compromise of products of insecure
development or practice for example insecure default

configurations or the Ramnit Trojan that creates a File
Transfer Protocol (FTP) network from targets and propagates
by malicious links. Others like the Trickbot malware directly
exploit CVE’s in MikroTik router devices to propagate
further botnet threat [43]. More evolved recent examples
emerging include the LemonDuck [44] variant that targets
industrial & manufacturing systems, this contains payloads to
target exploitation through SQL injection or abuse of SMB or
other insecure technologies present.

The BlackEnergy and Industroyer malware are examples
of some of the most significant malware threats to industrial
IoT systems as they are payloads capable of disruption or
sabotage of critical facing systems and are a concerning
example of what future potential threats could be.

Traditional ICS systems are built with the view of
convergence of IT and OT, this with the introduction of IoT
creates an architecture that is created to ensure compatibility
but may overlook or omit certain aspects of security. As
always, an attacker will generally exploit low hanging fruit to
gain compromise, there is however a much larger pool of
potential threat vectors concerning IoT security.

A shortlist summary of the number of significant variants
and types of malwares found to be targeting [oT can be seen
in Table 1 on the following page. This shows the malware
names, types, year or emergence, architectures and types of
devices that they target and the vector of attack that they use
in compromise of a target.

The adversarial routines of malicious actors are evolving
along with IoT technologies developing and becoming more
secure, threat operations are also possibly maturing through
experience. There has been a noted increase in the use of
CVE’s [62] by malware threats to target compromise, the
Gafgyt and VPNFilter variants are examples of this and also
as mentioned previously the Echobot malware has a range of
71 CVE’s that it can use to target vulnerable systems [58]
[59]. Malware authors can make use of advanced techniques
including fileless threat deployment, covert process injection
or hollowing, code caves, zero days, cross platform threats,
smart payloads, custom routines, advanced obfuscation or
evasion techniques, Al or various others. The advancement of
adversary behaviours in subversion and compromise against
IoT targets will present further challenges to IoT security, for
example when attackers begin to more prevalently utilise
advanced techniques including polymorphic, metamorphic,
staged or fileless payloads or use of more evasive
segmentation or stronger obfuscation and encryption in these
payloads there will likely require a parallel advancement in
security and analysis practices. This means effective security
strategies and practices are fundamental in order to protect
IoT technologies from threat of [oT malware.

Some useful directions of research towards the mitigation
of IoT malware threat include the design and development of
lightweight device side monitoring or altering tools, the use
of network-based hardening techniques including periodic
authentication or use of forensics artefacts, such as beacons,
canary tokens or honey tokens or the development of an
analysis methodology and proactive solutions for the
effective analysis of mobile and IoT malware.
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TABLE I: MALWARE SUMMARY TABLE

Malware Year | Type Target Architecture Vector
Hydra 2008 | Botnet, DDoS | Routers MIPSel, x86 CVE-2018-7043
ChuckNorris 2009 | DDoS, Modems, MIPSel Telnet, Dictionary attack
Hijacker Routers
Darlloz 2013 | Cryptominer Webcams, Toys, | ARM, MIPS, | Dictionary attack, CVE-2012-1823, instruction injection
(Dogecoin) Set top boxes MIPSel, PPC
Gafgyt 2014 | Botnet, DDoS | Routers, IP | ARM, MIPS, x86, | RCE, CVE-2014-8361, CVE-2017-17217, CVE-2017-
cameras, DVR’s PPC, Sparc... 18368, CVE-2018-15887
BlackEnergy3 2015 | ICS, Siemens, GE HMI | x86/64 Phishing, malicious macro injection, CVE-2014-4114
Sabotage, equipment
DDoS
Trickbot 2016 | Botnet, DDoS | Mikrotik routers ARM Brute force attack, CVE-2018-14847
Mirai 2016 | Botnet, DDoS | Routers, IP | ARM, MIPS, x64 Dictionary attack
cameras, DVR’s,
NAS, Printers
Industroyer 2016 | ICS, RTU’s, UPS x86, x64 Phishing, direct tampering of ICS equipment using (IEC)
Sabotage, 101, 104, 61850 and OPC
PDoS
Muldrop 2017 | Cryptominer Raspberry Pi ARM Default credentials
Brickerbot 2017 | Sabotage, Webcams, Toys, | Busybox OS Dictionary attack
DDoS Smart bulbs
VPNFilter 2018 | MiTM, SCADA, NAS, | ARM, MIPS, x86 Dictionary attack, 14 known CVE’s
Sabotage Routers
LiquorBot 2019 | Cryptominer Routers ARM, MIPS, x86, | Dictionary attack, 12 known CVE’s
(Monero) x64
Silex 2019 | Sabotage, Any ARM, MIPS, x86, | Dictionary attack
DDoS SH4, Sparc
Echobot 2019 | Botnet, Modems, Routers, | ARM, MIPS, | 71 Known CVE’s
DDoS, ECDIS, MIPSel, x86, x64,
Propagation PLC/RTU’s/ SH4, Sparc,
NAS, Smart TV, | PPC
ICS
WastedLocker | 2019 | Ransomware Garmin devices ARM Phishing, backdoor injection
Industroyer2 2019 | ICS, RTU’s, UPS x86, x64 Phishing, direct tampering of ICS equipment using IEC 104,
Sabotage, Wiper payload deployment
PDoS
Mukashi 2020 | Botnet, DDoS | NAS (Zyxel) ARM, MIPS, | Dictionary attack, Pre-authentication command injection,
MIPSel, x86, SH4 CVE-2020-9054
AcidRain 2022 | Botnet, KA-SAT MIPS Firmware exploitation, Wiper payload deployment
DDoS, Modems, Routers
Sabotage
AndroxghOst 2022 | DoS, Many ARM, MIPS, x86/64 | CVE-2017-9841, CVE-2018-15133, CVE-2021-41773
Hijacking,
Info Stealing
Shikitega 2022 | Cryptominer Any x86, x64 CVE-2021-3493, CVE-2021-4034
(Monero)
Flocker 2023 | Ransomware Smartphones, ARM, x86, x64 Phishing, Social engineering, trojanised apk
TV’s Tablets,
Android IoT
devices

The use of effective network segmentation particularly in
appropriate segmentation of IT and OT infrastructure
endpoints or components or a zero-trust network strategy is a
useful approach but this may not always suit operational
requirements. A useful approach in ensuring the most secure
practice is the development of zero trust configurations, these
would most likely be setting or device specific and could
consist of whitelisted definitions of allowed operations and
blacklisted definitions of suspected or known malicious
actions.

The VPNFilter [79] and AcidRain [80] malwares are
more recent examples of this type of variant. Both variants
are of particular note. The AcidRain malware was
successfully targeted at Satellite router and terminal
equipment to cause widespread outages. The VPNFilter
malware variant utilises 14 CVE’s it can use to target devices.
The Echobot malware [57] is one of the more recent good

examples of malware incorporating multiple CVE’s to target
compromise making use of 71 known CVE’s.

Another rising trend is in ICS targeting malware including
BlackEnergy 3 [17], Industroyer [51], Industroyer 2 [51] and
LemonDuck [44] as recent examples. These have shown
significant capabilities in disruption with the BlackEnergy 3
and Industroyer 2 variants being used to raise significant
outages.

The AndroxghOst malware identified in 2022 was one of
the most active variants in 2024 and is a final good example
of evolving threat behaviour, this example uses info stealing
and hijacking techniques to leverage compromise of Android
based devices.

A clear shift in malware threat trend can be observed from
the cases reviewed in this paper. There are already examples
of malware that contain extensive threat payloads, advanced
adversary  behaviours and cross-platform targeting
capabilities. The advancement of behaviours, increase in
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cross-platform threats, ease of deployment through emerging
resources like Malware-as-a-Service (MaaS) where malware
threat campaigns are deployed from throw away
infrastructure, the challenge of timely attribution and also the
issue of zero-day threats of which there could arguably be
higher potential for presence in an IoT setting mean that
malware will remain a significant challenge to the security of
IoT systems and networks.

There is requirement for effective resources or solutions
that can provide the extensive analysis capabilities required
for the analysis of the variance of IoT malware. Not only is
there a lack of capable environment to achieve all of the
emulation, virtualization or analysis capabilities required,
there is also a lack of a standard analysis methodology for
application. These are potential areas of valuable future
research.

V. CONCLUSIONS AND FUTURE WORK

This paper aims to have provided insight in the review and
analysis of [oT malware threats and outlined the variance of
threats that exist. The review of related literature looking at
these areas and the centralisation of certain relevant research
in the investigation and analysis of some of the example
variants covered is another value that could provide useful
assistance to other researchers.

This paper should assist in providing an understanding of
the range of routines or techniques that malware developers
can employ to target and leverage compromise or exploitation
of IoT solutions. The analysis and comparison of the
BlackEnergy and Industroyer variants of malware could also
prove to be useful assistance to other researchers or as a basis
of research in analysis of or comparison to future variants that
may emerge.

Future direction of additional research in this area could
include the analysis and comparison of collections of
malware variants targeting automotive, healthcare or types of
IoT solutions to identify their capabilities, commonalities and
unique elements. Also, further analysis of the Industroyer2
malware variant in regard to the low-level analysis of its
modular components could provide further understanding of
the malware’s exploitation routine

It is likely that there will continue to be an increase in the
development and adoption of IoT and smart technologies. As
new technologies, systems and networks are introduced, loT
malware threat trends are likely to shift in parallel to target
exploitation of these. The development of proactive analysis
solutions and a standard analysis methodology for the
analysis of [oT malware are two areas that would be of useful
future research direction and if developed could provide a
valuable resource.
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Abstract— Typically arising from neurodegenerative
diseases (most notably Alzheimer’s disease, Lewy body
dementia, frontotemporal dementia, and Parkinson’s disease),
dementia diagnosis and prognosis increasingly leverage
Machine Learning (ML) across heterogeneous data
modalities—including neuroimaging, structured Electronic
Health Records (EHRs), and emerging digital biomarkers.
However, strict privacy regulations and institutional barriers
impede data pooling, while cross-site heterogeneity undermines
model robustness. We present a permissioned-blockchain-
enabled Federated Learning (FL) framework that addresses
these challenges through a validation-first design grounded in a
consensus Minimum Dataset (MDS) for dementia. Participating
hospitals map local EHR/imaging fields to the shared MDS and
perform local rule checks before training. A lightweight smart
contract records hash-anchored validation receipts on-chain,
creating an immutable audit trail without exposing raw data.
Provenance links are maintained off-chain using content-
addressed objects (e.g., InterPlanetary File System - IPFS) for
EHR/imaging pointers and model artifacts; their identifiers are
anchored on-chain to ensure verifiable version control. Local
models are trained exclusively on validated records;
contributions are aggregated (e.g., weighted Federated
Averaging (FedAvg)) to produce a hash-verified global model
distributed uniformly to all sites. The framework is technology-
agnostic, minimizes operational overhead by storing only digests
on chain, and directly targets key clinical adoption
requirements: secure collaboration, reproducibility, and output
compatibility under non-Independent Identically Distributed
(non-1ID) conditions. By standardizing input pre-training and
enforcing transparent, tamper-evident exchanges, the approach
aims to improve aggregation stability, cross-site
generalizability, data quality, and information-governance
compliance in dementia ML workflows.

Keywords— Federated learning; blockchain; smart contract;
data quality; neurodegenerative disease; dementia minimum-
dataset.

I. INTRODUCTION

Dementia, which is marked by an irreversible decline in
cognitive functions, such as memory, language, and decision-
making, and is typically driven by progressive
neurodegeneration, remains difficult to diagnose and forecast
at scale. Early and precise diagnosis is crucial for timely and
effective interventions, especially during the initial stages of
the disease [1]. This need has fueled a growing interest in
using Machine Learning (ML) models to assist clinicians with
disease  classification, progression  prediction, and
personalized care [2]. In ML applications, diverse data
modalities are  increasingly  leveraged, including
neuroimaging (e.g., Magnetic Resonance Imaging (MRI) to
measure brain atrophy, a hallmark of neurodegenerative
diseases) [3], with models, such as Support Vector Machines
(SVMs) achieving high Alzheimer’s Disease (AD)
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classification accuracy [4], structured clinical data from EHRs
capturing demographics, labs, and diagnoses for progression
prediction (e.g., Mild Cognitive Impairment (MCI) to AD) [5]
, and emerging digital biomarkers, such as spontaneous speech
[6] and wearable device data for real-time monitoring and
early detection of cognitive decline [7].

However, a major obstacle is the scarcity and lack of
diversity in datasets, which hinders the development of
generalizable ML models. Pooling large volumes of patient
data into a single repository for training is often impossible
due to strict privacy regulations and institutional barriers,
creating what are known as "data islands" or silos [8]. FL has
emerged as a promising solution to these challenges [9][10].
Its core principle is to facilitate collaborative model training
across decentralized institutions without the need for
centralizing or explicitly exchanging raw patient data [11].
Instead, the ML algorithm is brought to the data, a process that
inherently addresses patient privacy concerns and fosters trust
[12]. In FL, a shared global model is trained on multiple local
datasets, with the data samples remaining on their respective
nodes [13]. Only model updates, such as the weights and
biases of a deep neural network, are exchanged between local
nodes and a central server or among the nodes themselves.
This decentralized approach aligns with "Zero Trust", as it
shares only model parameters without exposing raw data.

Two primary architectural paradigms exist in FL: client-
server and peer-to-peer [ 14]. In the most common is the client-
server or centralized model. A central server orchestrates the
training process by distributing a global model to clients,
collecting their locally trained model parameters, and
aggregating them to create an improved global model. In
contrast, the peer-to-peer architecture, nodes coordinate
directly with their neighbours to obtain the global model by
exchanging updates [14].

A major technical challenge in FL is data heterogeneity,
which violates the independent and identically distributed
(IID) assumption of traditional ML, especially prevalent in
healthcare, where different hospitals may serve distinct patient
populations or use varying equipment and diagnostic criteria
[15]. Statistical heterogeneity in FL arises from the non-IID
nature of healthcare data, where distributions vary
significantly across institutions or devices due to differences
in patient populations, clinical practices, and data acquisition
protocols. Such variability leads to skewed data distributions
that challenge model convergence, reduce generalizability,
and limit the effectiveness of standard aggregation algorithms
like FedAvg [16].

A central requirement for clinical adoption of FL is the
ability to ensure both secure collaboration and consistent
model performance across heterogeneous healthcare
institutions.  Blockchain-enhanced FL  has  already
demonstrated significant promise by addressing privacy,
secure parameter sharing, transparency, and accountability
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through encrypted model updates, secure aggregation, peer-
to-peer transfer protocols, and immutable audit trails [17].
However, a critical gap in blockchain-enabled FL for
healthcare is the lack of robustness to heterogeneity, which is
especially pronounced in dementia care, where data sources
range from cognitive tests and neuroimaging to speech, gait,
and wearables sensor data [7]. In this consortium setting, a
permissioned blockchain can be used not as a compute
substrate, but as a shared, tamper-evident coordination and
provenance layer across independent hospitals. A classic
centralized architecture (e.g., a single coordinator with a
conventional database and logs) can orchestrate FL, but it
implicitly concentrates trust: one operator becomes
responsible for enrollment, event ordering, and the integrity of
validation and model-version records, and disputes about
“who submitted what and when” ultimately depend on that
operator’s logs. In contrast, anchoring validation receipts and
model version identifiers on a permissioned ledger creates a
jointly verifiable audit trail that no single site can unilaterally
rewrite, while still keeping patient-level content off-chain. We
adopt a permissioned design to align with hospital governance
(authenticated membership, controlled read/write access) and
to keep on-chain activity lightweight—only fixed-size digests
and content identifiers (CIDs) are recorded—while model
artifacts and pointers remain off-chain.

To address these gaps, our framework introduces a smart
contract-based  mechanism that standardizes data
representation and enforces interoperability prior to local
training. By harmonizing input features through a lightweight,
verifiable smart contract framework, we reduce distributional
discrepancies between participating institutions, thereby
facilitating more robust aggregation and improving cross-site
generalizability. This combined use of blockchain for secure
collaboration and smart contracts for heterogeneity
management establishes (i) robustness of aggregation to noise,
bias, and malicious behavior, (ii) consistency and
reproducibility of global outputs across heterogeneous sites,
and (iii) a traceable, accountable process that meets
information-governance expectations.

The rest of this paper is structured as follows. Section II
surveys the relevant state of the art, Section III details the
proposed research methodology, and Section IV presents the
conclusions and discusses avenues for future work.

II. RELATED WORK

Integrating blockchain with FL in Al-assisted brain
imaging offers a promising direction for secure, collaborative,
and regulation-compliant analytics in neurology [18]-[20].
Blockchain complements FL by adding a tamper-proof ledger,
transparent coordination through smart contracts, and
decentralized control over model sharing. Together, these
features address long-standing issues, such as a lack of trust,
weak data integrity, limited auditability, and vulnerability to
adversarial manipulation that can undermine multi-
institutional learning in healthcare.

The strength of Bhatia et al. [18] lies in its explicit
operationalization of “data quality” as a measurable, pre-
aggregation criterion. Their decentralized data-evaluation
mechanism deploys miners to execute submitted local models
against a concealed validation set and admit only those
updates that exceed a predefined accuracy threshold. This
“quality-gating” approach protects aggregation from data
poisoning and label-noise attacks, stabilizes performance
under heterogeneity, and preserves fidelity to the clinical
signal. Its limitation, however, is the reliance on curator-held
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validation data and threshold design, which necessitate careful
governance to avoid bias toward particular case mixes or
scanner characteristics.

While the design of Imboccioli et al. [19] does not
intrinsically judge the “quality” of an update by its predictive
merit, it enhances the verifiability, provenance, and process
fidelity that underpin trust in distributed clinical Al. Rather
than evaluating accuracy explicitly at the gate, their
framework orchestrates training phases via an immutable state
machine, anchors cryptographic digests of model parameters
on-chain, and coordinates storage of ciphered parameters
(e.g., via IPFS) for reliable retrieval. This phased, auditable
mechanism compels every participant—including the
aggregator—to follow the same rules, thereby inhibiting out-
of-protocol actions, covert parameter tampering, or selective
sharing. A notable implication for output compatibility is that
every collaborating hospital retrieves an identical, hash-
verified global model, which curtails divergence due to
inconsistent versions or update timing.

Third, Rajit et al. [20] approach safeguards against in-
transit manipulation and supports traceability of each
contribution, thereby reinforcing both data quality (through
integrity guarantees) and output compatibility (through
consistent application of an auditable, deterministic
aggregator). They emphasize secure, auditable integration of
client contributions with a focus on handling non-IID data
distributions often observed across medical centers. Their
architecture transforms each client’s weight updates into
SHA-256 hashes appended to the blockchain, enabling
immutable provenance and tamper-evident transport.
Aggregation proceeds via a weighted FedAvg scheme,
producing a global model that reflects the relative information
content contributed by each site. Importantly, the authors
examine non-IID scenarios and introduce an accelerated
aggregation variant to expedite convergence while
maintaining accuracy—an attractive property for time-
sensitive clinical deployments.

Taken together, these studies illustrate instructive trade-
offs. Accuracy-based gating [18] directly controls predictive
quality but hinges on governance of validation data and
thresholds.  Protocol-centric  integrity [19]  ensures
observability, reproducibility, and non-repudiation but leaves
performance vetting to external mechanisms. Hash-anchored,
weighted aggregation [20] prioritizes provenance and
distributional robustness, yet presumes acceptable upstream
quality in local training and curation.

Building on these insights, this study advances a
blockchain-enhanced FL framework for dementia imaging
that treats data quality and output compatibility as first-class
design objectives. Unlike prior work, our approach introduces
smart contract—driven coordination to integrate quality control
with verifiability, thereby aligning predictive performance,
process integrity, and clinical trust.

To sum up, we propose a dementia-oriented blockchain-
enabled FL workflow that couples validation-first
interoperability (via an MDS) with tamper-evident
provenance and versioning, aiming to reduce representation-
driven heterogeneity prior to training while keeping patient
data local.

III. MATERIAL AND METHODS

In multidisciplinary healthcare research, a persistent
challenge is the limited opportunity for synchronous, in-
person collaboration with clinicians, who typically operate on
a 24/7 schedule. In domains dealing with complex and
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sensitive data, establishing minimum datasets (MDS) for
diagnosis is therefore a critical, consensus-driven step that
enables coordinated progress. However, disease-specific
minimum datasets are not always available. In this context, to
enhance input quality for FL and to promote output
consistency, we developed a dementia MDS. A smart-
contract-based proposed framework was subsequently
provided.

When constructing the MDS, we systematically reviewed
the International Classification of Diseases 11th (ICD-11)
[21] sub-diagnostic groups associated with dementia: (A)
Alzheimer disease—(i) early-onset, (ii) late-onset, (iii) mixed
with cerebrovascular disease, (iv) mixed with other non-
vascular aetiologies, (v) unspecified onset; (B) Vascular
dementia; (C) Dementia with Lewy bodies; (D)
Frontotemporal dementia; (E) Substance/medication-induced
dementia—(i) alcohol, (ii) sedative/hypnotic/anxiolytic, (iii)
volatile inhalants, (iv) other specified; (F) Dementia due to
other diseases—(i) Parkinson disease, (ii) Huntington disease,
(iii) exposure to heavy metals/other toxins, (iv) human
immunodeficiency virus (HIV), (v) multiple sclerosis, (vi)
prion disease, (vii) other specified cause, (viii) unspecified
cause. Note: Code (G)—behavioural/psychological
symptoms in dementia—is a supplementary code and not a
primary aetiology.

The MDS includes key sociodemographic variables [22]:
age (treated as a primary covariate for dementia risk and
progression), sex (included because phenotypes and
biomarker levels can differ by sex), and total years of formal
education (as a proxy for cognitive reserve). To capture
cognitive status, we incorporated Mini-Mental State
Examination (MMSE) (global cognition), Montreal Cognitive
Assessment (MoCA) (sensitive to mild cognitive
impairment), Clinical Dementia Rating—Global Score
(CDR global) (ordinal staging of cognitive/functional
impairment), Clinical Dementia Rating—Sum of Boxes
(CDR_sb) (a composite sensitive to subtle clinical change),
and Instrumental Activities of Daily Living (IADL_total)
(functional  autonomy in complex daily tasks).
Neuropsychiatric symptoms are assessed using the Geriatric
Depression Scale—Short Form (GDS _total) for depressive
symptoms and the Neuropsychiatric Inventory Questionnaire
(NPIQ _total) for the overall burden of
behavioural/psychological symptoms. Comorbidities
included are hypertension (HT), reflecting vascular risk
associated with cognitive decline; diabetes mellitus (DM),
reflecting metabolic risk; atrial fibrillation (AF), reflecting
cardioembolic/low-perfusion  risk; and  history  of
stroke/transient  ischaemic  attack, capturing  prior
cerebrovascular events. Vital signs and laboratory measures
comprise systolic blood pressure (SBP) (vascular risk
profiling), diastolic blood pressure (DBP) (related to cerebral
perfusion), body mass index (BMI) (nutritional/metabolic
status relevant to prognosis), thyroid-stimulating hormone
(TSH) (screens for reversible cognitive effects), vitamin B12
(B12) (deficiency can cause treatable cognitive impairment),
haemoglobin Alc (HbAlc) (medium-term glycaemic
control), and low-density lipoprotein cholesterol (LDL)
(marker of atherosclerotic burden). Imaging variables: MRI
Protocol / Modality Name (mri_protocol name), Slice
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orientation and acquisition plane (acq plane), Scanner
Manufacturer  (scanner vendor), Series completeness
(srs_comp), Field of View (FOV), and Matrix size
(matrix_size). Blood-based biomarkers [23][24] include
plasma phosphorylated tau-181 (plasma_ptaul81) (associated
with Alzheimer pathology), plasma neurofilament light chain
(plasma_nfl) (marker of neuro-axonal injury and prognosis),
and the amyloid-beta 42/40 ratio (abetad2 40) (a peripheral
amyloid signature with diagnostic/prognostic value). The
apolipoprotein E €4 (apoe_e4) carrier status indicates whether
at least one &4 allele is present [22]-[25]. Finally, digital
measures comprise gait speed (GS) (a functional digital
marker linked to cognitive decline), mean daily step count
(MDSC) (a proxy for physical activity and overall health), and
speech pause rate (SPR) (a digital marker of language/fluency
changes). Table 1 presents the structure of the constructed
MDS, summarizing each variable by category, description,
variable name, requirement level, and data type. Consistent
with the requirement stratification of the MDS, variables are
organized into a core, flexible, and extensible framework:
variables designated as “Yes” constitute the minimum
indispensable elements for consistent characterization;
“Conditional” items provide methodological flexibility where
equivalent instruments are acceptable; “Recommended”
variables enhance clinical and analytic utility when available;
and “Optional” measures allow scalable enrichment without
compromising baseline interoperability across heterogeneous
resource environments.

We built a practical, end-to-end workflow that lets
hospitals collaborate on dementia models without moving
patient data. The idea is simple: every hospital prepares its
data in the same way, proves on a blockchain that it meets
agreed-upon rules, trains locally, and then shares only model
files (never raw data) for aggregation. In our proposed
implementation, the coordination and provenance layer is
realized using a permissioned Hyperledger Fabric network,
where participating hospitals join as authenticated members
under a shared governance model. The workflow logic is
implemented as a Fabric chaincode written in TypeScript,
exposing functions to (i) record MDS-validation receipts as
fixed-size hashes and metadata, (ii) register model-version
identifiers per training round, and (iii) enforce role-based
access control and monotonic versioning to prevent
unauthorized submissions or replay. Model artifacts
themselves will remain off-chain (e.g., stored via content-
addressed storage such as IPFS), while the ledger stores only
cryptographic digests and CIDs to keep on-chain activity
lightweight and auditable.

As shown in Figure 1, the proposed smart contract-based
framework follows a validation-first pipeline: (i) each hospital
validates its data against the agreed minimum dataset (MDS)
and anchors validation hashes on the Hyperledger Fabric
ledger; (i) EHR and imaging artifacts remain off-chain in
IPFS and are referenced via CIDs linked to those hashes; (iii)
local training is performed strictly on records with on-chain
validation receipts; (iv) local model updates are stored in IPFS
and their versions are anchored on-chain; and (v) the
aggregator builds the global model, stores it in IPFS, and
anchors the released version on-chain so that every site
retrieves the same, hash-verified artifact.
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TABLE I. MINIMUM DATASET FOR DEMENTIA DIAGNOSIS

Category Variable description Variable name Requirement level Type
ﬁlg;;fﬂ;) 1agnosis Primary ICD-11 code icdl1 dementia code Recommended string
Age in years at baseline age years Yes integer
Socio Demographics Biological sex sex Yes categorical
Total years of formal education education_years Yes integer
Mini-Mental State Examination mmse_total E/I(:)néigl)onal (MMSE or integer
Cognitive Status —
Montreal Cognitive Assessment moca_total Conditional (MMSE or integer
- MoCA)
Clinical Dementia Rating - Global Score cdr_global g%r};i}tslgr)lal (CDR or ordinal
Clinic? | Staging and .. . . Conditional (CDR or
Function Clinical Dementia Rating - Sum of Boxes cdr sb CDR-SB) float
Instrumental Activities of Daily Living iadl total Yes integer
Neuropsychiatric Geriatric Depression Scale - Short Form gds_total (C)())ndmonal (GDS or NPI- integer
Symptoms Neuropsychiatric Inventory Questionnaire npiq_total (C)())ndmonal (GDS or NPI- integer
Hypertension ht Yes binary
. Diabetes Mellitus dm Yes binary
Comorbidities Atrial Fibrillation af Yes binary
History of Stroke / Transient Ischaemic Attack stroke history Yes binary
Systolic Blood Pressure sbp_mmhg Recommended integer
Diastolic Blood Pressure dbp mmhg Recommended integer
Body Mass Index bmi_kg m2 Recommended float
Vitals and Labs Thyroid-Stimulating Hormone tsh mIU L Recommended float
Vitamin B12 bl2 pg mL Recommended float
Hemoglobin Alc hbalc_percent Recommended float
Low-Density Lipoprotein Cholesterol 1dl mmol L Recommended float
MRI Protocol / Modality Name mri_protocol name Yes string
Slice orientation and acquisition plane acq_plane Yes string
. Scanner Manufacturer scanner_vendor Yes string
Imaging -
Series completeness srs_comp Yes boolean
Field of View fov Yes float
Matrix_size matrix_size Optional list
Plasma Phosphorylated Tau-181 plasma ptaul81 pg mL | Optional float
Blood Biomarkers Plasma Neurofilament Light Chain plasma nfl pg mL Optional float
Amyloid-beta 42/40 Ratio abeta42 40 ratio Optional float
Genetics Apolipoprotein E e4 Carrier Status apoe e4 carrier Optional binary
Gait Speed gait speed m_s Optional float
Digital Measures Mean Daily Step Count daily_step_count_mean Optional integer
Speech Pause Rate speech_pause_rate Optional float

We next describe each step in detail in the following
section (Figure 1).

Step 1 — Agree on the minimum dataset (MDS): Before
anything else, participating hospitals align on a compact list
of variables that are most informative for dementia (e.g., age,
sex, education, cognitive and functional scales, key
comorbidities, selected labs, MRI descriptors, and optional
blood/digital biomarkers). We encode this list as a machine-
readable JSON schema that defines types (integer, float,
categorical), valid ranges, and simple “either/or” rules (for
example, MMSE or MoCA; CDR-Global or CDR-Sum of
Boxes). This schema becomes the sole source of truth for what
“valid input” means across all sites.

Step 2 — Validate inputs with smart contracts (on-chain):
Each hospital checks its EHR entries and related imaging
metadata against the MDS. Rather than trusting a central
service, we use a permissioned blockchain with a lightweight
smart contract that exposes a validate() function. To keep the
contract lightweight, schema conformance checks are
executed locally using the agreed JSON schema and validator
version, and the chaincode records a signed, time-ordered
receipt that binds (a) the schema/version identifier, (b) a digest
of the validation outcome, and (c) the submitting member
identity to a training round. This creates an immutable receipt
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that the input met the agreed-upon rules, without revealing
sensitive content.

Step 3 — Keep pointers off-chain, link them on-chain: To

preserve privacy, the actual EHR locators (where the record
lives in the hospital system) and imaging identifiers are stored
off-chain in the IPFS. IPFS gives each object a CID. We then
store the hash of that CID on the blockchain alongside the
validation event. Later, anyone can prove that the same object
was used, simply by recomputing its hash—yet no clinical
details appear on the chain.
Step 4 — Train locally on validated caches: Only records that
have a valid on-chain receipt are admitted to the hospital’s
training cache. Each institution trains its own model on-
premises; no patient-level data leaves the site. This step
supports both client—server FL and peer-to-peer FL.

Step 5 — Share models via IPFS, anchor versions on
chain: After local training, the site packages its model weights
(and, if desired, optimizer state) and uploads them to IPFS.
The resulting CID is hashed and committed to the blockchain
(e.g., via commitModel()), creating a permanent, tamper-
evident version tag. The aggregator (or peers) read these on-
chain events to discover the latest models and fetch them from
IPFS.
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Figure 1. Proposed Smart Contract-based framework

Step 6 — Aggregate and redistribute a single, verified
global model: The default aggregator is weighted FedAvg, but
robust alternatives can be used without changing the
attestation layer. The aggregated global model is also stored
in IPFS, and its version hash is written on the chain. This
guarantees every site downloads the same, hash-verified
global model, avoiding silent version drift.

On the other hand, threat model, attack surface, and
evaluation plan can be articulated as follows: We consider a
consortium setting in which participating hospitals are
authenticated members of a permissioned network, yet a
subset of clients may behave maliciously. Assets include
patient-level data (kept on premises), the correctness of MDS
validation outcomes, model updates, and the integrity of
global model releases and version lineage. Adversaries may
attempt (i) poisoning or backdoor updates, (ii) replay of stale
submissions, (iii) unauthorized contract invocation, and (iv)
denial-of-service against validation or model-commit
endpoints; additionally, the network and off-chain storage are
not assumed confidential or highly available. Under this threat
model, the ledger layer primarily targets integrity,
accountability, and reproducibility by anchoring tamper-
evident validation receipts and model-version identifiers,
while privacy against inference attacks and robustness against
poisoning require complementary mechanisms (e.g., secure
aggregation, differential privacy, and robust aggregation).
From an implementation perspective (i.e., Hyperledger
Fabric, TypeScript chaincode), we explicitly bound the smart-
contract attack surface by enforcing role-based access control,
monotonic round/version checks to prevent replay or rollback,
fixed-size inputs to limit on-chain payloads, and rate limits to
reduce DoS risk. Because IPFS provides integrity via content
addressing but not confidentiality or guaranteed availability,
off-chain artifacts are protected through encryption and
consortium  pinning/replication policies, supported by
operational controls for membership management, key
rotation, and revocation. Finally, we will evaluate the
framework through (a) learning outcomes (AUC/FI,
sensitivity/specificity, calibration, and convergence), (b)
systems overhead (end-to-end round time, Fabric
endorsement/commit latency and throughput, communication
volume per round, ledger growth, and IPFS retrieval/pinning
costs), and (c) adversarial robustness by injecting realistic
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attacks (label-flipping, backdoor triggers, sign-flip/scale, and
replay) at varying fractions of malicious clients; we will report
attack success rate, performance degradation, and "when
defenses are enabled" detection accuracy and robustness of the
final global model.

The key contributions of the proposed Smart Contract-
based frameworks are as follows.

. Security and privacy: Raw data never moves;
only fixed-size digests and CIDs are recorded on
the permissioned ledger.

il. Auditability and reproducibility: Every key step
(input validation, model commits, global
releases) leaves a signed, time-ordered trail.

iii. Consistency across_sites: Because the same
schema gates inputs and the same versioned
model is redistributed, results are easier to
reproduce and compare.

iv. Heterogeneity control: Standardizing inputs
before training reduces avoidable site-to-site
differences, helping aggregation work better.

IV. CONCLUSION AND FUTURE WORK

We introduced a pragmatic, end-to-end workflow for
multi-institutional dementia modeling that combines FL with
a permissioned blockchain and an MDS-driven validation
layer. The design secures collaboration without centralizing
patient-level data, provides deterministic provenance via on-
chain hashes and off-chain content addresses, and reduces
avoidable distributional drift by standardizing inputs prior to
local training. Anchoring both input validation and model
versioning on the chain yields a reproducible lineage for all
contributions and ensures every site receives the same, hash-
verified global model. Collectively, these properties address
persistent blockers to clinical deployment—trust, auditability,
and cross-site consistency—while remaining lightweight and
compatible with existing hospital governance.

In our future work, we will conduct prospective, multi-site
pilots to quantify accuracy, calibration, convergence, and
operational burden under realistic non-IID conditions. We will
also validate the proposed architectural framework through
simulation studies and/or prototype implementations,
enabling a clearer assessment of feasibility and any
measurable performance gains over baseline FL. To make
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these comparisons interpretable, we will isolate the effect of
the MDS validation layer by evaluating (i) standard FL
without schema gating, (ii)) MDS-gated FL using a classic
architecture (conventional logging rather than on-chain
receipts), and (iii) the full permissioned-ledger design with on-
chain validation receipts and model version anchoring. We
will harden privacy and robustness with secure aggregation,
differential privacy, and robust aggregators, guided by a
formal threat model and adversarial testing. We will broaden
modality support (in the dementia use-case; speech, gait,
wearables), provide interoperability tooling (EHR/Fast
Healthcare Interoperability Resources (FHIR) mappings,
validators), and mature lifecycle operations (drift monitoring,
version pinning/rollback) to enable sustained clinical
deployment.
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Abstract— The security problem with legacy systems is large,
persistent, and structurally embedded in critical sectors. It is not
just a patching problem but rather a systemic issue driven by
economics, operational dependency, and architectural
constraints. In this Systemization-of-Knowledge paper, we
survey and summarize literature on legacy systems and identify
several potential solutions we intend to pursue.
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I. INTRODUCTION

Legacy systems are outdated computer systems, software,
or other technologies that are still in active use despite being
superseded by newer solutions [1]-[13]. This includes
hardware, software, file formats, and programming languages.
Organizations retain legacy systems in order to serve business
needs even though they may be inefficient, have high
maintenance  costs, high cybersecurity risk, and
incompatibility with current technologies. The real problem
is not age, but lack of adaptability since most legacy systems
were never intended for their current uses. Legacy systems
typically struggle with modern requirements for real-time
data, streaming workloads, and evolving platforms. Table I
has the major distinguishing characteristics of legacy systems.

TABLE L. CHARACTERISTICS OF LEGACY SYSTEMS
Beyond can no longer receive updates, support, or maintenance
End-of-Life Support from the original manufacturer or third-party vendor
No Longer Available no longer available for purchase and/or rely on now-

for Purchase
Shrinking Workforce

obsolete technology for maintenance
requires developers with expertise in outdated
programming languages to maintain.

High Maintenance requires frequent and/or time-intensive repairs often
relying on third-party or salvaged spare parts (eBay)
Vulnerability Internet-exposed cybersecurity vulnerabilities not being
Exploitation remediated with software patches
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The term “technical debt”, or what we prefer to call
“technical obsolescence”, refers to the accumulated cost of
keeping old systems running in ways they were never
designed to support [18]-[21]. This technical obsolescence
occurs because of the widening gap between the functions a
system was originally designed to perform versus the
functions an organization currently has the system
performing.

Viewing the situation in which many organizations find
themselves through the lens of technical obsolescence, the
challenge becomes apparent: organizations purchase
hardware or software systems, many of which have a
substantial cost, and are forced to operate these systems when
they transition into being legacy systems due to the cost-
prohibitive nature of replacing them before the organization’s
budget might allow. Thus, technical obsolescence
accumulates over years (or decades) through:

e  quick fixes layered on top of old architectures
workarounds instead of redesigns
outdated languages, frameworks, or platforms
deferred upgrades because “replacement is coming”
patches added to remediate software vulnerabilities
Thus, many systems have become legacy systems because
they do not have the timely resources to upgrade and support
new requirements. Each decision not to re-architect and/or
upgrade makes sense at the time—but together the end result
is an increasingly inefficient, fragile, and risky system.

Maintaining legacy systems is likewise costly. Among
other factors, legacy system degradation occurs with the use
of outdated computer languages, and poor documentation,
which inevitably increases maintenance costs [14]. This
largely explains the high proportion of total IT expenditure
organizations commit to system maintenance. By some
estimates, as much as 75% of the IT budgets of banks and
insurance companies have been consumed by legacy systems
maintenance costs [15] [16]. In 2019, the U.S. government
spent over $90B on Information Technology (IT), of which
about 80% was used to operate/maintain legacy systems [17].
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Given myriads of challenges, why do organizations
continue to rely on legacy systems? Despite their limitations,
these legacy systems still work and are relatively stable,
predictable and well-understood by the organization. If a
system has been running payroll, benefits, billing, or claims
processing for many years without major outages, leadership
is often reluctant to touch it. From a risk perspective, “ifit’s
not broken then don’t fix it is powerful.

We are surrounded by legacy technologies that are still in
active use: cellphones, televisions, radios, keyboards, data
storage devices, cars, medical devices, microwave ovens,
refrigerators, traffic lights, credit card readers, and computers.
These technologies survive because they are universally
compatible, cheap and reliable, “good enough” for the job, and
supported by massive infrastructure. Newer technology has to
be dramatically better to displace something that already
works everywhere.

The decision to replace a legacy system is both expensive
and inherently risky. Modernization is not just buying new
software. It often means rewriting or migrating decades of
data, reengineering business processes, training staff, and
handling downtime and transition risk [1]-[13]. Replacement
of large legacy systems typically goes over budget, takes
years, and/or fails outright. Compared to the expense and risk
of replacement, keeping a legacy system limping along is
often the safest short-term bet.

Legacy systems are rarely standalone, instead they are
typically deeply embedded in the organization integrated with
dozens of other systems and hard-coded to specific workflows
which have been developed over years [1]-[13]. Institutional
knowledge is locked into legacy systems such that
organizations adapt to the limitations of the legacy system and
workarounds become “how things are done”. Thus, changing
out a legacy system can trigger a domino effect across the
entire enterprise. This all-encompassing impact alone can stall
legacy system modernization indefinitely.

In summary, organizations do not keep legacy systems
because they love them—they keep them because the
perceived risk of change tradeoffs is greater than the pain of
staying the same. The perceived risk of change tradeoffs being
greater including actual cost (Capex), plus time cost,
migration cost, and training costs.

However, the viability of continuing to use a legacy
system indefinitely without end is problematic. There is a
significant time period between when a legacy system is
unsupported but still highly-functional, to the time when a
legacy system is no longer operational. This is the precise
period of time the technical challenges we describe in this
paper occur.

The remainder of this paper is organized as follows:
Section II provides a literature summary of legacy systems
issues. Section III describes a specific context for legacy
systems for illustrative purposes. Section IV presents several
potential solutions that have been used, and we plan to explore
in the future. We end with a summary and conclusions in
Section V.

II.  THE CYBERSECURITY RISKS OF LEGACY SYSTEMS

The technical obsolescence of legacy systems is not just
messy code—it’s accumulated cybersecurity risk [18]-[21].
Legacy systems create outsized cybersecurity risk not
because they were poorly designed, but because they were
designed in the past for a different threat environment.
Modern attackers actively exploit the assumptions those
systems were built upon in the past.

A. Unsupported Unpatched Legacy Systems

Unsupported and unpatched software is the single biggest
risk to legacy systems. Security patches protect against
cybersecurity incidents by adding new security features and
fixing software bugs (i.e., coding errors or remediating
known vulnerabilities). Since legacy systems do not receive
patches, they are more vulnerable to cyberattacks.

Cybersecurity support is “a reasonable expectation of a
predictable effective response to a new cybersecurity risk”
[22]. When vendors discontinue cybersecurity support for
legacy systems, known vulnerabilities persist and remain
susceptible to exploitation. As a result, legacy systems
become easy targets for inexpensive, automated, and widely
available public exploits.

No system can be supported forever, but this fact has not
been integrated into organizational processes. In particular
the cybersecurity risk of outdated software is not being
communicated very well if at all [22]. These risks of outdated
software are typically included in the unread small print of
disclosure agreements. Table II describes the different terms
being used to describe the status of legacy systems in regard
to support for cybersecurity vulnerability patches.

TABLE II. LEGACY SYSTEM STATUS RELEVANT TO CYBERSECURITY

End-of-Support (EOS): Hardware devices, firmware, and software
versions that no longer receive timely, supported updates from the
original equipment manufacturer, including security patches, security
updates, software fixes (hotfixes), and defects. Vendor stops taking
responsibility for system/software operation.

End-of-Life (EOL): Point at which a technology is no longer
supported by its vendor. Importantly: EOL does not mean the system
stops working — it means the vendor stops taking responsibility for it.
End-of-Service: Point at which a system is no longer actively serviced
or maintained although it may still technically be supported in limited
ways for critical fixes. It sits between ‘‘fully supported” and “‘end-of-
life” on the vendor lifecycle.

End-of-Maintenance (EOM): Point at which a vendor stops
providing routine maintenance fixes for a product, even though the
product may still be usable and may still receive very limited support.
End-of-Renewal (EOR): Point at which a vendor no longer allows
customers to renew licenses, subscriptions, or support contracts for a
product. The system may still be operational but contractual support
obligations are soon expiring.

End-of-Sale: Point at which you can no longer buy the product, but it
may still be supported

End-of-Expansion (EOX): Point at which a vendor no longer allows
the system to be expanded in size, capacity, or scope even though the
system may still be operational and supported
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End-of-Life is not necessarily a cybersecurity vulnerability
by itself [22]. There are many legacy systems still in active
use today that are no longer supported by their original
vendor that are instead being protected by compensating
cybersecurity controls provided by the host organization. In
fact, this situation is common in industries where systems
typically outlive the companies, products, or strategies that
created them. Well-known examples include: (1) COBOL-
based systems (typically the original vendor no longer
exists); (2) VAX systems, DEC defunct 1990s, still used in:
transportation, manufacturing, government, utilities; and (3)
Windows XP Embedded, EOL 2014-2019 (depending on
variant), still used in: ATMs, medical devices, kiosks,
industrial systems.

End-of-life is usually final, although exceptions have
happened in situations where an otherwise End-of-Life
system was still widely deployed. If system failure would be
catastrophic then revival/re-support is possible. For example,
legacy systems that have reached End-of-Life and have been
brought back to life include: (1) Windows XP, EOL 4/2014,
revived 2017 due to WannaCry computer virus; (2) IBM
mainframe OS/390 variants, revived as mainframes “too big
to fail”; (3) Oracle 9i/10g databases EOL 2000s-2010s
(depending on variant), now “actively supported”; (4)
Siemens industrial control systems EOL revived due to
national infrastructure risks; (5) VMS EOL multiple times
under different owners (DEC/HP/Compaq — VMS
Software) currently under active support.

Is it possible to determine whether a legacy software
system is supported without access to formal contractual
documentation? The answer is both yes and no [22]. In a
development environment, there are signals for “Signs-of-
Life” support including number of maintainers, stars
(bookmarks, endorsements) and forking (forking allows
someone to modify the code independently), recent activity
(opening issues), and the existence of dedicated security
communications channels for the software in question. There
is also the possibility that small portions of code may be
stable without needing support.

The imminent threat of exploitation for unpatched
unsupported legacy systems is substantial and constant,
resulting in a significant threat to an entire organization.
Advanced threat actors search to identify and target
unsupported legacy systems as a means to pivot into other
systems and enterprise networks. Legacy systems are
attractive targets due to their extensive reach into an
organization's network and integrations with identity
management systems and are especially vulnerable to cyber
exploits  targeting newly  discovered, unpatched
vulnerabilities. Additionally, since they no longer receive
supported updates from the original equipment manufacturer,
they are exposed to disproportionate and unacceptable risks.

While we have focused on lack of vendor support for
patching legacy systems, there are also non-patchable
vulnerabilities.

B. Non-Patchable Legacy Systems

A non-patchable vulnerability for a legacy system is one
where there is no available patch leaving the only true fix as
system replacement—everything else is damage control.
There are many examples of vulnerabilities in legacy systems
that are effectively non-patchable, meaning there is no fix
available from the manufacturer and remediation would
require architectural modification or system replacement.
Table III shows a comparison between patchable/non-

patchable vulnerabilities.

Examples

vulnerabilities in legacy systems include:
e Hard-coded cryptographic algorithms
Systems that only support TLS 1.0 or SSLv3

[ ]
e  Firmware with hard-coded credentials
e  Applications

authentication protocols

e Embedded system firmware that cannot be updated

dependent

on deprecated

of non-patchable

TABLE IIL COMPARISON OF PATCHABLE VS NON-PATCHABLE
VULNERABILITIES IN LEGACY SYSTEMS
DIMENSION PATCHABLE NON-PATCHABLE
VULNERABILITIES VULNERABILITIES
Definition cybersecurity weaknesses cybersecurity weaknesses not
correctable by applying a patchable due to
vendor-provided patch architecture, end-of-life,
and/or hard-coded design
Nature of Flaw implementation bugs design or architectural flaws
(buffer overflows, logic (insecure protocols, weak
errors, missing input cryptography, trust
validation) assumptions)
Availability of patch exists, available. & no fix exists; no patch will
Fixes documented ever be released
Remediation days to weeks (depending indefinite — permanent risk
Time on testing/change control) for entire life of system
Operational episodic with patch continuous (monitoring,
Impact of sandbox testing & controls, documentation)
Remediation application off-hours
Required apply patch, test, verify, Sformally accept risk & apply
Actions close vulnerability compensating controls
Compensating optional & temporary mandatory & permanent
Controls
Example patch management, change isolation, access restrictions,
Controls management protocol blocking,
monitoring, gateways
Cost Profile predictable, ongoing technical obsolescence in
maintenance cost form of hidden & growing
costs (controls, audits,
incidents)

Change Risk pre-testing and verification high — system may break with
results in low/moderate & any changes
predictable change risks

Risk Trend low if patched quickly & high due to public, well-
Over Time significant reduction after known exploits & increasing
patch applied overtime as threats evolve

Audit Status closed finding after patch finding remains open with

installed compensating controls and
risk acceptance

Long-Term patch management as part fixing requires replacement,

Resolution of normal operations major redesign &
reimplementation, and/or
current system shutdown

Cybersecurity teams are not ignoring non-patchable
vulnerabilities, they are managing permanent risk. In non-
patchable cases, the vulnerability is structural in architectural
design - frozen in time.
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Patching can also be impossible to perform — or patching
itself may create greater operational risk than the
vulnerability itself. Even when patches exist:

e Applying a patch may break the legacy system
e Sandbox patch testing environments may not exist
o Knowledge of safely applying patches may not exist

C. Summarizing Legacy System Vulnerabilities

Legacy systems pose additional significant cybersecurity
risks because they are often incompatible with modern
cybersecurity monitoring tools, hindering detection and
automated responses. This results in attacks going undetected
for longer periods before being identified and addressed.
Given this longer time to detection, attacks on legacy systems
typically cause more damage.

In summary of cybersecurity risk, legacy systems increase
the likelihood of compromise from both non-patchable
vulnerabilities and patchable vulnerabilities that are no
longer provided under vendor support. When a compromise
occurs for a legacy system, the impact is large and existential.
Legacy systems turn manageable threats into existential risks
because they have not evolved to be resilient to modern
cybersecurity attacks.

III. A SPECIFIC LEGACY SYSTEM CONTEXT:
SCIENTIFIC INSTRUMENTS

Legacy systems exist in an almost infinite number of
contexts. We now describe one specific context for
illustrative purposes: a legacy system involving high value
and sensitive scientific instruments shared globally with
scientists and students.

Advanced cyber-infrastructure is increasingly needed to
support data-driven and interdisciplinary research. Many
universities have scientific instruments in their laboratories
that still use outdated operating systems (OSs) like Windows
XP, NT, and 2000, which pose security risks [23]-[25]. These
instruments include Scanning Electronic Microscopes
(SEMs), Transmission Electronic Microscopes (TEMs), and
Atomic Force Microscopes (AFMs) [23]-[25].

The challenges of remote experiments on high-value
scientific instruments are: (1) Scientific instruments, often
multi-million-dollar investments, age slower than computing
and networking technologies. Instruments last 20-30 years,
while their software typically lasts 6-8 years, and cyber-
components need upgrades every 6 months to 2 years for
security and performance. (2) Scientific software is
embedded in an instrument’s OS for performance, meaning
OS upgrades require simultaneous software upgrades,
causing mismatches between them. (3) Frequent OS patches
are essential to keep an instrument securely connected to a
university network, preventing cybersecurity risks and
ensuring access to cloud services. Without these patches,
instruments become vulnerable, leading to research
slowdowns due to limited local storage and reduced
productivity as researchers spend more time managing data
manually.

This situation persists because instrument companies may
not update their software as frequently as OS providers due
to software development lifecycles, support costs, and
business life cycle (businesses leave the market). Even newer
OSs like Windows 10 will soon be outdated. Consequently,
the current networked solution for scientific instruments
cannot evolve, hindering the advancement of discovery and
cyberinfrastructure deployment.

IV. POTENTIAL SOLUTIONS

Legacy systems are not insecure because of neglect or poor
management. They are insecure because they cannot be
fundamentally upgraded with patches against the latest
known cybersecurity threats without unacceptable
operational risk. Most legacy systems:

e  Are mission-critical

e  Are architecturally frozen

e  Are no longer fully supported by vendors

e Contain non-patchable/removable vulnerabilities
For these systems, eliminating risk is not technically or
operationally feasible.

A foundational concept for legacy systems is that they need
to focus on containment, isolation, and survivability, not
elimination of risk. For legacy systems, risk cannot be
eliminated—because the system itself cannot be
fundamentally changed. The objective is not to make it
secure but rather to limit damage when something goes
wrong.

Containment focuses on limiting how far an attack can
spread, turning potential catastrophic attacks into
manageable incidents. Even if a system is compromised,
exfiltration can be blocked and the attacker cannot pivot
easily to attack peer systems such that peer systems remain
protected and damage stays localized.

Most exploits require network access, unrestricted
communication, and discovery/scanning ability. Network
isolation removes those conditions—even if the vulnerability
still exists. By restricting the flow of network traffic into and
out of the system, limiting the points from where the system
may be accessed. Network isolation can be accomplished
using air-gaps (where feasible), firewalled/segmented
network zones, jump hosts, and protocol restrictions.

Survivability includes strong monitoring, logging, and
alerting. The assumption is that compromise is possible, and
that any system compromise should be detected addressed
using a variety of recovery techniques resulting in minimal
disruption to mission delivery. This ensures the organization
can withstand and recover from incidents, rather than being
paralyzed by them.

A. General Techniques

The goal is to reduce the likelihood and impact of
compromise on legacy systems while still meeting a wide
variation of different needs. Leveraging domain-specific
contexts can help but there is no silver bullet solution [26]
[27].
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The first consensus technique is to keep legacy systems
isolated from the Internet using network isolation and
segmentation. If attackers cannot reach the legacy system,
they cannot exploit it. External compensating security
controls that can block attack patterns and detect suspicious
activity include Web Application Firewalls (WAFs).

Application and protocol hardening involves disabling
unused ports and removing unnecessary services (every
disabled port and removed service eliminates an attack
vector), enforcing least-privilege service accounts, restricting
allowed protocols, enforcing the use of secure tunnels or
gateways for required legacy protocols.

Survivability includes strong monitoring, logging, and
alerting -- assume compromise is possible but detect it quickly
and respond using:

e Network intrusion detection/prevention (IDS/IPS)
Host-based intrusion detection (where supported)
File integrity monitoring
Offline, immutable backups
Tested restoration procedures
Manual fallback processes

¢ Secunty
szunsn* 3

Sensitive
Network

Untrustad
Network

Figure 1. Cross-Domain Solutions Between Disparate Domains

Cross Domain Solutions (CDS) are another potential
solution that may enable organizations to share information
across physically, logically, and administratively separated
networks (known as security domains) in a reliable, secure and
interoperable manner as shown in Figure 1 [28]-[30]. A Cross-
Domain Solution is typically a combination of
hardware/software mechanisms that enable data transfer
between two or more information systems operating at
different security domains (e.g., different classification levels,
networks, or trust zones) [28]-[30]. Thus, CDS allows
controlled information sharing between networks that are
intentionally separated for security reasons.

In Figure 2 the taxonomy of these solutions can be
broadly classified into broad categories of unidirectional
transfer and bidirectional transfer. Unidirectional transfer
solutions, often built around hardware like data diodes,
enforce a strict one-way flow of information, which is ideal
for sending data from a less secure network to a more secure
one for monitoring or analysis without creating a return path
for threats. Bidirectional transfer solutions allow for a
controlled, two-way exchange of information. These systems,
often called "guards," use a "protocol break" to terminate and
deeply inspect all network traffic. They employ sophisticated
filtering mechanisms—including content filtering, data
sanitization to remove hidden metadata, and malware
scanning—to ensure that only authorized data that complies
with security policies can pass between the domains.
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Figure 2. Classification Taxonomy of Cross-Domain Solutions (CDS)

B. The NRL Network Pump

The NRL Network Pump (developed by the U.S. Naval
Research Laboratory) is a high-assurance, one-way network
transfer device designed exactly for CDS -- to securely move
data from a lower-classification or lower-trust network to a
higher-classification or higher-trust network. It is often
described as a trusted guard or controlled data transfer
mechanism for cross-domain environments.

As shown in Figure 3 the key idea is the NRL Network
Pump (aka Pump) allows information to move in one
direction only, with no return path [31]-[33]. This could
potentially protect legacy systems from compromise
originating in less trusted environments.
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Figure 3. Data Flow within the NRL Network Pump

The Pump allows one-way information transfer only from
source — destination. However, the Pump must have
middleware designed for specific supported protocols such
that it parses and reconstructs messages. In this way the Pump
is not the same as a firewall since it does not forward packets
but rather recreates packets. The original Pump was designed
for the reconstruction of SMTP protocol email messages,
enforcing strict rules blocking anything that does not
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conform. With no bidirectional responses back from the
destination back to the source (e.g., acknowledgments, flow
control), the Pump breaks end-to-end TCP connections while
preventing covert channels, interactive exploits, and protocol
tunneling. The Pump protects legacy systems using:

Isolation from Direct Network Exposure: the legacy system
never communicates directly with untrusted systems, the
legacy system is shielded from malformed traffic, the legacy
system is protected from remote interactive exploitation.

Protocol Normalization: The pump terminates incoming
connections and reconstructs well-formed protocol-
compliant limited structured data as input to the legacy
system. This protects legacy software that may crash or be
exploited by malformed packets, buffer overflow attempts,
executable malware, and/or protocol fuzzing.

Elimination of Back Channels: Legacy systems often cannot
defend against covert exfiltration channels, reverse shells,
and interactive command-and-control sessions.

In summary the Pump turns fragile and vulnerable legacy
systems into isolated data consumers rather than exposed
network participants. The Pump protects legacy systems by
enforcing one-way communication, breaking direct network
sessions, normalizing protocol data traffic, eliminating back
channels, and eliminating exposure to malicious traffic.

C. The Data Diode

As shown in Figure 4, a data diode is a hardware-enforced
unidirectional network device that allows data to flow in only
one direction between two networks [34]-[38]. Unlike
firewalls, which rely on software rules, a data diode enforces
one-way communication at the physical layer — typically by
removing or disabling the receive path in one direction, using
transmit-only (Tx-only) and receive-only (Rx-only) network
interfaces, using optical fiber with a physically absent return
channel (air gap) and implementing hardware logic that
makes reverse signaling impossible. Because the restriction
is physical rather than logical, it provides high-assurance
isolation between networks.
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Figure 4. Data Flow within the Network Data Diode

A data diode can protect legacy systems fundamentally by
eliminating the inbound attack surface. Even if a legacy
system is compromised internally, it cannot establish
outbound connections, it cannot receive instructions, it
cannot participate in interactive sessions -- this dramatically
reduces post-compromise impact.

In summary, a data diode can serve as a compensating
control for legacy systems by physically isolating, restricting
communication direction, and dramatically reducing inbound
network exposure. A data diode turns fragile legacy systems
from exposed network participants into isolated data emitters
— dramatically reducing their cybersecurity risk.

D. Edge Computing via Virtual Machines & Cloudlets

Another technique is the use of edge computing to protect
legacy systems by using virtual machine (VM) encapsulation
to relocate execution closer to users or data—without
modifying the legacy software itself [39]. The key
mechanism introduced is called Edge-Based Virtual Desktop
Infrastructure (EdgeVDI) which works as shown in Figure 5.
While traditional VDI only works well on LANs because
RDP is latency-sensitive, edge computing solves this by
moving the VM from the central cloud (Tier-1) to a nearby
cloudlet (Tier-2), restoring LAN-quality latency.

This edge computing solution protects legacy applications
by removing direct exposure of legacy systems. Instead of
running legacy applications on user laptops/exposed
desktops/unmanaged distributed systems, they can instead
run inside controlled VM instances at cloudlets.

This technique has the security benefit of reducing the
attack surface and end system risk. Legacy apps are isolated
from host environments and configuration drift.
Encapsulation ensures a fixed OS version, controlled library
versions, controlled  configuration state, and a
snapshot/rollback capability. Instead of moving large
datasets across WAN links, EdgeVDI moves the VM to the
data location.
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Figure 5. Data Flow within the Cloudlet Edge Computing Approach
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Edge computing protects legacy applications by
encapsulating them in VMs and dynamically relocating
execution to nearby cloudlets, reducing latency, minimizing
WAN data transfer, isolating execution environments, and
eliminating the need to rewrite fragile legacy software.
Rewriting legacy software for cloud-native operation is only
economically viable for a tiny fraction of applications. Thus,
edge computing offers a protection and modernization
strategy that requires zero changes to legacy code, improves
performance, enhances mobility, and reduces network
exposure for protection. Edge computing transforms legacy
applications from vulnerable, device-bound software into
secure, centrally managed, migratable execution
environments.

The challenge with EdgeVDI is if the legacy software
happens to be hosted on a machine that attaches to a device
that it is controlling, such as via a serial connection and/or
USB/PCI connection, then virtualization cannot be used to
protect the software because it needs to be able to
communicate directly with the underlying hardware.

V. CONCLUSION AND FUTURE WORK

The size of the security problem with legacy systems is
widespread, economically entrenched, and concentrated in the
most operationally critical environments. It is one of the
dominant structural cybersecurity challenges across
government, healthcare, industrial control systems, and
industries of all types in all countries around the world.

Protecting legacy systems requires layered, architectural
controls because many legacy platforms cannot be patched,
upgraded, or instrumented with modern security agents. No
single solution has yet proven to be sufficient but potential
solutions include the following which we presented:

e  System hardening

e  Controlled mediation (NRL Network Pump)

e  One-way transfer controls (Data Diodes)

e  Architectural relocation (EdgeVDI computing with

VM encapsulation)

Common aspects of these potential solutions include:
Eliminating direct Internet exposure
Expose APIs instead of raw interfaces
Middleware in front of the legacy systems
Enforcing strict one-way communications
Validating input at a one-way boundary
Eliminating reverse channels

For future work, we intend to experiment, test, and share
empirical research results for the potential solutions we
presented in this paper. It is our current intuition that the best
solution to protect a particular legacy system may depend on
the specific context of the legacy system in question so there
may not be one general solution but multiple solutions given
different contexts.
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A Meta-Analysis of Deep Learning and Agentic Artificial Intelligence for
Forecasting Cyberattacks in Educational Institutions
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Abstract— This research paper investigates the efficacy of
Deep Learning (DL) and Agentic Artificial Intelligence (AI) in
forecasting cyberattacks on educational infrastructure.
Educational institutions often face resource constraints and
heterogeneous user groups, necessitating proactive security. We
present a meta-analysis of 42 peer-reviewed studies (2015-
2025). Following PRISMA 2020 guidelines, we assess
performance metrics including accuracy, precision, and Mean
Time to Respond (MTTR). Our results indicate that while Deep
Learning excels at pattern recognition (87% accuracy), Agentic
Al provides superior adaptability and response efficiency (92%
accuracy), reducing MTTR by up to 50%.

Keywords-deep  learning;  agentic
cybersecurity, educational infrastructure.

artificial  intelligence;

I. INTRODUCTION

There is a critical operational issue in the application of
cybersecurity in the educational institutes due to the
heterogeneous user populations and the lack of resources
allocated for the security of digital infrastructure. It is evident
that the threats such as ransomware campaigns, credential
theft and data exfiltration attacks occur frequently by misusing
the behavioral and infrastructural patterns of these educational
institutes [1][15]. As a result of these situations, it is critical to
execute predictive and adaptive security mechanisms rather
than reacting after the attacks.

The use of Artificial Intelligence has become one of the
best strategies for cybersecurity in the educational institutes.
It is possible to detect the patterns of complex cyberattacks
from learning-based methods, whereas autonomous agent-
based systems guide to make decisions which can be adaptive
in dynamic threat environments [5][21]. This study evaluates
the productivity of using Deep Learning and Agentic
Artificial Intelligence (AI) for forecasting cyberattacks in
educational institutes successfully by doing a complete and
systematic meta-analysis.

The remainder of this paper is organized as follows.
Section II reviews the related work on Deep Learning and
Agentic Al in cybersecurity. Section III describes the meta-
analysis methodology and data extraction process. Section [V
explains the overall results and comparative analysis. Section
V discusses the implications and limitations. Section VI
outlines the practical implications for cybersecurity in
educational institutes. Section VII concludes the paper and
identifies directions for future research.

Kalpdrum Passi
School of Engineering and Computer Science
Laurentian University
Sudbury, Ontario, Canada
e-mail: kpassi@laurentian.ca

II.  RELATED WORK | BACKGROUND

This section provides a comprehensive review of existing
literature concerning the application of Deep Learning and
Agentic Al within the cybersecurity domain, establishing the
theoretical foundation for our meta-analysis.

A. Deep Learning for Cybersecurity

Deep Learning technologies are mostly used for detecting
cyberattacks due to its ability process complex and non-linear
relations in high-dimensional data [1][5]. Convolutional
Neural Networks (CNN), Recurrent Neural Networks (RNN),
and Transformer-based architectures have demonstrated
strong performance in identifying known attack signs and
abnormal traffic patterns of data [12]. However, there is a need
of huge amount of labelled data for these methods and
typically shows a limited interpretability, which lowers the
applicability in highly dynamic educational environments [9].

B. Comparison with Existing Work

While previous studies have focused extensively on
isolated Deep Learning models for intrusion detection [1][5],
there is a notable gap in meta-analytical research that
evaluates the transition from passive detection to autonomous,
agent-based response systems in educational settings. This
study improves upon existing work by providing a
quantitative comparison of these paradigms, specifically
addressing the unique resource constraints of school
infrastructures.

III.  RESULTS

This meta-analysis followed the PRISMA 2020
(Preferred Reporting Items for Systematic Reviews and
Meta-Analyses) framework. We searched IEEE Xplore,
ACM Digital Library, and Scopus using keywords: "Agentic
AL" "Deep Learning," "Cybersecurity," and "Educational
Networks."

Inclusion Criteria: Studies that addressed cybersecurity in
educational institutes and multi-user networked environments
[1]. The selection process prioritized studies that implemented
Deep Learning or Agentic Al methods [2] and those that
reported measurable, empirical results.
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Data Extraction: Data extraction focused on key
performance indicators commonly used in cybersecurity and
intrusion detection research, including prediction accuracy
and Mean Time to Respond (MTTR), as found in prior studies
on machine learning-based security evaluation [1][3][7][12].
The main goal is to compare Deep Learning and hybrid
detection models. Established benchmarks are used to
measure data from various studies on an equal basis [5][6]
[15]. Results were normalized to facilitate reliable
comparative analysis [2][3][8].

Statistical Methods: We used a random-effects model for
our analysis. This model assumes that the true effect size
differs across studies. Differences can be in study populations,
datasets, network setups, and modeling approaches. The
model handles the differences between the studies on using
deep learning and Agentic Al to predict cyberattacks in
educational institutes. The studies used different types of Al
models, including Recurrent Neural Networks (RNN) [11],

Hybrid Deep Learning Models [15], and Generative
Adversarial Networks (GAN) [9][10].
= Ziea 0%
= 1
o S w; )

EJis the weighted mean accuracy

x;| is the accuracy reported in study i.
i is the weight (inverse of the variance) for study i.
This ensures that studies with larger sample sizes have a
proportional impact on the results of the meta-analysis.

IV. ANALYSIS

This section presents a quantitative synthesis of the 42
selected studies to evaluate the comparative performance of
Deep Learning and Agentic Al in educational cybersecurity
frameworks.

A. Study selection and Quantitative Synthesis

Following the PRISMA 2020 protocol, 42 studies were
synthesized to evaluate the transition from pattern
recognition to autonomous response. The dataset represents a
combined sample of over 1.2 million network log entries
across primary, secondary, and tertiary educational
environments.

1) Deep Learning Performance (The Baseline)

The meta-analysis of 20 primary studies [1]-[20] confirms
that Deep Learning (DL) remains the gold standard for
static pattern recognition.

e Convolutional Neural Networks (CNNs) and
LSTMs showed high efficacy in identifying known
malware signatures in campus IoT devices

[8]1[17][18].

2)

Autoencoders were frequently cited for anomaly
detection in high-traffic university libraries

[41091012].

Aggregate Data: The weighted mean accuracy for
DL models across these studies was 87%
[14]15][19][20]. However, these models were noted
for high false-positive rates in "noisy" educational
environments where student behavior mimics
erratic traffic [11][13][16].

Units Agentic AI Performance (The Evolution)

Twelve studies focusing on Agentic Al [21]-[32]
demonstrated a significant leap in precision. Unlike DL,
which only flags threats, Agentic Al employs a "Sense-
Think-Act" loop.

3)

Reasoning Capabilities: Studies utilizing Large
Language Model (LLM) agents for reasoning
[23][24][26][32] reported a 92% precision rate,
specifically in filtering out benign student activity
that DL often mislabels.

Adaptability: Reinforcement learning agents
[25][27][29] demonstrated the ability to update
firewall policies in real-time without human
intervention, maintaining high performance even as
attack vectors evolved [2][28][30][31].

Comparative Operational Impact

The final ten studies [33]-[42] focused on real-world
implementation within educational frameworks.

MTTR Reduction: In traditional DL-assisted
environments, the Mean Time to Respond (MTTR)
averaged 80 minutes [37][40].

Autonomous Response: In institutions where
Agentic Al was deployed to handle initial
containment [33][39][41][42], the MTTR dropped
to 40 minutes, a 50% improvement.

Case Studies: Longitudinal studies in campus-wide
IoT deployments [34][35][36][38] indicate that this
reduction is most pronounced during "off-hours"
(nights/weekends) when human security staff are
less available.
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TABLE I. SYNTHESIS OF META-ANALYSIS EVIDENCE

BASE (N=42)
Research Reference Primary Sample
Category Citations Analytical Focus Size (n)
. Feature Extraction
Deep Learnin
(DIS Baseﬁneg [1]-120] and Pattern n=20
Recognition
. Autonomous Logic
Agentic AI .
[21]-[32] and Adaptive n=12
(AAI) Systems Reasoning
: Operational
P“g‘cs,' Case [33]-[42] Efficiency and n=10
udies Deployment
Total Study Forecasting and _
Pool [1-42] Response Efficiency N=42

Mean Time to Respond (MTTR) Reduction
80 min

Time (minutes)
w 2 ) o N @
8 8 2 3 3 S

N
S

=
S

Agentic Al

Deep Learning
Category

Figure 1. Mean Time to Respond (MTTR) Reduction
B. Reduction in Mean Time to Respond (MTTR)

e Before Agentic Al: The response time averaged 80
minutes.

e  After Agentic Al: The response time dropped to 40
minutes.

This represents a 50% reduction in MTTR, meaning the
Al allows security teams to address threats twice as fast as
traditional methods.

C. Effectiveness of Artificial Intelligence Paradigms in
Cybersecurity (2025)

Fig. 2 shows the overall performance of three different Al
approaches in the security fields as of 2025.

Key summary: Agentic Al is identified as the most
effective approach based on the charts. Unlike the Generative
Al which does only data summarization, Agentic Al is
capable of performing autonomous actions like isolating an
attacked server, achieving a performance of approximately
92%. The results indicate that Agentic AI demonstrates
superior adaptability and response efficiency, while Deep

Learning remains effective for recognizing known attack
patterns.

Table II provides a clear comparison between two types
of Al used in cybersecurity, Deep Learning and Agentic Al.
Analysis of the findings are as follows.

e Deep Learning Performance: This paradigm
achieves a Mean Accuracy of 87% and a Mean
Precision of 84%. Its primary strength is pattern
recognition (Constrained by a dependence on
labelled data).

Effectiveness of Al Paradigms in Cybersecurity

variable
. Accuracy

= precision
0.95

Performance (%)

Agentic Al

Deep Learning
Category

Figure 2. Comparative analysis of Mean Time to Respond (MTTR)
between Deep Learning and Agentic Al

TABLE II. AGGREGATED PERFORMANCE METRICS OF
EVALUATED ARTIFICIAL INTELLIGENCE PARADIGMS.

Al Table Column Head
Paradigm Mean Mean Key Primary
Accuracy | Precision Strength Limitations

Deep o . Pattern Dependence

Learning 87% 84% recognition on labelled
[5] data

Mean 929, 92% Autonomous | Governance

Precision adaptation complexity

e Agentic Al Performance: this paradigm shows
superior results with a Mean Accuracy of 92% and a
Mean Precision of 92%.

e Adaptability: The key strength of Agentic Al is
autonomous adaptation, allowing it to respond to
evolving threats without manual intervention.

e  Operational Limitation: The primary drawback for
Agentic Al is governance complexity, requiring
robust frameworks to ensure safety and alignment.
Governance Complexity describes the challenges of
managing Al that can act on its own. While Deep
Learning usually just flags a problem, Agentic Al can
take independent steps like shutting down a server or
blocking a user.
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D. Performance Comparison and Mean Time to
Respond (MTTR) Trends

Agentic  Artificial Intelligence exhibits higher
precision across evaluated studies, particularly in
scenarios requiring rapid contextual decision-making.
Deep Learning approaches show consistent performance
when sufficient historical data are available. Across
studies reporting operational deployment, Agentic
Artificial Intelligence systems achieved substantial
reductions in Mean Time to Respond (MTTR) by
enabling automated containment and coordinated
defensive actions [17][21]. Fig. 3 illustrates the
observations mentioned below.

e Baseline (Before Agentic AI): The MTTR is
positioned at a normalized scale of 100 [5][6].

e End Goal (Late 2025): After implementing Agentic
Al, the MTTR drops to 60 on the normalized scale.

Impact of Agentic Al on Mean Time to Respond (MTTR)

30-50% Reduction Range

4 Mean MTTR

80

MTTR (Normalized Scale)

60

Before Agentic Al After Agentic Al (Late 2025)

Implementation Phase

3. Aggregated performance comparison

E. Performance Corridor and MTTR Variability

While the mean reduction in Mean Time to Respond (MTTR)
is calculated at 40%, Figure 3 illustrates that operational
success is not a monolith. The inclusion of the Performance
Corridor (shaded area) accounts for the "Sense-Think-Act"
loop's efficiency across diverse educational environments.

e Baseline Stability: The baseline is fixed at a normalized
scale of 100 to provide a consistent point of comparison
across the 42 synthesized studies.

e The 30-50% Range: The upper bound of the shaded area
represents a conservative 30% improvement, typically
seen in resource-constrained K-12 environments.

e The Optimistic Bound: The lower bound reflects a 50%
reduction, observed in institutions with highly integrated
IoT frameworks where autonomous agents can isolate
threats twice as fast as traditional methods.

This visualization is essential for administrators to understand
the "best-case" and "conservative-case" scenarios when
transitioning from reactive Deep Learning to proactive
Agentic Al

Key summary: Figure. 3 illustrates a significant reduction in
response times, which is vital for minimizing system
vulnerabilities [21]. There is a considerable improvement of
40% in the average speed of response during the change
occurred from 100 to 60 as a result of the capability of
autonomous decision-making ability of Agentic Artificial
Intelligence [3][17]. Table Il shows how fast the Artificial
Intelligence can react to a threat.

V. DISCUSSION

The observed performance advantages of Agentic
Artificial Intelligence can be attributed to its autonomous
decision-oriented architecture, which enables continuous
assessment and adaptive response. Deep Learning methods,
while effective for detection, remain primarily reactive and
dependent on historical data distributions. The results suggest
that combining predictive pattern recognition with
autonomous  decision-making enhances cybersecurity
resilience in educational environments. However, as
mentioned in [16] and [22], the Governance Complexity of
Agentic Artificial Intelligence remains as a challenge. There
must be human-in-the-loop safeguards to ensure that an
independent agent does not accidentally disable critical
servers during a false positive.

TABLE III. PROJECTED MTTR REDUCTION FOLLOWING
AGENTIC Al IMPLEMENTATION

Phase MTTR Value % Reduction from
(Normalized) Baseline
Before Agentic Al 100 0%
Conservative 70 30%
Estimate
Mean Estimate 60 40%
Optimistic Estimate 50 50%

VL

Educational institutions should transition from static
security configurations toward adaptive defense frameworks.
Integrating Deep Learning-based detection with Agentic Al-
based response mechanisms supports proactive threat
mitigation. Additionally, governance structures must be
established to manage agent autonomy, accountability, and
ethical deployment.

Figure 4 demonstrates the four-stage pipeline for a
cybersecurity system for a school network. It shows the
evolution of data from raw input to autonomous action using
different layers of Artificial Intelligence. The four-stage
pipeline is further described by Data Input, Deep Learning,
Generative Al and Agentic Al components.

IMPLICATIONS FOR EDUCATIONAL CYBERSECURITY
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Data Input (School Network Traffic): As the foundation of
the process, it takes raw data flowing through the school’s
digital infrastructure. This includes:

e  Student and staff login attempts
e  Web browsing activities and downloads
e Internal communication and cloud storage access

Deep Learning (Pattern Recognition): After the collection
of data, it is investigated by Deep Learning models. Unlike
the steps and rigid rules followed by traditional software
applications, these models are capable of learning and
detecting “Normal Behavioural Patterns” that occur within
the school networks.

Generative Al (Synthetic Data and Anomaly Detection):
Two main purposes of Generative Al are generation of
synthetic data and anomaly detection. The system creates
"fake" attacks to practice on, which helps it prepare for brand-
new threats that have never been seen before. It watches for
any tiny changes in normal network behavior to predict an
attack before it happens. When comparing real-time traffic
with “normal” patterns learnt in the previous step, the
Generative Al identifies data beyond the required boundary
(outliers) that could notice a cyber threat. (Phishing attack or
data exfiltration).

Agentic Al (Autonomous Response): Finally, the Al acts
on its own to stop a threat immediately without waiting for a
person to tell it what to do. This keeps the system safe and
greatly reduces the time it takes to fix a security breach.

VIL

This paper presented a meta-analysis of Deep Learning
(87% accuracy) and Agentic Al approaches (92% accuracy)
for forecasting cyber-attacks in educational institutions. The
analysis demonstrates that Agentic Al offers superior
adaptability and response efficiency (based on Mean Time to
Respond (MTTR)), while Deep Learning provides reliable
pattern recognition capabilities. The findings confirm that
combining these paradigms enhances predictive cybersecurity

effectiveness.

Data Input Generative Al
(School N:twork (Synthetic Data &
Traffic) Anomaly

Detection)

Figure 4. Architectural flowchart of the evolutionary cybersecurity
pipeline for educational institutions.

CONCLUSION AND FUTURE WORK

Deep Learning
(Pattern
Recogpnition)

Agentic Al
(Autonomous
Response)

Future work will focus on Federated Al, which maintains
the data privacy of educational institutions, longitudinal
evaluations in operational school environments, the
development of standardized benchmarking datasets, and
formal governance frameworks for autonomous security
agents.
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