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Abstract—The security of Advanced Metering Infrastructure
(AMI) systems draws more and more attention nowadays. In-
trusion detection systems are often deployed on the backhaul
network to protect the AMI head-end system. In this paper, we
proposed an efficient way to build threat detecting mechanism in
AMI systems with the help of software defined networks (SDN).
Moreover, we also enhance the OpenFlow architecture to provide
more powerful detection mechanism to secure the AMI system.
The proposed solution not only enhances the security of AMI
systems, but also preserves the traffic quality of this structure.
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I. INTRODUCTION

Recently, the AMI system, which serves as a key role in
Smart Grid, became popular due to the benefits it could bring.
This new infrastructure enables the exploration of the possibil-
ities of energy utilization by providing certain communication
and control functionalities. However, AMI introduces new se-
curity challenges while providing various benefits due to semi-
open networks, improper security mechanisms and immature
hardware design for AMI devices. There are already many
researches which introduce security issues in AMI systems,
such as [1][2]. The essence of AMI is a vast and distributed
sensor system tethered by the backhaul network and some
neighborhood networks (NANs) which can be open networks
or closed ones. It implies that anyone on the backhaul might
find their way to interfere with the AMI, especially the Internet
service providers (ISPs) who can possibly control partial or all
of the connections in an AMI system. Thus, we will focus on
the security issue in the backhaul network in this paper.

Traditional approaches to protect a device in an IT system
could be cryptographic tools such as mutual authentication
that ensures the identities of each end in a communication,
encryption and key management, which enforces the access
control over specific storage media, or digital signature, which
guarantees the source of a message. However, any of the
cryptographic measures require relatively powerful hardware,
and this implies that the cost of devices will be anything but
cheap. But the extremely large scale of AMI systems limits
the budget of the devices, and further constrains the capability
of the devices and the available protection approaches. Under
such dire condition, monitoring the security status of the AMI
system becomes a practical and economical solution. With the
status of the system security at hand, one can then address and
react to security events more effectively while the cost will
be much economical than traditional cryptographic protection
measures.

Traditional IDS systems mostly take signature-based detec-
tion as their core technology, which detects malicious activities
by describing these activities as signatures beforehand. Snort

[3] is the most popular open-sourced project of this kind of
IDS. However, this kind of detection alone is not sufficient
since it is difficult to list all malicious behaviors and nothing
can be done about unknown attacks. In order to provide a more
secure network environment, specification-based detection was
proposed [4][5]. With the specifications to describe the normal
activities, the IDS can collect all events which do not meet the
requirement of the AMI system. Thus, the administrator can
decide if the network is under attacks by comprehensive anal-
ysis of events. Therefore, the administrator can still be aware
of unknown attacks under the assistance of the specification-
based technology.

In addition to the specification-based detection system, we
observe that a new network trend, Software Defined Network-
ing (SDN), is changing the network architecture. The SDN
could be a proper primitive for an AMI system due to the
vast and distributed nature of the AMI, which results in the
need of efficient management mechanisms to secure the AMI
systems. With the features of the SDN, it reveals a novel
approach for the administrator to dynamically perform flow-
level management over his own network. We believe that in the
near future, more and more networks will be SDN, including
AMI backhaul networks. So, we are motivated to build an IDS
in SDN-based AMI backhaul networks.

In this paper, we integrate the SDN technology with IDS
in the AMI system. First, we will show how to integrate
traditional IDS, Snort, with SDN efficiently by offloading some
checking rules from Snort to OpenFlow switches. Therefore,
IDS will afford more throughputs than legacy architecture.
Moreover, we propose an enhanced OpenFlow technology in
which OpenFlow switches are improved by additional spec-
ification checking agents. By using our enhanced OpenFlow
switches, the specification checking rules can be quickly de-
ployed to each transmission path node in the AMI system from
OpenFlow controller. We also modify some parts of OpenFlow
protocol to support the proposed functionalities. If necessary,
we can also deploy the controllers hierarchically to scale out
the management capability for the future growth of the system
scale.

This paper is organized as follows: we will introduce
some related background knowledge, including the compo-
nents of AMI system, the specification based IDS, and a brief
introduction to the SDN network in Section II. In Section
III, we will show how to integrate Snort with SDN in a
more efficient way than legacy network. Our new OpenFlow
technique which supports specification checking function on
OpenFlow switches will be given in Section IV. Finally, we
will have some conclusions of this proposed SDN-based AMI
Detecting Mechanism.
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II. BACKGROUND

In this section, we will introduce some background
knowledge about the components of AMI architecture, the
specification-based detection and the SDN network.

A. The components of AMI architecture

A generic AMI system consists of smart meters, concen-
trators, head-end, neighborhood area network, and backhaul
network.

• Smart meter: A smart meter serves as an interface
to end users and the user agent to actively monitor,
record, and report messages to the concentrator it
belongs to.

• Concentrator: A concentrator acts as a network gate-
way of a group of smart meters. It collects data from
smart meters and forward messages for smart meters
and AMI head-ends.

• Head-end: This system acts as an I/O interface of an
AMI system. The major functionality is to deal with
the information exchange between the AMI system
and other systems, such as MDMS, which manages
all the meter data in a centralized or distributed way.

• Neighborhood area network (NAN): An NAN takes
the task to connect smart meters and concentrators.
It provides routes for smart meters and collectors to
transmit messages. ZigBee networks and Power Line
Communication (PLC) networks are popular candi-
dates for NAN nowadays.

• Backhaul network: The backhaul network provides
routes for concentrators and AMI head-ends to trans-
mit commands, records, or any other messages. The
backhaul network could be the open Internet. For
security concerns, the connections between AMI head-
ends and concentrators are possibly established by
virtual private networks (VPNs).

B. The Specification-based Detection

Berthier et al. [4][5] proposed an IDS framework and a
specification-based intrusion detection system for AMI sys-
tems in 2010 and 2011 respectively. The specification-based
intrusion detection was first introduced in 1997 by C. Ko
[6]. Specifications define the expected behaviors of the system
activities via the functionalities to perform and the security
policies to be obeyed. Thus, any behavior that strays from the
specifications can be regarded as a security violation. Recently,
security specifications have been defined for routing proto-
cols [7][8][9], VoIP protocols [10][11][12], control systems
[6][13][14], and unmanned vehicles [15].

C. Software Defined Networking, SDN

The idea of SDN was first proposed by Nick McKeown et
al. in [16]. They proposed an idea that decouples the control
plane and the data plane of each network node. The data plane
is still kept on each network node while the control plane
is concentrated logically on one controller. The data plane
handles each packet with flow entries, which are tuples of flow
matching fields and actions. All flow entries are managed by
the controller. OpenFlow[17] is the most common architecture
and protocol of SDN. In this paper, we assume the AMI
backhaul network is SDN and we will build an IDS/IPS service
on the backhaul network.

III. SDN AND SNORT INTEGRATION

Snort is an open source signature-based IDS system. The
traditional architecture of Snort deployment is to mirror all
traffics to Snort. Snort will check all traffic by pre-defined
rules. If there is any packet that matches pre-defined rules,
Snort will send an alarm and may inform firewall to block the
suspicious traffic. Figure 1 is a deployment example.

Figure 1. Traditional Snort Deployment.

When considering the SDN environment, there are two
common ways to deploy the Snort service. The first way is
to implement the mirror function on an OpenFlow switch, like
Figure 2. To implement the mirror function on an OpenFlow
switch, the OpenFlow controller will set one flow entry with
two output ports: one is the regular forwarding port and the
other is the port to Snort. Then, all traffics will be forwarded
not only to destinations but also to Snort for analysis. Once a
suspicious traffic is detected, Snort can notify the OpenFlow
controller to command the OpenFlow switch to drop the
specific traffic.

Figure 2. Snort Deployment in SDN: mirror implementation.

Most SDN frameworks use this deployment architecture,
like Ryu [18]. The second way is presented in Figure 3. This
approach ports Snort from a daemon to an SDN application.
All traffics will be passed to the OpenFlow controller through
PACKET IN events of OpenFlow protocol. The OpenFlow
controller then handles the received traffics by Snort SDN
application. [19] uses this kind of architecture. The prob-
lem of this architecture is the unaffordable burden on the
OpenFlow control channel. This is because all traffics are
transmitted on both the data plane and the control plane. So,
using PACKET IN as a data forwarding method will possibly
overwhelm the system.

Thus, we hereby propose a new integration approach. The
matching field of a Snort rule is composed of Snort rule
headers and some Snort rule options. We find some parts of
these matching fields are L2-L4 matching rules which are
also supported by OpenFlow switches, such as IP address,
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Figure 3. Snort Deployment in SDN: PACKET IN.

TCP/UDP port, TOS in the IP header, ICMP code and so
on. Therefore, we move these matching works from Snort
to OpenFlow switches. Figure 4 illustrates the architecture
proposed in this paper. First of all, we build a Snort rule
parser to derive OpenFlow rules from Snort rules. Then, the
OpenFlow controller sets these OpenFlow rules to OpenFlow
switches and OpenFlow switches will relay only suspicious
traffics to Snort for further analysis. The controller can also
dispatch these suspicious traffics to multiple Snort servers
when load balancing is necessary. Once a Snort alarm happens,
the Snort server will inform the OpenFlow controller to block
the traffic. In this architecture, traffics are relayed in a much
more efficient way.

Figure 4. Our proposed integration method.

Now, we will introduce our idea about OpenFlow security
enhancement. The idea is presented in Figure 5. There are
two main modifications compared to the original OpenFlow.
First, we add a specification management server module on
the OpenFlow controller and a specification checking agent

Figure 5. Security-enhanced OpenFlow Architecture.

module on the OpenFlow switch. These two modules are
communicated with vendor specific elements. We can use
all existing matching fields of OpenFlow as parts of spec-
ifications to filter interested traffics. The main function of
the specification management server module is to dispatch
specifications to agents and to receive alarms. This module
will determine if an attack happens by collecting alarms. The
main function of the specification checking agent is to execute
specification checking procedure and to alarm the server when
abnormal conditions happen. Second, we add a new output
port ATT SPEC CHECK on OpenFlow switches to channel
the traffics to the specification checking agent.

In this architecture, the specification-based detecting en-
gine hosts on OpenFlow switches. However, the computation
resource might vary from switch to switch, so the specification
server is designed to dispatch works according to switches’
ability.

Now we will introduce how to protect AMI systems with
the proposed enhanced OpenFlow. The overview of an AMI
system with the SDN-based attack detection architecture can
also be found in Figure 6. All backhaul OpenFlow switches are
improved with our enhancement. We also make concentrators
support our enhanced OpenFlow switch function. The system
administrator will first define proper specifications and then
configure the SDN controllers with these specifications. After
the configuration, the SDN controllers can dispatch these
checking tasks to all OpenFlow switches, and all OpenFlow
switches are responsible for checking if any pre-defined con-
dition happens. Since concentrators are counted as OpenFlow
switches and possess lesser resource, the tasks for concentra-
tors should be lightweight, such as infrequent checking works.

Note that the whole system can observe all traffics in
the flow level through these OpenFlow switches. If some
condition happens, the switch which observes the condition
will inform the SDN controller. The specification management
server module will decide if these alarms are misbehaviors or
not. If there is misbehavior in the backhaul network, the SDN
controller will block the corresponding flow. Therefore, in this
architecture, the misbehavior can be discovered in the backhaul
network without impact on AMI-head end.

There are some advantages of the proposed architecture.
First of all, the detection is distributed over all OpenFlow
switches and makes it easy for the administrator to locate the
real problem in the whole backhaul network. Thus, the ad-
ministrator can isolate the network region where attacks come
from. Besides, by using the OpenFlow technique, it is possible
to trace and ease misbehaviors in the flow level. Moreover,
the administrator can dynamically change forwarding paths
of all traffics to protect the AMI system from attacks. So,
our proposed OpenFlow enhancement with specification-based
detection system can bring a more secure AMI system.

IV. CONCLUSIONS

In this paper, we proposed our idea about how to inte-
grate IDS with SDN networks to protect the AMI systems.
We made use of SDN functionalities to offload rule-based
detection systems. We also enhanced the OpenFlow switches
to support specification-based detection system for unknown
attacks. With the proposed methods, the AMI systems will be
able to provide more effective and efficient defense against
security threats. This ongoing work will have a PoC system
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Figure 6. SDN-based AMI Attack Detection Architecture.

and related performance metrics for further evaluation in the
future work.
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