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Abstract—Proactive fault detection and anomaly detection are
among key enablers of autonomous driving technologies provi-
sioned to reduce operational downtime and increase reliability.
Unsupervised learning methods are utilized to detect patterns
in large datasets for clustering. In this study, we demonstrate
clustering-based anomaly detection using engine-related onboard
telemetry from connected trucks. First, we prepare the data
by missing value removal, relevant feature selection, and data
standardization in the preprocessing step. Then, we apply five
clustering methods: K-Means, Isolation Forest, Z-Score Analysis,
Gaussian Mixture Model (GMM) and Density-Based Spatial
Clustering of Applications with Noise (DBSCAN). Finally, the
silhouette score, Calinski-Harabasz index, and domain-specific
thresholds are employed to validate the models’ performance
in anomaly detection. The results demonstrate that the best
performing clustering method is Z-Score.
Keywords— Connected trucks; anomaly detection; unsupervised
learning; clustering; vehicle telemetry.

I. INTRODUCTION

Anomaly detection in connected trucks is essential for pre-
dictive maintenance and enhanced fleet efficiency, leveraging
vehicle diagnostics, geolocation, driving behavior, and weather
data to extract actionable insights despite large, complex
datasets. Machine learning models predict maintenance needs,
detect anomalies, and optimize operations for safer, more cost-
effective fleet management [1]–[3].

In the automotive industry, corrective maintenance is em-
ployed to fix component failure [4]. On the other hand,
Predictive Maintenance (PdM) is a novel concept that focuses
on predicting potential vehicle failures before they occur by
analyzing vehicle data [5]. PdM reduces unplanned downtime,
leading to fewer unexpected repairs, increasing efficiency and
user availability. Unsupervised learning techniques offer robust
and effective anomaly detection algorithms to handle complex
and large-scale datasets in the context of connected truck
data analysis. They provide an optimal framework for the
design of anomaly detection algorithms to identify anomalies
in vehicle data, improve predictive maintenance, and optimize
fleet efficiency [6]. Unsupervised methods are commonly
preferred for pattern recognition and outlier identification [7].

Building on these methodological insights, recent studies
have applied unsupervised learning and anomaly detection
techniques across various domains within the automotive
industry, including driving behavior anomaly detection [8],
Electric Vehicle (EV) battery anomaly detection [9], sensor

data abnormality monitoring [10], intravehicular communica-
tion abnormality [11] and cybersecurity-intrusion protection
[12] [13]. The authors in [8] compare the performance of su-
pervised (Support Vector Machine (SVM), k-Nearest Neighbor
(KNN)) and unsupervised (isolation forest [14], Local Outlier
Factor (LOF), Z-score [15]) approaches for detecting behav-
ioral abnormalities. Their study utilizes Principal Component
Analysis (PCA) and the Minimum Covariance Determinant
(MCD) methods for dataset analysis. They conclude that the
MCD algorithm demonstrated remarkable results regarding
the metrics of accuracy, F1-score, and Mean Absolute Error
(MAE). [9] introduces an anomaly detection framework for
EV batteries to avoid problems such as thermal runaway and
overheat, based on time series analysis. They report that their
framework outperforms traditional anomaly detection meth-
ods, including PCA, KNN and autoencoders. [10] develops
a univariate time series data driven anomaly detection model
to detect anomalies in time series vehicle sensor data. They
conclude that isolation forest executes the best performance for
unsupervised anomaly detection on time series vehicle sensor
data. [16] proposes a two-stage approach for radio resource
management in Cellular Vehicle-to-Everything (C-V2X) net-
works. In the first stage, DBSCAN is utilized to cluster vehi-
cles based on their geographical locations, predicted positions,
and speeds. The study demonstrates that using DBSCAN for
vehicle clustering enhances spectral efficiency and optimizes
resource allocation in vehicular networks. In [17], the authors
propose an innovative anomaly detection algorithm, namely
the Long Short Term Memory (LSTM) Autoencoder with
GMM, to detect anomalous behavior in Connected and Au-
tonomous Vehicle (CAV) trajectories. Previously mentioned
studies lack a comprehensive, multi-algorithm approach that
integrates diverse vehicle subsystems, domain-specific thresh-
olds, and robust preprocessing for heterogeneous vehicle sen-
sor data, limiting their effectiveness in general-purpose, real-
world predictive maintenance.

This paper benchmarks multiple unsupervised anomaly de-
tection methods on heterogeneous, real-world engine-related
connected-truck telemetry within a unified evaluation pipeline.
The approach leverages unsupervised learning techniques,
specifically K-Means clustering [18], Isolation Forest, Z-score
analysis, GMM and DBSCAN to identify abnormal patterns
and potential system faults.

The paper is organized as follows: Section II describes the
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dataset and preprocessing. Section III presents the anomaly
detection algorithms. Section IV provides the performance
evaluation and results. Section V concludes the paper with
remarks and possible future work.

II. SYSTEM MODEL

This section outlines the system model for detecting anoma-
lies in engine-related connected-truck telemetry data.

The dataset used in this study is collected over a period
of 14 consecutive days from two identical connected trucks.
The entire dataset includes 90 features and 952815 data
points. The data is off-boarded from the truck’s onboard
telemetry system, which captures a comprehensive set of
features that reflect its operational behavior and performance.
Each feature is recorded with its own specific frequency,
creating a heterogeneous dataset requiring careful alignment
and synchronization during preprocessing. Data challenges
include missing values due to sensor failures and irregular
sampling rates stem from features being logged at different
intervals. These issues are meticulously addressed during the
preprocessing stage to ensure the reliability and suitability of
the data set for anomaly detection.

Figure 1. Correlation Heatmap of Vehicle Health Features.

Data preprocessing is a critical step in preparing the col-
lected dataset for analysis. Preprocessing techniques such as
standardization, null removal and data type conversion are
applied to ensure usability for anomaly detection. Feature
correlation is extracted by using a heatmap as in Figure 1. For
instance, EngCoolantTemp and EngOilTemp1 exhibit a strong
positive correlation (0.92), indicating that engine load and
thermal dynamics influence both parameters simultaneously.
Similarly, EngSpeed and EngOilPress display a high corre-
lation (0.86), reflecting the mechanical relationship between
engine speed and oil pressure. Features with a correlation
higher than 0.3 with any other feature is selected. The selected

features are; actual engine torque percent (ActualEngPer-
centTorque), engine coolant temperature (EngCoolantTemp),
engine speed (EngSpeed), engine oil temperature (EngOil-
Temp1), engine oil pressure (EngOilPress), tachograph ve-
hicle speed (TachographVehicleSpeed). 43858 samples were
obtained from 6 features in total by data preprocessing. The
data is normalized through a standard scaler by setting σ = 1
and µ = 0, for each feature. The preprocessed data is fed into
the K-Means, Isolation Forest, Z-Score, GMM and DBSCAN
algorithms to perform anomaly detection.

III. ANOMALY DETECTION ALGORITHMS

We implement five different algorithms to analyze the
preprocessed dataset for anomaly detection: K-Means Cluster-
ing, Isolation Forest, Z-Score Analysis, DBSCAN and GMM
Clustering.

K-Means clustering is initially utilized to obtain a basic set
of clusters. The clustering results are analyzed using PCA,
which reduces the high-dimensional data to two components
for easy interpretation. Data points deviating farther than 2
standard deviations from the mean distance of each cluster
are flagged as anomalies. This method’s suitability lies in its
ability to capture distinct operational patterns, such as idling or
high-speed driving, and effectively highlight deviations from
these norms.

Isolation Forest, a machine learning algorithm specifically
designed for anomaly detection, is applied to the same dataset.
It isolates anomalies by constructing random decision trees and
measuring path lengths. Its ability to handle high-dimensional
and diverse feature distributions makes it particularly effective
for identifying unusual engine states or sensor malfunctions.
The algorithm’s parameters, such as contamination level, num-
ber of estimators, max samples and max features are optimized
through grid search. The grid for the number of estimators
consists of the values 100, 200, 500. The grid for the maximum
samples consists of automatic selection, 50%, 75% of the
dataset. The grid for the contamination factor consists of 1%,
5%, 10% of the data. The grid for the maximum feature at each
tree consists of 100%, 50% of the features. Isolation Forest is
utilized, along K-Means to detect anomalies in the vehicle
sensor data by isolating outlier instances based on randomly
constructed decision trees, making it suitable for identifying
rare and irregular driving patterns or sensor behaviors.

Z-Score Analysis provides a statistical perspective by cal-
culating the number of standard deviations each data point
deviates from the mean. Z-Score anomalies are primarily
observed in features with normal distributions, such as en-
gine coolant temperature and oil pressure, to identify values
outside typical operating ranges. A threshold of three standard
deviations is used to flag extreme outliers. Such a threshold is
chosen because approximately 99.7% of data points lie within
3 standard deviations from the mean.

GMM, a probabilistic clustering technique that represents
each observation as arising from a mixture of multivariate
Gaussian distributions with their own means, covariances
and standard deviations, is applied to the vehicle dataset.
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This flexibility in modeling both the central tendencies and
the spread of correlated features (e.g., engine temperature,
oil pressure, speed) makes GMM particularly effective for
capturing overlapping driving modes and for identifying subtle
deviations indicative of early-stage faults. The parameters for
GMM is selected through grid search. The grid for the number
of components consists of 2, 3, 4, 5, 6. The grid for the
covariance matrix type consists of full, tied, diagonal and
spherical. The best results are obtained with 2 components
and a tied covariance matrix.

DBSCAN is a density-based clustering algorithm that
groups together points in high-density regions while marking
points in low-density regions as noise. In the context of vehic-
ular data clustering, DBSCAN excels at discovering clusters
of typical operational states (cruising, idling, or acceleration
patterns) without requiring the number of clusters a priori.
Through grid search, the best DBSCAN results are obtained
with an epsilon value of 1.120833 and minimum sample value
of 15. The grid for epsilon consists of 50 linearly spaced values
running from 0.1 to 5.0. The grid for the minimum samples
consists of the values 3, 5, 10, 15.

K-Means and GMM are utilized to capture the global struc-
ture of the dataset. DBSCAN and Isolation Forest spot local
and high-dimensional irregularities; and Z-Score provides a
transparent, per-signal sanity check. Their ensemble leverages
diverse detection philosophies such as centroid distance, den-
sity isolation, distribution probability, tree-based partitioning,
and statistical thresholding. Combining the strengths of each
algorithm proves to be far more robust than using any single
method.

IV. PERFORMANCE EVALUATION

The data is preprocessed and analyzed using Python and
libraries such as Scikit-Learn, NumPy, SciPy, Matplotlib,
Optuna, Seaborn and Pandas. The experiments are run in an
NVIDIA Drive AGX Orin device. The analysis employed K-
Means Clustering, Isolation Forest, Z-Score, DBSCAN and
GMM methods to identify anomalies in connected truck
telemetry data. Anomalies are defined as indicators of extreme
aggression in vehicle driving behavior or internal vehicle me-
chanics that could lead to future vehicle failures. For instance,
a data point with an ActualEngPercentTorque value of 94.0, a
EngCoolantTemp value of 100.0, a EngSpeed value of 1386.0,
a EngOilTemp1 value of 119.65625, a EngOilPress value
of 300.0, a TachographVehicleSpeed value of 38.210938 is
flagged as an anomaly, due to having ActualEngPercentTorque
value higher than the threshold of 90 and a EngOilTemp1 value
of 119.65625 higher than the threshold of 110.

A. Evaluation Metrics

To assess the effectiveness of the anomaly detection al-
gorithms, several evaluation metrics are employed. These
metrics are selected to provide insights into the clustering
performance, agreement between methods, and the ability of
each algorithm to identify meaningful anomalies within the
dataset.

The performance of Z-Score Analysis and Isolation Forest is
further validated by comparing their flagged anomalies against
domain-specific thresholds for engine-related features. The
threshold for ActualEngPercentTorque is set at 90%, similar
to [19], which maps a John Deere 4.5 L engine’s torque
curve and identified that 90 % of rated torque corresponds
to a high-load operating point. The threshold for the vari-
able EngCoolantTemp is chosen to be 100 degrees Celsius.
[20] proves that temperatures approaching or exceeding 100
degrees Celsius precipitate notable performance losses and
component damage. EngSpeed as a threshold is set to 2500
revolutions per minute. In [21], the upper bound for a Caterpil-
lar 3126B engine is found to be 2300 revolutions per minute,
for emissions purposes. Since our work focuses on testing
heavy duty vehicle load, we have set the threshold to be
slightly higher than the 2300 rpm limit. EngOilTemp1 is set
to have a threshold of 110 degrees Celsius. [22] shows that
a heavy-duty single-cylinder diesel engine achieved its lowest
specific fuel consumption 83 degrees Celsius and 88 degrees
Celsius. Their work argues that beyond 95 degrees Celsius,
engine oil consumption begins to increase again. Industry-
standard ageing tests show that key anti-wear additives degrade
markedly once oil temperatures exceed 110 degrees Celsius
[23]. EngOilPress is set at 600 kPa as a threshold. The value
is set at such a level according to [24]. In the work, the authors
have set their maximum measurement interval between 0-700
kPa for the engine oil pressure, where the majority of the
points lie within 0-600 kPa. The points above 600 kPa are thus
treated as anomalies in our work. TachographVehicleSpeed
is set at 90 kmh. The threshold was chosen according to
[25], where they demonstrate that carbon monoxide and soot
spikes occurred in the interval of 100–130 kmh of vehicle
speed. Since high carbon monoxide and soot generation of
the system means erroneous operation, a speed value of 90
km/h serves as a good barrier for prevention. The silhouette
score is used to evaluate the quality of the K-Means clustering.
This metric measures the cohesion and separation of clusters
by comparing the average distance of points within a cluster
to the average distance to points in the nearest cluster [26].
A higher silhouette score indicates well-defined and distinct
clusters.

B. Evaluation Setup

The Calinski-Harabasz Index is utilized as an internal vali-
dation metric to assess the clustering quality in the K-Means
algorithm. This index evaluates the ratio of dispersion between
groups to dispersion within groups, effectively measuring how
well defined and compact clusters are [27]. A higher Calinski-
Harabasz score indicates that the clusters are both tightly
packed and well separated from each other. Furthermore,
[28] highlights the index’s robustness in evaluating clustering
performance across varying datasets and its sensitivity to data
separability, making it a reliable metric for assessing the
clustering model’s effectiveness. This metric complements the
silhouette score by providing an additional perspective on the
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effectiveness of the clustering model in distinguishing between
normal and anomalous behaviors within the dataset.

Figure 2. PCA with 2 Components Through K-Means.

Figure 3. PCA Component Analysis Through K-Means and Z-Score Anomaly
Detection.

During K-Means analysis, four clusters are initially utilized
to capture major operational modes of the vehicle; idle, cruise,
acceleration, deceleration. Each operational mode has its own
level of engine load and thus needs its own analysis. Utilizing
K-Means clustering and PCA, the clusters in Figure 2 are
obtained. Each color in the cluster diagram denotes a unique
mode of vehicle operation. Then, obtained clusters are relayed
to the Z-Score algorithm, for further processing of anomalies
and detection thereof. The Z-Score algorithm is then run with a
Z-Score threshold value of 3. The resulting anomaly detection
plot is given in Figure 3, where the cross-markers denote the
anomalies. The Isolation Forest algorithm is then run with
a contamination factor of 0.05 and a hundred estimators, to
further detect anomalies or modify the existing anomalies.

Concurrently, the GMM is utilized. The pre-processed data
is further processed for utilizing in GMM. Sorting, windowing
and sampling operations are done on data before utilizing
GMM. Sorting is done as per the timestamp of the data. For
windowing, data is first resampled by splitting the data into

contiguous, non-overlapping 60-second bins, for each feature.
Then, the data is windowed to bins of separate statistic types,
namely the mean, the standard deviation, the minimum, the
maximum of each 60 second period, for each feature. Then,
columns with an 80 percent of missing values or more are
dropped. After windowing is completed, the data is imputed
and scaled via a standard scaler. The GMM algorithm is run
with a tied covariance matrix and 2 components. Similarly,
after hyperparameter optimization, the DBSCAN algorithm is
run with an epsilon value of 1.121, minimum sample value of
15.

C. Evaluation Results

In method evaluation, the silhouette score confirms the suit-
ability of the chosen number of clusters, reflecting clear sep-
arations between operational patterns in the truck’s telemetry
data. On the other hand, the Calinski-Harabasz Index validates
the clustering solution by confirming the distinctiveness of the
operational patterns identified in the truck’s telemetry data.

TABLE I.
COMPARISON OF CLUSTERING AND ANOMALY-DETECTION

METHODS ON VEHICLE TELEMETRY DATA.

METHOD SILHOUETTE CALINSKI–HARABASZ
K-Means 0.33 19281.7
Isolation Forest 0.473 671
GMM 0.513 6379.11
DBSCAN 0.297 5.916
Z-Score 0.569 7777.99

Z-Score analysis resulted in the highest silhouette score
of 0.569 and a strong Calinski–Harabasz Index of 7777.99,
reflecting its straightforward yet precise anomaly detection.
GMM followed with a silhouette score of 0.513 and an index
of 6379.11, demonstrating robustness in modeling both central
tendencies and spread. Isolation Forest achieved a silhouette
of 0.473 but a low Calinski–Harabasz Index of 671, indicating
its specialization in outlier isolation over cluster cohesion.
K-Means showed moderate performance with a silhouette
score of 0.33, Calinski-Harabasz index 19281.7 but was less
effective at capturing anomalies. DBSCAN’s density-based
grouping yielded a low silhouette score of 0.297 and an index
of 5.916, highlighting its difficulty in forming cohesive clusters
for this dataset.

V. CONCLUSIONS AND FUTURE WORK

This paper presents a unified benchmarking framework for
anomaly detection on engine-related connected-truck onboard
telemetry using K-Means, Isolation Forest, Z-Score analy-
sis, GMM, and DBSCAN. The results indicate that Z-Score
achieved the best overall performance on the studied dataset,
providing a transparent and effective per-signal sanity check
under domain-informed thresholds. K-Means was useful for
separating major operational modes, while Isolation Forest
complemented the analysis by isolating rare, high-dimensional
outliers. Although DBSCAN can explicitly label low-density
samples as noise and discover non-spherical structures, its
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single-density assumption may lead to fragmented clusters
when the data exhibit varying densities. In contrast, GMM
provides a probabilistic soft-assignment model that can rep-
resent overlapping operating regimes and correlated feature
structures, which is valuable for capturing subtle deviations.

Future work will focus on (i) validating the proposed
approach on longer time horizons and larger fleets to assess
robustness under seasonal and operational variability, (ii) ex-
tending the pipeline toward online/streaming anomaly detec-
tion to enable real-time edge deployment, and (iii) incorpo-
rating weak supervision from maintenance logs or diagnostic
trouble codes to calibrate thresholds, reduce false positives,
and improve interpretability. In addition, exploring temporal
modeling and change-point detection on multivariate telemetry
may further enhance early-fault sensitivity beyond point-wise
outlier scoring.
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