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Abstract—Users often feel unsafe and unsecure when using
digital services. For normal users lacking a technical background,
it is difficult to recognize a website’s legitimacy. This makes
them vulnerable to cyberthreats such as phishing attacks. In
order to solve this issue, many organizations use corporate
designs or logos to guide users through their websites. However,
these files can be easily copied. More technical means are also
advertised as solutions, like trusted Transport Layer Security
(TLS) certificates with Extended Validation (EV) certificates,
but they are too complicated for non-technical users and barely
change the outcome. Right now, users lack a way to easily
verify that they are using the intended digital service. Verifi-
able Labels uses cryptographic identifiers—e.g., from the TLS
Public Key Infrastructure (PKI)—to bind an entity’s label to its
identifiable key pair, is a potential solution. Instead of trying
to provide automated trust, Verifiable Labels acknowledge the
presence of ill-intentioned entities. In order to differentiate them
from trustworthy actors, cryptographic tools are used to define
metrics, which allow a user client to form easily understandable
recommendations and analyze a certain actor’s reputation, thus
allowing users to naturally develop an opinion and make an
educated guess as to whether an entity is trustworthy or not.
The end goal would be that most websites asking for some level
of trust use Verifiable Labels. This not only has the potential to
directly impact Internet users, but also to act as a guiding light
for security companies. Since all participating websites would be
listed with their reputation metrics, it becomes easier to identify
high-risk websites and perform pertinent in-depth analysis in
order to take action against phishers faster.

Index Terms—Trust; Anti-Phishing; Digital Label; Reputation.

I. INTRODUCTION

This article presents an extended and refined version of the
conference paper titled “Verifiable Labels for Digital Services:
A Practical Approach”, which was presented during DIGITAL
2023, Advances on Societal Digital Transformation [1].

Nowadays, if website owners want to try and certify an
accordance to a label, one sole option is at their disposal: The
usage of copyable and thus untrustworthy digital representa-
tions, such as pictures or electronic documents, e.g., ‘Digital
Trust Label’ [2]. Without having to make any distinction
between true and false claims, it can already be deduced that
it has as much value as a self-proclamation and is at least hard
and inconvenient, if not impossible, to verify. This is leading
naive Internet users to give their trust to services unworthy of
any. Moreover, it is far from affecting only a limited number
of people, as since 2020, phishing attacks have become by far
the most common type of attacks performed by cybercriminals
[3]; 41% of security incidents begin with the initial access
gained by a phishing attack [4]; approximately 1.385 million
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new phishing web pages are set up each month [5]; and overall,
phishing is in the top three cybersecurity threat trends [6].

The real problem is there; a verifiable label would truly add
value to anybody’s Internet experience by directly reducing
the impact of phishing. Verifiable labels strive to establish a
distributed framework for the development of labels in general
and enhance user-friendliness. Additionally, if the concept was
successfully adopted, it could act as a guiding light for the
existing security ecosystem.

The rest of the paper is structured as follows: Section II
analyzes the current state of Internet related technologies;
Section III defines the concept of verifiable labels, its under-
lying infrastructure and protocols; Section IV approaches the
concept from a security point of view; Section V explains how
the concept was adapted to a working prototype; finally, the
work is concluded in Section VI.

II. STATE OF THE ART
A. TLS Certificates

Based on Public Key Infrastructure (PKI) to establish chains
of trust and using X.509 certificates to bind web-servers to key
pairs and domain names, Transport Layer Security (TLS) cer-
tificates are nowadays widely used to encrypt communications
on the Internet [7]-[9]. These so-called chains of trust are
all built upon an entrusted third party—a root of trust—that
certifies the trustworthiness of other entities, which in turn are
sometimes allowed to do the same. Such entrusted third parties
are called Certificate Authorities (CA), as shown in Figure 1.
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Figure 1. Minimalistic representation of a PKI.
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Furthermore, the X.509 certificate itself can contain a
variety of different claims. For instance, one way to bind a
certificate to a server is to include its specific domain inside.
In the case of TLS certificates, there are three major types of
X.509 certificates that are used [10].

a) Domain Validated (DV) Certificate: These are the
most basic types of certificates. The CA will only verify that
the applicant has control over the requested domain name;
this is typically done through email validation. More recently,
the Automatic Certificate Management Environment (ACME)
protocol allowed CAs to issue DV certificates without any
intervention from their side [11]. When the ACME protocol
is used, the certificate can be obtained free of charge.

b) Organization Validated (OV) Certificate: Not only is
the domain ownership verified, but also the legal existence and
physical location of the applicant. Automation is, of course,
out of the question. Such a certificate can be obtained for a
range of 200 to +1000 USD per year [12].

c) Extended Validation (EV) Certificate: EV certificates
undergo the most rigorous validation process; this includes
all steps taken for OV certificates, including legal status,
operational existence, and telephone verification [13]. The
price range goes from 400 to +1700 USD per year [12].

OV and EV certificates were advertised as a way to prevent
the customers’ users from being prone to phishing, as the web
browser, recognizing an EV certificate, used to display a green
indicator containing the entity’s legal name. Thus, users who
knew of that distinction would change their behavior according
to the level of certification displayed. However, studies showed
that user behavior did not alter [14], and polls [15] showed that
the padlock’s meaning was not understood correctly. Worse
even, security researchers were able to prove that some EV
certificates could be gotten with colliding organization names,
which could be quite misleading as the domain would be
hidden by the legal name in some browsers. That is why, in
September 2019, most browsers stopped displaying any direct
visual distinctions between DV, OV, or EV certificates, which
invalidates the main selling point of these products [16].

Moreover, because CAs are private companies, the regula-
tions are not always followed with the same rigor, as not all
validation processes can be automated. A PKI infrastructure is
always very sensitive to mistakes, and the verification process
has proven to not be enough [17]. However, one thing is sure:
TLS certificates do a good job of binding a domain name to
its corresponding server, which holds the key pair. Especially
with the help of the ACME protocol.

B. Decentralized Identifiers and Key Event Receipt Infrastruc-
ture

In opposition to the traditional central authoritative system
that CAs and DNS represent, Decentralized IDentifiers (DID)
and Key Event Receipt Infrastructure (KERI), both open stan-
dards in active development, are part of a broader movement
that strives towards decentralized identity.

A Key Event Receipt Infrastructure is a secure and decen-
tralized key management system [18]. It provides mechanisms
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Figure 2. The standard elements of a DID document [20].

for proving the Root of Trust for self-certifying identifiers
and their associated key states. While TLS certificates bind
themselves to a domain name by using trusted third parties,
the cryptographic identifiers KERI generates are bound in
the strongest manner to their key-pair by using one-way
cryptographic functions. This means that the authenticity and
integrity of identifiers are verifiable through cryptographic
proof. It has great potential and could very well replace
the current administrative centralized infrastructure of TLS
certificates.

A DID resolves to a DID document—typically hosted on
a decentralized network or infrastructure, e.g., a blockchain
or a distributed ledger—which contains a set of public keys,
authentication methods, service endpoints, a time-stamp to
keep an audit history, and a signature for its integrity [19].

KERI has already standardized a way to link a KERI
identifier to a DID. It leverages KERI’s strong cryptographic
controls to create decentralized identifiers.

A Verifiable Credential (VC) is a claim created from the key
pair of a DID (the issuer) and is issued to a holder’s wallet by
using a holder proof. This holder proof varies greatly between
implementations, and efforts are being made to standardize it.
Self-Sovereign Identity (SSI) solutions strive to provide a way
to assert, present, and verify claims in a decentralized manner
[21].

A verifiable label solution would be quite straight-forward
to implement with such technologies. The big issue with them
is that not everything is yet standardized. For instance, once a
DNS name is linked to a DID, the browsers will not recognize
it as trustworthy. The truth is, it is not yet used in practice.
For a verifiable label to be used, it needs to work with the
current Internet cryptographic tools. It however highlights the
need for a solution that adapts to any type of cryptographic
identifier.

C. Users awareness

The first thing to identify before designing a solution is what
level of awareness users have whilst navigating the Internet and
the way cryptographic proofs are naturally understood due to
current visual designs. Consider these three types of users.

1) The unaware user
2) The user with no technical background
3) The technically aware user
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Figure 3. Firefox Browser Ul, with each awareness levels depicted from lowest to highest.

These categories were defined after a small survey was
conducted. The test consisted in asking users what was their
understanding of the purpose of every icon, button or text
present on the browser user interface (UI) of Figure 3.

Quick description of the Ul:

The back and front arrow navigate through the history, the
circle arrow can refresh the page, the shield allows to visualise
cookies and trackers present on a website as well as setting
protection rules against them, the lock let the user know
whether the connection is private or not, https:// is the
protocol, example.org is the hostname, the star allows one to
add the current URL to their favorites, and the three stacked
lines icon is the menu of the browser.

1) Completely unaware users: These users are either very
new to the concept of web browsing or rarely use it, they know
how to type-in terms, not yet URLs, in the search bar and end
up on a page where they can pick a website to visit. They know
how to navigate their current session’s history with the arrows
and, most of the time, they somehow know how to input their
credit card’s information in any websites. Typically, such users
will learn enough to reach the second level of awareness by
practicing web browsing. A new solution should ensure that
users can intuitively gain awareness as well.

2) Users with no technical background: Most users that
often navigate the Internet get to such an understanding of
the browser naturally. Through curiosity, they learn how the
browser’s functionalities work and understand the menus. They
know how to add a website to their favorites and have a very
basic understanding of a URL. The lock is understood as a
‘safe’ or ‘unsafe’ indicator, but there is no comprehension
as to why one website would be safer than another. This is
a problem, as this indicator does not actually differentiate a
spoofer from an authentic website. All it does is indicating
whether the connection to the web server is private or public.

3) Technically aware users: Here, users must have wrapped
their head around the technical background of the Internet.
They know about PKI and SSL/TLS certificates, the HTTPS
protocol and how it differs from HTTP and the existence
of cookies and trackers. The only way to get there is to

study, which is why so many people stagnate in the previous
level. But even then, sophisticated spoofing attacks could still
succeed in a moment of inattention.

The problem is that SSL/TLS or even HTTPS understanding
always remains unknown to the average users, and that the only
information they could potentially grasp is a boolean indicator,
which is misunderstood and also often misexplained, as ‘safe’
or ‘unsafe’. The plain truth is, no one can ever be a 100% sure
that they are visiting the correct website, even with extensive
technical verification of the certificate.

If Verifiable Labels were to offer a Ul showing green check
marks or red warnings beside labels of a website, there would
be no major improvements. This is because, although a failed
cryptographic proof clearly signals a problem, the successful
verification of such a proof does not warranty that no issues
are present.

III. ConcepT
A. Different Perspective

The root of the verifiable label concept lies in a shift of
perspective on what trust is and how it can be made identifiable
to an end-user. As TLS EV certificates proved, a seemingly
good concept will still need to be understood by anyone who
uses the Internet in order to have any impact, especially by
those who do not have any technical background. First, one
must understand how trust is perceived as a concept alone; for
this, a philosophical definition of trust is adequate.

‘Trust is important, but it is also dangerous. It is important
because it allows us to depend on others—for love, for advice,
for help with our plumbing, or what have you—especially when
we know that no outside force compels them to give us these
things. But trust also involves the risk that people we trust will
not pull through for us, for if there were some guarantee they
would pull through, then we would have no need to trust them.
Trust is therefore dangerous. What we risk while trusting is
the loss of valuable things that we entrust to others, ... [22]

That is, when a person decides to place their trust in
someone else, they know about the risks—risks that can be
clearly identified as they are based on facts.
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Instead of distributing a trust people have to blindly believe
in, verifiable labels proposes the idea of providing simple
facts about Internet entities so that anyone with no technical
background can, in a reasonable time, learn how to navigate
the Internet with the ability to discern entities that deserve
their trust. To take a risk is, after all, an individual decision,
and users must be able to make the assessment themselves and
not have to entrust it to a third-party organization that does
not have their interests at heart.

To do this, cryptography is paramount, as it is the sole
option available to make any virtual information a tangible
fact. The system must be implemented on top of the currently
widely used Internet cryptographic technologies (e.g., TLS
certificates) in order to have any chance of success, while also
striving to be flexible and pushing towards more decentralized
technologies (e.g., blockchains) because they provide a better
and stronger infrastructure.

B. Definitions

1) VERIFIABLE LABEL

A verifiable label is a data structure that is bound to
two domain names; the holder’s and the issuer’s. This
is done by signing the label with both domain name
linked cryptographic identifiers (e.g., TLS certificate).
This ensures that the label is bound to the server that
holds the cryptographic identifiers. Therefore, ensuring
the authenticity of both the holder and issuer, and that
it cannot be copied. It also warrants the integrity of the
content. It contains the following fields:

a) Domain of holder

b) Label name

¢) Domain of issuer

d) Signature of the holder’s cryptographic identifier
e) Signature of the issuer’s cryptographic identifier

2) ISSUER RECORDS

An issuer record is another data structure similar to a
verifiable label, it defines the identity of an issuer and its
label while also fulfilling a variety of other roles. Since
its validity is warranted by an external entity’s—i.e., the
verifiable enforcer’s—signature, each time a holder is
added or removed from the record, a new one has to be
requested if an immediate update is deemed necessary.
On top of that, the system will ensure that it has to
be renewed once its time-stamp is too old. All previous
records are to be kept online by the issuer, for each of
them contains valuable behavioral data when combined
with the rest. To ensure that all are present, each of
them is bound by the previous record’s signature of the
verifiable enforcer. It contains the following fields:

a) Label name

b) Domain of issuer

¢) List of holders [(Domain of holder; Status; Issuer
signature)]

d) Previous verifiable enforcer’s signature

e) Timestamp
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f) Signature of the issuer’s cryptographic identifier
g) Signature of the verifiable enforcer’s cryptographic
identifier

3) VERIFYING USERS
Simple users that visit a website. If a valid label is
detected, the user will be able to see it, list facts that
concern it, and develop an idea of this label’s reputation.

4) LABEL-WORTHY WEB-ENTITY
Such an entity can request a label from its corresponding
issuer. If an issuance occurs, it officially becomes a
holder and can display its digital label on their website,
which is visible and verifiable by anyone. If copied to
an alternative server and a different TLS certificate is
used, validation will always fail.

5) ISSUER
The entity that can verify and decide, of its own accord,
who is worthy of being labeled. It will keep a record of
who has been issued its label and can confirm it with the
list of holders contained in its latest record. This gives
the issuer the power to revoke a label by just removing
the entry from the list.

6) VERIFIABLE ENFORCER
The backbone of the concept is here; this entity can be
understood both as a centralized, transparent authority,
or as a set of rules enforced by a consensus. As it is the
only piece of infrastructure that would require financing
if implemented centrally, a decentralized implementation
would be preferable, i.e., as a smart-contract [23]. It
will follow specific automated guidelines, all of which
are reproducible and thus verifiable. It will provide
time-stamps from a trusted source—either a time-stamp
authority or a blockchain time-stamping service [24]—
and distribute them with a signature to pre-existing
issuers on demand. As all issuers need an unexpired
latest record, they will have to issue renewal requests in
any case. Each request, building upon one another, starts
to create a reputation. The purposes of the guidelines are
to make sure that every issuer plays by the same rules by
recording each of their behaviors in their own records,
as well as to aim at enforcing duplicate label prevention
when a new label requests its first signed record. The
only data necessary for it to operate is all of the issuer’s
domains, which is easy enough for it to keep track of.
This list will be publicly available but will have no other
purpose than allowing exploration.

C. Protocol

a) Issuance of a label: Figure 4 depicts it. A website
must create a verifiable label and sign it with its TLS certifi-
cate. This ensures that the draft label is bound to the domain
name and also comes from the stated owner. The incomplete
digital label can be sent to the issuer; no channel is specified.
If the issuer decides to accept the request, it will sign it with
its own TLS certificate, add the new signature to the now
complete verifiable label, and send it back. Finally, the issuer
save a copy of the signature and requester’s domain in the
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Figure 4. Verifiable Label Issuance

list of its new draft record. In order to make a valid issuer
record out of this draft, the issuer has to request a new time-
stamp and signature from the verifiable enforcer, as explained
in Figure 5.

b) Issuer Record Validity: As stated before, an issuer’s
trustworthiness is defined by its own reputation. This rep-
utation is built with time and the help of a trusted time-
stamp source. The verifiable enforcer’s role is to issue new
signatures—necessary for the issuer’s label to be considered
cryptographically valid—and time-stamps to all pre-existing
requesting issuers that are on the brink of expiration. As it
does so, each request will always be examined in a replicable
manner that warrants the verifiable enforcer’s verifiability.
First, it will verify the cryptographic signature of the new
incomplete record and its previous records, which must be
kept online. Once authenticity has been verified, each holder’s
verifiable label is retrieved from the list contained in the draft
record, and each of their status field will be set to a boolean
value that reflects whether or not said website is online with
its verifiable label. Finally, the draft is signed and then sent
back. However, if the issuer is new, i.e., does not possess a
previous signature, the verifiable enforcer will take a look at
the requested label name, domain name, and all fields that
might be prone to confusing a human being. If it is considered
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Figure 6. Verifiable Label Validation

not to be confusing as well as not a duplicate of any existing
labels, the web entity will receive its first time-stamp and
signature, making it an issuer.

c) Validation and interpretation client: As a user with
the verifiable label validation and interpretation client installed
navigates the Internet, the client will try to detect if a digital
label is present on the currently visited website. If this proves
to be the case, the validation process will begin, as shown in
Figure 6. The first step consists of verifying the label’s link
with the domain and TLS certificate, that is, making sure the
signature is correct and that the domain corresponds to the
browser URL. On success, the next step will be to cross-check
the label with the listed issuer record. The record and digital
label are to be compared, signatures are to be verified for the
same reason as before, and the domain of the holder must
be found in the list. At last, if everything succeeds again, the
client will go through the label’s previous’ records to derive a
reputation.

D. Reputation System

Accurate protection is possible if we assume that a majority
of web entities have adopted this digital label system. Only
then would websites with bad or no label start to stand out,
especially because they require trust, e.g., when they ask for
credit card information or propose services.

IV. SeEcuriTY CONSIDERATIONS

Phishing attacks have been studied for years now. Some
recent scientific papers as well as older ones [25]-[27] have
described how a typical attack is performed, as shown in
Figure 7. Most of the security industry focuses on stopping
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the attack at step 2. The techniques used can be on the client
side, like native browser blacklists and malware detection tools
that analyze URL and page content or search engine rankings;

Whereas on the server side, the user would have to check
for an EV certificate, i.e., if he knows about it and if the
website still pays for one. Furthermore, security companies
use a network of systems to track and update blacklists [27].

Thus, the anti-phishing ecosystem can be described as
reactive, and a requirement for a reactive system to be effective
is at least one low latency feedback source. However, the
sources used by the current ecosystem seem to always be a
few steps too far behind to provide effective measures at the
right time.

Under the assumption that Verifiable Labels was put in place
successfully, most business websites (holders) would have at
least been issued one label to assert their online identity. Since
every issuer of label is being accounted for, as is each of its
holders’ websites, it ultimately creates a list of links ready to
be scanned. As a result, the set of websites to be analyzed is
reduced to this list, which contains all websites that require
the trust of their users, for that is where phishers want to be.

Therefore, when phishers eventually change their strategy
to try and fulfill this new requirement, they will face a bigger
risk of being discovered, as security companies will be able
to actively search for them in a defined subset.

In an effort to already foresee and impede an attacker’s
effort to try and infiltrate the Verifiable Label system, further
measures were imagined and are described in the sections
below.

A. Issuer Minimal Requirements

Since phishers leverage the existing trust a user gives to an
existing company by impersonating it, the following measures
will try to hinder the creation of duplicate labeling companies.

Before a labeling organization can start issuing labels, as
stated in the protocol subsection III-COb, its new label will
undergo a replicable analysis conducted by the verifiable
enforcer:

1) With the given signature and the corresponding TLS

certificate, the domain of the issuer is authenticated.
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Figure 7. Typical Phishing Attack
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2) The domain’s first prefix, as well as the label name,
have to be unique. Moreover, the remaining suffix of
the domain has to be part of a whitelist.

3) Itis yet undecided whether a supervised machine learn-
ing clustering algorithm or a more traditional algorithm
should strive to eliminate new labels with names and
domains that resemble other well-known issuers or are
considered confusing.

As stated above, this process is reproducible and thus
verifiable as well. It is to be applied uniformly in an automated
manner that allows others to come to the same conclusion by
reproducing the analysis. This should already impact the way
impersonations are engineered when trying to create a fake
label, thus reducing the potential risk.

B. Monitoring & Pattern recognition

To assume that a new issuer is trustworthy once it passes
the initial registration verifications, as older systems showed,
is wrong. Phishers will adapt. And so should the infrastructure
supposed to safeguard the Internet trust. Verifiable Labels
proposes a new approach to phishing detection: to provide
recent data that characterizes the behavior of issuers, including
their holders, and leverage it to evaluate the risk of trusting
each entity.

What is evaluated is not trust, because, as demonstrated be-
fore, the end-user should always remain in control and choose
for himself with the help of facts, i.e., the metrics in our case.
However, a client-side risk-based evaluation could help further.
This way, a user not only gets additional knowledge about the
behavior of the label of each website, but also an illustrated
meaning. Figure 8 clarifies each actor’s domain of action
and/or responsibilities in the Verifiable Labels ecosystem.

Please note that the weights applied to the following metrics
are only meant to serve a temporary purpose while historical
data is not available. A machine learning algorithm could be
much more effective at identifying such weights, as an ever-
growing historical dataset would allow it to adapt to the new
trends and immediately fight back.

a) Age: The age of a specific label is quite different
from a domain’s age; research shows that 53.3% of phishing
attacks used domains older than a year, it is generally assumed
that this is because phishers were able to use compromised
infrastructure in their campaigns [27] . Since a label is strongly
bound to the cryptographic key of the server, the attacker
also has to compromise the cryptographic identifier to take
over a label issuer, making it harder, or close to impossible if
the cryptographic identifier is well managed with KERI [18].
Hence, a new label would have a bigger risk of being fake
than an old one.

Consequently, age will impact the risk the most when, e.g.,
a label is younger than a year. In this manner, all new labels
would stand out.

b) Number of Holders: The second metric is the number
of holders an issuer has. It can be counted by any client from
the list of holders contained in the latest issuer’s record. A
low amount does not make sense and is easy for a phisher
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to achieve, while on the other hand, having many holders is
natural and is quite hard for a phisher to obtain and maintain.
It should pressure the phishers to group, which increases
their infrastructure costs but also potentially attracts unwanted
attention.

c¢) Number of Dead Holders: Holders that could not
be reached by the verifiable enforcer during issuance were
listed in the issuer record. It will penalize the issuer’s risk
evaluation heavily if any is present. In this manner, issuers
are incentivized to make sure that they not only have a good
number of holders, but also that the holders are qualitative.
Therefore, making sure that the list of holders is up-to-date
and that phishers are on their own.

d) Attrition Rate Analysis: Inspired by the concept of
churn rate analysis, but with identifiers and a different purpose.

A client will identify all holders that were removed by going
back through the old records of a label. All of these deleted
holders will have their lifetime calculated; a long average
lifetime is expected; otherwise, it would become clear that a
portion of holders are being constantly replaced in a devious
attempt to evade detection. The number of removed holders is
also expected to be very low in comparison to the total number
of holders.

Needless to say, a client will give much weight to both
values in the risk evaluation.

e) Surge Detection: A surge is when a large number of
holders are either added or removed. This mechanism is very
useful to forbid and punish sudden increases in a number
of holders, or a sudden evasion technique that consists in
removing all phishers. The impact on the evaluation is to
be proportional to the spike’s intensity, making it temporarily
stand out. However, with time, the burden will lessen.

f) User Feedback: Should all of the measures still fail to
identify a malevolent entity, clients will be equipped with a
reporting functionality that send all parameters that are used
in the context of its visit—i.e., the user-agent, the holder’s
website, and a reason—in order to avoid cloaking mechanisms
on the targeted website. Each time a report is sent, the user
has to prove that they are human by filling out a captcha. Such
feedback reports will be stored and made publicly available

by the verifiable enforcer, and will not have any weight in
the evaluation of risk. However, it should provide insights as
to what subset of websites might be worth scanning with the
reported parameters.

C. Integration with Existing Security Infrastructures

Hypothetically, if a web crawler was ordered to visit and
evaluate the set of websites corresponding to all web-entities
that use Verifiable Labels, it could filter them into an even
smaller subset corresponding to all issuers, including their
holders, with a medium to bad reputation.

This could greatly benefit the existing security infrastructure
by pointing to the websites that require urgent measures,
thereby rapidly winning more crucial battles against phishers.
Which, in turn, will effectively lower the latency of feedback
central to the reactive security ecosystem.

V. IMPLEMENTATION

A prototype has been implemented following a minimal
working system approach. Furthermore, since different under-
lying technologies exist, extensibility is a top priority.

A. Verifiable Enforcer

Starting from the very root of the system, this implemen-
tation of verifiable enforcer uses a library that implements an
RFC 3161 [28] client interface to interact with an external TSA
to provide the time-stamps. A TLS certificate was used to sign
issuer records. This server software consists of a simple HTTP
API with two paths: the POST method on ‘/sign’ and the GET
method on ‘/get records’. Meaning, it also acts as a publicly
readable storage. All of this has been implemented in the most
minimalistic way, with abstract interfaces of ‘Storage’, ‘AP,
and ‘Signer’. That is where flexibility is; the logical part of
what makes the verifiable enforcer is detached from all other
components that could find better long-term alternatives (e.g.,
more resource-efficient or different time-stamp sources such
as a blockchain).
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B. Issuer Client

The simple command-line client has persistent storage and
saves all valid given arguments. If provided with a valid
request, it will add a domain to its record and generate a valid
digital label (.vlcert), which can be sent back to the holder
through any channel. It can issue a signing request to the
verifiable enforcer on demand. And, if successful, it will save
the verifiable label issuer record (.vlicert). All vlicert have to
be exposed on the label domain’s web server root.

C. Holder Client

This simple command-line client with no persistent storage
can only be used to generate a verifiable label without the
issuer signature. It has to be manually sent to the issuer. Once
a valid digital label (.vlcert) is in the holder’s possession, it has
to be exposed on its domain’s web-server root as ‘cert.vlcert’.
This prototype thus only allows for one label per holder.

D. Browser Extension Analyzer

A browser extension was a mandatory component of the
client, as the active URL has to be accessed to perform the
first cryptographic tests. However, the specific environment
did not provide any way to download a TLS certificate for
a specified domain, which blocked further development. More
research showed that by using the native messaging interface,
the browser extension can communicate data to an underlying
program. Using this method, a cryptographic verifier was
developed. It sends back the necessary data to perform a
reputation analysis and is then displayed in a panel.

VI. CoNCLUSION

We proposed a system to implement a reliable reputation-
based digital label system for websites to replace the now
fragile and ineffective automated trust provided by the current
security infrastructure.

Each website can request labels from self-declared label
issuers. Each issuer, whether trustworthy or not, has its label
activities monitored and stored in its own issuer records. This
is ensured through the verifiable enforcer, whose timestamps
and signatures are necessary for an issuer to be recognized
as such. All records of each issuer are always kept online,
allowing client software to extract pertinent metrics from them
and evaluate the overall reputation of a label through a risk
analysis. This risk analysis should allow humans to develop a
sense of trustworthiness without having to understand Internet-
related technologies.

It was argued that verifiable labels would mostly be used by
websites that require the trust of their user base (e.g., webshops
require credit card information). And since phishers leverage
the pre-existing trust between a user and a web entity, it would
only be a matter of time before they tried to infiltrate the
reputation system. The metrics provided in every issuer record
are thus not only useful to evaluate the risk for a user, but
they would also be very pertinent to identifying what subset
of websites should be on the watch list of the current security
industry.
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Furthermore, a minimalistic prototype was implemented. It
is flexible, and, even if simplistic, it already implements all
the necessary cryptographic tools.

Future work could investigate the following directions:

o Extend the prototype to support fully decentralized in-

frastructures.

Conduct a field study of a live setup and user experience.

Prove the effectiveness of the reputation metrics.

e Provide a comprehensive User Interface (UI) for comput-
ers and phones.
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