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Abstract—As the digital landscape develops, the
significance of seamless interoperability in digital identity
systems becomes even more apparent. As a part of a smart
city, identity management and integrated technology are
essential in improving administrative operations and
promoting e-government development, bringing services closer
to citizens and the local economy. This paper focuses on a
Canadian Smart City of just under a million inhabitants,
which has to solve crucial issues enabling the right balance
between safeguarding user privacy and maintaining effective
interoperability between varied platforms. This study explores
the barriers to seamless interoperability among various digital
identity systems and proposes future work that move toward a
secure, user-centric, and inclusive digital identity ecosystem.
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l. INTRODUCTION

Globalization, information, and the electronic
communication revolution are the primary reasons for Smart
Cities and governments to orchestrate services and systems
in order to revolutionize the way information is used and
public goods and services are delivered to citizens. The
custom of maintaining several email accounts for diverse
purposes has become widespread, while the rapid growth of
Internet users, mobile phone users, and email accounts has
revolutionized the way people manage their online identities.

In this research, the context is developed using Canadian
laws, rules and standards. In this regard, the Digital ID and
Authentication Council of Canada (DIACC) has created the
Pan-Canadian Trust Framework (PCTF). The PCTF defines
a set of auditable processes and guidelines for the creation,
management, and use of identity information that ensures the
trustworthiness of the identity ecosystem [1]. However, as
Canada is a federation, its current identity landscape is
divided into various jurisdictions, including the federal state,
the provinces, and the territories. For example, the federal
government is responsible for employment insurance,
immigration, and defense. Among others, Canadian
jurisdictions are responsible for driver’s licenses, health
insurance, and the civil registry. As a result, Canada has no
unique identifier available for identification. Although the
organizations responsible for each of these silos have made
significant efforts to protect their distinct identification
systems for their specific needs, none of them were intended
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to serve as a reliable and all-encompassing identity
instrument. Considering that Smart City services must use
personal information, the identity management system must
minimize data access according to the user profile, whether
the person is an employee, works in a government agency or
an enterprise, or represents themselves as a citizen [2].
Central to securing access to digital assets and enabling
secure interactions with online platforms is the Identity
Access Management (IAM) cycle, encompassing
identification, authentication, and authorization. The 1AM
cycle aims to enhance security and productivity while
minimizing costs and repetitive tasks, encompassing crucial
functions such as user creation, deletion, access granting, and
revocation [3].

Identification constitutes the initial and essential step in
the 1AM cycle, pivotal in verifying user authenticity and
facilitating access to resources and services. The
authentication phase of the 1AM cycle requires users to
present an authenticator, typically a password or
cryptographic module, to verify their identity. Although
various authentication mechanisms exist, including
passwords, access cards, and biometric measurements,
passwords remain widely used despite their inherent
weaknesses. Password reuse and weak choices continue to
pose security risks, even with the addition of special
characters [4]. In response to these concerns, multi-factor
authentication protocols merge different authentication
factors, including passwords and supplementary devices like
mobile phones or authentication tokens. The final phase,
authorization, grants users’ access to specific resources,
guided by the principles of least privilege and separation of
duties. The principle of least privilege advocates granting
individuals only the minimum number of authorizations
required to perform their duties, thus minimizing the
potential damage caused by insider threats. On the other
hand, the segregation of duties principle implies that
sensitive business functions require the involvement of at
least two individuals, thus reducing the likelihood of fraud
by requiring collusion between two employees and
minimizing the impact of wrong action by one of them.

However, as digital identity management develops, the
need for seamless interoperability among different identity
systems becomes increasingly critical. This raises numerous
security challenges, including secure data exchange,
authentication compatibility, data standardization, privacy
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and consent management, consistent authorization,
vulnerability to security exploits, regulatory compliance,
audibility, user education, and technological compatibility.
The delicate balance between addressing these security
concerns and seamless data exchange requires collaborative
efforts, standardization, and robust security measures
throughout the IAM cycle.

This research paper delves into the intricate web of
security challenges encountered in achieving seamless
interoperability within the 1AM cycle of digital identity
systems. Through an assessment of potential risks and
vulnerabilities  during  information  exchange and
authentication processes, this study aims to identify key
areas of concern that demand rigorous attention and
innovative solutions to ensure the integrity, confidentiality,
and availability of user data. By addressing these security
challenges head-on, this research seeks to pave the way for a
resilient, secure, and user-friendly 1AM cycle, fostering trust
and confidence in today’s interconnected digital landscape.

The rest of the paper is organized as follows. Section Il
provides an analysis of related work done so far for the
interoperability of digital identity systems, the background of
a Smart City, some of the most common interoperability
challenges and opportunities, followed by security issues and
challenges. It ends with the analysis of some of the most
com- mon attacks on authentication protocols. Section 11
presents a system model incorporating all the requirements
proposed for a Smart City, and Section IV presents a use
case as a road map solution for this model. Conclusions and
future work are presented in Section V.

Il. RELATED WORK

Several studies have explored the complexities of
digital identification systems and interoperability within
Smart Cities; however, in defining the scope of our
related work, we strategically focus on two pivotal studies,
with the goal of integrating the current discourse on
digital identification and interoperability in Smart Cities.
This careful selection serves as a foundation for generalizing
previous findings and emphasizes our efforts to expand on
current contributions, providing distinctive perspectives and
broadening academic research on this topic. Notably,
Bonneau et al. [5] provide a comprehensive methodology
for identifying and evaluating web authentication systems,
with an emphasis on usability. In contrast, our research
concentrates on a specific collection of protocols, offering a
nuanced security analysis that addresses weaknesses
associated with DoS (Denial of Service) and Man- in-the-
Middle attacks. Our approach integrates these attacks
together with every step of the IAM cycle in a model to
provide a thorough study of security issues.

Since blockchain technology has received significant
attention in the literature for its potential to improve security,
privacy, and trust in Smart Cities, numerous studies have
highlighted these factors as main incentives for incorporating
blockchain into Smart City applications. Georgiou et al. [6]
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present research that investigates various forms of
blockchain, such as consortium, hybrid, private, and public,
and assesses their suitability to the specific needs of Smart
Cities. However, it is not the same approach in our research
because of the concerns related to acceptability and trust
levels, particularly in countries where people are skeptical
about depending on a technology with an anonymous origin.
The essential anonymity of blockchain raises concerns about
the openness and accountability of the digital identity
ecosystem. Further- more, uncertainty about the probable
failure of blockchain technology in the future influenced the
choice.

As we navigate the area of digital identity
interoperability, our proposed system model takes a new
approach. Unlike earlier research, we anticipate a
government-backed intermediary account in Smart Cities to
improve user identification and permission processes. This
intermediary account, rather than storing or processing user
information, makes use of existing frameworks and
standards to ensure a secure and privacy focused digital
identity ecosystem. Our study represents a step forward in
the field of digital identity systems in Smart Cities, providing
an achievable path for increased security and efficiency.

A. Background

Smart Cities’ interoperable e-government initiatives
come with the objective of facilitating better and more
efficient delivery of information and services to citizens,
promoting productivity among public servants, encouraging
the participation of citizens in government, and empowering
all citizens through the use of information technologies with
the goal of making government more result-oriented,
efficient, and citizen-centered.

Ministries and agencies in Smart Cities government
create, retain, and archive a variety of fragmented citizen
information. For instance, the Department of Public Safety
keeps information about a citizen, the Revenue and Tax
Authority keeps further information about the same citizen,
and the Social Services Department keeps other information
about the same citizen. In this way, citizens carry several
sorts of identity cards to be identifiable by a specific
government agency or public institution, in addition to
storing fragmentary information. This brings to light the
reason why the government of Smart Cities requires an
interoperable digital identity system that handles the long-
term initiative of such activities in order to achieve the goals
of i) using electronic identity management to improve
collaboration between government agencies by reducing
duplication of efforts and increasing the efficiency and
effectiveness of resource utilization, and ii) reducing
transaction costs for the government, citizens, and the private
sector by providing products and services electronically.

As the government has dispersed identity information
among several public institutions and government agencies,
accessing and sharing this data, i.e., interoperability, has
become a challenge. Integrating and interfacing with various
government agencies and public entities that maintain
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fragmented information is also an important problem to
address. Furthermore, privacy and security concerns about
citizens’ identity information must be addressed, and the
interchange of this information via secure channels to assure
confidentiality and integrity is a serious concern.

B. Broad Interoperability Challenges and Opportunities

In the realm of governmental systems, the concept of
interoperability has traditionally been approached from a
predominantly technical perspective, focusing on resolving
technical challenges and ensuring seamless data exchange.
However, a comprehensive understanding of the
interoperability problem necessitates an exploration beyond
purely technical aspects. In the context of public service, the
full scope of interoperability encompasses multifaceted
dimensions influenced by diverse sources. Thus, to
holistically address the interoperability challenge, it becomes
imperative to take into account not only technical factors
such as data semantics and process standardization but also
an array of nontechnical elements, including legal
considerations, political dynamics, and social implications.
Embracing this broader perspective will enable more
effective solutions and foster efficient collaboration among
government entities and services. Starting with the main
definitions, we can define interoperability as the ability of
Information and Communication Technology (ICT) systems
and the business processes they support to exchange data and
enable the sharing of information and knowledge [7], and e-
government interoperability, in its broad sense, as the ability
of constituencies to work together. At a technical level, it is
the ability of two or more diverse government information
systems or components to meaningfully and seamlessly
exchange information and use the information that has been
exchanged [8].

In the domain of digital identity interoperability,
organizations encounter numerous challenges, particularly
with the increasing adoption of cloud and multi-cloud
systems. Achieving seamless interoperability is not a
straightforward task, and organizations must grapple with
interconnected issues. Despite being perceived by residents,
businesses, and employees in a Smart City as a single entity,
the government necessitates separate interactions with
multiple departments and agencies to access services, leading
to a lack of communication between jurisdictions and
hindering seamless service delivery.

Security also emerges as a critical concern in digital
identity systems, with the risk of compromising the integrity
of an identity system increasing as more individuals gain
access to a particular digital identity. Breaches or leaks pose
significant challenges for correction, depending on the
protocols and implementation in place. The potential for
hackers to impersonate trusted servers further increases
security risks, leading to identity theft or the disruption of the
entire trust network.

Looking ahead, international challenges in digital
identities prompt collaborative efforts between Canada and
the European Commission (EC). Both parties embarked on a
discovery phase through a joint workshop series to explore
digital credentials and identify areas of commonality and
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gaps to be addressed to enable interoperability and mutual
support for digital credentials [9].

Among the major gaps, the absence of standards for
digital wallets creates an environment reminiscent of the
“wild west” in the market, undermining trust and
interoperability potential. Additionally, Zero-Knowledge
Proofs (ZKP) emerge as a novel method for communication
without sharing personal data. However, before
standardization, a comprehensive under- standing of ZKP is
imperative to establish relevant policies, including
considerations of General Data Protection Regulation
(GDPR) compliance and whether ZKP proofs qualify as
personal data. Resolving these gaps and challenges will be
pivotal in shaping a secure and efficient digital identity
interoperability landscape for smart cities.

C. Security Issues and Challenges

In the present-day landscape, the existence of multiple
vendors offering diverse options has given rise to a critical
challenge in developing identity management systems that
prioritize individuals’ control over their personal data,
described as user-centric digital identity [10]. Ensuring that
individuals retain the authority to manage the extent of
information collected and disclosed about them becomes
paramount. The increasing expansion of identities further
compounds the complexities associated with aspects such as
proof of ownership, identity-to- holder linkage, attribute
transferability, and authorization [11]. Consequently, the
design and attributes of the Identity Access Management
cycle demand a comprehensive and adaptive approach to
address these evolving requirements. However, with the
increasing reliance on digital technologies and the rise of
sophisticated cyber threats, each step of the IAM cycle faces
its own unique set of security challenges. From the
vulnerabilities in the identification process that expose
individuals to identity theft and impersonation attacks to the
risks associated with weak authentication mechanisms and
flawed authorization practices, addressing the security
challenges within the 1AM cycle is critical to safeguarding
digital assets and preserving user trust. Three widely adopted
Federated Identity Management standards are Security
Assertion Markup Language (SAML), Open Authentication
(OAuth), and OpenID Connect (OIDC). Among these, the
OAuth 2.0 protocol stands out as one of the most extensively
used authorization and Single-Sign-On (SSO) protocols.
Moreover, it serves as the underlying framework for the
emerging SSO standard, OpenlD Connect. Despite the
widespread adoption of OAuth, previous analysis efforts
primarily focused on identifying bugs in particular
implementations and were based on formal models that
abstracted from various web features or lacked a formal
treatment altogether [12].

D. Security Attacks on IAM Technologies

Based on the literature evaluation, we used a targeted
method to find substantial research on typical threats against
digital identification systems, notably in Smart City
scenarios. We initiated our search using established
databases such as IEEE Xplore, ACM Digital Library, and
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Google Scholar, focusing on criteria related to digital
identification security and Smart City application.

The selection procedure supported research that provided
information on security vulnerabilities, and attack vectors.
These selected papers were critically analyzed to extract
essential conclusions relating to security concerns. Some of
the most prevalent attacks that can occur in IAM
technologies are as follows:

1) 307 Redirect Attack in OAuth: In this security
attack, the attacker exploits a vulnerability that
compromises the authorization and authentication
properties of the system. The attack occurs when the user
logs in at an Identity Provider (IdP) that utilizes an incorrect
HTTP redirection status code. This simple error in the
HTTP redirection process allows the attacker to gain access
to the user’s credentials during the loginprocedure [13].

2) Man-in-the-Middle (MITM) Attack in SAML: In the
context of SAML, one potential vulnerability is observed in
the SP-Initiated SSO message flow when utilizing POST
and artifact bindings. During this exchange, the user seeks
to access a resource on the Service Provider (SP) website,
even though they do not possess a valid login session on
this site. Instead, their federated identity is managed by the
Identity Provider (I1dP) (e.g., saml-idp.com) [14].

In this flow, the SP saves the requested resource URL in
local state information and sends an HTML form
containing a SAML AuthnRequest message to the user’s
browser via an HTTP response (HTTP status 200). The user
enters their correct credentials, and a local login security
setting is generated for them at the IdP. Subsequently, the
IdP creates an artifact that includes the source ID for its
website and a reference to the response message
(MessageHandle).

The HTTP artifact binding allows for either HTTP
redirection or an HTML form POST to deliver the
artifact to the SP. The SP’s Assertion Consumer Service
sends a SAML ArtifactResolve message to the IdP’s Artifact
Resolution Service endpoint, using the synchronous Simple
Object Access Protocol (SOAP) binding. The IdP’s Artifact
Resolution Service retrieves the original SAML Response
message corresponding to the Artifact and returns it to the
SP using the synchronous SOAP binding. The SP processes
the response message, extracts and processes the embedded
assertion, and creates a local login security setting for the
user [15].

However, the use of SOAP binding in this SAML
SPInitiated SSO process poses a security risk,
particularly as itis vulnerable to a MITM attack [16]. The
RelayState token utilized in the process may unintentionally
leak information about the user’s activities at the SP to the
IdP if the SP deployment is flawed or if there are existing
vulnerabilities [17]. Additionally, the HTTP Artifact
binding’s lack of digital signature on the assertion further
increases the chances of a MITM attack in SAML,
rendering it a notable security concern.

Copyright (c) The Government of University of Sherbrooke, 2024. Used by permission to IARIA.

3) DoS Attack in OIDC: To explore the potential for a
Denial-of-Service (DoS) attack in OpenID Connect (OIDC),
a crucial step is to comprehend the discovery process utilized
to acquire the OIDC identity provider’s configuration
information. The OIDC identity provider (e.g., OpenlD
provider.com) supports metadata discovery, hosting its
configuration information at the endpoint. Often, this
endpoint is accessible to any client or relying party intending
to send a registration request, making it publicly open and
possibly lacking in security measures. As part of the process,
the OIDC client or relying party sends an HTTP GET
request to this metadata endpoint to obtain the OIDC identity
provider’s configuration details. In response, the OIDC
identity provider provides a set of claims containing essential
information about its configuration, including various
endpoints and public key locations. These details are
necessary for the client or relying party to establish further
communication with the OIDC identity provider or the
OAuth authorization server.

Ill.  SMART CITY SYSTEM MODEL

Building on the foundational insights collected through
the comprehensive literature research, this section defines
our distinctive contribution to the field of digital identity
management within Smart City ecosystems, demonstrating
an innovative approach designed to meet the significant
security attacks identified. To establish seamless
interoperability among government agencies, the foundation
should not solely rely on technology but rather begin with
the establishment of a comprehensive government
interoperability framework, fostering collaboration, and
defining clear policies with a focus on trust. A government-
wide policy plays a pivotal role in ensuring the coordination
of public agencies and facilitating identity, credential, and
access management activities, thereby enhancing access to
electronic government services not only within the agencies
but also in interactions with other government entities,
business partners, and the citizens they serve. The adoption
of such a policy framework enhances efficiency, promotes
data sharing, and strengthens the overall integrity of the
government’s digital ecosystem, leading to improved public
service delivery and greater citizen engagement.

The present research adopts a system analytical method
to propose an interoperability model for digital identity
systems in Smart Cities (Figure 1). The model is developed
after a literature review and an in-depth analysis of the
current interoperability landscape among different services
within the Canadian Smart City. It is important to note that
the proposed model is considered a preliminary phase and
will be subject to refinement in subsequent phases based on
technological advancements, standardization efforts, protocol
developments, legal regulations, and user acceptance of the
new digital identity interoperability system.
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Figure 1. Smart City-Digital Identity Model.

To comprehend the concept of interoperability in this
con- text, a digital identity system is envisioned as a
collective of multiple Service Providers (SPs) responsible for
recording, storing, and processing users’ personal
information. Each SP operates as its own Identity Provider
(IP). Two distinct Service Providers are deemed
interoperable if there exists at least one intermediary account
on each platform, facilitating the seamless and automatic
transfer of the minimum required information in response to
legal requests from any account on one SP to any account on
the other. In the proposed model, the role of the intermediary
account is assumed by the government of the Smart City.

It is important to clarify that this intermediary role does
not involve the storage or processing of user information.
Instead, the model relies on the existing framework and
standards, which facilitate and regulate this intermediary
function. The government of the Smart City will be granted
the necessary trusted rights to mediate requests between two
distinct Service Providers, thereby streamlining the process
of user identification and authorization.

IV. USE CASES: SEAMLESS USER
AUTHENTICATION IN THE DIGITAL IDENTITY
INTEROPERABILITY MODEL FOR SMART CITIES

This use case will help as a road map through the
implementation of our model, which address a slew of issues
including data exchange, authentication compatibility,
privacy management, and regulatory compliance of Canada.

A. Scenario

In the context of the proposed research on digital identity
interoperability in Smart City, we consider the use case of a
citizen, Alice, who intends to create a public transport
account. The process involves the identification and
authentication of Alice’s identity to ensure secure access to
public transport services. The system adopts a government
interoperability  framework, emphasizing collaboration,
clearly defined policies, and trust as the foundation for
seamless interoperability across government agencies.

B. Identification

Identification occurs at the initial step when Alice seeks
to access a service. She provides her current identifiers to the
respective Service Providers she engages with. In this phase,
the model has to prevent unwanted access to user credentials,
specifically the 307 Redirect Attack in OAuth.
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C. Authentication

Following the identification step in which Alice provides
her name and surname, the public transport service initiates
the authentication process. To verify Alice’s identity, the
service requests that she present an authenticator. In this
case, Alice utilizes her student card as an authenticator to
prove her identity. This model addresses authentication
compatibility by allowing many types of authenticators, such
as student cards, to authenticate identification. This
adaptability ensures that the system is able to communicate
with existing authentication techniques used by various
service providers, allowing for a uniform user experience
across all services inside the Smart City. In this phase, the
authentication request from Smart City to the university (or
vice versa) is securely transmitted using MITM-resistant
protocols, and usage of digital signatures.

D. Role of the Smart City

In the proposed model, Smart City plays a crucial role as
the intermediary account holder. This role does not entail the
storage or processing of user information. Instead, the model
leverages the existing framework or standard to facilitate the
authentication process. In this way the model enables the
secure exchange of information via a trusted intermediary,
the Smart City, which verifies identities without directly
handling sensitive data. Smart City’s infrastructure is
intended to resist high rates of requests and protect against
DosS attacks. This could include indicating the reliability of
the server hosting the OIDC identity provider’s configuration
information. This approach assures that data communication
between service providers and the authenticating institution,
in this case public transport service takes place within a
regulated and secure environment, reducing the risk of
unauthorized access or data breaches.

E. Authentication Request

The public transport service sends an authentication
query to Smart City, seeking verification of Alice’s student
card. Smart City, together with trusted entity PCTF, manages
the authentication request and forwards it to the university,
where Alice claims to be a student. The trustworthiness of
Smart City as part of the digital identity ecosystem ensures
prompt and accurate responses from other Service Providers.

F. Authentication Outcome

Upon receiving the query, the university provides a
minimal response, confirming Alice’s student status ”Yes”
or denying it as ”Not”. Smart City then relays the
authentication outcome to the public transport service,
completing the authentication process.

G. Authorization

The final step of the process involves authorization,
where the Service Provider proceeds to grant access to the
user’s account based on the authentication outcome.
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H. Implications

The use case exemplifies the efficacy of the proposed
digital identity interoperability model in a Smart City. By
leveraging an intermediary account holder and adhering to
the current framework or standard, the model streamlines
user authentication while minimizing the exposure of
personal data. This user- centric approach ensures enhanced
privacy, trust, and security in the digital identity ecosystem,
offering valuable insights for the advancement of
interoperable systems in Smart City and beyond.
Additionally, the model’s compliance to strictly defined
policies and standards indicates its commitment to regulatory
compliance, particularly in terms of digital identity
verification and data protection legislation. By developing
the system to work within an existing framework or
standard, the model is better positioned to comply with
regulatory requirements, such as privacy and data security.

V. CONCLUSION AND FUTURE WORK

This research addressed the severe security concerns that
arise in the pursuit of seamless interoperability within the
Identity Access Management (IAM) cycle of digital identity
systems, notably in the setting of Smart Cities. The cur-
rent situation, as demonstrated by the Canadian Federation’s
decentralized identity management systems, emphasizes the
necessity for a single and dependable identification tool.
While efforts, such as the Pan-Canadian Trust Framework
(PCTF), have been made to create a trustworthy
identification ecosystem, the segmented structure of
jurisdictional responsibilities has hampered the development
of a complete and interoperable solution. As digital identity
management evolves, the research emphasizes the need for

seamless interoperability, which presents a range of
challenges including data exchange, authentication
compatibility, privacy management, and regulatory

compliance. To address these issues, a proposed system
model for Smart Cities is presented, stressing the
government’s role as an intermediary account holder in
allowing secure and transparent identification processes. The
approach seeks to achieve a careful balance between
resolving security issues and promoting frictionless data
interchange, supported by collaboration, standardization, and
strong security safeguards. The proposed approach is
consistent with the principles of least privilege and
segregation of roles, which contribute to a robust and user-
friendly 1AM cycle. The contributions of this research
toward the advancement of secure and user-centric digital
ecosystems are noteworthy and facilitate progress in the
domain of secure identity management and authentication
mechanisms.

As a future work, it is imperative to conduct in-depth
investigations into the implementation and practical viability
of Zero-Knowledge Proofs (ZKP) for secure identification,
ensuring that user data remains confidential while enabling
seamless verification across platforms. In addition, as
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guantum computing advances, comprehensive studies are
warranted to explore and adopt quantum-safe encryption
techniques, such as lattice-based encryption and hash-based
signatures, to fortify digital identity systems against
potential quantum threats.

On the other hand, researchers should focus on
developing fault-tolerant frameworks that enable automated
recovery from transaction failures, enhancing the overall
reliability and continuity of the system. Additionally,
regulatory and governance bodies must actively reassess
existing policies to accommodate Decentralized Identity
(DID) and Self-Sovereign Identity (SSI) approaches while
upholding data protection principles. Cross- border
interoperability and the development of standardized
protocols require collaborative efforts across jurisdictions to
facilitate secure global transactions.

Furthermore, empowering users with comprehensive
knowledge of digital identity concepts and privacy rights
through educational initiatives will foster trust and
confidence in the system. Finally, exploring novel use cases
for digital identity interoperability in various sectors,
including finance, healthcare, commerce, education, and
travel, will uncover innovative solutions and further
reinforce the system’s adaptability to diverse scenarios. This
future work will significantly contribute to the advancement
of digital identity systems in Smart City, fostering a secure,
seamless, and user-centric digital ecosystem.
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