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Abstract—The adoption of smart environments is becoming
more and more important in many applicative scenas such
as healthcare, asset management, environmental mamiing,
and building automation. This last issue representa very
attractive use-case because of several scientificatlenges that
must be addressed in order to satisfy user requireents, which
are mainly focused on the management of home’s coart
parameters. The main goal of this work is to devefp and
validate an architecture, both hardware and softwae, able to
monitor and manage a Konnex-based home automatiorystem
through an Android mobile device in an efficient anl safe way.
In this perspective, an Android application is reailzed based on
a specific Java library, called Calimero, that provdes several
methods for interaction with the Konnex implant.
Furthermore, a software system able to configure th Android
application consistently with the home automationmplant is
designed and implemented. The proposed architecturgvas
tested from both functional and performance point 6 view and
the obtained results prove that it provides high pgormance in
comparison with other solutions already affirmed on the
market.
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l. INTRODUCTION

The ability to sense environmental parameters i:%
becoming more and more important in many applieativ

scenarios. This trend aims to spread smart envieotsrable
to capture, in a pervasive way, all useful inforioratfrom
the real world, contributing to assert the InterakfThings
(IoT) concept. It refers to the extension of theetnet to the
world of concrete objects and places,

information from other objects or places. In thiaywthe
Human-to-Machine (H2M) paradigm is increasinglyving

toward the new Machine-to-Machine (M2M) paradigra, s

leading to an improvement of several aspects inmyeeg
life. In this context, cities management (SmartCienergy

saving (Smart Energy), buildings and homes autamati

(Smart Building and Smart Home) are typical scezafor

the use of such technologies. Among these potenti
applications, home and building automation issues a

particularly important, since they represent thmk lamong
the individual (city dweller, consumer) and abstiaclayers
allowing the adoption of the loT paradigm.

Smart Home & Building applications are wide andier
since there are many fields where they can be ethpln
addition to well-established solutions, there ai@ious

Copyright (c) IARIA, 2013.  ISBN: 978-1-61208-282-0

which cal
communicate data about themselves and access atgteg

projects in experimental stage, which mainly conctre
energy consumption and security management, implant
maintenance, and environment management.

Another technological component, closely relatedht®
automated home management, is represented by mobile
devices. They are becoming more and more impoitant
everyday life, since they are not only communigaticeans,
but also technological tools for controlling othéevices.
However, in the home automation field, the integrat
among the mobile world and home automation systems
encounters several limits generally due to poorberu
friendly application, the inability to remotely dool the
home automation system, and the low security lavehe
data exchange between mobile device and home atiboma
system.

Therefore, the aim of this work is to propose an
automation system able to overcome these limits.Shistem
allows the user to monitor and manage a home atitmma
implant in a flexible, simple and safe way by pding a
high level of abstraction of real devices. For fhispose, an
architecture, able to combine the widespread Aadroi
Operating System (OS) and Konnex (KNX) standard [1]
was designed and developed. The functional vatidaif the
proposed architecture was carried out in collalbmmatvith
Gewiss S.p.A. company of Bergamo (ltaly) [2], tlsabne of
he most important vendors for building automation
solutions. By exploiting this important industriglipport, a
real KNX system was configured in order to test the
designed and implemented architecture. This funatio
validation showed that, through the proposed smiutit is

rPossible to safely control each KNX device bothalbcand

remotely and to monitor implant status anytime and
anywhere thanks to the real-time feedbacks settidohrome
automation system to Android device. The peculgatdre
of the proposed application is that it can be doadéed from
the Android market as “generic application”, thatans
without any customization. Then, after the instaila of the
KNX implant, it can be consistently customized fitie
specific home automation system by using the oufibit

£rovided by the Engineering Tool Software (ETS) [3]

—

Finally, a performance validation was carried oaot
demonstrate the effectiveness of the proposedtacthie.

The paper is structured as follows. In Sectiothig state
of the art on KNX-based home automation systemsamnd
techniques used for their management is summarired.
Section 1ll, a technical overview of the main stamt$ and
software libraries used in this work is presentedSection
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IV, the proposed architecture is described anitsafeatures
are presented. The test environment used to valitie
whole system is shown in Section V, whereas thetianal
and performance validation results are discusseSeittion
VI. Conclusions are drawn in Section VII.

In recent literature, the topic of smart environimen
widely discussed, and particular attention is git@iHome

RELATED WORK

, Devices and Technologies

KNX home automation system are presented. Similarly
this work, the Android market offers some applicas, such
as [14] and [15], which allow the management of XK
based implant through an Android device. Howeveachs
applications suffer some drawbacks particularly tugoor
usability and a poor abstraction of real devices.

Ill.  TECHNICAL OVERVIEW
In this section, the main technologies used inpitesent

and Building Automation systems based on the KNXwork are briefly described.

standard. This topic is addressed according toetmnain
aspects: safety, congestion control, and energyngan
domestic implants. From the safety point of view[4], a
technique to guarantee a secure data transmissidmofne
and building automation networks
implemented in a KNX-based environment, which does
natively provide any security mechanism.

The congestion problem is addressed in [5] and If6].
KNXnet/Internet Protocol (IP) systems this problisndue to
the presence of a particular device, called KNXRetduter,
that allows the integration of different KNX netwer

A, KNX

KNX is the worldwide standard for home and building
control; it exploits a software tool, called ET8r planning

is proposed ancind designing implant of KNX-certified devices afat

implementing interactions among these devices. Goetp
to conventional electrical installations, a smarhteol and
automation system has clear benefits since alldifierent
subsystems are integrated into the building, opfimgi
performance and energy efficiency by using the KiNIs.
The standard includes two different configuratioodes

through an IP network. Since the bandwidth of a KNXfor the home automation devices:

network is limited, if the KNXnet/IP router reces/eanore
messages than it is able to send, it can represieottleneck
in routing these messages to the KNX devices. R t
reason, in [6], authors recommend the adoptionffifient
forwarding rules in the implementation of KNXnet/IP
routers.

The home energy consumption is a topic of intefest

System Mode (S-Mode) for well-trained KNX
installers that want to realize sophisticated bogd
control functions;

Easy Mode (E-Mode), that provides limited
functions compared to the S-Mode, and that it is
intended for installers with basic KNX training.

The KNX standard allows each manufacturer to select

both researchers and consumers since it concemas tthe most ideal configuration mode and to chooseritje

reduction of power consumption and the protectibrihe
environment. In this context, in [7], a simulatof a
household was developed and a strategy for theggner
efficiency and user comfort based on neural netaavias

combination for the target market segment and egiidin.

B. Android Operating System
Android is a mobile Operating System (OS) developed

proposed and tested by using an experimental KNX-buby Google. It is based on the open Linux kernel #nd

platform.

Beyond the aspects previously described, it is imand
to note that smart environments based on KNX stahdee
designed to improve the quality of people's lives the
creation of new systems able to control comforapeaters.
To achieve this goal, the integration among wired a
wireless networks is increasingly used. In [8], éxample,
the comfort into an office building is ensured signing a
KNX-based system joined with Wireless Sensor Nekwor
(WSN) [9][10] components able to monitor and cohtie
lighting, heating and air ventilation. The use ofWSN
provides the system with information about envirenin
conditions allowing a better control of comfort paeters,
with minimum energy consumption [11].

Another example of integration between a wireless

technology and a KNX system is reported in [12]wimich a

open source, which means developers can modify and
customize the OS for each phone. Therefore, diftere
Android-based phones may have different GraphicsérU
Interfaces (GUIs) even though they use the same OS.
Android phones typically come with several built-in
applications and also support third-party programs.
Developers can create programs for Android (Appshaq

the free Android Software Developer Kit (SDK). Aot
programs are written in Java and run through Gd®gle
"Davlik" virtual machine, which is optimized for rhide
devices. Users can download Android applicationsfthe
online Android Market.

C. Calimero

Calimero [16] is a Java library that enables theeas to
KNX systems. It consists of a collection of Javaphigation

ZigBee network, well suited to home automation, isProgramming Interfaces (APIs) fundamental for wtatken-

integrated with the wired home automation system.
KNX/ZigBee gateway is proposed as an interface betw
KNX and ZigBee networks.

pbased KNX/European Installation Bus (EIB) applicas.

Still, these APIs can be used independently anid ¢ase of
use enables client applications to communicate WiNX

Finally, since the management of home automatiorlevices hiding network protocol details. The depeient of

systems is more and more entrusted to mobile dgvioe
[13], the design and implementation of an iPhor@iegtion
that allows the integration of mobile devices ineaisting
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Calimero evolves constantly and when new featuee® to
be included, the developers try to add them maiimgiboth
ease of use and a compact footprint. Therefore, a
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considerable reorganization effort was undertaleading to

a redesign of the user APl as well as internal itectural
aspects. The new Calimero Next Generation (NG) Ad®V
supports additional connection protocols, managémen
property access, high-level convenience methods fc
common tasks, and more.

IV. PROPOSEDSYSTEM ARCHITECTURE

In Figure 1, the proposed system architecture dsvsh
The KNX system is equipped with a special deviadled
KNX/IP router, which links the KNX environment the IP
network in order to exchange KNX messages with temo
devices. The KNX/IP router communicates through the
KNXnet/IP protocol and includes, in addition to the
tunneling function for the point-to-point connectjdghe line
coupler function (i.e. routing), which allows the touter to
distribute and receive messages to other lines aards.
Since in the considered scenario there is only lhome
automation implant, the KNX/IP router is used imraling
mode
smartphone across the IP network.

As mentioned in the previous section, the commtioica
between the Android application and the KNX systism
enabled by the Calimero library, whereas the |ot&Fi
router features guarantee an adequate security flavéhe
home automation system management. In fact, intieddb
the local access guaranteed by the Wi-Fi acces#, ptbie
end-user can remotely control the home automatystes
through the smartphone by using a Virtual Privagswork
(VPN) tunnel between mobile device and local raut@nce
this access occurred, whether local or remote etitk user
can act on her/his home automation system deviegs, (
switch, dimmer, heating, air conditioning) and monithe
environment status at any time. Also a manual chamgthe
home automation system is shown on the smartphispiag
in real-time.

It is important to note that the application dovaded
from the Android Market is a generic applicatiomce
downloaded and started, the application asks tke fas a
configuration file; this file is produced by a Jaa@plication,
called “App Configurator”, used by the techniciarorder to
configure the App in accordance with user requirgsie
Relevant information for this configuration can be
automatically extracted from the output file expdrby ETS
or they can be manually entered. These interactimes
summarized in Figure 2. The App Configurator hetips
technician to set up the access parameters, hélddreens,
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Figure 1. Proposed systemchitecture
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and place the control/monitoring components.

V.

The test environment used in the validation phefeats
a simple scenario of a two-floor home (Figure 3heT
ground floor consists of a single room containifglat. The
first floor consist of three rooms: a living roormntaining
two lights and a thermostat; a bathroom contairanight
(managed through a dimmer) and a rolling shutted;ahall
in which there are two controls that trigger twdfetient
home scenarios. In particular, these scenariosnaoening
scenario (all lights are off and the rolling shuttepulled up)
and night scenario (all lights are on and the mgléhutter is
lowered).

In order to reproduce the described environment, a
system consisting of the following KNX devices was
realized: actuators and push button panels fortitigh a
dimmer, a power supply and a KNX/IP router. In jaitr,
all electric devices used in the test are comphtit KNX
standard and made by Gewiss.

Two different types of user access were emulatéocal
Wi-Fi access, inside the home, and a 3G accessefoote
control. In particular, if the access to the KNXtwerk is
local, the wireless access point connected to ¢imeehrouter
assigns a private address to the Android devicadiyg its
Dynamic Host Configuration Protocol (DHCP) servso,
that the mobile device can communicate with the KIRX

TESTENVIRONMENT

in order to exchange messages with Android

FIRST FLOOR

LIVING ROOM BATHROOM

Q ol i
BB &
Q

Figure 3. Test environment.
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router. Instead, if the access is remote, a VPNdlis

established between the smartphone and the horter.rbu

this way, the smartphone becomes a local networvkcele
and it can communicate with the KNX/IP router asthe

previous case.

VI. FUNCTIONAL VALIDATION AND SYSTEM
PERFORMANCE

In the functional validation phase, the applicativas
tested to demonstrate the effectiveness of the ogexp
architecture. In particular,
successfully managed by using the Android appbeati
running on the smartphone. Furthermore, any sttasge
manually carried out on the home automation systexa
displayed in the end-user interface.

In parallel to this test, another type of validatiwas
performed. Its purpose was to demonstrate theieffiy of
the proposed solution from the point of view of stplaone
resources usage. In particular, the application eeggdoyed
on two different types of smartphone (i.e., SamsGiagpxy
Sl and Samsung Galaxy Nexus) and it was compafitd
the two other applications already mentioned intiSed]I.
The comparison results, reported in Table I, deitnatesthat
the proposed Android App is not only perfectly camgble
to the other two applications for both the memaosgge and
CPU peak load, but
performance. In fact, during this performance \atiiwh, the
competitor applications were tested by managing onk or
two devices, whereas the devices managed by tipoged
application were eight. Similar results were ohgdirwith
both smartphone models.

VII.  CONCLUSION AND FUTURE WORKS
In this work, the problem of the interaction betwese

KNX-based home automation system and an Androidlmob

device is afforded. More specifically, a completedware
and software architecture has been designed, ingpitd
and tested. The validation phase was carried dabiratory

by reproducing a real KNX home automation systeime T [10]

proposed solution is able to guarantee an end-smsgure
access to monitor and manage the home automatstensy
both locally and remotely. The results obtained bioth
functional and performance validations are subgtanin
fact, the proposed solution presents higher pedoge
compared to other consolidated solutions.

Ongoing and future works aim to extend the appticat
to the use of iIOS mobile devices and to carry out
performance validation by comparing an increasinmiver

TABLE I. PERFORMANCEV ALIDATION RESULTS
ayControl | KNXController PmeSEd
solution
Nr. devices 2 1 8
Memory 49 MB 41MB 31 MB
usage
CPUpeak | _ 3omw ~ 30mwW ~ 30mwW
load
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each KNX device was

it also shows to have highe

1121

of heterogeneous mobile devices. Finally, a moresstul
validation of the proposed solution in wider scérsi(e.qg.
building automation) will be carried out, in order further
appreciate its flexibility and scalability.
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