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Abstract—This paper presents an idea-phase introduction od
tactical level communication system (battalion andbelow),
which enables utilizing different waveforms and frguencies
when communicating by using Software Defined RadioThe
discussed idea-stage solution relies on using Unnreed Aerial
Vehicles as hub-stations in order to ensure secure
communication and reliable data transmission as regyds wide
bandwidth transmission to base-stations. The needff timely
and accurate analyzing of the increasing amount dituational
Awareness and Common Operational Picture —related ata
collected keeps looming large in the battlespaceinSlarly, the
type and amount of different waveforms and frequenies also
keep increasing. Software Defined Radio with its Gaphic User
Interface application, as discussed in the Resulsection, may
offer one way of freeing the hands of a warrior tdhandle his or
her firearm instead of a myriad of communication deices
while in combat. This paper briefly looks at commuication
enabled by using swarms of Unmanned Aerial Vehicland Self
Organizing Networks in a military context and provisionally
examines what testing and creating such a system uld
require and does so only at an early idea phase af concept
development process.

Keywordss Unmanned Aerial Vehicle, Self-Organizing
Networks, Software Defined Radio/Graphic User Interface.

l. INTRODUCTION

This paper presents an idea-phase introduction of
tactical level (battalion and below) communicatgystem to
be used by a tactical end-user performing in ddsgace. As
this paper’s contents represent an early idea sthgencept
development, the system drafted and its featurssritbed
have neither been operationalized nor field-test&then
creating any new functional system, the first stépthe
development process concerns outlining an idea hadt va
functioning system necessarily needs to compribés ifiea
phase of a concept development process turns irfidlya
fledged concept with operationalized features totdsted
once the end-user devices discussed in this paper first
been brought into being. Testing the devices desdrin an
environment similar to what the paper outlines nexpu
resources, i.e., political decisions allowing furgli
personnel, and time. Any testing in lab conditilesomes
impossible as no combat
operationalized nor modelled in laboratories.
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settings can be neith

The key issue in modern warfare continues to be
communication. Without communication there are hegit
coordinated operations nor success. High Data RElieR)
are needed for the type of data necessary in Battle
Management Systems (BMS) and in Command Posts (CP)
where operations are commanded and controlled et
issued onwards for tasks to be executed by lowezlens.

Military environment is challenging also from the
perspective  of communications. Hostile  military
environment possesses challenges of several typethd
need to communicate. First of all, the communicatio
environment, a battle zone, is hostile. An advergaarty
tries to deny the free use of the frequency spectru
Similarly, attempts of jamming the adversary's
communication devices are typical of military anso
executed in different frequencies and waveformsthia
battlespace. Secondly, the soldier operating inoatile
territory using Cognitive Radios (CR) needs to ldh
mutual contact by using CR equipment to formingadrhoc
network. The challenge to create a functioning oetwin
this case is exacerbated by the likely lack of eateu
knowledge of the usage patterns of a radio specinuthe
hostile territory. If we compare this situation kvia civilian
case, where the frequencies and platforms are kniown
advance, the challenge in the military case hdsetsolved
somehow in order to create a functioning commuitnat
petwork.

This paper introduces the challenges of the Futoree
Warrior from the perspective of a consumer
communication services. This issue is essentiabfith the
research community and the relevant industry. Once
problems are pointed out, the process of findifdgtems is
easier. This paper presents one solution for hofadiitate
fighters’ need for constant capability to commuteéci the
battlespace.

This paper examines tactical level military operati
referring to commanded tasks being executed alethet of
company and below. Both soldiers and commandeenpf
kind are dependent on radios to execute missiorsingle
soldier relies on radio communication in order te b
commanded. This asks for a reliable communicatiohdnd
a robust ubiquitous network system that allowspf@cision

&nd minimized collateral damage. A battlespace ban
understood as an environment, where operationdeirey
executed including land, sea, air, underwater ayigerc

of
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operational environments. Warriors, sensors and dsmed
Vehicles (UVs) of several types operate and comoaiaiin
the versatile, constantly changing battlespaceinfigated
in [1], militaries are using sensors as part ofrthattlefield
strategy. As mentioned in [1], the integration oétal
collecting capabilities is in an essential rolekpanding the
communication platform capabilities. The key issim®lve
collecting the data, analyzing these data, anddating the
analyzed data reliably and in an intact form toehd-user, a
Future Force Warrior (FFW). Networks have to beaoiged
to cover the needs of the end-user at all levaelgxplained
in [2]. Issues such as Quality of Service (QoS) 8pded of
Service (SoS) are seminal in tactical communicatj@h
Militaries concentrate on sustaining and developireir
capability to communicate in a battlespace. To nojat

This paper introduces a solution utilizing a swaof
Unmanned Aerial Vehicles (UAVs) and SDRs. The swarm
of UAVs is seen as a platform for a communicatisystem,
in which the distances between the UAVs must betgbo
ensure the message throughput in a hostile comiatioric
environment. This aims at ensuring a reliable @atzhange
process and fulfilling the requirements of LPD alo@l.
SDRs are used by FFWs performing at the tactical land
also embedded into each UAV to ensure a reliabka da
exchange process. The swarms of UAVs in this sysienin
a central role to ensure the message throughpat ¢ase
when one or several UAVs are destroyed. Once a UAV
becomes incompetent to act as a relay-stationighlmaring
UAV takes over its functions and, with the assistarof

Self-Organizing Networks (SON), the routing of

performance, a Future Force Warrior needs only oneommunication can be reorganized and ensured.
communication device, which can be Software Defined This paper is organized as follows: Section Il déses

Radio (SDR) for the reasons listed. First, one comination

Military Communication Environment, Section Il foses

device covers all the communication needs of an FFVWn the Challenges of FFW, Section IV introduces SDR

instead of him or her needing to use several conuation
devices. The focus of the FFW has to be in fightifhis
means that an FFW keeps his or hands around thpowea
monitors the threats in the battlespace and figh¢sondly,
mobility- and action-critical matters from the peestive of
an FFW, such as size, weight, and power and ca8AES
C), are relevant. Thirdly, one power source shaolder the
need of communication devices instead of severaices
(i.e., power source for radio and Personal Dighssistant).
Lastly, one communication device will ease
communication burden of an FFW and he or she cansfo
on the main functions: to monitor the environmemd &ight
to survive. Present military communications areedasn

Section V introduces Universal Software Radio Hexigl
(USRP). Section VI concentrates on explaining theai of
Cognitive Radio (CR). Section VII discusses thendicance

of a Graphic User Interface, and Section VIl idinoes the
new system. Section IX examines the strengths and
weaknesses of the introduced system and Section X
concludes the paper with Section XI describingdemands

for future work.

MILITARY COMMUNICATION ENVIRONMENT

Military communication environment differs from its
civiian  counterpart. Any civiian communication
environment tends to be non-hostile and its feature

combat net radios (CNR), dominated by the enhanceghoroughly known in that the transmission distances

position location reporting system and the singhanmel
ground and airborne radio systems. This means ttiat
varying levels of tactical communication can corseri
several actuators. The distances between the cormatitig

frequencies and waveforms used are common knowldage
contrast, the military communication environments part
of a battlespace and abound in uncertainties imectivity
and latency may vary uncontrollably due to incesbastile

elements can vary from only a few meters to tens oglectronic warfare attempts. Communication breakrdm a
kilometers and more. Tactical communication utize pattlespace typically results in compromising soneslife.

unmanned vehicles, drones and satellites actinguas or
relay stations. The term tactical refers to the raipee
capabilities of a given military force. For exampla
maneuver, which is tactical for the U.S. Army wiils
special forces, can be an operative maneuvre foarary
smaller in size and its operative capability.

The basic problem in communication is that the High

Data Rate gives shorter range in communication.,(d.x
rate = % range). Therefore we have to solve thiblpm
with different means than just increasing the dateye with
increased transmission power. Despite the
characteristics, the communication system for arijituse in
lower echelons (i.e., companies and below) haslfd the
requirements of operational security, coverageneotivity

A given battlespace comprehends also the commiwricat
environment, in which war is waged. Military frequees
tend to be mandatory and always commanded fromehigh
echelons in order to control the electromagnetiecBpm
most effectively from the execution perspective @mfn
military operations.

Military troops equipped with varying end-user dmd
transform the battlespace of 21st century into patw
centric warfare with Network Centric Operationsaicentral
role. SDRs will provide a flexible tool suited fdhe

systemhanging military environments in that they alloersatile

communication in the battlespace [4]. In a con$fant
changing battlespace the commanded troops can béemo
or static. Often the communication tools, end-udyices,

and Low Probability of Detection (LPD) and Low are handheld and lightweight. A ground level milita

Probability of Identification (LPI). Military opet®sns are

performer, soldier, has to be able to communictge wia

dependent on covert high-speed networks, which alsgatellites in order to contact higher echelons, éeample,

represent functional requirement of modern infarand
special operations warfare [3].
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when executing special operations in rocky terrahme size
of the used system, together with its weight, poara cost
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(SWAP-C) become vital from the perspective of thstam
user and provider.

For the end-user, to be able to cover multipleldsgtice
scenarios, the simultaneous requirement of comratiait
requirements such as voice, video and data togefitterthe
capabilities and megabit bandwidths set designlages.
Moreover, to sustain secure communication by meéatise

end-user devices, new military waveforms have been

designed to fulfil the requirements of the end-paesoldier.

An example of such waveforms suitable for an SDReHa
system implementation is WiMAX 802.16e, which hagtp
modified to operate in the military frequency rangfethe

NATO UHF band of 225 — 400 MHz [5].

A future military SDR-platform should support mplg
radio frequency frontends. Depending on the avigland
sufficient frequency bands, different frontends Idobe
installed. The flexible use of different frontendmd
waveforms enable finding a suitable system conéition for
all the planned operational scenarios. The nexemggtion
SDR-based platform should enable at least the viitig
benefits for tactical networking: First, mobilitygport for
mobile ad hoc network (MANET). Second, sufficient
communication capacity must be guaranteed at tttecah
level, this is a minimum throughput of 1 Mbps tppart
mobile user. Third, from a perspective of life &ycl
management, a SDR platform must be independent tihem
waveforms and frequencies used. Fourth, commuoitati
flexibility has to be ensured with radio frequerscia SDR
frontends and with used waveforms. Fifth, interapdity
with national and coalition waveforms has to bentgd [5].

In a civilian communication environment an end-usaT
benefit from reliable and fast communication,
throughput of messages, issues of low latencyctmstant

capability to communicate, adequate bandwidth, goo?

Quality of Service (Qo0S), and Speed of Service [SoS
Civilian communication systems offer the possipilito
benefit from constant power supply or the capapbitid
recharge the battery of the used communicationcdewvhen
necessary. The communication process usually suffem
only slight if any hostile interference or jamming.

Communication systems utilized in a military
environment can confront all types of interferencEsese
include jamming and all means electronic warfaréhvé
constant threat of becoming annihilated by the exdvg if a
communication tool has been detected, pinpointed] a
placed in the targeting process to be destroyebleTalists
the differences between civilian and military conmication
environments.
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TABLE |. DIFFERENCESBETWEENCIVILIAN AND
MILITARY COMMUNICATION ENVIRONMENT
Characteristic Military Civilian
s of communication| communicatio
Communicati| environment | n environment
on
Free use of Restricted More
spectrum possibilities
Latency Varying, Typically low
sometimes
high
Energy Limited, hard | Possibility to
to recharge recharge fast
Hostility High Low
Jamming Possible Low
Adequate Limited, Typically high
bandwidth altering
Limitations in | Often restricted No limitations
use

As Table | indicates, in a military communication
environment the characteristics of communicatiovolve
restrictions and constant uncertainty due to htsiih the
battlespace.

The following overview lists six challenges whichve
been identified within the military community. Theriter
has encountered these challenges while conduasegarch
on related issues, such as a nationwide CompargclAtt
Study performed during 2004 — 2007 in Finland. Tinst
hallenge is related to the main task of a fightee main
ask of an FFW is to fight in performing the giverission.
This means he or she has to monitor the environtoestay
alive and to be able to execute the commanded. taiksr
she engages the enemy with all the weaponry avail@bis
also means that the FFW relies on connectivity and
capability to communicate at all times. The conistan
connectivity poses the second challenge. Missicctess
requires the capability to transmit and receiveadahd
commands. The constant communicating ability rexpuihat
a single warrior be capable of acting as an exeaft@n
operation, or a military commander at some level.
Connectivity remains the key. Some sort of a netwoust
be available at all times. Location data and comdsaran be
forwarded only by means of a functioning networld an
reliable hand-held or soldier-mounted communication
device.

The third challenge is linked to the usage of vearri
platforms. A warrior platform consists of severabsystems
and their control units. For example, the systems be
controlled via a wrist-worn user-interface presdrttere. All
the communication controls can be easily and rgdimlind
from the wrist-held device which is embedded ohi® &rm
and acts as a supporting hand when using a pers@zam.
Contrary to a visor-embedded system, this wristHukvice

CHALLENGES OFFFW
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does not hamper viewing the environment with a @orts communication device, which can be used for various
data flow. Figure 1 features a wrist-held device. purposes. GUIs can be utilized in creating the efibmal
Awareness and Common Operational Picture as welbras
location services and for weapon selection proddsisough
one of the challenges is the variety of used wawefoand
the bandwidths, they fall outside of the scopehid study.
This paper discusses a possible solution for tlseedi
challenges.

IV. SOFTWAREDEFINEDRADIO

SDR is a radio communication system in which
components that have typically been implemented in
hardware, for example, mixers, filters, amplifiers,
Figure 1. A wrist-worn control system into which SDR can bebedded. ~ Modulators/demodulators, and detectors, are instead

implemented by means of software on a personal atenp

The fourth challenge involves the number of network or embedded system. Usually SDR can be programmed t
and data sources on which an FFW relies. If thesupport frequencies from 100 MHz to 6 GHz with gsir80
communication network or operating unit malfuncipn nm Complementary Metal Oxide Semiconductor (CMOS)
FFWs get in trouble because they lack the necessatgchnology [6]. Depending on the system configorgti
resources either because of the different frequeoty typically supported signal bandwidths can vary lestm 700
waveform used or the network becoming out of cayera kHz and 40 MHz or 200 kHz and 40 MHz, dependinghan
This slows down a single FFW and usually harmsathele CMOS used [6]. In other words, SDR is a wireless
military operation. communications system where the traditional hardwiar

The fifth challenge equals the access to diffetgmes of  replaced by software modules [7]. While the concé@DR
Battle Management Systems (BMSs). BMSs support thes not new, the rapidly evolving capabilities ofgithl
efficient utilization of military units at all le¥® The access electronics enable executing many such processéshwh
process into a BMS requires more bandwidth thamgusi earlier used to be only theoretically possible.

voice and text messaging when issuing commandsiré-ig) Currently, most SDR related products and studiesso
features BMS. on analog communication and voice transmission. Sh&
platform consists of Field Programmable Gate A(RRRGA)
& b -based radio hardware and open source SDR software
e 110712315,
- NS | module [7].
sﬁm Q QoilggedPortab[eDiSplay%gcgjedvehicle—computer The main features of SDR include: 1) radio spectrum

... Computer 67 10"

Light vehicle | ] D'-

a ‘ Rugged Carried
| Systems
3 'Q\
'sﬂ\o\“(“e "
\
© Portable

e sensing; 2) reconfigurable radio modules and 3k for
ot Wies digital data communication. These features form an
:ysﬁrfg " important basis to accomplish Cognitive Radio tetbgies.

The mobile devices can afford the high speed and
complex computation owing to the advance in conmguti

Fixed Installation ability of the processor, such as Personal Dighssistant
Soldier BMS (PDA), Smart Phone, or Ultra-Mobile PC (UMPC).
Figure 2. Soldier Systems linkage into Battle ManagementeSgst Most of these mobile devices equipped with Wi-Fi,

WIMAX or other wireless modules enable end-users to

This sets more bandwidth demands for SDRs used. Theccess services anywhere. The traditional hardwed@®
data may surface in varying waveforms and freqesndn  system comprises a variety of analogy elements ssch
order to benefit from BMSs, the location and idérdtion  filters, converters, modulators and demodulatordie T
of friend or foe are relevant. These data are reéwen the  hardware is expensive and has low compatibilityhvaither
battlespace to ensure the effective use of diftevezapon  components.
systems. The reason why SDR becomes increasingly popular is

Systems related to location data and identificatiorthat it allows using SDR technology for realizingamy
systems keep improving. The command and controhpplications relatively effortlessly in the intetioa of
capabilities necessary for units serving at bamtelevel and  different components. The most used software achite
below are provided by means of BMS. Present combat for SDR is the Software Communications Architecture
radios can only be seen as beneficial tools in sdipY  (SCA), which is considered as the standard for tamyi
geographical based situational awareness. Whenraevedomain [4]. The novelty of SCA lies in the availithi of
operational BMSs are integrated, it is possiblenaximize  SCA-based tools to allow designers to create compen
the amount quantitative and qualitative data foalgsis based SDR-applications as assemblies of comporsets
purposes. This involves applying the concept oftSysof  |ogical devices. When these types of systems aiegbe
Systems (SOS) and utilizing robotic platforms. T8igth  created, the communication between the componerds a
challenge is the type of a Graphic User Interf@®lj of a  devices must be carefully orchestrated. In thic@ss it is
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possible to benefit from the use of Common Objemfiiest  purposes, the interrogation process remains urtdetend

Broker Architecture (CORBA) [4]. discreet.

When discussing SDRs, security issues must be
considered. When new Software (SW) is being loattes, V. UNIVERSAL SOFTWARE PERIPHERALRADIO
consequent threat of having unauthorized and patignt In Universal Software Peripheral Radio, we examine

malicious SW installed on the platform becomes iptessif  only the functionality of USRP. In doing so, we inetit
security precautions have not been taken, by, fample, offers more performance than its predecessor SDHe T
adding a digital and verified signature in the cbeéore the  technology used in USRP is located in the hardware
new software is being transmitted. implemented in frontend for sending and receiving

In order to successfully benefit from the produatsl  waveforms. USRP offers different frequencies, badths
performance of SDR, we have to focus only the perémce and frequencies for specific purposes. The USRP bman
produced via SDR. The added value from SDR carebe s fixed to respond to the end-users’ requirementsesgcting
via tactical communication requirements for the WAFF appropriate motherboards for controlling the frepies and
operating in Battlespace which are: Situational remass waveforms [7].

(SA), Common Operational Picture (COP), Command and USRP can be divided into two parts based on the
Control systems, identification friend or foe (Efigure 3. transmission path. These are the transmitting biggath and
below), (IFF)/Blue Force Tracking, capability to-aperate  receiving signal path. For example, on transmibaigath,
with UAVs and Unmanned Ground Vehicles (UGVs) andusers can define the setting parameters by software
robots, data from sensor to shooter, Voice, Nawgat personal computer such as radio protocols, modulagipes,
messaging, Imaging, Video, Security. frequency of spectrum modulation.

One interesting possibility is to embed Radio Festy Then the USRP receives the parameters, and FPGA
Identification (RFID) system into SDR by using Qtetdre  executes Intermediate Frequency (IF) processin@igital
Amplitude Modulation (QAM). The system has beenup Converter (DUC) and Digital Down Converter (DDC)
explained in [8]. The identification friend or fo@FF)  After the Intermediate Frequency process, usenssadipe
process can be embedded as part of SDR functiagsteF  paseband to the frequency band selected before.
features 3 an IFF process. The last step on USRP motherboard is that digdal t

Interrogator Transponder

E\:;;j,o;a“on analog (DAC) converts the digital signal into ampgignal.
\A bearn K T Finally, the analog signal is transmitted to theeana

through the interface side on the daughterboarifluatrated
in USRP block diagram in Figure 5.

& il
Transmii Signal Pail

&&5

<é‘° @ E RF
> JREEEN —> — 5
Front end

Figure 3. Identification process Friend or Foe (IFF) in pesp. (!’*!’“ t:.:r oy
By simply downloading a new program, a SDR is &ble
interoperate with different wireless protocols, drorate -“m*"' “'

new services, and upgrade to new standards. Ontospis
depicted below above while the process is introduice
Figure 4.

Rn:uci\.csin_zn.sl?aiil
Figure 5. Composition of USRP [7].

Wireless [

\ As Figure 5 demonstrates, the composition of the
Y )xj T Reader | —»! Software Define Radio introduced USRP system offers flexibility in usidiferent
T waveforms and frequencies. The flexibility can fffered by
different daughterboards which can be tailored &etrthe
requirements of different frequencies and waveforiBg
changing and tuning the performances of daughtedspthe

As Figure 4 indicate, by combining the Radio Fremye FFWs have improved communication devices as
Identification tags and IFF —process it is possibldecrease Communication tools in a constantly altering baiece and
the total mass of the gear a FFW carries. Similatys  vVarying missions.
enables simultaneously decreasing the amount of
transmission energy necessary for identificatiomppses. VI COGNITIVE RADIO
RFIDs can be sensitive to electromagnetic intetioga When moving on towards the communication device
signal by nature and need little energy when redipgronce  suitable for an FFW, we have to take a quick glaate
only a slight transmission signal focuses on th&hereby Cognitive Radio (CR). As widely known, Software idefi
the amount of response energy transmitted towafdbeo Radio is a platform for Cognitive Radio [9]. WithHogoing
interrogator can be significantly small. This medrmsw  into the details of the technical structure or cosifon of
Probability of Detection as regards the surveilkarools CR, we focus on the listed and wanted end-prodants
spread in the battlespace. Relevant for operatisealirity ~ functionalites of the CR from an FFW perspective.

Figure 4. RFID system with SDR [8].

Copyright (c) IARIA, 2014.  ISBN: 978-1-61208-374-2 100



SENSORCOMM 2014 : The Eighth International Conference on Sensor Technologies and Applications

Cognitive Radio capabilities and functionalitieslirde the
following features. First, Spectrum Awareness (SAwhich

means being able to detect quickly and robustlyptiesence
of incumbent (preemptive) users

interference. Second, Dynamic Spectrum Access (DSA)

which means CRs will
opportunistic basis. Third, Dynamic Spectrum Skarin

(DSS), which means CRs must be aware of other CRSs’

coexistence. Lastly, CRs are Spectrum Agile (SAd)ich

to avoid causing }
access the spectrum on an !

Context aware | - I
Reasoning Layer ! b ) :
I

-
[Tl Sencing ad

”of oper%uom

2.Extract feature | r
ey
I
I
i
1

3.Convertraw data 1

instance to context : 4. Send Context
| (enemy

1 informatioms

Ubiquitous Main Layer

5. Execution |

’ﬁfq%gf-

-
==l &L
iy S

— Service *Service =—>
Discovery Deployment

“Bomain
—_Ontology.

Inference
Engine

means that CRs should provide seamless operatien ov Figure 6. Increased FFW performance can be gained via suotdssa

multiple channels. Also challenges related to ddept
coding, modulation and multi-access have to beesblas
indicated in [9].

There is a long way towards CR, which meets thedis
requirements. From the perspective of an end-user,
consumer, an FFW, it is essential to meet the reménts
listed. This also applies as regards the sciertdimmunity
and the industrial community. The necessary remerds
have to be identified prior to being able to praelacwanted
end-product.

One solution for designing the suitable architextand
configurations for the future force radio commutima
device could be Software Communications architectur
SCA has been created to assist in the developmecegs of

SDR communication systems. SCA allows for waveform

application software to be more easily ported acnaslio
platforms. At the moment publicly available spezfions
can be found for SCA 2.2.2 and 4.0, as well asSGA
Appendices and SCA APIs. As a matter of fact, fiassible
in next generation products to take full advantagethe

following: First, SCA 4.0, which is to empower more
Second,

freedom to do the SDR implementation.
Programmable SDR chip sets. Third, offering mofiieht
SDR development tools and use of more efficienhdrig
level modelling methods. Fourth, adding a new apginoto
waveform portability and full utilization of SDR wio done
in commercial domain. Lastly, designers are foqyisim
developing of sophisticated RF front-end technasgi

SOA -technology involves assisting processes pedr
in military operations. As indicated in [10], théD& has
been used to design and construct the CR systeimsn \ah
FFW can benefit from the possibilities offered by
successful adoption SOA, also in communication isesy
the result can be improved overall performance ilitary
operations.

Figure 6 features how the data are gathered, edes
analyzed and then transmitted as commands to an. FFW
the data are correctly collected, analyzed and essfally
transmitted to the performer, an FFW, the procéssaging

war can be improved and collateral damage minimized

Various battlespace sensors transmit data to a&xoaivare
reasoning layer. In this layer, data are convertedontext
and an inference engine transmits the data to quitbus
main layer for analyzing purposes. The data ardfiegy
analyzed and transmitted as information for thecatien of
the operation [11]. This process is depicted inuFags.
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utilization and analyzing process [11].

Once the collected data have been analyzed, thebea
forwarded to the military performers who need thdsta
most. The transmission process has to be automtated
ensure sustaining soverall performance.

VII.  GRAPHICUSERINTERFACE

A new type of communication device for an FFW has t
fulfil the specific communication needs of an FFWhe
communication system and the GUIs have to be difioe
fulfil the needs. Figure 7 features the actuatiecting the
system definition process.

/ c4a1 \
Voice ——> Network &
~ <« data
I System
definition I

Mode of
“’ i securiy
Combat /
identification

Figure 7. The idea of configuration of the future communicatdevice
from a perspective of a consumer, an FFW.

According to results presented in [12], the vissibn
of events can improve the human capability to ereét the
Military Decision Making Process (MDMP) by offering
necessary information in required time and undedzthle
form. From the perspective of a consumer, an itaporole
is set for the type of a GUI. A functional GUI igreeans to

apresent collected data, a control panel to acoetsgonks and

guide UVs, a tool for a weapon selection process, af
course, a communication tool for the entities afhieir and
lower echelons. Figure 8 features one possibledigaption
of a functlonal GUL

- temedy wounde
Optimal foute Remedy wounded

Type of Operation

User View

Weapon & Device

Typa of Oparation
OFFENSIVE DEFENSIVE

soldiers

Weapon & Davice
ANTI.ARMOR ANTLAIRCRFAT

l_"
i

ROCKET LAUNCHER
MORTAR
RIFLE

MOOTW SO

optimal foute

Wounded sokdiers

Figure 8. A wiev of a Graphic User Interface.
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Apart from the mentioned facts, an FFW has to be @b By embedding all the control units of the FFW’s
access BMSs of various types and different databath a  electronic gear into one wrist-worn controller, thenber of
new type of communication tool. Figure 9 featuree type controlling units can be decreased. This may irserethe
of BMS where an FFW can be constantly connected toverall performance of the FFW as the FFW can &ilhdhe
optimize the performance while executing tasks. control units in one location instead of needingdparately

Riggegyenicle Display control each different embedded system listed guife 11.
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= R s T == As noted in [3], mobile ad-hoc networking of dismoed
: I UD- Rugged Video combatants is necessary as regards the futurevingohet-
o | Foopeicamed e centric operations. The amount and variety of data
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o
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Soldier BMS
Figure 9. A wiev of a BMS.

transmitted in the battlespace keep increasingetssuch as
bandwidth, type of waveform, frequency and secuaity
only a few of the issues that have to be accouftted.ow
Probability of Detection and Low probability of
Identification remain critical in covert operationsas
Lastly, an FFW has to be able to control the systemmentioned in [3]. Single UAVs are utilized as toasored
embedded on his Battle Dress Uniform (BDU). Figiae for Special Forces and a system relying on Advanced
below features the FFW’s electronic skeleton arsl it Encryption System (AES) encrypted network with agea.of

functions [13]. 3 kilometers [12]. _ _ _
A new communication system is possible to createeif

utilize the capabilities of SDR, swarms of UAVs, BRnd
Self-Organizing Networks (SON) implemented in 4G
networks. It has to be highlighted that in thistegg SDRs
are implemented in FFW gear and inside an UAV. étzd,
SON aims to configure and optimize the network

Fixed Installation

Microcamera }—‘ DisplaySystems | Helmet Subsystem

Personal Radio- Main Communication,

wdbintiod | | | ooty NG automatically, in a manner that the interactiomofnan can
Subsyems L T be reduced and the capacity of the network candreased.
The main functionality of SON includes the followi
e main functionality o includes the followin
oo | | betmmiie ice self-configuration, self-optimization and self-riegl SON is
Ry | described as a part of 3GPP LTE and it is a ketufedor
s | L effective and automatic operation and maintena@®M)

of 4G networks. Besides that, SON maximizes overall
performance of network and reduces the cost oéliasibn
and need of management by simplifying operation and

An FFW uses the control unit embedded into his Bi3U maintenance through self-configuration, self-optiation
an essential tool to control and monitor the funediof own  and self-healing. SON also reduces the power copsom
gear. In Figure 11 below, the controlling systemwigst-  and results in reduced operational expenses armliges an
worn. environmentally friendly approach. Figure 12 featuthe

An example of current Future Force Warrior System SON as seen |n [16]

Figure 10.A composition of a FFW's electronic skeleton [13].
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When a swarm of UAVs is utilized, the distancesdeee
to communicate with an FFW-worn SDR must be minimal
order to ensure the message throughput in thisersyst
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Different types of data can be transmitted fronoldisr to a  Administrative and Control Components (EDACCSs) have
higher echelon via an UAV. Security issues remaseatial  be carefully selected and orchestrated to meatbeational
when dealing with UAVs utilized in Network Centric requirements of the end-user [7].

Warfare at a tactical level. This means opting fow The issues related to energy cannot be over enzatasi
transmission power and thus minimizing the charudethe  The energy requirement of a typical handheld devae be
UAV becoming detected, targeted, and destroyed. between a few hundred milliwatts [15] to few W48k The

When transmission distances remain short between trsystem specifications of the SDR are significantiéfining
ground (FFW) and aerial stations (UAV), the accraedl the energy needed as well as the amount of datsntitted.
transmitted data can be better secured and recenmtsnof Challenges related to operational security arengisgén
LPD and LPI can achieved. When SON utilizes all thereconfiguring the SDR-systems, especially as regard
SDRs, those embedded into the UAVs and those emebdeddsoftware. While loading a new program, new wavefam
into soldier worn systems, this data exchange can bnew hopping sequence, issues of transmission $ecuri
executed successfully and thus ensure that therdatain  during the different uploading processes have to be
intact and coherent. Figure 13 features the dathemge guaranteed. If this part becomes neglected, the SiDRot
process via a command post and UAVs with the asgist act as a useful tool in own hands in net-centrigrafions but
of embedded SDRs into the mentioned entities. rather becomes a novel tool to be exploited byatheersary.

A communication system that serves fighters’ neieds
creatable if we utilize the capabilities of SDR,asms of
UAVs, SDR and SON implemented in 4G networks and
combine them as depicted in Figure 13. This melaatsan

*% FFW’s end-user device, SDR, is connected with arrsmat

N 7 UAVs via SON. The swarms of UAVs form an own data

*._.* communication system in which the data transmission
;e distances between UAVs are short and operatiosaltyire.

Figure 13.A data exchange process with the swarm of UAVs. This in turn will fulfill the requirements of LPDna LPI.

The described delicate system introduced is a nesvamd

The swarms of UAVs will forward the data automatica based on ideas that can be executed by utilizirigtiex
via the network system created by UAVs. DemandsRi®®>  Commercially Off-the-Shelf (COTS) technology. The

and LPI can be fulfilled, because the transmitterergy  system is not yet bullet-proof and can malfunctfon a
used via the transmission protocols by means of &JAVnumber of reasons. Challenges related to creatig t

remains low. described system have to be solved to enable tiatidn of

different processes. The orchestration of the systen also

IX.  DISCUSSION fail because of intentional enemy action (jammiagijrus, a

A military environment, battlespace, differs from aWorm). The system needs to be equipped with aryzingl
civilian environment. In battlespace both consttrgss and Program, which indicates when the system functions
uncertainty continue to dominate. The fear of Igsone’s  Properly before using the system. This asks foreasily
life prevails. An FFW has to monitor his or her gonment ~ replaceable and fault-tolerant system with inbafieck-in
when fulfilling the commanded mission and stay ali¥he routines. Otherwise, traditional methods in orclasty
mental capacity of an FFW must be focused on théensaat ~ Services need to be adopted.
hand. The lower the number of gadgets an FFW has to The introduced system offers an access to
monitor, the longer his or her life with an increds Communication processes, which are created to suppo
possibility to continue performing. comman_d and control systems. An FFW relies on

Militaries aim at developing SDR into a communioati COmMmunication services. To enhance SA and COPs it i
tool for all the troops at the tactical level. Thecess of essential to have user-friendly GUIs of some kimat f
embedding a functional SDR as part of military pso Presenting data. As noted, time remains a critigefor in
communication devices is still globally ongoingniilitaries, ~ tactical-level operations and the main functioranfFFW is
with no existing, operationally fully functional ewuser to fight, not to spend time browsing different detses in
devices anywhere in combat use able to transmgelar S€arch for vital data. o .
amounts of data in various waveforms and frequencie  Creating a new communication tool requires resauyrce
Meeting the requirements of mobile users in a égtice Such as personnel, time, money, troops and spaexetoite
remains challenging. Issues related to SWAP-C havee the use of the tailored device in pre-defined glrilThe
solved. One critical challenge related to milit8pR use Vendors and the end-users have to co-operate &iecee
involves achieving sufficient computational capacihis is ~ functioning communication and control tool for tie of an
a problem when processing wide-band high-bit ratd"FW. In the development process, the use-casesisage
waveforms consisting large amounts of data. In seph Methods of SDRs have to be defined. This includémidg
SWAP-C, an FFW needs the selected communication endSe-cases of operations, training-scenarios, tgpestiming
user device to be reasonably tailored with optiynaiinimal ~ Of operations, training practices, data gatheringng the
total mass of a device, its batteries and rechgrgiits. This ~ €xercises, and After Action Reviews (AARs) togetheth
means that Data Processing Units (DPUs) and Evened ~ debriefing-sessions for system designers and tradfes
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implementing the training-scenarios. The systerat@a

process requires strict timing in a well-orchestiageries of
field testing in which the system users and sydtewelopers
have to attend the tests at the same time. Thertondred
for field testing equals approximately a decade, nibbmber
of training drills necessary a hundred, and the lemof

military personnel committed to executing the dril&
hundred. The complexity of the SDR system requtines a

with actions involving humans and machines, such as
databases and UVs. Equipped with a reliable comeation
tool, an FFW can perform tasks with improved spard
efficiency. Bespoke SDR can enhance the performahea
FFW by answering the defined challenges listed antiSn

Il

To sustain optimal performance, an FFW has to be ab

to use only one single device for command and obnthis

handsome number of designers and engineers from tlievice can be an SDR with a GUI. This way thererly

vendor’'s attend the drills, ideally one on one. Esémated
funding requirements equal at least a 100 M€. Hanenly
average ballpark figures can be estimated as thealac
realized costs and their approximations would bjade
value be labelled classified. The number of persbamd

one single device, Software Defined Radio/Graphiery
Interface (SDR/GUI), for an FFW to communicate arse
controls with instead of being exposed to several
communication tools. Compared to a stable civilian
environment, a military environment equals a cantsta

funding required described in this paper rely ore th altering battlespace. An FFW has to be able to tootihe

experience accumulated over twenty years on adtitg as
a field-test participant. The military personra#signers and
engineers have to be fully committed to this warloider to
achieve results. Table Il below lists the identifi@sources
needed for the described study. In order to cradtasible
testing system, an amount of work equal to prodyuan
dissertation is required.

TABLE 1. ESTIMATED RESOURCESIEQUIRED FORFIELD-TESTING
Types of Vendor Military
resources side side
required

Money 30 M€ 70 M€
Personnel 100 100
Time for 2 years 2 year
planning

Time for testing| 5 years 5 years
the system
Time for 2 years 2 years
evaluating the
results and the
system
Reserve time 1 year 1 year
Total resources 10 years 10 years
and and
30 M€ 70 M€

Table Il features only a rough estimate. More @eci
data requires pre-planning for a period of twelvenths.
Different sources of funding, such as industriatl dnor
academic contributions of personnel and / or egaigm
need to be estimated before any final estimatialo@ble.

X.  RESULTS

The main result is an idea-phase introduction tafctical
level (battalion and below) communication systerbeaised
by a tactical end-user performing in a battlespae this
paper's contents represent an early idea stageomdept
development, the system drafted and its featuresritbed
can neither be operationalized nor field-tested.

An FFW performs in a battlespace filled with ubiguis
networks and communication systems. He or shechespe

Copyright (c) IARIA, 2014.  ISBN: 978-1-61208-374-2

events in the prevailing environment instead ofdireg to
update the status and monitor his or her commar an
communication tool. An FFW has to have hands on a
weapon and be ready to act when necessary. If etaldo

so, the FFW will become incapacitated by a spliera
bullet. It is essential to enable an FFW to receare
transmit data with the assistance of SDR/GUI, wtach
SDR can be embedded.

First, an improved SDR/GUI can act as a contrdiesta
for all of the digital systems. This allows an FEW\focus on
his or her main task, to fight. He or she can nwnihe
prevailing environment and use his or her weapadnra
time-critical environment. Second, an FFW can catrege
on one device, SDR/GUI, instead of monitoring saler
screens and displays. He or she saves time anfibcas on
the task commanded. Third, the control units of drisher
own warrior skeleton and communication controls &en
found from one communication device, SDR/GUI. The
fourth challenge can also be solved by adopting /&R
which will take care of the various networks and/efarms
and switch automatically to the free and approercitannel
to transmit or receive data.

The fifth challenge was a problem concerning theess
to BMS via different communication tools. The prmfl is
linked to the issues of bandwidth, frequency andef@m.
The accessing process into BMS involves utilizifg t
performance provided by the SDR and SON. This means
offering the frequencies, bandwidths and waveforms
required from the fighters’ perspective. The swafmJAVs
serves as a secure and replaceable communicatiewaya
for the data exchange process. This allows for ikgefhe
transmission power low and transmission rangedivelg
short. The Sixth challenge was linked to the GUIs.
comprehend the prevailing operational situation and
holistic list of events at a tactical level, andmhative
presentation of SA and COP is in an essential role
presented system together with improved SDR/GUI lman
seen as a feasible solution to solve all the listeallenges.
Figure 14 features a possible view of a functiddaR/GUI
for the FFW operating at low level (company andogl
tactical operations.
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Figure 14.An example of tactical SDR/GUI.

Tactical SDR/GUIs can serve as command and control

tools offered for the FFWs. SDR/GUIs can be utdlizzs
tools for possibly enhancing the overall performeant the
soldier. An FFW needs only a short period of timaake a
look at the SDR/GUI and notice if something sigrafit has
changed in the overview. An FFW can concentratlisror
her main mission, which is to fight instead of deangly
monitoring all the controlling units of his or hgear.

XL

When moving towards tactical military SDR/GUI, the
system presented requires funding and field testirige able
to create a functional end-product. The rough egenof the
resources required is evaluated above in SectioanX in
Table Il based on the experience gained in twergrs
spent as a participant in different military testsitomated
systems and allocation of diminishing resourcescefor
militaries to consider the facilitated performaraféered by
means of exploiting SDR/GUI. The result could beagile
and modular military performer with ever-improved
capabilities and SA completed with the capabilayutilize
the diminishing resources more optimally with desed
instances of collateral damage.

Further work related to creating a functional syste
based on the idea-phase description outlined & phiper
needs to pay attention to operational securityeissaf using
software and hardware in a digitized battlespagsuds such
as adequate level of constant energy flow and gliote
against violations caused by electronic warfare tnies
studied, tested and solved before the adoptiohefystem
in any type of operational use.

FURTHERWORK

papers cannot any longer be accessed in any padti@in
data sources.
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