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Abstract—Operational Technology (OT) systems increasingly
depend on robust and automated certificate lifecycle manage-
ment to maintain secure operations across long device lifespans
and constrained environments. As quantum-capable adversaries
emerge, these systems must also support cryptographic agility
and prepare for a seamless transition to Post-Quantum Cryptog-
raphy (PQC). This work presents a crypto-agile, post-quantum-
ready testbed architecture that extends existing standards, such
as Enrollment over Secure Transport (EST) and Bootstrapping
Remote Secure Key Infrastructure (BRSKI), to support hybrid
certificates, hardware-based key storage, and protocol flexibility
for device bootstrapping and certificate management. A work-
in-progress prototype implementation demonstrates support for
both traditional and PQC algorithms across device types. Planned
evaluations target performance on constrained devices, PQC
readiness, and compatibility with alternative protocols. The
system lays a foundation for secure and standards-compliant
certificate management in future-proof OT deployments.

Keywords-Post-Quantum Cryptography; Public Key Infrastruc-
ture; Automated Device Onboarding; BRSKI; Security Token;
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I. INTRODUCTION

The convergence of Information Technology (IT) and Oper-
ational Technology (OT) has brought increased efficiency and
connectivity to critical infrastructure sectors, such as water
supply, energy distribution, and industrial automation. How-
ever, this interconnection expands the attack surface and raises
the urgency for adopting scalable and robust cybersecurity
mechanisms [1]. Among the most critical challenges is the
secure provisioning and lifecycle management of device cer-
tificates in environments with remaining manual processes [2].

In OT contexts, device onboarding and certificate man-
agement must account for long operational lifespans, con-
strained computational resources, and limited maintenance
windows [3]. Compounding these challenges is the increas-
ing need to prepare for quantum-capable adversaries, which
threaten to break widely deployed, traditional cryptographic
schemes, such as Rivest—-Shamir—Adleman (RSA) and Elliptic
Curve Digital Signature Algorithm (ECDSA) [4][5]. Ensuring
long-term security in OT deployments thus requires not only
Public Key Infrastructure (PKI) automation but also crypto-
graphic agility and support for transitioning to PQC [6].

In order to address these challenges, we currently work on a
testbed to evaluate the migration to PQC for the entire certifi-
cate lifecycle management (enrollment, renewal, revocation,
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and algorithm migration) within OT environments, includ-
ing automated device onboarding. Our proposed architecture
extends existing standards by addressing two key require-
ments missing or underexplored in prior work: (i) support for
hardware-based secure key storage through a generic and agile
interface, and (ii) end-to-end readiness for PQC, including
hybrid certificates that combine traditional and PQ algorithms
for transitional security [7]. In this context, crypto-agility
refers to a system’s ability to support multiple cryptographic
algorithms throughout its lifetime without requiring major
redesign or loss of interoperability [8]. By supporting crypto-
agility and standard-compliant interfaces, the system enables
future-proof, maintainable deployments without requiring pro-
tocol redesigns or vendor-specific extensions.

This paper presents a work-in-progress report on the design
and early implementation of this testbed. Our main contribu-
tions are as follows:

« A system architecture for automated certificate lifecycle
management in OT environments, combining secure on-
boarding, renewal, and revocation processes with crypto-
graphic agility and hardware-backed key protection.

e A modular prototype implementation with support
for PKCS#11-based security tokens and hybrid post-
quantum/traditional certificates.

o An evaluation strategy covering both constrained device
performance and the system’s cryptographic and protocol
agility.

The remainder of this paper is structured as follows: Sec-
tion II presents fundamentals and discusses related work.
Section III presents the final system architecture with its key
components. Section IV outlines the current implementation
status. Section V describes the remaining future work. Finally,
Section VI concludes the paper.

II. BACKGROUND AND RELATED WORK

PKIs are critical for securing industrial and OT systems,
enabling authenticated communication and device identity
management. In such environments, automated certificate pro-
visioning is essential to replace manual processes that are
error-prone and difficult to scale. A foundational protocol
for certificate management in such systems is EST [9]. EST
defines a secure, certificate-based protocol for retrieving Cer-
tification Authority (CA) certificates, requesting new client
certificates, and renewing or rekeying existing ones. EST is
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widely used in automated certificate provisioning workflows,
as it supports mutual TLS authentication and standard X.509
certificate [10] handling.

In order to enable secure and automated device onboarding,
the Internet Engineering Task Force (IETF) specified the
BRSKI protocol [11], which builds on EST. In BRSKI, a
new device (the pledge) presents its manufacturer-issued Initial
Device Identity certificate (IDevID) to a domain registrar (the
operator’s administrative and security boundary, whose iden-
tity is represented by the pinned-domain-cert). The registrar
then contacts the Manufacturer Authorized Signing Authority
(MASA), which returns a signed voucher (a data object con-
taining metadata [12]) that binds the pledge to the local domain
(i.e., the local OT network). This voucher allows the pledge to
verify the registrar’s identity (via the pinned-domain-cert and a
pre-installed MASA root certificate). Once trust is established,
the pledge uses EST to request its local operational certificate
(LDevID), completing the onboarding. Several extensions and
variations of BRSKI have been proposed to support broader
use cases. BRSKI-AE [13] enables the use of alternative enroll-
ment protocols, such as CMPv2 [14]. Furthermore, extensions
introduce support for registrar-initiated onboarding (BRSKI-
PRM) or enable the usage of more efficient encoding formats
(cBRSKI). Together, these variants support a range of network
conditions, device capabilities, and operational constraints.

In order to protect private keys, OT systems increasingly
rely on hardware security tokens, partly even required by
regulations like IEC 62443 [15]. The PKCS#11 interface [16]
provides a standard interface to such tokens, including Hard-
ware Security Modules (HSMs), Trusted Platform Modules
(TPMs), smart cards, and secure elements. It abstracts key
storage, signing, and other cryptographic operations, ensur-
ing tamper-resistant credential protection and interoperability
across vendors.

Existing work has explored the applicability of BRSKI
in industrial and resource-constrained environments. Heinl et
al. [2] analyze BRSKI adoption in OT networks in accordance
with IEC 62443, creating a testbed similar to ours. They also
add support for hardware-based security tokens in the form
of TPMs. However, their setup misses a generic interface for
security tokens and does not consider the PQC migration.
Krieger et al. [17] demonstrate an embedded BRSKI client
running on a microcontroller. While suitable for Bluetooth
Low Energy-based constrained networks, it does not address
the challenges of PQ readiness or hardware-based key storage.
Riist et al. [18] present an implementation of ¢cBRSKI for
wireless building automation devices using mbedTLS and
support for various secure elements. They note the integration
overhead of vendor-specific interfaces and call for harmoniza-
tion, a gap we address through standardized PKCS#11 support.
Again, the PQC migration is not addressed.

In contrast to prior work, our approach focuses explicitly
on post-quantum readiness and cryptographic agility, enabling
the use of hybrid classical/PQ certificates and hardware-based
key storage. This positions our system as a forward-looking so-
lution for scalable and future-proof device onboarding and PKI

certificate lifecycle management in critical OT environments.
Building on these foundations, we introduce an architecture
designed to integrate crypto-agility and secure key storage into
standard onboarding and lifecycle management protocols.

III. SYSTEM ARCHITECTURE AND DESIGN

Figure 1 depicts our complete, post-quantum-ready on-
boarding and certificate management architecture for OT
networks. The design follows the BRSKI protocol layered
over EST, with targeted extensions to support PQC and
hardware-based key protection. For deterministic and low-
complexity deployments, we omit automatic registrar discov-
ery via mDNS/DHCP and instead preconfigure pledges with
the registrar address. The architecture comprises four core
components:

Pledge: A constrained embedded device to be onboarded.
It holds a pre-installed IDevID certificate and initiates the
BRSKI workflow. The pledge supports traditional and post-
quantum key types and is capable of generating hybrid or
PQC-only Certificate Signing Requests (CSRs) for EST en-
rollment. Secure key storage is provided via PKCS#11-based
tokens, including TPMs or secure elements. All BRSKI and
EST interactions are protected with a PQC-enabled Transport
Layer Security (TLS) client stack, enabling both backward
compatibility and security against future adversaries.

Registrar: The designated onboarding coordinator within the
operator domain. It terminates BRSKI and EST requests from
pledges, communicates with the MASA to validate voucher
requests, and relays certificate enrollment messages to the CA.
The registrar supports hybrid TLS handshakes to accommodate
PQC-ready pledges. It enforces local policy decisions (e.g.,
which pledges to accept) and handles certificate issuance with
the CA.

Certificate Authority (CA): Responsible for issuing LDe-
vID certificates based on authenticated enrollment requests
received via EST. The CA supports hybrid and PQC-only
certificates. It is integrated with a PKCS#11 interface to
manage key material in security tokens. This ensures keys are
protected and compliance with security regulations is achieved.

MASA: Validates pledges and issues vouchers, binding them
to a domain registrar. While MASA is typically vendor-
operated and external, our prototype includes a minimal
MASA implementation with PQC support for voucher signing
and TLS. Its goal is to enable local testing of end-to-end
onboarding flows without focusing on full MASA lifecycle
functionality.

Our architecture emphasizes crypto-agility and hardware
security as key design goals. PKCS#11 integration ensures
compatibility with a wide range of security tokens and simpli-
fies token management across the stack. By supporting hybrid
certificates and PQC-native flows at every layer (TLS, voucher
validation, and enrollment), our system enables future-proof
certificate lifecycle management for OT environments facing
both legacy compatibility and quantum-capable threats.
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Figure 1. Testbed architecture with the various logical components required to cover the full certificate lifecycle.

While the depicted components in Figure 1 follow the stan-
dard BRSKI/EST layering, our work introduces the following
targeted extensions:

e Support for PQC-enabled TLS handshakes and hybrid
certificates across pledge, registrar, and CA.

« Integration of PKCS#11-based secure key storage in both
resource-constrained pledges and backend components.
¢ PQC support for voucher handling and issuance within

the MASA

These additions ensure crypto-agility and post-quantum
readiness and are highlighted in the prototype implementation
described in Section IV.

IV. IMPLEMENTATION STATUS
A. Platform Support

Our current prototype implementation is developed in
Go [19] and targets Linux and Windows platforms. Both
the EST server and the pledge client are based on a fork
of an open-source EST implementation [20]. This fork has
been extended to support BRSKI functionality, hybrid and
post-quantum cryptography, and integration with PKCS#11-
based security tokens. The prototype includes an EST server
extended with registrar functionality for BRSKI, a pledge
client implementing EST and BRSKI voucher exchange, and
a minimal MASA implementation for testing.

All components use the WolfSSL library for cryptographic
operations via wrapper bindings, including TLS, X.509 [10]
handling, and PQC algorithm support. The system is designed
to enable automated onboarding in OT environments, with
particular focus on cryptographic agility and secure key stor-
age. A lightweight C-based pledge implementation targeting
microcontrollers (e. g., with the Real-Time Operating System
Zephyr) is under active development and forms an essential
part of future work.

B. BRSKI Workflow and Voucher Handling

The implementation supports the complete BRSKI voucher
exchange flow. The registrar handles authenticated voucher
requests from pledges and validates the incoming messages
using the pledge’s IDevID certificate. After verifying pledge
identity and request integrity, the registrar constructs the
registrar voucher request, encapsulating domain metadata and
pledge identity. This request is forwarded to the MASA, which

verifies the registrar’s credentials and issues a signed voucher
containing a pinned-domain-cert. The registrar forwards the
voucher to the pledge to complete the trust establishment.

Voucher artifacts are encoded and signed using Crypto-
graphic Message Syntax (CMS) [21]. PQC support for CMS is
still under development [22][23], and is not yet implemented
in our prototype. Supporting PQC-capable CMS structures is
an essential item on our roadmap.

C. Enrollment and Certificate Lifecycle Support

After successful voucher validation, the pledge initiates
certificate enrollment via EST. In our implementation, the
registrar and CA are combined into a single application with
modular separation between protocol handling and certificate
logic. The registrar manages EST endpoints, including CA
certificate distribution, CSR attribute provisioning, and en-
rollment via mutually authenticated TLS (mTLS). The CA is
designed for cryptographic agility and lifecycle flexibility. It
supports:

o Issuance of traditional, PQC-only, and hybrid X.509

certificates [10], based on configurable templates.

o Template-driven control of signature algorithms, validity

periods, and metadata constraints.

o Hardware-based signing via PKCS#11 tokens.

Lifecycle operations include:

o Certificate renewal and rekeying, including transitions be-

tween algorithm profiles (e. g., classical-+hybrid—PQC).

e Revocation via Certificate Revocation List (CRL) and

Online Certificate Status Protocol (OCSP), with future
extensions for transparency logging and PQC awareness.

o Backward-compatible fallback modes to support legacy

devices during migration.

The full EST flow already supports PQC, both for the TLS
handshake and for issued certificates, while ensuring backward
compatibility for legacy clients. This ensures compatibility
during the transition period and provides a robust foundation
for long-term cryptographic resilience in OT deployments.

V. PLANNED FUTURE WORK
A. Evaluation of Constrained Clients

Our primary evaluation target is the microcontroller-based
pledge implementation, as it represents the most resource-
constrained component in the proposed architecture. The eval-
uation will focus on metrics relevant to embedded OT devices:
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Figure 2. Roadmap of contributions (green) and planned extensions (blue).

o Enrollment performance: Time required to complete
voucher acquisition and certificate enrollment over EST.

o Memory usage: Stack and heap consumption during on-
boarding and certificate renewal.

« Hardware-backed key operations: Comparison of crypto-
graphic performance with and without secure key storage.

Initial tests using Zephyr on representative microcontroller
platforms will guide optimizations of the pledge client and its
integration with constrained TLS and PKI libraries.

B. Enrollment Flexibility and PQ Transition

Our planned future work will also extend the system
to support alternative enrollment workflows using BRSKI-
Alternative Enrollment (BRSKI-AE), enabling the integra-
tion of certificate management protocols, such as Certificate
Management Protocol (CMPv2) and lightweight profiles like
Lightweight CMP (LCMPP) [24]. This allows comparative
analysis of EST-based and alternative enrollment approaches,
particularly in scenarios with asynchronous provisioning or
intermittent network connectivity.

In parallel, we plan to evaluate the system’s cryptographic
agility by transitioning from traditional to hybrid and post-
quantum certificates. Planned experiments include the mi-
gration of IDevID and LDevID certificates to post-quantum
formats, as well as lifecycle testing of hybrid certificates,
covering renewal and revocation processes.

Together, these extensions will assess the testbed’s readi-
ness for long-term cryptographic transitions and its ability to
support diverse PKI profiles across industrial use cases.

VI. CONCLUSION

This work presents a crypto-agile, post-quantum-ready cer-
tificate management architecture tailored for OT environments.
Building on standardized protocols, such as BRSKI and EST,
our system enables secure and automated device onboarding,
coupled with full certificate lifecycle support. A key feature
of the architecture is its support for hybrid and PQC-only cer-
tificates, allowing gradual migration without disrupting legacy
compatibility. The integration of PKCS#11-based secure key

storage further strengthens credential protection and aligns
with regulatory requirements in critical infrastructure.

By decoupling enrollment and transport mechanisms from
specific cryptographic primitives, the system remains adapt-
able to future algorithmic changes. Planned extensions, such
as constrained pledge evaluations, PQC support in CMS, and
the integration of alternative enrollment protocols via BRSKI-
AE (e.g., CMPv2) to enable secure air-gapped provision-
ing. Ultimately, this work lays the foundation for long-term,
crypto-agile PKI deployments in OT systems, enabling secure,
automated, and standards-aligned certificate management in
the post-quantum era.

To clearly separate outcomes from open directions, Figure 2
summarizes our contributions to date and places them in the
context of the planned extensions. This roadmap highlights the
concrete results of the present work while outlining the future
steps towards full post-quantum readiness.
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