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Abstract—Risk management is widely defined as a process
during product development. As an example, the International
Organization for Standardization (ISO) 31000 family of stan-
dards defines risk management as coordinated activities to direct
and control an organization with regard to risk. While necessary,
process-related aspects cover only one part of a risk management
system since processes usually specify that something must be
done, but not how to do it. In this paper, we propose a new
methodology for implementing risk management in commercial
software engineering, over the complete product lifetime. We
illustrate our method by showing how it can be applied to address
cyber security risks. We argue that our method has significant
advantages over classical risk management techniques especially
in domains like cyber security where new regulations and laws
are being introduced.
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I. INTRODUCTION

Traditionally, risk management methodologies for product
development were designed with the (implicit) assumption that
products do not change after being deployed in the field. As
a result, these methodologies have limited means to address
maintenance and support — including keeping the product’s
software up-to-date — over the entire lifetime of a product as
mandated by new regulations like [1]-[6].

Conceptually, risk management methodologies from other
industries, e.g., insurance, can be applied to product devel-
opment. In practice, however, there is no industry consensus
how to estimate the initial risk of all active products and,
in particular, the cost associated with this risk. In addition,
insurance companies typically adjust their risk assessment
and the corresponding insurance fee on a yearly basis. For
cyber-physical products, on the other hand, such adjustments
are impractical because substantial price variations from year
to year are unacceptable from the customers’ perspective.
Consequently, the initial risk assessment needs to be more
precise and the risk management methodology has to take into
account that the cost-risk function must remain valid over a
multi-year period.

In this paper, we describe a new methodology that allows to
derive a more reliable initial risk assessment and a sustainable
cost function. In addition, we give hints for the recurring
assessment. In Section II, we present the state of the art in risk
management and risk assessment, and describe the challenges
faced by companies offering products that include software or
are themselves software-based. In Section III, we introduce
our approach to generating and maintaining a holistic risk
management system. Additionally, we provide an example and

discuss the results in detail. Section IV concludes the paper by
summarizing our approach and offering an outlook for future
developments.

II. STATE OF THE ART

In the following sections, we want to introduce the back-
ground information necessary and to further motivate the
presented approach.

A. Risk Management

Risk management became more and more the risk manage-
ment of everything, but the focus shifted in the mid 1990’s
from managing first order risks (risks directly stemming from
the developed product, e.g., radiation in mobile phones or
food quality) to second order risks (the public perception of
the company when first order risks manifest) [7]. With this
paper, we want to lay the focus on first order risk management.
For most domains, the definition and probability for these
risks can be calculated, e.g., for safety mechanisms in the
automotive domain, there are a priori known probabilities for
failures, these have to be minimized below an acceptable level
and these ratings or levels do not change over lifetime of the
product and will not degrade. On the contrary, cyber security
risks can change over the life time of a product and need
constant effort to keep a connected product safe and secure,
as new vulnerabilities are discovered and hacker capabilities
increase, e. g., with increased computing power. So, not only
is it necessary to reevaluate the associated risk of such a
product, but laws and regulations [1]-[3] mandate that known
vulnerabilities need to be addressed, at least in part, by updates
to the product software over the customer expected lifetime.
Discussion regarding this definition is ongoing, but lifetimes
for consumer products are expected to be between two and
ten years, depending mainly on their price.

B. Common Vulnerabilities and Exposures (CVE) + Code

To get a ballpark figure of how many vulnerabilities over
the course of a product’s lifetime might need to be fixed,
we take a look at a diverse set of software projects and
their assigned vulnerabilities. The overview is summarized in
Table I, while Figure 1 gives an overview over typical sizes of
code bases for different products. The table was created with
CVEs over a time span of 10 years (2012-2022). Depending on
the company planning to apply this methodology, the time span
can be adjusted, but a general trend is visible in constantly
increasing code bases and, with that, at least a similar increase
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Figure 1. Lines of code of different software projects [10].
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Figure 2. CVSS Ratings for three software projects 2011-2021 [11].
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in vulnerabilities is expected. Other sources put the defect rate
of software as industry average in the range of 1 to 25 defects
per 1,000 Lines Of Code (LOC) [8]. Not all these defects
will result in vulnerabilities, but they all potentially can lead
to a vulnerability. When we take a cautious estimation of
100,000,000 (LOC) in a modern car [9] and take some of
the best (lowest number of CVEs per 1,000 LOC) software as
basis for our assumption (firefox) we come to a total of at least
5,766 exploitable vulnerabilities over the supported lifetime
(ten years) of a modern car. These vulnerabilities have no
impact rating at the moment assigned to them. The distribution
of Common Vulnerability Scoring System (CVSS) ratings is
plotted for the sample projects in Figure 2. The ratings are
from 2011 to 2021, because 2022 still had a lot of unrated
CVEs. As can be seen, no clear distribution is visible, thus we
can learn from this overview, that there is a typical bandwidth
of vulnerabilities per LOC, and this value depends also on
the period under review, but there is no generally applicable
distribution of vulnerability distribution regarding their risks
(CVSS ratings). To come to a reasonable risk estimation, we
need further information from the project, the basis for which
will be presented in the next section.

C. Threat Analysis and Risk Assessment

A Threat Analysis and Risk Assessment (TARA) is standard
for almost all modern software projects, but not limited to
those. A TARA strives to formally enumerate all possible

TABLE I. OVERVIEW OF BIG AND DIVERSE SOFTWARE PROJECTS, THEIR
NUMBER OF CODE LINES, REPORTED AND CVE ASSIGNED NUMBER OF
VULNERABILITIES [11], [12].

Software  Vulnerabilities LOC (2023) > CVEs 2012-2022
per 1,000 LOC
Google Chrome  0.08 25,600,000 2,154
Firefox  0.06 25,300,000 1,459
Linux Kernel  0.07 33,600,000 2,230
OpenSSL  0.11 1,540,000 163
Python 0,06 1,320,000 77
PHP 0.23 1,510,000 349
TABLE II. RISk MATRIX EXAMPLE [3].
Attack Feasibility Rating
Very Low | Low | Medium | High

Severe 2 3 4 5

; i Major 1 2 3 4

Impact Rating ' —yr qerare T ) ) 3

Negligible 1 1 1 1

threats to a product (e.g., based on attack trees [3]). There
are multiple norms, standards and publications that target this
specific topic [3], [13], [14]. Only most recently the ISO 21434
provided a way to rate vulnerabilities with safety implication,
while, e.g., the common criteria approach solely focuses on
the attack potential, and CVSS ratings only partially address
the impact ratings, especially in cyber-physical-systems, as
highlighted before [15], [16]. The CVSS version 4.0 now
includes safety aspects but does not include them in the final
scoring. The ISO 21434 proposes a rather simple matrix,
where impact and feasibility are rated from negligible to
severe, and very low to high, respectively, see Table II -
resulting in a single dimension risk value. This risk value
(points) will be one of the values that defines the inequation
of the risk pool we introduce below.

Risk in general can be avoided, reduced - impact/likelihood,
shared and retained. Risk avoidance and reduction is possible,
e. g., with the introduction of further mitigations, that possibly
increase the LOC count, but reduce at the same time the sum
of residual risks of the TARA. Risk sharing is not in the focus
of this publication, although it is possible to distribute the
fallout of a defect. Risk retention is the acceptance of certain
risks, as the costs of fixing them would outweigh the possible
costs of defects in the field [17].

III. A RiSK POOL AS RISK MANAGEMENT
METHODOLOGY

The general idea of this methodology consists of the risks
associated with all products that are not at the end of their
lifetime on one hand and a risk pool, representing the available
capacity to fix defects in a product over its lifetime on the other
hand, described in more detail with Equation (1)

Z(Projecti - TARA Residual Risks; - Weight,) <

ZDevelopers - Fixing Capability - Capacity (1)
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Where:

e 7. ¢ is the number of all projects in the period under
review (i.e., the lifetime of the product associated with
the project). Each project with a different risk, lifetime
or changed code base has to be counted individually.

e TARA Residual Risks: As described before, the vulner-
abilities of different projects follow no common distri-
bution, but to get to a good first estimation we take the
residual risks as basis for our inequation to determine the
risk pool.

o Weight: These residual risks will be weighted with an
additional value based on five properties (LOC, code age,
innovation level, update capability & known defects [17]).
The weight can be set between 0.02 and 0.1. This
weight allows a scaling according to the aforementioned
properties, and thus a weight regarding exploitability, i. e.,
a new and unreleased product that might be of high
interest to adversaries should be weighted with 0.1.

e Developers: The number of software developers in the
considered company

o Fixing Capability: this capability will depend on the risk
evaluation methodology and the product.

o Capacity: How much of the work force or how much of
their time should or can be assigned to fixing defects that
resulted in vulnerabilities.

A. Example

For demonstration purposes, we will look into the fictitious
company ExCom; this company has two products, ECU 1 —
an Automotive Safety Integrity Level (ASIL) D and ECU 2 —
an ASIL B ECU. We will have a look at these two products
including their risk rating and we will look at how a risk pool
would look like for this company.

1) ECU I - ASIL D ECU: This product is of the highest
safety category for automotive applications, but it is a rather
simple ECU with a smaller code base. The innovation level of
this ECU is low, the code base is older and some deviations are
already in production and in the field, so the code base is well
tested and proven. Furthermore, the connectivity is low, as it
has only the capability for low range external communication.
The risk was determined according to ISO 21434 and as
depicted in Table II. The sum in this project according to this
method is a weighted TARA residual risk value of 29 points,
with a weight of 0.02, based on the aforementioned terms.

2) ECU 2 - ASIL B ECU: This product has a medium
safety category, it is a completely new product, with a high
innovation level. The connectivity is low, as it has no wireless
external communication interfaces. The TARA residual risk
value for this product is 116 points, with a weight of 0.05,
based on its complexity, innovation level, and connectivity.

B. Discussion

ExCom employs 1,000 developers. For their products and
employees, we know that an average developer is capable of
fixing the equivalent of 30 points (as introduced in Table II)
vulnerabilities per year. The company has the equivalent

of 1,000 developer years available. Not more than 5% of
development time shall be appointed to fixing vulnerabilities.
This results in an available risk pool of 1,500 points:

Z Developers - Fixing Capability - Capacity
=1,000-30-0.05= 1,500
ExCom has 500 projects each year going into production,
equally distributed across its two products. The support period

today is the one year warranty period. With these information
we come to the inequation as follows:

250 500 ?
> (29)-0.02+ ) (116)-0.02 < Y 1,000-30-0.05
=0 =250
2
!
1,595 > 1,500 3)

With Equation (3) showing the Inequality (2) being false,
the company in the example is exceeding its available risk
pool. A possible solution might be limiting the amount of
projects with higher risk, or the expansion of allocated fixing
time for the developers, €. g., from 5% to 6 % (Resulting in
an available pool of 1,800 points), which would necessitate a
price increase of the sold products. If the products need to be
supported over a longer period, additional developer capacity
is needed and needs to be paid for, e.g., by a maintenance
contract with the potential customers. If the introduced new
regulations come into effect, the price of the product needs to
increase, as the support has to be provided without additional
contracts, when dealing with end customers.

This approach might not fit the bill over every period under
review, but is supposed to average out over time. When fixing
capabilities are vacant, these shall be used to reduce technical
debt and refactoring older code bases to reduce the future
possibility of found defects or reduce the needed capacity to
fix them.

IV. CONCLUSION

Using the riskpool methodology, we enhanced risk assess-
ment for software. Companies can now transition from abstract
numbers to practical tools that guide their risk appetite, includ-
ing resource management and pre-planning: understand the
risk — manage the risk. A company is thus able to control the
maximum amount of projects that they can handle with their
assigned riskpool. For a limited time, additional risks can be
taken by stretching the riskpool but this risk can be quantified,
not only for single projects but for the sum of all ventures a
company has. If the riskpool is depleted, the company can
take measures, e. g., by shifting capacities. The weight factor
allows to tailor the method to individual products and business
cases. Until now, risk estimations were confined to individual
projects. With this risk pool approach, companies can gain a
comprehensive view of their combined risks across all projects
and calculate resilience based on their organization’s capacity
to address these risks.
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