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Abstract—To stay competitive in a fast-evolving landscape,
lifestyle, e-commerce, finance, and health sectors use mobile
apps to enhance their traditional capabilities with new
innovative features to satisfy customer demands. Developing
sophisticated and secure mobile apps requires a skilled
understanding of software development techniques, protection
mechanisms, and mobile security practices to safeguard
customers against cyberattacks. Software development teams
often apply frameworks and best practices according to their
unique experience and knowledge, resulting in vulnerable
mobile apps. Numerous software development challenges, a
lack of guidelines, and a standardised agile approach for
creating secure mobile apps need to be addressed. The primary
objective of this research is to initiate the process of delineating
mobile application security drivers. This initial step lays the
foundation for the subsequent development of a
comprehensive, secure software development framework for
mobile applications, with an overarching emphasis on security
across all stages of development. This framework is designed to
be adaptable and customizable to meet the specific security
needs of diverse industries. The security drivers can form the
foundation for a novel framework to guide the creation of
secure mobile apps.

Keywords-mobile application; secure software development
frameworks, cybersecurity.

I. INTRODUCTION

The Covid-19 pandemic’s uncertainty caused a sharp rise
in the usage of mobile apps, particularly in the banking
sector, where branches closed worldwide [1] [2]. Mobile app
usage has become commonplace across banking, finance, e-
commerce and mHealth industries. The Digital.ai Threat
Report for 2023 [3] underscores a notable trend wherein over
50% of mobile applications are subjected to at least one
cyberattack. Remarkably, these cyberattacks transcend the
boundaries of application popularity, affecting both widely
recognized and less popular applications. This prevailing
threat landscape further intensifies the urgency surrounding
the accelerated delivery of mobile applications.
Consequently, companies must deploy more advanced
mobile protection mechanisms to mitigate the increased risk
posed by a larger attack surface. For example, mechanisms,
such as the One-Time-Pin (OTP), biometric trait verification,
and liveness assessment to authenticate customers digitally
are increasingly becoming standard practice across various
industries. Unfortunately, individual software development
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teams continuously reinvent the wheel as no standard
approach exists when defining a new sophisticated security
mechanism [4] [5]. In addition to the challenges software
developers face in keeping up with evolving security threats,
the 2021 Global DevSecOps Survey [6] indicates constant
friction between security professionals and software
developers. More than three-quarters of security teams
believe that software developers find errors and bugs too late
in the development process. The challenges for mobile app
software developers are that they need specialist security
knowledge of mobile apps, application frameworks and
operating systems and how they can be compromised.

Software developers do not have adequate guidelines
when developing secure mobile apps [6]. Historically
development teams apply software development best
practices in conjunction with their team's expertise and ad-
hoc processes developed over many years. Frameworks such
as Open Web Application Security Project (OWASP) [7],
National Institute of Standards and Technology (NIST) [8]
and MITRE ATTACK [9] and approaches, such as
DevSecOps [10] are excellent foundations for supporting
security within a mobile app. However, a security gap
becomes evident when the inner workings of these
frameworks are analysed, as the available techniques, tools,
and testing requirements do not fully support the need to
develop a secure mobile app [11]. Software development
frameworks and best practices support the implementation of
technical security aspects to safeguard mobile apps against
cyber criminals. However, factors, such as resolving issues
and new enhancements, sharing security knowledge between
various internal teams and collaborating teams between
different companies are not addressed [12], [13]. In
principle, the secure development of a mobile app should be
supported by a secure software development framework
tailored to the security requirements of mobile apps. Current
mobile app development processes are ad-hoc in nature and
do not provide sufficient guidance for companies and
development teams [14]-[16]. Research focuses on
developing secure mobile apps using various processes and
techniques [14] [17] [18] but does not focus on creating a
secure software development framework for mobile apps.
This research contributes by identifying mobile app security
drivers for a secure software development framework as the
first step in this direction.

The following section identifies various actors and their
roles in mobile app security to understand the complexities
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of the landscape. Section three briefly reviews relevant
software development frameworks to understand methods
and approaches commonly used to secure a mobile app.
Next, nine security drivers are described by analysing secure
mobile app development challenges. Section five evaluates
the security drivers against common software development
frameworks to identify a research gap. Finally, the paper is
concluded in section six.

II.  MOBILE APP ECOSYSTEM

A mobile app ecosystem is a massive integrated network
connecting hardware and various systems that communicate
securely. Unfortunately, mobile apps open the door to
heightened risk and fraud. For example, 693 banking apps
across over 80 countries unveiled 2,157 vulnerabilities [19].
Customers, mobile app stores, mobile apps, mobile network
operators, security vendors and technologies, such as
firewalls, web servers, core systems and various
development and security teams exist within the ecosystem
[20]. Actors indicate integration points where security
controls are required to guarantee a customer transaction's
privacy and integrity. Over and above the user interface,
software development and security teams, the risk
management, anti-money laundering, digital forensics and
financial reporting teams aim to establish a trusting
relationship between customers, the company and the mobile
app [21]. When a mobile app or a new requirement is
developed, software teams do not focus on security
requirements and mechanisms as they prefer to leave it to
experts [22]. Instead, development teams use security
vendors to provide mobile security services, such as security
controls and app security testing. Once mobile apps are
complete and ready for testing, penetration tests are
performed by third parties to validate the behaviour of the
integrated security mechanisms and mobile security controls
[23]. Then the mobile app is submitted to app stores for
review. App store reviews include security tests to check for
unsolicited application code injection, stealing personally
identifiable information, and keeping customers' mobile data
safe from cybercriminals. App store reviewers require
credentials to access the mobile app, but they are limited and
only authorised to access features associated with the
intended review. Customers download and install the mobile
app onto their mobile device. A firewall filters the mobile
app requests to prevent unsolicited access between these
entities. The network operator and internet service providers
provide the network channel for the mobile app and
company to communicate.

Having provided a comprehensive insight into the
intricacies of the mobile app ecosystem, it is essential to
recognize that organizations may contemplate alternative
implementation strategies to develop a secure mobile
application. Nevertheless, it is worth noting that these
alternative approaches bring forth their unique risks and
challenges, which, while relevant, fall beyond the scope of
this research inquiry [24].

The mobile app ecosystem has unique security and
software development requirements that a unique secure
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software development framework should address. Therefore,
an analysis of current security frameworks used by mobile
app developers and the security requirements of mobile apps
is needed to determine a research gap, described next.

III.  SECURE SOFTWARE DEVELOPMENT FOR MOBILE APPS

There is a lack of Software Development Life Cycle
(SDLC) models and frameworks for mobile application
development [25] [26]. Most works focus on the
development of the technical components of a mobile app
and not the life cycle. Traditional software development
methodologies, such as waterfall or agile, have been
implemented over the years but do not directly address
security. Generally, software development methodologies
address the following activities from a high-level point of
view: identification of requirements, architecture and design,
coding, testing, production and maintenance of the
application. When security is added to traditional SDLC
phases, it can result in low-quality insecure apps, as software
developers do not conform to SDLC phases and lack training
and experience in application and security technologies.
Software developers decide how and when various
guidelines, standards and practices are applied to the
different stages of the development life cycle leading to
various ad-hoc approaches.

Searching papers on - a secure software development
framework for mobile apps - reveals that no such framework
exists. In contrast, generalised software development
frameworks are an active field of current research with many
approaches addressing security [27]. Recent studies
recommend that a secure software development lifecycle
should address security considerations in each development
phase. Industry standards, such as OWASP, ISO/IEC,
MITRE ATT&CK knowledgebase and NIST are
recommended to be used, but no guidance is provided on
how to include security and when to do it [28]. Other
frameworks and standards identified by [29], are Common
Criteria (CC), Software Assurance Forum for Excellence in
Code (SAFECode), Open Group Architecture Framework,
TOGAF, ISO/IEC 41062, Payment Card Industry (PCI),
National Information Assurance Partnership (NIAP), ioXt
alliance and CREST [29]. Exploring NIST and OWASP
frameworks has surfaced myriad distinct security and
software development requisites. Notable among these
include but are not limited to robust Authentication and
Authorization mechanisms, Encryption protocols, diligent
Threat Modeling, adherence to Secure Coding Practices, the
implementation of Secure Communication protocols, routine
Security Testing, and the fortification of Third-party
Libraries and Application Programming Interfaces (APIs).

A review of secure software development standards
concludes that many do not cover all the security
requirements for secure software development when used
individually. Instead, a framework to guide the application of
relevant standards is required [30].

Next, commonly used industry practice approaches for
mobile app security are briefly discussed. The National
Institute of Standards and Technology (NIST) and Open
Web Application Security Project (OWASP) are described.
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The MITRE ATT&CK knowledgebase is also included in
the discussion, as MITRE provides many techniques and
tools to mitigate mobile app threats. Finally, DevSecOps is
discussed as it is a trending practise that brings security into
the early stages of software development.

A. NIST

The National Institute of Standards and Technology
(NIST) continually updates and publishes many software
development and security regulations, guidelines, and rules.
For example, the NIST 800-163, Vetting the Security of
Mobile Applications security framework combines various
security-focused stages [8]. NIST 800-163 focuses on mobile
security and is a generic framework for mobile applications.
Mobile app teams use different stages within 800-163 and
apply the knowledge gained to improve the security of a
mobile app. For example, the App Security Requirements
stage identifies general security requirements, organisation-
specific requirements and risk tolerance. In addition, each
company's development teams use their expertise and skills
to identify threats and risks of their mobile app.
Development teams execute mobile app security testing
cycles using the NIST App Testing and Vulnerability
Classifiers. Other security stages are App Vetting System,
App Vetting Considerations and App Vetting Process. In
addition, NIST 800-218 Secure Software Development
Framework (SSDF) [31] provide comprehensive guidelines
to mitigate risks.

B. OWASP

The Open Web Application Security Project is a security
standard that contributes to mobile app security by
introducing Mobile Security Testing Guide (MSTG) and
Mobile Application Security Vetting System (MASVS)
security categories [32] [33]. The MSTG and MASVS
categories comprise security focus areas for mobile app
development. Mobile app teams use various stages within
MSTG and MASVS and apply the knowledge gained to
improve mobile app development security. For example, the
development and testing teams invoke Tampering and
Reverse Engineering Code. Teams analyse the application
code and web server requests sent and received between the
mobile app server to give feedback to the broader team
regarding mobile vulnerabilities. Other security focus areas
within the MSTG are Data Storage, Authentication
mechanisms, Code Quality, and Anti-Reversing techniques.
The MASVS stipules eight vulnerability areas that
concentrate on mobile app security. Additionally, mobile app
teams use the areas as guidelines for vulnerabilities
companies should address. Since August 2020, the CREST
alliance have introduced the OWASP MASVS as an
officially certified standard for mobile app security [34] [35].

C. MITRE ATT&CK

The MITRE's ATT&CK is a widely known and utilised
knowledgebase to understand cyber-attacks or threat actors.
The MITRE ATT&CK knowledge base consists of multiple
platform-specific security topics to address enterprise and
mobile attacks [36]. Mobile app teams use various attacks
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within MITRE ATT&CK Mobile and apply the knowledge
gained to improve developers' mobile app development
security expertise. For example, developers can invoke
onboot or login initialisation scripts, analyses application
code and invoke onboot scripts to bypass mobile device
manufacturer security checks. In addition, login initialisation
scripts are used to analyse the login web server calls and
ultimately manipulate the values to masquerade as a different
customer.

D. DEVSECOPS

DevSecOps [37] is a software development approach that
combines development, security, and operations to enable
the creation of secure, reliable, and high-quality software
products. It is built over DevOps, therefore promoting the
integration of security principles and practices through
collaboration, communication, and team integration.
DevSecOps emphasises secure coding practices to prevent
vulnerabilities in the code, requires continuous testing and
integration to ensure that the application is secure and
reliable using automated testing tools, ensures that new
features and updates are released quickly and securely,
involves continuous security monitoring and incident
response to detect and respond to security threats in real-
time. Even though DevSecOps promises much, aspects, such
as security or privacy by design, architectural risk analysis,
threat modelling, and risk management are complex to
implement as substantial human input is required to execute
these processes. Silo-based teams are a barrier to secure
DevOps that prevent collaboration [38].

Next, nine security drivers are described from an analysis
of the mobile app ecosystem and literature to uniquely focus
the processes and activities required for secure mobile app
development. Both management and technical drivers are
identified to provide a more comprehensive approach

IV. SECURITY DRIVERS FOR AN SECURE MOBILE

SOFTWARE DEVELOPMENT FRAMEWORK

The NIST SecureSsoftware Development Framework
(SSDF) [39] is a formal approach that embeds secure
development activities, such as security requirements

elicitation and threat modelling into the software
development cycle to address mobile app security
requirements, risks, vulnerabilities, development, and a
vetting process.

Key security areas or drivers are presented as a first step
towards establishing such a framework. Next, the security
drivers are identified and described.

A. Management of software developers for security

Software development teams should be well-managed to
ensure that security is a priority. By defining principles that
should be followed and ensuring that cross-team
collaboration becomes a way of work, a security culture can
grow, resulting in motivated teams. Teams should be
provided with tools to increase productivity and cut
expenditures to increase the return on investment for the
company. Development teams require security guidance, job
satisfaction and adequate security controls to secure remote
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work environments [40] [41]. A level of autonomy given to
developers can strengthen the symbiosis between
management and developers [42]. Agile development
processes allow management to break the silos between
various development teams [43].

B. A structured security approval strategy for security
vendors

Large organisations outsource security functions to
security vendors. Security vendors must be managed with
care [44] as they may be required to access intricate details
and propriety knowledge to reproduce any security
compromise and find the cause quickly. While NIST
provides comprehensive guidance across multifarious facets
of mobile application development, it is prudent to
acknowledge a noticeable void in their approach, specifically
in the seamless integration of security vendors [39]. This
deficiency underscores the challenges of facilitating
extensive security approvals for vendors, granting them
immediate access to sensitive information. This task presents
considerable complexities within the existing secure
framework landscape. Customers' confidentiality and privacy
are of concern, and trust needs to be ensured. Multiple
processes and authorisations are required in order to onboard
security providers. Companies should ensure that there is a
good motivation for appointing a vendor based on a security
gap, and a return on investment (ROI). A legally binding
contract needs to identify whether the vendor allows a proof-
of-concept trial period, addresses a security gap for the
mobile app and whether they will be a long-term partner as
these factors influence the company's security posture.

C. Integrate security education into secure software
development

In agile software development, there is no phase for
security training, but it is assumed that developers have the
required knowledge. Developers must be convinced that
security is part of their job and trained to add security to their
code competently. Unfortunately, adequate mobile app
security training is not a focus for development teams [45].
To foster a security-first mobile app, best practices and
design techniques must be encouraged [46]. Security
education can include specialised security training and
certifications of individuals. For those in technical roles,
security training should be mandatory. [47] offers a
commendable comparative analysis of security certifications
accessible to development teams. These certifications serve
as valuable resources for mobile developers to refine and
authenticate their proficiency in mobile security and other
security-related domains. Furthermore, knowledge of
security vendors' products and services is another potential
gap in the education of developers and security specialists.
Integrating a security vendor product with the mobile app
and systems requires expertise, extensive documentation and
practical experience. In addition, where there is a high staff
turnover, a knowledge gap can pose a risk to the company as
it may become vague about the vendor's role due to a lack of
experience. In such cases, the vendor is responsible for
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driving the process, which may be to the company's
detriment.

D. Standardised secure software development practices
and coding principles

A standardised approach to mobile app development is
required in the fast-changing mobile app environment.
Various secure software development practices and coding
principles exist, with development teams having a range of
experience and skills gained over the years to create their
mobile app. Unfortunately, over time, teams apply several
approaches in a non-standard manner, thereby creating the
potential for gaps in their security posture. Using the DevOps
approach, companies implement security using a layered
approach [19] as DevSecOps focuses on implementing
software security practices and tools at every stage of the
lifecycle. DevSecOps requires an increased focus on
collaborations between the development, security, and
operations teams to be effective. Unfortunately, different
groups may experience intergroup conflicts and may not
trust each other.

A mobile app contains various features, performance
enhancements, user interface and security, to name a few
[48]. Therefore, companies should comply with a
standardised level of best practices and coding principles for
their mobile apps to keep up with the ever-changing
advancements in technology and practices. For example, the
OWASP secure coding practices guide can be extended to
specifically include mobile app secure coding requirements
[7]. In addition, security design patterns help mitigate issues
and ensure that trust is established within the mobile
ecosystem [7].

E. A baseline set of standardised security mechanisms for
mobile apps

Trust within a mobile ecosystem entails app
confidentiality, communication integrity between the app
and company, app availability, customer authentication and
authorisation, and non-repudiation of a financial transaction
[49]. Introducing new security mechanisms and altering an
existing mechanism require intricate security knowledge of
the mobile app, code practices and all mobile ecosystem
actors. Developers must implement new security
mechanisms without guidance, as no approved library exists.
Security mechanisms, such as OTP, Device Registration,
Image verification, Passphrase, Digital certificates and
Biometrics, and more could fall victim to attackers due to
vulnerabilities caused by inexperienced developers.
Therefore, companies would benefit from standardised
security mechanisms that follow best practices [50]. In
conjunction with standardised software development
techniques, standardised security mechanisms would support
the seamless updating of security mechanisms.

F.  Standardised threat modelling approach

Threat modelling is a critical element in integrating
security into a mobile app. There are various threat
modelling approaches and methodologies that can be
employed. Unfortunately, threat modelling for agile
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development is immature, and few sources are available to
consult [51]. Moreover, a specific threat model often limits
threats to the mobile app's trust boundaries and
communication channels, thereby neglecting potential
threats. Threat modelling is a challenging task and is
potentially best addressed using a hybrid approach, to
combine the best features of different approaches. Currently,
no such approach exists for developing a secure mobile app.
A potential approach should be informed by the specifics of
the environment and software architecture and threats and
vulnerabilities specific to the environment.

G. Standardise testing schedule

Software testing is a complex phase that takes time and is
very costly. Furthermore, software developers may resist the
full scope of required testing, lowering overall software
quality. Mobile-specific security testing is often performed
only at the end of the development life cycle, just before a
release date. As a result, releases may be shipped with a risk.
An extensive range of open-source tools and techniques are
available for companies to automatically validate security
mechanisms and mobile security controls [31]. Penetration
tests find vulnerabilities within software systems. While it is
recognized that no system can be entirely devoid of flaws, it
is imperative to emphasize the significance of adhering to a
standardized penetration testing regimen. Such a regimen is
obligatory for proactively addressing and mitigating 'low-
hanging fruit' vulnerabilities, often exploited by
cybercriminals as prime targets [52]. To address all
vulnerabilities, security tests need to be conducted by
multiple teams within a company. Extensive security testing
can only be performed when a formalised threat modelling
approach is present and teams are well-trained and
knowledgeable.

H. Standardised mobile app vetting system for an industry

App vetting determines whether an app conforms to an
organisation's security requirements. Each app store has its
unique in-house requirements and vetting processes. A
mobile app should be vetted to assure customers that the
required security mechanisms are implemented [53]. The
mobile app vetting system informs customers of security
mechanisms and security controls embodied within the
mobile app and the precautions the company took to ensure
trust between the mobile app, customer and company.
Unfortunately, app stores do not thoroughly examine all
security vulnerabilities due to cost constraints. Therefore,
each industry requires a more stringent mobile app vetting
process to contribute to secure mobile apps.

I Regulated security reporting and collaboration

A software development framework for secure mobile
apps requires interaction between companies, industry
custodians, and regulators with authority. Furthermore,
reporting incidents and knowledge sharing should be
compulsory to ensure a more robust community. For
example, a successful attack against a new sophisticated
mobile security mechanism must be communicated to
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safeguard the community. The landscape of security
frameworks is abundant, with numerous frameworks catering
to diverse regulations and industry sectors [54]. Nonetheless,
a conspicuous need arises for a dedicated secure mobile
application development framework focusing on security and
agile methodologies. Furthermore, while many security
controls exist for creating secure mobile applications [55], it
becomes evident that various industries must select and
extract controls that align with their specific requisites and
prioritize their significance. Governance and regulation are
essential in safeguarding mobile apps and preventing
cybercrime.

Next, the security drivers identified by this research are
compared to the software development guidelines, standards,
and knowledgebase. The comparison aims to determine to
what extent the current frameworks address the identified
driver

V. EVALUATION

This research aims to define a secure software
development framework that a software developer or team,
who may have limited security knowledge, can use as a
guide to secure a mobile app throughout all development life
cycle phases. Such a guide can be tailored to an industry,
such as banking to reflect its security concerns and best
practise.

A research gap is now identified by comparing the
various development approaches and guidelines and the
identified security drivers. The research gap forms a
foundation for developing a secure mobile app development
framework. Table 1 compares the security drivers and
frameworks, followed by an evaluation. OWASP meets
several security drivers. However, managing development
teams to develop secure mobile apps and enabling software
developers to work remotely from the comfort of their choice
is cumbersome and is lacking from all the frameworks.
Furthermore, integrating a secure development framework
into the various sectors with the structured industry-and-
governance process is also missing. NIST guides the
validation of security controls within a mobile app by
invoking a penetration testing schedule and educating
development teams on various security-related topics.
Although NIST directs threat modelling, the assistance only
applies within the Recommended Standard for Vendor or
Developer Verification Code [56]. The MITRE ATT&CK
framework educates development teams on various security-
related topics from an attacker's perspective, providing in-
depth knowledge and relevant tools to attack a mobile app.
However, MITRE and NIST lack fundamental security
mechanisms for companies to authenticate and authorise
customers and ensure integrity, confidentiality and non-
repudiation in financial transactions.

DevSecOps provides support for managing teams and
collaborations without focusing on security aspects. A focus
is on the integration of, e.g., education and testing into all
phases. No guidance is provided for a baseline set of security
mechanisms and guidelines to follow.
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TABLE L COMPARISON OF SECURE DEVELOPMENT FRAMEWORKS AND SECURITY DRIVERS

Security drivers NIST OWASP MITRE DEVSECOPS
Management of software developers for security X
IA structured security approval strategy X
Integrate security education for secure software development X X X X
Standardised secure software development practices and coding principles X
IA baseline set of standardised security mechanisms for mobile apps
Standardised threat modelling approach X
Standardise testing schedule X X
Standardised mobile app vetting system for an industry X
Regulated security reporting and collaboration

OWASP supports more security drivers than NIST and
MITRE as OWASP assists with testing tools using the
Mobile Security Testing Guide and vetting mobile apps
using the Mobile Application Security Vetting System.
OWASTP is an open-source and freely available repository
of security controls for applying mobile security controls.

The comparison in Table 1 indicates a need for a
secure development framework explicitly tailored to the
mobile app space. As this environment is under attack and
will be more so in the future, it is worth developing a
tailored framework to ensure better security.

VI. CONCLUSION AND FUTURE WORK

This paper identified the complexities of a mobile
ecosystem and the lack of guidance for software
developers. Software development teams implement and
test new and often sophisticated security mechanisms, as
no standard approach currently exists. Additionally, the
lack of adequate guidelines and frameworks for secure
mobile app development creates challenges for software
developers who require specialist security knowledge of
mobile apps, application frameworks, and operating
systems. While frameworks, such as OWASP, NIST and
MITRE ATTACK, and approaches such as DevSecOps
are excellent foundations for supporting security within a
mobile app, they do not fully support the need to develop a
secure mobile app. The research suggests the need for a
secure software development framework tailored to the
security requirements of mobile apps. The study
contributes to this area by identifying nine mobile app
security drivers for a secure software development
framework as the first step in this direction.

Future work includes an in-depth analysis of the
identified security drivers and current software
development approaches and frameworks to identify
activities and other deliverables that can be used to create
a secure software development framework for mobile

apps.
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