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Abstract—Mobility as a Service (MaaS) is a digital platform
that integrates multiple transport and third-party providers into
a single channel that enables customers to easily book and pay
for services. Data misuse, accidental data leakage, and malicious
services are the key threats to confidential customer and service
provider data. To eliminate these threats, an advanced access
control system is proposed for MaaS that utilizes a context based,
customer-centric, hybrid fine-grained and quantitative trust
computing approach. The eXtensible Access Control Language
architecture is extended by adding a trust score computation
module and policy update function. When a data request arrives,
the data access context is determined, and the trust score of the
data requester is computed based on selected trust parameters.
Access to confidential information is subjected to trust score
condition and fine-grained policy rules. Real-time policy updating
and data masking are performed when personal data-sharing
preferences are changed. Our model ensures a safe, reliable data
flow and mitigates the security and privacy issues.

Keywords-MaaS; access control; trust score; privacy;
XACML.

I. INTRODUCTION

Mobility as a Service (MaaS) [1]–[3] is the integration
of multiple transport providers and service providers into a
single digital platform, accessible on demand. The integration
and unification are undertaken by intermediaries who are
between supply side and demand side as shown in Figure 1.
The supply side is made up of Mobility Service Providers
(MSPs), public or private organizations that own and manage
transport services through transport service providers and other
mobility-related services. The demand side is the customers
or end-users who avail the MaaS service. A stack of services
in the middle layer are required to coordinate the users and
services of MaaS platform, such as payment services, ticketing
services, recommendation services, etc. Therefore, the data
in the MaaS platform belong to a plethora of services and
customers.

In this work, MaaS architecture is proposed to be built
on top of Lumada [4], the IoT platform of Hitachi, Figure
2. Lumada provides a stack of basic and solution functions,
such as artificial intelligence, security, etc. required to build a
business solution. It comprises: a Data Zone that captures and
collects IT data from web applications and databases, and OT
data from IoT data, such as weather data, information from
Road Service Units (RSUs), and GPS data; Data Flow that ac-
quires data from various sources; Data Processing Governance
that governs the data processing, and Data understanding layer
that provides several tools to understand the data. However,

Figure. 1. Basic concept of MaaS.

the entire MaaS architecture is outside the scope of this
work and only the Data Processing Governance Layer is
considered that is related to technologies that handle the data
management, policy handling, and access control. Stringent
laws and regulations govern personal information, making data
provenance and access monitoring imperative for keeping track
of unauthorized access attempts on the MaaS platform. The
Service Level Agreement (SLA) and access control policies
in this layer help to prevent the invocation of services by
unauthorized operators and prevent malicious services from
accessing sensitive information.

Figure. 2. Lumada-based Maas architecture.

A. MaaS Security Challenges

A large amount of Personally Identifiable Information (PII)
and travel-related information of users and drivers are shared
via the platform. Accidental or purposeful leakage of such
information can breach users’ privacy. MaaS also faces various
realistic threats in which attackers gain access to GPS position-
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ing of vehicles, steal data, and thereby gives undue advantages
to competitors. There are also insider threats, such as misusing
information for purposefully favouring or destroying one’s
business. Thus, we focus on three main security challenges
faced by the MaaS platform [5]:

1) Misuse of personal information of customers: Sensitive
personal information of the customers is utilized by
third-parties without their knowledge. Power of consent
doesn’t always fall in the hands of the customers.
Therefore, the first challenge is to ensure that the system
complies with the personal information protection acts,
as well as provides the power of consent revocation
and right to determine who access their data to the
customers.

2) Accidental data leakage: The service providers partic-
ipating in the MaaS platform receive way too much
information than that is actually required. So, the second
challenge is to ensure that only minimum necessary
information is provided to the services.

3) Threats from malicious services: There are chances that
malicious insider services utilize the data for favouring
their own business. The third challenge is to continu-
ously monitor trust factor of the participating parties in
a quantitative manner based on agreed SLAs.

B. Our Contributions

Our main contributions are as follows:
1) We propose a novel context based, customer-centric,

hybrid fine-grained and quantitative trust computing
access control approach such that the access approval
to a particular data resource is determined based on the
dynamic context of data access, access policy rules, and
trust score of the data requester calculated at the time
of access based on historic access log parameters.

2) A system architecture design with additional functionali-
ties is proposed by extending the standard access control
architecture to address the security challenges.

This paper is organized as follows: Section II explains
related work on MaaS security threats and various access con-
trol systems. Section III explains conventional access control
architecture and our system’s approach. Section IV explains
our system’s architecture and details each component. Section
V explains the implementation. Section VI concludes the paper
and mentions future works on optimizing the system.

II. RELATED WORK

There are different works that attempt to study the security
threats faced by MaaS platforms. Callegati et. al [5], [6]
focused on the insider threats in MaaS and followed a tiered
architecture from individual operators to markets of federated
MaaS providers to classify the threats of each tier, and
proposed appropriate mitigation measures. These works point
out the necessity of proper access control technologies and
security loopholes caused due to inadequate policy definitions
and indicate the necessity of adequate access logging and
auditing facilities.

Some works address the security and privacy issues
through access control approaches in cloud environments
and blockchains. Toahchoodee et al. [7] proposed a trust-
based access control approach for access control of pervasive
computing systems, whereas P. K. Behera and P. M. Khilar
[8] proposed a trust-based access control approach for cloud
environment, in which the user request is passed through
various sub-modules to make the authorization decision. How-
ever, this work is related to access of cloud resources where
user should submit the QoS requirements, such as security,
cost, computing power, etc., and the user authorization is
made solely based on user trust value computed by a trust
management module. A. Singh and K. Chatterjee [9] proposed
a mutual trust based access control model for the healthcare
system by modifying the conventional access control system
by integrating the trust degree of communicating parties in
the access control system. However, this system does not
account for any dynamic changes in the data requesters and the
environment. The access decision that is solely based on trust
score of few parameters could make the system vulnerable
to attacks that track the access decision pattern. Trust and
reputation systems are widely used in e-commerce, social
networks, search engines, and so on. User scoring is performed
based on their activities in scoring systems of credit card
agencies [10]. Works such as, A. Josang [11] and G. Zacharia
and P.Maes [12] proposed trust and reputation systems in
online environment by storing records of activities of users
and calculating reputation score for users.

Works, such as Hogan et al. [13] used blockchain in MaaS
for improving the transactional aspects and increasing the
trust between various actors involved in MaaS. Guo et al.
[14] also studied blockchain-based access control. However,
blockchain is not considered in this work considering the high
computation and gas cost. Ammar et al. [15] has implemented
a semantic handler component for deciding the context of data
access. In our work, we only consider two contexts, and hence
do not implement a separate module for context evaluation.

None of the works have explicitly studied the access control
paradigm for a cross-industrial collaboration system, such
as MaaS, where the data providers and the data requesters
change in a dynamic manner. The security preferences and
data exchange between various operators, services, and end-
users can change in an dynamic environment and that makes
it very challenging.

III. APPROACH

This section explains the standard XACML architecture
in sub-section III-A and proposed architecture in sub-section
III-B.

A. Standard XACML Architecture

Access Control systems are trust infrastructures that allow
or restrict access to protected resources through data authoriza-
tion and access control. Role-Based Access Control (RBAC)
[16] [17] system assigns access permissions to roles, and roles
to subject. However, RBAC implements a static permission
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list and cannot scale into real-world dynamic environments.
Attribute-Based Access Control (ABAC) [18]–[20] defines an
attribute-based access control paradigm in which access rights
are granted to users through eXtensible Access Control Lan-
guage (XACML) [21]–[23] policies that combines the subject,
object, action, and environment attributes. This approach is
dynamic to an extent that access decision is based on attribute
values at the time of access attempt. It comes with an archi-
tecture with the components, Policy Enforcement Point (PEP),
Policy Decision Point (PDP), Policy Administration Point
(PAP), and Policy Information Point (PIP). In the standard
XACML engine, PEP wraps the data request into a XACML
request and communicates it to the PDP. The PDP with the
help of PIP, checks the attribute values and verifies the policies
managed by PAP, makes an access decision, and communicates
it back to PEP.

The fine-grained ABAC approach actualizes a dynamic
access control technique, where only necessary information
is passed on to the data requesters based on complex policies
and rules. However, based on the studies in section II, im-
plementing a conventional standalone access control system
is insufficient for tackling the security challenges of a highly
dynamic transaction environment, such as MaaS. Therefore,
we devised a context-based hybrid access control approach that
adds new functional modules to the standard access control
system. In addition to pre-defined access rules and conditions
stipulated through fine-grained policies, a separate module
is necessary to modify and update conditions in the policy
rules in a real-time manner. The conventional access control
approach neither supports attribute logging nor quantitative
computation. Logging the access attribute values and access
decisions related to all data requesters helps to evaluate their
reliability. The trust score computation approach calculates the
trust score at the time of data request, based on the historic
log data. It is to be noted that access log information is
collected on a mutual consensus with participating parties.
The trust score computation approach is critical in issuing
security warnings to the admin user and the data requesters,
restricting access to confidential customer information, and
auditing. Since the system collects subjective trust parameters,
such as user feedback, it can be used as a means to provide
service provider recommendations to like-minded customers.
Therefore, we implement new modules on top of the XACML
architecture to incorporate additional functionalities.

B. Overview of Proposed System

MaaS is a highly dynamic data transaction environment
involving multiple data providers and data requesters, with lot
of security issues which are pointed out in sections I and II.
In this paper, we propose a context based, customer-centric,
hybrid access control approach for minimizing security issues
faced by the MaaS platform. Our hybrid approach combines
the fine-grained access control mechanism and quantitative
trust computing approach on top of the XACML architecture.
Trust score of the data requesters are computed at the time of
data access request, based on selected trust parameters. The

hybrid approach incorporates the trust score threshold condi-
tion into the XACML policies such that access to sensitive
information could mandate to satisfy trust score criteria in the
policy rules. In the MaaS platform, it is important to give
more power to the user to make decision on the access of
his/ her personal information. The customer-centric approach
dynamically updates the access control policies based on real-
time customer personal data access security preferences and
dynamic trust threshold value changes. The context-based
approach considers two contexts, normal and emergency; that
is evaluated by the context handler in the gateway, based on
access attributes. The data control flow is slightly altered in
the emergency context, such that a risk threshold attribute
is set and access control to sensitive customer information
is passed to authorities for emergency evacuations. A data
masking or data transformation function is incorporated such
that even during the unfortunate event of accidental data
leakage, sensitive information is protected.

IV. ARCHITECTURE DESIGN

Figure 3 represents the overall architecture and control flow
of the proposed advanced access control system.

Figure. 3. System architecture to realize the proposed approach.

The main components are as follows:
1) Gateway API - Receives the data access request/ re-

sponse and has a context evaluator function.
2) Web API - A user interface that allows customers/ end

users to interact with the MaaS data management layer.
3) Policy Management (PAP) - Manages the policies

and triggers the real-time policy update function upon
changes.

4) Access Logging - Logs the access parameters of the data
requesters for trust score calculation.

5) Trust calculation module - Calculates trust score of the
data requesters and stores in trust score database.

6) Data Transformation Module - Masks the sensitive cus-
tomer information.

7) Access decision checker (PDP) - Provides the access
decision based on the policies defined.

In this work, WSO2 Identity Server [24], an open source
software is used for access control, policy management, and
configuration of PIP.
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When an access request for a data resource arrives, the first
step is to verify the credentials, which is performed by an
identity authentication module. The details of this module will
be skipped as it does not fall under the scope of this work.
In the second step, data request attributes are extracted by the
gateway API, the PEP. In standard XACML architecture, the
PEP module generates the authorization request and sends it
to the PDP module immediately. In our approach, the context
evaluator function in the gateway API judges the data request
context, which is a dynamic attribute with values [normal,
emergency]. If the context value is normal, the request
attributes are passed on to a trust calculation module. If the
context value is emergency, step three is skipped. In step
three, the trust calculation module performs the trust score
calculation of the data requester based on historic access log
data and communicates the trust score back.

As the fourth step, the PEP generates the XACML request
based on the attributes and context. In the fifth step, the
authorization request is passed on to the access decision
checker, that checks the access request parameters against
defined policies. Based on the access decision, access is
permitted or denied to the data resource requested. In the
sixth step, either the requested data fetched from resource
database or an error message is delivered by the gateway
to the data requester. The access request parameters and
response parameters are logged accordingly for auditing and
trust scoring purpose.

Definition 1. The XACML data flow is as follows:
Step 1: The gateway API receives the access request
and the context value is determined based on
[subjectreal−time, environmentreal−time, actionreal−time.]
Step 2: If context value is emergency, the request
handler generates the XACML request with value of risk
threshold attribute set as 1, and skip to step 4, else go to
step 3.
Step 3: The trust calculation module calculates the trust
score of the data requester and sends back to gateway.
Step 4: The gateway generates the XACML request based on
the values of access attributes, risk threshold, and trust score
and communicates the request to access decision checker
(PDP).
Step 5: The access decision checker evaluates the access
request by checking additional attributes against PIP and
access policies, provides response to gateway, which is either
permit or deny.
Step 6: If the response is permit, gateway executes
obligation services and provides access to requested data to
the data requester. Else, an authorization error message is
returned. The response and access parameters are logged to
access log database.

A. Context Evaluation

In the context-based approach, data access context
is determined by the context evaluator function in the

gateway API module. In normal scenarios, the access
control system prevents access to any unauthorized access
attempts on sensitive end-user information, such as user
location and sensitive driver information, such as driver
GPS location, name, etc. Only users in the appropriate
role can access this information. This is to prevent the
insider misuse of information that is completely irrelevant
to their purpose. However, in the emergency life-threatening
situations, such as natural disasters, the location information
of all users can be accessed by the admin user or city
authorities for necessary actions. For this purpose, the
dynamic context attribute is utilized. Based on the values of
[subjectreal−time, actionreal−time, environmentreal−time]
attributes, the context is determined as [normal,
emergency]. The data flow handling is altered in the
emergency context by skipping the trust computation based
on agreed SLAs with end-users.

B. Customer-Centric Approach

In the customer-centric approach, the customers are given
the power to control access to their personal information. This
is realized through the policy management and the web API
module. They can enable or disable access to their PII, as well
as location and destination information to selected transport
providers and third-party services by setting their security
preferences through the web API.

Figure. 4. User security preference form.

Figure 4 illustrates the user security preference form avail-
able to the MaaS users. It provides the option to restrict
complete record access or column access to selected service
categories and service providers. If an end-user allows/ re-
stricts his information to be accessed by a third-party service
through the provided web API, the access rules associated
with the records of user in the respective location are updated
real-time by calling an update function, that can update
the attribute values in policy conditions and add or delete
conditions to the policy rules. A XACML policy template is
auto-generated with the new attribute values or conditions, and
the corresponding customer policy is updated by invoking the
policy administration APIs of WSO2 [25] tool. Once the policy
is updated and deployed, the change in access permissions to
concerned service providers are reflected.

Figure 5 illustrates the restricted column access, in which
the data requester cannot access the columns, such as disability
status of the customer. The values of selected columns by the
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customer are masked by calling a mask function offered
by data transformation module.

Figure. 5. Transformed data.

C. Access Logging

The access logging function logs the data request and
response attributes associated to a data requester, such as au-
thentication id, name, service category, access location, access
time, action, resource id, and access decision to an access
log database, which are used for the trust score computation
and auditing purpose. The parameters associated with trust
computation, which will be explained later in sub-section
IV-D, are derived values from the log data. Any unfortunate
incident of access by an unauthorized person is reported and
prompts the admin for immediate policy definitions’ review.
This is very important because careless policy definitions can
breach SLAs with customers and service providers.

D. Trust Scoring Approach

This section explains the trust scoring approach, parameters
used, and trust score calculation. The trust scoring function is
realized through the trust computation module. It calculates the
trust score of the data requesters based on the trust parameters
logged in the access log database, as well as from security
monitoring system. The trust parameters under consideration
are:

1) Invalid data access request rate: This parameter is cal-
culated for the data requester based on the unauthorized
access attempts obtained from the access history data
logs. The invalid data access attempt rate, DAR is
calculated as:

DAR =
Rd

Rt
(1)

where, Rd is the number of unauthorized or failed access
attempts made by the data requester and Rt is the total
number of access attempts.

2) Access frequency rate: The ratio of number of access re-
quests from a particular data requester to total number of
access requests per unit time. Monitoring this parameter
helps to detect Denial-of-Service(DOS) Attacks. Access
frequency rate, AFR is calculated as:

AFR =
Rt

Tt
(2)

where, Rt is the number of access attempts made by
the data requester and Tt is the total number of access
attempts per unit time.

3) Transaction rate: The number of successful transactions
made by a service provider through the MaaS platform
with respect to other service providers who belong to
the same user category per unit time interval.

4) User satisfaction: This is a subjective parameter based on
the user feedback about the service of particular service
provider. This could be considering aspects, such as
punctuality in the service, delay notifications, payment
service, etc.

5) Network Protection: A weighted impact score calculated
by security monitoring system of MaaS system on
each collaborating service provider, based on data on
network-related parameters, such as access measures
(encryption measures), network environment (local or
remote), and suspicious packet count.

The trust score of the data requester n, Tn is calculated as:

Tn =

j∑
w=i

wi ∗ pi (3)

where pi are the j parameters used, and wi are the weights of
pi parameters. The weights vary from 1 to 10 based on priority.
Higher weights are assigned to high priority parameters, based
on occurrence of security incidents. All new users are assigned
a minimum trust score greater than 0. The calculated trust
scores are stored in a trust database. The trust score, Tn

is normalized such that Tmax, Tmin are the minimum and
maximum trust scores and the direction of reliability is made
similar:

NTn =
Tn − Tmin

Tmax − Tmin
(4)

An access control criteria can be set such that such that
trust score of the data requester calculated at time of access
must be greater than defined score NTn >= NT th, where
NT th is the threshold value. NT th, Tmax, and Tmin are
selected based on the training dataset. The threshold is selected
such that it maximizes the accuracy of trust decision. Some
malicious users may attempt to take advantage of the system
before their trust score drops. To handle this scenario, the
weights associated with negative trust parameters are changed
based on the user activity. Weights of positive parameters
such as, transaction rate and user satisfaction are unchanged
irrespective of user activity.

E. Access Decision Checker

The access decision checker is the PDP entitlement engine.
Here, WSO2 identity server is used. The XACML request
generated from the gateway contains the attribute values
associated with the data requester. The access decision is
made by PDP by checking the request against the attribute
values obtained from PIP and policies. If response from PDP
is permit, access is allowed. All PDP responses are logged
and a permit decision to the data requester triggers an
email to the admin user through XACML-obligation features.
The hybrid approach formulates an access decision based on
fine grained policy-based conditions such that the trust score
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based condition can be incorporated to policies in a flexible
or optional manner.

V. IMPLEMENTATION

In this section, the implementation of proposed model in
an experimental MaaS system is explained. To implement the
system, Eclipse Integrated Development Environment (IDE)
using Java programming language is used. Capturing of access
parameters of the data requesters, customer feedback, and
personal information preferences are also done in the same
environment. As explained in section IV, WSO2 Identity
Server is used as access decision engine. Gateway API (PEP)
is implemented as Java servlets running on top of Tomcat
server [26].

We have considered ten customers and four service
providers (data requesters) in the test set. A dynamic trust
threshold monitoring function updates the trust threshold vari-
able in the policy, upon change in optimal threshold value
based on past ’n’ unit time. The WSO2 policy administration
APIs are invoked to update the trust threshold value defined
in the policies based on the output of this function. Meeting
the trust threshold criteria can be used as a condition in policy
rules to access customer records. This criteria can be applied
to any confidential records. The customer preferences on their
personal record access and trust threshold criteria are reflected
in policy rules as shown below:

Definition 2. rule Rule1 {
description: ”Only service providers of category transport
providers, with trust score greater than 0.6 are allowed by
customer1 to read the data”
subject:”SP1”
action:read
object:”customer#1.data”
condition:”SP1.service category==transport provider &&
SP1.trust score ≥ 0.6”
decision: permit}

Data access will be denied to the requesters who fail to
satisfy the policy conditions. Figure 6 illustrates an example
XACML policy where decision of the rule is permit, if trust
score is greater than the set trust threshold value 0.6. The
real-time trust score computation along with the other fine-
grained policy rules based on attribute values at the access
time provides a better approach when compared to standard
models. Since the access decision does not solely depend on
trust computation, it can be also be optionally removed as a
policy criteria and can be only used for security monitoring
purpose.
Figure 7 demonstrates the trust score of the service providers

belonging to a selected category service using open-source
Grafana dashboard [27].

VI. CONCLUSION AND FUTURE WORK

We implemented a context based, customer-centric, hybrid
access control system for a MaaS platform to mitigate the

Figure. 6. XACML policy with real-time trust score condition.

Figure. 7. Trust scores of service providers.

MaaS security challenges, such as misuse of customer in-
formation, accidental leakage of sensitive information, and
insider threats from malicious services. Our proposed system
extends the XACML architecture to address problems caused
by malicious users and services. We analyze historic access
logs and security monitoring data to derive trust score of
the data requesters. Confidential information access is only
permitted if the trust score calculated at the time of access
and other attribute values meet the stipulated policy rules.
Therefore, the access decision made using the hybrid access
control model is more reliable than the conventional models.
The user-centric approach of this system gives complete power
to the end-users in deciding how their personal data is utilized.
Data masking and access policy updating are done real-time
without affecting other processes in the system. The context-
based approach classifies the data access into normal and
emergency contexts. This module prioritizes safety over
security by altering the data flow handling in the emergency
context. The advanced access control system can be realized
in any dynamic data collaboration platform similar to MaaS.

In future work, we will study the dynamic selection of
trust parameters based on historical parameter data analysis.
We will also study the system performance by analysing the
number of concurrent users against the number of cores with
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respect to response time and computation cost. Furthermore,
experiments will be performed for the empirical analysis
of trust score to study rate of change of trust score, ideal
trust score retention period, and effect of few suspicious
transactions on a trust-worthy user.
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