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Abstract—Safety and security are top priorities in our society
and addressing problems in these areas is crucial. Several
different kinds of safety or security exist today, such as
international security, cyber security, physical security, fire
safety, and so on. The scientific community is starting to
address the creation of a theory of safety and security. The
theory of safety and security will be followed by a series of
default theories. This paper discusses the concepts and
theoretical sources we can draw from for the theory of safety
and security, aswell as subsequent knowledge.
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l. INTRODUCTION

Nowadays, a mostly pragmatic approach prevailhén t
safety and security research [1]. Currently, safatyd
security research is realized independently, witthesector
addressing its own kind of safety or security. E&icid of
safety or security mostly creates its own professio
conceptual apparatus.

Many specialists think that it is not possible tmect
problems of international security, fire safetyfoimation
security or work health safety in one unit becabtsy do not
have a collective content. There are obvious reafamthat.
Until now, no comparison was done between the rdiffe
kinds of safety and security; in addition, no gefization
was attempted.

Specialists in each field work on and develop tlogn
kind of safety or security measures independeBtheh kind
of safety or security is solving its own specifioiplems of
that field, which are meant to prevent danger ayatige
consequences. Because of this reason, each ksafetfy or
security was created by taking into account meastirat
make a reference object safe or secure. The ditf&mads of
safety and security were researched and evolvearatepy.
Until now, there is no common theoretical basisdafiety or
security.

Many scientific disciplines like informatics or eteonics
have their own theory. There also should be therthef
safety and security. The theory of safety and $gcsinould
evolve from each kind of safety or security. Thiedry
should reflect the existing theoretical knowledgehe area
of safety and security research and other dis@pliwhich
have relations to safety and security.
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The theory of safety and security can draw mainbynf
the following sources:

» Copenhagen school of security studies,
* risk theory,

e crisis theory,

e causality.

The following section analyzes the above mentioned
sources and their impact on the theory of safetlysaturity.
The last part of the article discusses the stapigts which
should be respected in the theory of safety andrisgc

II. COPENHAGENSCHOOL OFSECURITY STUDIES

Theoretical security research exists for a longetiffhe
main research was done in the field of internaticeaurity
and military. The specialists who researched tlakl fhad
mostly political science education. They researchieel
security from the political science and governapot of
view. The aim of their research was to solve mainiltary
problems between states. The Copenhagen School
Security Studies (CSSS) had a significant posifiorthis
field. During the 90s of 20th century, the CSSSufsx on
the research into other sectors of security. lir tiverk [1],
they emphasized security research not only in aka
military security, but in human security, environthend
other sectors. The specification of security sectand
securitization process are the main benefits of £33
security research. There are three main questidimuta
security:

1. Whose security?
2. Security of which values?
3. Security against what?

Answers to these questions should help analyze the

security reality. They define what the referencgecbis,
what protects it, and what the threats are. Ansuwetbese
questions allow specifying
interactions in the analyzed kind of security. Hiteational
analysis is the result of this process. This anslgsthe basis
for solving security problems and choosing of the
appropriate security methods, measures and resource

The representatives of the CSSS emphasize thatitgecu
is ensured primarily in the military area. They oals
recommended to make the research and to solvestheity
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problems in the political, social, economic
environmental sectors. Through this, they develofrech
the security discipline the transdisciplinary stifén field.
The creation of the security sectors meant a topado
approach for solving the security problems in sgcie

The identification of the securitization processsvibe
last contribution of the CSSS. The securitizatisrspeech
act. Its aim is to transform the political problémo security
problem. The securitization actor identifies sopwditical
problem, and after that he emphasizes the needslation
as the security problem. This problem gets intostbeurity
agenda and has high priority of solution.

The specifications of a formal frame for securityda
securitization process are basic benefits of th8Efr the
theory of safety and security. The main drawbackhig
school is a lack of a solution for a security ditba

I1l.  THERISK THEORY ASA BASE FOR THETHEORY OF
SAFETY AND SECURITY

Risk theory is a widely used scientific disciplifegsed
on the identification of a threat, the specificatiof risk and
the specification of how to overcome the risk. Essence of
risk lies in the objective existence of threatse Tisk comes
from consciously controlled acting, or
uncontrolled acting of each part of a complex. he t

and fulfill the objective function of the reference ebj. Its aim is

to determine the negative impact, which can afféna
reference object, how the reference will be affécteow it
acts or how to minimize the impacts.

Risk management has an important position in tele fi
of safety and security. It is focusing on minimiaat of
damage or impact. The risk theory could be used as
methodology for specification of possible negativpacts,
which could harm the reference object. Due to filais, risk
management is used in many fields, in which sigaiit
theoretical development and practical applicatiomsre
developed. Methods of risk analysis have beenoedddd.
Nowadays, we have many methods of risk analysiesd@h
methods allow quantifying the level of risk. Depirgdon
the approach and nature of the application, diffemsk
analysis methods could cause different resultschviiere
obtained during the analysis of one specific séguri
problem.

Risk management prefers the repressive manner for
ensuring the safety or security. It defines for sk and
how the reference object should be prepared. The
disadvantage of the risk management is that it doégind
out the causes of threats. Threats are taken astad it
only focuses on what they can cause. Unacceptaies

chaotic andsolved by appropriate measures. The solution coages

acceptance of risk, risk retention, risk transfed aisk

behavior of elements, moments may arise when thavoidance.

elements, whether intentionally or randomly, artiigg into
direct interaction (collision, impact).

Many interactions are negative, with devastatingaot.
This impact is proportional to the magnitude aneéction of
the action (measure), where the individual refezeolgjects
are involved in negative interactions.
interaction is named “security incident”. The apation of
the risk theory evaluates which threats (or negatiets)
affect the reference object, and which ones have rooless
significant impact. The purpose of risk identificat is to
identify the worst possible impact of threats améppre
measures to counteract these threats. The proposasures
should prevent the effects of threats or prevergatiee
impacts on the reference object.

The aim of risk is to express how probable and tevge
the negative impact will be on the reference obj€be risk
can be determined quantitatively as well as qualéh. Its
size has more variables. There is currently nondifin of
risk that is clearly defined and accepted. Usudhg, risk is
characterized by the size of the negative impa¢hermarm
and by the probability of threat exposure. Soméasthave
added the vulnerability of the reference object itite risk
definition [5]. The question of vulnerability is goseful.
The wvulnerability emphasizes the threats to whitie t
reference object is prone. This parameter is ira®hn
specification of probability of exposition. If i inot prone to
threat exposition, the exposure probability, andoal
vulnerability, will be lower.

The method of risk management is used in mangdiel
These include project management, investment, eciaso
and so on. It is also always part of the manageniérmt goal
of the risk management is not to find a way tocaffitly
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This negativ

Despite this disadvantage, risk theory createb#ses of
the theory of safety and security. The main countidn is its
well developed methods of risk analysis. The rlsoty is
well applied in kinds of safety or security thabfect the
conditions of reference object (physical secuiitformation
security, administrative security and so on). Ris&ory is
less suitable for the kinds of safety or secufiitst tgovern
the reference object (international security, he@mel
security and so on). In these cases, it is abadtiog the
secure of safe environment as the result of syisthes

IV. THECRISISTHEORY AND ITSRELATION TO THE
THEORY OFSAFETY AND SECURITY

A crisis is an important phenomenon, which has tiega
influence on human society. The negative effectais
common sign of security breach and crisis. Foistifety and
security research, it is important to determine twisathe
reason and nature of safety and security probldtoseover,
we need to examine what is the relation betweerihtbery
of safety and security and the crisis theory.

Crisis theory is a scientific discipline focused tre
theoretic aspects of crisis research, mainly omureatind
causes of crisis. The basics of crisis preventiod #s
handling are based on the crisis theory.

The crisis theory has systems and a dynamic clesract
The crisis theory is independent from a concrefereace
object; it also researches the basic aspects afréadion and
development of crisis. The crisis theory is theidbdsr
successful management of a crisis. Nowadays, fises s
understood as:
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time when contradictions culminate,
or as a complicated situation.

elements of the complex. In crisis, we usually dd mave
enough relevant information. So, crisis solving thesdone
during an unclear situation. Knowledge and expegen

These terms are similar. They are appropriate fopbtained from previous crisis, plays a key rolarianaging

designation of a time period when existential caogpions
arise. The crisis is considered as a state or gbesiben
danger is coming out and simultaneously the ainatfan of
the reference object is threatened. The crisgsearivhen
there is a significant change in conditions for th&erence
object. Changing conditions occurs due to the dbamt
uncoordinated behavior of each part of the systearing
this time period, the configuration of conditionsxda
environment are changing. It could be caused bgchk oOf
inputs, a fault in the power supply or productitengents, or
escalation of electric voltage, and so on. Eachngba
requires an adequate system reaction to providptaitan.
If the changes are expected, the system can barpdefor
them and after that; it also can have a suitaldetien. The
situation is different when a rapid change hasghédi than
expected value. During this situation, the systemftave an
inappropriate reaction and, following that compiimas or
crisis may arise. Basically, the crisis is creatad to:

« unexpected and large negative situation,
unmanaged control.

A. Unexpected and Large Negative Stuation

An unexpected situation is a situation which carye
predicted. The complications are created by a hegavent
of large scale (for example, natural disastersst@p fall in
the price of the shares on the stock exchangee-krgle
attack of an unknown computer virus, and so on)e Th
system is not prepared for these changes, bechageate
not frequent and the prevention is economicallyeanable.
The system should be prepared for these negativatisns.

complicated situations. Decisions usually havevarsible

implications. The systems have to be preparedrisisand

also have to make the plans for eliminating thesigri
situation. At the same time, they should solve thisis

immediately in the stage of latent symptoms. Thisuees
avoidance of crises.

C. Relations between Crisis and Safety and Security

The crisis theory and the theory of safety and sgcu
represent the common form of scientific knowledghijch
gives the systematic view about laws and main sulist
relations, reasons and conclusions of special typkes
negative effect affecting reference objects. Thesgative
effects are crisis and security incidents. Bothlth&fm have
negative effects for the reference object. The arashy
negative effects happen is different in each cabe. key
reason of crisis is the unmanaged control and dyeréason
of security incident is the objective existencedahger and
intentional, unintentional or accidental emergenteafety
and security incidents. The common signs of cresl
safety and security incidents include:

* anegative effect for the reference object,
arising due to changes in the reference objecttand
inputs,
the fact that overcoming of complications requizes
specific type of management,
the fact that the size of the impact can be mingaiz
by prevention and repression,
the usage of the risk theory as the basic thearitdo
managing and overcoming.

Managing the crisis is based on minimization of the

influence of the negative situation and also ontesys
recovery. Crisis management is a special

crisis. The activation of new forces and equipmer basic
crisis measure.

B. Unmanaged Control

The different signs are:

kind of
management created for managing and overcoming the .

difference in the nature of arising,
security incidents happens suddenly, but a crisis
usually comes gradually.

Disclosure of security breaches lies in the obyecti

The nature of the crisis arising is based on thyisience of threats and intentional, negligencacoidental

unmanaged control. The crisis usually includes qoksri
(stages) of latent symptoms, acute, chronic
resolved/unresolved crisis. In the stage of lasymiptoms,
the accumulation of unresolved problems happenghdf
managing system is not catching up or is not sglitime
crisis symptoms, the crisis comes out. In the actige,
problems culminate. The unsolved problems accumulat
too. The control system should start solving thesdblems
slowly. A breakpoint of the situation is then reagh This
breakpoint is based on the capacity of the sysésmecially
on the control system. The crisis is eliminatethd system
is capable of activating and ensuring plenty obueses for

xposure. The security incident emerges due tcchiaetic

anGyolution. It can be a cause of negative interactind also

as creation of damage. The crisis is based on aranaged
control of changed conditions. Both theories havanyn
common points, but their basics are different. i€risan

cause security incidents and also security inc&leah cause
crisis. On one side, the economic crisis leadsntoeasing

criminality and also, on the other side, a secuiitident

such as an attack on oil pipeline can cause arggregisis,

for example. There are relations between them.réwtize,

the safety or security is ensured continuously.ti@nother

hand, the crisis is solved only at the time itesis

appropriate measures. The crisis management has bee Also, there are applied relations between supéyiand

activated, too. The crisis management has to attfad has
to be effective enough to solve the crisis withioaitming the
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subordination. The security manager provides measir
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each kind of safety or security. The physical siégur
personal security or information security are b&snds of
safety or security in a manufacturing company,eample.
If the crisis begins, the crisis manager takes cafe
management. His task is to lead the organizatidrobthe
crisis. The crisis manager must understand thélfiodint of
objective function of the organization. By his ao$, he
tries to make the organization become fully opereti. The
security manager helps the crisis manager espeaiath
prevention of crisis by minimizing security inciderin the
field of property, staff or information. During thaisis, the
crisis manager is superior to security manager.

V. CAUSALITY AND ITSRELATION TO THE THEORY OF

SAFETY AND SECURITY

The causality is a scientific discipline which raszes
relations between cause and effect. The term dausels
evolved from the Latin word ,causa“. The causeelsation,
where cause and effect are mutually connected.|aweof
causality determines that anything that happensahésast
one cause, and also any cause has future consegudine
same causes create the same effects. It is sedchy a
causal relationship (causal nexus). Causality isxgmession
of the relationship between two events, where dnthem
raises and the second is called the "cause". Bisite
reason is the term, which causes effect.

Causality is key for the theory of safety and siéguit
allows establishing a logic chain of causes of sgcwr
safety violation. From this point of view of safetysecurity,
there is inadequate position of causality. A rdieausality
is neglected. It is important to focus on this peo

VI. BACKGROUND FOR THETHEORY OFSAFETY AND

SECURITY

The theory of safety and security should speciéytibsic
concepts and knowledge in the field of safety awlsty in
the most general context. The Czech concept ahtwary of
safety and security will be different from the Egfl
concept. The security identifies security incidentsised
intentionally. The safety identifies safety incitenaused by
negligence or accidentally.

The Czech language, contrary to the English laggua

what? " The response is the notion of a" referetgject ",
which refers to an object whose security is assegssother
benefit is the list of threats affecting the refere object.

A sector approach to decomposition of the security
environment is another benefit. Sectors refer &aamwhere
security issues should be identified and addred&#uere is
an accumulation and a repetition of security pnolslea new
kind of security is created for its solution.

The last benefit is specifications of the secuatitn
process. This concept shows how the problem becames
security issue. The problem then comes to the #gcur
agenda. Security issues are those that have tenefe the
object’s existential influence and impact.

B. Risk Theory

The risk theory offers to the theory of safety aedurity
a basic methodological approach to the identificatand
assessment of safety and security problems by ifgiengt
threats, risk analysis and the choice of methodrisk
management. Risk theory gives to theory of safetg a
security the basic terms. Basic terms are a thnesk,
damage and impact.

C. CrisisTheory

The crisis theory is closely linked to the theofysafety
and security by managing the breach consequencest M
security breaches get a reference object intostsaind it is
important to overcome it.

D. Causality

The causality deals with the causes of safety andrgy
breaches. The theory of safety and security cdizeutihe
types of causes of safety and security breaches. the
intent, negligence and chance.

The above described theories offer to the theosaédty
and security new knowledge and themes. The newlgted
theory of safety and security can draw from thiswdedge.
The theory of safety and security can be createskireral
ways. Based on the conclusions, the theory of waiatl
security will be established by generalization amtliction.

Such a theory should be created in the form ofybatsts
creating a systematic, generalized picture of theemtial
patterns and contexts of safety and security réad¢hing and

uses the terms “safety and security” as one termnensuring.

"bezpecnost". The Czech language does not disshgui
between intentional and accidental incidents. Tioeee the
Czech concept of the theory of safety and secuiiifybe in

TABLE 1. USABLE KNOWLEDGEFROM THE ANALYSED SOURCES

certain aspects different from the English concepthe

Source Usable Knowledge

theory of safety and security.

The theory of safety and security should followtaghe
crisis theory, the risk theory, the causality ahd CSSS.
Based on the analysis of the above mentioned &xate

=

Copenhagen school d
security studies

answers for situation analyses,
sector approach,
securitization.

theory of safety and security exploits the follog/ifindings
and conclusions:

risk theory

basic methodological approach:
threat — risk — measure.

A. The Copenhagen School of Security Sudies

crisis theory

solution of safety or security event.

The CSSS’ benefit is a conceptual security fram&wor

"Whose

causality causes of safety or security event.

which gives the answers to basic questions:

security?“, ,Security of which values?“, ,Securigainst
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theory of safety and security

(common core)
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international [ l]
security

(2]
(3]

(4]

[5]
Figure 1. Induction of the kinds of safety or security [6]

Then, the theory of safety and security could fydtie
issue of safety and security in the whole rangéhefmost
general aspects. Fig. 1 depicts the generalizatiod
induction of the selected kinds of safety or sagwas a way
for creating the theory of safety and security.

VII. CONCLUSION

Nowadays, there is an effort to create the thebsatety
and security. The newly created theory of safety sacurity
would provide a common framework for all kinds efety
and security. The problem of safety and security been
addressed for a long time, and a theory of safedysgcurity
should utilize already established theories ancdbrttizal
discipline. Based on long-term research, we idieatif
fundamental theories which should establish a backgl
for the theory of safety and security. These tleodan be
used as source for creating the theory of safetlysacurity.
The theories discussed include the Copenhagen Iscfioo
security studies, risk theory, crisis theory andsedity. The
newly created theory of safety and security is tase a
generalization of the findings from the alreadyabBshed
kinds of safety and security. This theory will ealized in
the form of postulates. It can be assumed thatGhech
version of the theory will be different from the dtish
version. Czech language and other Central European
languages do not distinguish between intentionatl an
unintentional threats, like English language do&se
substance of the theory of safety and security, dvew
remains the same. It will focus on clarificationtloé issue of
safety and security in the most general aspects.
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