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Abstract—This paper presents an automated formal approach
for enforcing security policies on a choreography fo Web

Services. We take as input a formal description ofa

choreography of web services and a security propert
represented by a process, then we define some retig rules

and rewrite the two processes in order to make them
synchronize on each communication action. This appach

produces as output a secure version of the concecdheveb

service which behaves like the original one but dsenot violate

the security property.
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l. INTRODUCTION

by H. Yang et al. [12] and timed automata propdsgds.
Diaz et al. [5]. The formal specification languaged in this
paper is the End-Point Calculus that has beenduted by
Carbone et al. [3]. One of the reasons behinddhdce is
that the end-point calculus is a modified versidrthe pi-
calculus, so its syntax is more familiar and itpressivity is
stronger.

The need of secure WS composition has led to a grea
interest from researchers in the last decade.isnpdper, we
propose an automated formal approach for the esrioeat
of security policies on choreographed services. tike as
input a formal description of the behavior of atjggvant in
a choreography and a security property. We deémgiting
rules for adding some special actions to processeb
security properties in order to ensure synchroitinaand

Web Services (WS) are distributed and modularconsequently control the evolution of the behavidra

applications that communicate by message passimgdier
to complete specific activities. Composition of W@nsists
in combining different WS to provide value-addedviaees.
WS composition rules deal with how different seegcare
composed into a coherent global service. In pdaicuhey
specify the order in which services are invokedd &me
conditions under which a certain service may or matybe
invoked. Among the approaches investigated in servi
composition, we distinguish orchestration and chgraphy.
The orchestration composes available services ddd a
central coordinator (the orchestrater) which ipoesible for
invoking and composing the single sub-activitieewdver
the second one, referred to as WS choreographys doe
assume the exploitation of a central coordinatdr riather
defines complex tasks via the definition of the \amsation
that should be undertaken by each participant. r&eve
proposals exist for orchestration and choreogrdghguages
such as Business Process Execution Language (BREL)
for orchestration and Web Service

Since the orchestration technique uses a centaaticwtor
that composes the available services, it seemsaltrio
enforce security policies. So the technique thditlva used
in this paper for composing WS is the choreograghye of
the main challenges for researchers in this donmithe
formalization of these composition languages. Altjig,
several contributions have been developed in thiedlecade
that formalize WS-CDL such as the Global CalculGE)
and the End-Point Calculus (EPC) proposed by Carlain
al. [3], the Choreography Language proposed by &i Bt
al. [4], The Choreography Description Language pseql
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Choreograph
Description Language (WS-CDL) [2] for choreography.

participant.

This paper is structured as follows: in Section We
introduce the choreography specification languagedun
this topic. In Section Il we present the secufiypperty
specification language. Section IV deals with
enforcement approach. The proof of this approagfivian in
Section V. Related work is in Section VI and cos@n and
future work are in Section VII.

the

II.  CHOREOGRAPHY SPECIFICATION LANGUAGE

Carbone et al. [3] have proposed a formal langdage
specifying a choreography of WS. This languagéésGC.
It describes behaviors of WS from a global viewpo®cC is
distilled from WS-CDL. Carbone et al. [3] have also
proposed a second formal language: the EPC, which
specifies behaviors of WS from a local viewpoirinafy, a

)grojection under some assumptions from GC to EP& ha

een proposed by Carbone et al. [3], which is dale End-
Point Projection (EPP). The language adapted B phper
for formally specifying processes and security prtps is
EPC.

A. Syntax of the End-Point Calculus

EPC describes the behavior of each participant hia t
choreography from its end-point view. EPC is a amatriof
the pi-calculus augmented with the notion of pitats
and their local states. We present hereafter theasyand
formal semantics of EPC wheRQ range over processes,
ch range over service channels, range over session
channels,op range over operator names, range over
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variables,e range over expressions aXdrange over term . P& Q is the non deterministic choice. When the
variables. o choice of the buyer is arbitrary, it would be veiit
P::=Ich(3).P|ch(v3).P|s>Z 0p(x). P, as: s<accept equot(), Po3s« reject(equok) 0
|'s<op(e).P|x:=e.P| P&Q| P|Q . P|Q is the parallel composition of processes.
|if e then P else Q(vs)P For example, a seller that offers his service to
[rec X.P[0O buyers should have his service running in parallel
. Ich(3).P and ch(v®).P represent session for new requesters !chg(s).P|P'|P""]...
initiation.  Ich(3).P  is used for input and whereP',P",... are processes dealing with different
ch(vs).P for output. !ch(3).P says that buyers.
the service channeh, which is available to public, o (vs)P expresses the fact that the session
is ready to receive an unbounded number of channels is local toP. It is used to restrict a
invocations, offering a communication via its session channel to be used between only two
freshly generated session channelsses. participants that communicate through it.
ch(vs).P is an invocation of a service located . rec X.F is the recursion operator used to
at the service channeh and an initiation of a express repetitive behaviors. For example, a
communication session that will occur through participant having the following behavior will
session channels s€s.  After a session has been always request quotes until he receives an
initiated between two participants and freshly . rec X3<quoteReques$e)
- acceptation : \ :
generated session channels have been shared s> accept.Fo s> reject.X
between them, they can communicate via these Finally, 0 is the inaction.
channels using the communication constructs. Processes are located within participants. Pastitip and
* s>3;0p(x).P; is an offer of one of operators their composition are called Networks (writtéiM,..),
op, and a reception of an express@through  whose grammar is given by:
the session channel that will be evaluated and N::=A[P],INIM|(vs)N|e

stored in the local variabbe A participant having For more details about the syntax of EPC, the meads
this behavior will receive an invocation of one of refer to [3].
its operator names op, and an expression The

value ofeis saved in its local variable L. .
For instance. a seller service receives a N order to minimize the number of reduction rules,

B. Semantics of the End-Point Calculus

confirmation or a cancellation for a purchase .define = as the least congruence generated from:
s> confirmPurchaséx, ). P P|O_EP
+s> cancelPurchasex,).0 (P P)||%f(§||(P R)
. s<op(e).P sends the expressi@and invokes QP®;= PQ
operatorop through the session chanrselindeed, P@Qz(_gea p
a buyer service requests a quote of a chosen (PoQ)®R=P®(QoR)
product from a seller through the chanrel (vs)0=0
SaquoteReqUeRE ). P (vs)lvs P=(vs,)(vs)P
In addition, operator names op,0p,... are (ve) P)Q=(vs)(PIQ) (s¢ n(Q))
invoked by a message sender or offered by a
message receiver. Operator names in in-session A[P],=A[Q], (P=Q)
communications are analogous to methods in A[(vs‘fP] E('VGS)(A[P])
objects [3]. I\/T| =M °
. x:=e.F isthe assignment operator. It is a local M|N=N|M
operation. It assigns the result of the evaluatibn (M|N)L=M[(N]L)

the expressior to the variablex. For example, the
buyer assigns to its variablghe value of the
quote received from the seller X ,q,:=€yyo - P

. if ether PelseQ is a choice based on the
evaluation of the boolean expressian For
example, the buyer accepts the quote if it is under

(vs)e=e
(vs)(vs)M =(vs))(vs,)M
((vs)M)IN=(vs)(M|N) (s fn(N))

The operational semantics of EPC are given in Eidur
* Init shows how two participants initiate a sesdign

1000 : :
. _ sharing new freshly generated session channels
i equote<1000then SqaCCEp(equote)'P 3, These session channels are restricted to
elses<reject(€yqe -0 participantsA and B using the binding operator
v
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e Comm explains how a
established between two participants: when
invokes the operator op; , which is offered by
A, and sends the expressiore; , which will be
evaluated to value at A, then A receives it and
assigng/ to its local variable x;.

* Assign

this evaluation to variabbe in A, thenA behaves as
P.

» IfThenElse evaluates the boolean expressi@nd

following the result of this evaluation, it behaves

either as P,

e Par shows
processes.

«  Sum shows the alternative choice behavior.

* Rec says that if the proce&s within which we
replace each occurrence o by rec X.P ,
behaves aB' then rec X.F will behave a$'.

* Res restricts the use of session channe¥s to
the proces® in A.

Finally, the following rule says we take the redus up to
the structural rule:
M=M' M'">N"' N'=s
M- N

or P,.
the behavior

N Struct— NW

C. Example
We consider a simplified version of a travel reaépn
system. The scenario consists of three participarttaveler,
a travel agent and an airline reservation systeme. tfaveler
is planning for taking a trip. Once the travelelests a trip,
he submits his choice to the travel agent. Theetragent
checks for seats availability within the airlineseevation
system and sends back either a trip cancel or idatiain.
The traveler wants to reserve tickets for this bypsending
payment details to the travel agent. The travehbgew
must verify one more time availability of seatstHé seats
are still available then the airline reservatiostsyn accepts
the payment details and sends back to the traesitdigkets
of the trip. The travel agent responds to the texvgither by
tickets of the trip or by canceling the reservation
The behavior of the traveler is given in EPC by:

chia(vs).s>acks<orderTrip(e,).

s> cancel.G s> available( x,) .3<book(e,).

s> cancelBook.® s> ticketg x,).0
The traveler starts by opening a session withrineet agent
through the public service channelch;, and initiates a
communication channalthrough which the communication
between the traveler and the travel agent will acthen,

the traveler receives throughan acknowledgment message
. After that, the traveler sends an order trip

st ack

s<orderTrip(e,) with expression e, which contains
details about the chosen trip. At this point, thare two
scenarios: the traveler either receives a cancquest

s> cance
available message s> available(x,) containing details of
the trip. In this case, the traveler may book thighf
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communication is

is a local operation. Assignment rule
evaluates an expressienand assigns the result of

of two concurrent

s<book(e,) . Finally, traveler receiveickets message
s>tickety x,) if the transaction has succeed, otherwise
he will receive a&ancelBookmessage .

The behavior of the travel agent is given by:
I ch;,(s).s<ack.s>orderTrip(Xx,).
ch,(vs').s'>ack.s'<checkSedg, ).
s'>noSeatss<cancel.0p
s'> seatsOK x,) .S<available(e, ). s>book(x,) .
s'<dreservée,).
s'>reserved x,). s<ticketde,) .0&
s'>notReserve(lx,). s<cancelBook.0
The travel agent offers his service througtch,, by
providing a communication channel s. Once his senis
invoked, he sends an acknowledgment message, escaiv
order trip, then contacts the airline service tgioits public
service channel ch, . The communication between the
airline service and the travel agent occurs thrabhghsession
channel ¢' The travel agent looks for available seats
s'<checkSedte,) . If there are no available seats then he
receivesnoSeatsmessage s'>noSeat and he sends a
cancelmessage s<cance to the traveler. Otherwise he
receives @eatsOKmessage s'>seatsOKx,) and sends

an available message s<available(e,) to the traveler.

After that, the travel agent receiveb@kmessage from the
traveler s>book(x;) and proceeds to flight reservation
s'<reservde;). Depending on seats availability, he
receives either a confirmation message' > reserved x,)
or a notReservednessage s'>notReservetx;) . In the
first case, he sends tickets<tickete,) to the traveler
elsewhere he sends a book cancellati@ cancelBool
The behavior of the airline is given by:
Ich,(s').s'<wack.s ™ checkSedt ).
if available( x,) thens' < seatsOKe, ).
s'>reserve x,).if available(x,) then
s'<reservede,).0 else
s'<notReservefk;).0
elses'<noSeats.0

The airline service offers his service through #wevice
channel ch, . Once his service is invoked, he sends an

acknowledgment message. Then, he receivehezkSeat
request. Subject to availability, he responds witeatsOK
or noSeatanessage. In the first case, he may receive a seat'
booking request s'>reserve x,). At this stage, the airline
service checks another time seats availability rfeefo
finalizing the process by either sending raserved
s'<reservede,) or s'<notReservede,)
asnotReservethessage.

Ill. SECURITY PoLICY SPECIFICATION LANGUAGE
In this Section, we introduce the Security Poli@iddlus

when there are no available seats. or a,{SPC), a formalism used for describing securityigies.

SPC is considered as a subset of EPC in the desisi tises
only some operators of EPC. Indeed the operat@iséate
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used in SPC are communication actions,
indeterministic choice and no action. Security @eb will
be represented by processes that will monitor Kezwdion
of an another process from EPC.

g Security Information, Systems and Technologies

recursiorsecurity properties that we verify in this papee aafety

properties and liveness properties without infirdhavior.
The reason behind this choice is that some liveness
properties can only be verified statically.

B. Shortcuts

| :
Init

Alleh(3).P | P'lo, | Bleh(v8).Q | @lop
04 |—

=

—U* (v8)(A[lch(3).P|P|P']s, | BIQ|Q']sp5)
i

Als > iopi(z:).Pi|P'lo | B[S < opi{e).Q

Comm
Qlop — *{[Pj|Pf]cr_g[IJHL'I|B[Q|QEIL"H

gatelwv

Alrx :=eP|P],, —
Fel tt

T4

Assign
A[P|Po [z 0]

fTrue

Alif e then P; else P

A e

_ — 1|
1P, = A[P1|P1]..
b7 "

Alif e then P else FPa|
A[P{|P],, — A[P|P'],,

Par
AlP\|P2|Pg,, — A[P{|P2|P']yr,

A[Pltec X.P/X]|a, — A[P[,

P, = A[D| P, IfFalse
A[P,|P'],, = A[P{|P'],,
A[Pi & P2[P., — A[P]|P],,,
AlPlo, — AP, |

Sum

Res

Afrec X.Pl,, — A [P’]ga‘h

e

Al(vs)Pls,, — A[(U&)P’]Jf‘

Figure 1

A. Syntax
The syntax of SPC is given by:

@ = S<00p.q| s> Zop.q; | 9,@¢,[rec X.¢|0
The construct s<e@op,.q, expresses the fa
that invoking one of operatorop through
session channslis permitted by ¢
Next we have s>Zop,.qg, which allows

reception of operatorsop, throughs.
* The indeterministic branching is given
P99,

recursion operator and
finally, O denotes the lack of actions.

For describing security properties, we need usugll
express the prohibition of executing some actidnsour

case, when we want for example to interdict sending
through s we would write this security

operation op,
property: cp:§<1_ealopi .0 , which says that we can invo
i#

anyone of the operatorsop, unless op, . If we want

this behavior to be repeatedly verified we woulditevr

@=rec X.§<1_ealop.x . The semantics are the same
i#
for EPC since SPC is a subset of EPC.

Usually, we use temporal logics for describing siégu

properties but when using the security policy dalsuve
also reach our goal of expressing any security gntgpthat
we want to enforce on the behavior of a WS. Sirde
approach introduces a dynamic verification of W&, tlse
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For representing repeated behaviors, we use the sdticketde,)

For shortness, we will denote byp, and ¢, the
portions of a security property that respectivellpves all
input (output) interactions throughSo  ¢.=s>Xop(x)

ct and ¢, =S<O0p (ei)

C. Example

In the airline reservation system, it is assumexdttavel
agent wants to be sure that his service does nat tiekets
before the reception of payment details. The tragént

by receives payment details within the book message
s>book x;) and sends tickets within the tickets message
So we want to ensure that
saticketge,) does not occur before s>book x,)
The security property will be written as follows:

rec Xs< @ op(e).Xes> = op(x). X

op+ tickets op # book
O X DPs. X ®S>book(x).
(rec Yo. YO, .Y® .Y DO,..Y)

y

ke The security property is written using a recursibne idea is

to put after each action different frobook and ticketsthe
recursion variabl&X. Thus, the property will remain invariant

aswhen executing these actions. It will evolve only b
executing the book message. In this recursionobtigese 4
blocks will be executed:

sa @ opl(e). X

op#tickets
ticketsoperator througls, which is shared between
the traveler and the travel agent. Any message
different fromticketscan be sent.

it prohibits invoking

t
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D kog(xi).x . this block prohibits the
op#bool

reception ofbook operator invocation through the
session channes. Any message different from
bookcan be received.

.. X and ¢.X :all actions are permitted
between the travel agent and the airline resemvatio
service. The channdal is a session channel shared
between the travel agent and the airline resemvatio
system.

s>book(x).rec Yo..Y®¢..Y ¢ YD ... Y
this block intercepts the invocation of thmook

s>

operator within the travel agent and then we take

off the control ontickets operator by allowing all

actions between the traveler and the traveler agent

through s and the travel agent and the airline
reservation system throughto be executed.

IV. ENFORCEMENTAPPROACH

In this Section, we will introduce our enforcement
approach using rewriting techniques. This appraamisists
in adding some special actions to processes regiegehe
behavior of a WS and a security property in ordemiake
them synchronize on each interaction that will eccu

A. Communication Actions of EPC

Communication actions are used
designate interactions of EPC. Interactions of ERECgiven
by these two constructs:s<op(e) and s>Xop(x;).
They are distinguished by three criteria:
session channes)
operator name (op; ),

and direction (s<  or s> ).

Indeed, each interaction in EPC occurs through ssice
channel that have been freshly generated and shategen
two participants. Within each interaction an oparag either
invoked or offered depending on the direction o€ th
interaction. For instance, s<op,(e) is an invocation of

the operator op, through the session channg
s'>op,(x) is a reception of an invocation of the
operator op, on the session channels.

The goal of this approach is to monitor the executdf
interactions inside a choreography. This goal vk
achieved by controlling the execution of commundarat
actions of EPC.

B. Synchronization Actions

Synchronization actions are special actions thaaebto
the process and to the security property enforaedhis

in this context to

C. Rewriting Processes

In order to achieve our goal that consists on eirigr a
security property on the behavior of a participanin a
choreography, we need to rewrite its process byingdd
synchronization actions. Informally, we will add fe
each communication action its corresponding
synchronization action. Formal rules for rewritiagorocess

P of EPC are:

(lch(3).P) :=1ch(3).(P)
(ch(v3).P) :=ch(v3).(P)
(x:=e.P) :=x:=e(P)

(PeQ):=(P)®(Q)
(PIQ) :=(P)Q)

(if e then P else Q:=if e then(P) else(Q)
(rec X.P) :=rec X(P)
(s<op(e).P) :=s<op(e).s<op(e).(P)
(s>op(x).P):= s>op(x).s>op(x).(P)

D. Rewriting Security Properties

Rewriting the security property consists on repigci
each communication action by its synchronizatiotioac
Formal rules for rewriting security properties are:

(s<@op.g;) = 5900p,.(¢;)
(s>2op.g,):=s>Zop.(g;)
(9109,) := () ® ()
(rec X.g):=rec X.{¢p)

E. Restriction Operator

In order to make the rewritten security property and
the rewritten proces$® synchronize we will define an
operator of EPC that we call the restriction opmraind we
denote by P\¢ . The role of this operator is to let the
process evolve normally when no communication astis
willing to occur. Before a communication action lvakcur

P\¢ will intercept its synchronization action and verif
if the security property can evolve by executings th
synchronization action. If it is the case thenmand ¢
execute this synchronization action. ERewill block and
will not execute any other actions. An another rolehis
enforcement operator is that it hides synchrororatiof P
and ¢ for the rest of the choreography. Thus, executions
of synchronization actions in EPC will be marked by
as silent actions. Thus our restriction operatasdoot affect
the evolution ofP when no synchronization action is willing
to occur. P\ must ensure the synchronization”®and

¢ ononly synchronization actions.

F. Normal Form of a Process

process in order to ensure the interception of each Every process representing the local behavior of a

communication action by the monitor. The idea ohgs
synchronization actions to intercept actions ipiirexzl from
[6]. So, given a communication action s<op(e)

(respectively s>>op(x;) ), the  corresponding
synchronization action is $s<op(e) (respectively

s>Zop(x) ).

Copyright (c) IARIA, 2014. ISBN: 978-1-61208-376-6

participant in a WS can be written as an internah f
processes, which we call the normal form of a ece
PZ_GBI a.P, where a range over atomic actionkjs
le
a finite subset of natural numbers, and,
processes.

range over

Atomic actions of EPC are: session initiation resjue
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( ch(vs) ), session initiation offer (!ch(3) ),
communication input ( s>op(x) ), communication output
( s<op(e) ), assignment (x:=e ) and synchronization
actions ( s>op(x) , s<op(e) ).

G. Simulation

We say that a procefscan execute an acti@rand becomes
P'and we write P P' if, when we writeP in its normal
form ( P:_EBI a,.P, ), there exists jel such that
le
aj=a and P;=P' where is the structural
equality defined in the semantics of EPC.

H. Semantics

Reduction rules for making P\¢@ progress when
executing synchronization actions are given
L A T e I

A[P\¢l,>A[P"\¢'],

These rules say that each synchronization actidghwaifl be

intercepted by ¢ and it cannot be executed ifp

prohibits it. If the synchronization action canébeecuted by
¢ thenP becomes silentli?' and ¢ becomes ¢’

I.  Example

Consider the airline reservation system case sty will
enforce the security propertyy defined in the precedent
example on the behavi®r of the travel agent defined in the
first example of this paper. The rewritten processd
security property are:

P=Ich,(s).s<ack.s<ack.s>orderTrip(x,).
s> orderTrip(x,).ch,(vs').s>ack.s'>ack.
s'<checkSedte,).s' <checkSedte, ).
(s'>noSeats'>noSeafs < cancel. 3<cancel.0
@ s'>seatOK x,) . s'>seatOK x,) .s<available(e,).
s<available(e,).s>book(xs) . s> book(xs).
s'<dreservde;).s'<reservde,). s'>reserved x,).
s'>reserved x,) .s<ticket(e,) . s<ticket(e,) .0
@s'>notReservetx,) .s'>notReservelix;) .

s<cancelBooks< cancelBook.0

p=rec X34 ® op(e).Xes> = op(x).Xe
op, #book

op, #ticket
(ps). X ®{pg). X ® s>book(x).rec Y{¢ps).Y(ps).Y®
(02). Y ®(0,).Y
where (¢,)=s>2op(x), (¢)=5<@op(e) and

similarly for (¢.) and {(¢g)
TravelAgentP\¢] will use first Init reduction rule to
open a parallel session then for each communicatiion,
it will synchronize with ¢ using the reduction rules of
P\g
reduction rules. We can see easily that this psdes
satisfies the security propertye
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and then communicates using communication

V. PROOFOF THE APPROACH

In this Section, we prove the correctness of oeoiy by
defining first a partial order over processes atng t
satisfaction notion.

A. Definition (Subprocess)

Let P, Q be two processes. We say tRais a subprocess of

Q and we write P<Q if the following condition hold :
PLP' 5Q35Q" and P'cQ’

B. Definition (Safe Action, Safe Trace)

A trace & of EPC is a sequence of atomic actions

executed by a process. An atomic action is salieteafeif
it is not a synchronization action. A trace is daide safe if

by:it contains only safe actions.

C. Definition (Progression of P)

We say that a proced$d can progress by executing some
safe actions and a synchronization actoand become),

and we write P—a'IQ if it exists a safe trace € and a
proces® such that P5P' and P'5Q

D. Definition (Satisfaction Notion)

We say that a proces$s satisfies a security propertye
and we write P~q if for all synchronization actiora

a
such that P>IP' we have 9>¢' and P'~g'

E. Theorem

Let P be a process andp a security property. The
following properties hold :

. P\gsP
* Ple~e
*  VP'~q,P'sP=P'cP\g

F. Proof

e The proof is obtained directly from the reduction
rules of our enforcement operator and from the

definition of < .Indeed P\g is defined so
that it cannot execute any actions tRatloes not
execute it.

Let a be a synchronization action such that

P\(p—a'lp "\¢@"' .Itexists a safe traceE such
that P\cp—%P"\cp and P'"\g>P"'\¢'
But executions of synchronization actions by
P''\¢ are given by In-Sync and Out-Sync
rules. Then we have necessarityicp'
* Let P' be a process satisfying a security property
¢ such that P'<P . Suppose P' 5P

As P'cP then P3Q . If a is a
synchronization action then from the hypothesis

94



SECURWARE 2014 : The Eighth International Conference on Emerging Security Information, Systems and Technologies

P'~¢ we conclude that ¢->¢' and then based on the partial model checking technique tiically
verifying whether a composition of WS satisfies

PA\g=Q\g" . If a‘is not a synchronization cryptographic properties such as secrecy and atithign

action then P\g>Q\g
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