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Abstract— In this paper, we study security of policy
negotiation and policy-based agreements for emerging mobile
based dynamic business environments that feature many
previously unknown parties sharing services to each other in
an ad hoc fashion. Signed agreements among parties are basic
enablers of trust in such dynamic environments. Before a
micro service or a 3" party application can be consumed by an
employee, a policy like Service Level Agreement (SLA)
typically has to be agreed by the service consumer and service
provider. Various types of policies have to be accepted also in
other socially tailored use-cases, e.g., when an employee joins a
community. To enable appropriate degree of trust, consumer
privacy protection, as well as authenticity and non-repudiation
of the final agreement, the policy negotiation process has to be
secured. The security principles introduced in the paper are
applicable to any kind of policy negotiation and selection
where two entities are involved: the provider and the requester
who need to establish trust between them. A simple but secure
policy negotiation or selection is described, followed by
description of its implementation on Android operating system.
The interactions between the parties are minimized in order to
boost usability and limit bandwidth usage in socio-pervasive
environment.
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. INTRODUCTION

Formal policies are used to legally define relationship
between the parties and to specify conditions under which
something is provided by one party and consumed by the
other party. A prominent example is Service Level
Agreement (SLA) that defines relations between service
provider and service consumer. SLA represents the means
through which the parties involved in service provision and
consumption agree on different aspects of the terms of
service in question. The business user acting as service
consumer needs to be aware of what the service will be
providing and is the starting point for definition of Quality of
Service (QoS) metrics that the service will need to respect.
This is especially important in dynamic environments placed
in business oriented socio-pervasive scenarios (see [10]).
Furthermore, the end-user needs to know how the service
will treat his private and confidential information. If a fee is
applicable, the service provider needs to be sure that the end-
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user will pay for the service and needs to provide
information on how he is going to charge for the service. As
SLA defines rights and obligations of both parties, all in
relation to the service provided, it contains some private
information about the parties, especially about the consumer,
his preferences and possibly also some sort of his identity.
The provider’s identity is usually less critical and most
providers disclose their identities voluntarily in advance in
order to attract potential consumers to their services.

However, the scope of policy is not limited to
collaboration between businesses via service sharing and to
SLAs only. Same principles apply when an employee is
trying to join a social group or a community that may have
internal rules that are not compatible with his company’s
confidentiality policy. In more general terms, the parties will
be referred to as the requester and the provider.

In any case, the requester and provider exchange some of
their data during each step of policy negotiation. In each step
they need to either limit the data to be sent to non-sensitive
data only, which may result in other party terminating the
negotiation due to incomplete or wrong data, or trust the
other party would not abuse the received sensitive data.
Obviously, the former option would severely limit the
usefulness of such negotiation. In order to trust the other
party, each side should at least be able to verify the other
one’s identity using digital certificates. They both also have
to make sure that the final policy, which is a binding
agreement, has not been modified during the process and
they would not formally confirm such tainted agreement.

All verifications and data transmissions increase usage of
network bandwidth and other resources. This is especially
critical in a mobile environment with unreliable connectivity,
limited battery power and possible costs of data transfer.
Therefore, negotiation process and number of network
transfers should be minimal.

Finally, after the policy has been negotiated, the
agreement itself should be stored in a secure manner because
it may contain sensitive private data and because it is an
evidence of agreed terms between the business parties that
can be used if one of the parties repudiates its involvement.

Il.  PoLicy NEGOTIATION TYPES

Traditionally, a single policy is generated by the service
provider or other authority and the requester (e.g., service
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consumer, user) can either accept or reject the policy. Even
with this classic approach where there is only one option for
the policy and the requester can either accept or reject it, the
provider gets some information about the requester, usually
his identity or point of contact and his interest or fondness of
the particular type of service.

A more advanced alternative is to include negotiation
between both parties where the requester can reach an
agreement more suitable to his needs, possibly by merging or
combining various policies using dedicated algebra [11]
which is out of scope of this paper. The negotiation can be
done either by choosing a policy among two or more policies
offered by the provider (Figure 1) or by negotiating
individual parts of the overall policy with the provider. The
latter alternative [12] is most complex and while it allows for
complete customization of the final policy it is also harder
for the provider to generate and maintain. Furthermore,
whether the negotiation succeeds or fails, such a complex
negotiation can be used to extract additional private data
from the requester during the negotiation process [1]. This
paper focuses on the former alternative, i.e., the simple
degenerated policy negotiation or policy selection process

(Figure 1).
Provider
Sign Sign

‘Policy 1‘ ‘Poﬁc’y 2‘ ‘Policy 3‘

Y
Valid agreement

Figure 1: Policy Selection

In social and pervasive environments number of service
advertisements and interactions may increase significantly.
In such cases the SLA should be negotiated in a semi-
automatic manner, bothering the user as little as possible and
making some decisions automatically. The ability to
automate policy negotiation depends on machine readability
of the policy, while the security and trust aspects of policy
negotiation described here are applicable for both semi-
automatic and manual negotiations.

I1l.  SECURITY PROPERTIES OF POLICY NEGOTIATION AND
POLICY AGREEMENT

In order for the policy negotiation and its resulting
agreement to be secure and to consequently enable trust
between parties involved in service sharing or group
collaboration the following security properties need to be
provided:

e Authentic evidence of non-repudiation of
involvement in the negotiation process: both
parties involved in the negotiation process (the
requester and provider) should not be able to deny
that they were involved in the process of
negotiation.

e Confidentiality of negotiation process: only
parties involved in negotiation should be able to
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read and process messages passed in each step of
negotiation.

e Integrity of resulting policy or SLA agreement:
at the end of the negotiation process both parties
should have identical documents that represent the
agreement they have achieved with negotiation.

After the agreement is reached it will reside at each party’s
device for some time — at least until it is sent to the
company’s back end system to be archived. This may not
happen instantly since mobile devices with limited
connectivity or bandwidth are used in negotiation process.
During this post-negotiation time an additional security
property is therefore required:
e The integrity of agreement storage: the
agreement document should not be modified before
it is archived in company’s back-end systems.

IV. SECURING NEGOTIATION

In this section, we describe how the required security
properties of negotiation described in former section were
satisfied. Security measures and technologies for satisfying
the requirement of maintaining integrity of agreement
storage are described in Section V. For each step of the
negotiation process we describe the security measures,
technologies, standards and implementations used to realize
the required security properties. The steps or aspects of
negotiation are the following:

e Provider’s initial offering

e Negotiation phase

e  Communication channel

A.  Provider’s Initial Offer

Regardless of the policy negotiation type, the requester
has to be given some assurance that the provider’s offer is
real and the provider will not just collect the requests,
possibly associate them with requester’s data (e.g., his
identity) and then not even provide the advertised service or
advertised community membership.

The requester can put more trust into provider’s offer if it
is digitally signed by the provider using a verifiable
certificate, especially if the provider is a known entity whose
reputation can be affected by the requester. The trust in
certificate authorities is important, but out of scope of this
paper. X.509 [5] certificates are used in the described
prototype.

Policy options can be prepared in advance, or generated
on request. The latter alternative might not make sense
because the requester does not provide any private data at the
first step and the provider can tailor the policy only by vague
data that can sometimes be gathered from the remote
connection such as requester’s IP address.

Technically, the policy options are encoded in an XML
resource. The XML is in canonical form [7] and digitally
signed with the provider’s digital identity using XML-DSig
[6]. Figure 7 shows the structure of the initial offer by
example.
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B. Negotiation phase

The whole process of policy negotiation is shown in
Figure 3. At every step the parties verify the policy content
has not changed from the previous step. This assures
consistency of the policy during the whole negotiation
process and prevents policy modifications by the other party.

At any time both parties can verify that the author of
received message at each step of negotiation is the same as
before. The author’s identity can also be checked. A
prerequisite is digital signing of policy by both parties at any
step of negotiation and the usage of digital certificates.

If at any step a fraud is suspected by either party, it can
safely terminate the process of negotiation. For example, if
the other party (or somebody else in case of a man-in-the-
middle attack) changes the terms during negotiation, or if
signature verification fails, or if identity of the other party is
not verifiable, then the negotiation is terminated.

The number of steps is minimized and shown in Figure 3.
Figure 7 shows the initial policy options in collapsed view
and the provider’s signature. After getting the initial policy
options, the requester locally (without interactions with
provider) performs verifications (digital identity check and
cryptographic signature validity check), chooses a suitable
policy and signs it. The requester’s signature is highlighted
in Figure 8. Verification of provider identity can be skipped
if Transport Layer Security (TLS) or similar protocol is used
to verify it. Requester then sends the provider his choice and
signature. XML-DSig [6] provides a convenient way to add
requester’s signature into XML-based policy. The provider
locally verifies policy consistency and requester’s signature.
Before final policy is sent back to the requester, the provider
appends another signature to the XML document. This time,
the signed reference is not the policy, but the requester’s
signature of the policy. These two signatures are shown in
Figure 9. The last signature is a confirmation and proof from
the provider’s side that not only the requester has agreed to
the policy but also that the policy and requester’s acceptance
of the policy were successfully received by the provider.
When the requester receives this final policy with provider’s
second signature, the requester archives this proof. At this
point, the provider can not dispute the policy validity on
grounds that the requester did not sign it or did not send it
back.

Requester Provider

‘ Policy negotiator ‘E ‘ Policy negotiator ‘

‘ Signature and verification ‘ ‘ Signature and verification ‘

‘ X509 storage (certificates) ‘ ‘ X509 storage (certificates) ‘

‘Android credentials storage ‘

Figure 2: Requester and provider schematics

The prototype implementation is based on schematics in
Figure 2. High-level negotiator components control the
process and communicate between each other, while low-
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level components are used for signature management and
storage of sensitive data.

Requester Provider

Get policy options

Digitally sign offer

XML document with all options

Verify signature and identity
Choose policy option
Digitally sign selection

Accept chosen policy

Verify policy integrity

Verify signature and identity
Digitally sign policy and
requester's signature

Policy and all signatures

Verify signature and identity
Securely store the agreement

Figure 3: Simplified sequence diagram

C. Communication channel

Typically, TCP/IP protocols are used and communication
is secured using Transport Layer Security (TLS). Only server
(in this case the provider) authentication is to be used
because the identity of the requester can be revealed only if
necessary at a later stage of the communication as opposite
from the start of the communication mandatory by design of
the TLS protocol. Technically, the client will reveal its
digital identity only if and when it chooses to accept the
policy.

Alternatively, instead of using wireless network, the
whole negotiation could be done through Near Field
Communication (NFC). Dodson and Lam [8] and Dodson et
al. [9] describe the concept of micro-interactions through
NFC which is applicable to policy negotiation as well.
Although the close proximity required by NFC may increase
requester’s trust in the provider identity, the connection itself
is insecure. To amend for this and encrypt the connection, a
common encryption protocol like Transport Layer Security
(TLS) can be used over NFC.

V. STORING THE FINAL AGREEMENT

The Android operating system facilitates the concept of
Secure Credentials Storage which is used by system services
to manage sensitive information such as passwords and keys.
This sensitive information is stored in system protected files
encrypted with a "Credential Storage Password" (Figure 4).
The password is entered by the user during the first use of
the negotiation and is not required for subsequent accesses to
the protected data by same process. The data is still not
decrypted and made available for other services in the
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system. Our prototype uses this system to store Policy
Agreements in the phone before they are sent to company
back-end storage systems.

Enter password

Enter the credential storage
password.

‘ Cancel

Figure 4: Android Secure Storage. The first time credential storage is used
user has to provide the password to unlock the storage. The window does
not reappear for further requests.

Although our prototype can access the agreement at any
time, it is problematic to export the agreement to the phone’s
memory card, which is the only area directly and easily
accessible by the user, e.g., when the phone is connected to a
computer. Any installed app with permission to read from
external storage can access any file on the memory card. If
future improvements of our prototype implement such export
of the agreements, they should appropriately protect the
exported data by encrypting and signing the data. Therefore,
it may be more convenient to send the agreement using TLS
protocol where the data is transparently decrypted at the
recipient side.

VI. INSTALLATION OF CERTIFICATES

Android Secure Storage is not designed for third party
applications. However, since Android is free open source
project, it is possible to use the Secure Storage for a custom
purpose. A special application was developed to install
certificates and private keys into Android’s secure storage
(Figure 5). Each certificate has to be unlocked by the user
before it is put into Android Secure Storage in decrypted
form (Figure 6). After the initial installation, certificates are
conveniently — without entering password other than that for
Android Secure Storage — picked by the user when he
chooses the identity to present himself with during policy
negotiation.

& ol @ 2:30

Please select a file
jn.pfx

mr.pfx

Figure 5: Installation of certificates
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0K Cancel

Figure 6: Unlocking a certificate

CONCLUSION AND FUTURE WORK

A secure and trustworthy policy negotiation was
presented. The negotiation itself is simplified and policy is
actually selected in a single step and not seriously negotiated.
Although limited in negotiation possibilities, this fast and
efficient approach still addresses the needs of most providers
in the real world and offers great amount of security for both
requester and provider sides by means of digital certificates.
Digital signatures associated with those certificates and
policy integrity shall be verified in each step of negotiation,
regardless of any secure network connection. The final result
is an XML-based document that contains the policy, digital
identities of the signing parties, evidence of the negotiation
process and provides non-repudiation of the negotiation
process. A working Android prototype was described as an
example of secure policy negotiation in mobile pervasive
environment.

In future, the prototype is planned to support also semi-
automatic policy selection based on multiple policies or
micro-agreements that are in place at the time of negotiation.
With this upgrade the prototype is planned to be integrated
into a service platform.
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Figure 7: Signature (highlighted) of the initial policy offer. XML nodes for policy options are collapsed.
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Figure 8: Policy during negotiation after the requester has chosen option “SOP-2" and signed it
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Figure 9: Final policy with all three signatures. The first signature is made by provider and is shown collapsed. The second signature is made by the
requester. They both reference the policy. The last signature is the provider's one and references the requester’s signature.
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