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Abstract: Business professionals and researchers have
made considerable efforts and significant technical
breakthroughsin information security in thelast decades.
Nevertheless, companies and organizations continue to
incur losses associated with security issues. In order to
remedy to this situation, we propose a new approach to
information security engineering for companies and
organizations. First, this approach is based on the
standards and good practices of security, second, is
inspired from the best practices and feedback of advances
in the engineering of enterprise information systems
security, and third, its design takes advantage of more
than twelve years of experience in system architecture
and information security for reknown banks and
financial institutions.

Our approach to engineering of information systems
security aimsat:

- reducing losses relating to security issues in companies
and organizations, operating on an enhanced and
sustained information security;

- improving the reliability of processes in companies and
organizations, and assisting companies in legal and
regulatory compliance efforts, operating on security
indicators and checkpoints at various levels of
management;

- helping companies gain competitive advantages through
their security management solutions, operating on a
global security monitoring system with feedback.
Asfurther development of the basic principle of Security
know-how Encapsulation into UML profiles[14], we have
introduced the mapping global picture of the Process of
Security engineering into the formalism of Business
Processes. The purpose of this paper isto provide a clear
methodology based on the elaboration of the key Security
Acts of the process of information systems security
engineering. The paper consists of threemajor parts:

- Part One recalls the reasons why BPM has been chosen
for our process of system information security.

- Part Two developsthe key security acts of the process of
information systems security engineering.

- Part Three shows some security metricsto illustrate the
aims of our works.

Keywords: security acts, security engineering; BPM;
enterpriseinformation system security.
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|. INTRODUCTION

Business professionals and researchers have made
considerable efforts and significant technical
breakthroughs in information security [1] - [7].
Nevertheless, companies and organizations contmue
incur losses due to security issues [8] — [11]. gk
this unsatisfying situation into account, we have
developed a new approach to information security
engineering for companies and organizations. Our
works aim at bringing a methodological and
organizational approach to bond all the stakeheldér
a company around the security issue. We use a
federator approach based on Business Process
Management and provide a real bridge between the
enterprise top management level and the daily teahn
operations level.

Nowadays, business is incorporated in technology.
Business security depends on technology security on
the one hand side and, on the other hand side,
technology security improves business. To achieve a
efficient enterprise security, we propose a joitdkyv
of the different teams of a company: the management
business, functional and technical teams [12]. Our
approach is reinforced by the McKinsey strategy]:[13
“When business and IT executives jointly take agien
to-end look at business processes, the resulting
investments can have up to ten times the impath¢to
business) of traditional IT cost reduction efforts”

In our recent articles, we showed the encapsulation
of Security know-how into UML profiles [14] and
introduced the global view on mapping the Procdss o
security engineering into the formalism of Business
Processes [15]. The purpose of this paper is te giv
detailed information on the key security acts o th
process of information systems security engineering

Il. BPM NOTIONS AND SECURITY CONCEPTS

Business Process Management is activity undertaken
by businesses to identify, evaluate, and improve
business processes. A business process is a set of
activities organized in a network and performed
sequentially or in parallel that combine and impbetn
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multiple resources, capabilities and skills to proala
valuable result or output.

The business process is the most irant asset of
a company [16]lt is the first step of an enterpri
strategy, coming before the other businfunctions
like the functional, the applicativaenc the technical or
technological views [17]. K enterprise architectul
methoddogies deal with this paradigm: the Praxe
approach [18]relates to the pragmatic and sema
aspects, the Togaf approacfl9] to business
architecture (Architectur®evelopment MethodoloJ)
and business scenario; the USI appro([20] and
[21]) relatesto the business view and the Zachr
approach ([22], [23] and [24])elates to the cells
Function/Scope and « Function/Enterprise Model
All the other points of view (levels, layers, assg¢of
the information system will gradually be develoj
from the process point of viewW25], [26], [18] and
[27]) regardless tdhe methodology adopted by t
company (TopPown approach) in order to me down
to aconcrete implementation of the security meas.

Our approach to securitgngineeringcovers the
security ofinformation systems eeach level of their
life cycle, by working on four security concepts
simultaneously in an attempt of anon-going
enhancement. These are #ssets and related ric and
the security solutions and monitoring indicat:

The security concept of assedescribes the main
company assets to protect and their value in tevh
security. A companyr organizatio asset would then
be described as the set of allpt®pertie: having value
which are necessary to reachbhtssinessobjectives. It
could be information, services provided to clients
partners, transformation processes, k-how and
skills inherent to th activity of the company ar
having value with respect the stakes of the compar
An IS asset is an IS component which supports o1
many company assets; therefore the company ¢
security requires thesecurity of the IS asse
supporting them.

The security concept of riskis linked to the
security needs of theompany assets. Security ne:
are expressed through three c criteria:
confidentiality, integrity and availability. Sectyirisk
depends on the exposure afmpany assets to risl
the probability of occurrence od security-relevant
event and the actual resultidgmageto the assets. The
different components of security risk are: the itsklf,
the risk factorthe risk impact, threat and vulnerabil

The security solution defindbe measures taken
protect company assets against 1, to which they are
exposed. When elaborating a security solution,
decision abouthow an identified risk must be
processed, would be to avoid, reduce, transfeetain
that risk.
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A solution in itself is dunction ofthe factors listed
hereafter the security policy inforce, the asset
guotation, theresults of theanalysis of the identified
risk, the nature of the solution and how the latte
designed, implemented, run amanaged.

The security concept of monitoring indicatcis
defined through securityjuality, in order to reach
harmonized monitoring ofecurity efficienc. Quality
is evaluated on the basis alf the functional and non-
functional requirements &. It is an abstract concept
whose meaning would be differenfrom one
stakeholder to the othde.g. clients, partners, users,
managers, designers, developers and oper. It
refers to different concepidepending on the qualified
object. To define thesecurity qualit requirements
concretely, we dividedhe main concept into some
kinds of conceptual quality model [1

Ill. SECURITY ACTS OFINFORMATION SYSTEMS

Information systemsesurity engineering is defined
as a process that aims @bviding global security to
enterpriseinformation systems in their e-system, in
order to meet the compgrstake. We present below
the new design of thglobal picture of the information
security engineeringroces.

ENGINEERING PROCESS OF IS SECURITY

(e) DEFINE THE

| @ DENTIFY NO- |
| [ THE ASSETS, " 1| REQUIREMENTS,
| (b) DEFINE TH

{| SECURUTY INDICATORS "
i | OBJECTIVES -~ .~ i| AND CHECK POINTS

Information | - + ; ¥

System : :

existing in i m
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| (f) IMPLEMENT THE

{| SOLUTIONS AND
|| coNTROLS

¥ e ‘ l
‘ VERIFY (MATCH UP) |
T

Identify and assess assets. Identify, analyze and respond effectively to the risks
(threats and vulnerabilities). Define the requirements and paints of control
according to a security policy. Design, implement and operate security solutions.
Harmoniously, manage security with stakes of company.

Figure 1. Process of ES- the security acts

The security acts of ousecurity engineering process

are:

* (a)ldentify the company ass.

» (b) Define the security objectives to be .

* (c) Analyzethe security risk.

» (d) Decide strategy asecurity risk.

» (e) Define thesecurity requirements to cover 1
risks.
(f) Select, implemensecurity solutionand verify
control tools.
(g) Manage security and
companies’ objectives.

itsalignment to

Secured
Informatic
System to
meet
business
challenges
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After the security solutions hawee! defined, new
security risks may occur. Ehlatte might render some
security solutions obsolete aright be ignored by the
security solutions alreadynplemente. The process of
information systems securitgngineering must be
iterative and cyclic to achiewvw an on-going
enhancement. Thiguarantees the efficient fulfillme
of the primary goalof companies’ securityat any
time. For this purpose, we addadransversesecurity
act to insure the autadaptation of the process; this
called “Matching”. This securitact does not exist on
its own; it goes together with the secL act
“Management of security and its alignmewith the
company objectives” (g).

We split up each security actto a set of security
activities and present it according to the busirss-
processes formalism.

A. ldentify the company assets

"Identify assets of companies" is onethe seven
security acts of ouprocess of information syster
security engineering. Irhis security act, we include tl
following security activities:

e List the major assets (such as hardw
software, human, documentary, phys and
intangible).

 Specify the use case contexts and
corresponding responsible per (the person
who has deefxnowledge o its use, its value,
and the consequences of compromise) for
asset.

» Define the values held by those assets and
sensitivity to business enterprise, regulation
legislation
Classify assets and define ir quotation, in
relation with giversecurity criterie

We llustrate below the security act “Identify t
assets of company”, as a spitocess

IDENTIFY THE ASSETS OF COMPANIES

(a-1) List the major assets

{a-2-1) Specify the context of use on assets s

{a-2-2) Specify the person n charge of each asset

(a-3-1) Define the value held by each asse>

(a-3-2) Define the sensitivity of eachasset >

{a-4-1) Define the quotation of each asset

{a-4-2) Classify assets

Figure 2. Process of ESIShke security activities as s-processes

We recall the characteristics of information sys
security definedby the three invariant criteria belc
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¢ Confidentiality: Information should not b
madeaccessible, or disclosed to a user, tc
entity or to a system process that is not allo

e Integrity: Information should not be amend
altered or destroyed in an unauthorized ma

e Availability: Access, by an authorized enti
authorized user or authorized process,
services provided by the system, must
always possible. Operationghat occupy
processing time illegal or that attempt to
reach such goal must be detected a
eliminated in time.

Other properties of the information security, sas
Proof, Traceability and Authenticity are derivedrr
these three invariants crite

The security criteria characterize the constraints
the properties of business assets, describing
security needs. The stakes of companies may ber
financial, branding, regulatoior legal.

We illustrate below the process of quotatthose
results in secure asselassificatior

DEFINE THE QUOTATION ON EACH ASSET OF COMPANIES

A A
Confidentiality
information in the protected system must
not be made accessible or disclosed to a |:>
non-authorized entity, either a user or a
process.

A
Integrity

information in the protected system must 4
not be modified, corrupted or destroyed in

a non-authorized way
A—
Availability

Stakes
A

|:> Rating

3- Top Sensitive
2- Sensitive

1- Low Sensitive
0- Not Sensitive

Human

Financial

Brand image
access to the services offered by the |:> e
protected system must always be possible

to an authorized entity (user or process). Legal

AR—
Derived criteria |::>
Figure 3. Process of ESIShe quotation of asst

B. Classify the company ass

It's not possible tesecure every as: of a company
against every imaginable risThus, we must classify
assets on which we operate, in order to efficie
protect the intellectual property, protect confitiar
information from unauthorized usor disclosure and
facilitate SLA (Service Level Agreements) and busin
continuity management. 8arity classification of assets
becomesnecessary to provide and improve busir
activities.

Security classification of assets meets both bss
and operational needs.i#t based orthe real value of
the assets for companies in terms of business, |
image, human resourcesnd financial, legal and
regular aspectsActually, we dissociate¢he security
classification of assetfom the activities related to
threat and risk analysis. In oprocess of information
system security engineerit, the security activity
“security classification of assets” is an elemeff
security act “Identify assets”. The results of these
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security acts “Identify assets” “Define the objees of
security” and “Analyze the risks” are used in
security act Decide strategy on risks

We illustrate below the main steps the security
activity “Secure classification of assets”, as -
process.

SUB-PROCESS « CLASSIFY ASSETS »

|
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|

" endno
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Figure 4. Process of ESIS the sul-processes of
classification of assets

The security classification of ass

 Operates on three main security critt
(Confidentiality, Integrity, Availability) anc
derived criteria;

 Takes into account compar stakes (from

strategic management);

* Provides four sensitivitglasses(non sensitive,

low sensitive, sensitive and top sensiti

We descript the suprocess “classify isets of
company” in seven steps, and we elaborate the
and output of each step.

Stepd: Identify asset in the Information System
company. For each ass#fined in asset list (busine
asset or essential asset to support the busines:
identify the related IS assets, according to conee
model of company assets [18jnd we specify (verify
the owner of each asset.

Step2: Define provisional leve about need of
security criteria Define security needs for thetedl IS
asset, in terms of confidentiality (a), integrity) @nd
availability (c) according to the real (intriic) value of
each asset.

3

A.lzur.mas

S'.\SSSE 404} s8ssE|D

e

security
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Step3: Verify the impact levels for stakes
company. Verify the impact levels for stakes
company, in terms of human, financial, brand imi
business and legal, according the organization,
environment and missiasf a company

Step4: Review provisional level, about need
security criteria. Reew the apropriateness of the
provisional need of security criteria (confideritigl
integrity and availability) according the level of
impacts assessment stakes of compar

Step5: Adjust/Finalize level, about need
security criteria. Adjust/Findize need of security
criteria (confidentiality, integrity and availatil) to
each asset in |Saccordingto security strategy of the
company, the real environmental context of
company, and the security policy in force in
company.

Step-6: Assigrsecurity class to assets ir. Assign
the resulting securitglasses to main assets ir, and
determine the classification

Step7: Assign security class to each business.
Assign the resulting security class to main busi
assets according tlotassification determined in si-6,
and documentthe classification in a langua
understandable by the busin.

We recall that security engineering is assul
through ongoing process, like Deming wheel [14].
it is necessary to maintain classificas and conduct
continuous review.

We synthesize the provided four classes

sensitivity, in the table belo

TABLE 1. SECURITY CLASSIFICATION OF ASSET:

Security | Description Examples of

classes assetg*)

Class-0: | Assets that enter intl | Provided

Not normal course ¢ courses,

sensitive | business or support planning of
business, and that do | courses, dates
present any stake for | of exams,
company in case of lo: | professional
of confidentiality, information on
integrity, availability, or| organizers.
derived criteria.
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Security | Description Examples of
classes assetg*)
Class-1: | Assets that enter in the| Professional
Low normal course of information on
sensitive | business or support of | students,
business, and that detailed course
present low stake (low | material,
levels of financial loss) | earnings per
for a company in case | course.
of loss of
confidentiality,
integrity, availability, or
derived criteria.
Class-2: | Assets that enter in the| User access of
Sensitive| normal course of students,
business or support of | examination
business, and that subjects,
present serious stake | enlistment
(important level of strategy of
financial loss, loss of | students.
competitive advantage,
loss of confidence in
business strategy,
damage to partnerships,
relationships and
reputation) for a
company in case of loss
of confidentiality,
integrity, availability, or
derived criteria.
Class-3: | Assets that enter in the| User access of
Top normal course of organizers,
sensitive | business or support of | personal
business, and that medical record
present vital stake of students,
(extreme damage to the online exam
integrity, effective service.
service delivery, loss of
life, substantial
financial loss, major
economic impact) for a
company in case of loss
of confidentiality,
integrity, availability, or
derived criteria.

(*) — In order to comply with the confidentialitjacise

used a fictive e-Learning company as basis to baillld

the examples presented here.

according to their value and importance for thgear
companies. We assign to a handled group of asstets,

Copyright (c) IARIA, 2011.
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least the highest security class level of all a&sset
forming the (no dissociable) group. In the casearhe
combination of assets, the real security classhef t
resulting combination must be determined. The sgcur
classification of an asset is adjustable dependmgs
life cycle and on its participation in the businegsles
in a company.

For each security class we develop a set of
procedures for storage, copying, access, trangmissi

communication,

disclosure, destruction and

accountability.

C.

Define the security objectives to be met

In defining the security objectives, we must,

Express the security needs on the assets, for the
first time.

Establish the specifications appropriate to the
triptych: “identified security needs”, “analyzed
security risks” and “security policy of the

company”.

D. Analyze the security risks

In this security act, we mention the following
activities:

Identify the inherent vulnerabilities of each
asset that expose it to potential threats

Identify threats to which each asset is exposed
Estimate the probability of occurrence of each
threat (ignoring the context and the
environment).

Analyze the impact of the occurrence of each
threat.

Estimate the likelihood of occurrence of each
threat (taking into account the facts, the
existing measures, and environment).

Define the probability of occurrence, depending
on the context.

Assess the overall level to which each asset is
exposed, taking into account all evidence
obtained above.

There are different methods of risk analysis. We
have developed the key security activities thairarese
in the industries.

E. Decide strategy on security risks

In order to make a decision about the treatment of
security risks, we must, for the first time, decigleich
type of treatment to apply for each identified riske
decision of treatment belongs to one of these ties:

; i acceptance, avoidance, reduction, transfer.
of our business agreements with customers, we have afier a strategy has been adopted, we deduce the
residual risks.

If the inferred residual risks @amot acceptable, we
make another decision about the tygfeisk treatment.
We elaborate the security classification of assets|n the general case, the act of deciding whichtineat
of risk to adopt leads to the reasonable decisibn o
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reducingthe risk. This results in the definition of t
security requirements, to mitigate each

F. Define the security requirements to cover the r

The security requirements letaldefire the type of
controls: Correction, DetectiorDeterrenc and / or
Prevention. We insist on theonsistenc of security
requirements with the securigbjectivesand with the
treatment strategy.We recall that the securi
objectives are themselves sistent witt the risks,
needs and security policy.

The security requireents cover all securit
objectives and define two types of requireme
functional requirements (security features to provi
and the associateddurance requirements (evidence
the quality of features).

G. Select, implement and verify control to

In this security act, we firsthoose the securit
measures to meet the security requiremeOn the
next step, those measuraese implemented, teste
integrated deployed.

Security measures can be physical, organizat
and / or software. They are kinof products fron
suppliers or specific developmen

In all cases, this security aigt the sound basis ¢
which the IS security standdMost approaches -
security and security research are limited to
security act.

H. Manage of security and its aliment to company
objectives

In this security actwe mention the followin

activities:

» Develop a document of the security policy
accordance with theorporate objectives, in i
ecosystem competitive, regulatory and le

 Decline of the security poly features in
security and safety indicators quali
quantifiable and verifiable.

* Review regularly (at intervals of time define
the security policy and occasionally (r
compulsory and optional) in case of signific
events.

 Ensure the harmony betweethe different
activities of security (from “a” to “g”) an
make them comply with the security poli

IV.ILLUSTRATION - SECURITY METRICS

In a Top-Down approach (from strategic
management level to technical daily operationsl),
applying the methodogy in place in the company
the process of nformation System Security
Engineeringwill lead to the concrete implemtation
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of security solutions. We suggest below ¢

architectural diagram which illustrs the concrete
implementation of saurity solutions and the control
pointsproviding security metric

TECHNICAL ARCHITECTURE VIEWPQINT - CHECKPOINTS FOR SECURITY METRICS
M B =@
— -
Ay
(o]
-

o | ]
g
//

Internet / DMZ Servers
Other users

Frontal Router I

|

i v s
WLAN Re(iter /

/
m = I O

Nomad/private users
Figure 5. Process of ESIS — tieehnical implementation diagre

Security metrics are necessarymanage strategic

alignment. Theéop managemelis interested in:

1. Corporate Reports asamey, ratios, index

2. Measures of broad matters quality compare to
that of competitors; time required launch new
products

3. Measures that help to estab departmental

quality goals and to evalui departmental
performance againgbals
4. Technological units of measure individual

elements of product, proce service

The main objective is Moving up the stack
without losing clarity”. Our approach of Engineerir
of Information Security applied with Enterpri
Architecture framework in place provis the real
solution.

V. CONCLUSION

To stay under the admissible < of this article, we
will develop theother security activities related t
seven security acts (from “a” to “gin future works,.

In this paper we havepresented the security
activities related to assetkassificatiot in more details.
The preference of security activity “Classify as8es
motivated by the nowadays period to which compa
are facing.

After the era of the extended enterprise where
information system was opened to customers
partners, we are witnessing two phenom
simultaneously: the consumerism of comput” and
“the cloud computing”.With "the consumerism of
computing" eraye observethe import innovative uses
from home to work, thelurring the boundary betwet
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home and work, the mutual influence between [12]
technology and uses. With “the Cloud Computing”,
PAAS, IAAS, SAAS, and others, the IS assets of
enterprise are no more storage in well known

geographic place. In these contexts the perimetsed  [13]
security is obsolete. The challenge is in assisfire [14]
CSO has to get closer to the core business of a

company. While having an adaptive communication to
the management and to all levels of the company, he
also has to understand the strategy, and the tdhni
applications. [15]

The CSO classifies the information of the
companies and their assets. So in this contex¢sado
information assets is defined according to:

*  Who is the person.

¢ The trust level of the terminal.

¢ Where is the terminal located.

The access level to asset depends on the
classification of asset and the trust level of ¢hésee
parameters.

[16]
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