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Abstract—Due to the widespread deployment of digital
systems, and the increasing complexity of cyber threats, it has
become crucial to us to secure our resources in computer
connected systems. Access Control Lists (ACLs) are
fundamental frameworks that govern the authorization and
authentication processes that occur in our network.
Essentially, ACLs are a set of rules that define users who have
permissions to access particular resources. Furthermore, ACLs
indicate whether a user's access will be permitted and what
specific actions they will be able to perform. Access control
lists play a vital role in the security and confidentiality of
sensitive information and resources. However, the emergence
of artificial intelligence has the ability to transform the process
of access control lists which may result in securing our
network. When the system manages the network traffic with
the generated ACL, it will enable the network analysts to track
certain threats first without having to monitor all network
traffic. This method will allow for more efficient threat
detection and analysis ending up with saving time and
resources. In this paper, we will discuss the usefulness of
artificial intelligence and its role in generating access control
lists and the consequences of using such technology in securing
our network.

Keywords-Access Control List; Cyber Security; Network;
Intrusion Detection; Artificial Intelligence.

1. INTRODUCTION

This work is a follow-up to our prior work "Al-based
Approach for Access Control List Management", published
in the proceedings of SECURWARE2023 [1]. Access
control models are crucial components in the field of
information security, ensuring that only authorized
individuals or entities can gain entry to protected resources
[2]. Over the years, advancements have been shifted towards
access control systems. One such transformation is the
integration of Al and access control models. Al, with its
ability to mimic human intelligence and to make informed
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decisions based on a massive amount of data, can transform
the way access control is managed, which will lead to
securing our networks in return. When implemented, Al-
powered access control lists can provide numerous benefits
over the traditional current systems, which include dynamic
access management, behavioral analysis, and adaptive
learning. These models can have the ability to strengthen
machine learning algorithms [8] to analyze and understand
network traffic patterns, behaviors and contextual
information to make real-time based access decisions. The
move from manual ACLs rules to dynamic ones can lead to
more accurate and adaptive access control managements. For
instance, manual ACLs require human assistance in terms of
rules, which are vulnerable to errors and mistakes.

On the other hand, shifting to Al techniques will help in
strengthening the security measures and reducing the risks of
potential unauthorized access. By learning from historical
data, Als can detect irregular patterns that identify unusual
behavior that network analyst would miss. By analyzing
historical data and learning from previous patterns, Al
models can establish a baseline of normal behavior for users
and systems [8]. Any change in the deviation from this
baseline can trigger alerts and generate preventive needed
actions, helping in mitigating risks and preventing security
breaches; ensuring our systems to be safe by minimizing the
potential risks of network attacks. This defensive approach to
access control is very crucial in today's ever-evolving threat
landscape, where traditional manual rule-based systems often
fail in detecting sophisticated attacks; ensuring that future
arising threats are recognized and dealt with correctly.

Furthermore, AI can significantly improve user
experience in access control systems. The reason is with
traditional models, users often face cumbersome processes,
such as repeatedly entering passwords or providing multiple
credentials for different systems.

The purpose of our paper is to propose an architecture
that can help increase the organization’s network security by
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applying Al to generate countermeasures based on ACL
rules. To do so, we will discuss how feasible is Al in
generating ACLs when dealing with IDS alerts. We will
examine the role that IDS plays in determining potential
threats, and how Al can use those alerts provided by IDS to
make dynamic and corresponding ACL related rules. We
will provide a feasibility on how effective the concept of Al-
based ACL systems on enhancing the efficacy of network
security operations through automated, context-aware access
control mechanisms by the end of this paper.

The remaining of this paper is organized as follows:
Section II presents the background, which discusses the
current problems that this paper is aiming to solve. In
Section III, we presented the Related Works where it shows
the previous researches that were conducted on the field. we
presented our vision on solving the drawbacks that were
discussed in the background Section through an overflow
figure in Section IV. The integration and merging of Al with
Anomaly detection and ACL will be presented in Section V
followed by our architecture proposal in Section VI along
with a detailed description of its components. The feasibility
of Al in managing ACLs will be shown in Section VIL.
Section VIII will discuss the assumptions, whereas the
challenges and considerations are explained in Section IX. In
Section X discusses the importance of Al in generating
ACLs. The discussion part in Section XI describes how
effective our proposed system can be if it is applied when
detecting anomalies and generating ACLs. We end our paper
with a conclusion and future work in Section XII.

II. BACKGROUND

By controlling user access and privileges, access control
models can have a significant part in guaranteeing the
security and integrity of digital systems. There is
considerable interest in examining the potential
enhancement of access control systems in light of the
significant advancements in Al. This background section
seeks to give an overview of Al's use in the access control
paradigm, as well as its advantages, challenges, and
potential future applications. The goal is to obtain
understanding of the evolving status of Al-powered
technology and its influence on cybersecurity by studying
existing literature and industry practices [9].

The existing ACL mechanism has a number of
disadvantages that are frequently encountered [14]. For
instance, managing an ACL system can be very challenging.
The more users, resources, and permissions there are, the
harder it is to accurately manage and update ACLs. When
the number of users and available resources considerably
rises, ACL systems can experience scalability problems.
The network administrator in this case will need to maintain
a high number of access control entries, which could affect
the performance of the network [14]. ACL maintenance
calls for constant work and modification. The ACL needs to
be manually updated if the environment changes, such as
when a new user joins a workplace or when resources are
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added or deleted. This maintenance work can get tedious,
especially in complex systems.

In traditional ACL-based systems, ACLs are inefficient
because they only support explicitly declared access
controls. For example, if a user has access or permissions
that are unique because they belong to both the IT
department and the management department, that level of
access should be explicitly stated rather than inferred on
belonging to both. The requirement to explicitly declare
these access controls also has an impact on scalability. As
the number of users, groups, and resources increases, so
does the length of the ACL and the time it takes to
determine how much access is granted to a particular user.
Also, ACLs lack visibility because user permissions and
access levels can be scattered across many independent lists.
Auditing, modifying, or revoking access require testing
every ACL in the organization's environment to apply the
new permissions [15]. Therefore, we need a system that can
deal with the previously mentioned current problems as the
cyber-attacks are on the rise of being more sophisticated.
The promising machine learning algorithms that are used by
Al-based ACL can create wise access control decisions. It
can help in dynamically determining access privileges,
which involves examining a number of variables such as
users’ behaviors, and previous historical data [16]. This
strategy can improve security by spotting and identifying
anomalies.

Reducing the number of generated alerts, improving the
capability to handle complex IDS alerts, and reducing the
time to respond are still challenging issues for a network
analyst working on an Intrusion Detection System (IDS).
The reason is most modern IDS systems can generate a
large number of alerts, especially in large and complex
networks. The volume of these alerts can quickly
overwhelm analysts, making it difficult to prioritize genuine
threats that require immediate response. Our proposed
system will be focusing on managing ACLs for analyzing
suspicious  traffic and for generating relevant
countermeasures. This strategy can improve security by
spotting anomalies and abnormal behaviors. Managing
ACLs plays a crucial role in doing such tasks. By
configuring ACLs properly, suspicious traffic can be filtered
out, preventing potentially malicious packets from reaching
critical network resources. Therefore, ACLs can help in
identifying common attacks that have the ability to
compromise the network. By analyzing ACLs on a regular
basis in order to mitigate suspicious traffic, the
organization’s network security posture can continue to
improve. ACL management is an integral part of network
security because it provides the best way to prevent
suspicious traffic from breaching the system. Analyzing
ACLs improves the network security posture by allowing
network analysts to readjust access control rules, ultimately
making the network infrastructure stronger and more
resistant to intruders.
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Our proposed system will be relying on machine
learning algorithms [7] to assist our Al-based ACL to create
wise access control decisions. This strategy can improve
security by spotting anomalies. Al-based ACLs will be
capable of using related data to determine access decisions
and generate countermeasures based on the activities of the
users and possible risks that may occur when an incident
may happen. By considering these  generated
countermeasures, the proposed system can have the ability
to accurately determine the risk involved with each access
request and modify access rights as necessary. The reason
behind this accuracy is due to the fact that Al-based ACLs
can continuously learn from access patterns and modify
their decision-making models as necessary.

III. RELATED WORK

As the explosion of the digital network space has
simultaneously created new forms and types of
cybersecurity threats, developing sophisticated IDS systems
is considered a good idea: a system that can identify attacks
in real time and counteract them accordingly. Current IDS
approaches rely on signature based-detection that are good
at identifying known attackers but don’t scale to new attack
patterns. This is why machine learning and artificial
intelligence have been drawn into recent studies because
they are able to identify anomalous behavior and enhance
IDS’s responsiveness in open networks. Among the most
prominent new advances in improving the IDS performance
is deep learning techniques. Thus, the deep neural network-
based IDS model from Zhang et al. (2019) [22] proposes
several deep learning-based IDS schemes and evaluate them
accordingly. These schemes include: Auto-encoder based
schemes, Restricted Boltzmann machine-based schemes,
Deep belief network-based schemes, Recurrent Neural
network-based schemes, Deep Neural Network-based
Schemes and Hybrid IDS schemes. examines several
parameters and applied them into auto-encoder based IDS
schemes. Their approach was relying on classifying the deep
IDS Schemes based on deep learning approach associated
within each. They then reviewed how each scheme will
apply deep learning methods for the purpose of recognizing
various intrusion types.

Similarly, Ali (2024) studied traditional IDS-based ML
methods by leveraging the power of Large Language
Models (LLMs) and introduces a module named
HUNTGPT. Their approach proves that LLMs have the
ability to play a role in the next-generation cyber security
application [18].

Moreover, Zhang et al. (2019) [12] presented a research
one approach called "Automated Synthesis of Access
Control". Their developed a system in this paper called
EASYACL uses natural language processing to provide
users with the ability to create ACL rules without needing to
learn complex command syntax. This represents a departure
from the existed approaches, as it has the ability to interact
with the system in a more intuitive and user-friendly. The
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extension of their work in was on conversational Al and
natural language interfaces itself lies in the use of Eliza, a
prototype of Al implemented natural language descriptions
into ACL commands. EASYACL is an ACL-specific
application and provides multi-platform outputs for devices
like Cisco and Juniper.

IV. SYSTEM OVERVIEW

We propose a dynamic Al based Access Control system
for solving the problems, which are explained in Section II.
Our system involves the integration of Al and generating
ACL for improving the network structure in dealing with
suspicious traffic analysis [6]. This can lead to generate an
efficient countermeasure against future similar attacks.
Figure 1 shows an overview of our proposed system, it
consists of five phases, which work in a sequential step-by-
step order. We will describe details of each phase below.
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Figure 1. Proposed System Overview

A. Data Collection

This is the first phase, in which the collection of several
attributes of data is required [10]. To be specific, we will be
focusing on five attributes. These attributes have an edge
over other candidates due to their particular concentration
on certain aspects of network security. Organizations can
improve their capability to identify, address, and avoid
security issues by gathering and analyzing data from these
sources.

These attributes include network traffic that contains all
network traffic data that is observed in the organization’s
network, e.g., source [P-address and destination IP-address,
protocol, source port, destination port. The second attribute
is the firewall access logs, which are obtained and stored in
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the firewall, e.g., rule numbers, protocols that have been
used and the action that is taken by the firewall. The third
attribute is the network access logs, (which includes the
permissions of allowing or denying users from accessing the
network, e.g., the user’s name, connection type and
connection duration). Then, we have the fourth attribute
which is the resource access logs (that determine which
resource are allowed or denied for specific users to access
with its timestamp, e.g., accessing a financial report by a
specific user in 3:00 PM). The final attribute is the applied
network ACL that already existed in the system, e.g., source
IP-address, destination IP-address, protocol, source port,
destination port, and the action that has been taken for that
rule. These attributes vary depending on the product and
configuration, but are basically above formats. These
attributes are all required for the next anomaly detection
phase [4].

B.  Anomaly Detection

In this phase, the collected data in phase one will be the
input to several anomaly detection methods [5]. Currently, a
lot of anomaly detection methods exist. With such existing
methods, we can detect anomaly behavior from the collected
data in phase one. As a typical example, we will consider
IDS in detecting anomaly traffic from the network traffic
data. Moreover, the applied network ACL and access logs
can be used in detecting suspicious activities that are out of
the authorized scope access of the network. We chose IDS
in our case because it can be adapted to fit the several
security configurations and the needs of organizations as
well as its effectiveness when combining it with machine
learning methods [8]. They can adjust to various network
and system designs because of their flexibility. By inputting
these data to Al it can help in deciding whether the
unauthorized activity is due to a user’s fault or if it is a
suspicious access attempt.

C. ACL Management

In the first and second phases, we used the existing
techniques. The third phase is where Al will be applied by
controlling ACL configurations to keep track of suspicious
activities. Generally, this phase is the core of our
architecture and is responsible for managing access rules
and access policies. It will also be used to examine historical
access logs and permissions data to identify patterns and
their relationships. It is important to mention that the
patterns and security criteria that are found here will
introduce optimization algorithms or reinforcement learning
approaches to enhance the ACL policy for later effective
countermeasures. This will help in adjusting the ACL rules
to make the network more efficient and secure.

D. Analysis

In this phase, the network analyst will evaluate the alert
outcomes from the detected anomalies (in the second phase)
and from the alerts that are generated from the ACL
management (the third phase) to obtain a comprehensive
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understanding of the system security posture [6]. This
posture analysis will be the input for the final
countermeasures phase.

E. Countermeasures

After the network analyst evaluation, the countermeasure
phase with the help of AI will prioritize the alerts and
examine the likelihood and potential consequences based on
the analysis result. Al will recommend the suitable
countermeasures by adjusting ACLs accordingly based on
those outcomes. This will help in providing more focus on
the targeted resources by adjusting those resources towards
the most critical security issues, instead of considering each
potential threat as equally important.

V. THE AI MERGING OF ANOMALY DETECTION AND
GENERATING ACCESS CONTROL LISTS

Al helps in access control list (ACL) merging with
anomaly identification. ACLs are used to restrict access to
resources and systems based on predefined rules, whereas
anomaly detection focuses on spotting patterns or behaviors
that dramatically depart from the norm [3]. By employing
machine learning algorithms [8] to analyze massive volumes
of data and spot strange patterns and behaviors, Al can
enhance anomaly detection [7].

Al also can play a major role in real-time monitoring IDS
alerts. When anomalies (such as unusual traffic patterns,
malware or exploited traffic caused be network attacks) are
detected, Al has the ability to analyze and examine such
patterns and creates specific Access Control Lists (ACLs) to
prevent or restrict access according to these incidents.

ACLs, on the other hand, will get evolved and updated
very conveniently by the help of Al by learning the network
behavior and historic past attack patterns. This will also help
in keeping the network security measures in sync against
zero-day attacks as well [27].

An Al model may learn what is considered typical
behavior and recognize variations that may reveal potential
security issues or anomalies by being trained on previous
data samples. Identifying unauthorized access attempts and
odd system activities will be easier for the network analyst
for examining the network’s security position. Al can assist
in automating the management and enforcement of access
restrictions in the context of access control lists. Al
algorithms are able to decide what permissions are
appropriate for certain users or groups of users by
examining user behavior and previous access patterns [6].
This will also simplify the management of ACLs [12],
particularly in complicated systems with lots of users and
resources. Access control lists and anomaly detection can be
used to offer a more complete security solution. Al system’s
detection of anomalous behavior may result in updates to
access control lists (ACLs) to restrict access or notifications
for further enquiry. By dynamically modifying permissions
based on in-the-moment abnormalities, this integration
makes it possible to take a preventative approach to

2024, © Copyright by authors, Published under agreement with IARIA - www.iaria.org

118



security, lowering the likelihood of unauthorized access and
malicious activities.

Overall, Al can enhance security posture, automate
procedures, and increase the effectiveness of permission
management in complicated systems by combining anomaly
detection and access control lists.

VI. PROPOSED ARCHITECTURE

Before presenting our proposed system in this section, it
is important to mention the idea of iteration. Our system is
based on the alerts and the generated ACL rules that will be
the fundamental concept behind our architecture to work
properly. Moreover, it will validate the accuracy and effecti-
veness when they will be examined by a network analyst.
This iterative process helps refine the architecture's
performance and will enhance the overall system’s output.
The proposal of our architecture is as follows.
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Figure 2. Proposed System

When matching the discussed overflow in Figure 1 with
the system proposed in Figure 2, we will notice that the
architecture is emphasizing on generating an Al-based ACL
rules (phase 3) depending on the alerts from the Intrusion
Detection System IDS (phase 2). The analysist (phase 4)
will be responsible for monitoring the results of the IDS
(phase 2) and regulating the countermeasures (phase 5)
when examining the system. Our architecture’s components
are presented in Figure 2.

A. Data Processing
In this step, the preparation of data will be managed to

distinguish the data to two types of alerts: old and new alerts.

The old alert refers to the alerts that are initially coming
from the IDS; while the new alert refers to the alerts that is
coming from IDS after applying Al to the managed ACL. In
other words, the system will receive concerning alerts
previously due to the fact of being IDS always analyzing the
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traffic and sending alerts accordingly. Therefore, the input
data is a combination of both types of alerts (old and new).

B.  Existing ACL

We mean by this a dataset of existing ACLs. These data
sets will contain examples of input queries and descriptions
along with their corresponding ACL rules. It is worth
mentioning that these datasets should cover a wide range of
scenarios to train the module effectively.

C. ACL Management Training

In here, the AI model will be adjusted to our processed
dataset. The adjustment involves training our module on the
ACL rules to make it more knowledgeable and better at
generating relevant ACLs. Some machine learning
approaches are needed to train the model at this stage.

D. Integration

This step is the result of the combination between the
existing ACL and the ACL management training unit. The
integration will be beneficial for well training the system to
new rules and as a result adapting to newly upcoming
permissions. This will also help in optimizing the system’s
countermeasures.

E. Network Equipment Deployer

The countermeasures (phase 5) that were generated by the
alerts of the IDS will be shared with the results of the newly
integrated AI-ACL rules. The deployment process will help
in generating flexible ACL rules that will be able to deal up
with changes that may occur to the network.

F. IDS

Intrusion Detection Systems will include analyzing
patterns and behaviors within our system to identify
abnormalities from the norm. It will generate alerts when
detecting unusual or suspicious actions. These alerts are
usually based on pattern recognition techniques but as
within our system it will be enhanced with the machine
learning approach [7]. In our system, the IDS will be
generating alerts when it finds activities that fall outside the
predefined threshold.

G. Countermeasure

This phase plays a key role in our case. They help in
dealing with alerts that the network analyst handles in order
to stop or reduce threats impact on the network. These
actions include stopping malicious IP-address, changing
firewall settings and letting network analysts know the
possible threats to deal with them effectively.

VII. FEASIBILITY OF Al IN MANAGING ACL

We implemented another system to verify the feasibility
of Al in generating effective ACLs based on processing IDS
alerts and we named it Snort IDS Alert Analyzer. The Snort
IDS alert Analyzer provided in Figure 3 demonstrates the
significance of reliability of GPT (Generative Pre-trained
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Transformer) in achieving promising results [18] when
dealing with the components of the proposed system
architecture that was discussed earlier. By ensuring that
alerts are consistently generated, perceived, processed,
analyzed and acted upon, the snort IDS alert analyzer
contributes into the operations of the proposed system
architecture in: IDS alerts handling, receiving, forwarding,
reading, processing and ACL management. The consistency
between snort IDS alert analyzer and the proposed system is
initially seen in the output visualization in Figure 4. We
used streamlit a python framework web application [17] and
combined it with one of Al models to automate and enhance
the performance of analyzing and responding to IDS alerts.
This section examines the feasibility of using Al in the
Snort’s IDS Alerts and how effective it is in analyzing and
generating ACLs. The test was conducted using GPT-2
model in its XL (Extra Large) variant, because large
language models are often ideal for natural language
processing tasks [18]. The other reason of deploying GPT-2
XL is because it has a larger model size and was proven for
effectively handling longer text generation tasks. Although
newer models have been developed with other advantages
such as vastly larger parameter sizes, our initial testing
shows that adopting GPT-2 XL is reliable and can assist in
our specific use case [21]. Additionally, our code uses, the
transformers library with the GPT-2 XL model, along with
its tokenizer and language model aiming to perform a text
generation output from snort’s IDS alert input.

IDS (Snort)

Alert (Csv.)

Alert Instructions

Python Code _

Results

Streamlit

Network Analyst

Figure 3. Snort IDS Alert Analyzer Design
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Figure 3 demonstrates an organized task management of
Snort IDS alerts. The workflow from alert reading to result
displaying is closely controlled and firmly managed
according to the modular task approach, promising a smooth
handling of the task deployment [20]. The tasks are broken
down into smaller tasks. Our approach enables the tasks to
be divided into four instruction parts and then the python
code incorporates these steps into a Streamlit app giving
network analysts the chance to see and engage with the
analysis and responses through an easy-to-use interface.
These instructions are:

e Read Alerts: Getting snort IDS alerts from csv. file.

e Analyze Alerts: Identifying the severity level (high or
low) for each alert and which ACL action rule will be
associated with that alert.

e Generate Blocking Reasons: Providing a reason for
blocking an IDS alert if GPT founded it suspicious.

e Generate Details: Displaying the alerts, the taken action
and the blocking reasons.

The snort IDS alert analyzer mechanism relies on reading
IDS alerts generated by Snort from a csv. file, and then
analyses the severity and generates an ACL action response
accordingly. If an alert that has some features such as
indications of attack is considered critical, the system
automatically blocks that IP address that is associated to the
alert. AI will then recognize and analyze how severe the
coming alert is and will generate a corresponded ACL rule.

e If the alert has a high severity with a deny ACL
rule; Al will take an automated action by blocking
the IP-address that is associated with that alert.

e If the alert has a low severity with an allow ACL
rule; Al will let that connection pass without
further action taken. The passed alerts will be
manually reviewed by human analyst later if there
is a need for further investigation.

Figure 4 shows the output when dealing with a Cross-
site Scripting (XSS) alert and how does Al react to this
alert. The reasons we believe this part of the
implementation is feasible are primarily to its modular
design and to the use of models beside streamlit [17]. GPT-
2 is used on the explanation generation module for clear and
contextually fluent reasons for the purpose of analyzing and
taking security actions. It is clear that using Al (GPT-2 in
this case) to automate the generation of ACLs from Snort
IDS alerts is very promising.
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Snort IDS Alert Analyzer

Received Snort Alert:

[#+] [1:1000052:1] Cross-Site Scripting (XSS) Attack Detected [##]
[Classification: Web Application Attack]

[Priority: 1]

©6/26-2024:10:45:15.987654 192.168.1.110:54321 —> 10.0.8.60:80

TCP TTL:128 T0S:0x0 ID:54321 Iplen:2@ DgmLen:150

xxwAP*#xFax Seq: Oxabcdefd3 Ack: Ox55555555 Win: @x4321 Tcplen: 20

Severity: High
Generated ACL Action: deny

Blocking IP address 192.168.1.110 associated with the alert:

[#+] [1:1000052:1] Cross-Site Scripting (XSS) Attack Detected [##]
[Classification: Web Application Attack]

[Priority: 1]

96/26-2024:10:45:15,987654 192.168.1.110:54321 —> 10.0.8.60:80

TCP TTL:128 TOS:0x8® ID:54321 Iplen:2@ Dgmlen:150

**kAPxkwFa* Seq: Oxabcdefd3 Ack: Dx55555555 Win: 0x4321 Tcplen: 28

Reason for blocking: Reason for blocking IP address 192.168.1.110 associated with the alert: []
[1:1000052:1] Cross-Site Scripting (XSS) Attack Detected [] [Classification: Web Application Attack]
[Priority: 1] 06/26-2024:10:45:15.987654 192.168.1.110:54321 -> 10.0.0.60:80 TCP TTL:128 TOS:0x0
1D:54321 IpLen:20 DgmLen:150 APF** Seq: Oxabcdef03 Ack: 0x55555555 Win: 0x4321 Teplen: 20

Details: The attacker is able to inject 2 malicious script into any page on this website, which will be
executed by our web server when it’s loaded in order to perform an XSS attack against visitors of that site.
The exploit code can also execute arbitrary JavaScript and HTML files from other domains if they are
served over HTTP or HTTPS. This means we have no control over what content gets injected onto your
computer! We recommend you disable Javascript as much as possible while browsing websites like ours

because there may still exist some vulnerabilities left open after all these years.

Figure 4. Al output example for ACL Management

The AI ability to deal up with complex sets of data,
identify emergent patterns, and dynamically respond to
changing threats can dramatically enhance network security
operations, both in terms of speed and effectiveness. More
tests are essential to evaluate the system in order to make it
robust and versatile. Therefore, real network data should be
used to test our system. The tested data should contain
several IDS alert types and in various scenarios. By doing
so, we can analyze the alerts behavior in different and more
dynamic network environments. To check that, we can test
it with as many alerts as we can, in order to optimize the
processing techniques and the model’s performance to work
with a huge number of alerts at once (i.e., high-throughput
scenarios). With all the tests we’ve run so far, we can also
improve the interface, as well as add new features such as
customized rules to handle what to do with each alert and
other filtering options. Moreover, additional research should
be conducted to boost performance, reliability and
scalability, and to enable successful integration with the
proposed system. This approach improves the efficiency of
security operations, and infuses machine-learning insights
into decisions to further enhance network defenses against
the growing sophistication of cyber-attacks [19].

There are several assumptions to take into consideration
when implementing our system. It is expected that our
system will continuously fine-tune their behavior to match
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changing patterns and trends. In order to securely facilitate
efficient anomaly detection and access control lists are
primed to update based on new instances, and access-control
policies are allowed to be finetuned over time.

Snort IDS alert analyzer uses the GPT-2 XL model and
tokenizer from the Hugging Face Transformers library [21],
and is designed to be run in a Streamlit environment (a
library for developing interactive web-based interfaces)
[17], which is a suitable environment to deal with a large
number of alerts, where the alerts need to be processed in a
more complex and a mission-critical style.

Furthermore, The IP-address format used in our system is
IPv4, when the alert format changes by using IPv6 incorrect
results will be generated as we have not tested this format in
our case.

VIII. ASSUMPTIONS

Several assumptions have to be taken into consideration
for a successful design, implementation, and analysis of the
proposed system.

When implementing the system, we assume that
computational resources will be available to be deployed for
real-time alerts analyzing as well as to processing power.
The system’s performance results will be inaccurate if the
available hardware is not properly maintained. We are
emphasizing here about the need for continuous monitoring
and probably upgrading the system’s hardware so it will
operate optimally when dealing with under heavy alerts
load.

Another important assumption is regarding the accuracy
and quality of the data that are fed into the system. The data
here should be pre-processed and set according to the
standards in the system. Inaccurate or distorted IDS format
will lead to errors during the alert detection process, which
will cause a manual interference to handle these errors
effectively. We are stressing here on the importance of a
well-defined information to ensure that the input data that
enters the system is clean, structured, and free from noise
that would impact the anomaly detection and access control
management phases.

We assume that the AI model used in the proposed
system will continuously learn and improve over time. The
Al is therefore expected to treat the new alerts processed, as
well as new countermeasures to be applied, as additional
sources of education, reformulating its rules and ACLs
dynamically in response to an evolving security threat
landscape. This assumption is largely critical, as the
network environment is always changing, new attack
vectors come into the picture, and the system is to respond
and readjust features in order to remain effective against
emerging threats.

IX. CHALLENGES AND CONSIDERATIONS

The data we use in the Snort IDS Alert Analyzer shown in
Figure 4 have a significant impact on how effective Al can
be when implemented on the proposed system. In our case
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we initially dealt with, GPT model [21], snort IDS alerts and
ACLs as essential components to our system. However, to
enhance the efficiency in our system; additional components
are required. The dataset we used are considered to be
sufficient but it should be extended and improved to get a
better system performance. The needed data are in terms of
continual, unbiased and contextually relevant anomaly
detection and response creation [13]. Integration of these
dataset will enable a much more refined and accurate
analysis, which will lead to a greater resilience and
reliability of the system as a whole.

False positives and false negatives are also possible [4].
Systems for detecting anomalies can produce false positives
(which considered an indication of a network threat, when
actually there is no threat exists), and false negatives (which
it is an indication of no network threat, when actually there
is a threat exists).

This puts greater demands on the complexity of the
training datasets and, in turn, the sophistication of
adversarial scenarios. This makes model development more
difficult, and potentially expensive in terms of the
computational resources required and the domain expertise
needed to devise appropriate scenarios. To make the Al
components such as GPT-2 more resilient to adversarial
attacks, what is really important is to include adversary
training to provide counter-examples during the training
phase of the model; input validation ensures that the inputs
are clean, e.g., they are in the expected format.

As most traffic communications are becoming encrypted
to ensure user privacy and security, attackers have also
started using encryption to mask their malicious activities,
making it hard for security systems to detect and for
network analysts to mitigate. Encrypted traffic does not
follow the traditional analysis methods in inspecting the
actual content of data packets as they appear obfuscated
[33]. Analyzing encrypted traffic by the proposed system
requires using additional mechanisms for identifying
metadata and traffic patterns.

These difficulties and factors are highlighting the
complexity in implementing access control lists, anomaly
detection, and Al into one system architecture. Carefully
addressing these issues will assist in creating a strong and
reliable security framework.

X. IMPROVING ACCESS CONTROL LISTS WITH Al

As stated in our proposal, we can utilize Al to examine
patterns and behavior to spot anomalies in network access
requests. Al models used in the network systems can
identify suspicious or suspicious access attempts and send
notifications and take preventive measures by learning the
typical behavior of users [8]. Al can be used to dynamically
modify access control policies depending on current
information and circumstances. Al algorithms are able to
intelligently decide whether to give or refuse access in a
more precise and context-aware manner by considering
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specific user behavior, device attributes, network
information, and other related aspects.

ACL rules can be improved over time by Al algorithms
that continuously learn from access patterns and security
events. This adaptive learning strategy [8] can help in the
evolution of ACLs to block unauthorized access more
successfully while lowering false positives. Al algorithms
can analyze large volumes of data related to user behavior,
network traffic, and system logs to identify patterns,
anomalies, and potential security risks [9]. This analysis
helps in understanding the access requirements and potential
threats [6], forming the basis for ACL generation.

Based on historical data and specified risk models, Al
algorithms can evaluate the risk related to granting or
rejecting particular rights. By taking into account elements
like the user's role and potential vulnerabilities, Al models
can provide access control policies that reduce security
risks.

Network traffic, user behavior, and security events will be
continuously monitored by Al, which may see changes and
emerging patterns that can call for ACL adjustments [12].
By constantly modifying ACLs based on current findings,
our proposed system can contribute to the maintenance of an
efficient and up-to-date access control architecture.

Al classifies various kinds of network traffic and user
behaviors using machine learning algorithms [11]. Al
models can create ACL rules that permit or limit access
based on particular categories or traits by comprehending
these classifications.

XI. DISCUSSION

Network traffic is monitored using Snort IDS in our
system; Al can be used to increase the effectiveness in
analyzing Snort IDS with GPT to give a realistic response
and related explanation to these alerts [18]. By
implementing our system, a network analyst not only can
identify the abnormality but can also get information in a
more meaningful and explanatory way, thus allowing for a
better decision-making response.

GPT model is beneficial with the ACL-management in
adding dynamicity to the access control process. The use of
an Al-based component provides more intelligence to ACL
management, where access can be requested and granted
based on the context gathered from an Al-generated
response to the alerts. This can help in IP flagging,
analyzing, and mitigating suspicious IP-address through
using ACL rules in a more context-aware and automated
way. This is considered to be beyond the capabilities of
conventional static rule-based ACL filtering approaches.
The dynamic nature of network attacks means we will
probably want to further train our Al models and update our
IDS signatures as new patterns emerge.

Botnets have the ability to mimic authentic users [23] and
can be detected using Al but it is not going to be an easy
task to deal with. Due to the distributed nature of botnets
and their complicated evasion tactics, it can be hard for Al
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to detect the normal network traffic from abnormal ones.
However, when using advanced techniques such as botnet
fingerprinting in conjunction with proper machine learning
models [24]; Al systems can better recognize these types of
attacks. Moreover, integrating threat intelligence will also
be important for a higher detection rate [25].

As security is deployed in our architecture (in the form of
Intrusion Detection Systems, Access Control Lists and
countermeasures), the architecture described above in
Figure 2 can enhance zero trust networks [30]. Zero trust
networks need to be authenticated and verified constantly to
ensure the access requests are legitime [26]. In this context;
the Al-generated ACLs will dynamically adjust access
control policies in real time, based on the latest threats and
network activity. This means the network is always
protected based on up-to-date insights. Continuously
analyzing old and new alerts allows the system to put in
place the newly generated ACLs aligned with zero-trust
principles. Even internal actors must be verified in a zero-
trust network. This will ensure the integrity of people and
resources that can bypass security controls through the
automatic generation and deployment of ACLs based on old
and current alerts.

Our system needs enhancements to distinguish between
legitimate and malicious behaviors to minimize the effect of
attackers who try to resemble the patterns of legitimate
users. When such attackers imitate legitimate user actions,
their behaviors can still be exposed and detected through
deep alert analysis [28][29]. Behavior analysis can also play
a significant role here as it shows an effective way to
differentiate between legitimate users and malicious actors
[31]. The proposed system by the help of AI, has to
continuously learn about the typical behavior of authorized
users, and needs to point out any suspicious deviations by
using applicable machine learning approaches [32].
Moreover, the system must adopt machine learning models
to analyze metadata and identify suspicious traffic with
much better efficiency [34]. This will lead to group the
investigated traffic to a manageable set for detailed
examination performed by network analysts.

Integrating machine learning into this system brings
promising benefits with the rise in traffic encryption [35].
Machine learning enhances the functions of IDS, as the
system learns to adapt continuously to new patterns and
threats. Al and countermeasure processes will now be
dynamic and automated in nature, as machine learning
optimizes ACL generation, deploys countermeasures, as
well as to network performance. This will enhance the
network analyst's role with ML-driven insights, making the
approach to network security proactive and dynamic.

XII. CONCLUSION AND FUTURE WORK

In this paper, an architecture to manage ACLs to detect
the suspicious traffic and to thus to secure our network was
presented. It will help security analysts to make wise
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decisions based on the results that Al capabilities bring by
identifying patterns and predicting potential threats
proactively. This work introduces the pros and cons of
managing ACL using Al in security systems. In our future
work, we will look into adapting ACLs based on anomalies
and policies. Adaptations will provide ‘digital immunity’ to
quickly perform the required containment and mitigation
actions upon the detection of a threat. Adaptations can also
help improve the resilience of network defenses against
evolving threats. We would also be making the system more
reliable by continuing to adjust Al models and examine the
integration of other cybersecurity concepts. System
modifications will change the behavior pattern of a system.
In this case, Al must adapt to recognize the new changes in
order to avoid misclassifying legitimate changes as
suspicious or even mistakenly considered to be attacks.
Therefore, network administrators need to guarantee the
performance of the system after such updates are conducted.
This will include; the type of the update, the type of IDS
alerts and the applied corresponded ACL. Fine-tuning the
required parts of the system will take hours to days and the
retraining process with new data will take weeks. Therefore,
real-time monitoring, periodic retraining and considered
adjustments can ensure the system will employ the
processes needed for ACL to be Generated accurately. One
of the open aspects in this research is the possibility of
attackers exploiting the system by inducing false positives
on the IDS, which could lead to DoS attacks. Although this
concern has been identified, no thorough evaluation of the
system's resilience to such attacks has been conducted. As
future work, we will analyze this vulnerability by finding
ways in which the system could be secured against such
malicious users, with a view to ensuring that false positives
do not impact on either the availability or the reliability of
the network. We hope that such an extensible and effective
system will help network analysts quickly respond and
resolve more and more alerts when faced with new and
evolving threats. Our goal is to support critical
infrastructures and the integrity of data in complex threat
environments. It exhibits great advantages as it enables
adaptive threat detection and response and can be a solution
to security threats that are constantly evolving. Accordingly,
addressing these challenges poses numerous opportunities to
achieve better protection of our network from security
threats.
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