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Abstract—In 1SO-26262, the Automotive safety integrity level
(ASIL) represents the degree of rigour that should be applied in
the development, implementation and verification of a require-
ment in order to reduce and control the risk in the final product.
The ASILs are allocated to the safety requirements which are
inherited by the subsystems and components in a hierarchical
approach. During the allocation process, the safety requirements
could be decomposed over redundant elements. It is referred to
as ASIL decomposition and is an important feature, as it helps
to reduce the complexity and the development cost of the design.
The decomposition could lead, however, to different allocations.
In this paper, we propose an approach to find all the possible
allocations in order to assist the analyst in reaching the optimal
allocation.

Index Terms— ASIL decomposition, ISO 26262

I. INTRODUCTION

ISO-26262 [1] is the functional safety standard for electrical
and electronic systems in road vehicles. It focuses on the
requirements, processes and methods to deal with the effects
of systematic failures and unsystematic hardware failures.
Published in 2011, this standard is an adaptation of IEC-61508
[2]. It has inherited and adapted different concepts such as the
concept of Safety integrity level (SIL) which was redefined
as Automotive Safety Integrity Level (ASIL). Henceforth, the
safety integrity levels are defined and ordered by criticality as
follows: Qm (not safety critical), ASIL A, ASIL B, ASIL C,
ASIL D(most stringent).

The safety requirements are attributed one of these values
and are subsequently inherited in a hierarchical approach by
the sub-systems and the components. The ASIL determines
the qualitative and quantitative levels that the element, imple-
menting the safety requirement, should meet and the necessary
safety activities to be conducted during the safety life cycle
to ensure that the risk is brought to an acceptable level.

The ASIL allocated to the safety requirements implemented
by the subsystems or components heavily impacts the concepts
and components choice. In [3], a study on the impact of the
ASIL levels on the design is conducted. It gives an overview
on the capable architecture concepts to meet each safety level.
The redundancies needed to be introduced in the concept
to meet the ASIL levels and the corresponding development
effort, let us conclude that, often, the overall development cost
depends on the requirements safety level. The Higher levels
lead to higher costs.
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In Part 9 of the standard, an ASIL decomposition approach
is introduced allowing to reduce the safety levels by decom-
posing the safety requirements over redundant and sufficiently
independent elements. The decomposition when applied re-
sults in safety requirements with lower ASIL allocated to
the redundant elements. Since higher ASIL implies higher
cost, the ASIL decomposition can help to meet the safety
requirements without incurring excessive costs. Its application
must though verifies different requirements that are detailed
in [4]. The reader can refer to [4] and [5] for examples of
application of ASIL decomposition.

The decomposition follows predefined patterns. In Fig 1,
we can see the different applicable patterns. For example, an
ASIL D could be decomposed in three different ways.
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The resulting decomposed requirements could also be de-
composed subsequently, since, multilevel decomposition is al-
lowed by the standard. In the design cycle, the designers could
resort to ASIL decomposition at different levels : system, sub-
systems, software and hardware. This results in multiple pos-
sible allocations. Finding an effective allocation that answers
to the different safety goals without incurring unnecessary
development constraints is crucial. Often manually performed,
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the complexity of the systems and the multiple failures modes
of its sub-systems make it error prone. An automatic approach
to allocate the ASIL is indeed needed to ensure the consistency
and the optimality of the solution.

In this paper, we propose an approach for an automatic
decomposition and allocation of ASILs. It allows finding all
the possible allocations not only with respect to the different
safety goals but also with respect to the analyst preferences.
The approach is based on the minimal cut sets extracted
from the fault tree for the considered safety goals. A matrix
approach is used to formulate and retrieve the solution set.
The paper is organized as follows: In the second section, we
review the previous works on the automatic allocation of safety
levels. In the third section, we present our approach with a
small example to explain the different steps. In the last section,
we present the experimental evaluation results on a generic
example.

II. ADVANCES ON AUTOMATIC SAFETY LEVELS
ALLOCATION

The SIL concept was adopted by the standards derived
from IEC 61508. The allocation and decomposition process
differs though among these standards. For a comparison of
the different concepts, the reader may refer to [16]. These
differences in the allocation approach makes the works on de-
termination of SILs such as [6],[7] and [8] unapplicable in the
ISO 26262 context. The cited works are based on probabilistic
approaches to determine the SIL. While, in the ISO 26262,
the ASIL determines the quantitative targets concerning the
random hardware failures and not the other way around.

In [9], a tool for Development Assurance Level (DAL)
allocation, i.e, DALCULATOR is proposed. The allocation
and decomposition problem is solved using a Pseudo-Boolean
logic. The allocation approach in the ARP-4754, a guideline
for development of civil aircraft and systems, seems to present
more similarities than the previous works in the fact that it
is a qualitative approach. But, such tool can not be used in
an automotive context. Unlike the ASIL decomposition, the
tool does not aim to a requirement decomposition over the
redundant elements. It aims at downgrading the DAL to the
really needed level in case of independent elements.

In the ISO 26262 context, [10] proposed an approach to
allocate the ASILs to the system components. The allocation
process and decomposition algorithm were implemented in
HIP-HOPS, a safety analysis and optimization tool [15].
The proposed algorithm exhaustively explores the different
possible ASIL allocations and leaves to the analyst the choice
of the allocation to be implemented afterwards. This algorithm
was enhanced for better performance and presented in [14].
Although the algorithm has the advantage of finding all the
possible allocations, it has a main drawback. The processing
time could reach dozens of hours for large scale systems.

The approach in [11], on the other hand, avoided the
exhaustive search by aiming to find an optimal allocation.
In this approach, numerical values are associated to ASILs
and are used as a cost indicator. It could be considered as
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a simple cost model. As for the allocation problem, it is
interpreted as a linear program. The set of MCS are interpreted
as the constraints. Whereas, the objective function is the cost
of the system, considered in this case as the sum of the
ASILs allocated to the different components of the system.
The main advantages of this approach are the simplicity of
implementation and the processing time. The approach takes
also into account the preferred ASIL for specific components,
which makes it more adapted to industrial cases where the
reused components are preferred to be allocated the same
ASIL. But, the simple cost model adopted here is the main
disadvantage. It suggests in this case that subsystems or
components with the same ASIL have the same cost or impact
on the solution rating. The result of the optimization could be
misleading since subsystems, at the same ASIL, with different
complexities or sizes have not necessarily the same cost. A
more elaborated cost model is, in this case, necessary for better
optimization results.

For large scale systems, [12] and [13] preferred the opti-
mization heuristics as an approach to reach an optimal allo-
cation. The heuristics are known to have better performance
in larger problems. The solution is found faster but there is
no guarantee that the found solution is a global optimal one.
[12] used a penalty based algorithm whereas [13] used a Tabu
search algorithm. They tested the approach using different
generic simple cost models (linear, logarithmic ...). The results
of the runs showed that the obtained solution depends tightly
on the used cost model. Though no efficient cost model
that would take into account the different parameters were
proposed.

In the industry, different cost models are used. But, as far
we know, no cost model that efficiently take into account
the impact of the ASIL on the development cost has been
proposed. We think that in this case it would be complicated
to use the linear program and heuristics solving approaches.
On one hand, their results depend tightly on the used cost
model and on the other hand, they limit the analyst/designer
to a unique solution. Thus, we propose, here, an alternative
approach to find the possible allocations by interpreting the
problem as system of linear equations.

III. ASIL ALLOCATION AS A SYSTEM OF LINEAR
EQUATIONS

The decomposition patterns specified by the standard can be
formalized. By assigning numerical values to the ASIL (QM
=0, A=1,B=2,C=3,D =4), the patterns are verified by
the following equation:

> ASIL; = ASILsk 1)

The decomposition is in respect with the patterns if the sum
of the values of the allocated ASILs are equal to the original
ASIL value of the decomposed safety requirement.

The obtained requirement from decomposition are imple-
mented by sufficiently independent redundant elements. These
elements ensure, each separately, the non violation of the
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safety requirement. Thus, the safety requirement can be de-
composed over elements if their loss, only jointly, lead to the
violation of the safety requirement. In a functional architecture
of the system, these elements are functions.

When an architecture for the system is conceived, safety
analysis techniques such as FTA can then lead us to the
functions over which an ASIL decomposition could be applied.
MCS helps identifying these functions whose loss jointly
leads to the violation of the safety requirements. The safety
requirement implemented by these functions can then be
allocated ASIL values that verifies equation (1).

Let us assume from this point onward that the ASIL
allocated to a function in the architecture refers to the ASIL
allocated to the safety requirement implemented by this func-
tion. In this case, for every MCS leading to violation of a
safety requirement, the functions Fi in the architecture verifies
the following equation where the coefficient a; is null if the
corresponding function loss is not in the MCS and equal to 1
otherwise

Z a; x ASILg; = ASILgR )

Applied to all the MCS for all the safety requirements (SRi),
the allocation problem could be interpreted as a system of
linear equations. In a matrix form, a possible allocation should
be solution to the equation (3)

a11 A1n

ASILFl ASILSRl
% : - : (3)

Am1 Amn ASILFn ASILSRn

During this phase, the analyst could prefer a function to
be at a specified ASIL. In other cases, he could specify if
two functions are not sufficiently independent. It is possible
to retrieve the solutions that match these preferences. An
extra constraint could be added to the system in the form
of an equation. To avoid increasing the size of the system
and the resolution time, we take these constraints into account
by adapting the original system. To fix a variable at the
preferred ASIL, we withdraw its corresponding column from
the system after extracting it from the left part of the equation
(3). In order to take into account the non dependency of two
variables, we merge their corresponding columns using logic
’OR’ operation.

Once obtained, the augmented matrix form of the system
taking into account all the constraints, we proceed to solving
it. Different solving approaches could be used to solve the
linear systems. The allocation problem, though, admits often
multiple solutions. Thus, many of these approaches could not
be applied since the obtained system’s matrix is not always
square. The simplest approach, in this case, would be to iterate
through all the possible values of the variables. Instead we
propose to use a classical approach using the Row Reduced
Echelon Form (RREF) of the system.

The RREF is generally computed using Gauss-Jordan elim-
ination. It allows to identify the basic and the free variables
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which corresponds to the columns with no leading entry. In
order to find the solutions, we proceed into allocating to these
variables a value in the the range of ASILs numerical values,
{0,..,4}, and deduce the rest of the variables accordingly.

The echelon form could also be used to test the solvability
of the system. If equations of the form 0 = C'st, where Cst is
non null, exist, we may deduce that no possible allocation can
be found. In this case, the analyst could proceed into ignoring
the preferred ASIL or review the system.

The major steps of the solving approach are described as
follows:

Algorithm 1 ASIL Allocation Solving approach

Input: Mat(m,n+1): the system augmented matrix form
m : number of MCS

n : number of FM

dependent-var : list of dependent variables

preferred-asil : list of functions and their preferred ASIL
Output: Set of possible allocations

Algorithm:

initialization;
Mat <+ Merge-dependent (Mat,dependent-var)
Mat <— Fix-value(Mat,preferred-asil)
Mat < RREF(Mat)
List-free-var < find-free-var (Mat)
Iterate through the possible values of the free variables
{
Fix-value(Mat, List-free-var)
if solve(Mat) in {0,..,4} then
Solution = Solution U solve(Mat)
end if

}

The RREF and solve functions allows respectively, to cal-
culate the row reduced echelon form and to solve the system.
The Fix-value function, on the other hand, allows to fix the
value of the variables in the systems. It consists of extracting
a new system from the original one by eliminating the fixed
variables. The merge-dependent function allows to merge the
columns corresponding to dependent variables.

IV. EXPERIMENTAL EVALUATION
A. Example

Next is an illustrative example for the decomposition. We
consider a system with two safety requirements (SR1 and
SR2) rated ASIL D and ASIL C respectively. The functional
elements F1 ... F5 implement these safety requirements. The
Fault Tree in Fig.2 describes how the loss of these functions
could lead to the violation of the safety requirements. SR1
and SR2 can be decomposed over the element whose failure
lead to the violation of the requirement. For example, SR1
can be decomposed over F2, F3 and F4. In order to find the
different possible ASIL combinations that could be allocated
to these elements, we use the approach presented in the
previous section.
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Violation
of SR1

Violation
of SR2

Fig. 2. FT example

We apply the algorithm described above to explain step by
step how it works.

From this FT, three MCS lead to the violation of the SRs.

o (Loss of F1) : ASIL D

o (Loss of F2, Loss of F3, Loss of F4) : ASIL D

e (Loss of F3, Loss of F4, Loss of F5) : ASIL C

We suppose that the functions F1 to F5 are sufficiently
independent, as required to apply the decomposition. The
ASILs allocated to these functions should verify then :

ASIL(F1) =4 4)
ASIL(F2) 4+ ASIL(F3) + ASIL(F4) =4  (5)
ASIL(F3) 4+ ASIL(F4) + ASIL(F5) =3  (6)

The possible allocations are thus solutions to the following
equation :

ASIL(F1)
X =
ASIL(F5)

At this level, it is possible to take into account the preferred
ASILs for a specific event.

For example, if we would like the *F3’ to be allocated an
ASIL C. The system could be modified to take this information
into account by withdrawing the corresponding variable from
the system :

Using the augmented matrix:

1
0 (7
0

o = O
— = O
—= = O
_ O O
|

[SCRNTSNTEN

0 0 0 4
11 0 4
1 1 1 3
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we extract from the last column the third column C'5
multiplied by the numerical value associated to ASIL C
Cs + Cs — (3 x C5). C5 is then removed and the system
matrix becomes as follows :

1
0
0

O = O
— = O
—_ o O

4
1
0

The next step is to reduce the matrix to its row echelon
form. It shows that the variables 'x4’ and ’x5’, corresponding
to the fourth and fifth column in the matrix, are the only free
variables (in the case with no preferred ASIL).

100 0 0 4
0100 -1 1
0011 1 3

In this case, we will have 25 iterations as these variables
take the values from 0 to 4. We will limit here to the two first
iteration where (x4 = 0, 5 =0) and (x4 =0, 25 =1) . Ist
iteration : The system to solve becomes

1 0 0 4

01 0 1

0 01 3
A first allocation could be than deduced where:
ASIL(F1)=4; ASIL(F2)=1; ASIL(F3)=3; ASIL(F4)=0;
ASIL(F5)=0;
2nd iteration : The system to solve becomes

1 0 0 4

01 0 2

0 0 1 2
A second allocation could be than deduced where:
ASIL(F1)=4; ASIL(F2)=2; ASIL(F3)=2; ASIL(F4)=0;
ASIL(F5)=1;

Continuing the next iterations will allow us to find the rest
of the possible solutions.

B. Results

Applied on the example, it was possible to retrieve all the
possible allocations, 10 in total. The processing time was very
small, less than a second. We applied it also on different
generic examples along with the algorithm proposed in [14]
(Algorithm 2) to compare the results and the processing time.
The examples are inspired from VALEO project examples in
their size and the FT structure. The tests were carried out on
a machine equipped with an Intel IS processor and 4 GB of
RAM.

Example Size Nbr possible allocations | Alg 1 Alg 2
5 Functions, 3 MCS 10 0,01 0,1
10 Functions, 19 MCS 1 0,09 356,16
24 Functions, 30 MCS 3 0,04 0,34
48 Functions, 44 MCS 75 0,76 1,4
TABLE T
TESTS PROCESSING TIME
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Both algorithms succeeded in finding all the possible alloca-
tions. The processing time logically increased with the size of
the problem. But, the algorithms were impacted differently.
The algorithm 2 is more sensitive to the length of MCS
because of its resolution approach which is based on iterations
over the possible allocations for each MCS. With an example
where the mean length of the MCS is a little higher, a gap
appears between the performances of the two algorithm. Our
approach seems, on the other hand, less impacted by this
issue. Our approach takes also into account the independence
parameter into account, an important factor that can influence
the allocations which is not taken into account in the algorithm
2. It has also the advantage of taking into account the preferred
ASIL and the possibility of avoiding unnecessary resolution
effort if no solution exists.

V. CONCLUSION AND FUTURE WORKS

In the automotive industry, the safety requirements have a
considerable impact on the safety critical systems architecture
and cost. The allocation and decomposition of ASILs in
the ISO-26262 context is crucial to reach an optimal design
whether in complexity or in development cost. Yet the size and
complexity of the architectures make the allocation process
difficult and error prone if done manually. Several works pro-
posed approaches to automate the process. These approaches
provide often a unique optimal solution whereas multiple al-
ternatives are often possible. The objective of these approaches
being to assist the analyst or designer, reducing the choice to
a unique solution is limiting. Thus, we proposed in this article
an approach to interpret and solve the ASIL decomposition
problem. It is capable of providing multiple solutions with
acceptable processing time for small and medium size cases.
Interpreting the decomposition problem as a system of linear
equations allowed not only to find all the possible allocations
but also to take into account the preferences of the analyst and
the dependency between the functions. Whereas in this paper
we focused on exploring the different possible allocations, we
think that in order to reach an optimal design, it is necessary
to investigate the allocation problem with more constraints.
Our future works will focus on the automatic allocation at
a functional level where more parameters should be taken
into account, such as the hardware allocation of the functions.
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Often physical architecture may impose more constraints on
the safety level some functions can guarantee. It could also
fail to guarantee the independence requirements which lead to
developing some functionalities at higher level than previewed.
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