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Abstract— The analysis patterns improve the quality of
products and the performance of development proces3hey
have proven to be an effective means for capturingxpert’s
knowledge and reducing the costs and the
development. In this paper, we are interested in diming
analysis patterns to model both the functional andnon-
functional requirements of Real-Time (RT) applicatons. The
motivation behind the definition of these patternsis to
facilitate the modeling of RT applications that mus meet not
only the accuracy of results, but also the time catraints
related to the validity of data and the deadline ofransactions.
The proposed RT analysis patterns are illustratedhrough the
modeling of two RT applications examples: the roadraffic
control and the medical control applications.These patterns
are supported by a CASE toolset that both helps InRT
analysis patterns representation and guides the pi@rns reuse.
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of view [7]. Nevertheless, requirements analysisimot
exclude the modeling of non -functional aspects tiedine
the general qualities of the intended product sash
security, reliability, scalability, etc. That i$)e concept of
quality is also fundamental to software engineerargl the
modeling of non-functional characteristics must thken
into consideration for early specification of réstons and
external constraints that RT systems must meetreblye
we interest in this paper to define RT analysidguat that
capture both functional and Non-Functional Requésta
(NFRs) knowledge. In fact, to model the NFRs, UML
profiles [15] [16] and the NFR Framework [1] exsed by
Softgoals Interdependency Graph (SIG) can be LBkd.
representation of NFRs with SIG makes their undeding
easier. Moreover, the SIG is easy to adapt accgrirthe
systems evolution by adding softgoals and solutions
through AND-decomposition and OR-decompositionis It
also easy to incorporate non-functional propertiggh
functional requirements. For this reason, we adopiNFR

of activity: control of production lines, controf patients at
home and medical assistance operations, contrabad
traffic, and so on. Generally, RT applications hasenmon
functionalities. Firstly,

data and provide results within the time constgiktnally,
they send orders to the environment via actuatbre

design of these applications can be facilitatedngisi
reusable components that improve software qualitg a

capture RT domain knowledge and design expertise.

they acquire data from eth
environment by sensors. Then, they analyze theimzhu

diagram to represent the functional requirementsRof
applications.

The remainder of this paper is organized as follows
Section 2 provides an overview of proposed analysis
patterns that deal with the modeling of functional
requirements of RT systems. Section 3 describes the
definition of three analysis patterns to model the
functionalities as well as the non-functional cloéesstics
of RT applications. Section 4 illustrates the reo$ehe
proposed analysis patterns through the modelingwof

There are different kinds of reusable componends th €xamples of RT applications using our developed EAS

can be applied in different levels of abstractianalysis,

design and implementation) such as software comysne

framework and patterns. Among these techniquesenpat
have been the most widely used since they can pkedp
in different steps of the software development eydh
order to benefit from the reuse at the first phafe
development, several works [2] [3] [8] are inteeektin
defining analysis patterns that provide facilities model
functional requirements of RT systems. The spetificn of
functional requirements helps to understand

toolset. Finally, we conclude in Section 5.

1. RELATED WORK

The term analysis pattern has been coined by Martin
Fowler [4] for patterns which capture requiremeimtsan
application domain in order to allow reuse across
applications. In this section, we present worksaoalysis
patterns intended for the modeling of RT systems
requirements. Among these works, there are theysisal

thepatterns defined by Konard for the modeling of edussl

modularization of the structure of RT systems and tSystems [2] and “AMR” (Autonomous Mobile Robot)

address the system's inputs, outputs, and theiaviomtal
interrelationships. In addition, it is useful abasis for RT
systems design, test and documentation since gigrdef
a developed system is evaluated from the functipoait
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analysis pattern [3] used to model robot software.

The analysis patterns proposed by Konard [2] tend t
have an inclination to focus primarily on eithereth
structural or behavioral phase of object analyElierefore,
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they can be classified accordingly as structurajeab
analysis patterns or behavioral object analysisepa. In
the following, we describe briefly two commonly dse
object analysis structural patterns, found in awttive

elements: actor, use case, actor-use case assp@ati the
system boundary. For example, in Figure 1, Depsiligab
NFR is represented as Dependability [Transmission
System] softgoal (denoted by a light cloud iconattis

embedded systems development: “Actuator-Sensor” anektlated to the association between ‘Sensor’ actwl a

“User-Interface” patterns. (i) The analysis
“Actuator-Sensor” specifies basic types of sensans
actuators in embedded systems. It differentiates/dmn
four types of sensors and actuators: real, boolegeger
and complex. (i) The analysis pattern “User-lraed”
specifies the interaction between the user andstiséem
through indicators (i.e., a type of actuators) aodtrols
(i.e., a type of sensors).

The analysis patterns “AMR” (Autonomous Mobile
Robot) [3] aim to develop and to facilitate the seuof
knowledge of robots software. Each pattern is diesdr
using both structural model and RT behavior modéle
classes presented in structural model
accordingly to their RT behaviors as passive clastiye
class, event class, or implementation dependemass.cl

are clagdsifie

pattern‘Receive data from the environment’ use case. NFR

softgoals are named using Type[Topic] nomenclature
where Type represents a specific NFR concept e.g.
Dependability, Security and Topic represents theexd of

the NFR [10]. The leaf-nodes of the graph represent
alternative solutions for the operationalizationtioé NFR
softgoals. They are denoted by dark clouds in tiaply
Their corresponding degrees of contribution, intiica
how well these solutions achieve NFR softgoals, are
represented by the following signs: (MAKE (++), HEL
(+), HURT (-), or BREAK (--)) [10].

A. The “Data Acquisition” analysis pattern

* Name: “Data Acquisition”.
» Context: this pattern is applicable in all RT applications

The examples of analysis patterns presented in thighich manipulate important volumes of data durihg t

section focus on modeling the structural and bedrabi
aspects of embedded systems [2] and robot soft{&re

data acquisition phase.
* Intention: this pattern describes the functions as well as

using UML class and sequence diagrams. The patterrige quality that RT systems must have when acquiiata

proposed by Konard [2] represent also the functitbes of

from the environment.

embedded systems using UML use case diagram. tn fa¢ Solution: Figure 1 shows the “Data Acquisition” analysis

the representation of functional aspects showslgleday
RT systems are needed.
functionalities is not useful without the necessagn-
functional characteristics such as dependabililiability

and security [9]. We must take into account thenitein

of these characteristics for the improvement of $3$tem
quality and longevity [9]. Also, the quality of sofare
system can only be achieved by considering nontifome

requirements as early as possible. If the NFRs rate
considered at the early stage of the software dewednt
process (i.e., analysis phase), it may be difficaitd
expensive to address them in final product andhit lead
the failure of the development.

I1l.  RT ANALYSIS PATTERNS DEFINITION

In this section, we define three analysis pattetins
model both the functional and non functional reguients

pattern that describes the interaction betweensgstem

But, the description ofnd sensors. The sensors i.e., radar, camera,racipta

from the environment. Then these data are storeRTin
databases. In distributed RT applications, data are
transmitted to the databases of different sitesh wit
minimum time and cost of communication.

This  pattern describes also the Softgoals
Interdependency Graph for achieving NFR dependgbili
This graph represents a comprehensive set of s@twa
quality attributes related to dependability of data
transmission system. This latter must be operatdeadle
to perform its required function at any instantidgrits
specified operating time. The dependability canfuréher
achieved by ensuring data security and data treassom
reliability.

- Security [Data]: the transmitted data from seagor
RT system must be secured against unauthorizedsexe

of RT applications. The first pattern aims to moithel data A RT system may be useless if it does not satisbusty
acquisition from the environment using sensors. Th@roperty. The NFR security is composed of availgbil

second pattern allows to model the control of @atguired
from environment. While the third pattern dealshwihe
representation of corrective actions when a viotatis
found.

integrity and confidentiality. Availability meansugrding
against the interruption of service [11]. It candmhieved
by replicating data. Integrity means guarding agiain
unauthorized updates or other tampering. Confidétti

In order to simplify the understanding of proposedMeans guarding against unauthorized disclosure, i.e

analysis patterns, we describe these patterns usiag
following four elements: name, context, intentionda

release of relevant data [11]. To ensure integrityperty,

the transmitted data must be complete and accuraie.

solution. The solution shows how to model the RTaccuracy is the ability of a measure (e.g. spekide,
applications requirements using UML and Softgoalsiemperature, etc.) to match the actual value ofqthentity
Interdependency Graph [1]. The NFRs represented bfeing measured.

Softgoals are associated with four use case diagram
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Figure 1. “Data Acquisition” analysis pattern

This constraint is ensured by the use of firewhalittcan
block unauthorized accesses, by electronic sigedtased
on encryption technology using public key and peviey
to authenticate the sender, or
Authentication Code (MAC). The electronic signateen
be also used to achieve confidentiality.

- Reliability [Transmission]: the transmission oétd
must be accomplished with minimum errors and tiine.
fact, the rapidity of data transmission is crudgfathe RT
applications since they must fulfill temporal coastts. It
aims to ensure the respect of the validity of acgldata. If
this quality is not satisfied, the data will not fresh and
therefore, lose their validity. Lasers, optical efiband
infrared are solutions to accelerate sensor datesnission.
Besides,
corresponds to the specification is acceptableTirsygstem.
This means that the imprecision of transmitted data
tolerable provided that they are received in time ¢hey
do not exceed the tolerable deviation. Fault-toleeacan
be also applied by means of: (i) the watchdog timétich
is a device that triggers a system reset if theesysdoes
not respond due to some fault condition, (ii) aniggrated

* Intention: this pattern is used to model how control
system monitors the acquired data and detectsrdailin
RT applications.

by using Message Solution: Figure 2 describes the shared and the varying

functions of control system as well as their nonctional
characteristics. The variability is expressed thiouhe
generalisation and <<extend>> relationships. The
generalisation relationship specifies differenthpeons that
can be detected in RT systems. Whereas the extensio
relationship specifies that the control of the eowiment
functionality can be extended by the detection wbrs
related to data or actions. In fact, the contratem can
detect the non freshness of data if a measurelgevalused
out of time interval during which it is considerealid. The

the degraded transmission mode which stitontrol system can also detect an anomaly if bognda

constraints are not fulfilled, i.e., a measure’sugais not
between the minimum value and the maximum value
defined by the user. For example, in freeway icaff
management system, if the road segment densityedsce
the limit, then the control system reports an arlgmia
addition, the control system can detect that thali@uof
Data is not fulfilled (QoD) [12] if the maximum dagrror,

system, which corresponds to a runtime equipment oadefined to allow imprecise RT data, is exceededeNioat

software support for both real-time and fault tatese.

B. The analysis pattern “Control of the environnient
» Name: “Control of the environment”.

the maximum data error is the upper bound of the
difference between the value stored in the databadehe
new value acquired from sensor. Besides, the contro
system can detect an error if the deadline of dioradgs

» Context: this pattern is applicable in all RT applications missed.

which manipulate important volumes of data durihg t
control phase.
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Figure 2. “Control of the environment” analysigtpen

When monitoring the environment, the control systenBesides,
it must fulfill eth prevention by using different versions for the same

must operate correctly. Thereby,
dependability property that is defined as the gbitif the
system to deliver specified services to the endsuges].
The dependability includes safety and
characteristics.

- Safety [Control system]: the control system mbst

reliability

the reliability may be achieved with fault

processing.

C. The “Sending orders” analysis pattern

* Name: “Sending orders”.
« Context: this pattern is used in RT applications when the

protected against unauthorized accesses and must §@ntrol system reports an error that is occurredthie

available at all times. Availability means that tbentrol
system must be accessible at any time. For exammptase
of failure, it must have a backup system. Confitity

environment.
* Intention: this pattern aims to model the different
recovery actions that are activated by actuators.

means that the control should be made by authorizetSolution: Figure 3 illustrates the “Sending orders” pattern

members. This authorization is
authentication procedure. If the controller is aspa, the
authentication is ensured by password, biometriatigital
signature methods. Biometric can be implementdteeiyy
finger print verification or by voice or by facecagnition.
Digital signature is based on the technique of wstarn
with public key that is used to verify the signatuasnd
private key that is used to sign. Neverthelessthié
controller is a system, the authentication is esduby
electronic signature. Thus, only authorized cotdrsl can
exchange data and messages.

- Reliability [Control system]: The reliability isthe
ability of a systemto consistently perform its eimtled
or required function in time. Thereby, the contsyistem
must report the identified errors in a minimum time
order to ensure the rapidity of response time,guparallel
architectures is an effective solution.

Copyright (c) IARIA, 2010 ISBN: 978-1-61208-111-3

assigned by arthat

describes the functional and non-functional
requirements of actuator system. It allows to espre
variability since it shows different kinds of act®that can
be triggered when the control system reports aor ¢orthe
actuators. Indeed, actuators can trigger actioasheeve. It
can also report alert messages such as voice nmesssag
visual messages or alarms.

The non functional characteristics of actuator exystare
the same than those explained in the “control of
environment” pattern.

IV. RT ANALYSIS PATTERNS REUSE

We have developed a toolset, callédP-RT (Analysis
Pattern for RT applications), that deals with patte
representation and guides analysis patterns réABeRT
allows the user to apply the proposed patteresder to
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Figure 3. “Sending orders” analysis pattern

facilitate the modeling of functional and non-fuoaal
requirements of specific RT applications. As ilrastd in
Figure 4, the pattern can be created within AP-8&31 by
means of the menu bar shown in the left of therégin
addition to presenting patterns, AP-RT assistsdisgner
in instantiating an analysis pattern selected atapeed via
the menu bar shown in the top of Figure 4. Afterating
an initial application model that instantiates dtgra, the
designer can continue developing the applicatiodehby

This system uses radars to measure vehicle velanityto
acquire vehicle crossing time of red light. It usaso
inductance loops to measure traffic density (namber of
vehicles in a road segment). The supervision casnara
used to supplement and to confirm the data received
through the vehicle detector stations and to pmvid
information on local conditions which affect theaffic
flow. The road traffic management system analy$es t
acquired data by the Central Computer System dodnis

adding, updating and removing various model elementdrivers in real time about the state of circulatiosing

using the AP-RT tool. Note that the tool does Himvathe
remove of pattern elements that are shared betak&ir
applications (i.e., pattern fundamental elements).

variable message signs.
In order to ensure the security of data transmisdioe
road traffic control system maintains the confiditty and

In the following, we describe the instantiation of the data integrity characteristics using electr@igmature.

defined analysis patterns using AP-RT tool. Westllate

In addition, the system maintains the rapidity tigio data

the reuse of “Data Acquisition” pattern through thecompressing and laser technology. The data conmipgess

modeling of a road traffic control system. Also, veise
the “Data Acquisition” and “Control of the envirommt”
patterns in order to model a medical control ajgpid.

A. Example of a road traffic control system modglin

also used to minimize the overloaded transmission.

Figure 4 shows how to adapt the “Data Acquisition”
pattern to model this system. The “Sensor” actor is
instantiated by “Radar”, “Inductance loop” and “Canar’.
Then, the “Receive data from the environment” usseds

The road traffic management systems have become @stantiated by the corresponding road traffic eyst

important task intended to improve safety and meva
better level of service to motorists. We focus oodeling
the acquisition data subsystem of a road traffiatrcd
application [6] and we explain how this design &ssan be
facilitated by the reuse of the “data acquisitiqudttern.
Current road state is obtained from the essentialces:
radars, inductance loop detectors and supervisiorecas.

Copyright (c) IARIA, 2010 ISBN: 978-1-61208-111-3

functions which are: (i) “Receive vehicles speedsl a
crossing times” use case associated to the “Raaladr,

(ii) “Receive road segment density” use case aasetito
“Inductance loop” actor and (iii) “Receive image of
vehicles” use case associated to the "Camera” .actor
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The operationalizing softgoals, associated to rtraffic During normal operation, the local home systenigited
control system, are: “Electronic signature”, “Ldsemd  at regular intervals (every 30 seconds) by the terserver
“Compression data”. These desirable leaf-node ismisitare  in order to transmit the totality of recent sensdata. In an
labelled with (/) sign. Whereas, the proprieties that do notalarm case, the local system communicates wittcénéral
have Operationalizing Softgoals are labelled with §ign. server and transmits, simultaneously to the al&inen Jatest
available data.

The MEDIVILLE system ensures a good quality of
Telemedicine  for  patient in  residence, calledservice. Firstly, an original noise reduction alton
“Televigilance”, concerns elderly persons, peoplé&hw jmplemented in the microcontrollers aims to redtise
cardiac pathologies and persons in convalescent&® af yariations of pulse measurement and then to impuate
MEDIVILLE system [5] for telesurveillance of patisnat  ajlowed only for authorised users: patient agergcitioner
home allows a more reactive medicalisation remotelyagent and server manager. Thirdly, the importance a
released by urgency units (diagnosis, intervention) complexity of the functions taken over by this serv

This system is composed of three main componeh}s: ( strongly require a reliable system. The system aiosta
a terminal placed on the patient, continuously réicg his  syfficient capacity and redundancy in order to rcdte
physiological data, (2) an in-door reception baséien, these conditions. Finally, the WS-DSA@eb Servers —
processing physiological signals to detect emergencpifferentiated Services Admission Contrfl}}] mechanism
situation and create an alarm, which is retransuohito the is used to accelerate response time. This mechaiss
(3) third component corresponding to a remote n@dic hased on the balancing of imposed load among aicert
monitoring server hOSted in the teleVigiIance oentr number of Computers to improve performance andhan t
exploiting all these data to decide any interventi@he  yse of admission control mechanisms to allow diféiated
patient’s terminal is coupled to actimetry and pulensors, g|iocation of resources for specific service clagadl].
indicating I’espectively the attitude of the patient Reuse of the “Data acquisition" pattern: Figure 5
(pulse measurement). The base station continuouskhe medical telesurveillance system.
receives the emission Signals from the patlentfmmal The “Actimetry_Sensor” and "Pu|se_Sensor" represent
through a VHF radio link. On the other side theebst®tion  the instances of “Sensor” actor. These sensorasa@ciated
is connected to the remote server of the Survedarentre respectively to the following use cases: “Receive t
through an IP channel using a VPN (Virtual Privategttitude of the patient” and “Receive the pulse
NetWOfk) prOtOCOI. measurement”.

B. Example of a medical telesurveillance systemefirogl
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Figure 4. Data acquisition analysis model of Raaffit control system.
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These functional requirements constitute the mea of (i) “WS-DSAC mechanism”, that allows to perform
the general use case “Receive data from the emagati.  admission control and load-balancing on a distabut
Furthermore, “VPN protocol” and “Noise reducing platform, (iii) and “replication of processors” athallows to
processing” constitute the operationalizing softga# the  prevent fault and then to ensure reliability of system.
non functional requirements fulfilled by data tramssion
of MEDIVILLE system, which are: confidentiality and V. CONCLUSION
accuracy. The main objectives of our work, described in théper,
Reuse of the “Control of the environment” pattern:  are the definition of three analysis patterns daif reuse in
Figure 6 represents the control of patient infoiomat RT applications. The first pattern represents tiectional
analysis model reusing the pattern “Control of theaspects of data acquisition system as well as the n
environment”. In fact, thé'‘Controller” and “Control the functional aspects of RT data transmission syst@éhe
environment”  pattern’s elements are instantiatedsecond pattern shows the different kinds of anasdihat
respectively by “Medical surveillance team” actof o can be identified when time constraints related the
MEDIVILLE system and “Controthe patients at home” use validity of data and deadline of transactions asefulfilled.
case. Moreover, the in-door base station of MEDMIL These anomalies are represented respectively byuske
system can detect patient’'s falls and heart problemcase “Detect the non freshness of data” and thecase
Thereby, “Controlthe patients at home” use case can bé&Detect the non-compliance of deadline of actioife
extended by “detect falls” and “detect heart proigé use third pattern describes the different recoveryandithat are
cases. These latter correspond to the instantiasfothe  activated by actuators. These patterns aim tditktei the
pattern’s use case “detect the non-compliance ahtdary  specification of RT applications analysis modelsi dn

constraints”. improve their quality since they capture both past
Figure 6 represents the non-functional requirdmen experience and best practices of RT systems designe
that are fulfiled by the control system of the rivadl Our future works include: (1) the definition of &yms

telesurveillance application. Confidentiality, rdipy of  patterns composition techniques in order to craageneric

response time and reliability represent componefitthe  model that describes the common and the difference

quality of services offered by the MEDIVILLE system functions between RT applications, (2) the integrabf the

These properties are ensured respectively by é3Sword”  analysis patterns in the context of model driveshiéecture

Operationalizing Softgoal, that allows to ensuree thin order to add more assistance when defining the

authentication of the medical surveillanoeembers, relationship between the proposed RT analysis asigd
patterns.
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Figure 5. Data acquisition analysis model of meldiglasurveillance system
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