
 

 

Abstract—The vast majority of current security patterns are 

oriented towards the production of security mechanisms, such as 

secure access systems or secure authentication systems. This type 

of patterns may be extremely useful for those security engineers 

who work on the production of this kind of mechanisms for large 

companies (Oracle, Microsoft, IBM, Google, Cisco, etc.), but they 

cannot be applied by a wide sector of security engineers who 

work in the development of security architectures. This is owing 

to the fact that these patterns do not consider aspects of the real 

complex system in which they will be installed. In order to 

complement security patterns and make them more applicable to 

security architecture design environments, in this paper we will 

propose a new description template of security patterns. The 

solution provided by this new template is oriented towards the 

architecture and technologies that should be used to design 

security architectures in real complex systems.  
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I. INTRODUCTION 

Organizations currently require to guarantee availability, 

integrity and confidentiality of their assets [16]. In view of the 

fact that the realization of this task should consider the 

constant evolution of the organization’s setting [27], we should 

specifically consider the variation between people, 

technologies, risks, processes, volumes of information, 

business strategies, etc. Therefore, there is a  need  to adapt the 

organization to all these changes in order to attain the 

objective of guaranteeing the fundamental security properties 

for its assets [20]. It is not easy for an organization to evaluate 

its level of risk and adapt itself to permanent changes. It is 

therefore vital for it to seek support from a security 

architecture [3] in order to mitigate the impact of these  

 

changes and thus minimize the risks associated with each of 

them.  

The concept of security architecture can be defined as the 

practice of applying a structured, coordinated, rigorous method 

with the intention of discovering an organization’s structure, 

bearing in mind human resources, business processes and 

technologies, i.e., all the elements that are involved in the 

organization to provide its systems with security and thus 

ensure the safety of its assets [19]. Security architectures are 

installed with the intention of minimizing the risks associated 

with the use of information technologies as well as optimizing 

an organization’s business processes and strategies. If this 

objective is to be achieved, it is necessary to establish a set of 

technological infrastructure controls with which to identify the 

security mechanisms that are needed to define the system’s 

security.  

The security mechanisms used in security architectures are 

artifacts which have been designed to detect problems, prevent 

risks or make immediate corrections in order to avoid any 

undesirable events which may make security vulnerable [26].  

After carrying out a systematic review of the literature 

related to security patterns, we have found out that the vast 

majority of patterns which are currently in use are focused on 

supporting the construction of new security mechanisms [9, 

24, 28]. These patterns are a useful support for those engineers 

who work on developing security mechanisms which are the 

basic elements of an architecture [22, 7]. However, it is 

difficult to apply most of them to those work environments that 

are focused on the analysis and design of security 

architectures, since they do not consider the details of 

installing the solution in real complex systems [9, 28, 18]. We 

understand a real complex system to be all those elements that 
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are involved in an organization, i.e., human resources, business 

processes and technologies. 

We have therefore detected the need to discover structured 

solutions in the form of patterns, or the evolution of existing 

security patterns, to support information security engineers in 

the analysis and later design of security architectures which are 

used in an organization’s real complex systems. 

If security patterns are to be applicable to the sector of 

security engineers who design secure architectures in real 

systems, and confidentiality, integrity and availability of the 

organization’s information assets are to be ensured, then it is 

necessary to resolve a series of lacks which have been 

detected. These solutions are shown as follows:  

 Detailing the information assets, which the deployment 
of the pattern attempts to ensure, and the level of 
criticality of these assets.  

 Detailing what an organization is protecting with the 
installation of the pattern.  

 Including the deployment details in a real 
environment, bearing in mind the architecture and 
technologies that should be used to develop the 
solution in a satisfactory manner.  

 Carrying out a qualitative analysis of the most 
important technological aspects with regard to the 
proposed solution (memory consumed, processing 
capacity, etc.). 

 Bearing in mind different countries’ rules and 
regulations with regard to the information assets that 
they wish to conserve. It may be that a solution which 
is legal in one country is not legal in another. 

The lacks detected in current security patterns have led us to 

the belief that it is necessary to define a new description 

template of security patterns with which to resolve these 

limitations. This new template is characterized by the fact that 

it includes all the aspects which are necessary for a simple and 

reusable definition of security architectures. The definition of 

this template provides a step by step description of the 

architecture’s design, and is linked to the necessary security 

requirements in relation to the criticality of the assets to be 

protected, known incidents, the systems involved in the 

solution, the necessary volumetric, and other variables 

associated with the environment such as the complexity of 

deployment, the use and maintenance of the solution, the 

regulations of the country in which the solution will be 

installed, and associated costs. 

The remainder of this paper is organized as follows. Section 

II provides a description of the goodness of security patterns 

and shows related works in order to represent these patterns. 

Section III presents a new description template of security 

patterns. Section IV states our general conclusions with regard 

to the approach, and puts forward our future work. 

II.  SECURITY PATTERNS 

A security pattern describes a recurrent security problem 

which arises in a specific context, and provides a well tested 

generic scheme as a solution to that problem [12]. One of the 

main advantages of patterns is that they combine experience in 

the design of information system [10], thus making them more 

efficient. Patterns are a literary format with which to capture 

the knowledge and experience of security experts, resulting in 

a structured document in the form of a template to which the 

security experts’ knowledge is transferred [21].  

The first authors to propose security patterns were Yoder 

and Barcalow in 1997 [29]. The number of security patterns 

which have been published has increased considerably since 

then [22, 11, 30].  

A great heterogeneity exists between the different 

descriptions found in each of the security patterns published 

[21, 15, 2, 13, 17]. This is because the authors who describe 

the security patterns that have been discovered have 

historically used different description templates to represent 

them. The most frequently used templates are those proposed 

by the Gang of Four [14], which have been adapted to describe 

security patterns, the template proposed by Buschmann et al. 

[4], the template proposed in the SERENITY project [23], and 

that proposed by Alexander [1]. Apart from these, other 

templates for the description of patterns have also been 

published, but their use is not massively extended yet. One 

example of these is that proposed in [25], in which the security 

patterns are represented as events calculus. Recent years have 

seen the proposal of other types of more specific security 

patterns, such as attack patterns [8] or misuse patterns [13].  

As shown in [17], although the various authors who describe 

security patterns do not use a standardized description 

template, the majority of the description templates of these 

patterns have the following trio of elements in common: the 

context in which the pattern has been discovered; the security 

problem that is attempted to be resolved within the context put 

forward; and the forces that affect the solution. The solution is 

conditioned by the associated forces, and these are expressed 

through UML diagrams which model this solution [13].  

In order to resolve the lacks detected in current security 

patterns and thus support information security engineers when 

analyzing and designing organizations’ security architectures, 

we propose a new description template of security patterns. 

The template proposed below is intended to be an easy-to-use 

guideline which will allow both experts and non-experts in 

security to access a structured and methodical document with 

which to resolve security problems in the real complex systems 

of the organizations in which they work. 

III. A NEW DESCRIPTION TEMPLATE OF SECURITY 

PATTERNS 

In this section, we shall set out the new description template 

of security patterns, explaining its characteristics and the 

contribution that it will make to the scientific community in the 

field of security. We shall then go on enumerating and 

detailing each of the description elements of the proposed 

template. 

A security pattern focused on the development of security 

architectures describes a valid generic path that assists security 

engineers in making analysis and designing decisions when 
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confronting the development of a secure architecture, which 

will resolve a real security deficiency in an information 

system. In order to obtain the maximum applicability within an 

organization, the proposed solution is oriented towards the 

architecture and technology that must be used in that 

organization to guarantee the security of the information assets 

associated with the deficiencies that we intend to resolve.  

The new template will be described with the description 

elements from the description template proposed by 

Buschmann et al. [4] and the template proposed in the 

SERENITY project, used in [5], together with new description 

elements which are necessary to provide security experts and 

non-experts with a template to support the design of security 

architectures. 

One of the main contributions of this approach is that the 

proposed solution provides security engineers with three 

complementary levels or viewpoints: platform independent 

level, platform specific level and product dependent level. 

This solution model manages to separate the implementation 

of the system’s functionality specification over a platform in a 

specific technology. This allows differentiating the 

functionality that the system must satisfy and the technologies 

that could be implemented to develop the solution.  Security 

engineers can also visualize the evolution of the solution from 

abstract models to real implementations in the complete 

system.  

Figure 1 (below) shows a graphical representation of the 

solution levels. 
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Figure 1. Abstraction levels of the solution. 

 

As the figure above shows, all security systems must 

consider which information assets they intend to protect and 

who will have access to them.  

We shall now provide a short description of each of the 

abstraction levels shown in Figure 1, and how the 

transformations through which to move from one level to the 

following should be carried out, illustrating the new elements 

needed to be incorporated or considered. 

Platform Independent Level: this level provides a 

description of the security functionalities that the system 

should have, independently of its technological characteristics 

and implementation details. More specifically, a conceptual 

description of the security mechanisms that should be 

incorporated into the system is provided, along with the type 

of relationship that exists among them. The elements that 

should appear at this level are security patterns which are 

oriented towards the development of security mechanisms. A 

good guideline which can be used as a basis for discovering 

the type of patterns that are necessary is the guideline 

developed by Schumacher et al. in [22]. 

Platform Specific Level: the solution should be defined at 

this level, detailing the architecture or platform to which it will 

be applied. It is also necessary to set out how the necessary 

security mechanisms should be situated, through the 

presentation of an optimum security architecture with which to 

resolve the problem, independently of the technology used to 

protect the organization’s systems. Given that security 

problems have repercussions on specific technological 

architectures, the same platform independent model can be 

instantiated N times, since it corresponds with different 

technological architectures. The security mechanisms 

described at the independent level become architectural 

components at this level. 

Product Dependent Level: it is necessary to install the 

platform specific model into a specific architecture at this 

level, to implement it with technological products that are 

already available. Each of the architectural components can, 

therefore, be transformed into N technological products. The 

technological products must be valid products made by known 

manufacturers in the security industry. The final solution may 

vary significantly depending on the technologies used. This 

level should be independent of the information system’s 

technological conditions. This view of the solution is very 

practical since it shows the user the different technologies that 

already exist on the market and that are oriented towards 

resolving the given problem. 

This manner of structuring the solution provides a clear 

example of the steps that must be followed to implement the 

pattern, signifying that both experts and non-experts can 

understand the solution and know how to deploy it in a real 

system.  

A further implicit property of this description template is its 

associated decision path. This element is of great assistance 

when selecting the most appropriate pattern with which to 

resolve a determined problem. The following five levels have 

been proposed in the decision path in order to classify the 

patterns that are associated with a discovered security 

deficiency:  
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1) What is the state of the information, programs or 

configurations that need to be protected? The possible states 

are the following:  

a) Stored: These are found in a data base. 

b) Transit: Through a transfer to another company or 

service. There is a movement of information. 

c) Access: The information is being accessed. 

2) Who accesses the information that we wish to protect? 

The people who can access the information are:  

a) The organization’s internal users.  

b) External users or customers. 

c) Computing staff during their work. This type of user is 

special since he can access data, applications and systems 

without using the security mechanisms which have been 

designed in the applications utilized by the final users.  

3) How is the information accessed? or What is the means 

of access? In short, the information can be accessed in the 

following manners: 

a) Directly: By accessing the data directly without any 

limitations on the use that is made of them.  

b) Through an application: By applying business logic to 

the use, through which the information is shown.  

4) Where is the information accessed from? It is basically 

accessed from two places: 

a) Within the organization, i.e., all the technological 

spheres that are governed by the same security policies. 

b) Outside the organization: where it is not possible to 

ensure the fulfillment of the same security policies that appear 

in the organization in which the assets are located. 

5) Who manages the means used to access the information 

that needs to be protected? 

a) The person responsible for security who will use the 

pattern and will be legally authorized to manage the systems’ 

security.  

b) Any other person who does not belong to the 

organization or does not have legal authorization to manage 

the system’s security. 

This decision path can be used to verify what type of 

problem, in general terms, will be resolved with the pattern 

discovered, i.e., two security patterns that respond identically 

to the same path resolve problems of the same nature, and 

could thus be alternatives to the same problem. 

With regard to the elements described in the template, it is 

also necessary to emphasize that they do not describe the 

security vulnerabilities that may affect the information system 

in which the solution is installed. This is owing to the fact that 

new vulnerabilities frequently appear and the pattern must be 

constantly modified. We consider that the technologies 

themselves should be updated each time a new vulnerability is 

encountered, and that in this case it should be the manufacturer 

who updates them, or the security administrator who 

incorporates new rules into the security technologies used, if 

the impact of these vulnerabilities is to be minimized. This 

new template of security patterns therefore considers that 

vulnerabilities appear in all technologies on a permanent basis, 

and this concept forms a part of the pattern’s considerations. 

The greater a technology’s exposure to public networks, the 

higher its level of weakness. All security architectures will 

therefore be designed by bearing in mind that critical 

vulnerabilities repeatedly appear in all technologies.  

 The template proposed for the description of security 

patterns focused on the design of security architectures will be 

shown as follows. We must emphasize that this template is 

used to evolve existing security patterns, since it maintains the 

same base structure as their description, and it is only 

necessary to add the new elements that are proposed. The 

template that is proposed consists of the following elements: 

A. Name  

The pattern’s name should represent the problem that it is 

attempting to resolve. This name must also be unique within 

the sphere of this type of patterns.  

B. Context  

The context provides a generic description of the setting, 

both at user level and system level, and includes the conditions 

under which the described pattern should be applied.  

C. Problem  

This describes the situation which has led to the necessity to 

apply a series of security mechanisms in order to obtain an 

optimum solution, and it basically details the reasons for the 

problem. It should also indicate the following questions:  

 Which assets need to be protected? Information, 
programs and/or configurations.  

 What are we protecting ourselves from? Information 
leaks, massive attacks, etc.  

 Which security properties do we intend to conserve? 
Confidentiality, integrity, availability, auditability 
and/or non-repudiation. 

D. Known incidents 

It consists of a description of real cases of known security 

incidents, in relation to the problem posed that the 

implementation of the pattern intends to resolve. These 

incidents can be easily located on the Internet on specialized 

sites [6], which collect this type of events and specify when 

they occurred, how they occurred and what their impact was.  

E. Decision Path  

This element should describe all general levels of the state 

of the assets that need to be protected (previously described). 

This will make it possible to determine which pattern should 

be used to resolve a specific security problem. The objective 

of this descriptive element is to be able to develop a 

methodology based on security patterns, on the basis that the 

pattern’s definition itself develops its own path in the decision 

tree.  

F. Solution  

This element describes the solution in accordance with the 

scenario and the problem being considered. This solution must 

be expressed at three different abstraction levels, as previously 
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shown. It is first necessary to set out the solution for a platform 

independent level, showing the security mechanisms that must 

be used and the relationship that exists among them. This first 

level is then transformed into a second level, called platform 

specific level, which refers to the technological architecture 

proposed to resolve the given problem. The second level is 

finally transformed into a third level, called product dependent 

level, which shows a proposal for the technologies that can be 

used to implement the solution proposed by the described 

pattern. These technologies must be considered trustworthy by 

the Security Engineering sector. 

Once these three levels have been developed, the solution 

should be complemented with a UML sequence diagram that is 

oriented towards the product dependent level, and that shows 

and describes in detail what the sequence of optimum 

processes to carry out the solution is. 

G. Considerations  

It is necessary to carry out a qualitative analysis of the 

solution in relation to the critical parameters found in the real 

complex system: a) storage; b) memory consumed; c) 

frequency with which the systems, technologies and 

applications are patched up; d) process capacity; e) complexity 

for final user; f) complexity for security/systems administrator; 

g) complexity of log management; h) broadband consumed; i) 

complexity for massive use of solution; j) cost of installing 

solution; and k) solution fulfillment guarantees. It is necessary 

to decide whether each of these aspects is qualitatively altered 

in a Null (0), Low (1), Medium (2) or High (3) manner when 

deploying the solution in a real information system.  

These decisions will assist in the evaluation of whether or 

not the implementation of the solution is appropriate for the 

organization’s current situation. This is particularly true when 

considering the cost parameters and fulfillment conditions 

since excessive costs and an inability to ensure the fulfillment 

of the solution might be the main cause of any solution being 

rejected. 

H. Rules and Regulations  

If the adoption of a predefined solution in the form of a 

pattern in a real environment is desired, it is necessary to 

consider the regulations of the country in which the solution is 

intended to be installed, with regard to the information 

activities that need to be protected. We must also bear in mind 

the rules associated with these regulations which must be 

fulfilled by the proposed solution for it to be correct both 

juridical and legally. For example, Argentina does not permit 

the movement of information related to people who reside in 

that country and a solution which does not fulfill this 

regulation could not, therefore, be installed.  

I. Benefits 

A short description of a solution’s goodness with regard to 

the sphere and specific context in which the pattern is 

developed. 

J. Consequences  

This element describes the consequences of adopting a 

pattern as a solution in a real information system. An analysis 

of the risks that the organization runs if it does not adopt this 

solution must also be carried out. To do this, it is necessary to 

describe the following consequences:  

 Negative consequences of adopting the solution.  

 Consequences of not adopting the solution.  

K. Alternatives 

The majority of security deficiencies can be resolved in 

different ways, and this section should therefore describe other 

solutions that can be used to resolve the considered problem. 

These alternatives may differ from the pattern described at the 

technological level, at the architectural level or even in the 

security mechanisms used to guarantee the information assets 

that are at risk.  

IV.  CONCLUSION 

In this paper we have presented a new description template 

of security patterns. To do this, we have provided a brief 

introduction to security patterns and their related works which 

put forward pattern description templates. We have then set 

out the reasons why security patterns focused on designing 

security architectures are necessary.  

 Existing security patterns are currently focused on 

supporting security engineers in the construction of security 

mechanisms. This type of patterns can rarely be applied by 

those security engineers who are dedicated to the analysis and 

later design of security architectures in real systems. This 

limited applicability results from the fact that current patterns: 

a) do not contemplate the impact of the systems involved in 

the solution; b) do not define the assets that must be protected; 

c) do not classify these assets according to their criticality; d) 

do not consider the restrictions involved in applying them in 

the different countries where we may wish to install the 

solution; e) do not consider the complexity of deployment, use 

and maintenance of the solution by the engineers in charge of 

them; f) do not define the reason why it is necessary to protect 

the assets; g) do not consider the impact of parameters on the 

system in which the solution will be installed; and h) do not 

put forward a real use case to provide both experts and non-

experts in security with an example with which they can 

compare their problem. All of the aforementioned reasons led 

us to the belief that it was necessary to state a new description 

template of security patterns oriented towards resolving the 

need to obtain structured, valid and reusable solutions with 

which to support information security engineers in the analysis 

and design of security architectures in real complex systems. 

We are currently working on the description of new security 

patterns focused on designing security architectures. We are 

also attempting to refine existing security patterns to make 

them applicable to the design of security architectures. Finally, 

we are defining a use methodology for this security patterns to 

allow both experts and non-experts in security to apply 
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security to their systems in an easy, rapid and optimum 

manner.  
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