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Abstract—Improving flexibility in the manufacturing industry
has always been a challenge. Workers at assembly lines have to
cope with a flexible and rapidly changing production process. To
meet these challenges, an assistance system is proposed that is
used during the production process to provide workers with near
real-time instructions regarding changes to the production process.
This enables the development of a versatile production range that
includes large and small series, as well as customised solutions.
An example of an automotive assembly line is used to demonstrate
the feasibility of the system. In conclusion, the proposed system
advocates an in-line qualification process for workers that would
facilitate a paradigm shift towards agile manufacturing and lead
to a significant increase in resilience.

Keywords-Resiliency; Assistance System; Agile Manufacturing;
In-line Qualification; Change Management.

I. INTRODUCTION

Resilience is an essential attribute of manufacturing systems
as it provides the ability to withstand challenging circumstances
and adapt to disruptions without incurring significant additional
costs [1]. The five key components of operational resilience,
namely a) risk identification and management, b) business
continuity planning, c) IT resilience, d) crisis management and
response, and e) adaptive governance and culture, serve as
the foundation for a comprehensive and effective resilience
approach [2], [3].

This section examines the motivation, challenges, aims,
research questions and contribution of this study. Our objective
is to facilitate a flexible production that includes both large
and small series as well as customer-specific production. To
accomplish this, we have created a corresponding near real-
time assistance system that promptly provides workers with
guidance on modifications to the production process.

A. Motivation

Manufacturing is a critical component of economic activity.
Therefore, a comprehensive approach is needed to fully under-
stand and model resilience. It is not enough to consider only raw
material shortages, disruptions from natural disasters, such as
earthquakes, or expert commentary as determinants of resilience.
Instead, a careful examination of all current and emerging
variables that affect the manufacturing sector is required. The
incorporation of deep and broad learning has emerged as
a promising solution to improve the predictability of the
manufacturing sector and strengthen its resilience to changing

circumstances. These technologies have the potential to address
data generation and analysis, making them ideal candidates to
address the modern challenges faced by manufacturers [4].

Although organisations are aware of the importance of
resilience, they often struggle to determine the extent of their
resilience needs. They may lack an understanding of the true
meaning of resilience and, as a result, may not be aware
of the appropriate level of investment required for resilience.
In addition, companies may be unsure of the level of effort
required to establish a resilient operating framework across
their organisation. Some companies have taken the initiative by
appointing a single individual to focus on building resilience,
while others have created dedicated teams to address this
challenge. To foster resilience, organisations need to develop a
wide range of capabilities that allow them to increase visibility,
flexibility and speed of response to disruptions. Achieving just
a few of these qualities is not enough [5], [6].

B. Challenges

Designing a resilient production environment has many
implications for workers and foremen. The following extracts
outline the main challenges associated with this flexible
production process, particularly from the perspective of the
worker (trainee) and the foreman (trainer).
Chall:Effort: Workers receive more information in the same

amount of time, resulting in more training hours for them.
Chall:Relevance: As workers are given more information in

the same amount of time, there is also a higher risk of
overwhelming them with irrelevant content.

Chall:Timeliness: If workers are absent for a period of time,
for example due to sickness or holidays, it is more likely
that changes, and therefore the provision of new training
materials, will fall into this period. As a result, workers
may receive the new information too late or not at all.

Chall:Accuracy: More information in the same amount of
time also has an impact on the quality of training materials.
Trainers produce a lot more material in the same amount of
time, resulting in more work for them. This increases the
risk that the information provided is not detailed enough
and that workers make mistakes in production processes
when following the new instructions.

Chall:Understandability: The same argument leads to an
increased risk that instructions will not be clear and
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unambiguous enough for workers to act as intended by
the trainers.

Chall:TailoredSummaries: Trainers have to go through a
larger amount of material, which increases the risk that
summaries of information are not always tailored to the
target audience.

Chall:Device: As workers in a resilient production environ-
ment should access information in a flexible manner close
to their workstations, the increased amount of information
needs to be prepared and presented not only on papers but
also on different digital devices, such as mobile phones,
tablets and Virtual Reality (VR) lenses, leading to a higher
effort for preparing and presenting the information.

Based on the challenges identified and presented, an ap-
propriate solution addressing the challenges must satisfy the
following requirements:

Req:Effort: There should be no additional training effort for
workers and preparation effort for foremen (Chall:Effort).

Req:Relevance: To avoid overwhelming users with irrelevant
content, it is crucial that the information provided is per-
tinent to their specific workplace and job responsibilities
(Chall:Relevance).

Req:Timeliness: Revised guidelines must be communicated
and made available in a timely manner, ensuring they are
current before being put into practice on the assembly
line (Chall:Timeliness).

Req:Accuracy: Ensuring the accuracy of the provided inform-
ation is crucial to prevent mistakes when following the
new instructions (Chall:Accuracy).

Req:Understandability: It is essential that instructions are
clear and unambiguous for the intended audience, enabling
them to act in accordance with the information provided
(Chall:Understandability).

Req:TailoredSummaries: The provision of tailored summar-
ies, such as information sheets and training videos, is
contingent on the user’s role. Consequently, different
materials must be made available to those with different
roles, such as workers, apprentices, engineers, and students.
There should be no additional burden on those responsible,
e.g., time-saving compilation of information for foremen,
meaningful amount of new information for workers
(Chall:TailoredSummaries).

Req:Device: In addition to monitors affixed to machinery, the
information should be presented on diverse output devices,
with a preference for mobile technologies, such as tablets
and VR lenses, thereby enabling personnel to access the
data in a flexible manner in proximity to their workstation
(Chall:Device).

Req:Notifications: Workers should be automatically notified
of appropriate changes and should also be able to manually
retrieve changes based on specified filters, e.g., only
display information from the present time up to three
weeks prior (Chall:Notifications). Potential alterations
to the structure of incoming data must be detected
(Chall:Understandability).

Req:PushPullData: The proposed system should incorporate
two distinct notification approaches: a ’push’ mechanism,
which automatically presents updates to the employee via
a specified medium, and a ’pull’ mechanism, allowing
for selective retrieval of information. This dual-strategy
solution should be implemented to ensure that workers
can receive automatic notifications of changes, as well
as have the ability to access specific updates as needed
(Chall:Notifications).

Req:Adaptability: It is essential that the solution is adaptable,
facilitating its implementation in a variety of work
environments, including various workplaces, maintenance
areas, and industrial plants (Chall:Adaptibility).

Req:DataSources: Input data must be derived from diverse
sources across various locations, encompassing a wide
range of materials. These include operational guidelines,
user manuals, scholarly articles, both two-dimensional
and three-dimensional illustrations, computational mod-
els, quality control documents, instructional guides, and
information generated by machinery.

Req:DataFormats: Information has to be presented in various
formats, including textual, visual, auditory, and video
content. For instance, data can be stored in file formats,
such as ASCII, HTML, PNG, or TIFF.

C. Aim

The overall aim is to provide a flexible production range,
encompassing both large and small series, as well as customised
production by developing an appropriate worker assistance
system. Assistance systems are technical systems that support
people in performing activities and make task processing more
efficient, and may be partially based on artificial intelligence.
Worker assistance systems are assistance systems that provide
production workers with the information they need at their
workplace, supporting and guiding them step-by-step through
complex work processes. The information provided is tailored
to the worker’s level of knowledge and needs.

Designing a resilient production environment in training will
lead to an increase of the frequency of worker training. The
understanding for the systems at the work places of workers
can be increased by disseminating knowledge and offering
training content. Real-time provision of targeted information
is an requirement to achieve this. The aim is to facilitate
a continuous knowledge transfer. This can be achieved by
avoiding the need for time-consuming off-line instructions.
Virtual post-its on the assembly line, alerting workers to new
information, can serve as a thought model.

Thus, the primary objective of this study is to provide
a practical approach to the in-line qualification of workers,
which in turn leads to more flexibility in the production
process, enabling agile manufacturing and ultimately increasing
the resilience of the organisation. The aim is to develop a
methodology that is independent of the specific use case
presented here, so that its implementation can be easily adapted
to similar cases in the manufacturing industry. Furthermore,
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the generic approach allows the methodology to be applied to
analogous problems where in-line qualification is required.

Based on the aim, the main research question of this
investigation and a corresponding research thesis are given.

Research Question 1 (Feasibility study) To what extent is
it possible to create an worker assistance system for the in-
line (i.e., during the production process itself) qualification of
workers”, so that the requirements described above are met?

Thesis 1 (Assistance system fulfils requirements) The as-
sistance system proposed within this study meets all require-
ments given above and thus addresses the worker’s needs and
challenges given in Section I-B effectively.

D. Contribution

We present a solution concept, including some implementa-
tion details, with the aim of achieving in-line qualification of
workers in the manufacturing industry in near real-time, i.e.,
as soon as the change in the production process specification
reaches the information system. To avoid confusion, the term
"near real-time" is used, which implies that the required latency
is not guaranteed, as in real-time systems, but only envisaged.
In simple terms, for real-time systems, the latency of the system
is part of its functional correctness; a near real-time system
will function correctly if the required latency is inadvertently
not achieved.

We illustrate the feasibility of the concept for an example
from the manufacturing industry assembly line. The concept is
largely independent of the research projects mentioned above
and can therefore be easily transferred to other research/industry
projects.

E. Paper organisation

The remainder of this paper is structured as follows. Sec-
tion II provides an overview of existing work related to the
problem described. A description of the strategy is presented
in Section III. Section IV demonstrates the feasibility of
the strategy using an example of a car assembly line. The
presentation of the main results and discussions based on
these results constitute the content of Section V. Section VI
summarises this contribution and draws perspectives for future
work.

II. RELATED WORK

This section examines the current advancements and relevant
research in the realm of assistance systems, whilst also
introducing the fundamental concept behind these systems.
Following this, a comprehensive overview will be provided,
detailing the applications of assistance systems across various
domains in both industrial and research settings.

As we enter the era of Industry 5.0, defined by the integ-
ration of digital technologies with human-centric approaches,
assistance systems are playing an increasingly crucial role
in reshaping the manufacturing landscape. Unlike previous
industrial revolutions that primarily emphasised machinery and
automation, Industry 5.0 focuses on blending state-of-the-art

technologies with human innovation and inventiveness [7]. In
this context, assistance systems have emerged as a fundamental
shift towards achieving Vision 5.0 [8].

Cognitive systems are advanced technological solutions
capable of autonomously tackling human challenges and
formulating strategies [9]. These systems offer customised
information, assist in overcoming skill gaps, and aim to
enhance social innovation, employee contentment, and well-
being [10], [11]. Contemporary assistance systems are typically
highly focused and task-specific, digitally encapsulating expert
knowledge. There is no single, all-encompassing solution
applicable across various industries. Assistance systems are
technological tools that aid individuals in carrying out tasks
and improve the efficiency of task completion, sometimes
incorporating artificial intelligence. In the manufacturing sector,
worker assistance systems furnish production staff with essen-
tial information at their workstations, offering guidance and
support throughout intricate work procedures. The information
provided is tailored to suit the individual worker’s expertise
and requirements [12].

The concept of Industry 5.0 envisions future manufacturing
facilities that are sustainable, resilient, and human-centric.
These facilities will demand intelligent and adaptable capabilit-
ies from both advanced production systems and human workers.
Furthermore, in the ever-changing landscape of Industry 5.0,
employees should possess the flexibility to swiftly alter their
roles, either by acquiring new competencies or simply for the
sake of variety [13].

A machine operator assistance system termed Self-learning
Assistance system for Machines (SAM) has been created
for processing machines [14]. This system combines ma-
chine learning with human knowledge to reduce production
interruptions. Another assistance system, known as "weasl",
has been developed as an assembly line control system. It
provides employees with work plan options tailored to their
individual qualifications [15]. Additionally, a self-learning fault
assistant for machines has been introduced [16], which analyses
failures and proposes solutions. This system merges artificial
intelligence with human expertise to generate a novel dimension
of knowledge.

Visual Knowledge Share (VKS) software [17] serves as
a versatile system for assisting workers, enhancing produc-
tion processes through the implementation of dynamic and
interactive digital work instructions. The system offers step-
by-step visual guidance based on qualifications, enabling
quick adaptation and reducing the likelihood of human error.
Schaeffler Special Machinery [18] bolsters its capabilities
by integrating intelligent, Artificial Intelligence (AI)-powered
assistance systems that aid in the supervision and management
of production processes. Additionally, the rule assistant creates
a link between occurrences and suggested actions (Schaeffler
Machinery Ass Systems).

The Fraunhofer Institute offers support systems for manufac-
turing settings. Furthermore, it delivers research and develop-
ment solutions related to sensor-based worker aid in assembly
environments [19]. In a recent project with a leading automotive
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supplier, Fraunhofer has created a prototype system that
supports an employee working on a semi-automated production
line who manages several machines. The system employs
various proprietary algorithms to determine optimal work
procedures based on current machine and sensor information.
Subsequently, the worker is notified of the best next action
via LED strips on the floor, a smartwatch, or a large display
system in the facility [20].

A study in [21] examines current technological support in
the form of worker assistance systems. The research identified
three main categories of these systems: sensory, physical and
cognitive. The Executive Level for Assembly Manufacturing
processes system (ELAM) [22] offers a viable solution for
industrial manufacturing facilities where manual assembly of
components into products is performed. This system is particu-
larly beneficial in environments where product specifications are
variable and multiple versions of the same item are produced.
ELAM ensures that workers receive necessary information at
the most appropriate time and place throughout the factory and
at all required points. In [23], a sensor-based worker assistance
system is described. This system enhances equipment operation,
boosts production capacity and improves the reliability of
processes.

The Fraunhofer IOSB-INA [24] specialises in creating
customised assistance systems for various manufacturing
environments. These systems are designed with modularity
in mind, enabling their application across a wide spectrum of
scenarios. They can support both unskilled and skilled workers
in complex assembly tasks, as well as provide aid to individuals
with cognitive and physical disabilities. This approach paves
the way for more inclusive employment opportunities in the
manufacturing sector.

A system for production planning and control that focuses
on human-centred assistance is described in [25]. This system
also offers decision support recommendations to aid operators
in managing production. In [26], a worker assistance system for
manual production tasks is introduced. This system can provide
real-time instructions through sophisticated image processing
and is suitable for deployment in areas characterised by high
assembly variance, fluctuation, and complex process sequences.
Such environments create a persistent high demand for training
in manual production tasks.

Research outlined in [27] introduces a novel worker assist-
ance system aimed at enhancing the subsequent optical end-
of-line inspection procedure. Following assembly, components
are positioned before the system’s camera for examination,
which simultaneously provides automatic and uninterrupted
documentation. This method ensures comprehensive optical
inspection, thereby enhancing product quality irrespective of
operator engagement

A novel assistance systems has been created that considers
human factors in manufacturing environments [28]. This system
adapts both equipment and directives provided to employees
based on their individual cognitive and physical needs. The
DESC worker assistance platform [29] delivers comprehensive
information to production staff at their work areas, whilst

simultaneously guiding them through intricate operational
procedures. It supplies the appropriate information for each
process at the optimal moment, taking into consideration the
worker’s expertise level and personal requirements.

A classification of worker assistance systems in manufactur-
ing, taking into account the human element, is given in [30]. An
approach to the application-specific design of worker assistance
systems in manufacturing is given in [31]. ShopWorx, an
assistance system, improves operational efficiency by providing
relevant production information in a timely manner. The system
provides near real-time trends and predictions that enable
operators to take proactive measures before problems occur
and make decisions that optimise production [32].

A novel system to assist workers has been created to
support both skilled and novice employees throughout the
entire packaging procedure. This system offers detailed and
accurate instructions for each step, particularly for intricate
tasks [33]. A comprehensive examination of assistance systems
is presented in [34], with a specific focus on assistance
technologies designed for use in manufacturing settings.

Assistance systems have been developed and implemented
by Bauer Maschinen [35] to streamline increasingly intricate
work procedures. These systems also serve to safeguard both
personnel and machinery by preventing incorrect equipment
operation. Enhanced drilling performance and reduced wear on
machinery and tools are achieved through rapid and automated
control and regulation mechanisms. A key strength consistently
offered by Bauer equipment is its superior human-machine
interface.

PSI Technics [36] has developed “mupudia”, a versatile
digital assistant designed for various industrial applications.
This tool provides step-by-step guidance to workers across
multiple processes, including assembly workflows, quality
control in production, repair and maintenance procedures, and
the setup of systems and machinery. Assistance systems [37]
play a crucial role in enhancing virtual product and process
development. Research is underway to create and analyse
techniques for finite element simulations.

Assembly by Motion [38] presents a novel worker support
system that can be readily incorporated into existing setups. It
offers automated management of logistics, manufacturing, and
quality processes, unifying them into a single platform. The
system aggregates information from camera-based surveillance
of production stages and tracks both the workpiece and
logistics. Ulixes [39] delivers a comprehensive approach to
aiding workers on assembly lines, offering guidance across
all aspects. In [40], a portable assistance system is intro-
duced, supporting the smart factory of the future through
a flexible and adaptable modular design. A framework for
classifying assistance mechanisms in the realm of intelligent
manufacturing is presented, taking into account ongoing
academic research [41]. Last, but not least, a framework for
designing Industry 5.0 smart manufacturing systems, centred
on the symbiosis between humans and automation, has been
examined [42]. This approach enables both machines and
humans to generate knowledge and learn from one another,
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fostering a beneficial co-evolution. It aids in comprehending the
interplay between humans and machines, as well as facilitating
the development of effective collaboration between individuals
and intelligent manufacturing systems. Furthermore, the ISO
23247 series defines a framework to support the creation of
digital twins of observable manufacturing elements including
personnel, equipment, materials, manufacturing processes,
facilities, environment, products, and supporting documents. A
digital twin assists with detecting anomalies in manufacturing
processes to achieve functional objectives, such as real-time
control, predictive maintenance, in-process adaptation, Big Data
analytics, and machine learning [43].

In conclusion, this work’s approach sets itself apart from
conventional assistance systems by allowing workers to qualify
in-line on the job, thus enabling and adapting manufacturing
processes, including those for bespoke or small-scale pro-
duction. Traditional assistance systems only offer vocational
training offline, separate from the production process. It is
important to note that there is no one-size-fits-all assistance
system; the specific domain and system context must be
considered when implementing such systems. In comparison to
version control systems like Git [44], the proposed assistance
system can handle not only text-based content, but also visual,
audio, and video formats. Generally speaking, the scope of the
presented assistance system differs substantially from that of
ours. The objective of the existing technology was to create
and deploy systems that would assist workers throughout the
manufacturing process, thereby easing their tasks. In contrast,
this investigation centres on the potential for assistance systems
to facilitate flexible production methods and, as a result,
enhance resilience.

III. STRATEGY

This section explicitly delineates the focus of the underlying
investigation, providing a concise overview of the motivations
and objectives of the study. Furthermore, the strategy that will
be employed to achieve these goals is outlined. This is in
relation to the detailed use case study presented in Section IV.

To reiterate, the aim is to design a resilient and agile
production environment and to increase the understanding of
the system by disseminating knowledge. More specifically, the
aim is to achieve a continuous, scalable, near real-time transfer
of knowledge so that the solution can be used in a variety of
industrial contexts, including different plants and workshops.

The basic idea is to achieve this by eliminating the need
for time-consuming offline instructions: Relevant changes in
manufacturing processes should be automatically detected
and workers should be informed about changed technical
specifications, e.g., by updating relevant drawings, manuals,
quality specifications. The changes are prepared for learning
content and then displayed as push messages to machine
operators while they are working on the machine (e.g., on
a tablet, on AR glasses, on a monitor at the machine). The idea
can be illustrated by the following thought model: Post-its on
assembly line walls notifying workers of changes are replaced

by virtual post-its notifying workers of relevant changes in a
timely manner.

The proposed solution concept for the in-line qualification
of workers is depicted in Figure 1. It contains the following
main components:

Database server: A database server with data repositories as
sources of relevant data for employee training. A variety
of data sources are taken into consideration, including op-
erating instructions, manuals, scientific publications, two-
and three-dimensional drawings, scientific and technical
publications, simulation models, quality specifications,
tutorials, machine data.

Back-end: A back-end to prepare the relevant data. The back-
end contains modules for pre-processing the data in a
structured form, for storing the data and for detecting
changes in the data. The pre-processing stage must yield
high-quality data to ensure optimal performance.

Front-end: A front-end for appropriate presentation of relevant
changes based on the changes extracted in the back-end.

The solution concept includes a classic server-client application
with both back-end and front-end components. It places
significant emphasis on the crucial aspects of IT security,
maintainability and modularity.

The general procedure for delivering new learning content
follows the specification of the flowchart features as described
below. The procedure is also depicted in Figure 1 in terms of
green arrows.

1) The back-end periodically polls the database server for
new data.

2) If new data is available, then it is transferred to the back-
end.

3) The back-end converts the data into a structured form,
depending on the data type and format, and extracts the
necessary metadata (such as author and date title).

4) The data is then stored in a database.
5) The module „Change detector” checks the data for changes.

The current set of data is compared to its predecessor set.
6) Within the database, a visualisation data mart is set up,

which organises changes in such a way that direct access
to the database is reduced to a minimum.

7) Detected changes are automatically pre-selected based on
plant, workstation, station, role and change type filters
(module „Automatic pre-selection”).

8) The pre-selected changes are checked for relevance by
an expert (e.g., the foreman) at the beginning and further
adjusted if necessary. Wrong changes marked as relevant
are filtered out by the expert.

9) The remaining changes are then linked to didactic tem-
plates to compile the extracted information into role-
specific learning and training content.

10) The learning content generated in this way is stored as
instructions in another database (instructions database)
and indexed for quick access using appropriate keywords.

11) The front-end regularly polls the instructions database for
new instructions (push mode).

10Copyright (c) IARIA, 2024.     ISBN:  978-1-68558-210-4

Courtesy of IARIA Board and IARIA Press. Original source: ThinkMind Digital Library https://www.thinkmind.org

MODERN SYSTEMS 2024 : International Conference of Modern Systems Engineering Solutions - 2024



Intranet
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images, 
videos, texts, 
tables, time 
series.

Secure connection

Secure connection

Secure connection

Secure connection

Instructions (‘Pull’)

Figure 1: Diagram presenting an overview of the solution concept. The procedure for delivering new learning content to workers
is depicted by green arrows.

12) Alternatively, the query can be made explicitly via the
graphical user interface (pull mode).

Intranet

Client (Tablet, PC)

Front-end

Server (e.g. VM)

Back-end

Database 
Management System 
encompassing infor-
mation repositories

Knowledge base

Data repositories

• Operating 
instructions

• Manuals
• Scientific 

publications
• Drawings (2-D, 3-D)
• Quality specifica-

tions
• Tutorials
• Machine data

Change detector

Check for new data 
(step 2)

Pull mode: Manual 
fetch of new 
information (step 11)

Push mode: Automated 
fetch of new 
information (step 12)

Figure 2: Visual representation showcasing near real-time
concept principles. The numbering of the steps inside the
yellow boxes correspond to the workflow steps in Section III.

Figure 2 illustrates the core principles of the near real-time
approach. The proposed assistance system provides workers
with near real-time instructions regarding modifications to the
production process. A comprehensive explanation of the near
real-time approach implementation will not be given here.

In terms of data source criteria, the use of historical,
anonymised documents is generally considered acceptable. Data
must have a high degree of structure, and information should be
accessible through well-established interfaces or conventional
database queries.

As the proposed solution is mainly intended for assembly line
workers, the input data is assumed to be text-based assembly
documents. These documents contain information about the
work processes and the parts and tools involved in the work
processes. In order to model the assembly documents within a
relational database, the documents have been represented by
several tables containing all work processes and partial work
steps, required parts and required tools of each work process.
The tables are described in detail by the columns they contain
in Tables I, II, III and IV.

In the following, the features of the solution concept are
identified and compared with the requirements in Section I:

Feat:Adaptability: The adaptability of the solution is achieved
by standardising the architectural design, thereby ensuring
a consistent data framework is used throughout. This
enables the solution to be adapted to different work
environments, including offices, service areas and manu-
facturing facilities. As a result, this approach also enhances
the portability of the data itself. Presently, the quantity of
data that can be accumulated (in regard to the instruction
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TABLE I. METADATA / TABLE COLUMNS FOR
MODELLING WORK PROCESSES

Name Description

IdList Global identifier of list with work process
in document

Id Local identifier of work process
Description Description of work process
EstTime Estimated time in minutes for executing the

work process
IdListPartWorksteps Identifier of list with part work steps related

to a work process
IdListParts Identifier of list with parts required for

given work process
IdListTools Identifier of list with tools required for

given work process

TABLE II. METADATA / TABLE COLUMNS FOR
MODELLING PART WORK STEPS

Name Description

IdList Global identifier of list with part work steps
Id Local identifier of part work step
Description Description of part work step

TABLE III. METADATA / TABLE COLUMNS FOR
MODELLING PARTS OF A WORK PROCESS

Name Description

IdList Global identifier of list with parts of a work
process

Id Local identifier of part
Description Description of part

worksheet) is constrained by the stipulation that any
proposed alteration must be endorsed by line managers
or their equivalents and subsequently consolidated across
all work areas. (Req:Adaptability)

Feat:Portability: In contrast, portability is attained through
the utilisation of virtualisation techniques, encompassing
both the operating system level, where virtual machines
(VM) are employed, and the application level, where
Docker containers and Docker Swarm are utilised.

Feat:NearRealTimeDatabase: The database is structured in
a manner that allows for the efficient identification and
retrieval of new information records, irrespective of the
size of the database. (Req:NearRealTimeDatabase)

Feat:VisualizationDataMart: The most recent information
records, including the requisite changes relative to
the predecessor, are stored in suitable structures.
(Req:VisualizationDataMart)

Feat:PushPullData: Push and pull strategies are fore-
seen in order to facilitate the retrieval of changes.
(Req:PushPullData)

Feat:StructuralChanges: Unforeseen structural changes for
example of the worksheets are structurally checked, as
well as full range of plausibility checks of the data. For
example, if a new unknown attribute turns up on the
worksheet then this irregularity is identified, preventing

TABLE IV. METADATA / TABLE COLUMNS FOR
MODELLING TOOLS OF A WORK PROCESS

Name Description

IdList Global identifier of list with tools of a work
process

Id Local identifier of tool
Description Description of tool

confusion amongst the remaining valid attributes’ values.
Furthermore, if an attribute’s expected value is incorrect or
contains unexpected characters, an appropriate notification
is generated, and suitable measures are implemented.
Overall, conventional plausibility checks are employed.
These checks are performed during the parsing process
of the assembly instructions. (Req:StructuralChanges)

Feat:PersonalView: The structure of the instruction work-
sheets: plant, department, down to production line, station,
workplace has been used to set up the appropriate role
concept, such that only the involved personal was informed
about the changes. (Req:PersonalView)

Feat:DataSources: Within the implementation as of today
only the assembly instruction is parsed and considered, but
additional data sources are considered. (Req:DataSources)

Feat:DataFormats: Various data storage formats can be
handled. (Req:DataFormats)

Feat:IdentificChange: In order to be able to detect the
structural changes in the worksheets, a “change detector”
has been implemented upon the “knowledge base”, see
Figure 3. These changes are then forwarded to the
“visualisation datamart”. (Req:IdentificChange)

Conclusion 2 (Solution concept fulfils requirements) The
proposed solution concept for the assistance system fulfils the
requirements stated in Section I.

The validity of Conclusion 2 follows directly from the descrip-
tions of the features given above. Thus, the research thesis in
Thesis 1 has been shown.

In conclusion, the proposed methodology advocates a
paradigm shift in the manufacturing sector towards in-line
worker qualification. This shift is in line with the principles of
agile manufacturing and ultimately improves resilience.

IV. USE CASE

The following section demonstrates the feasibility of the
proposed solution concept as outlined in Section III. For this
purpose, the concept has been applied to a use case from a
joint research project in the automotive domain.

The joint research project, entitled "From the conventional
production plant to the resilient competence plant through
Industry 4.0" (Werk 4.0), is focused on the development of
flexible manufacturing solutions for the future [45]–[48]. The
project aims to create and implement a robust production
concept that incorporates the latest technological developments.
This will facilitate the timely production of future products
and enable a more rapid adaptation to unpredictable changes
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Figure 3: Overview of software tools employed within solution
concept.

in market and technology requirements. The introduction of an
assistance system and intuitive robot and machine operation
and programming on the shop floor will facilitate the physical
aspects of the workers’ roles and relieve them of repetitive
tasks, thus improving their work experience and reducing the
physical strain associated with their roles [47].

One of the building blocks in the joint research project for a
resilient production environment is the in-line qualification of
workers. For this, the solution concept in Section III is applied
to the specific settings within the joint research project. This
involved a number of specific requirements including a focus
on IT security, ease of maintenance and modularity, such as
deployment at project partner Mercedes Benz (MB) and the
use of standardised documents for assembly processes in PDF
format.

The solution concept presented in this study forms the
basis for the software prototype used within Werk 4.0. The
implementation details of the solution concept are given in
terms of the software tools which has been used. The employed
tools in the workflow are shown in Figure 3.

In order to check if the software tools meet the system
requirements in practice, especially considering the specific
requirements in Werk 4.0, the features of the tools will be
compared to the requirements given in Section I.
VMs: The portability of the system is ensured by virtualisation

at the operating system level using virtual machines.
Docker containers: In order to ensure modularity, the soft-

ware has been divided into micro services. The micro
services are encapsulated in Docker containers. T Docker
containers enable applications to run on different operating
systems, providing isolation from their environment. This
way, used tools can be easily adapted or replace, thus
supporting the "Req:Adaptability" requirement.

Docker Swarm: The Docker Swarm Network (IPSec encryp-
ted) simplifies the management of Docker container
clusters. This system allows users to dynamically adjust
the number of containers based on demand, effectively
managing traffic spikes and maintaining application per-

formance and uptime. In addition, Docker Swarm im-
proves application resiliency by allowing containers to be
distributed across multiple nodes within the cluster, ensur-
ing continuous service availability even if a node fails [49].
So while it primarily addresses "Req:Adaptability", it also
helps to address other requirements such as load balancing
and therefore scalability.

HTTPS and SSH connections: Data transfer is secured us-
ing secure transfer protocols, such as HTTPS and SSH,
with incoming data redirected from web requests over
HTTP to HTTPS.

Docker networks: Separate Docker networks are used for
the front-end and back-end. In addition to encrypted
communication via HTTPS and SSH, encrypted data
transfer between Docker containers is done at the network
level via IPsec. This helps to ensure the IT security of
the implementation.

ufw: The ufw program is an open-source tool for managing
netfilter firewalls. It is used inside virtual machines to
improve IT security.

Traefik: Load balancing of incoming requests is managed
using Traefik in combination with Docker Swarm. Traefik
also acts as a reverse proxy, hiding internal addresses from
the outside world. This allows requests to be routed and
filtered to the appropriate Docker containers. Traefik acts
as a Docker-compatible reverse proxy, allowing multiple
applications to run on a single Docker host. This helps
meet scalability and IT security requirements.

Oracle DBMS: The Oracle DBMS serves as a knowledge base
within the workflow. Oracle DBMS is a commercial multi-
model and multi-purpose database [50]. It was chosen to
maintain simplicity in implementation. Appropriate struc-
tures for addressing the predecessor of a new information
record have been developed within the system so that
the time to identify and retrieve such records is almost
independent of the size of the database. This contributes
to the near real-time and scalability requirements.

Makefiles: Makefile rules and shell scripts are available
for sharing and convenient software deployment. This
contributes to the usability requirements on the deployment
side.

Serge: The chatbot Serge provides an Artificial Intelligence
(AI) based conversational system. The chatbot is re-
sponsible for processing the changed information into
appropriate learning content using Large Language Models
(LLM). The main advantage of Serge is that it can be
fully deployed locally, including data storage, to meet the
strict IT security requirements.

R and shiny: R is an established open-source programming
language with a focus on statistical analysis. It is used
in the data pre-processing and data preparation phase of
the workflow. The R package shiny allows the creation
of modern, interactive web applications in R.

Shinyproxy: Shinyproxy is an open-source tool for deploying
data science applications. It is used to manage the front-
end web application. Shinyproxy supports established
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and modern authentication/authorisation technologies. In
this way, it contributes to the requirements of scalability,
modularity and IT security.

As described in the solution concept, the changed information
is made available to the workers. For this purpose, a web
application in the form of a dashboard has been created to
facilitate the visualisation of instructions and changes, see
Figure 4. The web application serves as a research demonstrator
to show the feasibility of the proposed solution. The focus
is on functionality, not on usability and user experience. The
following features are implemented:

1) Multiple drop down menus are available for filtering
relevant information.

2) The current filter settings are displayed for control
purposes.

3) Further drop down menus are available to filter relevant
changes, ranging from time intervals to number of recent
changes.

4) A summary of changes including number of documents
changed, number of information changed is displayed via
information boxes.

5) A high level overview of changes at document level is
given in the form of a table with columns for document
format, document name, file size and a global document
identifier. The visibility of the columns can be controlled
using a multi-select menu.

6) A detailed overview of changes to assembly instruction
worksheets at record level is given in the form of a table
with columns including the local identifier, the description
of the changed step within the worksheet format.

7) Data within the tables and selection menus is redacted
for privacy reasons.

8) A button is available to manually query the database in
the back-end to retrieve changes from the database.

9) In addition, the web application polls the database at
regular intervals.

10) The web application is designed for multi-user operation,
allowing different users with different roles to use the
system and receive personalised information. For example,
the system currently provides assembly instructions to dif-
ferent users from different work environments, including
foremen, maintenance technicians and assembly workers.
These users are distinguished by both group identifiers
(roles) and individual identifiers. The identification pro-
cess (authentication and authorisation) ensures that each
person accessing the web application receives information
specifically filtered to match their job responsibilities and
duties.

In summary, the software tools used in the solution concept
fulfil the requirements listed in Subsection I-B, see Figure 3
and the comparison of features and requirements in this section.

V. OUTLINE OF THE RESULTS

In the following, the results are outlined, the advantages and
disadvantages of the proposed solution are discussed and some
of the areas in which it is applicable are given.

The main research question, "To what extent is it possible
to create an assistance system for the in-line qualification
of workers", has been affirmatively addressed, fulfilling the
requirements outlined in Section I, compare 1. Requirements
were identified to tackle the challenges arising from the main
research question. Based on the requirements, an appropri-
ate solution concept has been developed which satisfies all
requirements, compare Conclusion 2.

The main advantage of the system is that it helps workers
to qualify for their tasks during the production process itself
by displaying the changes on devices such as tablets, smart
screens and VR glasses, thereby promoting flexibility in the
production process. However, it is important to note that this
system is not intended to replace traditional vocational training,
which remains a necessary prerequisite.

The results presented are not limited to the use case presented,
and the strategy can be used generally in the production
environment. The prerequisite is that the production flow is
stable, so that the latest set of work instructions is taken as
the base value.

Adopting resilience strategies at an enterprise level does not
automatically reduce costs and can in fact have a significant
financial impact. The main objective of building resilience is
to increase flexibility in production and prepare the business
for unforeseen and unpredictable future challenges so that
it can survive such disasters. However, such measures can
have positive side-effects at the business level. For example,
establishing an in-line training strategy can significantly reduce
training time and costs, including reducing the risk of damage
and mis-processing through better guidance.

The novel operational opportunities are associated with the
capability for both small-scale and customised production. The
suggested solution not only enhances manufacturing resilience
but also improves quality by minimising errors through more
precise information. Moreover, the streamlined information
exchange can result in shortened manufacturing time frames.

As mentioned above, this support system was not intended to
replace basic vocational training. The main risk of using such
a system is that workers will overlook the change proposals
and produce to the outdated specification. Workers always have
to react to changes. In this case there should be a time gap
between the announcement of the changes and the time when
they take effect.

Furthermore, there is no practice phase in general for workers.
However, it makes sense that workers can practise the changes if
necessary. In order to ease the understanding of the modification
proposals teaching videos can be set up.

The approach can only be meaningful and beneficial if
production is almost constant, with a low rate of change, so
that the worker can adapt to the proposed changes and the time
and effort required to assimilate the proposed change does not
significantly affect the cycle time of the production process.
On the contrary, full offline training is advisable.

In summary, the presented solution concept promotes trans-
formation in the manufacturing sector by advocating an in-line
qualification process for employees. This facilitates a paradigm
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Figure 4: Web application for the graphical representation of new / updated information.

shift towards agile manufacturing and, as a result, an increase
in resilience.

VI. CONCLUSION AND FUTURE WORK

The primary aim of this study was to increase the ability
of manufacturing plants to adapt to change by implementing
agile manufacturing methods, this way improving resiliency.
To this end, an assistance system has been developed and
deployed for the scenario presented, which visualises the
proposed modifications to the production process assembly
line of a manufacturing plant. However, this assistance system
is not designed to replace traditional vocational training, which
is still a prerequisite.

A solution concept for the in-line qualification of employees
was presented. The solution concept includes a classic server-
client application with a back-end and a front-end. The back-
end contains the part of the application that is hidden from the
end user and the front-end contains the part that is accessible to
the end user. The back-end contains the database (knowledge
and changes) and the parsing and loading software. The
front-end contains the software for visualising the data on
target devices, such as tablets and VR glasses. A web-based
application running in the front-end has been developed serving
as a dashboard for visualising the instructions / changes.

The feasibility of the concept has been demonstrated for
an automotive use case. The use case involves processing

text-based assembly instruction documents in PDF format and
extracting data from the documents using rule-based processes.
The extracted data is stored in a relational database, which
makes it easy to pre-select relevant change notifications using
filters. During the loading process, the current data is compared
with the historical data (predecessors) to identify proposed
changes, which can then be visualised on appropriate devices.
The effort to set up such a system is limited and the benefits
outweigh the costs.

The requirements described in Section I were met without
exception, including the near real-time requirements. The
challenges faced during this research were both content-related
and technological. Due to the complex structure of the work
instructions, it was a challenge to parse them so that the results
could be written into CSV files – which were then loaded
into the relational database – taking into account the natural
structure of the roles. On the other hand, the near real-time
search requirements pose architectural challenges for the design
of the database. A detailed description of these architectural
difficulties and an appropriate approach is beyond the scope
of this study.

Currently, the extracted data is stored in a relational database.
For a better understanding of the data structure, an appropriate
ontology can be built. In this way, the knowledge base can
be queried by people who are not familiar with the structures
of relational databases. Chatbots with large language models
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can be redirected to an internal database to be trained on local
data.

There is currently no system in place to automatically
verify that proposed changes have been implemented. Im-
plementing automated quality assurance remains a complex
challenge. Tracking and documenting changes is critical. A
key consideration is the ability to automatically identify certain
machining errors. In addition, some anomalies can be detected
by examining and comparing tool-related data.

While the theoretical framework and operational specifics
have been defined, the practical application at MB has yet to be
evaluated in the field. The scope of the joint research project
Werk 4.0 is limited to laboratory testing, which precludes
any implementation in real production environments. Although
discussions have been held with foremen and skilled workers
about the potential use and benefits of the concept at MB, true
validation in a production environment has not been possible.
This remains an objective for future projects. However, more
in-depth interviews, additional testing and laboratory-based
simulations could provide further insight into the benefits of
the concept and its viability within the production process.

It is worth noting that the impact of in-line training may
vary significantly depending on the skill level of the workers,
with less skilled workers potentially deriving greater benefit
from this approach.

Potential applications include manufacturing plants, research
centres and pre-shift training programmes for workers. The
precise application necessitates further investigation. Due to the
brief cycle times, it is not always suitable for use during shifts.
A straightforward, unobtrusive user interface is preferable.
Augmented reality glasses are particularly well-suited to this
purpose.

The automated documentation of experiments from exper-
imental designs necessitates the monitoring of alterations to
instrument settings and parameters. Instructional frameworks
should be developed in a variety of ways, ranging from a
balanced methodology and minimal guidelines to comprehens-
ive training materials. AI-powered conversational agents have
the capacity to generate text that can be integrated into these
training programmes. The concept of a near real-time relational
database solution is introduced, but not developed further.
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