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Abstract — This article aims at present the results of a use
experience evaluation for the creation and use ofrgphical

passwords on mobile devices as a way to improve Wity and

security aspects in authentication. The authenticadn method
proposed was defined in a project called MultimodaBiometric

and Graphical Authentication for Mobile Devices. Tlese
assessments were carried out with thirty users dung a period
of fifteen days using a prototype that offered a ngertory of

eighty icons divided into four categories. All uses were able to
remember their eight-icon password and claimed hawvg a
good use experience with this authentication method

Keywords - User experience; graphical passwords, mobile
authentication.

l. INTRODUCTION

One of the main goals of the use of graphical passsv
in authentication processes is to increase theilitgalf the
interaction, facilitating the memorization of passds for
users, ensuring a greater retention of informatidhis
feature relies on the
experiments [1][2][3][4] that show the human bréimds it

devices. For this evaluation, a prototype was aped to
allow the experience in a real context of use, iclamgg
aspects of usability, intelligibilty and memorikat
strategies. This prototype is part of MultimodabBietric
and Graphical Authentication for Mobile Devices
(BIOMODAL) project whose main goal is to develop
functional prototypes of biometric multimodal autktieation
and graphical authentication for mobile communarati
devices.

Section two will present a description of the ptgpe
that was developed for this evaluation, followeddegtion
three that will present the methodology used fa& tiser
experience evaluation. Section four will preserg thain
results observed during the exploration, the apeatind the
strategies of memorization applied followed by mecfive
with the analysis of use data for the differentug® of users
and interviews. The section six will present theima
conclusions and findings related to graphical antibation.

.  RELATED WORKS
As a knowledge-based authentication technique, the

results of various studied an

easier to recognize and remember visual informatioraphical authentication requires the user to eatshared

comparing to textual information.

secret as an evidence of their identity. This aatibation

As a recognition-based technique, the graphicaFCheme has been proposed as an alternative thaset

authentication with icons demands less cognitivad Ithan
recall techniqgues and tends to increase the ugabilie
security and the user performance, besides beipgciedly
appealing in the mobile context, where pointingateegion
of the screen tends to be much easier than typitg t

While some recognition-based systems use faces
assuming that the brain has got a special abdityetognize
them, other systems use abstract images [6], whieh
stronger from a security point of view, due to théfficulty
of describing. Nevertheless, the use of icons Briagetter
compromise between usability and security, once
facilitates mnemonic strategies and,
memorization.

The security level offered by such systems depemds
many factors, such as the size of the repositoajlahle to
the user, the password length, the input method, tae
icons themselves, which must, ideally, present laimi
probabilities of choice avoiding possible attacks.

password for over one decade [7]. Surveys on tié [8][9]
review some graphical password systems from thbilitga
and security perspective, but Robert Biddle's syryé]
provides us with a comprehensive review of thd finelve
years of published research on graphical passwaigrss.
[51_[\,ccording to this study, graphical passwords schearebe
classified in three main categories: based on Irecal
recognition and cued-recall.
Graphical passwords with icons are a type of reitiogn
based systems where users are asked to memogpertory
ipf images during password creation, and then rézedheir

consequentlymages from among decoys to authenticate. Proposed

recognition-based systems use various types ofésjagost
notably: faces, random art, everyday objects, amhs.
Renaud [10] discusses some specific security aability
considerations, and offers usability design guidsdi for
recognition-based systems.

In the literature it's possible to find studies lsuas

This paper will describe the results obtained ie th Antonella [11] that compares the a PIN passwordnaga

evaluation of the quality of user experience in theation
and use of graphical passwords for authenticatiomobile
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three different graphical passwords schemes in tser
studies with 60 participants and verified that diepl
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password can be a solution to some problems refted means of transportation and context/place, as shiown
knowledge-based authentication, but poor design caRigure 2.
eliminate pictures superiority effect in memory.

Darren study [12] evaluated some security and ligabi A2 A0 wlw] # 2| | . i || =
aspects involved in graphical passwords with icas®g — —= rf:‘ h ﬂ el 13 I A ol o b AR aad
faces and showed the importance of some rules én th@ e Q ﬁ [l 7] O R 9 o - A 50
password selection in graphical schemes due tdididy A e | [ =
correlation between race and gender of the user. _' g 9 , = B L g LA sl [e1 BN (O
~ And due to the specially appealing of graphicaspasd n E-\ @ L? wlwl 3 lu| @]l |l ] ]
in the mobile context, where typewritten input issd — 11— —
common than pointing at the screen [13] we foundliss Q Q Q ﬂ & o |@||= Vi =|c®| | #]e |
like the Dunphy’s one [14] that evaluate two vensi®f a Figure 2 - First repertory of icons
recognition-based system on mobile devices wher th
images used in the application were provided byuers For the usability study it was designed a simple
himself. prototype, which not bound by strong password pesic

Although there are many academicals studies abouthis design decision allowed the study of usersafns
graphical passwords with icons only a few commérciabehaviors. A commercial authentication solutionegasn

products are available in the market such as Rassfand this technology not only must implement strongesspeords

the over take-up is low [14] [15]. (longer), but must provide security policies thatibit the
passwords considered that would facilitate easy and
[ll.  PROTOTYPE FORCREATION OF GRAPHICAL dictionary attacks. Only for an example, a graphica
PASSWORDS password cluttered with 9 icons in a grid of 80nEds

The evaluation of user experience with graphiCa|equivalen'[ of a password of 8 letters, and a pasbafonine

passwords was performed by the means of a prototyd@ons arranged in a grid of_57 icons is equivaleing size
developed and installed in a Samsung Galaxy S phere, alphanumeric password with uppercase letters, lcaser

with 4 inches (10 centimeters), resolutions of ZBlxpixels  letters, numbers and special characters. ,
and Android operation system version 2.2, as shawn As well as in the use of alphanumeric passwordsai
Figure 1. possible to observe that some of users tried tmiedite

apparent or implied variables of the repertoriesatilitate
their process of memorization. Thus, to enhanceqgtiadity
of the passwords, besides not allowing choosingatsul
icons, additional restrictions were imposed in f@ment of

S|al creation: not choosing more than three icons ith esteen
@[' @ @ to avoid that all icons are in the same page aorigeto the
olelale same category. o _ _ _ _
Al b N S From the application interface point of view, this
fl. f} ’ evaluation sought to identify and validate the adey of

0 ~ 7 the quantity of icons presented per screen, easdyramitive
{ ¥ n ﬁ navigation, and clarity of the actions and feedkaofered

to the users.

IV. PROTOTYPEEVALUATION METHODOLOGY

Figure 1 - Prototype installed in a smartphone In order to deeply explore the process of graphical
password creation, the user sample was divided thmee
The prototype enabled the evaluation to be conduicte groups with distinct methods of creation. The fgstup was
real devices, allowing evaluating not only graphica able to create the password according to their pansonal
authentication parameters but also identifying raton  preferences; the second group was suggested anmando
requirements inherent to mobile platform. Usersenadtle to  theme (adventure, romance, work, celebration, etenrps,
create and use graphical passwords in the deviee thtourism, luck and trouble) and the third group reeg a
automatically registered: time of use, number afgpscrolls, password that was randomly generated by the apiplica
use of “clear” function and number of authenticatio with two icons in each screen.
attempts, which are parameters needed to measare th Training is a factor of great influence in the
quality of user experience. memorization and performance of any password. dieroro
For the creation of the graphical passwords, artepe understand of the impact of this variable in graphi
was produced based on the results presented ontja6] passwords, half of the participants went througiamming
adopted mnemonic strategies to favor the use cfod  session where they used the password three coivgecut
memory in the moment of password creation. Thertepe times right after creating it.
was composed of eighty icons, displayed in 4 screshn A total of thirty users representing general popoie
twenty icons each, classified in categories: peoplgects, participated in the test divided into six groupkirig into
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account the interaction with or without passworaining, To evaluate the performance between different gradp
user created password with or without a suggeststie and  users, quantitative and qualitative parameters \weitected.
the memorization of randomly generated passwordthby The quantitative parameters considered the timeredtion
application and given to the users right before fint  and uses of the passwords, the success and fedlies the
interaction, as shown in Figure 3. number of attempts in each authentication, theofiselear”

The evaluation consisted of six stages, where stagges oy
were common to all groups and others, however, wer
specific to certain groups. The stages consideere:w

Use without

function, navigation between screens, icons chasércons
looked at. The qualitative parameters, in turn sabered the
memorization strategies, the evolution of use,atlieerence
5 of graphical passwords to the suggested themehentvel
of user satisfaction.
Users were divided into gender: male and femald;, an
age: below thirty years old, between thirty andtyfdive
5 years old and above forty-five years old, as showkigure
4. Such division was necessary once the memonzédittor
was to be measured, which implied the need of denisig
m’ different age groups.

generated suggested created PW
PW PW theme Participants Age Group

Use with
Training

Training

Figure 3 - User distribution according to estaldlgroups

Overas |

X

between
30 and4s
a7%

E 57%

.\-

Exploration: in this stage users were requested t
visually explore the repertory of icons displayed i
the eye tracking device. No interaction with the

mouse or keyboard was required since the screens since one of the main criteria to be evaluated ddng
were presented for a preset time. . the capacity of memorization of passwords afteeaop of
Creation: the creation of the password of eight$co time, it was defined that the test would happerinduan

was performed in the mobile device instantly afterinterval of fifteen days according to the schedwuiesented
the repertory exploration. A total of twenty usersin Figure 5.

underwent the process of password creation, and ten

of them were suggested a theme to help create th yser usez Use3 Used
password.

Password generation: the password was generated
an application developed to randomly choose twg Creation

icons from the repertory in each screen, composing ™""e

an eight icon password presented to the user right Figure 5 — Test schedule
after exploration.

Training: consisted of entering the password three
consecutive times in the mobile device. The usér di A, Users behavior during icon exploration

not need to enter the correct password every time, Initially, before the creation of passwords andibeigg
but after each interaction the system informedhéf t of the evaluation, the users were submitted toczqes of
password was cprrect o.r not. . exploring the icons from the first repertory in erdto
Password effective use: the graphical password Wa§e.ome” acquainted with them, before the creatiorthef
used four times during the evaluation, in INCre@sin nasword itself. This process was performed forraireite,
time |ptervals from the creation until the last.use being twenty-five seconds for each category: peayects,
Interview: it was conducted at the end of theeang of transportation and context/place.

eval_u_atlon, where some questions were ask_ed to the \with the support of the eye tracking tool it wassible
participants to verify their perception regardimg t , assess the icons that drew more attention dutfieg
interaction with graphical paslswords._T.he following exploratory process and the ones that were prégtioat
aspects were treated: experience, difficulty of, US€qpserved, as shown in Figure 6 for the categorppifes.
positive an(_j negative issues, tend(_a-ncy to replaceé Tne Heat Map, a feature of eye tracking tool, eslithe
alphanumeric passwords for graphical, passwordg;ggjization, throughout the variation of shadestf green
created and memorization strategies, category hardg, red, of which icons were more observed, wheesutber
to recall, category most liked, experience Withfiyeq the attention and the icons that were pratiicnot
smartph.o.nes and the mobile device model owned b¥een. The graph immediately after the Heat Mapeptss
the participant user. how many users choose each icon of the category.rath

Figure 4 - Test users’ selection

1 day 5 days 9 days

V. RESULTSTABULATION
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“X" sign in the icons represents the ones that weot
selected by the users when creating the password.
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B. Usersbehavior during the creation of passwords

The users selected to create passwords freely rpeese
the behavior mapped in Figure 7.
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Figure 7 - Users behavior in the creation of frasswords
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According to the Heat Map mapping, it was possible
assert that the most observed icons where indesskenhfor
the users passwords. Some icons had a high defgcbeioe
in relation to others due to the easy connectioavieryday
situation and to cultural factors.

The users that had to choose the icons of the padsw
according to a suggested theme also chose thety f&pd
were not obliged to follow the theme. Since the tesl the
premise to create passwords that were safer andr das
memorize, the themes were intended to work as stippo
the creation of a plot for the composition of thesgword
and ease of memorization. Figure 8 presents thenoeds
created with an associated theme and the adheoérezch
one of them to what was suggested.

From the ten users that participated in this caiegaly
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Figure 8 - Users behavior in the creation of frasswvords with suggested
theme

C. Memorization strategies

Using of a repertory of icons separated into four
categories, yet allowing for the formation of arisege with
subject, actions and context, provided a greatetyarof
memorization strategies and few participants dedlahe
need to write down the password to help retainiche set
and at the end of the fourth use all participantsenable to
remember their graphical password in less thanethre
attempts. These strategies were obtained by ieteimg the
users of the test after executing all interactiglasned.

For all passwords used in this test, only eightraise
created a plot for the memorization process, sieduthe
suggested theme and four affirmed not using aayegy.

The users that received the system generated prtsswo
sought to look only at the icons given and nothe tther
icons in the screen to avoid possible confusioms. tRese
users, the creation of a plot demanded a quickticitya
which was not always possible.

Fig. 9 presents some passwords created by the aisérs
the description of the strategies used, accordinghat was
reported during the interviews.

Regarding password (l), the strategy used by teewas
selecting icons of sports and food that he likedt.bkle
chose the icon “balloon” because he wished to triavene,
the icon “airplane” because it was related to rel&l and
places he would like to visit.

Regarding password (lI), the user admitted notguaimy
strategy, only the visual memorization and chose itlon
“calendar” because the date displayed was her hd&ba

four sought to use password adherent to the sumtestbirthday. However, this user did not have a sattsfy

themes.
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performance during the interactions and made nastak
different attempts.
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Figure 9 - Examples of memorization strategies tigedome passwords
created by the user

Regarding password (lll), the user claimed to deémc
icons related to the suggested theme (romancepsoiwp
outstanding pictures and remarkable or familiar eam

0155
=#—UCNT

e

—8—5GNT

.\ ;. —#—S5TNT
0126
M e
o112 -
—m—55TWT
00:57 - —h
0028 —.=~<.—.

00:14

01:40

== 5GWT

= Overall Average

00:00
1day 5days 5 days

Figure 10 - Average time by user groups

As noted, the best time was achieved by the ppatits
that created their own passwords and were traid€N(T),
while the worst time was achieved by the usersnegived
a theme and were able to practice the passwordWg3 Tt
is possible to declare by the analysis of the gliaphigure
10 that four of six groups hold their performant¥se to the

Regarding password (IV), the user chose objects hgverage, except for the last interaction for grod@NT and

identified himself with and places he would likevisit.

TSCT, which is significantly deviated from the cenit is

Regarding password (V), the user also did not uBe a also possible to observe that the groups that werérained

strategy, and since the password was providedégytstem,
he considered himself lucky by the presence ofitbas
“ambulance” and “hospital”, in addition to two facéde
could memorize by the names.

performed worse in the first day of use, but aterfifth day
the performance returned to normal.

Regarding the creation method and training, a more

detailed analysis done, to verify the behavior s¥ra during

Regarding password (VI), the user claimed to havehe interactions. Figure 11 presents the average tf

selected people with familiar names and iconsedl& two
categories only (means of transportation and ofjethus
avoiding confusion.

VI. RESULTSANALYSIS

The results obtained in the data analysis, corisigiéhe

interaction of the participants, comparing passwotiat
were created by the users and the passwords gethérathe
system.

01:26
01:18 -

performance during system interactions for all ipgrants, o1:00
were compared according to the group they belongeds o000 . 7 - / —
follows: 00:52 / \// : —t—User created
« Participants with “User-Created passwords with No o043 «/ \.'—._._____. I
Training (UCNT)"; 0035 ‘,/ : _.Oym"imge

¢ Participants with “System-Generated passwords withoo:2e

No Training (SGNT)";
« Participants with
passwords with No Training (SSTNT)”;

e Participants with “User-Created passwords With

Training (UCWT)”;
e Participants with
With Training (SGWT)”;
e Participants with
passwords With Training (SSTWT)".
Figure 10 shows the average time of interactioer dfte
first, fifth and ninth days from the creation daié the
graphical passwords.

Copyright (c) IARIA, 2012.  ISBN: 978-1-61208-229-5

“System-Suggested-Theme o009

00:17

00:00

Immediate 1day 5 days 9days
Figure 11 - Average performance time of users aliegrto password
creation method

“System-Generated passwords
The immediate use of system generated passwords had
“System-Suggested-Themegreater interaction time, as expected because dhsword

was not created by the user and by the need tanithst
having to create a mental model for its memorizatibhe
same behavior was observed on the first day ofafter, the
password creation, where the time periods wereideres
long, and probably motivated by the user’s feamafking

mistakes in password selection. The behavior on the

following days was considered better, curiouslyaobihg
better performance on the last day for passwords ere
not created by the user himself.

Figure 12 presents the behavior of the participdmts
previous training to the use of the created passwohe
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variable related to training was considered fos ttast as

Regarding the category that most pleased the tisems

means to prove a possible outstanding performanc&as a balanced result in categories “objects”, ‘mseaf

regarding users that were not able to be trained.

01:44

01:26

01:09

AN
£= 0 N\

—

7

00:52

00:35

00:17

00:00

Immediate 1 day 5 days 9 days

== "\With Training =ll=Without Training Overall Average

Figure 12 - Average performance of users with aitdout training

It was possible to observe in this study that dnlghe
first day of interaction there was a significanffetience
between the participants with training and withtraining
and, in an unexpected way, the users that weredraioed
had a better performance than the ones that waneett.
This situation happened because many users didusmt
good memorizing strategies and didn’t invested ntimk in
creating the password, which means a lack of caregithe
creation process, making the memorization prociéSsutt.
Only after the first use that the memorizing sggtevas
created.

However, in the following days, the average for the

participants with training and without training raimed the
same, which allows concluding that memorizationn
directly related to the fact of password being ficad or
not, but rather to the memorization strategy assedi

transportation” and “context/places” in the item snbked
category.

The most significant result was related to category
“people” with a larger number of critics mainly khe
definition of the faces and confusion among sevsirailar
features. There were very few indifferent or totalatisfied
users, not that significant to offset further asayFigure 13
shows the results obtained and the number of uberts
expressed their preference for any of the categlorie

g OMost Liked

. ' DOLeast Liked
|
|
i
[
|

Objects

Means of
Transportation

People Context/Places None All

Figure 13 - Experience of use of graphical password

Regarding the difficulty of use, it was observedttless
than ten percent of the users complained havinglemns
using the prototype, being that this small peragmtavas
composed by users that had no experience with ghaarés,
showing that the level of familiarity with technghp created
one of the main barriers in the usage of the pregos
solution.

At last, regarding the tendency to replace alphaariom
passwords for graphical passwords, it was possible
observe a favorable result towards graphical pasisydut
it was not so outstanding due to the fact of pedying
culturally adapted and proficient in the use alphmeric

Regarding the experience in using graphical pasisyor passwords.

most of the users showed preference for this type o

authentication, probably motivated by the innovatand
ludic aspects of this approach. More than eightgrarof the

users considered the experience satisfactory arel tteonsidered

Even thou the fact of the experience with graphical
passwords being interesting, from the tendency tpofn

view, there is still some resistance, mainly beeassme

this authentication method slower than

remaining users since were not able to memorize thalphanumeric passwords and identified a significetay in

password in all interactions, eventually did nohgider the
experience as satisfactory.

It was possible to notice that in the last days, dbgree
of dissatisfaction increased in a significant manmwkee to
the interval between the previous interaction dx@noment
of password creation. Many memorization stratediese
prove to be inefficient.

the navigation between the icon screens.

VIl.  CONCLUSIONS
In the analyzes, it was possible to observe slighetter

error rates and elimination of degenerated passathrdugh
a more efficient repertory of icons with more griaphy
detailed images, greater possibility of creatingriss and

The same analysis was performed for the item iklete  with fewer errors observed.

the difficulty of use, where it was possible to ebe a

Regarding memorization, it was proved a reductiotihée

greater difficulty of the participants in the laday of error rate and the users were surprised with toein
interaction, linked to the time elapsed betweendfsation performance, emphasizing that in the case of thiegoay
and penultimate day of use of the password; and als‘people”, it was easier to memorize the name ofgaeson
regarding to inefficient memorization strategies. than the image itself, which many times was easilstaken
Since the memorization strategies did not work priyp by the similarities of the faces presented.
the difficulty and quality of experience were compised, The introduction of the process of training in the
not by the application and the solution itself, bfien by the  evaluation did not produced outstanding differeniceshe
participant’s own frustration for not accomplishiting task. performance of the participants that had their \wasds
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