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Abstract— Since ancient times, the obsession with securiand
authenticity has been an issue that has produced ¢h
development of diverse technologies, to avoid thec@ess of
third persons to information or to private places, and to
guarantee the identity of a person with regard to aertain fact.
Undoubtedly, in a society like today, which comesaming like
"of the information”, these issues are a basic asjpe given the
large number of everyday situations that occur reléing to the
use of confidential information and purposes of audtenticity.
For it, it becomes necessary to investigate, legist, and to
develop applications and systems that help to prese the
security and authenticity of a user and so, to prade them with
sufficient capacity in order that these aspects irtelematic
networks are exported to the world of the mobile deices. This
article describes the mechanisms that can be used digital
signatures and certification to obtain the electroit security in
mobile devices. In addition, we propose a real plairm already
realized for the implementation of the digital sigmture in
mobile terminals.

Keywords - digital signature; certificate; midlets; serviet;
cryptography.

l. INTRODUCTION

In today's society mobile devices have become widel
accepted. They have achieved a great popularignkshto
its easy operation and low cost being widely usggdnple
all around the world, increasing their power eveay. This
processing power, which grows more and more, wal d
possible the operations of calculating of summasatad
algorithms (hash functions) [1] and the digital rsiture,
also; it will be possible to do on a mobile phoneai little
period of time. And all this facts combined withetigreat
improvement in the capacity of mobile networks nsake
very interesting to research and it develops telcignes that
are suited to the terminals for conducting eledtron
signatures [2].

The mobile world should adapt itself to new trerals
electronic signatures and digital certificates thatis
concerned, both for electronic commerce and ta#éney out
administrative’s procedures online, as well
possibilities offered by technology in this field3][
Therefore, we find that, on the one hand, mobilengls are
functional devices with a great potential. On ttigeo hand,
there is a way to get that the citizens interacthvihe
government and other existing services in thigifidghrough
electronic means.
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This article seeks two objectives, to report abtie
current existing technologies and develop an apiitin that
allows electronic signature capabilities througtbiteophone
with a digital certificate installed.

The paper is organized as follows. In Section g w
review the theory of cryptography, its objectiveiss
implementation on mobile devices and the different
alternatives that we have. In Section Ill, we pntsinhe
development of our platform divided in client anehr.
Section IV shows the results of our platform andsaction
V we propose the possible improvements. FinallytiSe
VI concludes the paper.

Il.  STATE OF THE ART

A. Electronic Security

The basic pillars of security [4] in communicaticssd
secure exchange of electronic documents are:

Privacy: Preventing that a third party may intetcep
(read) the information submitted in the case of
sensitive data.

Integrity: Preventing that another agent outside th
issuer, get modify (insert, delete, mess, etc.) the
information sent.

Authenticity: Preventing that a third party can
impersonate the other party.

Non-repudiation: Preventing the other party could
deny the participation in communication (eitheraas
source or destination).

These are conditions that must be met in order to
establish a secure environment in the digital wamd we
will see that this security can be ensured by tke af
cryptography, digital signatures and certificates.

Current cryptography is mainly divided into two yer
distinct branches which are detailed below.

1) Symmetric Cryptography

Symmetric cryptography [5] refers to the set of moels
that allow secure communication between the parties
because the key has been exchanged previouslyhvihic

as rothecalled symmetric key. Symmetry means that partéeg the

same key to encrypt and decrypt. This type of agrphy
is also known as private key cryptography.

Although there is no standard type of design, pestihe
most popular is the DES (Data Encryption Standasthjch
is essentially a cryptographic system that takesnpst a
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block of 64 bits of the message and is submittedL@o
interactions, with a key of 56-bit.

decrypt with the public. This latter mode of endiyp does
not provide confidentiality because anyone can ygecthe

With a brute force method, it could break DES byoriginal message since they can always get theigubl

making it unsafe for high security purposes. Théoopto
replace DES has been a new encryption system whiobw
known as triple-DES or TDES which consists of apmy
DES three times.

A large number of symmetric cryptographic systenas w
designed in the past 20 years, including someeahtiwvhich
are: RC-5 [6], IDEA [7], FEAL [8], LOKI'91 [9], DEX
[10], Blowfish [11], CAST [12], GOST [13], etc. Haver,
they have not had the scope of DES, although sdrtteem
have better properties.

2) Asymmtric Cryptography

Asymmetric encryption algorithms [14] use a diffare
key pair in communication, one to encrypt and agotio
decrypt. Both keys are mathematically related ands i
virtually impossible to derive one from anothereTkey pair
is generated based on asymmetric encryption ahgoritsed,
being a secret (private) and the another is knawrothers
(public key).

Nos vemos|
alas§

Nos vemos|
alas§

Figure 1. Process communication in an asymmetric key sysié [

The clear message is encrypted with the privaigblip
key and only his partner (private / public) canrgiptit. The
safety of this system is based on the impossibitfy
calculating a key from another, besides, of coutseeep
the private key secret.

A public key cryptosystem to note is the RSA altjorni
[16]. It is based on the difficulty of factoringrtee numbers.
The messages sent using the RSA algorithm aresesel
by numbers and the operation is based on the prodtwo

large prime numbers (greater thanloicipchosen at random
and the decryption key. His security is that themeno quick
ways of factoring large numbers into prime factosing
conventional computers. The size of his key is firad,
meaning that if the factoring of RSA modules empkyy is
committed; keys with greater lengths can be chogen
maintain the security of the cryptosystem.

Should be noted that one of the most important

applications of public key cryptography is the thbi
signature. The origin signs a message with itsapeikey.

B. Signature and Digital Certificate

The RSA algorithm is reversible; ie, in additionatitow
the public key encryption and decrypt the messaigje the
private, it also allows to encrypt with the privdtey and
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component of the speaker, however, encrypt a messily
the secret key of a user involves a clear ideatifin (so get
the authenticity and non-repudiation) and that omith the
key associated with their identity can decipher,dass a
handwritten signature, so this process is knowrDiggtal
Signature.

A Digital Signature [17] consists basically on #agarts:

1. Key pair generation, private (with which it is
signed) and public (with the one verified by adhir
party). This key generation is done according to a
particular algorithm, as we have been seeing before
the RSA.

2. Signature of the document. With the private key
signed the message.

3. Signature verification by a third party. Given the
signature and public key, another user can validate
the signature.

As the computational cost of public key algorithias
fairly high, to sign a large amount of data, whenessage is
large, the digital signature could be extremelyvwjo For all
this, is applied to the document a summary way tfanc
(hash function) to obtain a hash value, which ity ca
summary of the document. The digest or hash fumetjt8]
are used to compress a text or document in a fiagth
block. Hash functions should be public and irreixes that
is, from the abstract can not recover the origieat. Not
encrypt only compressed text or documents in afleagth
block. The hashing algorithm SHA-1 has been exathine
closely by the public cryptographic community, drab not
found any effective attack.

The Digital Signature, thanks to the asymmetric
cryptographic algorithms, can replace the trad#ion
signature on paper, as it offers these features:

» Document integrity. If the document was modified
during transmission, the signature verification!wil
be missed.

e Identity and authenticity. Only a public key
associated with the user who signed with his peivat
key can correctly decrypt the digital signature.
Non-repudiation. The user can not deny that he
signed his authorship of the Digital Signature.

Funcién de resumen

Huella digital

Figure 2. Generating Process of a Digital Signature [15].
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The digital signature ensures data integrity and
authenticity, so that errors caused during trarsons it
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would become apparent during the process of sigmatu
verification:

signature itself.

bits.

signature received with the sender's public ked, an

by the same asymmetric algorithm that was

encrypted (RSA in this case). This gives a strifig o
160 bits should match the digital signature cakeala
in the previous step.
If both matches, the verification is correct, tfeament
was signed by the issuer and data were no corrupted
The format of the digital signature depends orvihg in
which they perform. It is important note the sigmatwith
syntax ASN.1 referenced to the standard RFC 3882taa
based on the set of standards PKCS # 7 / CMS.

-

Digital

Funcion de
resumen >
O—m

——» Clave Publica ———————

del Emisor

FIRMA DIGITAL

Figure 3. Verification Process of a Digital Signature [15].

A digital certificate [19] is a document issued and
digitally signed by a Certification Authority th@bmbines
the distinctive name of a person or entity withpitslic key
for a period of time. They are digital documentat therve to
ensure the accuracy of the public key certificai®itging to
the owner or the entity, which is digitally signddcuments
that can provide the most absolute security guaesnt

The receiver proceeds to calculate the hash of the
received document according to the algorithm used
(in this case, the SHA-1). As a result you get 160

Now we proceed to calculate the decryption of the

, Resources, and Users

based vs available apps disparity. Here we cartsgdhe
“old guard” (Symbian, Java ME and flash) has a darg

Separate content unencrypted (original) of theinstalled base, but a smaller number of availaplesahan

the newer platforms (Android, Iphone and BlackBgrry

Installed base

@ 100 men (asof HT 2000}

2 0 S Number of available apps

fas ol H1 2010)

Figure 4. Installed base and number of available apps [24].

If now we attend to the quick coding and prototgpiwe
can consult another study reflected in this imadere, we
see thathe easiest platform to master is Android (5 mogths)
while the hardest is Symbian (15 months).

"o
— Android
e WPhane
————— 1| lava ME
g —  — | Windows Mobdp
i————-— = | Blackflerry

Moerthy B ———— e o Symbian
1] 5 1i) 15 20

Figure 5. Platform’s learning curve [24].

This mechanism provides the users to verify the

authenticity through the network, controlling acce®
resources, etc. There are several formats forficatés and
the most widespread is the X.509 version 3. Thism#&t is a
standard of ITU and ISO / IEC.

C. Security on Mobile Devices

Different technologies are capable of offering @ibi
signature capabilities and user authenticationguaimobile
phone. There are several articles about this [21], [22];
however they are abstracts and with unrealisticitswis.
Then, we explain those most important tools thaehaeen
used for the development of the platform.

We can attend to commercial and technical reas28is [
for the selection of the platform. In the first, wél consider
the market penetration of the different alternativeAs
for technical reasons, we will study the speedsamgblicity
of coding and prototyping. The following image stsoan
analysis of the status of the market related witstailled
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In this article, we have chosen the Java ME platffor
the rapid development and great  penetration  irdo th
market. Moreover, this solution has low cost about
developer tools.

1) Java Mobile Edition

Java ME, formerly known as Java 2 Platform Micro
Edition or J2ME, is a technology for developing dav
applications on mobile devices such as phones anasP
Java ME consists on programming specifications and
special virtual machine which allows that a Java ME
program can be run on a mobile device. JavaME ces\are
based on local programs, called MIDlets, whichuker can
download and install on his terminal. MIDlets cam tun
locally on the device and also provide client-ses&ssions.
There are two settings for Java ME, configuratimndevices
with limited connection (CDLC) and other for context
devices (CDC).
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The development of a Java ME application follows

several steps, which we detail in four:
Edit the source code.

files are obtained.

Pre-verification: To prevent malicious applications
are installed.

Packaging: It generates a .JAR.

Deployment: Installing MiIDlet on the mobile
terminal.

Noted that the Java ME cryptographic operations are

performed with the addition of cryptographic libesr
according to the standardized set of APIs in theaJa
Cryptography Architecture (Java Cryptographic Aretiiure
- JCA).

2) Security and Trust Services APls

API Security and Trust Services (Security and Trust

Services API) [25] is a specification for Java Miedagive
the possibility of opening a channel of communimati
between a Java MIDlet and a "security element."sThi
security element can be a smart card with cryptdtca
module WIM, or the internal security element thedvyides
the S.O. of a terminal.

Using SATSA, JSR-177 is also a security elementhvhi

can perform all security processes such as eldctron

signature or authentication of users in Java MHiegions.
The API of Satsa has four optional packages fodtfierent
needs of communication with the security elemerite T
communication mode depends on the type of appbicati

Compilation: The code is compiled and the class

, Resources, and Users
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Figure 6. General scheme of the Platform [27].

The main elements involved in this platform are:
Mobile phone N95. With Java and JSR-177 factory
installed.
Conventional certificate in PKCS # 12 format issued
by the Fabrica Nacional de Moneda y Timbre.
Server with Tomcat version 6 installed.
Development environment NetBeans IDE 6.0.1.
Software digital signature verification.

We will study the environment of the two most intaort
components of this platform, the client and server.

A. Client

To give the client the functionality required fonig
platform is necessary, to incorporate into the heotevice
(N95); two fundamental elements: the digital ceife and

These packages are APDU and JCRMI, intended tehe MIDlet [28]. These will be discussed below, ever,

communicate with smart cards. The package PKIésl dier
credential management and digital signature. Rinall
CRYPTO is used to perform cryptographic operations.

3) Symbian OS

This operating system [26]
exclusively for mobile terminals and its code isyded to
major phone manufacturers like Nokia. Provides irtgrd
functions related to authentication, and confidsityi and
integrity of data. Also, Symbian allows the managatrof
certificates with a  cryptographic  module, and
implementation of standard cryptographic algorithimash
functions, key and random number generation.

These technologies have been used to create som

examples of existing services such as Mobipay aneso
proprietary driven by large operators such as Muaafand
Telefonica.

I1l.  DEVELOPMENT OF THEPLATFORM

The basic objective is to implement a digital signa
mechanism in a mobile phone. Of all
technologies, Java is chosen to try to ensure nvately as
possible among the existing terminals. For it, saJWE
application (MIDlet) for a Nokia N95, has been deped
which uses the private key of a personal digitatifteate
from the Fabrica Nacional de Moneda y Timbre, idsine
the conventional way, and so perform cryptograpdus&s in
the mobile digital signature.
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has been developed

the existing

previously it would be useful to show the structuhat
contains the device protocols:

MIDP (MIDlet) + |
| SATSA

[ opc

| SYMBIAN 60

HARDWARE

Figure 7. Structure of protocols of the mobile device [29].

el) Digital Certificate

The first thing is to have a personal digital dierdte
issued by the Fabrica Nacional de Moneda y Timibte
steps to follow to obtain are the following:
Request the certificate through the internet.
Proof of identity in a registry office.
Download digital certificate user.
Export Certificate.

Once obtained the personal digital certificate FXP
PKCS # 12 format, is exported to the mobile termiRar it;
the transfer file has been made through Bluetoai fthe
PC although it could be used for a USB cable. éitlbox is
stored the message received by Bluetooth, whichaotn
the file with the personal digital certificate apdvate key.
When we try to open this message; a key is requiestgich
was inserted during the previous export stage. W§@n
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enter the password correctly the phone detectsctratins
the file and will proceed to the installation oétbertificate.

Thus, the private key is stored in the securitynelist and
the user certificate and the certificate authdrityis default
store.

2) Midlet

The application on the client side consists of éDdt
called MozartPKI. This MiIDlet has been developed fo
terminals with profile MIDP 2.0 and limited CLDC QL.
connection settings. The MIDlet has been develauethat,
using SATSA cryptographic services, a user can dend
server a plain text message digitally signed by, lend that
another person may recover the server and chéetleit The

MIDlet consists of 2 classes in the package
es.minerva.mozart. A MiDlet class itself is called
MozartPKl.java and the other is Infodata.java. The

Infodata.java class is responsible for readinglEh@ddress
of an external file server, so if you want to charbe IP
delivery of the signature file (the server), we Vdonot need
to tweak the source code, just enough to changdilthe
properties.

To install the MIDlet the first thing to do is coitipg
and to package the source code and resources afi¢ne
application. For it, NetBeans 6.0 is used for thealiopment
environment (compile and build the JAR file).

To install on the mobile phone it is enough to st
JAR file, which is the MIDlet itself. For this teste will use

compilation and construction of the Web applicatiarfile
.WAR is created in NetBeans and must be installedhe
Servlet container, which in this case is Tomcat @ do
this you access the Tomcat management consoleehgct s
the WAR file to deploy it for.

IV. RESULTS

A. Client

Accessing MozarPKI, we see the operation of this
MIDlet. Once launched, the welcome screen appéaybu
can see in the image and the entrance to the right:

§ ¢ Hozrthl MozartPK]
3G

m(s=zart

\ Inicio
Servicio
Acerca de...

Proyecto

© Mmf:rva o |

Figure 9. Screen of welcome and beginning of the N95 [27].

First, the MiDlet requests to the service user, the
insertion of the message to sign, and once you Waten is
confirmed by pressing the corresponding button. The

the Bluetooth technology. Thus, once the mobile hagnessage to be signed by way of example is "l recejour

received the JAR file, is able to install the MIDI&/ith the

gift". The message is then introduced and offers th

MiDlet installed on the Nokia N95 can be checked bypossibility to modify it if the client detects aufain writing:

accessing the phone's application menu and ndtiaigthis
application is available as the others:

= o
HS Aplicaciones

Figure 8. Correct installation of the MIDlet "MozartPKI" [27]

B. Server

This server consists of a Java Servlet, ServerPKl av
web page, index.jsp. Java Servlets [30] are objiets are
within the context of a servlet container (in thiatform will
be Tomcat 6). The Servlet works very similar to Ehi®let,
when the client that runs on mobile phone, estabtisa
connection to the server and sends the POST reqhest
servlet responds by trying to keep the inflow asayarof
bytes in a file on his disk. If the process is ssstul, it
opens an output stream to send the MIDlet acknaymhesht
message indicating that the process has finishezkssfully.

The Java Servlet is compiled by NetBeans and winésh
been developed to run on the server. As a resulthef
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MozartPKI

& T

7, MozartPKI
o (38)
Wemaja aenviar

= £
2 MozartPKI :
Lo ;

36

dabc 0

El siguiente mensajevaa
ser firmado digitalmente,
compruebe que es
correcto:

iHe recibido tu regalo.

‘ He recibido tu regalo, |

Petic. auten.:

He recibido tu regalo,

Figure 10.Text editor and confirmation [27].

If the user checks that the message entered igatprr
click on the button "Sign" and the cryptographioqass
start. The security element of Symbian notice that
application (the MIDlet) is requesting access {@itd made
a prompt the user to accept if you agree.
Once the user has accepted the request from théeM o
access the security element, SATSA does a "swegphe
security element which, in the case of Nokia N95hs
internal operating system Symbian. The installatdrithe
user's certificate is found and is shown on sciearder to
be selected.
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MozartPkI ;| £ MozartPKI H 5 HozartPKI :

i 36 36 U
Proceso de Firma Digital.
Firma Realizada

Alm. claves tel.

almacenamiento de Tamaiio del archivo de

claves del teléfono: Firma:979 Bytes.
Seleccionar certificado: S Nam ‘

KR EA
NOMBRE MARTINEZ MAR... |' -

Contrasefia de Generacion Correcta. ‘

Figure 13.Server Web page and download window [27].

Figure 11.Certificate selection, access to elem. Sec Andaige [27]. C. Verification

The PKCS # 7 / CMS file, that contains the signathg

eds to be checked to complete the process am#t thet
the signature has been generated by the mobileatiytrTo
carry out the process of verifying of the digitejrature; by
the user on their mobile device, we have used rine tbol
eSign Viewer [31].

When the user selects the certificate that he wants, o
SATSA tries to access the private key. For secuegsons,
it is under a password. If the key is entered abiyeSATSA
proceeds to perform the digital signature of treeited data
in the format CMS / PKCS # 7 SignedData contairtimg
signer's certificate, the data that have been digmal the
digital signature itself.

Once the signing process is complete, the fileainimg
the digital signature should be sent to the sewlgich is
running the Servlet developed. When the user clakdhe
button "Send" starts the process and then the MIDle
retrieves from the file properties; by the methofithe class
InfoData.java, the URL of the server and displagedcreen
for the user to confirm. The user must also to iconthe
request of the MIDlet to connect to the Internesémd the ; ) ;
file to the server, since this connection couldileacharges Figure 14.ESigna Interface Viewer [27].

associated with the carried through the GPRS / UMOi®e This tool allows three thinas: Vi

X . . gs: view the contentstiod
;Ehe HJTP ComeCt'?‘n IS establf|s;1ed the MIDlet 100KSgjgned, the signatures and the validity of the aigres
orward to receiving the consent of the server. applied to the same.

| = on | om " In the image, right, appears correctly separatesl th
? (5 MozartPKI 1| § (4 MozartPKI :| § ¢y MozartPk : L .
% i i & N message sent from your digital signature. On tlie tlee
'URL del Servidor: URL del Servidor H . .
e R — e program displays the report with the r_esults qfrmme_ ¢ _the
MozartServer/mozart P MozartServer/mozart file and checks the signature correction. This rimfation
b . e . .
[= NTERNETGPRS || |  RespuestadelServidor: shows how Esigna tool verifies if the signature enhgl the
= HMS VODAFONE T e J2ME application in the mobile terminal is valid daif
i ‘ complies with the PKCS # 7 / CMS format. A thirdrtga

® reinus-web who want to verify the authorship of the message dm it
- and be sure who sent it.

Figure 12.URL's obtaining and sending to Server [27]. V. FUTUREWORKLINES

Three future worklines can be analyzed, taking into
account the most important elements of the platfiorade:

We used certificates issued by the Fabrica Nacideal
Moneda y Timbre (FNMT) since it is considered thajon
Certification Authority in Spain. In private busss the
FNMT certificates are not used, because so the lcatgd
problem of the validity check in LDAP directories i

The MIDlet, as detailed above, sends the CMS fild a
looks forward to receiving the assent or the sesidg error.
If everything works properly, the message "OK" i gn
screen as shown in the previous image. The prdwesbeen
completed for the MIDlet as sighed message has steeed
correctly as indicated by the assent of Servlet.

B. Server released, which have restricted access. This wabelda
Looking index.jsp, the website of Servlet is presdn possibility for a future attempt to open the apgiion, and
Server Status and' méssage received integrate  developments, certificates issued by rothe
The followings images shows the appearance of thger?ﬂ&ag?g-é&tuggtffeﬂsﬁsgneMrErrleﬁh libraries SATEA

website. The link server status is available tormf the user . . | o
if the service is active or not. To download thened file, ~S/9Mng and certificate management. It could mean a
click on the link and opens the download window ' restriction on developments since the service pevimay

require other forms of signature or the use of aiert
cryptographic algorithms that do not implement #ial. At
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this point, it is worth mentioning the possibleuse of other  [10] Eli Biham and Adi Shamir, “Differential Cryptanalgsof the
Java libraries like BouncyCastle or explore altéues for QD%%O'_E{‘C%’BKOQ_gjgf‘g%gb_ls%%%er Verlag. ISBNS&¥-
the integration of cryptographic cards in mobileides. T S : .

The fact that the digital signature has been impteted [11] Bruce Schneier, “ Description of a New Variable-g#nKey,

in the development of this project is conductedORIS ﬁ?tp?/lltwww'SBclr?r(-iléier'cor%I/Egzrer_b|OVE/?IS%VYfféSeI"]|?{tm| 1993.
format, ensures interoperability of the developreantde. [12] "RFC 5830: GOST 28147-89 encryption, decryption and
In this respect, as a possible future work is titegration MAC algorithms,” IETF, 2010-03.
and improvement of the application developed inaJBAE http://tools.ietf.org/html/rfc5830
for interconnection with a public platform or oththird [13] C.M. Adams, “Constructing Symmetric Ciphers Usirg t
parties wishing to provide service. CAST Design Procedure,” Designs, Codes, and
Cryptography, 12(3), pp. 283-316, 1997.
VI.  CONCLUSIONS [14] L. M. Leyva, “Sistema  criptografico,”  2008.

http://investigacion.uagro.mx/3coloquio/exa/11.pdf
[15] Figure 1, 2 and 3, Source: gdp.globus.org, 2009.
[16] Real Academia de Cienciag;fiptografia de clave publica

The main goal was to develop a study of the sththeo
art in the field of digital signature applied to hbie

telephony as well as investigate the possibilityneégrating El sistema RSA, 2006.
the use of digital certificates on mobile devicesibess. In http://www.uam.es/personal_pdi/ciencias/ehernamefitalVi
this aspect, we have managed to integrate a daggttificate centeMunoz/rsa_2006.pdf

on a mobile phone and use it for services of adittetion,  [17] Mauricio Devoto, Comercio electrénico y la firma DigitAl
digital signing of data and establish secure colimes. All 2008.

74.125.155.132/scholar?q=cache:sr30WIhUeX0J:sclyolar
gle.com/+firma+digital&hl=es&as_sdt=0,5

[18] Unizar, ‘La seguridad en informatica -Funciones Hgdsh
2005. http://criptosec.unizar.es/doc/tema_c7_csgxtgdf

[19] Sergio Talens — Oliag, Ifitroduccién a los Certificados

this in a closed and controlled environment, busilga
extended to more realistic situations.

On the other hand, the field of digital signatumed a
certification is currently at a low growth and mdtgamong
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