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Abstract—The recent advances in cloud computing have risen
a number of unforeseen security related issues inifterent
aspects of cloud environments. Among these, the fiem of
guaranteeing secure access to computing resourcesthe cloud
is gathering special attention. In this paper, we ddress open
issues related to trust in cloud environments propging a new
trust model for cloud computing which considers a tgher level
view cloud resources.

Keywords-Cloud Computing; Distributed Computing;
Security; Integrity; Confidentiality; Trust and Ava ilability.

l. INTRODUCTION

Rafael Timé6teo de Sousa Junior

Electrical
Engineering Department — ENE — University
of Brasilia — UNB
Brasilia — DF, Brazil, 70910-900.
{desousa@unb.br}

Web Services (AWS), EC2 (Elastic Compute Cloud) &8d
(Simple Storage Service)), Apple (iCloud) and Msofh
(Azure Services Platform) have progressively endutait
and introduced their own new products based ondclou
computing technology [11]. However, cloud computstij
poses risks related to data security in its differaspects
(integrity, confidentiality and authenticity).

In this paper, we review the main cloud computing
architecture patterns and identify the main issetsted to
security, privacy, trust and availability. In ord@r address
such issues, we present a high level architectoretréist
models in cloud computing environments.

This paper is organized as follows. In Sectionwg

The widespread use of Internet connected systemis apresent an overview of cloud computing, presenting

distributed applications has triggered a revolutiowards
the adoption of pervasive and ubiquitous cloud aating
environments. These environments allow users dadtslto
purchase computing power according to necessdgtieally
adapting to different performance needs while mtiog
higher availability. Several web-based solutionschs as

Google Docs and Customer Relationship Management II.

(CRM) [2] applications, now operate in the softwa® a
service model. Much of this flexibility is made gdde by
virtual computing methods, which can provide adegpti
resources and infrastructure in order to suppaiabte on-
demand sales of such applications. Virtual comgusnalso
applied to stand-alone infrastructure as a sersaations,
such as Amazon Elastic Cloud Computing (EC2) aradtiel
Utility Computing Architecture Linking Your Programto
Useful Systems (Eucalyptus) [2].

summary of its main features, architectures andogepent
models. In Section Ill, we present related worksSkction
IV, we introduce the proposed trust model. Finaliy,
Section V, we conclude with a summary of our resaltd
directions for new research.

CLouD COMPUTING

Cloud computing refers to the use, through therttie
of diverse applications as if they were installedhie user's
computer, independently of platform and locatioevesal
formal definitions for cloud computing have beeopwsed
by industry and academia. We adopt the following
definition: “Cloud computing is a model for enalgin
convenient, on-demand network access to a sharedopo
configurable computing resources (e.g., networlksyess,
storage, applications, and services) that can Ipidlya

As a result, the cloud computing frameworks andprovisioned and released with minimal manageméattegr

environments are able to address different issuesiirent
distributed and ubiquitous computing systems.

The availability of infrastructure as a service and

platform as a service environments provided a foretdal
base for building cloud computing based applicatidnalso
motivated the research and development of techieslag
support new applications. As several large comsainig¢he
communications and information technology sectoveha
adopted cloud computing based applications, thiscaeh is
becoming a de facto industry standard, being widdlypted
by different organizations.

Since the adoption of the cloud computing paradiym
IBM Corporation around the end of 2007, other conigs

service provider interaction” [14]. This definitiancludes
cloud architectures, security, and deploymentesgias.
Cloud computing is being progressively adopted
different business scenarios in order to obtairifle and
reliable computing environments, with several suppg
solutions available in the market. Being based verde
technologies (e.g. virtualization, utility compugin grid
computing and service oriented architectures)
constituting a whole new computational paradigmgudl
computing requires high level management routirgagh
management activities include: (a) service providdection;
(b) virtualization technology selection; (c) virtugsources
allocation; (d) monitoring and auditing in ordergoarantee

and

such as Google (Google App Engine), Amazon (Amazorservice Level Agreements (SLA).
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Computational trust can be leveraged in order tabéish
an architecture and a monitoring system encompasain
these needs and still supporting usual activitisshsas
planning, provisioning, scalability and securityhadg et al.
[15] present a few challenges related
performance and availability in the cloud.

A. Characteristics of Cloud Computing

One advantage of cloud computing is the possibdity
accessing applications directly from the Interméth minor
requirements of user computing resources. Thereotdrer
significant advantages and disadvantages [13]haw/s in
Table I.

In cloud computing environments, the user doesret
to know all the structure of the system that heag of. For
instance, the user does not need to be aware afiafion
such as how many servers execute a given toolwaaed
and software configurations, scalability measurbgsital
data center location. Being relieved of managetigies, the
user can simply and transparently access the agipls and
tools necessary for performing his main businetsiaes.

TABLE I. ADVANTAGES AND DISADVANTAGES OF CLOUD

COMPUTING

Advantages Disadvantages

Lower IT infrastructure cost Requires a constarttvgek

connection
Dependable of networklwatth

Features might be lichite
Stored data might not be secure

Increased computing power

Unlimited storage capacity

Improved compatibility betweer
operating Systems

Easier group collaboration If the cloud loses ydata, you will

not have access to your information.

Universal access to documents|

to security,

have their own management and monitoring system,
independent of each other, thus improving flexijilreuse
and scalability. Figure 1 presents the cloud compgut
architectural layers [11].

"

[
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Figure 1. Cloud Computing Architecture [11]

C. Softwareasa Service

Software as a Service (SaaS) provides all the ifumebf
a traditional application, but provides access pectic
applications through Internet. The SaaS model rmegluc
concerns with application servers, operating system
storage, application development, etc. Hence, deeet
may focus on innovation, and not on infrastructieading
to faster software systems development.

SaaS systems reduce costs since no software lgcanse
required to access the applications. Instead, usecess
services on demand. Since the software is mostly bésed,
SaasS allows better integration among the busineits of a
given organization or even among different software
services. Examples of SaaS include [2]: Google Dmud

Cloud computing combines a shared and statisticaCustomer Relationship Management (CRM) services.

service model. It presents three basic charadtevift]: a)
hardware infrastructure architecture — based on twst
scalable clusters. The computing infrastructuréhim cloud
is composed of a great number of low cost sengrsh as
standard X86 server nodes; b) collaborative deveéy of
basic services and applications with maximal resour
utilization, thus improving traditional software gineering
processes. In the traditional computational

D. Platformasa Service

Platform as a Service (PaaS) is the middle compoofen
the service layer in the cloud. It offers userstvgafe and
services that do not require downloads or instattat PaaS
provides an infrastructure with a high level ofeigtation in
order to implement and test cloud applications. Ui$er does

modelnot manage the infrastructure (including networvers,

applications become completely dependent on théc basoperating systems and storage), but he controltoytep

services; c) the redundancy among several lowsssers is
guaranteed through software. Since a large numbé&wo
cost servers is used, individual node failures oarive
ignored. Therefore, node fault tolerance must lertanto
account in the design of software.

B. Cloud Computing Architecture

Cloud computing architecture is based on layerghEa
layer deals with a particular aspect of making @ptbn
resources available. Basically there are two mayers: a
lower and a higher resource layer. The lower lapenprises
the physical infrastructure and is responsible toe
virtualization of storage and computational resesrcThe
higher layer provides specific services. These rkayaay
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applications and, possibly, their configurationk [4

PaaS provides an operating system, programming
languages and application programming environments.
Therefore, it enables more efficient software gyste
implementation, as it includes tools for developmand
collaboration among developers. From a businessigtant,
PaaS allows users to take advantage of third zamyices,
increasing the use of a support model in which suser
subscribe to IT services or receive problem regmiut
instructions through the Web. In such scenarios, wiork
and the responsibilities of company IT teams carbétger
managed. Examples of SaaS [2] include: Azure Sesvic
Platform (Azure), Force.com, EngineYard and Gooip
Engine.

45



MESH 2011 : The Fourth International Conference on Advances in Mesh Networks

E. Infrastructure as a Service G. Cloud Computing Deployment

Infrastructure as a Service (laaS) is the portibrihe According to the intended access methods and
architecture responsible for providing the infrastare availability of cloud computing environments, theage
necessary for PaaS and SaaS. Its main objectiterisake  different models of deployment [4]. Access resiitt or
resources such as servers, network and storagereamldy  permission depends on business processes, the dfype
accessible by including applications and operasiggtems. information and characteristics of the organizationsome
Thus, it offers basic infrastructure on-demand ises/ laaS  organizations, a more restrict environment may dxessary
has a unique interface for infrastructure managémam in order to ensure that only properly authorizedrsiscan
Application Programming Interface (API) for intetians access and use certain resources of the deployrd cl
with hosts, switches, and routers, and the capabdf  services. A few deployment models for cloud commutre
adding new equipment in a simple and transparemnera discussed in this section. They include privateid)qublic
In general, the user does not manage the underlyingoud, community cloud and hybrid cloud, which are&fly
hardware in the cloud infrastructure, but he cdstiihe analyzed below.
operating systems, storage and deployed application Private: In this model, the cloud infrastructure is
Eventually he can also select network componenth 13  exclusively used by a specific organization. Theudl may
firewalls. be local or remote, and managed by the comparlj agisby

The term laaS refers to a computing infrastructbesed  a third party. There are policies for accessingidlservices.
on virtualization techniques that can scale dynaftyic The techniques employed to enforce such privatesinody
increasing or reducing resources according to #ed® of be implemented by means of network managementiceerv
applications. The main benefit provided by laashis pay- provider configuration, authorization and autheatton
per-use business model [4]. Examples of laaS [@ude: technologies or a combination of these.

Amazon Elastic Cloud Computing (EC2) and Elastidityt Public: Infrastructure is made available to the public at

Computing Architecture Linking Your Programs To Blde large and can be accessed by any user that kneveethice

Systems (Eucalyptus). location. In this model, no access restrictions loarapplied
and no authorization and authentication technicuees be

F. Rolesin Cloud Computing used.

Roles define the responsibilities, access and Ipraif Community: Several organizations may share the cloud
different users that are part of a cloud compusipytion.  services. These services are supported by a specifi
Figure 2 presents these roles defined in the thergice  community with similar interests such as missicegusity

layers [3]. requirements and policies, or considerations afvexibility.
A cloud environment operating according to this eladay
Consume exist locally or remotely and is normally managed @&
SaaS . . . .
(Software as a Service) commission that represents the community or by ial th
party.
Provide suport , End Users Hybrid: Involves the composition of two or more
Provide clouds. These can be private, community or pubbcds
o= Consume whic_h are Iinked_py a proprietary or star!da(d tedbgy that
_ Blatiorasaiatice] provides portability of data and applications amaheg
Provider composing clouds.
Provide Suport s Developers
Il RELATED WORKS
(frasructure s a Sarvice ) In this section, we present related works in tiedd§ of
security, file systems and trust in the cloud.
Figura 2. Roles in cloud computing [3]. A.  Security in the Cloud

A number of technologies have been employed inrorde
to provide security for cloud computing environngrthe
creation and protection of security certificatesissially not
enough to ensure the necessary security levelseircibud.
Cryptographic algorithms used with cloud applicasio
p usually reduce performance and such reduction rhast
restricted to acceptable levels [21].

Cloud computing offers users a convenient way of
sharing a large quantity of distributed resouraastging to
different organizations. On the other hand, the vetture of
the cloud computing paradigm makes security asppdte
more complex. Trust is the main concern of conssraed
service providers in a cloud computing environni@htThe

The provider is responsible for managing, monitrin
and guaranteeing the availability of the entiricttre of
the cloud computing solution. It frees the devetoped the
final user from such responsibilities while provigiservices
in the three layers of the architecture.

Developers use the resources provided by laaS aa8
to provide software services for final users.

This multi-role organization helps to define thdoas
(people who play the roles) in cloud computing
environments. Such actors may play several rol#seatame
time according to need or interest. Only the prewid
supports all the service layers.
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inclusion of totally different local systems ancerssof quite

making in distributed and auto-organized applicati$19]

diverse environments brings special challenges e t [20]. In spite of that, there is no consensus i literature
security of cloud computing. On one hand, securityon the definition of trust and what trust managemen
mechanisms must offer users a high enough level afncompasses. In the computer science literatureshVia

guarantees. On the other hand, such mechanismnoubte
so complex as to make it difficult for users to thse system.
The openness and computational flexibility of peapul

commercially available operating systems have be

important factors to support the general adoptibrcloud
computing. Nevertheless, these same factors ircgatem
complexity, reduce the degree of trust and intredholes
that become threats to security [7].

Huan et al.
vulnerability assessment methods for cloud enviremis
Experiments show that more vulnerabilities are ctete if
vulnerable tools and servers are in the same LANother
word, the hackers can find an easier way to gettahget

e

[22] investigate the different security

among the first to study computational trust. Maf%8]
provided a clarification of trust concepts, presentan
implementable formalism for trust, and applied astr
thodel to a distributed artificial intelligence (DAdystem in
order to enable agents to make trust-based desisibiarsh
divided trust into three categoriek: Basic Trust— This is
the level of trust which represents the generalsttru
disposition of agent 12 A at time t. 2General Trust —
Given agents X, @A, the general trust Tx(Yyepresents
the amount of trust that x has in y at time tSBuational
Trust — Given agents X, )DA, and a situationo, the
situational trust Tx(y)' represents the amount of trust that

information if it is on the same LAN of compromised X has iny in situation at time t.

systems. Experimental results can be used to anaheg
risk in third party compute clouds.

Popovic et al. [23] discuss security issues, regouents
and challenges that Cloud Service Providers (C3eg f
during cloud engineering. Recommended securitydstats
and management models to address these are sufgette
for the technical and business community.

B. Filesystem Security

As the number of devices managed by users
continually increasing, there is a growing necgssif
synchronizing several hierarchically distributelé $ystems
using ad-hoc connectivity. Uppoor et al. [6] pradsa new
approach for synchronizing of hierarchically distried file
systems. Their approach resembles the advantageseof
to-peer synchronization, storing online master icagl of

the shared files. The proposed scheme provides dagag

synchronization in a peer-to-peer network, elimmatthe
costs and bandwidth requirements usually presewstoind
computing master-replica approaches.

The work in [9] presents CDRM, a scheme for dynamic

distribution of file replicas in a cloud storageusfier. This
scheme periodically updates the number and locatidite
block replicas in the cluster. The number of regdics
updated according to the actual availability ofstéw nodes
and the expected file availability. The dynamictriligition
algorithm for replica placement takes into accothé
storage and computational capacity of the clusteles, as
well
An implementation of the proposed scheme using @eno

as the bandwidth of the communication network.

Beth et al. [20] also proposed a trust model fetritiuted
networks. They derived trust recommendations froractl
trust and gave them formal representations, as agetliles
to derive trust relationships and algorithms to pate trust
values. Josang et al. [24] describe a trust modetrev
positive and negative feedback about a specific lbeeris
accumulated. The model is based on the Bayesiamoriet
model, using the beta probability density functiom
calculate a member’s expected future behavior.
is Trustis considered to be more than the authonizddre
of security relations between human societies, whithieve
stable and healthy operation, to a large extentkthao the
trust relationship between the individuals, grougsd
organizations. Therefore, in a large number of dyicauser-
oriented open network environments, the study eftthst
relationships between the trust-based security arésims to
sure the safe operation of distributed applioatiblas
come a fundamental topic. Currently, most schdtave
reached a consensus that trust should have thigertent
features [25], which are discussed bellow.

1) Subjectivity (different entities of the same view o
things which will be affected by factors such adividual
preferences may vary);

2) The expected probability (the degree of trust can b
extracted and formalized as the estimated likethob a
given event);

3) Relevance (trust is an aspect of things, for specif
content).

In recent works on trust, mainly two distinct maeteare
used for subjective trust reasoning: probabiliséasoning

source distributed file system named HDFS (Hadoo;?ased on statistical hypothesis testing; and aphesabased

Distributed File System) is discussed.
measurements point out that
outperforms existing static file distribution algbms.

C. Trust

The concepts of trust, trust models and trust mameagt
have been the object of several recent researdectso
Trust is recognized as an important aspect for si@ti

Copyright (c) IARIA, 2011.  ISBN: 978-1-61208-147-2

Experimental
the dynamic schem

n fuzzy theory, expert systems and artificial lligence
chniques. However, these methods do not fullgeethe
essential nature of trust. Subjective trust, ireess, is based
on the belief that it has great uncertainty. In shbjective,
objective world, random and fuzzy uncertainties thre two
main forms that have become the industry consefi]s
Thus, the axiomatic methods based on probabiligpity or
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fuzzy set theory do not achieve a comprehensivesasgent
of trust information.

D. Trustinthe Cloud

Trust and security have become crucial to guaratitee
healthy development of cloud platforms, providimusions
for concerns such as the lack of privacy and ptmtecthe
guarantee of security and author rights.

data of entities and their influence in the dynamic
measurement of the trust value; and c) the trusdeins
compatible with the firewall and does not breakldsal
control policies. A model of domain trust is empdy Trust
is measured by a trust value that depends on ttig/en
context and historical behavior, and is not fixéte cloud
is divided in a number of autonomous domains aedrilist
relations among the nodes is divided in intra angbri

Privacy and security have been shown to be twQomain trust relations. The intra-domain trusttiehs are

important obstacles concerning the general adopfotne
cloud computing paradigm. In order to solve thasblems
in the laaS service layer, a model of trustworthgud
computing which provides a closed execution envirent
for the confidential execution of virtual machinesms
proposed [5]. This work has shown how the problem loe

based on transactions operated inside the domagah Eode
keeps two tables: a direct trust table and a recemcation
list. If a node needs to calculate the trust vali@another
node, it first checks the direct trust table andsuthat value
if the value corresponding to the desired nodelisady
available. Otherwise, if this value is not locallyailable,

solved using a Trusted Platform Module. The profose e requesting node checks the recommendatiom lastder

model, called Trusted Cloud Computing Platform (F3C

to determine a node that has a direct trust tdialkeibcludes

is supposed to provide higher levels of reliahility {ha gesired node. Then it checks the direct tatstetof the

availability and security. In this solution, thaeea cluster
node that acts as a Trusted Coordinator (TC). Qtbdes in
the cluster must register with the TC in order ¢atify and
authenticate its key and measurement list. The &€p& a
list of trusted nodes. When a virtual machine &tstd or a
migration takes place, the TC verifies whether tloge is
trustworthy so that the user of the virtual machinay be
sure that the platform remains trustworthy. A keyd aa
signature are used for identifying the node. In TT@&CP
model, the private certification authority is invet in each
transaction together with the TC [5].

Shen et al. [7] presented a method for building
trustworthy cloud computing environment by integrgta
Trusted Computing Platform (TCP) to the cloud cotirgu

recommended node for the trust value of the degimste.
The process continues until a trust value for tlesirdd
node is found in a direct trust table of some ndde inter-
domain trust values are calculated based on theactions
among the inter-domain nodes. The inter-domairt trakie
is a global value of the nodes direct trust valaed the
recommended trust value from other domains. Twdetab
are maintained in the Trust Agents deployed in each
domain: form of Inter-domain trust relationshipsdatihe
weight value table of this domain node.

In [17] a trusted cloud computing platform (TCCH)igh
%nables laaS providers to offer a closed box ei@tut
environment that guarantees confidential executioguest
virtual machines (VMs) is proposed. This systenovadl a

system. The TCP is used to provide authentication,siomer to verify whether its computation will run

confidentiality and integrity [7]. This scheme deyed
positive results for authentication, rule-basedeascand
data protection in the cloud computing environment.

securely, before requesting the service to launctiva
TCCP assumes that there is a trusted coordinagtetion a
trustworthy external entity. The TCCP guarantees th

Cloud service providers (CSP) should guarantee thggnfigentiality and the integrity of a user's VMhdallows

services they offer, without violating users’ pigiyaand
confidentiality rights. Li et al. [8] introduced enulti-

tenancy trusted computing environment model (MTCEM)

This model was designed for the laaS layer withgtbal of
ensuring a trustworthy cloud computing environmémt
users. MTCEM has two hierarchical levels in thensiave
trust model that supports separation of concerre/den
functionality and security. It has 3 identity flowa) the
consumers, who hire the CSP cloud computing sesyvicke
the CSP, that provides the laaS services; c) thiitaau

a user to determine up front whether or not th& lesaforces
these properties.

The work [18] evaluates a number of trust models fo
distributed cloud systems and P2P networks. It also
proposes a trustworthy cloud architecture (inclgdirust
delegation and reputation systems for cloud resosites
and datacenters) with guaranteed resources ingudin
datasets for on-demand services.

HIGH LEVEL TRUSTMODEL FORFILE SHARING

(optional, but recommended), who is responsible for

verifying whether the infrastructure provided by t8SP is
trustworthy on behalf of users. In MTCEM, the CSM# ¢he
users collaborate with each other to build and taaina
trustworthy cloud computing environment.

Zhimin et al. [12] propose a collaborative trustdabfor
firewalls in cloud computing. The model
advantages: a) it uses different security politbedifferent
domains; b) it considers the transaction contelxistoric

Copyright (c) IARIA, 2011.  ISBN: 978-1-61208-147-2

has three

According to the review and related research [$][T6
[8] [10] [12] [17], it is necessary to employ a wtb
computing trust model to ensure the exchange eg imong
cloud users in a trustworthy manner. In this sectiwe
introduce a trust model to establish a rankingrasttvorthy
nodes and enable the secure sharing of files ampeers in a
public cloud.

We propose a trust model where the selection amsd tr
value evaluation that determines whether a node is
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trustworthy can be performed based on node st@spgee,
link and processing capacity. For example, if aegiclient
has access to a storage space in a public clostil] hias no
selection criterion to determine to which cloud eadwill

send a particular file.

When a node wants to share files with other ustensl
select trusted nodes to store this file throughftilewing
metrics:
processed by the node, for example, if the nodeisgssing
capacity is 100% utilized, it will take longer tétend any
demands), storage capacity and link (better comeoatioin
links and storage resources imply greater trusieslsince
they increase the node’s capacity of transmittingd a
receiving information). The trust value is estdidid based
on queries sent to nodes in the cloud, considehiegnetrics
previously described.

Node Public Cloud

Checks
Trust Table

$ Yes— ] Uses Value
Trust
No
Send Query Exchange of
Files Among
Cloud Users

Trust Values
Calculated

Finish

Figure 3. Proposed Trust Model.

Each node maintains two trust tables: direct ttabte
and the recommended list. a) If a node needs tuleaé¢ the
trust value of another node, it first checks theedi trust
table and uses the trust value if the value fomib@e exists.
If this value is not available yet, then the recoeniied lists
are checked to find a node that has a direct talationship
with the desired node the direct trust value frdws hode’s
direct trust table is used. If there’s no valuaded, then it
sends a query to its peers requesting informatiortheir
storage space, processing capacity and link. Thst walues
are calculated based on queries exchanged betwees.n
b) The requesting node will assign a greater tvafiie to
nodes having greater storage capacity and / oepsireg and
better link.

The trust value of a node indicates its suitabifiby
storage and cloud operations. This value is caiedlhased
on the historical interactions of the node, beiegresented
by T, for a given node. Its value may range from 0.tAd
we have previously stated, the value gf i calculated from
queries exchanged between nodes regarding thenalbve
system capacities. Figure 3 presents a high leiesl the
proposed trust model, where the nodes query thesrspto
obtain the information needed to build their lorakt table.
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In this model, a trust rank is established, allgvnnode
A to determine whether it is possible to trust alend to
perform storage operations in a public cloud. ldeorto
determine the trust value of B, node A first hasotgain
basic information on this node. Figure 4 depicts tjuery
exchange process used for gathering the necesmaly t
information from a node B by a node A.

processing capacity (the average workload

Send Query (CA, SO, CP, CL)——»

<4——Receive Query (CA, SO, CP, CL)

Store Data

Node A Node B

Figure 4. Scenario of Information Request

Node A needs to exchange a file in the cloud andtsva
know if the node B can be trusted to store and seadile.
The protocol Trust Model can be described as fdloim
step 1, A sends a query to B regarding its stocagecity,
operating system, processing capacity and linkstép 2, B
sends a response to he query sent by A, providieg t
requested information. In step 3, node A evaludtes
information received from B and, if the informatida
consistent, it is stored in A’s local trust talle general, the
trust of node A in node B, in the context of a pulgloud
NP, can be represented by:

TP =Vv>
ab ~— Vn
P &
Vb
Where "™is the trust value of B in the public cloud NP

analyzed by A anc-jranvs represents the trust of A in B, in the

public cloud NP. According to the definition of ﬁtuvﬂi
equals the queries sent and received (interadbip) and B
in the cloud NP.

The trust information may be stored as individeaiards
of interaction with the respective node, being rded in a
local database that contains information aboutbileavior
of each node in the cloud. Thus, the trust of nade node
B in the cloud NP can be represented by:

i
b
Zvnpi
fip — i= .
Ta,g”——'lj ,forj>0

)

fnp
ab represents the final trust of A in B in the cloug,
while j represents the number of interactions /rggie

between nodes A and B in the cloud NP.

V.
We have presented an overview of the cloud

CONCLUSION

computing paradigm, as well as its main features,
architectures and deployment models. Moreover, we
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identified the main issues related to trust andusgcin
cloud computing environments.
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In order to address these issues, we proposedsha tru
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in public clouds. In our model, the trust value sofgiven
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