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Abstract—This paper presents an idea-phase introduction of
how to utilize swarms of Unmanned Aerial Systems (ASs) to
assist the overall capability in digitalized decigin making at
company level and below. In military operations, acess to
analyzed data is crucial in optimizing the performance of the
troops. This need for data access applies also inviian
settings, and therefore, this paper briefly discugs some use
cases of UASs in civilian environments. UASs are e as hub-
stations and tools to gather data from the areas ofterest and
to increase Situational Awareness (SA). Autonomous guided
platforms built with commercially off the shelf (COTS)
material, UASs remain inexpensive data collectingopls. As the
tempo of operations increases, a sustained capahjli for
accruing timely and accurate data from a designatedirea is
necessary for improved digitalized decision makingThe aim in
examining technologies and principles applicable Hb in
military and civilian data gathering is to illustrate their
applicability in both of these environments.

Keywords-Unmanned Aerial Systems (UASs); dismounted
company attack; real-time data; digitalized decision making.

l. INTRODUCTION

This paper is an extended version of [1] and examat
an idea-stage the utilization of Unmanned Aeriast&ms
(UASSs) in decision making, reconnaissance and roong
by means of implemented sensors on UASs. This sisou
comprises use cases drawn from both military andiazi
contexts. The difference between Unmanned Aeridlidle
(UAV) and Unmanned Aerial System (UAS) is slightt bu
this slight difference is important in that UAS alsefers to
the ground systems and not just the flying compbnEme
fast and reliable method of collecting data requiteat the
collected data are transmitted to the base-staidimely as
possible. This ensures that the data are avaifablgecision
making purposes within a minimal delay. Moreovedustry
and regulators have opted for UAS rather than UA\re
preferred term to detone Unmanned Aircraft or Aeria
Systems as UAS encompasses all the aspects ofydw®plo
these aircraft rather than the mere platform.

Militaries all over the world continue developing
methods for saving the lives of own troops. Thesoeafor

this is the downsizing process of armies in westeumtries.

In the environment where military operations areceed, a
battlespace, the number of soldiers in combat units
decreases, and simultaneously the number of pessdon
take care of the logistics and maintenance issw@eases as
the maintenance of machinery utilized in the bspidee asks
for ever increasing resources. The overall aim ditaries
continues to be the sustained capability to improve
operational performance despite the downsizing and
minimized number of soldiers in combat. The reméoly
this is an attempt to increase SA, which asks Heruse of
UASSs to produce the required data for analyzingpses.

In what follows, the preferred term is Unmannediéler
Systems (UASS), including drones, unmanned aeelaicles
(UAVs), and remotely piloted aircraft (RPA), demtyating
the military use history that reflects this equipi’® long-
recognized potential in supporting warfighting ef$o[2].
UASSs represent systems that function as swarmshemeby
enable effective collecting and transmitting ofadat

UASSs continue to be increasingly introduced in taily
operations. For instance, UASs exceed human-cétyaisil
that in Intelligence, Surveillance and Reconnaissa(hiSR)
[3], which involve dangers and unaffordable caseslt
Without accrued knowledge from the Area of Intefégdl),
any army becomes incapacitated. Typically, UASuitezed
in operations that are characterized as being dully or
dangerous (DDD). Also, UAS can be exploited in cbve
operations, and in research and environmentallgicaki
roles. In addition, the economics of operation kfea the
advantage of the UAS. Resorting to the performarfid¢AS
can assist in minimizing human labour.

A company attack, typically a dismounted company
attack, is a demanding military operation, whiclguiees
constant real-time data to allow executing all pheses of
an operation to achieve the set goal. It comprismeeral
phases of action, the first of which involves rataissance.
An attacking unit must find out the composition docktion
of the opposite entity before a successful attask be
executed. Once the reconnaissance data have beremegh
the planning sequence of the operation begins by
implementing the process of Military Decision Madgin
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Process (MDMP). In this process, it is possiblebémefit

from automated assisting tools. When the MDMP hezenb
carried out, it results in different types of Cagof Action

(COAs). These COAs represent different alternatites
military commanders on how to organize the attd@kce

the optimal COA has been chosen,
dismounted company, attack can be ignited. A digrtexl
company attack is composed of the phases outlinetie
following Figure 1: Assembly area, dismount liniel of
departure, engagement, combat and the objective.

@] 30

assemblyarea  dismountline  line of departure

Figure 1. Dismounted company attack as a process [1].

To illustrate examining COAs, Figure 2 depicts two

different types of COAs in a battlespace. The numtife
different COAs in real combat situation varies Iratt the
number of COAs typically equals more than two, but
simplify things, in this case, there are only tw®AS
involved in the example depicted. In the first COhe
objective is to stop an armored enemy by deploying
flanking movement, whereas in the second COA,
objective is to destroy an enemy command post bgctli
engagement.

COAs
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Figure 2. Different types of Courses of Action [1].

The utilization of UASs can be seen as having drakn
role when real-time data are required for rapidisiec

making. UASs can be viewed as a resource for mylita

commanders in that UASs offer the advantage ofrsarfin
an attack by producing the real-time data neededdoision
making. If a commander fails in surprising the epghe or
she loses the possibility to take the initiativeéhia operation.
The ability to take and maintain the initiative usually a
prerequisite for a successful military operaticgpezially in
a dismounted company attack. In order to facilitate
improved decision making process it is necessarhae
access to the type of data that are necessary asd
updated.

The utilization of UASs is necessary to get therexir
information from enemy space as rapidly as possiblie
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hectic tempo of operations, save soldiers’ lived anpport
the morale of troops performing the maneuvres in an
operational area. Furthermore, the use of unmanned
equipment can be seen as part of optimizing thetiegi
resources of military units as machines ceaselessijinue

the maneuvefearless fighting.

When militarily utilized, UASs can be used for viagy
tasks: performing terrain reconnaissance in thea aoé
objective, performing reconnaissance of the usNuflear,
Biological and Chemical substances, maintaining
reconnaissance engagement by providing data on yenem
movements, and monitoring the actions of enemypsoo
(direction and speed of movement, location, siaemétion,
action). UASs can also be utilized in the targefingcess in
that UASs can be sent airborne to the designateaks dor
the reconnaissance and targeting of the potentiaimg
targets. UAVs can act as relay stations for suistgithe
constant capability to communicate and control tio®ps
and machines in the hostile area.

Collected data from the designated areas arealtiézin
the MDMP that is linked to gaining SA and choosing
between different COAs. These data can be collecter:
safely, if an appropriate number of UASs of the assary
type are available for these operations. Using UASs
alongside with dismounted close combat soldiers to
complement data gathering makes it possible to ommb

thé@ptimally the capabilities of soldiers and equipinefhe

latter can be sent out to the most dangerous ttatvhile
dismounted close combat soldiers remain in chafgthe
less lethal task, if ever possible in a battlespace

The use of UASs gives an advantage for commanders.
First, UASs can be sent to the areas of interagt dhead, if
required. UASs can be shut down or reactivatecthdetrical
signals when necessary. This gives commanders the
advantage to transport the UASs as reconnaissasoarces
to the designated areas timely at the chosen momémn
UASs have been flown to the area and shut downy, \thi¢
not consume any energy, and the saved energy casedeat
a chosen moment and in the wanted operation, which
supports the own battle plan and own objectives.
Commanders are able to plan these actions priexdoution
and have UASs transported to the areas when deemed
appropriate and safe. UASs can be ready and stafgitin
a chosen area, with the chosen sensors embedties WAS
platform.

To summarize: commanders can benefit from the @ise o
push and pull factors. Commanders can push the UAB=
optimal area of battlespace at a chosen moment. The
optimized location of UASs may then guarantee the
improved performance in own oncoming military
maneuvers. The pull factor means pulling the datenfthe
designated areas at a chosen moment. These dataliect
to increase the performance of own operations alyaimg
the collected data. The collected data serve asmaterial
for defining SA and COP. The accrued data arezetiliin

mthe MDMP and in the process of choosing betwedierdifit

COAs.
A network structure offers a new and ubiquitous way
share and forward all kinds of data, including daitected
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by various sensors, the Wireless Polling Sensowbit examined the overall performance of UASs in ciuilia
(WPSN) was introduced in [4]. Since nodes do notnf@a  settings. For instance, data acquisition for pasasier
network per se but rather are polled by a selenbel@ of the assessment has been studied in [5]. Furthermdrstyéied
mobile network, they remain undetected due to thegsive using UASs for inspecting structural damage caubsgd
nature. Communication is critical in the executwocess of hurricane and concluded that UAVs have great piatiefar
command and control. When the possibilities offdisgdhe  post-disaster data collection and assessment. déwdified
Wireless Polling Sensor Network are taken intovactise challenges included obstacle avoidance, site acsessor
together with using One Time Pads (OTPs), twocoverage and weather conditions.

communication goals become achievable: the coetviark Moreover, civilian use cases of using UAVs include
and security in messaging. This is discussed mm&ection obtaining data on traffic trends and monitoring and
VI. controlling traffic in real-time to ease the traffflows in

When machines, such as UASs, are utilized, Servicdsky areas, as indicated in [7]. In case of anrgewcy the
Oriented Architecture (SOA) becomes applicable. Inpinpointed crash-site can be fast recovered andnjbesd
digitized battlespace and in digitized operatiopknning, evacuated.

SOA is utilizable in allocating processes of owrisgng UAVs have also been used for data acquisition for
resources and optimizing the use of troops timaly ia the management and monitoring purposes in gas-pipeline
correct operational area. SOA is also useful ireriffy  inspection [8] with sustained UAV flying capacityorf
assistance in the overall planning process. SOAbeansed several hours.

in optimizing the timing of the different actionslso while Preparations for potential disaster-related usageion-

the dismounted company attack is in progress, and ibased UAV navigation have been identified as aromant
automating the MDMP. By automating the MDMP andfactor in UAV navigation, see [9]. In this studgn
using UASs, commanders can save time, resourceBvasd algorithm was developed to identify structures imitthe

as well as achieve the set objective. UAV-collected imagery and navigation directives dzh®on

In both military and civilian operations the neear f these structures were relayed back to the UAV.
updated analyzed data is equally important. Thensiea  The main challenges with UASs are linked with the
utilized for collecting data on areas and targéisterest are limited communication ranges. This issue has beentified
identical as well. also in [1]. UASs have successfully been used pediag

The rest of this paper is organized as follows tiSed| different types of Points of Interests (POIs). Tinge of
concentrates on the related work, Section Il dises the UASs in search and destroy missions has been obaitg
characteristics of Unmanned Aerial Systems, andi@ety  as pointed out in [10]. The main challenges invotie
targets the essence of practical communicationtid®®e®  communication process between the UASs [10]. The
deals with Wireless Polling Sensor Networks andube of  problem was solved by creating a new coalition fation
One Time Pads, Section VI deals with Military Démis  algorithm to enhance the communication among th&&JA
Making Process, and Section VII tackles Situational In addition, UASs offer a more inexpensive solutiban
Awareness and Common Operational Picture. Sectibh V human-operated helicopters for monitoring high-agé
discusses the significance of sensors, and Sdiitooks at  transmission lines [11].

SOA in relation to MDMP and reorganizing the chaih As for the military use cases, several researchave
command in troops. Section X concentrates on pitiisdh  been studying the use of UASs in accruing datauppaert
offered by new technologies, Section Xl comprisesSA, COP and MDMP by increasing the performance of
discussion, Section Xl concludes with the resulied  different types of networks. Moreover, the studis®ed here

Section XlII addresses requirements for furthedistst have concentrated on increasing the speed, safety a
The main contribution of this paper is the ideagghand capability to communicate in an improved manner.
conceptual level description of how the data aatrith the As demonstrated in [12], ad-hoc networks can create

assistance of UASs can be implemented into a @ecisi UAS access net ensuring communication among maiile
making process and how these collectd and analyatdin  stationary users. These ad-hoc networks suppog Barce
turn may enhance the results gained by means dfitargn  Tracking, as indicated in [13]. When UASs are epai
decision making process. Also, improved situationawith Free Space Optics (FSO) communication links,
awareness and common operational picture contribute operations can be executed by avoiding to becomsedeby
facilitating collective performance that can beniified as  means of electrical reconnaissance detection, radugted in
the overall performance capability in the executioh [14]. FSO represents an optical communication teldyy
processes. Finally, this paper introduces ideaehasthods that uses light propagating in free space to tritndata from
on how to improve the process of automatic datheyatg  point-to-point (and multipoint) by using low-powdre
with the assistance of UAS and how to increase tinpu infrared lasers, which can also be used for loatbtn
towards automated decision making processes andrdsw purposes, if range and orientation information vVsilable

automized military operations. FSO-technology offers high-speed, up to 10 Gbalpédi and
cost-effective  connectivity for heterogeneous veissl
Il RELATED WORK services provision in both urban and rural deplaytsevhen

The importance of UASs both in military and civlia Dense Wavelength Division Multiplexing (DWMD) is
environments has been recognized and several sthdiee  Utilized in Radio-on-FSO (RoFSO) system.
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In vision-based tracking, pan-tilt gimbaled camarsisng Some of the promising characteristics of the UASs
Commercial off-the shelf (COTS) components can sedu involve long flight duration, improved mission sifeflight
together with calculation algorithms and advancedepeatability due to improving autopilots and restlic
controlling systems for integrated control of a UASd an  operational costs, especially in military enviromise
onboard gimbaled camera, see [15]. Along with thecompared to manned aircraft. The potential advastad an
availability of both low-cost and highly capable T®based unmanned platform, however, depend on factors, ssch
UASs and Unmanned Ground Vehicles (UGVs) andaircraft and sensor types, mission objectives, thedUAS
communications equipment, it is reasonable to appligk  regulatory requirements for operations of a paldicu
and inexpensive means for surveillance, trackingl anplatform [2].
location purposes, as discussed in [16]. UASs ofing For the purposes of this paper, measuring thezatidin
types and sizes can be used in aerial surveillandeground of UASs in a dismounted company attack would rexjcsal
target tracking, see [17]. To boost the performantea  functioning swarms of UASs. Creating a simulatiomtodel
single UAS, swarms of small UASs can rely on aingor a UAS assisted operation is at present, unforthnaten-
MANETSs, as indicated in [2]. Transmission anten@as feasible on the grounds that neither funding noilifees are
significant in the process of operating UASs, alidated in  available.

[18]. When swarms of UASs are utilized for navigati In Network Centric Operations (NCO) it is seminal t
localization and target tracking, information syrwfization  ensure identifying and defining relevant informatido
is important, as discussed in [19]. In presentldsgiace enable its distribution in the battlespace. Thissppposes
miniature UASs are becoming increasingly significan timely and secure information flow between own veas
among surveillance applications, as shown in [R@motely  and sensors [23]. UASs have to be used for cafigall the
controlled UASs can act as an assisting tool iokirey and  data available in the battlespace. Contemporaryparea
monitoring, as discussed in [15]. Remotely contblUASs  systems require greater amounts of intelligence data
can enhance SA, Blue Force Tracking (BFT), therebynigher accuracy level than ever before [13]. Sioperations
enforcing the probability of success in missiongrewhen tend to be multi-national, different sensors ansteiys are
operating beyond line-of-sight, see [21]. The me#&ms required to communicate understandably between each
exploiting UASs and UGVs in the processes of dateentity. This means that all the participants repnésg
collection and the distribution of an updated C@Pbe different nations must agree on the wavelengtlesjuencies,
implemented in Shared SA are discussed in [22]tlBat and waveforms to be utilized in the transmissioocpsses
Management Language (BML) can be seen as a commdretween the sensors and base-stations. Variousegrdand
language enabler between machines and interfacesy al nations typically utilize different types of sigealand
with almost ubiquitous swarms of UASs [19]. For exde, waveforms for varying reasons, and the utilizatafnthe
networks utilizing COTS components mounted on of384A radio magnetic spectrum must be settled before #i-mu
add survivability and remove the need for a linesight national operation can be successfully executeds Th
connection, as described in [16]. necessary to minimize instances of fratricide aolthteral

This present paper examines how to facilitate aamage, which requires the maximized distributiérthe
dismounted company attack with the use of UASssThiupdated COP. One solution for this involves utigi
means aiming at optimizing the use of existing tieses and Business Management Language (BML) [23].
automating an attack to the extent feasible. Thectibe is As for the classification of UASs, the types of
to contribute to the overall goal of increasingesafin  classifications vary depending on the source, a4 A
military operations by means of improved use obueses classification based on size includes the sub-etagESmall,
resulting in decreasing numbers of casualties a$ age Medium and Large UASs. The class of Small UASs can
increasing the tempo of own military operations. include Very Small UASs, which in turn can inclullfigcro

The same calculation parameters and algorithms amr Nano UASs and Mini UASs, whereas the categdomat
utilizable both in military and civilian data cottng of UASs according to their travel ranges and enuktgan
systems. This same applies to data transmittirigsys the air include the following sub-classes developgdthe

US military: Very low cost close- range UASs, Clgaage
I"l. CHARACTERISTICS OFUNMANNED AERIAL SYSTEMS UASS, Shon_range UASS, Mid_range UASS, and Endrgan

Unmanned Aerial Systems utilized in a dismountedJASs. Table | below lists varying types of UASs.
company attack can be autonomous or guided plasfouit Especially in civilian applications, UASs can be
with COTS material ensuring the relatively low jrimgs on identified as collectors of data in ecological, exgblogical,
the UASs. The main function of UASs is to produeal+ geological and human-induced disasters. UASs caseba
time data for commanders for decision making pugpofhe  as versatile tools in data gathering for theiribéity, safety,
use of swarms of UASs ensures the gathering ofltind ~ €ase of operation and relatively low-cost of owhigrsand
the visual horizon. The distances between commiakdaihd ~ operation. This facilitates UAS implementation iisaster
the swarms of UASs are typically few kilometers.c®n situations, as described in [5].
identified by the actions of an adversary, a UASisenp This paper discusses only UASs because of their
becoming annihilated. Therefore, UASs have to bié u  versatility compared to other Unmanned Vehicles )V
be disposable elements. When the UASs are usedaamis, such as Unmanned Ground Vehicles (UGVs). When d sma
the combat survivability of the system can be iasesl. tactical level military unit, such as a companypésforming

2015, © Copyright by authors, Published under agreement with IARIA - www.iaria.org



a complicated maneuver, a dismounted company attaek

International Journal on Advances in Intelligent Systems, vol 8 no 3 & 4, year 2015, http://www.iariajournals.org/intelligent_systems/

402

UASs are most versatile with their capability farick

UASs represent the only reasonable type of UVs é¢o bdeployment. UASs tend to be miniature-sized aimdan

utilized.
The following Table | lists a classification of &% of
UASSs built for varying purposes.

TABLE I. TYPES OFUASS
Type of  |Abbreviation | Altitude Flighttime/ |Payload |Example of an
UAS (meters) Distance (km) UAS
Micro-Air MAV Low <330 m |5 to 30 10-200 |Mosquito,
Vehicle minutes / grams | Carolo P50

kilometers

Low- LASE <1000 m |1to 2 hrs /few | 200 - 500 | Dragon Flyer
Altitude kilometers grams | X6 VTOL
Short
Endurance
Low LALE from 2000 |several hours | upto |RQ-11 Raven,
Altitude, to 4000 |/tens of several |Skylark
Long meters | kilometers kilograms
Endurance
Medium MALE up to 9000 |+24 hrs/ over 1000 | Ikhana, Heron
Altitude meters | hundreds of | kilograms|2, Predator B
Long kilometers
Endurance
High HALE upto20 |over30hrs/ |over 1000 |Global Hawk
Altitude, kilometers |thousands of |kilograms
Long km:s
Endurance

UASs are capable of monitoring the designated targg

areas and transmitting real-time data to the bt
simultaneously when monitoring the area (see Figure

’GS
¢

Operator Interface

computer Q
computer

Figure 3. UASs and the data transmission [1].

When flight times are short, less than an hour,jiressy
and sensors embedded into UASs can be powered)did li
fuel batteries to ensure adequate level of enekgyuid
Polymer (LiPo) batteries are utilizable for thempecity.
Electrical surveillance components, guidance systesnd
command systems depend on adequate electricity leve

Typically, the distance between a communicatiok lin

and a swarm of UASs is few kilometers, and theeefa#
GHz Ultra-Wideband Network system between
communication link and the base station is appledbr
these distances. The usual speed of swarms of FABsS
of kilometers per hour. This is a chosen speedtarize the
energy consumption and the range of transmissiomepo
and movement.

drones and helicopters, weighing few kilograms. Tdrege

of these vehicles can vary from few hundred meterfew
kilometers as can their mass and size. The sam&espp

the payload. The payload can be measured from d@éns
grams to few hundred grams depending on the use and
measurements of UASSs.

The typical payload of UASs can comprise varying
sensors, such as: acoustic-, seismic-, magnetisibles
image-, shortwave infrared (SWIR)-, thermal-, infak,
low-light television (LLTV)-, and sensors for laseacking
and spotting, and for facial recognition. These seen
packages can be also deployed into the area otsttat a
desired moment. If the area of interest is knowrll \ive
advance, a UAS and the sensor package can be figan
the perimeter in advance and been dropped in tleech
area. In addition, a UAS can be guided close toattea of
interest. The UAS can then be parked, for examepte,
rooftops and cliffs to wait for the command to stdre
reconnoitering mission. This saves time and passtithe
UAS in nearby perimeters of the desired area. TH&1)
remain hidden and hard to detect, and when detdtisdoo
late anyway.

In versatile combat situations, different typesCaimbat
ormation Systems (CISs) implemented by sensoes a
important parts of military command and control
environment systems [25]. Raw reconnaissance datain
critical for creating a comprehensive Situationavakeness
and Common Operational Picture. Without constanw fof
intelligence and surveillance data, successful tanyli
operations cease from existing.

The significance and potential of miniature UASs ha
been discussed since the beginning of the pastddeca
Today, miniature fixed-wing UASs are mainly usedamet
drones, for surveillance, and as decoys [26.].

Examples of target drones do not belong to thegoaye
of miniature fixed-wing aircrafts, but they are lfatale
target drone types, such as FQM-117. Target UAVeser
include three members: MQM-117A, MQM-117B and
MQM-117C.

In terms of reconnaissance drones, a famous exasple
RQ-11 Raven UAV. As for decoy drones, identifialale
Israeli manufactured Firebee 1241 and Scout.

For civilian purposes, the main uses of UASs inelud
internal security, for instance border patrol, wictsearch
and rescue, research, wildlife and land managensm,
agricultural maintenance processes.

IV. COMMUNICATION BETWEEENENTITIES
The amount of data accrued via versatile sensods an

thelracking systems is vast. As a result, to distettbe location

information filtered and fused through various eyss
remains a challenge. As said, warriors’ main florcti
remains to fight instead of double-checking the itaorof
their palm-top or equivalent. Besides, there willays be
disturbances in the electromagnetic spectrum, tyualf
service (QoS) and transmitting power along with Ithréted
bandwidth set limitations to the ubiquitous comneation
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systems. However, the possibilities of battlespace The depicted layers communicate and forward deda vi
communication are versatile, since almost all teasers UAS—radios, which can utilize the output of
utilized are somehow linked together to facilit8®ET and GPS/GLONASS receivers for automatic position repgrt
Combat Identification (CID) and to improve COP &®d4. When Software Defined Radios (SDRs) are embedded
UAS can be seen as a functional tool in the proadss onboard UASs, typical SDRs’ features can be inauidéo

accruing data, see Figure 4. transmission protocols. These include: Multiband-3812
Higherechelon  Attack helicopters MHz, multimode, multi-mission, software programmebl
UAV architecture, Low Probability of Detection (LPD)dahow

}'C ‘s&f Probability of Identification (LPI), simultaneousigce and

i i data, updated and analyzed data transfer from sdnso
r\ 4 / \‘de”t*ﬁ@“"" decision maker and onwards to the shooter appiusti

- Blisiinted Squad members Lightweight ~UAS—-implemented radios offer low

Compary/Platoon consumption transceivers operating in the frequesfc?.4

CORIRARHER GHz Industrial, Scientific and Medical (ISM) barthe use

e — of this frequency offers very low Radio Frequendf)
sighature modulation scheme based on spread spectru

Unattended sensors Laiid plaitfairr technology (DSSS) and provides a robust, reliabtd law

\ . probability of detection time division multiple aass

>I<_/ ﬁ (TDMA) waveform. Radios typically feature advanced

Figure 4. Data accruing process in brief. encryption standard (AES) encryption providing ayveigh
security level on the transferred audio and datstesys,

When UASs are utilized in operations, the signifimof ~ while security keys can be downloadable. UAS -radian
communication links cannot be overemphasized. UAS a provide several tactical communication serviceB:duplex
extensively used in exploration missions. They ased voice conferencing, GPS reporting, e-mail, chig, tfiansfer,
routinely to collect and send collected data backround and real-time video streaming.
station that provides real-time information on ttwvered When properly adopted into active use, UASs can be
area. Printed antennas can be seen as a solutibdhSs. As  seen as flying hubs or flying relay-stations, toaé
described in [27], the significance of a functiomainted communication. When UASs are used to secure
antenna has been successfully tested and repamegroing communication, as depicted in Figure 5, the thrpuglof
a study in which printed antennas were used in coenp for  communication can be maximized. Furthermore, therss
wireless local area network (WLAN) connectivity the  of UASs end up creating an own data communication
frequency of 2.4. GHz ISM (802.11b.g) and the 5 GHzsystem, as depicted in Figure 6. This ensurestheatata
(802.11a) bands. Printed patch antennas are wididized transmission distances between UASs remain shait an
in automobiles as antennas for receiving signath®fjlobal become operationally secure. This aids in meeting t
positioning system (GPS) and also in satellitetdighudio  requirements of Low-Probability of Detection (LPRjhd
radio systems (SDARS). These systems pose acoepgfail Low-Probability of Identification (LPI). The desbgd
and radiation efficiency, as described in [28]. delicate system introduced is a new one and basdédeas

The capability to communicate between troops (soii that can be executed by utilizing existing COTS$htelogy
and machines (UASs) must be sustained throughout d&9].
operation. Without communication there is neithemmand
nor control between the entities. Communication tan
described as comprising three layers. These lapees
sensor-layer, 1°SR —layer and shooters —layer. The layers
are connected with the existing communication nete:o
Different layers are depicted in Figure 5.

Sensors &—%
) ®) PN

//

CTSR Figure 6. A data exchange process inside the swarm of UASs [1
hoot — Figure 5 describes the idea of using UASs as swarms
ooters Networks| The number of UASs used in each scenario variesrittipg
on the commanded mission and its speed and other se
Figure 5. Communication network from sensor to shooter [1]. requirements.
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V. WIRELESSPOLLING SENSORNETWORKS military and civilian environments. Especially theing of

A battlespace tends to be embedded with differngrest STT I_in%reasgs opertational security in both of these
of sensors found from the soil, airborne or attdcheo Igitalized environments.

various types of manned and unmanned vehicles. The VI. MILTARY DECISIONMAKING PROCESS
utilization of Wireless Polling Sensor Network (WS ) ) )
together with One-Time Pads (OTP)s can be vieweohas In military operations performed at tactical leveg.,

possible solution for the improvement of a commatian  battalion and below, the significance of tempo &nung
other easily captured nodes there is a specialidisaage in UASS have to be analyzed and taken into accouthitegsare
using ordinary crypto algorithms requiring a storieely. directly connected with targeting systems, weapsaction
Furthermore, neither the time nor the computing groig ~ Processes, COP, SA and Control, Command, Computers,
available for asymmetric algorithms. A solution tois Communication, Information, Intelligence, Surveide and
problem is presented by a novel idea of exchangng- Reconnaissance [(ESR ). )
Time Pads and encrypting data with one of the OTR®- Here, automation and mathematics can be seen as
time pad (OTP), or Vernam’s cipher, is a cryptoostym  @ssisting tools in the process of making raplq egldble
where the key is as long as the plain text. The emod deC|S|or_ls. When m_athematlcal meth(_JdoIogy_ is implest:
version of the algorithm simply takes a bitwiselegive or ~ Measuring the additive value model is the simpiest most
of the key and the plain text. The idea is expldime[30]. commonly used mathematical model in multiple ofpyect
The other OTP must be discarded for security reasorflecision analysis. As described in [31], the aueditvalue
WPSN can be viewed as one possible solution whefodelis given by the equation:
gathering data from different sensors and senstwonks.
When a swarm of UASs is utilized in forming an amt-h n
network and polling a large number of fixed sensmies, a V(X,- ) = ZWiVi (Xi,-) (1)
secure network system can be created. The WPSHnsyst i=1
more robust in the military environment than triavfial
Wireless Sensor Networks (WSNs). Although WSNs have where
been used for a long time, they demonstrate péaticu v(x]-) is the total value of alternatiye
disadvantages. These include the fact that mufi-ho
transmission fails when nodes are destroyed intamyli -
environments, battery lifetime creates limitationand qualltayve value.mc')’del, .
security challenges remain unsolved. A WPSN has Xj IS alternativg's score (raw data) on value measiire
advantages in all of these areas compared to ptoposed v, (xi]-) is the single-dimensional value of alternatjvan
solutions. WPSN comprises a small mobile ad-howot | .
of UASs and a high number of fixed ground-basedaen value measure . . .
which are periodically polled by the UASs. andw; is the swing weight of value measure
The advantages concerning WPSN and OTP include that
in the WPSN solution the fixed sensor nodes remain Equation (1) is the simplest and most commonly used
concealed, yet active, because the sensor nod&®8N do  mathematical model in multiple objective decisiolgsis.
not communicate with each other but only respongoiting Obviously, mathematics alone cannot solve the dilem
by the mobile nodes. The WPSN node communicatdsavit of making the correct operational decision quickty a
UAS through encrypted messages. Thereby, WPSNmdspo chaotic combat setting. When a decision is madevdsst
only after a UAS has submitted a polling requesthvé  different COAs, mathematics and probability progeasn
specific code. The routes of UVs can be fed ineogystems only be seen as assisting tools. The human commande
early enough to gain the needed information frore thremains the only one who is responsible for sees#id
designated areas [30]. applicable decision, which can be converted intmmoands
When speaking about a battlespace and actionsgtakito be issued and executed in an operation.
place in this hostile environment, it is mandattirgt some
of the UASs be shot down or destroyed by other medn VIl. SITUATIONAL AWARENESS ANDCOMMON
contemporary warfare. This possibility must be griped OPERATIONAL PICTURE
prior to engagement. UASs must be designed soote The term Situational Awareness has been given an ap
malfunctioning, they will get automatically destesy definition in the Army Field Manual 1-02. SA can be
(software and hardware) to become instantly usdtesthe  understood as knowledge and understanding of therdu
adversary. Yet, this destruction of one UAS does nosituation, which promotes timely, relevant and aatm
jeopardize the concept of sustained secure comiione  assessment of friendly, competitive and other djmers
for the network composed by remaining UASs willorge  within the battlespace in order to facilitate disismaking.
itself automatically. SA, furthermore, equals an informational perspectand
By exploiting WPSN and OTP it is possible to usliz skill that fosters an ability to determine quickhe context
UASs as described above when gathering data both @#nd relevance of events that is unfolding. The tS#

i=1 to n are the value measures specified in the
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comprises three levels: 1) perception, 2) comprgbenand  battalion and company operations. As indicated88],[light
3) projection [32]. SA, or, the lack of it, remainstical in  sensor munition can be deployed behind enemy lare$an
performing military operations successfully. Theame to example of sensors’ deployment, when UASs are not
increase SA can and must be fostered and develsped applicable, is Sensor Element Munitions (SEMs). SEén
the loss or deterioration of SA results in inaccigs, human be manufactured of composites surfaced with madseria
errors, and eventual casualties and fratricide. iildary  capable of absorbing radar beams, making the SE¥ le
operation in progress usually fails because of pewel of visible in enemy counter-artillery radars. In anylitary
SA. operation, airborne sensors are important for issisuch
Situational Awareness has a strong relation to GQIBP  as force protection, perimeter control and inteltige
represents an overall understanding of the prewpili utilization, as discussed in [34]. Transmitting thecrued
situation in the battlespace. COP can be displayedhe data to prevent cases of fratricide and to ensuceess in
screen of a computer or a digital device, and biygus operations presupposes optimal communications. VVKMA
markers and traditional maps. COP features elemsuth  transmission offers applicable possibilities in warding
as individuals of friendly forces, neutral entitiesd the collected data. The distances in the transmissiongss are

adversary, presented by symbols of various types. relatively short, ranging from 1 kilometre to fewoknetres
To complete the list of phenomena affecting the MM in conditions of clear Line-Of-Sight.
C*”SR needs to be taken into account. UASs are iliaze The sensor package inside sensor element munitons

assists the MDMP performed irfléSR environment. When named Sensor Element (SE), which is made of COTS-
combined together as swarms, UASs form tools forueg  products comprising sensors capable of sensing oidsie
data, forwarding and analyzing these data intofthen of  phenomena occurring in the electromagnetic spectrum
information to create COP and increase SA. Overall, COTS-products are relatively inexpensived a
To sum up, all these listed elements are linkedhto reliable in terms of function, as explained in [3Sensor
MDMP. The decisions made as part of the MDMP cao al Elements can contain the same sensors as UASs. The
be seen as tools in targeting and weapon selegtanesses. command post has the capability for the data fusfall the
Figure 7 explains the relations and functions iesidDMP  accrued sensor information.
when the use case is related to targeting and weapo Once an SE is airborne, it immediately starts amgmit
selection systems. In the MDMP, the end-come is thé¢he gathered data to friendly troops either diyeot, if the
optimal use of weapon systems to avoid collatesmhalgje transmission distance exceeds the capability of the
and fratricide. transmission unit, the SE transmits the data tothemo
airborne device, which acts as a relay statiorelation to

own troops. The SE communicates with the receitaios
C4I12SR and other sensor element packages over a 2.4 Gtia- Ul
NEORMATIO FORMATION Wideband Network system. The accrued data are gtacty
T for security reasons. The composition of SEMs @icted in
DECISION Figure 8.
SA COP
. MAKING
TARGETING| _ | WEAPON
SYSTEMS SYSTEMS

Figure 7. Decision making system in targeting and weaporesys{33].

VIIl. SENSORS

In order to achieve the set objective in a givetitany
setting, it makes sense to utilize maximally thiagaoduced
by various types of sensors when accruing data frostile
enwrpnments. In some cases, especially when t_hﬂhwe Figure 8. Structures of Sensor Element Munitions (SEMs): Aillery
conditions are challenging, for example, the wirpkesl SEM (left), a mortar SEM (right) [33].
exceeds 10 metres per second, the UASs cannotedeous
they are too slow and there has to be an altemativn SEMs can be deployed to the target area with manned
possibility to deploy sensors for accruing realgirdata. artillery weapons or unmanned remotely controllegtgs of
Some of these sensors can be deployed to the kirgarest  artillery or by using mortars, as mentioned earli€he
with the assistance of artillery fire produced bgrtars or  process of deploying SEM to the area of interestejgicted
cannons. Rapidly deployable airborne sensors repres in Figure 9. SEM ejects the Sensor Element, whickuin
relatively inexpensive and versatile tools for Imwvel reports the gathered data to the base station [33].
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Figure 9. Process on how to deploy an SE to an enemy terfidd].

In Signature Prediction Process (SPP), describ¢83ij
sensors accrue data and transmit these data féysengg
centres. These data collected with SEMs are theifiece
with the data collected with other sensors in otdgsredict
and anticipate the target and its actions. These c&n be
also utilized in analysing different possible cas®f action
and in the weapon selection process.

When we implement a weapon of any kind as parhef t
unmanned aerial system, we are dealing with an Wnet
Combat Aerial System (UCAS). The route planningaof

UAS or Unmanned Combat Aerial System (UCAS) is in aynits suffer

significant role when an operation is in its plamnistage.
The same applies to the significance of algoritim&ime
limited operations, as indicated in [36]. The rauwitering
range tends to vary from one to few kilometers. Wiae
dismounted company attack is supported with urfitd/ASs
tailored for Close-Air Support (CAS), the data excbe
transmission process for the target data is depicté-igure
10.

Figure 10.The process of detecting target to the shooter [33]

The UASs of CAS units optimize the speed and
in proximity to destroy the

destruction power used
designated targets. When a small unit operatesedts to
achieve results in short time in order to maintdire
initiative and reach the set objective. A compasaismall
military unit, which has to maximize the momentuffeced
by the performance produced by CAS units. UASs rhast
utilized as tools to evaluate the outcome of thecated CAS
fire-mission. If the result of CAS fire-missionnsported not
to fulfil the requirements set, the new round of LAre-
mission must be performed to destroy the chosgetar

IX. SERVICE ORIENTED ARCHITECTURE

SOA offers a variety of possibilities to improveeth
performance in military operations. When UASs beeom
more increasingly identified as an exploitable vgse in the
military data producing environment and as the iami the
UASs become fully utilized operationally, SOA isimgg to
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render itself useful for military commanders in exiéng
military operations. SOA can be exploited when negdo
reorganize the military organization after casealtffect the
chain of command in a dismounted company. Thisge®ds
described in [37]. Military operations nowadays alu
demonstrate features of Network Centric Warfare (W@
which one key aspect is to be able to offer a validl
accurate COP for the operating troops in the lsmitlee. A
basic requirement for a military commander is thiitg to
command the troops and sustain optimal SA and GXP.
important aspect in distributing information in the
battlespace is the amount and quality of infornmasbared
at different levels. SOA can be seen as a usefll ito
distributing data in a preprogrammed manner. Theusrnof
information allocated must be set to a level whtre
decision maker can perform timely and draw accurate
conclusions. In the battlespace, the units suffemf
casualties and the chain of command never remgiacti

A constructive idea in SOA is in its process idggloin
a dismounted company, the composition of the umit iés
performance are critical in executing the operatidviilitary
from casualties and their mathematical
performance value tends to change in an unpredictab
manner. The performance of a military organizatsuch as
a dismounted infantry company, can be mathematicall
calculated as explained in [37]. Behind these nmatiial
values is a Psycho Physical Factor, described T [Bhe
process of creating this factor is described in] [@8d the
formula may be useful in calculating the perfornant a
military unit.

The implementation of SOA is described in [37]. dyk
aspect in the presented architecture [37] is thwachjcally
changing architecture. Benefitting from the podsibs
offered to orchestrate data and services with $s&stance of
SOA allows for improved performance in the exequtad
operations. SOA can be utilized in the processhaoiosing
between different COAs. Eventually, the chosen Q@A
be fine-tuned into commands and maneuvres of a
dismounted company attack.

In applying SOA paradigms, loose coupling, dynamic
binding and independency of development technodogie
platforms and organizations, as well as locati@tisthese
become advantages in that the use of SOA typically
encourages reusing services. The identified assbtsg to
military units, but military units offer their respsibilities
through services, and capability deployment reguire
invoking and integrating a number of services. Fgal
depicts the relations of services, assets and daieabof a
military unit.

Delegate
Military Unit €=/ segryice
N
Belongto | [1..n l.n \/ntegrate
Assets Capability

Figure 11.Conceptual model of SR capabilities based on SOA [39].
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In a dismounted company attack, all operating amijit

platoons use the same services and assets of autited

company. In this case, SOA itself offers a flexibfgproach
to identify C'I°SR capabilities when several platoons benefit

from the services and assets of a dismounted comSA
enables a company to respond more quickly to tlaegihg
battlespace situations and requirements to exdbatgiven
missions in the given time and with the allocatesburces.

X. POSSIBILITIES OFNEW TECHNOLOGIES

In order to be able to obtain depth of information,

detailed digital data on the desired target, neshrtelogies
that render increasingly detailed information oe tjiven
targets become indispensable. These technolog@sde
hyperspectral and multispectral imaging.

The classification of hyperspectral

statistical pattern recognition methods requiredota of
processing time. Image channels of the data amngitr
correlated with each other. The classification ee@mbgnition
of images requires algorithms of correct type. Hgpectral
images are produced by imaging spectrometers. Remodletected radiance in each wavelength channel teletric
imaging has been utilized for scanning Earth arahgtiary

surfaces. Typically, spectrometers are able to operf

spectral measurements of bands, typically at feast 0.4 to

2.4 micrometers. The range represents visible tirou

middle infrared wavelength ranges. Remote imageitsirin
are designed to focus and measure the light refiffom
many adjacent areas on the Earth’'s surface. Tieiple of
spectrometer is presented in Figure 12.

Scan Mirror and
Other Optics

Light from
2 single
qround-
resolution
cell.

W

Dispersing
Element

=

Imaging
Optics Detectors

Schematic diagram of the basic
elements of an imaging spec-
trometer. Seme sensors use
multiple detector arrays to mea-
sure hundreds of narrow
wavelength (&) bands.

Figure 12.Functionality of an imaging spectrometer [40].

To interpret the scanned images, it is vital toarsthnd
spectral reflectance. As indicated in Figure 13jetation
has higher reflectance in the near infrared rangelawer
reflectance of red light than soil [40].

data by using
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Figure 13.Representative spectral reflectance curves forakserface
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infrared [40].
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Spectral libraries are important for they providsoarrce
of reference spectra that can assist in the procdss
interpreting hyperspectral images. Imaging sensoiverts

signal, which is then scaled and quantized intacrdte
integer values that represent encoded radiances#0].

There are different strategies for image analy3is.
interpret the collected data remains a challengeditfg
appropriate tools and approaches for visualizingd an
analyzing the essential information in a hyperspéccene
remains an area of active and constant researctiouga
countries and organizations have studied different
approaches to solve the appropriate nhumber of bands
wavelength ranges in order to improve the perfoceaof
spectrometers. The following Table Il features iagnes of
different types of sensors, organizations, numidebamds
used and wavelength ranges that have been identifie

TABLE Il A SAMPLE OF RESEARCH ANDCOMMERCIAL IMAGING

SPECTROMETERS

A Sample of Research and Commercial Imaging Spectrometers

Sensor Organization Country ;u;;:zrs \;v::;l:r[l::}
AVIRIS NASA gg{zz 224 04-25
AISA | Spectral Imaging Ltd. | Finland | 286 | 045-09
CASI Ires Research | Canada | 288 | 0.43 - 087
gfg GER Corp g?ﬂ‘:‘gf; 211 04-120
HYMAP 'megr"";iysazc“"”‘cs Australia| 128 | 04-245
PROBE.1 [E2MN Sealrr::CIT Sciences gg{gg ) 0-9T

Hyperspectral image is comprised of several layeash
layer contains data in certain wavelength. Thidepicted in
Figure 14.
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Xl.  DISCUSSION

Although there are similarities between the militar
operational requirements and those of the civilldAS
industry, standardization is still very much laakirvet, it is
standardization that is required between the mjlitzttings
, and civilian UAS markets. This is because the eqeipt

s needs to be compatible and interoperable and usedata
"‘“‘M collecting jointly if necessary. Unless there agestandards,

Fiqure 14.Hvpers . ' . end-users of technolqu ~ cannot benefit frqm the
oure L4yperspectal mage comprses several oy S eyeiopment of synthetic vision' systems, Sensdlghtf
hardware, advanced materials and robotic systemeras of

Figure 15 features an image, in which steel rosftape  these would be affordable.
visible in white. The white color is visible in thEocess of As for the seminal terminology, definitions of UABd
interpreting the visual images provided by the sesis UAV can be found in [43] and [44]. Obviously, acada
and industry continue to affect the evolution ofe th
terminology used. Also, when dealing with organigin
services among different entities, Service Oriented
Architecture is an important issue. As indicateis], SOA
fosters loose coupling of software assets, reussoftfvare
components, acceleration of time to market, andatioh of
organizational spending. The object is to benebmf the
data collected with the best solutions availabléntrease
the operational performance in accessing servares)astly,
to increase the speed and safety of operationsitdc

The data produced by various multi-sensors can be
utilized in the data refinery process to ease #wgnition
and identification process. This can be done wite t
assistance of data fusion processes by resortingrputer-
programs designed for these data fusion proce8&3sIp
fact, when using the KNearest-Neighbour (KNN) aittyon,
approximately 80 % of unknown target samples can be
recognized correctly, when the known target clasgibn
accuracy remains above 95 %. This enables the fueeo

Figure 15.Steel roofs of buildings seen in white color [41]. ATR and the Automatic Target Cuer (ATC) [33].
As presented in publications [1], [33], the sizel aype

One of the techniques used in UASs, laser scanningf sensors have dramatically improved during pasry.
involves a scanning sensor transmitting thousafgsilses  Sensors can be embedded inside artillery munitions
towards the target area (for example, terrain). fifilected  dispersed from aircraft. In some cases, helicopgansact as
echoes of pulses are then measured. Interpreti®y thnother ships containing from tens to hundreds ofllsm
collected images requires automatic classifiereyTéearch UASs and transport and drop them in designateds dma
for artificial objects from the gathered data. e future full  data accruing purposes.
waveform scanners are expected to produce moréserec  When the UASs are successfully utilized in theediht
images from the scanned areas. phases in a dismounted combat attack, the resatisbe

In thermal imaging sensor packages now weigh o2/ 1 optimally utilized. These gained results can beaiified and
grams. The size and energy consumption of comniigrcia evaluated in relation to the different stages ef pnocess of
produced sensors have decreased. a dismounted company attack. When the need of aester

As indicated in [42], miniature size UASs, weighifeggv  service is identified, automated systems assidtlfd the

kilograms, equipped with payloads of hundreds efts, are  need of any type (need of data, resupply, fireppwer
capable of performing reconnaissance operatiorf®rpeed  evacuation).

during a short period of time. The typical SpaRaisolution UASs can be used for collecting updated and exjstin
(MS) is from one to twenty centimeters, when thghti  data and serving in the role of a radio transmissiay-
altitude remains below 500 meters as describedh [ link, as a flying hub-station and in assessingithgact of

In practice, when two images, which have been takeartillery fire. Using swarms of UASs enables quitdjable
from an identical area in a different time slote alosely and effective data collecting from a specified area
compared, it becomes possible to identify the ceandn  Furthermore, when UASs function as the communioatio
doing so, changes surface concerning vehiclesepi@ |ink, the chain of command and control remains se@s
artillery units, troops, and man-made bridges i dnea of regards communication.
interest.
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By exploiting the data accessed by means of usiti§dJ commander, not by a machine. UASs can be seerokssitio
it is possible to enhance a dismounted militaryrafp@n:  monitoring and assisting in an operation when jasiohg
readjusting the direction and action of combat surdhd its pace: If the pace of the units or an individs@ltier is too
increasing their speed. The communication betweA$d) slow, the data transmitted by UASs is utilized itmeftune
and ground base-stations is encrypted. This ensatshe the speed and direction of the operating troops. SA data
data collected and communication transmitted rerimdact  acquired by means of UASs must be used in takimg th
and coherent. UASs may fly via automated waypoorts initiative and translating it into success in hatthnd
serve as fighter-operated systems. UASs can bgribito  eventually meeting the set objectives of the givlitary
be disposable, self-destroyable, once their task lteen operation.
completed, or in case of malfunction, or if enceued by As indicated in Figure 16 that features an autothate
enemy. The use of SEMs becomes applicable in eeises  military attack, similarly it is possible to contrand
the weather conditions are challenging, for examgle = command a search and rescue operation in a cidk#ing,
wind speed exceeds ten meters per second, or & dafor example in a traffic crash. In other words, thecuted
concerning a target must be rapidly accessed. operation is automated and sequenced. The use of

Compared to traditional WSN-systems, WPSN allows fo mathematical classifiers is based on computatiquoater
improved security protocol in the communicationvien and effective algorithms. The effective algorithnase
UASs and sensors. Data collecting systems gathededa  utilizable both in military and civilian environminin that
on battle space phenomena, for example, troop mewesm they do not separate environment-specific factersse but
and action. These raw data feed the MDMP and fatgli rather merely calculate the values inserted inallgerithms
speeding up the decision making. Using mathematicakegardless of the environment in question.
models and —programs produces improved SA and COP,
compared to non-automatized human decision making XIl. . CONCLUSIONS
performance. The improved SA and COP allow for  This paper examined how to utilize the real-timeada
significant increase in efficiency as regards plagnand  collecting ability provided by UASs in order to ingve the
implementing the tactical use of destructive ficaver. performance of a military performer and a civiliantity.

As the raw data collected by UASs are already inThis would require also standardizing the UASs éndiit
electronic form, SOA can be utilized in planningtdouting  both entities. The approach adopted is an ideastag
and optimizing resources: evacuation, supplies, oée examination and as such aims to provide groundguftimer
artillery fire. When the described systems for datlecting,  discussion.
analyzing, and communicating function as planned, i  From a civilian perspective, the use of UAVs offersre
becomes possible to carry out an automated, computecost-effective operational monitoring and managemen
assisted attack as described in Figure 16. UiZtSO  natural resources. In flying low and slow and being
communication links fosters reliable, secure antecent comparatively affordable, UASs provide scientistthwmew
communication in command and control processes. opportunities for |arge scale appropriate measuneénod

If and when all the accrued data can be properlycological phenomena. This speeds up data gatharidg
processed and analyzed in MDMP with the assistafice saves natural resources in terms of energy congompt
SOA, the performance of troops can result in awmated  (aviation petroleum). The use of UASs does notudisthe

dismounted company attack as depicted in Figure 16. balance of nature (animals, vegetation, birds rtiigghmore
_ than using human-labor intense data gathering rdstho
Time and pace of From a military viewpoint, this paper relies on bfiting
warrior movement .
I I I I I from the use of UASs as part of a dismounted compan
[ I I I l attack [1]. When doing so, it also points out tleeassity of
Start00.00 Levelat+1  Levelat+2  Levelat+3 f rapid data collection to support the fast MDMP.
hrs hrs hrs hrs Siop According to the studies covered, it is importaat t

Friendly Fire Mission

continue doing research to improve the capabilibEslata
accruing with the assistance of UASs of variouse$yprhe
variety and versatility of UASs continue to increasith
UASs equipped with  octo-rotors for  superior
maneuverability and stability as well as vertieke-off and
landing. UASs are equipped with several types ofsge
packages depending on the data to be accrued. fiso,

Friendly Fire Missio

- —
b —
Corrections in
direction and

battle pace Objective prevailing circumstances, such as mission duragoil
weather conditions, affect the equipping of UASsthwi
Figure 16.An automated attack operation. [1] bespoke sensor packages.

UASs are capable of producing high quality of data
Figure 16 aims to visualize the goal of commandingespecially when platforms operate with low speeatliariow
military troops with the assistance of a compuestiz altitude. Especially search and rescue missionsftidrom
Artificial Intelligence (Al). The final commands rfothe  mission effectiveness of the sensor and scannistpiss,
military units to move and execute are given byuaan  when sensors have enough time to monitor the deyzsath.
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The UASs have to be able to communicate constavitly
the base-station, and network reliability has toebsured.
The significance of connectivity presupposes th#&Sk
must utilize suitable and reliable communicatiorameand
frequencies. Printed antennas have proved thégiesfty in
the frequency of 2.4 GHz ISM band. Embedded antenn
provide several advantages for UASs, including cedu
weight, lower manufacturing costs and lower drag.

The utilization and performance of UASs can be seen
data collectors in the battlespace. Sensors embeddtiethe
UASs used can produce different types of data ftbm

designated area. UASs can be deployed in most emrath

conditions and immediately when required, as tteBeno

latency times. The data collected by UASs are ther&0

transmitted to the command posts. The collectetitirea
data remain critical for the MDMP. The data accrueast
be in a pre-defined digitized form, which is apabte in
digitized decision making systems exploited in
battlespace. The level and quality of SA continteshe
critical at the dismounted close combat soldieelewhilst
the level of COP plays an important role in commpnodits,
where operations are planned, commanded and deuditrol
Laser scanning and hyperspectral imaging offer ne

plausible means to accrue data from the battlespacgn

However, as these are technologies in-progressriaiaty
must be accepted.

The data for the MDMP are collected by using vasiou
types of sensors embedded into UASs and SEMs. &he k
issue is the speed of deploying the sensor pactadbe
area. The prevailing combat situation in the bsiéee
determines the selecting of the type of UAS andsmen
package embedded. The data accrued must be iritizetlg
form applicable in the software environment usedASan
be used in re-organizing troops and allocatinguress.

The ultimate goal of a dismounted company attadk is
execute the mission with the resources allocatedl tan
obtain the set objective. This asks for sustaintimgely
performance with a minimal number of casualtiesreesed
instances of fratricide and with the least poss#teount of
collateral damage. The objective is difficult totaih, when
relying on soldiers prone to erring. However, ofierel
performance can be improved if the data collectedhbans
of UASs are reliable and timely and can be adojptexttive
use to facilitate decision making. The possibility use
updated and analyzed data is vital for operatiGugcess,
especially in operations executed at a low oparatitevel,
such as a dismounted company attack. The utilizatib
these said data for decision making purposes msyltr
increased individual and collective performanceatiljiy in
the executing of operations. With improved levdl$A and
COP, operational security may be sustained.

When computers act as assisting tools both in tB&/™
and its civilian equivalent offering suggestionscasmmands
to the commander of attacking troops or, say, th#f g1 a
search and rescue mission, the commander eithes\aggoor
rejects the suggested commands. Thus, the rolehofraan
decision maker remains critical in the chain of atand.

the,
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XII.

Because Situational Awareness data remain vital
successful military and civilian operations, théatde data
must be gathered with all the possible means dtaild his
applies to civilian cases of success as well. Attermust be

FUTUREWORK
in

apaid to planning the utilization of UASs togetheiithw

accounting for the operational security issues eoming
using software and hardware in the battlespaceimnfbr
example, civilian rescue operations.

Future work must be focused on system reliabilitgd a
ease of use of selected tools to improve COP anth ®ath
civilian and military environments.

The wusability of UASs to create a functional
mmunication network requires field testing in ¢an
exercise settings prior to any operational use. $A8ve to
be remotely destroyable both physically and dilyitarhe
capability of UASs to self-destroy when malfunctiapn or
having been shot down must be tested. Other idkmhtif
challenges are related to maintaining an adequatel bf
constant energy flow and protecting against viofei
caused by electronic warfare.

The use of SOA in assisting the MDMP has to beistud
combat exercise settings as well in order tm gaalistic

d relevant data on human commanders evaluatingsCO
when planning a dismounted company attack.

It is impossible to interpret digitized data withou
appropriate and suitable algorithms. Thereforecutation
power is needed to improve the performance of MDaiE
the utilization of SOA. When appropriate solutioase
designed to meet these challenges, the planning and
execution capability of both military and civiliasperations
may significantly increase.

Obviously, this involves implementing technologies
that they conform to the requirements set by thergusage
environment. Data gathering tools and mathematical
algorithms operate on the same principles whetier t
operational environment is a military or civiliane The key
is to allow for reliable data gathering in all cirostances
complemented by reliable data analyzing and utigjzas part
of digitalized decision making. Prior to making téens the
decision maker needs to have timely and securssitcghe
most recent Situational Awareness concerning thea Aof
Interest. This may then optimize operational suscasd
eventually bring about the desired end outcome.

REFERENCES

[1] T. Saarelainen, “Unmanned Aerial Vehicles as Asgist
Tools in Dismounted Company Attack,” in Proc. of
NexComm, April 19 — 24, 2015, Barcelona, Spain, NSB
978-1-61208-396-4, pp. 19 — 27.

A. C. Watts, V. G. Ambrosia, and E. A. Hinkley, “hanned
Aercraft Systems in Remote Sensing and Scientiéiserch:
Classification and Considerations of Use,” RemoensS
2012, vol 4, 1671-1692; doi:10.3390/rs4061671.

A. Kim, M. Kim, E. Puchaty, M. Sevcovic, and D. @ebntis,
“A System-of-systems framework for the improvedataipty

of insurgent tracking mission involving unmannedriae
vehicles,” in Proc. of 5th International ConferericeSystem

(2]

2015, © Copyright by authors, Published under agreement with IARIA - www.iaria.org



International Journal on Advances in Intelligent Systems, vol 8 no 3 & 4, year 2015, http://www.iariajournals.org/intelligent_systems/

of  Systems Engineering, Loughborough,
doi:10.1109/SYSOSE/2010.5544076, pp. 1 — 6.

T. Saarelainen and J. Jormakka, “C4I12SR ToolsHemRuture
Battlefield Warriors,” in Proc. of IEEE Internatiah
Conference on Digital Communications (ICDT) 13-1fhég,
2009, Athens, Greece, pp- 38
doi:10.1109/ICDT.2010.15.

S. Adams, C. Friedland, and M. Levitan, “Unmannesti&l
Vehicle Data Acquisition for Damage assessmentimi¢ane
events,” in Proc. of 8th International Workshop Remote
Sensing for Disaster Management, Tokyo,
https://blume.stanford.edu/sites/default/files/R8ams_Surv
ey_paper_0.pdf, accessed on Aug 30, 2015.

K. Pratt, R. Murphy, et al., “Requirements for semi
autonomous flight in miniature UAV for structural
inspection,” Proc. in Association for Unmanned \t&hi
Systems International, Orlando, Florida.

A. Puri, “A survey of unmanned aerial vehicles (UARr
traffic  surveillance,” www.citeseerx.ist.edu/  vieodd
summary?doi=10.1.1.108.8384, accessed on Aug 3®. 20

D. Hausamann, W. Zirnig, et al., “Monitoring of gas
transmission pipelines —A cutomer driven civil UAV
application,” Proc. in 5th ONERA-DLR Aerospace
Symposium, Toulouse, France, 2003.

S. Rathinam, Z. Kim, et al., “Vision based follogirof
locally linear structures of using an unmannedaeehicle,”
in Journal of Structure Systems, vol. 14, no.1, §id.— 63,
2008.

(4]

43

(5]

(6]

(7]

(8]

&)

[10] .M George, P.B. Suit, J.B. Sousa, and F.L. Pereira

“Coalition formation with communication ranges amdving
targets,” in Proc. of American Control Conferendene 30 —
July 2, 2010, Baltimore, U.S.A., pp. 1605 - 1619
doi:10.1109/ACC2010.5531604.

[11] J. Toth and A. Gilpin-Jackson, “Smart wiev for aastrgrid —
unmanned aerial vehicles for transmission linas,Pioc. of
the 1st Interntional Conference on Applied Robofmsthe
Power Industry, 5 — 7 Oct. 2010, Montreal, QC, Cangp. 1
—6,doi:11.1109.CARPI.20105624465.

[12] S. Chaumette, R. Laplace, C. Mazel, and A. God8ectire
cooperative ad hoc applications within UAV fleet$EEE
Conference on Military Communications
(MILCOM 2009), 18-21 Oct. 2009, Boston, MA, pp. 175
doi 10.1109/MILCOM.2009.5379819.

[13] E. Loren, L. Riblett, and J. Wiseman, “TACKNET: Mtzbad
hoc secure communications network,” in Proceedfgélst
Annual IEEE International Carnahal Conference onuBty
Technology, 8-11 October 2007, Ottawa, Ontario, &dan
pp. 156 — 162.

[14] C. Chlestil et al., “Reliable optical wireless Imlwithin UAV
swarms,” in Proceedings of Transparent Optical eta, 18
— 22 June, 2006, Nottingham, Great-Britain, pp—322, doi
10.1109/ICTON.2006.248491.

[15] V.N. Dobrokhodov, I.I. Kaminer, K.D. Jones, and R.
Ghabcheloo, “Vision-based tracking and motion estiom
for moving targets using small UAVs,” in Proceedingf the
2006 American Control Conference Minneapolis, Jlide-
16, Minnesota, USA, 1428 1433,
10.1109/ACC.2006.16564418.

[16] D. Hague, H.T. Kung, and B. Suter, “Field experita¢ion of

doi

cots-based UAV networking,” in Proceedings of IEEE

Conference on Military Communications (MILCOMZ2006),
23-25 Oct. 20086, pp. 1 7, doi
10.1109/MILCOM.2006.302070.

[17] A. Ruangwiset, “Path generation for ground targatking of
airplane-typed UAV,” in Proceedings of the 2008 EE
International Conference on Robotics and Biominsetic
(ROBIO), Bangkok, Thailand, February 21 — 26, 200§,
1354 — 1358, doi 10.1109/robio.2009.4913197.

Japan,

Conference

411

2010,[18] C-M. Cheng, P-H. Hsiao, H.T. Kung, and D. Vlah, &fsmit

antenna selection based on link-layer channel pgobiin
Proceedings of IEEE Conference on World of Wireless
Mobile and Multimedia Networks, 18-21 June 2007,
Cambridge, MA, U.S.A. 1 6, doi
10.1109/WOWMOM.2007.4351703.

[19] Y. Qu, Y. Zhang, and Q. Zhou, “Cooperative locdi@a of
UAV based on information synchronization,” in Predmgs
of the 2010 IEEE International Conference on Medmats
and Automation, August 4 — 7, 2010, Xi'an, Chinp, p25 —
230, doi 10.1109/ICMA.2010.5589081.

[20] M. Pachter, N. Ceccarelli, and P.R. Chandler, ‘dfisbased
target geo-location using camera equipped MAVS,” in
Proceedings of 46th Conference on Decision and rGont
(CDC2007), 2007, pp. 2333 2338, doi
10.1109/CDC.2007.4434038.

[21] B. Cummings, T. Zimmerman, B. Robinson, and M. Smyd
“Voice over blue force tracking,” in Proceedings I&fEE
Conference on Military Communications Conference
(MILCOM 2006), 23-25 Oct. 2006, Washington, DC, fip-

5, doi 10.1109/MILCOM.2006.302173.

[22] J. Harrald and T. Jefferson, “Shared situationahrawess in
emergency management mitigation and response,”
Proceedings of 40th Annual Hawaii International feoence
on System Sciences (HICSS 2007), Jan. 2007, Waikbig
pp. 23 — 23, doi 10.1109/HICSS.2007.481.

[23] K. Rein, U. Schade, and M. Hieb, “Battle Management
language (BML) as an enabler,” IEEE Conference on
Communications, ICC'09, 14 18 June, Wachtberg,
Germany, 2009, pp. 1 - 5.

[24] Geospatial Applications of Unmanned Aeial Systeldag),
“1.4 Classification of the Unmanned Aerial Systéms,
https://www.e-education.psu.edu.geog597g/node/Sessed
on July 30, 2015.

[25] S. Green and R. Watkin, "Information provision ftre
dismounted close combat soldier,” in Proc. of th&thl
Conference on Information Fusion, 26 — 29 July 2010
Edinburgh, pp. 1 — 8, doi:10.1109/ICIF.2010.5712066

[26] G. Cai, K-Y. Lum, B. M. Chen, and T.H. Lee, “A bfie
overview on miniature fixed-wing unmanned aeridhictes,”
in Proc. of th 8th International Conference of Gohtand
Automation, 9 — 11 June, 2010, Xiamen, pp. 285 9, 29
doi:10.1109/ICCA2010.5524453.

[27] M. S. Sharawi, O. A. Rawashdeh, and D. N. Anoi,
“Evaluation and field testing of an embedded angeim a
small UAV wing structure,” in Proc. of Radio and Miess
Symposium, 10 — 14, Jan, 2010, New Orleans, LA589.—
592, doi:10.1109/RWS.2010.5434138.

[28] G. Austin et al., “Compact dual-band antenna foreless
access point,” Electronics Letters, vol 42, noAgril, 2006.

[29] M. C. Zari et al., “Personnel identification systenilizing
low probability-of-intercept techniques: prototype
development and testing,” in Proceedings on Thétins of
Electrical and Electronics Engineers 31st Annual9719
International Carnahan Conference on Security Talclgy,
15-17 Oct 1997, Canberra, ACT, pp. 224 - 230, doi
10.1109/CCST.1997.626274.

[30] J. Jormakka and T. Saarelainen, “UAV-based serstoranks
for future force warriors,” International Journah @dvances
in Telecommunications, vol 4, numbers 1 and 2, 2011
ISSN:1942-2601, pp. 58 — 71.

[31] R. Dees, S. Nestler, R.Kewley, and K. Ward, “Wholed&r
performance: A value-focused model of soldier dquali77th
MORS Symposium, WG20- Manpower and Personnell, 35
pages, 7 Dec 07, 21.6.2010, accessed on 5.2.2015.

[32] Field Manual FM 1-02,
www.armypubs.army.mil/doctrine/Active_FM.html FMQ2,
accessed on 8.12.2012.

in

2015, © Copyright by authors, Published under agreement with IARIA - www.iaria.org



International Journal on Advances in Intelligent Systems, vol 8 no 3 & 4, year 2015, http://www.iariajournals.org/intelligent_systems/

412

[33] T. Saarelainen, “Targeting situational awarenes®ome the [39] Z. Ying, W. Zhixue, L. Xiaoming, and C. Li, “C4ISR

event horizon by means of sensor element munitit®DT capability analysis based on service-oriented &chire,”

2012, The Seventh International Conference on #&ligit The Fifhth IEEE International Symposium on Service

Telecommunications, pp. 8 — 14. Oriented System Engineering, 2010, pp. 179 — 180) D
[34] P. Buxbaum, “Denying access,” Special Operations 10.1109/SOSE.2010.41.

Technology, July 2010, Vol 8, Issue 5, pp. 26 — 27. [40] R.B. Smith, “Introduction to Hyperspectral Imagihds
[35] R. Kozma et al., “Multi-modal sensor system intéigg ﬂﬁﬂg%%’ 2%%)2 http:/iwww.microimages.com, accesead

COTS technology for surveillance and tracking,” Bad
Conference, 10-14 May 2010, pp. 1030 - 1035, doi41] J. Lumme, “Vegetation and soil classification anthlgsis
10.1109/RADAR.2010.5494467. from imaging spectrometer data,” Master's thesig|shiki

[36] W. Xinzeng, C. Linlin, L. Junshan, and Y. Ning, ‘®e University of Technology, 28 May 2004.
planning for unmanned aerial vehicle based on threa[42] S. Nebiker, A. Annen, M. Scherrer, and D. Oesch light-

probability and mission time restriction,” in Proof the weight multispectral sensor for micro UAV — oppanties
Second International Geoscience and Remote Sensing for very high resolution airborne remote sensing,”
Conference, 28 — 31 Aug. 2010, Qingdao, pp. 27 —daQ www.isprs.org/proceedings/XXXVIl/congress/1_pdf/20df,
11.1109.1ITA-GRS.2010.5603127. accessed on Aug 30, 2015.

[37] T. Saarelainen and J. Timonen, “Tactical managememe¢ar  [43] http://uavdesignguide.com/tag/what-is-the-diffelenc
real-time systems,” IEEE International Multi-Dislkipary between-uav-and-uas/, accessed on October 11, 2015.

Conference on Cognitive Methods in Situation Awasn . i 2 = i
and Decision Support, (CogSIMA2011), Miami Beach, [44] rgéﬁ’gg’evrv"lv,wz'gi‘és'°rg"”dex'php'page what_is, acesen
EBOE%QICZ(%'Gg?Mfggllzg%éé%UZ'S'A" pp. 240 247’[45] http://www.sparxsystems.com/downloads/whitepap@sI5
' - o ' . -2.1-Conceptualization-Model-Language-Specificagipdf,
[38] M. Phillips, ~ “Air-to-Ground  and  ground-to-air accessed on October 12, 2015.
communications,” Military Technology, Vol XXXVII, dsue
6/2013, pp. 66 — 67.

2015, © Copyright by authors, Published under agreement with IARIA - www.iaria.org



