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Abstract—Modern urban infrastructure systems are defined by
spatially distributed network structures, concurrent subsystem-
level behaviors, distributed control and decision making,and
interdependencies among subsystems that are not always wWel
understood. The study of the interdependencies within urba
infrastructures is a growing field of research as the importace
of potential failure propagation among infrastructures may lead
to cascades affecting multiple urban networks. There is a sbng
need for methods that can describe the evolutionary nature
of “system-of-systems” (SoS) as a whole. This paper present
a model of system-level interactions that simulates distbuted
system behaviors through the use of ontologies, rules cheaoky,
message passing mechanisms, and mediators. We take initiiéps
toward the behavior modeling of large-scale urban networksas
collections of networks that interact via many-to-many assciation
relationships. The prototype application is a collection 6 families
interacting with a collection of school systems. We conclusl
with ideas for scaling up the simulations with Natural Language
Processing.
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city evolve over extended periods of time in response to
external forces (e.g., the need for economic expansion) and
disruptive events (e.g., the need for planning of reliefoast

in response to a natural disaster). In both cases, planring o
urban operations is complicated by the large scale of modern
cities, the large number of constituent behaviors, andipiealt
dimensions of interdependency among physical, cyber and
geographic systems [3]. These facts are what makes cities
“system of systems,” rather than just systems, and theygghan
the very nature of systems design and management. For exam-
ple, in order for the communication among the participating
urban domains to occur in an orderly and predictable way,
designers need to pay attention to the boundaries (or ates)

of domains [4]. Similar concerns exit for the replacement of
aging infrastructure. In his article on the topic of complex
system failure “How Complex Systems Fail,” Cook discusses
how complex systems are prone to catastrophic failure, due t
the impractical cost of keeping all possible points of faglu
fully protected, and even identifying them all [5]. When par
of a system fails, or perhaps an unexpected combination of
localized failures occurs, there exists a possibility tta
failure will cascade across interdisciplinary boundariesther

This paper is concerned with the development of modeling0'relative infrastructures, and sometimes even back ¢o th
abstractions, procedures, and prototype software for the boriginated source, thus making highly connected systenre mo
havior modeling of urban systems of systems with 0m0|qgiesfrag|le to various kinds of disturbances tha_\n their indejeam _
rules and message passing mechanisms. It builds upon our poUNterparts. Figure 1 presents an overview of some generic
vious work [1], [2] on distributed systems behavior modelin interdependencies among key infrastructure sectors: rall a

with semantic web technologies.
A. Problem Statement

The past century has been marked by outstanding advancBs

in technology (e.g., the Internet, smart mobile devicesudl!

computing) and the development of urban systems (e.gs-tran

portation, electric power, waste-water facilities andevaup-

ply networks, among others) whose individual resources anﬁ
capabilities are pooled together to create new, more comple
systems that offer superior levels of performance, exténde
functionality and good economics. While end-users applautg
the benefits that these systems of systems afford, modetibas;
systems engineers are faced with a multitude of new desig
challenges that can be traced to the presence of heteragene

content (multiple disciplines), network structures thieg spa-
tial, multi-layer, interwoven and dynamic, and behavidratt
are distributed and concurrent.

natural gas, electricity, transportation, water, and camica-
tions.

Scope and Objectives

In order to understand how cascading failures might be best
managed, it is necessary to have the ability to model events
nd the exchange of data/information at the interdepernydenc
oundaries, and to model their consequent effect within a
subsystems boundary. This points to a strong need for new
apability in modeling and simulation of urban infrastuuret
ystems as system-of-systems, and the explicit capture of
infrastructure interdependencies. We envision such aesyst
Having an architecture along the lines shown in Figure 2, and

céventually, tools such as OptaPlanner [7] providing styiate

for real-time control of behaviors, assessment of domain
resilience and planning of recover actions in responsevterse
events. This paper presents a model of distributed system-

Large-scale urban systems do not follow a standard cradldevel behaviors based upon the combined use of ontologies,

to-grave lifecycle. Instead, the constituent domains iwith

rules checking, and message passing mechanisms, andesxplor
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Figure 1. lllustration of the interdependent relationshipong different infrastructures [6].
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Figure 2. Architecture for multi-domain behavior modeliwith many-to-many associations.
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opportunities for modeling urban systems as collections ofl covers related research that has been done in criticedsnf
discipline-specific (or community) networks that will dyna  tructure simulation. Section Il explains how Semantic Web
ically evolve in response to events. As illustrated in Fegg@r  technologies [10] can be employed for semantic modeling and
each community will have a graph that evolves according to aule-based reasoning. Section IV explains the advantafies o
set of community-specific rules, and subject to satisfactib  constructing a model with time and space reasoning. Section
constraints. The contributions of this paper are thred:fol V describes several aspects of our work in progress, inogudi
(1) Distributed system behavior modeling with ontologies a
Contribution 1. We provide a framework for modeling concur- rules, and (2) Use of mediators for behavior modeling of
rent, directed communication between all entities conmai  distributed systems having many-to-many associatiortioela
system. The architecture builds upon the framework present ships among connected networks. We describe the software ar
by Austin et al. [2], and in particular, extends the disttédms  Chitecture for an experimental platform for assemblingeems
behavior modeling capability from one-to-one associatien ~ bles of community graphs and simulating their discretepeve
lationships among communities to many-to-many associatioPased interactions. In Section VI we exercise this caggbili
relationships among networked communities. with an application involving collections of families imtting
_ o o . with multiple school systems. Domain-specific ontologies a
.As illustrated in Flgur_e 3, one-to-one assomaﬂon_rel‘&nol developed for family and school system domains, which, in
sh|ps_ can be mo_delgd with exchange of messages in a POy, import spatial (geometry) ontologies and rules [1][
to-point communication setup. We conclude with ideas for scaling up the simulations with

System—to-System Communication Natural Language Processing (NLP).

[I. RELATED WORK
- - - - .y
D Ep—— D A. Critical Infrastructure

Experience over the past decade with major infrastructure
disruptions, such as the 2011 San Diego blackout, the 2003
Mediator-Enabled Communication Northeast blackout, and Hurricane Irene in 2011, has shown
that the greatest losses from disruptive events may bentlista
from where damages started. For example, Hurricane Katrina
disrupted oil terminal operations in southern Louisianat n
because of direct damage to port facilities, but becauskexsr
could not reach work locations through surface transportat
routes and could not be housed locally because of disruption
to potable water supplies, housing, and food shipments [13]
O Interdependencies constitute a significant dimension fer u
derstanding system vulnerability. Examples of vulneraéd
where systems could be brought down are an important basis
Figure 3. Framework for communication among systems of #mnd B. for identifying interdependencies and focusing on thosa th
are critical. Using data provided by references [14], [15]
and [16], Table | provides some examples of faults that

_ The top part of the figure shows point-to-point communica-propagate through interdependency relationships of reiffie
tion in a one-to-one association relationship betweeresyst ritical infrastructure sectors.

Mediator enabled communication in a many-to-many associa-

tion relationship among systems are shown in the bottom half In its October 1997 report to the U.S. President, the

of the figure. Many-to-many association relationship amongPresident's Commission on Critical Infrastructure Protec

systems are enabled by collections of mediators. Eachamyol identified the nation’s eight critical infrastructures. rc-

is paired with an interface for communication and informati ognized the importance that interdependencies play i thei

exchange with other ontologies. From a communicationsistan continuous and reliable operation, as well as the increased

point, this architectural setup is simpler than what is camly ~ security concerns and risks associated with them [17]. Al-

found in multi-hop routing of messages in wireless sensothough interdependencies are a complex and difficult proble

networks. to analyze, over the past twenty years increased effort by
the operational, research and development, and policy com-

Contribution 2. We employ a novel use of software design munities has led to improvements in our ability to identify
patterns and Apache Camel [8] [9], to allow communication@nd understand interdependencies among infrastructanes,
management in the urban system of systems framework. THBeir influence on infrastructure operations and beha#sra

visitor design pattern is also implemented to allow for datac@Se in point, Rinaldi and co-investigators [3] have pregos
retrieval. a multi-dimensional taxonomy to frame the major aspects of

interdependencies: types of interdependencies, infretsire
environment, coupling and response behavior, infrasirect
characteristics, types of failures, and state of operation
These dimensions point to the need for development of a
comprehensive architecture for interdependency modelirty
The remainder of this paper proceeds as follows: Sectiosimulation. Many models and simulations exist for indivatlu

.

8]
8]

Contribution 3. We explore mechanisms for incorporating
notions of space and time in event-driven reasoning presess
for urban decision making.
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Energy: Oil and Gas

Energy: Electricity Transportation

&vat

Communication |

Energy: Oil and Gas

No fuel to operate power No fuel to operate transport
plant motors and generators vehicles

No fuel to operate pumps
and treatment. Gas pipeline
failure located beneath
roads may contaminate
water pipeline also located
beneath roads

No fuel to maintaintem
peratures for equipment;
fuel to backup power

Energy: Electricity

No electricity for extraction
and transport (pumps, gen
erators, control systems)

No power for traffic lights,

rail systems, street lights. pumps and treatment lead-

No electric power to operate

Passengers may be trappeding to potential water qual-

inside trains. Air transport
may become compromised
due to to the loss of commu-
nications and unlit runways.

ity issues and pumping is-
sues in buildings. No power
to operate flood protection
systems.

No energy to run cell to
ers and other transmiss
equipment

power lines located beneath
and above roads

wiring also located bened
roads, and above groy
networks aligned with roa|

Communication

Inability to detect breakages
and leaks. Remote control
of operations interruption

Inability to detect and main- Inability to identify and lo-

tain operations and electric cate disabled vehicles, rails,

transmission and roads. No provision of
user service information.

Inability to detect and con-
trol water supply and qual-
ity

8

no

on

Transportation Delivery of supplies and Delivery of supplies and Delivery of supplies and Delivery of supplies arjd
workers interruption workers interruption workers interruption workers interruption rr
Water No water available for pro- No water available for No water for vehicular oper- No water available for
duction, cooling, and emis- production, cooling, and ation. Water pipeline failure equipment cooling. Water
sions reduction emissions reduction. Water located beneath roads ma pipeline failure locatgd
pipeline failure located interrupt traffic. beneath roads may damage
beneath roads may damage cables and underground

th
nd
ds

infrastructure behavior, but simulation frameworks thifdve

for the coupling of multiple interdependent infrastruetsir
to address infrastructure protection, mitigation, regegrand
recovery issues are only beginning to emerge.

TABLE I. Summary of urban faults propagated by interdepecis between critical infrastructure systems.

B. Urban Interdependence Smulators

Pederson et al. [18] have compiled a survey on contemp
rary research on critical infrastructure modeling and $&mu
tion. This study showed a wide variety of ideas proposed-n re
cent years, and observed that the vast majority of thesatigce

you might find in a smart city, and proposals for relationship
among things, but are otherwise not smart at all.

Our viewpoint is that ontologies (including classes and
their associated data and object properties) need to bd-deve

oped alongside rules, and that the resulting semantic rimagdel

implemented frameworks are based on agent-based teclynolog

In an effort to overcome some of the limitations associated!!l.

with agent-based frameworks, such as scalability and rdésto

MAKING

SEMANTIC MODELING AND RULE-BASED DECISION

systems need to be executable and capable of event-driven
processing. A notable effort in this direction is the DogOnt
ontology and rules for statechart behavior modeling of ckwi

in home automation [22].

resul_ts, Ra_hm:?m et al. [19] p_roposed anew type of framewor%\. Framework for Semantic Modeling
for simulating infrastructure interdependencies. Theppszd
model captures physical interdependencies among ditferen Model-based systems engineering development is an ap-
critical infrastructures using precise mathematical egpion.  proach to systems-level development in which the focus and
Each entity and interaction between infrastructures ispeelp primary artifacts of development are models, as opposed
to a single equivalent semantic. In this way, componentso documents. As engineering systems become increasingly
defined in physical layer can interact with the decision mgki complex the need for automation arises [23]. A tenet of our
layer through event forwarding mechanisms. work is that methodologies for strategic approaches togdesi
. will employ semantic descriptions of application domagusg

C. Urban System Ontologies use ontologies and rule-based reasoning to enable validati

A detailed discussion the use of ontologies in urban defequirements, automated synthesis of potentially gooiydes
velopment projects can be found in Falquet, Metral, Tellersolutions, and communication (or mappings) among multiple
and Tweed [20]. Ontologies have been developed for thelisciplines [24] [25] [26].
geographic information sector, to model interconnectione-
diators) among urban models, and to describe urban mobilit
processes. Extensive studies have been conducted on t

((j(§\|</|e|l_())2\r:§ rgg@ff%?;?&ﬁ:gﬁgg &gnrggggen;gﬁt?t?e?[]zgﬁégmed|ators and message passing mechamsms. On the left-hand
side, the textual requirements are defined in terms of mathe-
As part of the recent interest in Smart Cities, researchermatical and logical rule expressions for design rule chegki
have proposed so-called smart city ontologies. A close exanEngineering models will correspond to a multitude of graph
ination reveals that they contain an exhaustive list ofghin structure and composite hierarchy structures for the syste

The upper half of Figure 4 complements Figure 2, and pulls
é;ether the different pieces of the proposed architedimre
IStributed system behavior modeling with ontologiesgesul
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Figure 4. Framework for implementation of semantic modsisig ontologies, rules, and reasoning mechanisms (Addpted Delgoshaei, Austin and
Nguyen [12]).

structure and system behavior. Behaviors will be assatiateobjectives — such strategies use notions of fairness tceptev
with components. Discrete behavior will be modeled withdeadlocks in the system operation. All three of these cdit
finite state machines. Continuous behaviors will be remtese  apply to the design and management of urban systems.

as the solution to ordinary and partial differential eqoiasi . .
Ontology models and rules will glue the requirements to theB: Working with Jena and Jena Rules

engineering models and provide a platform for simulating  oyr experimental software prototypes employ Apache
the development of system structures, adjustments toreystejeng and Jena Rules. Apache Jena [29] is an open source
structure over time, and system behavior. In a typical appli jaya framework for building Semantic Web and linked data
cation, collections of ontologies and rules will be develdp appications. Jena provides APIs (application prograngmin
for the various domains (see, for example, Figures 1 and Zherfaces) for developing code that handles RDF (resource
that participate in the system structure and system behaV'Qiescriptionframework), RDFS, OWL (web ontology language)
models. and SPARQL (support for query of RDF graphs). The Jena
rule-based inference subsystem is designed to allow a range

The use of Semantic Web technologies for rule checkingys inference engines or reasoners to be pluagaed into Jena. Je
has several key benefits [27], [28]: (1) Rules that represer]izuues is one sgclzh engine. plugged! '

policies are easily communicated and understood, (2) Rules
retain a higher level of independence than logic embedded in Jena Rules employs facts and assertions described in
systems, (3) Rules separate knowledge from its implementat OWL to infer additional facts from instance data and class
logic, and (4) Rules can be changed without changing sourcegescriptions. As we will soon see in the case study example,
code or the underlying model. A rule-based approach talomain-specific ontologies can import and use multi-domain
problem solving is particularly beneficial when the apgiima  (or cross-cutting) ontologies, rules can be distributediagn
logic is dynamic (i.e., where a change in a policy needs talomains (which is at odds with ideas within the Semantic
be immediately reflected throughout the application) areésru Web community that ontologies should be tightly coupled to
are imposed on the system by external entities. Rules can lmntologies), and rules can be written to respond to eveats th
developed to resolve situations of conflict and/or compgetin involve (or affect) reasoning among multiple domains. Such
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inferences result in event-driven structural transforamet to << abstract >>
the semantic graph model. AbstractOntologyModel
Jena also provides support for the development of builtin hosting visitor
functions that can link to external software programs and extend ( 9
streams of data sensed in the real world, thereby extending visit

its reasoning capability beyond what is possible with theida Jena Semantic F---- : Urban
data types provided in OWL. Model . | Data Model

real world urban environment Zr Zr Zr
load load load
Clarkesville Elementary Sct}uol —\ / \

Riverhill High School [ Jena Rules] [ Ontology ] [ XML Data File]

Figure 6. Data-driven approach to generation of individual semantic
graphs.

capable of systematically assembling semantic graphss-tra
forming the graph structure with rules, and querying thefgra
structure. Next, data is imported into Java Object data tsode
using JAXB, the XML binding for Java. After the ontologies
and rules have been loaded into the Jena Semantic Model,
the semantic model creates instances of the relevant OWL
ontologies by visiting the urban data models and gathering
information on the individuals within a particular domain.
Once the data has been transferred to the Jena Semantic Model
and used to create an ontology instance, the rules are dpplie

It is important to note that while Figure 6 implies a one-
to-one association relationship between semantic graptls a
data, in practice a semantic graph model might visit mutipl
data models to gather individuals.

IV. REASONING WITH TIME AND SPACE

to semantic model

add new assertion
derived fact 4

Urban decision making processes are nearly always af-
fected by notions of time and space, which have universal
application across domains.

Figure 5. Framework for forward chaining of facts and resolt builtin
functions to new assertions (derived facts).

. . . A. Reasoning with Time
Figure 5 shows, for example, the essential details for g

forward and backward chaining driven by data collected from Temporal logic describes how a system changes over time,
an urban setting. To combat the lack of support for complexand apply when we want to know not what is true, but when?
data types, such as those needed to represent data fol spaftar example, temporal logic allows us to determine if the
and temporal reasoning, we adopt a strategy of embeddingchools shown in Figure 5 have an age beyond their working
the relevant data in character strings, and then designiniifetime, and if the young residents of the house are old ghou
builtin functions and external software that can parse thta d to attend the local schools.

into spatial/temporal models, and then make the reasoning

computations that are required. Formal theories for reasoning with points and intervals

of time are covered by Allen’s temporal interval calculus
C. Data-Driven Generation of Semantic Models [30], [31] Notions of (calendar) time are supported as adat
type in Jena. Ontologles of time can be loaded into Jena.

In order to build the semantic models presented in Figures;ceqyres for reasoning about points and intervals of time
4, there needs to be a pathway from the specification of,, pe implemented in Jena Rules.

ontologies and rules to populat|0n of the semantic graphts wi
individuals representing various forms of urban data. B. Reasoning with Space.

As illustrated along the left-hand side of Figure 6, the  Spatial logic is concerned with regions and their connec-
process begins with development of software for an abstradivity, allowing one to address issues of the form: what is
ontology model (i.e., AbstractOntologyModel). Abstrant@l-  true, and where? Figure 5 shows, for example, the border for
ogyModel contains software for the domain-neutral specifitwo schools and a house in the local neighborhood. Spatial
cation and handling of ontologies and rules. Domain-specifireasoning mechanisms allows us to verify if the schoolseshar
Jena Models are an extension of the abstract model. They aseboundary and/or if the house is within the school zone.
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Figure 7. Abbreviated representation of spatial (geomeaintology and associated data and object properties.

Formal theories for reasoning with space — points, lines, V. DISTRIBUTED SYSTEM BEHAVIOR MODELING
and regions — are coyered by region connected calculus_ .[32'&. Distributed System Behavior Modeling
A robust implementation of two-dimensional spatial eatti
and associated reasoning procedures is provided by the Java Urban systems have decentralized system structures. No
Topology Suite (JTS) [33]. decision maker knows all of the information known to all of
the other decision makers, yet as a group, they must co@perat
An important detail of implementation implied by Figure to a_chleve system-wuje objectives. Communication andrinfo
mation exchange are important to the decision makers becaus

5 is the need for backend reasoning procedures associat - :
with JTS to operate independently of the source domains% mmunication establishes common knowledge among the

This is achieved with the spatial (geometry) ontolo anddecision makers which, in turn, enhances the ability ofsleni
; . P 9 y) o 9y aNGakers to make decisions appropriate to their understgndin
associated data and object properties shown in Figure h-Hig

level classes — abstract concepts — are provided for antitic’” situational awareness, of the system state, its goals and

that represent singular geometry (e.g., AbstractGeomatrg objectives. While each of the participating disciplinesyma

groups of entities (e.g., AbstractGeometryCollectiomedfic have a preference toward operating their urban domain as
types of geometry (e.g,, Polygon, MultiPoint) are orgadize independently as possible from the other disciplines,eaihg

into a hierarchy similar to the Java implementation in JTStarget levels of performance and correctness of functignal

, . nearly always requires that disciplines coordinate a@i
-pl)-:]oep ehrlt?/h L?:(Is géﬁztsbi\t/ﬁgaeggpeestrg (;?r?:\%mrse ;‘r ezgﬁg%t key points in the system operation. Th|_s is especially
' ' ' - important for the planning of relief actions in response to
of the JTS geometry. For example, the abbreviated Smnglatural disasters
“POLYGON ((00, 05, ... 00))" shows the format for pairs of '
(x,y) coordinates defining a two-dimensional polygon. \ivith Until very recently infrastructure management systems did
Jena Rules, families of builtin functions can be develoged t not allow a manager of one system to access the operations and
evaluate the geometric relationship between pairs of apati conditions of another system. Therefore, emergency masage
entities (e.g., to determine whether or not a point is coeghi would fail to recognize this interdependence of infradinues
within a polygon) and return a boolean result. The latteact f  in responding to an incident, a fact recognized by The Nation
in the reasoning process shown in Figure 5. Strategy for the Physical Protection of Critical Infrastiures
and Key Assets [34]. In such situations, where there is no
information exchange between interdependent systenes; int
dependencies can lead to cascading disruptions througfeut
entire system in unexpected, undesirable and costly ways. T
Logics for time and space can be combined allowingobjective of this research effort is to explore opportusitfor
one to address issues of the form: We want to know whemvercoming these limitations.
and where something will be (or has been) true? Spatio: Software Architecture
temporal reasoning procedures in geoinformatics can be usg'
for predictive (i.e., looking forward in time) and histoaidi.e., Figure 8 shows the software architecture for distributed
looking back in time) purposes. For example, Figure 5 showsystem behavior modeling for collections of graphs thathav
there are now two schools in our geographical area of intteresdynamic behavior defined by ontology classes, relatiorsship
But what about 50 years ago — perhaps it was farmland backmong ontology classes, ontology and data propertiesntist
then? ers, mediators and message passing mechanisms. The fabstrac

C. Reasoning with Time and Space.
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AbstractOntologyModel AbstractOntologylnterface
ZF message input ZF
v Y message passing
| Semantic Model: Domain 1 | | Semantic Model: Domain|2 v v
N [ Interface: Domain 1 ] [ Mediator ] [ Interface: Domain %
N ;’é‘o Ov\o/'o : i i :
O I I
_____ s |
listener message passing X
| A A I
1 ! listens for ModelChange events !
| L
1 import 1 import
1 1
[ Rules for domain 1 ] [ Rules for domain 2 ]
message input

Figure 8. System architecture for distributed system hiehawodeling with ontologies, rules, mediators and mesgagsing mechanisms.

ontology model class contains concepts common to all ontoloinfrastructure are common to all semantic model interfaces
gies (e.g., the ability to receive message input). it makes sense to define it in an abstract ontology interface

Domain-specific ontologies are extensions of the abstra(gmdel'
ontology classes. They add a name space and build the
ontology classes, relationships among classes, propetie
classes for the domain. In an urban setting, individual doma  Whilst there are a number of definitions for critical natibna
ontologies may be constructed for infrastructure systams s infrastructure, from a city perspective the concept oficalt
as water, communications, oil and gas, transportation, angghfrastructure is not well defined. Boyes et al. [35] progbse
electric power systems shown in Figure 1. Instances (sethat criticality in a city’s context addresses elementsessary
Figure 4) are semantic objects in the domain. By themselvesor the delivery of essential services to the populace wieo ar
the ontologies provide a framework for the representatibn oresident and/or work in the city and that impact is focused
knowledge, but otherwise, cannot do much and really arenat city rather than national level. The critical infrastiure
that interesting. This situation changes when domainiipec must encompass both the citys normal operating state, and it
rules are imported into the model and graph transformationability to the basic facilities, services, and installasmeeded
are enabled by formal reasoning and event-based input frofior the functioning of a community or society. This includes
external sources. transportation and communications systems, water and powe

C. Distributed Behavior Modeling with Ontologies and Rules lpi)?iii,nznd public institutions including schools, posta§ and

Distributed behavior modeling involves multiple semantic
models, multiple sets of rules, mechanisms of communinatio Family Domain School Domain

among semantic models, and data input, possibly from mulr

tiple sources. We provide this functionality in our distried AR
behavior model by loosely coupling each semantic model to

semantic interface. Each semantic interface listens fanghs !
to the semantic domain graph and when required, forwards the — > : ) _

essential details of the change to other domains (intesjace e T e

that have registered interest in receiving notification wérs

changes. They also listen for incoming messages from exdtern

semantic models. Since changes to the graph structure r U
triggered by events (e.g., the addition of an individual; an

update to a data property value; a new association reldtijpns
among objects), a central challenge is design of the rules
and ontology structure so that the interfaces will always be
notified when exchanges of data and information need to
occur. Individual messages are defined by their subject,(e.g To illustrate the capabilities of our experimental arctite
report receipt confirmation), a source and a destinatiod, anture, we now present the essential details of a simulation
a reference to the value of the data being exchanged. THeamework for event-driven behavior modeling of a critical
receiving interface will forward incoming messages to theurban system: education. In this case study set up, a mul-
semantic model, which, in turn, may trigger an update to thdiplicity of families interact with schools embedded in an
graph model. Since end-points of the basic message passingban environment. Interactions among groups of families a

VI. CASE STuDY PROBLEM

Figure 9. Framework for communication among multiple faesiland
schools enabled by a mediator.
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schools is governed by ontologies, rules, and exchange dfistantiated as class instances in the data model. Ourtppato
information as messages, which pass through and are managetpblementation employs JAXB technology for the creation of
by a mediator (see Figure 9). The decision making framedata models as shown in Figure 12. We then systematically
work includes reasoning with spatial attributes of fansilend  visit each element of the data model (the code is implemented

schools, and time-driven events. as a visitor software design pattern) and create instarfdbg o
ontology classes. The latter are called Individuals), drey t
A. Scenario for Family-School System Behavior Modeling are laden with the data from XML files.

We now illustrate the capabilities of the proposed modeling, Family and School System Ontologies
abstractions by working step by step through the following

scenario of interactions between families and the scha®l sy  Our application employs OWL to define ontologies as
tem: (1) Determine eligibility for enrollment, (2) Compéet collections of classes, data and object properties, and the
enrollment form, (3) Receive enrollment confirmation, (4)relationships among them.

Report period starts, (5) Send reports home, and (6) Receive
parent signature. Evaluation of Step 1 involves combimatiaf
spatial and temporal reasoning. Steps 2 through 6 focuseon t
exchange and processing of message among the participati
urban domains.

Figure 13 shows the relationship between classes in the

ﬁamily ontology. Male, Female, Child and Student are sub-
sses of class Person. The class Boy is a subclass of class
le. The class Person has properties that get inheritedl by a

subclasses such as hasAge, hasWeight, hasBirthdate phiasFa
Figure 10 is a detailed view of the connectivity relation- lyName, has FirstName, hasSocialSecurityNo, hasCitiapns

ships and flows of data/information in the family-schoolecas The class Student has properties associated with school en-

study scenarios. The enroliment process involves an exehanrollment, such as livesinSchoolZoneOf, attendsPresctaiel

of data from a family to the corresponding school in whichtendsSchool, attend sElementarySchool, attendsMidd=Sc

the child should enroll. Then, and some point later in time attendsHighSchool, and hasReportFrom. The class famdy ha

the school system sends a school report home. property hasFamilyName, and the class Address has proper
ties hasLatitude and hasLongitude. Other properties such
B. Framework for Family-School-Urban Interactions as hasFamilyMember, belongsToFamily, hasFather, hasSon,

hasDaughter, and hasAddress define relation ships that hold
We begin by abstracting the urban components of théetween objects.

problem from consideration, and simply focus on the model _
for family school interactions. In the same fashion, an ontology can be constructed for

the school system. Figure 14 shows the relationship between

Figure 11 shows a schematic of the schools in theclasses in a school ontology. Elementary School, Middle
Columbia-Clarksville Area (shown on left) and fictitious School and High School are subclasses of School. Grades 1
school zone boundaries (shown on right-hand side). As everthrough 12 are subclasses of Grade. A school has properties
parent knows, the enrollment process involves the exchahge that get inherited by all school subclasses such as hasName.
specific information between schools and families. The stho A grade also has properties that get inherited by all grade
system only allows enrollment of students who meet the age resubclasses such as hasEnrollment. A student has properties
quirements, and live within the school zone jurisdictiomc®  similar to the ones dened in the classes Person and Student
the child is accepted the school system takes over. Thegeeciin the family ontology such as hasFirstName, hasFamily-
when school reports will be sent home, and if the child isName, hasBirthDate, hasAge, hasSocialSecurityNo, attend
entitled to school bus service. Some of these determimation ~ sElemntarySchool, attendsMiddleSchool, attendsHigh8ich
done by comparing spatial entities, such as family addsesseand hasReport. In addition, it also has properties such as
school addresses, and school zone boundaries. Addresses aligibleForSchoolBus and willArriveLate. The class Adske
defined by latitude and longitude coordinates; therefore, also follows the same pattern of the family ontology, with
simple calculation using the latitudes and longitudes of tw properties hasLatitude and hasLongitude. The classes@ale
addresses can determine the distance between them. 8imilarand Event are included in this ontology to provide temporal
school zones are defined by a collection of latitude and fongibehavior modeling capabilities. The class Event has ptigser
tude coordinates that compose a polygon geometric shage. AmasStartTime and hasEndTime. The class Bus has property
algorithm that solves the point-in-polygon (PIP) probleanc hasArrivalTime. Other properties such as hasGrade, hasStu
determine if the address lies within the school zone boueslar dent, isinGrade, hasStudentAddress, hasSchoolAddrass, h
This work uses OpenStreetMap tool to retrieve the latitude8us, livesinSchoolZoneOf and hasEvent define relatiorsship
and longitudes necessary for the these comparisons. Figure that can hold between objects.
is an instantiation of the concepts introduced in Figure & an
shows the software architecture for a family-school inteon. g Family and School System Rules

C. Ingtantiating Semantic Models with Data By themselves ontologies cannot model the dynamic evo-
lution of objects, properties and relationships. Consitter

In this problem setup, the information to be exchanged befamily ontology, some of the data remains constant over

tween ontologies is stored as key/value pairs in XML datsffile time (e.g., birthdates), while other data is dynamic (e.g.,

The key (e.g. “first name”, “citizenship”, etc.) identifiemyd is  attending preschool). However, when coupled with a set of
used to retrieve the values (e.g., “Mark”, “New Zealandt. et  domain-specific rules, ontological representations englaph

Textual content stored in the XML datafiles is extracted andransformations. In our application, we use Jena Rulesfinale
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Figure 10. Software architecture for distributed behavimdeling in the family-school case study.
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Figure 11. Graphical interface for behavior modeling of ifgrschool-urban geography system dynamics.

Columbia-Clarksville Area, Maryland, USA.
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Figure 12. Generation of family and school semantic modeith input from the family data file, the school system date, fand data from OpenStreetMap.

domain-specific rules. school semantic graph.

Figure 15 contains an abbreviated list of Jena rules for-iden
tifying relationships and properties within a family sertian
model. The combination of ontologies and ontology rules is  So far the family and school rule systems have been
extremely powerful in scenarios where ontology graphs argompletely decoupled and one might think that they operate
dynamic. Suppose, for example, that a boy Sam was borimndependently. In reality, a small set of rules that govemify
December 10, 2007. Given a birthdate and the current yeapehavior are defined by the school system and distributed
a built-in function getAge() computes Sam’s age. An ageo individual families in the family system. As illustratéd
rule defined using Jena Rules determines whether or not Rigure 17, rules for family-school system interaction define
person is also a child. Therefore, the behavior modelingifer grades that are appropriate for each age and the schools (e.g
family system is defined by the set of rules governing graplelementary, middle, high) that will be attended. In prastic
transformations. Graph transformation can occur due tatinp the family-school interaction rules are loaded into the ifam
(e.g., family graph changes because a new child is born) agystem alongside the regular family system rules. The forme
time (e.g., the family graph changes because a specific nrembgill inform Sam’s family when he is now old enough to attend
is no longer a child). regular school by triggering a change to the family graphsTh
change, in turn, will trigger the school enrollment proctss
Sam to start preschool.

F. Rules for Family-School System Interaction

Figure 16 contains an abbreviated list of Jena rules fo
event-driven transformation of the School Semantic Model.
Rules are provides for attendance, progression through the Family-school system interactions are also affected by
grades, timing of school reports, eligibility for transtagion  spatial concerns. In particular, a child can only enroll in a
services and event induced alerts. Transformations in thparticular school if he/she has a home address the liesrwithi
semantic graph structure can also be induced by a variefys school zone. From a geometric standpoint (see Figure
of temporal and spatial factors. From a family perspectivey), this test is equivalent to verifying that the home adsres
individuals such as Sam are modeled as instances of theslasga geographic point) is contained within the school zone (a
Boy, Male and Child. From a school perspective, Sam iggeographic polygon). JTS can easily handle this compurtatio
eligible to become a student when he is between the agds practice, however, resolving this issue is complicatgdhe
of 5 and 18, and his family lives within the defined schoolfact that the home address and school zone are contained in
zone. School reporting periods are events defined by iftervadifferent models. Thus, a strategy is needed whereby a yamil
of time on an academic calendar. When a built-in functioncan query the school system for details on the school zone and
getToday() determines that the current time falls withire on do the point-in-polygon computation on the family model, or
of the “reporting intervals” school reports are sent homethe child’'s address is part of the enrollment package and the
Similarly, the built-in function getDistance() computétthe  school verifies spatial eligibility on the school systemesith
distance between Sam’s home address and the school addresither case, a simple Jena rule can retrieve details of th po
and a rule determines whether or not he is eligible for schoohnd polygon in a string format — see the top right-hand side
bus service. Each of these entities triggers a change in thaf Figure 7 — and a Jena built-in function working with JTS
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Figure 13. Family ontology diagram with classes, propsytand relationships among classes and properties.
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Figure 14. School system ontology diagram with classeggsties, and relationships among classes and properties.

can evaluate the point-in-polygon containment. As illustrated in Figures 2 and 3, the mediator pattern
defines a object responsible for the overall communication o
. . the system, which from here on out will be referred as the
G. Mediator Design mediator. The mediator has the role of a router, it centaliz
S L . the logic to send and receive messages. Components of the
_ When the number of participating applications domainsgystem send messages to the mediator rather than to the other
is very small, point-to-point channel communication b&we oy ponents; likewise, they rely on the mediator to send gaan
interfaces is practical. Otherwise, an efficient way of Hmgd  nqyifications to them [36]. The implementation of this paite
domain communication is by delegating the task of sending ety simplifies the other classes in the system; comgsnen
and receiving specific requests to a central object. In $3#W 56 more generic since they no longer have to contain logic to

engineering, a common pattern used to solve this problem iganage communication with other components. Because other
the Mediator Pattern.
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@prefix af:  <http://www.isr.umd.edu/family#>.
@prefix rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax -NSH#>.

/I Rule 01: Propagate class hierarchy relationships

[ rdfsO1l: (?x rdfs:subClassOf ?y), notEqual(?x,?y),(?a rd fitype ?x) -> (?a rdfitype ?y) ]

/I Rule 02: Family rules

[ Family: (?x rdf:type af:Family) (?x af:hasFamilyMember ? y) -> (?y af:belongsToFamily ?x) ]
/I Rule 03: Identify a person who is also a child

[ Child: (?x rdfitype af:Person) (?x af:hasAge ?y) lessThan (?y, 18) -> (?x rdf:itype af:Child) ]
[ UpdateChild: (?x rdfitype af:Child) (?x af:hasBirthDate ?y) getAge(?y,?b) ge(?b, 18) -> remove(0) ]

/I Rule 04: Identify a person who is also a student
.. Student rules removed ...

/I Rule 05: Compute and store the age of a person

[ GetAge: (?x rdf:itype af:Person) (?x af:hasBirthDate ?y) g etAge(?y,?z) -> (?x af:hasAge ?z) ]
[ UpdateAge: (?a rdf:itype af:Person) (?a af:hasBirthDate ? b) (?a af:hasAge ?c)
getAge(?b,?d) notEqual(?c, ?d) -> remove(2) (?a af:hasAge 2d) ]
/I Rule 05: Set father-son and father-daughter relationshi ps
[ SetFather01l: (?f rdfitype af:Male) (?f af:hasSon ?s)-> (? s af:hasFather ?f)]
[ SetFather02: (?f rdfitype af:Male) (?f af:hasDaughter ?s )-> (?s af:hasFather ?f)]

Figure 15. Abbreviated list of Jena rules for transformatid the Family Semantic Model.

components remain generic, the mediator has to be applicati in years to come. This situation points to a strong need for
specific in order to encapsulate application-specific bielhav new approaches to the construction and operation of message
One can reuse all other classes for other applications, alyd o passing mechanisms.

need to rewrite the mediator class for the new application. o _ o
One promising approach that we will explore in this work

H. Working with Apache Camel is Apache Camel [8_] [9], an open source Java framework
that focuses on making Enterprise Integration PatternB)(El
Looking to the future, we envision a full-scale implemen- accessible through carefully designed interfaces, bageish
tation of distributed behavior modeling (see Figure 1) hgvi commonly needed implementations, debugging tools and a
to transmit a multiplicity of message types and contenthwit configuration system. It joins together messaging start and
the underlying logic needed to deliver messages possiliigbe end points, allowing for the transferring of messages from
a lot more complicated than send message A in domain B tgifferent sources to different destinations. Figure 18vs)o
domain C. In our preliminary work [1] the mediator capayilit for example, a platform infrastructure for behavior monglof
was simplified in the sense that domain interfaces were ashree connected application (networked) domains. In adit
sumed to be homogeneous. But looking forward, this will notto basic content-based routing, Apache Camel providesstipp
always be true. Cities are transitioning from an industri@al  for filtering and transformation of messages. The latternis a
information-age fabric, where highly efficient communioat  essential feature to future cities, where heterogeneonmifn
networks are employed to minimize the importance of timeinterfaces will need to produce and consume messages that ar
constraints and relieve the need for urban congestionr-Infonot always in the same language or format.
mation and Communication Technologies (ICT) have become
a significant part of information-age cities. ICT can be fdah A project developed in 2015 by Abdellatif Bouchama has
many levels, ranging from the collection of data from ordyna successfully implemented Apache Camel for data transfer in
daily tasks (e.g. traffic monitoring), to informing managér an urban scenario. The project demonstrates how to improve
tasks that involve decision-making based on the monitoa¢éal d urban air quality by gathering real time data from cities
(e.g. electricity and water management; education andheal in France, and adding value to it by using Apache Camel
climate change monitoring) [37]. Typically, each of the sima to process the data and notifying users of the system [38].
systems and sensors has specific requirements, procesbes apache Camel can also be congured to receive data from
outputs. The flow and variety of urban data captured by thes&witter, Facebook, Open Weather Map and many other web
smart systems and sensors is only going to grow and diversifgnvironments [39] of interest to an urban model. A study
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@prefix af:  <http://www.isr.umd.edu/school#>.
@prefix rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax -NSH#>.

/I Rule 01: Propagate class hierarchy relationships
... Class hierarchy rules removed ...

/I Rules 02: Elementary school rules

[ EnterElementarySchool: (?x rdf:type af:Student) (?y rdf ‘type af:ElementarySchool)
(?x af:hasBirthDate ?a) getAge(?a,?b) ge(?b, 6) le(?b, 10) ->
(?x af:attendsElementarySchool af:True) (?y af:hasStude nt ?x)]

[ LeaveElementarySchool: (?x rdf:itype af:Student) (?x af: hasBirthDate ?a)
(?x af:attendsElementarySchool af:True) (?y af:hasStude nt ?x)

getAge(?a,?b) ge(?b, 10) -> remove(2) ]

[ GradeOne: (?x rdf:itype af:Student) (?x af:hasBirthDate ? a)
getAge(?a,?b) equal(?b, 6) -> (?x afisinGrade af:Grade0l )]

. Rules for Grades 2 through 5 removed ...

/I Rules 05: If today is report period, send school report

[ GenerateReport: (?x rdfitype af:Event) (?y rdfitype af:S tudent) (?z rdf:itype af:School)
(?z af:hasStudent ?y) (?x af:hasStartTime ?tl) (?x af:has ndTime ?t2) getToday(?t3)
lessThan(?t3,?t2) greaterThan(?t3,?tl) -> (?y af:hasRep ort af:True) ]

/I Rules 06: School transporation service rules

[ ESTransportationService: (?x rdf:itype af:Student) (?y r df:itype af:ElementarySchool)
(?y af:hasStudent ?x) (?x af:hasStudentAddress ?k) (?y af: hasSchoolAddress ?z)
(?k af:hasLatitude ?I1) (?k af:hasLongitude ?I2) (?z afha sLatitude ?I3) (?z af:hasLongitude ?I4)
getDistance(?I11,?12,?13,?14,?d) greaterThan(?d,1000) -> (?x afiisElegibleForSchoolBus af:True) ]

/I Rules 07: If bus is late, send alert to parents

[ DelayAlert: (?x rdf:type af:School)(?y rdf:itype af:Bus) (?z rdf:itype af:Student) (?x af:hasBus ?y)
(?y af:hasArrivalTime ?t) greaterThan(?t,"2020-09-20T0 3:00:00""xsd:dateTime)
(?x af:hasStudent ?z) (?z afiisElegibleForSchoolBus af:T rue) -> (?z af:willArriveLate af:True) ]

Figure 16. Abbreviated list of Jena rules for transformmatid the School Semantic Model. Middle and high school rutesgiade assignment and use of
transportation services are not shown.

performed in 2017 by Oliveira et al., investigated the usarof attribute value and sends it to the matching bean in thetrggis
intelligent middleware, containing Apache Camel, to suppo Similarly, once the system calendar reaches a certain thete,
data capture and analysis techniques to inform urban pignni reporting rules associated with the school system willgeig
and design. Results were reported from a “Living Campus’a school report to be sent to the mediator. The messaging
experiment at the University of Melbourne, Australia, feed design allows the school enroliment form to be received only
on a public learning space case study. Local perspectiveby the school of interest, and not broadcasted to the entire
collected via crowd sourcing, are combined with distrilbute school system. Likewise, this design allows the school nspo

and heterogeneous environmental sensor data [37]. to be sent only to the student’s family. This mediator logic
i o , design is known as point-to-point channel, and it ensuras th
|. Extension 1: Using Apache Camel as a Mediator only one listener consumes any given message. The channel

can have multiple listeners that consume multiple messages
oncurrently, but the design ensures that only one of them
an successfully consume a particular message. Using this

approach, listeners do not have to coordinate with eactr;othe

coordination could be complex, create a lot of communicatio
verhead, and increase coupling between otherwise indepen
ent receivers.

In the first extension, communication among the family
and school communities is handled by a mediator built usin
Apache Camel. Figure 9 is the network setup for three familie
interacting with elementary, middle and high schools. Ever
component of the system (i.e., families and schools) regist
a JDNI Registry as bean components. Once a family memb
reaches a certain age, the age rules associated with thig fam
system will trigger a school enrollment form to be sent to they eytension 2: Failure Simulation
mediator in the form of an XML file, with source, subject and
destination attributes. The mediator logic routes the agss The second case study extension examines computational
according to its content, more specifically the destinatiorsupport for simulating failures in the distributed systeper
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@prefix af:  <http://www.isr.umd.edu/family#>.
@prefix rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax -NSH#>.

/I Rules 01: Children of age 4 and 5 attend preschool

[ EnterPreSchool: (?x rdf:itype af:Student) (?x af:hasBirt hDate ?a) getAge(?a,?b) ge(?b, 4)
le(?b, 5) -> (?x af:attendsPreSchool af:True) ]

[ LeavePreSchool: (?x rdfitype af:Student) (?x af:hasBirt hDate ?a) (?x af:attendsPreSchool af:True)
getAge(?a,?b) ge(?b, 6) -> remove(2) ]

/I Rules 02: Children aged 6 through 10 attend elementary sch ool
. Rules for attending Elementary school removed ...

/I Rules 03: Children aged 11 through 13 attend middle school

. Rules for attending Middle school removed ...

/I Rules 04: Children aged 14 through 17 attend high school ..

. Rules for attending High school removed ...

/I Rules 05: Children aged 6 through 18 attend regular school

. Rules for attending school removed ...

Figure 17. Jena rules for family-school system interastiahthe preschool level. Rules for interactions among eiemg middle, and high schools and
families are not shown.

ation. As already noted in Section I, complex urban systemshat may not speak and understand the same language. Today,
always run on degraded mode, which means at some poiftivii Engineers are faced with the challenge of designing
failure and loss of urban system functionality is an indsiga systems that transmit and consume a multiplicity of message
fact. A resilient urban system recovers quickly and corgsu types and content. Looking into the future, this challenge
operating. In order to show how the architecture proposewvill be aggravated by the growth of ICT presence in urban
by this work can contribute to a resilient complex systemsettings. Apache Camel avoids vulnerabilities introdubgd
design, we introduce failure within the family and schoolsthe growing flow and variety of urban data being transmitted,
interaction simulation. The school rules defines whichetsl and allows for more resilient message passing mechanisms in
are eligible for school bus service (a spatial decisiond an urban scenarios.

by what time such students should be delivered back to their

parents after school (a temporal schedule). Now imaginestha VIII. CONCLUSIONS ANDFUTURE WORK

school bus is running late. The boolean property will Artigte , . o

will be set to True. The school’s semantic model interfade wi  This paper has focused on the design and preliminary
identify the corresponding update to the semantic grapt, animplementation of a message passing infrastructure neteded
in response, send an alert to the families of students in th8UPPOrt communication in many-to-many association refeti
late bus in the form of a message. The mediator will match th&€hips connecting domain-specific networks.

message destination, with each of the families’ semantideho Our long-term research objective is computational sup-
interface and forward the message. The family semantic mod@ort for the design, simulation, and validation of models of
interface will identify the message type (i.e., late bustale gistributed behavior in real-world urban environmentseTh
and could potentially trigger changes to the semantic modehmjly-school distributed behavior model is merely a stayt
graph to accommodate their own schedule. While this urbagoint. We anticipate that the end-result will look” somethin
scenario seems urealistically simple, it captures thenegsef  |ike Figure 2, and provide strategies for real-time contbl
safety and security concerns facing young urban residénts. penayiors, assessment of domain resilience, and planring o
communication among the participating parties is not headl recovery actions in response to severe events. Models ahurb
properly and in a timely manner, uncertainties in Situ®lon gata and system state will be coupled to tools for spatial
awareness can easily trigger the involvement of othereelat 5nq temporal reasoning, and will synchronize with layers of

systems, such as the police department. domain-specific visualization (not shown in Figure 2). Ider
to drive the design and validation of domain rules, and rules
VII. DIscuUssION for exchange of messages between domains, we will design

Our vision for future (more advanced) uses of Apacheand simulate a series of progressively complicated urbaa ca

Camel in behavior modeling of urban environments is focusegtUdy problems.
on its ability to integrate interfaces from multiple disaies Our future work will investigate opportunities for linking

2017, © Copyright by authors, Published under agreement with IARIA - www.iaria.org
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Mechanisms for Message Transmisson and Processing in Apache Camel.
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Figure 18. Platform infrastructure for distributed beloavinodeling and intelligent communication (message pgysimong networked domains.

of our simulation framework to tools for optimization and [3]
trade-off analysis. Such tools would allow decision makers
to examine the sensitivity of design outcomes to parameter
choices, understand the impact of resource constraints, unl4l
derstand system stability in the presence of fluctuations to
modeling parameter values, and potentially, even undwista
emergent interactions among systems. 5]

Lastly, a potential extension to the presented work, isén th
development of ontologies. As it is presented in this wahle, t (6l
construction of ontologies is based on the data available fr 7]
the XML datafiles, but this process is done manually. When
modeling complex urban systems, this approach may becom
troublesome. A necessary step forward would be to implement
Natural Language Processing (NLP) for the semi-automatedo
identification of knowledge provided by the datafiles.
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