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Abstract—The Data Act of the European Union (EU-2023/2854)
came into effect on the 11th of January, 2024. By September 2025,
the 20-month grace period for adoption will end, after which full
compliance with the regulation will be necessary. Implementation
depends on multiple factors, including the infrastructure in place
currently. Accordingly, a typical operation of a smart home
device is chosen as the basis for this paper. Sharing the data
with the user is of particular interest to the user in this scenario.
We describe different implementations designed to satisfy the
requirements established by the EU Data Act. In our view, there
exist four distinct design solutions to address those requirements.
Access can be granted via the data-generating device, a user-
hosted server, a smart home hub or the existing cloud. Design
proposals are discussed to explain the benefits and disadvantages
of each solution. We arrive at the conclusion that expanding
existing cloud Application Program Interfaces (APIs) would be
the preferred method for most Internet of Things (IoT) devices.
However, sharing data via a local controller could also be an
effective solution.
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I. INTRODUCTION

Under the General Data Protection Regulation (GDPR)
framework, users can currently request access to their data,
usually provided within a three-month time frame following
the request [1]. However, the upcoming European Union (EU)
Data Act will impose stricter requirements on data accessibility
[2]. Specifically, the EU Data Act mandates that manufacturers
ensure that users have direct access to product and related
service data. Manufacturers have to fulfill the requirements
before the 12th September, 2025. These data must be provided
“by default, easily, securely, free of charge, in a comprehensive,
structured, commonly used, machine-readable format” [2].

Wolfgang Kerber already looked at the text of the law from a
legislative perspective. He came to the conclusion that the EU
Data Act does not achieve its goals. “(a) empowering the users
of IoT devices (especially the consumers), (b) unlocking large
amounts of IoT data for innovation (for IoT-related services
and across sectors), and (c) contributing to a fair sharing of the
value from the generated IoT data” are mentioned as objectives.
All are missed in his view [3].

In this paper, the technical implementation design is mainly
considered. Consequently, the scenario of consideration of
this paper will be defined in Section II. To fulfill these
new requirements, various technical approaches are being
considered. These approaches will be judged by selected

criteria, which are discussed in Section III. Three primary
methods for granting users continuous access to their data have
been identified. The first approach is pulling data from the
data-generating device, allowing users to extract data directly
from the origin. The technical advantages and limitations of
this approach are discussed in Section IV. The second method
involves enabling users to set up a dedicated server for data
collection, allowing the device to transmit data both to a
cloud-storage service and to the user-managed server. The
feasibility, advantages, and drawbacks of this approach are
analyzed in Section V. Extending the previous method, a local
server could be provided by other existing smart home devices
which then become a hub for all connected devices. This
approach is presented in Section VI. The last option that comes
to mind provides user access to data via the existing cloud
infrastructure, potentially through an Application Programming
Interface (API). This method is detailed in Section VII. Finally,
this paper concludes with a discussion on the most suitable
design choice in Section VIII, followed by recommendations
for future research in Section IX.

II. SCENARIO UNDER CONSIDERATION

The term Internet of Things (IoT) device covers a wide
range of devices. The considerations in this paper are limited
to the classification of IoT devices in the home sector. The
term smart home is often used for those. Despite this focus
on a small sub-area, it should be possible to cover many other
areas affected by the EU Data Act. Therefore, the term IoT
device continues to be used here.

For this paper, a typical network setup of an IoT device is
assumed. This is shown in Figure 1. The end device connects to
a multifunctional device (WiFi Access Point + Switch + Router
+ Modem), which is colloquially referred to as a “WiFi Router”.
This multifunctional device forwards the recorded data to a
server of the respective manufacturer. There, data are collected
and prepared for the user, but also for the manufacturer itself.
The data flow is unidirectional towards the infrastructure of
the manufacturer, shown with blue arrows in Figure 1. The
user can then typically access a visual representation of the
data of their own devices via a web interface or a smartphone
app. An access of the raw values collected by the IoT device
is not mediatory at the moment.

Depending on the area of application however, the user does
not receive a complete data set. Such visual representations
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Figure 1. Typical data flow of IoT-devices at home.

of data are rarely machine-readable without some form of
preprocessing, a fact the EU Data Act aims to change.
Furthermore, the manufacturer can generate broad knowledge
by combining data from different users. In Figure 1 and the
following figures, only data streams that are necessary for data
provision under the EU Data Act are illustrated.

III. IMPLEMENTATION CONSIDERATIONS

The solutions presented here offer various advantages as well
as disadvantages. In order to be able to evaluate the different
approaches, the most important factors to be considered are
included.

First, a change in the way of working can require a change
on the IoT device itself. Consequently, the IoT device must be
able to perform a firmware update. Especially for small devices
such as wireless contact sensors for doors and windows or
motion sensors, the capability to perform a firmware update is
not provided and, therefore, impossible. Thus, a replacement
of the hardware would be necessary. This could potentially
result in a massive one-time payment.

However, there may also be additional costs due to other
factors. This includes, among other things, the implementation
costs for changing the software. These costs for programming
new functionality come into play both when changing firmware
and when adapting running software in the cloud. Especially
because the data must be provided free of charge, the cost
factor can not be neglected. Additional costs reduce profits.
Special attention should, therefore, be given to minimizing
operating costs. This also includes costs for the provision of
network traffic. In addition to computing power, the data stream
itself has to be paid for. In the case of one-time paid devices,
the running costs for data provision could otherwise wipe out
any gained profit.

Finally, the provision of new interfaces increases the attack
surface. By choosing a smart design, the attack surface can be
reduced. Therefore, possible hacking attacks can be mitigated
in advance.

In the analysis carried out here, the respective factors are
presented from the point of view of a manufacturer of that IoT
device.

IV. ACCESS VIA THE DATA GENERATING DEVICE

The intuitive solution to provide the data according to
the requirements listed above is to provide the user with an
interface on the data-collecting device itself. As can be seen
in Figure 2, the user can collect the data at their own will
using this new interface (orange arrows). The current data
flow to the manufacturer’s server remains untouched (blue
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Figure 2. User pulls data from device directly.

arrows). Consequently, the server software does not have to
be modified. This means that there are no additional costs for
the manufacturer due to the operation.

However, the device needs to be updated with a new
firmware, which not all IoT devices support. This means that
this option cannot be technically implemented for these devices.

Another positive aspect is that the user can be provided with
an arbitrarily dense temporal resolution of the data. In addition,
it can be positively emphasized that the data are immediately
available to the user. However, most IoT devices lack sufficient
storage capacity for a continued retention of the collected data.
This means that the user has to query their data at an increased
frequency.

10T devices usually work according to the push principle.
This means that they send data and are not actively waiting
for a connection. This allows them to switch to a so-called
deep sleep mode after sending the data, saving power. In this
mode, the Central Processing Unit (CPU) switches to a very
economical co-processor, which only waits for an expiring
timer. As soon as the time elapses, the CPU is woken up again.
This technique can massively reduce electricity consumption
and, therefore, the operating cost of a device. However, if
the IoT device will await for a connection from the user, it
cannot switch to deep sleep mode. As a result, electricity
consumption increases. Thus, this will render small battery-
powered appliances unusable within a few days or even hours.

In the event that electricity consumption does not have
a restrictive effect, this method can be used to provide the
data cost-effectively. This is especially the case if a so-called
smart home controller is used. Such a controller is mainly
present when a transmission technology that differs from
WiFi is implemented and the device cannot communicate
directly with the WiFi router. Thus, the controller acts as
an access point for the alternative protocol. Common alter-
native protocols include ZigBee, Digital Enhanced Cordless
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Figure 3. User pulls data from controller.
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Telecommunications (DECT), Bluetooth Low Energy (BLE),
and Matter. In such a case, the data could be cached on
the controller. Figure 3 illustrates, how data can be accessed
from there, according to the solution described above in this
section. The orange arrows show the data collection using the
controller cache. The blue arrows illustrate the unchanged data
delivery to the manufacturer server via the WiFi Router. For
this implementation, an update of the smart home controller is
required.

V. ACCESS VIA USER HOSTED CLOUD

One way to change the method from Section IV to a push
method is to have the IoT device send the data twice: First, as
before, to the manufacturer’s server (blue arrows) and second,
to a local server in the user’s network (orange arrows). Strictly
speaking, the server operated by the user can also be connected
to the Internet. From this second server, the user can access
the data at any time and without any other restrictions (green
arrows). Figure 4 illustrates this setup.
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Figure 4. IoT device sends data twice and user accesses data via his local
server.

By changing the access procedure from pull to push, the
IoT device can switch back to deep sleep mode between
transmission phases. Therefore, the energy consumption will
have increased somewhat, but not drastically changed. Because
transmission technologies, that are already in use are imple-
mented, no hardware replacement is necessary. However, the
firmware must be adapted in the sense that the IoT device
sends the data twice and the user can enter to which server
the data should be sent the second time. Thus, an update of
the firmware will be necessary.

After the data have been transferred, the user has full control,
but also full responsibility for their data. Especially from a data
protection perspective, this fact is relieving for the manufacturer.
Likewise, there are no further costs for the manufacturer’s cloud
operation. The management of the data, for its part, remains
untouched.

It can be assumed that users expect that server software
must be provided by the manufacturer for such a scenario.
This must be additionally programmed and maintained, thus
causing additional costs. However, these are likely to be quite
limited, as the software is based on the already existing server
software of the manufacturer’s server.

The user has to operate their own server for this approach. It
is unclear how this will be assessed as an obstacle to compliance
with the EU Data Act by a judge. Making the data accessible in
this way could be seen as a contradiction to making it available

free of charge. Thus, there is a possibility that this approach
will not be classified as meeting the requirements of the EU
Data Act.

VI. ACCESS VIA SMART HOME HUB

Building on the approach in the previous Section V, existing
hardware can be used as a local server. Some examples
include Network Attached Storage (NAS) systems or smart
home control solutions such as Alexa that are already in
households [4]. The previous approach could be integrated into
these systems. However, this results in the same advantages
and disadvantages, except that no new hardware has to be
employed.

VII. ACCESS VIA EXISTING CLOUD

The last approach builds on currently existing infrastructure.
In this way, the data are already transferred to the manufac-
turer’s server. Accordingly, it makes sense to set up direct
access to the data for the user. As a result, an additional API
will be provided or the existing one will be expanded. Figure 5
visualizes this implementation variant. The IoT device transmits
data in the way currently used, illustrated by blue arrows.
Afterwards, the user accesses the data from the manufacturers
server, shown with orange arrows.
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Figure 5. User pulls data from server of manufacturer.

If the manufacturer currently does not store its data on its
own server, this approach offers a clear disadvantage. The data
is stored at the manufacturer’s expense. However, the data are
of no use to him. The manufacturer’s server would, therefore,
act as the user’s free cloud storage. However, the authors are
not aware of any smart home device where this described case
is observed. Manufacturers always have access to the data.

Expanding existing cloud access offers the clear advantage
that no changes or updates of the Smart Home Network or the
IoT devices therein are necessary. No firmware update or hard-
ware replacement is required. Since there is no change to the
existing hardware, there is no additional energy consumption.

In addition, an extension of server access to user data
can be implemented comparatively quickly. Supplementary
changes can be continuously integrated in the future. However,
this method of implementation generates additional costs in
computing power and network traffic on the server.

Access to the data for third parties could be realized via the
same interface. For example, the user could grant third parties
access to his data by releasing an API token. On the other
hand, the manufacturer could also share the collected data with
third parties via the same APIL.
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Finally, it can be positively emphasized that this form of
transition to the fulfillment of the EU Data Act is not perceptible
to the user.

VIII. DISCUSSION

Since every approach except the one in Section VII requires
an update of the firmware, it should first be clarified whether a
firmware update is technically feasible. Without the possibility
of adapting the software on the IoT devices or the associated
controller, the data provision can only be realized via an API
on the manufacturer’s server. In particular, if the additional
cost that can be expected from making the data available via an
API from the cloud is negligible, this implementation should
be chosen. It represents the smallest change compared to the
status quo.

If the positive factors from Section VII outweigh the negative
factors and it is technically feasible, we recommend the
implementation from Section IV. This is especially true if
a controller is already in use, as shown in Figure 3. Here, it
should be checked whether all user-related data are already
provided. If this is the case, no changes are necessary to comply
with the EU Data Act. Otherwise, the EU Data Act can be
implemented cost-effectively by updating and caching the data
on the controller with this procedure.

There are valid reasons for the other implementation options.
However, it should be considered whether the two options
mentioned above are not more suitable for one’s own starting
position. In particular, due to the uncertain legal situation
described in Section V.

IX. CONCLUSION AND FUTURE WORK

In summary, it can be said that there are different approaches
to making data available to the user according to the EU Data
Act. These different approaches allow a solution to be cleverly
adapted to the current situation.

This work can be followed by demonstrations of implemen-
tation proposals of the designs shown here. For example, the
approach from Section VII alone could be implemented in
many ways. Depending on which framework is used on the
server, the corresponding implementation changes.

For the design of various solutions in this paper, the scenario
described in Section II was limited. Thus, the designs presented

here do not basically cover all scenarios. In particular, we
consider connected cars and cloud services to be worthwhile,
advanced fields of research for a submission regarding the EU
Data Act.

In this study, only implementations for private devices
specifically in smart homes were discussed. In the business-to-
business sector, there are different starting points and different
requirements are placed on the finished product. This allows
for other perspectives on possible solutions.
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