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Abstract—This paper proposes a HMAC-based RFID mutual 

authentication protocol to improve performance at the back-

end server. In existing hash-based protocols, the tag ID is a 

secret value for privacy, so the back-end server computes a lot 

of hash operations or modular operations to retrieve the tag ID. 

In our protocol, the Tag ID is used as a secret key of HMAC 

and sends the tag ID XOR-ed by a random number, where 

XOR-ed tag ID is stored at the back-end server and the tag. 

The XOR-ed tag ID is changed every session like OTP. The tag 

sends XORed ID to the back-end server for authentication. 

Thus, simple matching operation is required to retrieve the tag 

ID. Therefore, our protocol is much more practical than 

existing protocols. 
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I.  INTRODUCTION 

Radio Frequency Identification (RFID) is an 
automatically identifying mobile object called RFID tags 
through wireless radio. RFID system has three components: 
low-cost RFID tag, RFID reader, and back-end server. The 
RFID tag contains a unique identifier, and the RFID reader 
can obtain the unique identifier from the RFID tag through 
short-range wireless radio channel. The RFID reader sends 
the unique identifier to the back-end server in order to 
recognize information of the object attaching RFID tag [2] 
[3][7][9].  

RFID has various advantages over traditional bar code 
[1][2]. However, it has various security risks including 
privacy violation [7], impersonate attack, and message 
blocking attack [4]. 

Recently, lightweight mutual authentication protocols 
[4][14][15] are studied. These protocols are suitable for 
passive tags. However, such lightweight mutual 
authentication protocols seem to be vulnerable to various 
attacks [15], because of not using cryptographic functions of 
which security are proven.  

Another direction of researches for securing RFID is 
using cryptographically secure hash functions such as SHA-
1[16]. S. Wang et al.[8], S-S. Yeo et al. [9], and J. Cho et al. 
[17] proposed Hash or a keyed-Hash Message 
Authentication Code (HMAC) based mutual authentication 
protocols in RFID system. However, these protocols have a 
disadvantage that the back-end server retrieves 
IDentifier(ID) with 2n hash operations in the worst case, 
where n is the number of tags that are registered to the back-

end server. Recently, Cho et al. [17] reduces the cost of 
retrieving the ID, but still 2n modular arithmetic operations 
in the worst case are required at the back-end server.  

 This paper proposes a HMAC-based mutual 
authentication protocol with minimal retrieval cost at the 
back-end server for RFID system. The proposed protocol 
uses a tag ID as a secret key of HMAC and sends the tag ID 
eXclusive OR(XOR)-ed by a random number rather than 
sending a tag ID in plaintext, where XOR-ed tag ID is stored 
at the back-end server and the tag. Also, XOR-ed tag ID is 
changed every session like One-Time Pad (OTP) to provide 
privacy. The back-end server can retrieve the tag ID with 
simply comparing the XOR-ed tag ID in DB with received 
XOR-ed tag ID rather than computing 2n hash operations or 
modular arithmetic operations like [8][9][17] do. Moreover, 
the proposed protocol is strong against the message blocking 
attack, called also denial of service or desynchronization 
problem.   

The remainder of this paper is organized as follows: In 
Section 2, various attacks are described. Section 3 describes 
the proposed protocol. Section 4 analyzes the security and 
performance of the proposed protocol. Finally, Section 5 
concludes this paper. 

 

II. SECURITY THREAT AND ATTACKS 

Because the wireless communication channel between 
the tag and the reader is an insecure channel, RFID system is 
vulnerable to various attacks as following  

A. Eavesdroppin 

The communication channel between the tag and the 
reader can be eavesdropped, because the radio frequency 
channel is not secure communication channel [5][6]  

B. User privacy 

The attacker can monitor the tag using the tag identifier 
in order to know the user’s behavior, when the user identity 
is linked to a certain tag. Also, the attacker can trace the user 
location with the tag identifier, when the output of the tag 
such as the tag identifier is unchangeable [7].  

C. Blocking message attack 

When an attacker blocks a message between the tag and 
the reader, the attack causes de-synchronization problem 
between the tag and the reader/the back-end server [4][8].  
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D. Replay attack  

The attacker obtains messages between the tag and the 
reader by eavesdropping and reuses the message in order to 
impersonate a legitimate tag or a legitimate reader.  

E. Spoofing attack 

The attacker can impersonate a reader, send a query to a 
tag and obtain the response of the tag. When the legitimate 
reader queries the tag, the attacker will send the obtained 
response to reader in order to impersonate the tag [8].  

III. PROPOSED PROTOCOL 

This paper proposes a HMAC-based mutual 
authentication protocol for RFID which is secure against 
various types of attacks that are described in the previous 
section. The proposed protocol is based on HMAC [1].  

A. Prior condition and Notation  

In the proposed protocol, a secure communication 
channel between the reader and the back-end server is 
established at the enrollment phase, while the 
communication channel between the tag and the reader is 
insecure at the authentication phase. The notations are 
depicted at Table 1.  

TABLE I.  NOTATION 

Notation Definition  

HMAC Hash-based Message Authentication Code 

CA A random number of a entity A 

IDA Identity of an entity A 

TA Timestamp from an entity A 

 

 

B. Description of the proposed protocol 

The proposed mutual authentication protocol is based on 
HMAC having a tag ID (IDt) as a secret key. The ID is 
shorter than the cryptographic key length which is required 

for ensuring required security level. Therefore, actually the 
tag ID is used as a seed of a random number generator of 
which an output is a cryptographic key. For convenience, in 
this paper, ‘tag ID’ means ‘a secret key generated from a 
random number generator.  The processes of proposed 
protocol are following and Fig. 1 shows authentication 
procedures.  

 
Step 0: Enrollment phase 

 The back-end server and the tag share HMAC 
function, the identifier of tag (IDt), a secret key k, 
and a random number (C0).  

 The back-end server and the tag stores a tuple <IDt, 

IDt ⊕ C0> in his/her own database.  

Step 1: Reader sends hello message with his/her ID (IDr) 
Step 2: Tag response  

 A tag selects a random number (C1).  

 A tag sends IDt ⊕C0, k ⊕C0 ⊕C1, α = 
tID

HMAC (Tt, 

IDr), IDr and Tt, where Tt is a timestamp of the tag. 

Step 3: Tag authentication  

 Reader forwards IDt⊕C0, k ⊕C0 ⊕C1, α, IDr, and Tt 

to the back-end server 

 The back-end server retrieves a tuple <IDt, k, 

IDt⊕C0> with IDt⊕C0 and extracts IDt.  

 The back-end server computes C1 

(=k⊕C0⊕C1⊕k⊕C0) and α’=
tID

HMAC (Tt, IDr). 

 The back-end server checks whether α’ = α.  

 The back-end server computes β = 
tID

HMAC (Tt +1, 

IDr, C1) and sends β to the reader.  

Figure 1.  The Proposed Protocol 
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 The reader forwards β to the tag. 

 
Step 3: back-end server authentication 

 The tag computes β’ = 
tID

HMAC (Tt +1, IDr, C1,) 

using his/her Tt, C1, and received IDr. 

The tag checks β’ = β. If β’ = β, the back-end server is 

authenticated and actual business communication such 
sending the tag information will be started.   

 

Step 3: update C1 

   After successful business communication such as 
sending Tag Information, the back-end server and 

the tag replace <IDt, k, IDt⊕C0> as <IDt, k, IDt⊕C1>, 

where IDt⊕C1 will be used for next session. With 

successful the business communication, the back-
end server and the tag know C1 is properly 
transmitted.  

IV. SECURITY ANALYSIS AND PREFORMANCE ANALYSIS  

The attacks mentioned in Section 2 such as replay attack, 
privacy violation, and blocking message attack are common 
security threat that a RFID faces. This section analyzes the 
security of the proposed protocol.  

A. Eavesdropping 

Throughout the proposed protocol, IDr, Tt, IDt⊕C0, 

C0⊕C1, 
tID

HMAC (Tt, IDr), 
tID

HMAC (IDr, C1, Tt +1) can be 

eavesdropping by an attacker. The attacker can try to use this 
information to obtain IDt, C0, and C1. All these values are 
XORed and ID is also used as a secret key so the attacker 
cannot compute any of these values. Therefore, the proposed 
protocol is secure against eavesdropping. 

B. User privacy 

The tag identity IDt is XORed by C0 which is a random 
value and is known to only the tag, and the back-end server. 
Moreover, every session uses different Ci to encrypt IDt and 
each Ci has no relationship with other Ci+n values, so the 

attacker cannot link IDt ⊕ Ci of each session. Therefore, the 

attacker cannot track the tag.  

C. Blocking message attack 

The proposed protocol updates Ci+1 at the session i for 
next session during the mutual authentication. After mutual 
authentication, the tag and the back-end server 
communicates business protocol such as sending the tag 
information. Therefore, the tag and the back-end server 
know that both are authenticated and updated Ci+1. Therefore, 
the blocking message attack is prevented. 

D. Replay attack  

Every session uses a fresh Ci and Ci+1, and uses a new 
timestamp. Therefore, the replay attack is impossible.   

E. Spoofing attack 

When the attacker who impersonates a legitimate reader 
queries the tag, the attacker can only get the public values 

IDr, Tt, IDt⊕C0, C0⊕C1, 
tID

HMAC (Tt, IDr). Therefore, the 

spoofing attack with reusing the values cannot be successful 
because of a timestamp and a fresh Ci, and Ci+1.   

F. Performance Analysis  

The proposed protocol can effectively retrieve a tuple 

<IDt, IDt ⊕ Ci > with received IDt ⊕ Ci. The previous hash-

based protocol computes 2n hash operations [8][9]  or 2n 
modular arithmetic operations [17] in the worst case. 
Comparing with Wang’s protocol [8], Cho’s protocol l[9], 
and Cho’s protocol [17], the proposed protocol is very 
efficient to retrieve the tuple in DB.  

The proposed protocol has to compute HMAC function 
two times at the tag and the back-end server. Which means 
the proposed protocol is more efficient than previous 
protocols [8][9][17]. 

Also, the proposed protocol requires 3l+2 lH during 
mutual authentication. When comparing the most efficient 
protocol [8] for communication cost, the proposed protocol 
requires 2l more communication cost. However, the 
proposed protocol solves retrieval problems at the back-end 
server and message blocking problem of [8].  

V. CONCLUSION AND FURTHER WORK 

Existing lightweight mutual authentication protocols for 
RFID are vulnerable to various attacks because of not using 
cryptographic functions of which security are proven.  

Existing hash-based mutual authentication protocols for 
RFID have a problem that should compute 2n hash 
operations in the worst case, where n is the number of tags 
enrolled at the back-end server. Most recent protocols also 
have to compute 2n modular operations in the worst case. It 
is not efficient.   

TABLE 2 
PERFORMANCE EVALUATION (WORST CASE) 

Performance Cho[9] Wang[8] Cho[17] 
Our 

Protocol 

Computat
ion Cost 

Tag 2H+2
MOD 

2H 2H+4× 
MOD 

2H 

BS (2n+2)

×H 

(n+1)×H 3H+ 

(6n+2)× 
MOD 

2H 

Commun

ication 

Cost 

TBS 1l+1lH 1l+1lH 1l+1lH 3l+1lH 

BST 1l+1lH 1lH 2l+2lH 1lH 

BS: Back-end Server,n:number of tags, 

 H:hash or Keyed Hash operation  

 l: the length of timestamp, challenge or random number,  

lH: the length of hash value 

MOD: modular operation 
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This paper introduced a HMAC-based mutual 
authentication protocol with minimal retrieval cost at the 
back-end server for RFID system to solve all above 
problems: (1) the propose protocol is secure because of 
standard cryptographic function; (2) simple comparison for 
retrieving ID is required. Also, the proposed protocol is 
secure against eavesdropping, replay attack, and spoofing 
attack using HMAC and XOR. Moreover, the proposed 
protocol solves desynchronization problem with only two 
communication paths, while the previous protocols are 
suffered from the message blocking attack. The proposed 
protocol can be used for the active tags, which are more 
powerful than the passive tags.  

The proposed protocol will be implemented for the active 
tag in hardware and we will experiment the feasibility for the 
real-world usages. 
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