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Abstract—Rising energy costs and suboptimal environmental
control in industrial and service facilities are frequently asso-
ciated with limited real-time visibility, static control strategies,
and low resilience in conventional building management systems.
Many existing solutions rely on centralized architectures, which
increases latency and reduces robustness under connectivity
disruptions, while offering limited support for proactive op-
timization. This paper presents a modular, edge-centric In-
ternet of Things (IoT) platform for multi-zone environmental
monitoring and control, designed to preserve local autonomy
under partial failure conditions. Environmental and occupancy
data are acquired by microcontroller-based sensor nodes and
disseminated via Message Queuing Telemetry Transport (MQTT)
to a local edge gateway, where data validation, aggregation, and
coordination are performed before selective synchronization with
backend services for persistence and visualization. The platform
integrates lightweight forecasting mechanisms that combine his-
torical occupancy patterns with external weather information to
support anticipatory control decisions. The proposed architecture
enforces a clear separation between data and control planes,
supports scalable multi-zone deployments, and enables energy-
efficient operation with low deployment overhead, making it
suitable for small- and medium-scale facilities.

Keywords-IoT; CPS; MQTT; InfluxDB; SQLite; Grafana; Edge
Computing; Al Forecast.

I. INTRODUCTION

The increasing pressure to reduce energy consumption and
meet sustainability targets has intensified the need for more
efficient management of lighting and Heating, Ventilation, and
Air Conditioning (HVAC) systems in industrial and service
facilities [1][2]. Despite advances in automation technologies,
many buildings still rely on static schedules and coarse-
grained control strategies, providing limited real-time vis-
ibility into environmental conditions and system behavior.
Consequently, energy usage is often misaligned with actual
occupancy and operational patterns, leading to waste and
reduced efficiency [3]. Although Internet of Things (IoT) and
Cyber-Physical Systems (CPS) approaches enable fine-grained
sensing and adaptive control [4], many existing solutions
remain centralized and cloud-dependent, reducing robustness
under network disruptions and limiting suitability for resource-
constrained environments. Moreover, fragmented deployments
frequently result in transient or poorly persisted data, hindering
long-term analysis and informed decision-making.
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To address these limitations, this work proposes a resilient,
edge-centric [oT/CPS platform for multi-zone environmental
monitoring and control. The system connects sensors, micro-
controllers, edge services, and backend components through
a scalable architecture that separates telemetry from control
execution. It supports real-time data acquisition, persistence,
and visualization, exposes well-defined APIs for integration,
and enables closed-loop control of lighting and HVAC sys-
tems. Lightweight forecasting mechanisms based on occu-
pancy patterns and weather data allow proactive, energy-
aware operation [5], while preserving local autonomy under
connectivity failures.

The main contributions of this paper are threefold: (1)
the design of a modular, edge-first IoT/CPS architecture that
maintains operation during gateway or network disruptions;
(2) the implementation of a clear separation between telemetry
and control flows to enhance robustness and scalability; and (3)
the integration of lightweight, edge-based decision support for
occupancy- and weather-aware environmental control within a
practical proof-of-concept deployment.

The remainder of this paper is organized as follows. Sec-
tion II reviews related work and identifies research gaps.
Section III details the proposed architecture and system design.
Section IV presents implementation and evaluation results.
Finally, Section V discusses limitations and outlines future
research directions.

II. RELATED WORK

Smart building energy management has evolved from tradi-
tional, proprietary Building Management Systems (BMS) to-
ward IoT- and CPS-based architectures integrating distributed
sensing, communication, and actuation. Conventional BMS
solutions are typically centralized and offer limited interop-
erability and adaptability, motivating the adoption of modular
IoT-based approaches as energy efficiency and sustainability
requirements increase.

Recent surveys show that contemporary Building Energy
Management Systems (BEMSs) increasingly rely on dis-
tributed IoT sensors, wireless protocols, and data-driven an-
alytics to enable real-time monitoring and adaptive control.
Reviews by Akbulut et al. and Poyyamozhi et al. highlight
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TABLE I. ARCHITECTURAL COMPARISON WITH REPRESENTATIVE ENERGY MANAGEMENT PARADIGMS

Feature Centralized IoT/BEMS AI/DL Cloud HVAC Microgrid EMCS This Work
Primary processing Cloud Cloud Hierarchical/Central Edge-first
location

Local autonomy un- Limited Limited Partial Yes

der backend failure

Explicit data/control Rare Not emphasized Layered control Yes
separation

Edge telemetry Uncommon Uncommon Application-specific Yes
buffering

Acknowledgment- Not typical Not typical Application-specific Yes

based actuation

Lightweight edge de- Variable High compute Grid-scale infra Yes (RPi/MCU)
ployment

Edge-level predictive Rare Cloud-based Optimization-based Yes (lightweight)
logic

Target deployment Building Building Grid/Microgrid Multi-zone building
scale

the convergence of IoT, Artificial Intelligence (AI), and en-
ergy management, reporting consistent reductions in HVAC
and lighting energy consumption while preserving occupant
comfort [3][4]. These studies confirm the effectiveness of
fine-grained sensing and analytics but also reveal a strong
dependence on centralized processing infrastructures.

Occupancy-aware control has become a key research di-
rection, replacing static schedules with dynamic adaptation
based on inferred or predicted presence. Probabilistic occu-
pancy prediction models have demonstrated improved HVAC
optimization compared to binary detection approaches [5].
In parallel, predictive strategies such as Model Predictive
Control (MPC) have shown measurable energy savings when
combined with real-time sensor data and forecasts [2]. Al- and
Deep Learning-based approaches further enhance adaptability
under dynamic environmental and occupancy conditions [1].
However, many of these methods assume centralized com-
putation, large datasets, and substantial processing resources,
limiting applicability in lightweight or resource-constrained
environments.

Energy-management optimization is also widely investi-
gated beyond buildings. Microgrid Energy Management and
Control Systems (EMCS) integrate layered control and op-
timization objectives for grid stability [6], while model-free
wind-farm control and learning-augmented predictive control
in hybrid and plug-in hybrid electric vehicles demonstrate the
broader applicability of data-driven and predictive strategies
across energy domains [7]-[9]. These cross-domain applica-
tions reinforce the trend toward predictive and model-based
optimization but often target large-scale infrastructures rather
than building-level deployments.

Despite significant progress in sensing, analytics, and
predictive control, architectural limitations remain. Many
IoT/BEMS solutions retain strong cloud dependency for per-
sistence, analytics, and decision-making, increasing latency
and reducing robustness under network disruptions [10]. Edge

components are frequently treated as data relays rather than
autonomous coordination layers, and explicit separation be-
tween telemetry and control flows is seldom emphasized [11].
Moreover, resilience mechanisms such as telemetry buffering,
acknowledgment-based actuation tracking, and fault isolation
across architectural layers are not systematically addressed
in building-scale systems. While Digital Twin and Al-driven
approaches represent the state of the art, they often intro-
duce architectural complexity and computational overhead
that hinder practical deployment in small- and medium-scale
environments [12]. Additionally, reproducible and privacy-
preserving evaluation strategies—such as the controlled use
of synthetic data—remain underexplored in applied IoT/CPS
prototypes [13].

Table I summarizes the architectural positioning of the
proposed system relative to representative paradigms in the
literature. In contrast to centralized BEMS and Al-driven
HVAC solutions, which prioritize optimization but depend on
continuous backend availability, the proposed architecture em-
phasizes edge autonomy, explicit separation of telemetry and
control planes, acknowledgment and buffering mechanisms,
and low-overhead deployment suitable for small- and medium-
scale facilities.

III. PROPOSED SOLUTION

The proposed system is an IoT-based BEMS for intelli-
gent environmental monitoring and control in indoor spaces.
Although motivated by industrial and office scenarios, the
architecture is generic and adaptable to residential or mixed-
use environments. It combines distributed sensing, edge coor-
dination, and backend services to automate lighting and HVAC
control, targeting energy efficiency while maintaining comfort
constraints.

The design follows a layered IoT/CPS architecture that
separates sensing, communication, processing, and user in-
teraction. Embedded devices perform local data acquisition
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and actuation; an edge gateway coordinates communication
and autonomy; backend services provide persistence and vi-
sualization without being required for core operation. The
architecture prioritizes resilience, modularity, and scalability,
enabling continued local functionality under connectivity dis-
ruptions and incremental system expansion through standard
protocols and well-defined interfaces. In addition to reactive
control, the system integrates lightweight, edge-based decision
support mechanisms—such as occupancy- and weather-aware
logic—to demonstrate anticipatory control within a practical
proof-of-concept deployment.

A. Layered IoT Architecture

The system adopts a layered IoT/CPS architecture (Figure 1)
that separates physical, communication, processing, and user-
facing concerns, aligning with CPS principles of sensing,
computation, actuation, and feedback.

Decision-making, management & value extraction

Business/User Layer
End-user interfaces, reports & optimizations

Application/Cloud Layer
High-level processing & visualization
InfluxDB, Grafana, dashboards, SQLite

Edge/Middleware Layer
Local processing and interoperability
Raspberry Pi, FastAPI logic & data filtering

Network/Communication Layer
Data transmission between devices & systems
MQTT, json, HTTP

Perception/Physical Layer
Data Acquisition from the environment
Sensors & actuators

Figure 1. High-level overview of the adopted architecture.

o Perception/Physical Layer: ESP32-based devices con-
nected to environmental sensors and actuators perform
local data acquisition and immediate actuation.

o Network/Communication Layer: MQTT [14] supports
publish—subscribe device-to-edge communication, while
HTTP enables interaction among edge, backend, and
frontend services.

o Edge/Middleware Layer: Implemented on a Raspberry
Pi [15], this layer hosts the MQTT broker and services
for device coordination, aggregation, buffering, and local
autonomy.

o Application/Cloud Layer: Provides persistence and sys-
tem state management. In the proof of concept, services
are containerized and deployed locally but remain archi-
tecturally decoupled from the edge.

o Business/User Layer: Exposes visualization, configura-
tion, and supervisory functions through a web-based
interface.

Although the current implementation supports a single gate-

way, the architecture is designed to scale across multiple zones
and multi-gateway deployments.

B. Data and Control Flow

System operation is structured around two explicit runtime
paths (Figure 2):
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ACTUATORS
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| Sensors H Arduino
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Figure 2. Overview of the data and control flows across system layers.

Data Flow. Embedded devices periodically publish teleme-
try via MQTT to the edge gateway. The gateway aggregates
and enriches measurements before forwarding structured data
to backend services for persistence and visualization. Time-
series data and metadata are stored separately to support both
historical analysis and state tracking. During backend unavail-
ability, telemetry is buffered at the edge and synchronized
upon recovery.

Control Flow. Control commands originate either from user
interactions or edge-level decision logic. Commands propagate
from frontend to backend and then to the edge gateway, which
dispatches them to devices via MQTT. An acknowledgment-
based mechanism tracks commands with a pending status
and confirms completion upon execution, enabling reliable
actuation and safe retry under transient failures.

This explicit separation improves robustness, fault isolation,
and scalability.

C. Edge Gateway and Reliability Mechanisms

The edge gateway plays a central role in coordinating
communication, enforcing local autonomy, and supporting re-
silience under partial failures. By hosting critical coordination
and control logic at the edge, the system reduces dependence
on continuous backend availability and avoids single points of
failure. At runtime, the gateway hosts the MQTT broker and
executes services for device management, data aggregation,
buffering, and command dispatch. Sensing and actuation con-
tinue locally during backend disruptions, with telemetry and
logs stored at the edge until synchronization is restored.
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Reliability is further enhanced through acknowledgment-
based command handling. Control commands are applied
immediately at the edge and confirmed back to the backend,
ensuring that delayed or missed transmissions can be re-
tried without duplication. Complementary mechanisms include
telemetry buffering during disconnections, periodic resynchro-
nization after recovery, and basic reconnection strategies at the
device level. Collectively, these mechanisms enable continued
operation under common failure scenarios while preserving
consistency and recoverability.

D. Intelligent Decision Support at the Edge

The system integrates lightweight, edge-based decision
support mechanisms to enable anticipatory control without
imposing significant computational overhead.

Weather forecast data retrieved from the OpenWeatherMap
API [16] are used to estimate short-term temperature trends,
including direction and magnitude. These trends inform pre-
conditioning decisions, mitigating thermal inertia effects and
improving comfort while reducing peak energy demand.

Occupancy forecasting is formulated as a probabilistic clas-
sification problem, producing continuous occupancy likelihood
estimates rather than binary labels. Due to the absence of
real occupancy traces, models are trained using synthetically
generated behavioral data that capture temporal patterns and
stochastic variability. This approach supports reproducibility
and privacy-preserving evaluation. At runtime, the trained
model is used for inference at the edge, generating near-
future occupancy probabilities that are integrated into control
decisions.

Control logic follows a hybrid strategy combining predic-
tive inputs with deterministic, rule-based constraints. Thermal
comfort is managed through context-dependent temperature
bands (e.g., occupied, unoccupied, peak tariff periods), while
pre-conditioning decisions are based on predicted occupancy
probability, deviation from comfort targets, and external tem-
perature trends. Stability mechanisms such as minimum action
intervals are employed to prevent oscillatory behavior and
reduce actuator wear.

IV. EVALUATION AND RESULTS
A. Implementation Scope and Experimental Setup

The system was implemented as a proof of concept using
lightweight, widely adopted technologies suitable for [oT/CPS
prototyping. ESP32 microcontrollers [17] were used for sens-
ing and actuation, while a Raspberry Pi served as the edge
gateway. Communication relied on MQTT, with edge and
backend services implemented using FastAPI [18]. System
configuration and state metadata were persisted in SQLite [19],
while time-series telemetry was stored in InfluxDB [20] and
visualized through Grafana dashboards [21]. A web-based
frontend implemented in React [22] provided supervision and
interaction. Lightweight decision support was implemented
using a logistic regression model trained on synthetically
generated occupancy data.

The evaluation focused on validating architectural decisions
and runtime behavior rather than production readiness or
quantitative energy savings. The system was deployed locally,
without reliance on external cloud infrastructure, and supports
a single edge gateway managing multiple logical zones. While
the architecture is designed to scale to multi-zone and multi-
gateway deployments, these aspects were not fully exercised
in the current implementation. Figure 3 illustrates the imple-
mented supervisory interface.

Device 2
ID: 2

Options
Logs enabled
Lights enabled
AC enabled

Thresholds
Light threshold

Temp. lower bound

Temp, upper bound

Logs frequency (s)

Live matrics
afand panel

temp

Figure 3. Frontend implementation (device page).

B. Validation Methodology and Scenarios

Evaluation was structured around end-to-end validation of
the system’s data and control paths under representative oper-
ating conditions. The data pipeline—from MQTT ingestion
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at the edge to persistence in InfluxDB and visualization
in Grafana—was validated using both real sensor data and
mocked telemetry streams. Dashboard correctness was verified
across different time ranges and filtering conditions, and
displayed values were cross-validated against stored records.

Control paths (frontend — backend — edge — MQTT
— devices) were exercised to confirm correct propagation
of commands and state updates. Command handling relied
on acknowledgment-based mechanisms between backend and
edge components, enabling verification of reliable actuation
and safe retry behavior under transient failures. All services
were deployed locally using containerized environments [23],
enabling functional validation while abstracting network la-
tency and remote availability effects.

Two complementary validation scenarios were considered.
First, a physical edge deployment was evaluated using one
Raspberry Pi and two ESP32-based nodes, each representing
an independent zone. Real-time telemetry (temperature, lumi-
nosity, and binary state variables) was published via MQTT,
and control actions were issued from the frontend. In the
absence of physical HVAC or lighting equipment, actuation
was emulated using onboard indicators, allowing verification
of message routing, state transitions, and bidirectional com-
munication without hardware-specific dependencies.

Second, a mixed-data scenario was used to assess scalability
and observability under higher logical load. Multiple logical
devices were emulated using mocked telemetry to validate
MQTT topic handling, backend routing, and dashboard fil-
tering. This scenario enabled evaluation of persistence, visual-
ization, and system behavior independently of physical device
availability.

Edge-level decision logic integrating weather forecast data
was evaluated by inspecting inference outputs and control
decisions generated on the gateway. Due to abstracted actu-
ation and the coexistence of manual and automated control
paths, this component was assessed primarily in terms of
computational correctness and system integration rather than
observable physical effects.

C. Resilience Observations and Results

Table II summarizes the main resilience-related observations
obtained during evaluation. The results confirm that the pro-
posed architecture supports reliable telemetry ingestion, per-
sistence, and visualization, maintaining consistent supervisory
views once time-series data is available.

From a resilience perspective, the system demonstrated ef-
fective fault isolation across device, edge, and backend layers.
Backend restarts did not affect previously persisted data, and
buffered telemetry was successfully forwarded after recovery.
Similarly, edge restarts resulted in brief service interruptions,
after which devices automatically reconnected and normal data
and control flows were restored. These behaviors validate the
edge-centric design objective of preserving local autonomy
under partial failures.

Observed data loss was confined to the device—edge bound-
ary during edge downtime, reflecting an intentional design

TABLE II. OBSERVED RESILIENCE-RELATED BEHAVIORS DURING
EVALUATION.

Observed Behavior

2 ESP32 + 1 Raspberry Pi
Up to 10 logical devices
~2 seconds

Metric / Scenario
Physical devices tested
Mocked devices tested
Backend restart recovery
time

Edge restart recovery time

Few seconds (boot + ser-
vices)

During edge downtime

Not observed; buffered data

Data loss (ESP32 — edge)
Data loss (edge — cloud)

forwarded

Device reconnection Automatic, without manual
intervention

Command acknowledgment | Implemented  cloud-edge
only

trade-off favoring lightweight embedded devices without per-
sistent buffering. Importantly, such losses did not propagate
upstream, preserving system stability and observability. Em-
bedded dashboards consistently reflected the recovered system
state following disruptions, reinforcing the suitability of the
platform for supervisory monitoring.

Overall, the evaluation demonstrates that the proposed ar-
chitecture achieves its primary objectives of modularity, ob-
servability, and resilience in a multi-zone, edge-centric setting,
while highlighting device-level buffering and acknowledgment
mechanisms as natural directions for future enhancement.

V. CONCLUSION AND FUTURE WORK

This work presented a modular, edge-centric IoT/CPS plat-
form for multi-zone environmental monitoring and control,
designed to preserve local autonomy while enabling scalable
supervision and centralized observability. By combining dis-
tributed sensing with edge-level coordination and backend per-
sistence, the proposed architecture supports reliable real-time
and historical monitoring, explicit separation between data and
control flows, and resilient operation under partial connectivity
failures. The evaluation confirmed that the system maintains
consistent behavior across device, edge, and backend layers,
validating the architectural choices with respect to modularity,
observability, and fault isolation.

While the proof-of-concept demonstrates the feasibility of
the proposed approach, several limitations remain. Visualiza-
tion relies on embedded dashboard components, which intro-
duce authentication and browser policy constraints that may
complicate operational deployment. Data quality is dependent
on sensor calibration and timestamp consistency, and the
current implementation does not include automated validation
or anomaly detection mechanisms. In addition, although pre-
dictive components based on occupancy and weather context
are integrated at the edge, their influence on control policies
remains limited and has not yet been validated using real
occupancy data.
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Future work will focus on extending resilience through
device-level buffering and backfilling mechanisms, strengthen-
ing authentication and access control across backend services
and visualization components, and introducing automated
monitoring and alerting. The decision-support layer will be
further integrated into control logic and evaluated with real-
world occupancy data. Finally, enhanced device management,
calibration workflows, and deployment automation (e.g., con-
tinuous integration and continuous deployment (CI/CD) and
container orchestration) will be explored to improve maintain-
ability and support larger-scale deployments.
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