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Abstract—The paper discusses the security architecture ohé  Unfortunately, in distributed systems additionallsing
Radio System for Monitoring and Acquisition of Data from public networks for transmission of data, the degeurity is
Traffic Enforcement Cameras with particular emphass on the a serious problem. This is because such networks ar
structure of the security of network layer of the gstem. The  significantly exposed to the activity of intruderSecure
security of this layer of RSMAD is provided mainlybasing on  communication based on Virtual Private Networksfivort
Virtual Private Networks. To implement a VPNs in RSMAD VPN) constitutes one of the key elements of RSMADt
IPsec Encapsulation Security Payload in tunnel modéave the implementation of VPNs developers of the systised
been used. Data protection mechanisms and the typand  mqiny |psec(internet Protocol Security)which is widely
parameters of the VPNs used in RSMAD have been sefed on regarded to be the safest way to create VPN, wirshbeen

the basis of simulation results presented in the per. Analysis 8 . . .
of results shows also that the ESP protocol is atbess efficient clearly confirmed by the authors’ simulation stisdie

than Authentication Header protocol, which is obviasly I

related to the fact that the ESP protocol supportsdata RSMAD'S ARCHITECTURE

encryption. The paper also discusses some advancealutions Data security in the RSMAD system will be ensured
for communications and computation used in the RSMAR  through the use of advanced security mechanismnis asic
system. confidentiality, availability and integrityAlready at the
conceptual stage, the following, crucial for the fture
Keywords-AH; ESP; |Psec; RSMAD; VPN architecture of RSMAD assumptions has been made:
e Security of information in RSMAD is a primarily
. INTRODUCTION consideration in relation to performance.

Radio System for Monitoring and Acquisition of Data Communication 'is only allowed with network

from Traffic Enforcement Cameras (in short RSMAB)an devices which comply with strict security policies
integrated (in terms of its functions) ICT systerniah uses adopted.h f .
for data transmission the radio technologies ablglan the *  Due to the nature of data transmitted and processed

market. in RSMAD, there is a real risk of loss of
RSMAD is primarily used for transmission, archiving confidentiality. _ _ _

analysis and processing of data of traffic infiausi from * Implementing data protection mechanisms in

traffic enforcement cameras (in short TEC). Theppse of RSMAD can not impede the work of its users.

the construction of this system is mainly to immgrawad N . ,

safety by reducing the number of offences and tiefims. A simplified architecture of the RSMAD system’s

RSMAD will significantly improve the work of the fioe  Security including VPN tunnels are shown in Fiddétailed
and other departments responsible for traffic @ntn this ~ architecture of the RSMAD system is presented IfB[p
context, the system belongs to the class of thet mod N concept of RSMAD is to use public telecommuiices
substantive and technological advanced systemsatedi Networks (in particular cellular) for data transsius. Public
for the services dealing with TECs. In general, thd€€communications networks are inherently far more
performance of the RSMAD system is focused OnvuIr!erabIe to all kinds of risks than other_netva_)rI_The
transmission of violations recorded by the TECsDmta  Pasic threats to the RSMAD system should inclisaéfing
Acquisition Center (in short DAC). In RSMAD the das ~ SPoofingas well assession hijackingTherefore, the use of
being transmitted as cryptographically secured tiaks effectlve and_rehable_ data protection mechanismsthie
(data is encrypted and signed digitally). Currentig data SyStém is particularly important.

transmission is performed via public mobile GSMteyss L

(Global system for Mobile CommunicationsyMTS Each of systems used for data transmission (GPRS,
(Universal  Mobile Telecommunications Systerpplice =~ EDGE, UMTS, HSPA TETRA), uses different security
trunked networks TETRATErrestrial Trunked Radiops ~Mechanisms eliminating or reducing various risks in
well as the Internet. In the future the use of meks based Varying degrees. Therefore, it has been decided théhe
on LTE (Long Term Evolutionpr LTE-Advanced will be RSMAD system will be equipped with additional,
possible [1]. RSMAD belongs to a group of systenitiw independent form data transmission technology,
distributed structure. Equipment used in the systess ~Mechanisms protecting from the threats associated it
dedicated software, allowing sharing system’s resey  data transmission via public cellular networks.
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Thus, data protection in the RSMAD system is adilev
through:
Creating logical tunnels between the GGSN node
(Gateway GPRS Support Nodepd DAC, in a IPsec protocol has been created through the efibttse
private  APN subnet (Access Point Network) |Psec Protocol Working Group, being part of the FET
separated in the infrastructure of the GSM/UMTS(Internet Engineering Task ForceJhe primary purpose for

Ill.  IP SECURITY: ARCHITECTURE ANDBASIC

COMPONENTS

operator.

((Universal) Subscriber Identity Moduléh each
location.

mechanisms as well as intrusion detection
prevention systems.

mechanisms which are
operator.

independent from

In a basic variant data will be encrypted using

AES-128 (Advanced Encryption Standard)lgorithm and
digitally signed using th&HA-1(Secure Hash Algorithm 1)

hash function. However, it should be noted thatsieurity
of data transmitted via public networks requireBcieint
performance of all securing mechanisms.
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Use of packets filtering and virus protection requirements of IPv6.

which the group has begun work on the IPsec prbtoes

Setting data transfer limits on SIM/USIM cards the supplementing the functionality of IP mecharmsista

ensure the security of data transmitted using thmes

protocol. At the moment, the support for IPsecrie of the

In IPv4, the extension of the

andunctionality offered by IPsec is optional. Cryptaghic
techniques used in IPsec, provide security to inéttesd data

Use of encryption and verification of data integrit at the level of the third layer of the ISO/OSI refece model.

the IPsec protocol, by using different algorithms and
cryptographic protocols provides three basic aspeuft
information security:

the Confidentiality.

Integrity.

Authentication.

There are two separate protocols in the IPsec qutsto
group, namely: AH (Authentication Header)and ESP
(Encapsulation Security PayloadAH protocol provides
authentication using a string datagram message
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authentication MAC(Message Authentication CoddpPsec
AH protocol does not ensure the confidentialitydafa (data
is not encrypted). ESP provides protecting thegiitte and
authentication of datagrams and, in addition,
encryption. It should be noted, however, that ifPEBotocol
authentication and encryption services are optional

After testing of performance of AH and ESP protscol

RSMAD has been equipped with ESP protocol, despie
fact that its efficiency was slightly lower thanetiAH (on

average about 15%), which is shown by the results o

simulation presented in Table | and Table Il. Rollgy the

recommendations of [4] and [5] AH protocol provides

integrity of transmitted data, by calculating anddiag

checksum to each datagram. In case of AH the chetks

value is calculated for the entire package (inclgdiP
header). AH protocol provides also effective protec
against so-called ,attacks by repetition”. Protattagainst
such attacks is achieved by attaching to each @ataghe
next number (the serial number of the datagram).
Recommendations [4] and [6] and
recommendations [5] and [7] describe two possibbeles of
operation of AH and ESP protocols: transport amohél In
transport mode IPsec header (AH or ESP) is platdide IP

datagram directly before the header of transpoyerla

protocol (e.g. TCP). In turn, in tunnel mode thedBagram
(IP header with data) is firstly placed in the gmpted
portion of the data, and only then followed by #uglition of
IPsec header (AH or ESP) and the new IP headshoitld
also be noted that the datagrams transmitted ubBdgSP

have a much more complicated structure than the AH

datagrams. This complexity is primarily due to fhet that
the ESP protocol provides confidentiality of traitsed data
by using encryption. Recommendations [6] and [Gvjate
for such the use of block ciphers.

Parallel use of encryption algorithms and hashtfands
recommended, the more that the latter charactesitbeonly

marginal use on the processor, which has beenlclear —
confirmed by the study conducted within the RSMAD

project.
It has been decided to use in RSMAD the(lAtegrated

its subsequen

authentication and encryption (keys) are transdhitteave
remained constant. Fig. 2 shows a pictorial diagcdrthe
laboratory station.

their
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Figure 2. Simplified structure of laboratory sbati

IPsec VPN tunnel was compiled between the security

gateways ZyXEL ZyWALL 2 Plus. To exchange files
?etween computers FT@File Transfer Protocol)has been
used. Technical characteristics of test scenarmpr@sented
below:

1) Phasel of I Psec (permanently set):
Encryption algorithm:  DES
— Hash function: SHA-1
— Keys’ exchange protocolDiffie-Hellmann’s
2) Phase 2 of | Psec (test scenarios):
a) test | parameters:

Number of transmitted file&00*
Total size of files: 320[MB]
— Device under test: ZyWALL 2 Plus**

* files coming from traffic enforcement camera shve the JPG
format
** max. VPN performance of ZyWALL 2 Plus is 24[Mbps

b) test || parameters:

Number of transmitted files:

320[MB]
ZyWALL 2 Plus**

— Total size of files:
— Device under test:

Architecture)implementations of IPsec protocol also calledparameters of phase 2 (data exchange) has beem show

an implementation of the IPsec protocol in TCPARCk.

It is used both in hosts and gateways. It allowsrtsure the
end-to-end safety. In this case, IPsec is impleatkrdlong
with the IP protocol at the level of internet lay€he use of
IPsec in this implementation does not require nication of

the application but interference in the IP protatslf. The
advantage of this solution is undoubtedly the fdwt

it supports all IPsec modes.

IV. PERFORMANCE ANDSECURITY ANALYSIS OFIPSEC
ProTOCOL INRSMAD

A. Introduction

The aim of this study was to evaluate the perfocaarf
IPsec protocol on various configuration parametdrshe
channel used for secure transmission of packetprivate
network. For all tests, the key exchange parametetbe
channel, through which data associated with
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Table | and Table Il (columns 2 and 3).

B. Simulation Results

Results of simulation studies have been shown bieTa
and Table Il (columns 4 and 5).

The results of the studies show that the mostieffic
implementation of the IPsec protocol is implemeatat
using theDES encryption algorithm and tHe@HA-1function
for data integrity verification. As for the encrigi
algorithms, the least efficient algorithmA&S-256 although
the differences in transmission are not very claad are
only about a few percent. Therefore, it seems that
selection of a set of cryptographic parameters \fiiels
should be decided mainly for security reasons.

the
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TABLE I. PERFORMANCE OHPSECPROTOCOL INTUNNEL MODE

Average data
transfer rate in

[Mbps]
Test| | Testll

DES 18,80 21,44
3DES 17,12 19,36
SHAL R Es128 | 1848 | 20.64
ESP AES-256 18,00 20,32
DES 18,56 21,36
MD5 3DES 16,64 19,60
AES-128 18,08 20,88
AES-256 17,92 20,24
AH SHA1 - 21,28 22,48
MD5 - 21,04 22,08
TABLE II. PERFORMANCE OHPSECPROTOCOL INTRANSPORTMODE

Average data
transfer rate in

Mbps]
Test | \ Test Il

Type of

cipher

DES 19,24 | 21,93
3DES 17,98 | 19,89

SHA-L 1 Fs128 18,99 | 21,12

AES-256 | 18,49 | 20,89

ESP DES 19,01 | 21,86
MD5 3DES 17,03 | 20,20

AES-128 | 18,60 | 21,34

AES-256 | 18,49 | 20,74

AH SHAL - 21,88 | 22,99
MD5 - 21,60 | 22,68

As for encryption algorithms, the least efficienfriple-
DES although differences in achieved transmissioesrare
not very clear and are only about a few percengrdfore, it
seems that the choice of a set of cryptographiameters of
VPN tunnels should be decided mainly by objectiatety
considerations which militate strongly in favor thie AES
algorithm. Analysis of results shows also that B8P
protocol is slightly less efficient than the AH pwool, which
is obviously related to the fact that the ESP moltsupports
data encryption. Regularity can be noticed, treatgmission
of large files runs more efficiently (test | andsttell
scenarios). It results from restrictions of the Famtocol
used in the experiment. Research has also shown
introduction of additional (except VPN) mechanidiorsdata
protection in a security gateway will cause addgio(over
10 percent) reduction in the efficiency of the VB&twork.

V. CONCLUSION AND FUTURE WORKS

IPsec can be undoubtedly considered as a very soliél

mechanism that allows the removal the imperfectiand
drawbacks of the IP protocol in the aspect of sgcuPsec

t

popular of these is FreeSWAN, designed for familizioux
operating systems.

In conclusion, we can acknowledge that IPsec is thaw
safest way to create a VPN network. Decreasingedsten
this protocol, observed recently, is primarily doethe fact
that SSL VPNs are much simpler to implement. Priybéie
role of SSL in telecommunications will consistengsow.
However, despite a few flaws IPsec makes the inseof
the best proposal, being far ahead of competitiations in
terms of scalability and security.

Studies conducted in the RSMAD project have shown
that the IPsec protocol is probably the best sigcprbtocol
currently available. Similar analysis concerninghest
designed for similar purposes have shown that ndtleem
was perfect. On one hand, IPsec is much better ahgrof
the IP security protocols developed in recent ye@rs the
other hand it seems to us that it will never leadthe
creation of a fully secure system. The uséBfSalgorithm
in IPsec protocol brings very tangible benefits:tba one
hand it increases the security of transmissionthenother
hand, the network provides a satisfactory efficenc
Therefore, it is worth noting that manufacturersdefices
using IPsec protocol anllES need not incur any licensing
costs. This affects very positively the dissemmatof the
AES algorithm, because it does not lead to an incréase
prices of such devices and applications.

Until the appearing the IPsec implementations sttpyp
SHA-2 algorithms, we should we decide to use the
implementations supportinggHA-1 functions. Using the
MD?5 function could realistically threaten the integiaf data
transmitted via IPsec. In favor d¥ID5 speaks only a
significantly higher performance compared to thection of
the SHA family (what is interesting, includifgHA-2.

In view of the results of studies and security reaents
for RSMAD, it was decided to use the IPsec ESPimers
(AES-128 SHA-), in tunnel mode and implementation of
the IA.
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