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Abstract—IEEE 802.11ah is an emerging wireless local area
network standard at sub 1 GHz license-exempt bands for cost-
effective and large-scale wireless networks. One of the mos
challenging issues in IEEE 802.11ah is supporting a large mber
of stations efficiently. To reduce heavy channel contentioim IEEE
802.11ah networks, stations are divided into groups and ehc
group of stations are allowed to access in only the designate
channel access period. This grouping strategy enables fathannel
access among a large number of stations. However, grouping
strategy cannot improve channel usage efficiency at the time
of network initialization. Therefore, during association, heavy
contention results in longer association delay. Also, aledly asso-
ciated stations can contend for data transmission. In this gper,
authentication/association process is analyzed. Our anais shows
that the association process may take up to several minutes.
Therefore, there is a need for a new mechanism to avoid colisns
of authentication requests and traffic from already associted
stations.

Keywords-HEEE 802.11ah; association delay; Machine-to-

Machine communication.

I. INTRODUCTION

The wide use of IEEE 802.11-based wireless network
in indoor and outdoor applications has crowded 2.4/5 GH
frequency bands. New technologies like smart grid applic

tions, internet of things (I0T), and Machine-to-Machin&M)

different stations. Thus, IEEE 802.11ah can provide twelle
grouping to alleviate the contention in a dense network [4].
It is expected that the RAW strategy can improve the channel
access efficiency in a dense network.

IEEE 802.11ah is mainly designed for low data traffic, thus,
even the large number of stations can be fairly serviced by
RAW. RAW performs only after the stations are associated.
Thus, even though RAW limits the number of associated
stations contending for the channel, it cannot improve nkan
usage efficiency at the stage of network initialization. Ten
contribution of this paper is to emphasize the need of a new
method to handle data and association traffic simultangdusl
IEEE 802.11ah. A network can reset due to various reasons.
such as power failure, AP reboot, system crash, and so on.
Once AP restarts, stations try to associate. Thereforénglur
the network initialization, how to avoid collisions of aettti-
cation requests and traffic of already associated statsoabig
guestion [5]. To demonstrate our point, an analytical madel
the authentication/association process is developeddtyzm
and evaluate the performance of IEEE 802.11ah networks.
Since it may take up to several minutes for all stations to get
associated, the obtained results clearly indicate thatréffic

Jrom stations contending for network association can delli
4vith the traffic from stations contending for data transioiss
4Therefore, a new method to handle data and associatiorctraffi

iS necessary.

communication will further saturate the spectrum if sanmé 2.
GHz/5 GHz are used. IEEE 802.11ah Task Group (TGah) is The rest of this paper is organized as follows. Section Il
working on new WiFi standard to design a sub 1 GHz protocobhows the overview and main features of IEEE 802.11ah.
which will allow up to 8191 devices attached to a singleSection Il discusses the the obtained experimental sult
access point (AP) to get access for short-data transmisEign  Finally, we conclude the paper in Section IV.

IEEE 802.11ah wireless LAN standard group targets to suppor

sensor networks, backhaul communications of sensor/meter Il. OVERVIEW OF IEEE 802.1AH

data, and possibly M2M communications [2]. A |EEE 802.11ah Features

In IEEE 802.11ah network, thousands of stations are con- . . . L .
: : ’ S IEEE 802.11ah is designed for supporting applications with
nected with a single AP. As the number of station |ncreas§z?he following requiremenfc']s: up to 81pgp1 devgi]cezpassocianed i
the network throughput and delay performances can be sapidl, " \p “113ying " the mechanism for power saving strategies
deteriorated due to the serious channel contention. Wh'l?niniml;m network data rate of 100 kbos. operatin carrier’
the contention becomes serious as the number of Statior??equencies bands below 1 GHz with c%v,era?ge upgto 1 km
increases, one method to solve the problem is to_limit th(?n outdoor areas, and short and infrequent data transmissio

number of contending stations at a time by grouping. Sam o ;

, , b . One of the goals of the IEEE 802.11ah TGabh is to offer a
idea is adopted by IEEE 802.11ah. IEEE 802.11ah introduces lmdard that, a%art from satisfying these previously ioeat
new mechanism, called restrict access window (RAW). One of, . icements. minimizes the changes with respect to thelyid
more RAWSs can be allocated in a beacon interval (Bl) and only. dooted IEEE 802.11

designated stations can access the channel in a RAW using tRE°P T

prevalent distributed coordination function (DCF) or ented IEEE 802.11ah uses orthogonal frequency division multi-
distributed channel access (EDCA) [3][4]. Moreover, a RAW plexing (OFDM) on the physical layer (PHY) operating in the

can be further divided into RAW slots, and they are allocated license-exempt bands below 1 GHz. IEEE 802.11ah maintains
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Figure 2. Authentication/association in IEEE 802.11ah.

B. Restricted Access Window (RAW)

Figure 1 shows the superframe structure of IEEE 802.11alauthentication control number is less than the received.ACT
In order to provide the service to large number of stationsQOtherwise, it shall postpone association till the next Bd. T
IEEE 802.11ah introduces RAW. The RAW mechanism en-avoid unfairness in the future, the station may regenetate i
ables fair channel access among the large number of stationrsindom number after authentication is finished.
Right after the beacon period (BP), there could be hundreds

or thousands of stations trying to access the medium for datgligible for the association, it starts the associationcess.

transmission. RAW mechanism restricts channel access to 'ﬁ1e association procedure starts by sending the authsotica

small number of stations at a given time and distributesr thei equest to AP. After the station is authenticated. AP resesn
access attempts over a much longer period of time. In thig i?h authentication response frame and is aclénowledged by
mechanism, the AP allocates a medium access period in tri%e station. Once the station is authenticated, it will sand

Bl, called RAW, which is divided into several time slots of ssociation request to the AP. The association requestiosnt

o e St ey e nosen ncrypton types f requred and other compatbie
only those certain stations are allowed to contend for nmadiu ?noazté:lhl V%ﬁﬁa?r:g“iz ggni%eesleg?et?‘tg Iggh?his?slawiﬁmgeegte
access. RAW allocation information is broadcast in a beaco%n association 1D (%ID) for the station ,and respond with an
to notify whether a station is allowed to use RAW interval or P

L9 N - iation r nse m ranting n rk t
not. The allocation information in the beacon also mcludesassoc ation response message granting network access to t

the start time and the duration of the RAW ). If a station. The association response is again acknowledged by

station is allowed to access the channel within the RAW, itth?nsr:]%t:ﬁgétgﬂce a station is associated with AP, it cart star

may contend for medium access at the start of its assigne%0
time slot. However, stations should stop attempting to s&ce _ L
the medium as soon as their assigned time slot is finished. |- Co-existence of Data and Association Frames

should be noted that there may be some stations, which are As mentioned above, during association ACT is used,

not allowed to use the RAW. During the channel time assignegvhereas RAW is used for data communication. Even though
to others, a station can go to sleep to save energy. both ACT and RAW are used to limit the number of contending

There is a parameter called cross slot boundary encapsﬁ_}at'ons’ they come into the picture at different netwoakes.

lated in the beacon that defines the behavior of the RAW [4]1OWeVer, they may co-exist during network initializatidage.

If the cross slot boundary is allowed, uplink transmissioas Dtu:_ing network_initizlci:z_lgtiona thert?] will be m)wtyﬁes of
cross the boundary of the allocated time slot. However,ig it S'&t0ns, oneé using and anotner using - However,

not allowed, then the stations try to access the medium oni{loW these two type of stations co-exist and how to manage

: S e . he traffic from these two types of stations are unanswered in
if the remaining time in the allocated slot boundary is erfoug . i : _n
to complete the transmission. the draft of 802.11ah. An open issue is how to avoid collision

of authentication requests and traffic of already assatiate
stations. So, these questions can be topics for future ndsea

Figure 2 shows the association process. If a station is

C. Association in |IEEE 802.11ah

Stations can use RAW only after they are associated. Even I1l.  SIMULATION RESULTS AND ANALYSIS
though RAW limits the number of stations contending for the -
channel, it cannot be used at the stage of network initigdina A. Bxperimental Setup
Thus, IEEE 802.11ah has developed an authentication dontro The overall purpose of our study is to see how long stations
mechanisms for limiting the contention that works as fokow spend for association in a large network. The transmission
In every beacon, Authentication Control Threshold (ACT) isbehavior of the devices in IEEE 802.11ah can be approximated
selected according to some implementation dependent ruldy that of IEEE 802.11 stations [6]. Therefore, the default
[2]. The AP may change this ACT dynamically. When aimplementation of IEEE 802.11 that is readily available $ah
station is initialized, it shall generate an authentiaationtrol  is used to study the behavior of IEEE 802.11ah. The problem in
number randomly from the interval [0, L]. Having received ans-2 is that it cannot simulate thousands of stations. Hewev
beacon, the station tries to associate with the AP only if itdEEE 802.11ah implements authentication control mechanis
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TABLE I. N ETWORK PARAMETERS AND VALUES. 700 . .
—=— 10 active stations *
Parameter Value ----e--- 15 active stations /
Beacon Period 0.25 ms 600 ~ 20 active stations <
Physical rate 1 Mbps ';g active stations /. >
. active stations * P -
Physical layer header 24 Bytes — %97 < 35 active stations / T
Association request length 28 Bytes g > 40 active stations . T
Association response length 30 Bytes o 4004 -——e— 45 active stations /_ e .
Authentication request length 34 Bytes § —+— 50 active stations, T /
SIFS 10 us § 3004 e /v N
Time duration of a Back-off slof 20 us 2 200 /. . '
CWmin 32 < e
CWmax 1024 1004
TABLE II. AVERAGE TIME REQUIRED BY A STATION FOR oL : : : : : : :
ASSOCIATION. 1000 2000 3000 4000 5000 6000 7000 8000
Stations | Average time | Stations | Average time Number of stations
(9 (ATasso) (9 (ATasso)
10 0.014 secs 35 0.054 secs Figure 3. Total association time for various network size.
15 0.017 secs 40 0.073 secs
20 0.026 secs 45 0.080 secs
25 0.033 secs 50 0.090 secs B. Experimental Results And Discussions
30 0.047 secs

The results presented have been obtained by u&iRg;,
obtained from the simulation and substituting that value in
that allows only limited number of stations to contend for@P0ve-derived equations. Unless specified, the defaulteval
channel access at a time. Therefore, even though we aksed for the total number of stations is 8000 and for Bl is 0.5
assuming a large network witN stations, we assume only S€C-

g stations are active at a time. All simulations are performed The total association time experienced by IEEE 802.11ah
under ns-2.34. Table | depicts the parameters used for thgations for various network sizes is plotted in Figure 358t

simulation. An AP is deployed at the center of the network.active stations in a Bl, it takes 723.61 secs for all 8000aiat
All stations try to associate with the AP. Once the statia®s a 5 ag5sociate with AP. Note that this time is calculated in the

associated, they stay idle. To simulate the behavior of IEERhsence of data traffic. However, in the real situation,eher

802.11ah, in our simulation we varied the number of stationg || he a heavy collision between data traffic and associati
from 10 to 50 and evaluated the average time taken by eagfimes and the association time can be much larger than

station for the association. From the trace file, we firstioeh  ghown above. Also. channel error may also prolong the delay.
the total time taken for association by all stations. Thée, T another interesting result that can be seen from the figure is
average time is calculated by dividing total time by the nemb 4t the total association time of 15 and 25 active stations

of stations. Table Il shows the average tn&T{s,) taken gimost overlaps. The reason for this is because of the fatt th
by (g) stations for successfully getting associated with AP,y 15 07 for 25 active stations. Also, from the figure it can

Note that average association time do not depend on Bl ange opserved that the total association time for 10 statiens i
is always fixed forg stations in a network [4]-[9)]. much greater than for 30 stations. Therefore, another itapbr

Once the average time taken by a station is known thgbservation from the figure is that less active stations do no
total time spent for association Hy stations can be easily 2\Ways means less association time.

calculated. Out ofy contending stations, the total number of  Figure 4 shows the total association time experienced by
stationsp,;, that can be successfully associated in a Bl is givenggg 802.11ah stations when fixed number of stations are

by allowed to contend under various Bl. The results can be
_ BI-BP 1 interpreted as follows. Let us take the casegeR0 active
Moi = AT oo 1) stations. As the number of contending station is always fixed

the average time taken by a station to associated is also fixec

) ) or a BI. Therefore, for a given number gfactive stations, as
If ny; > g, then allg stations can be successfully associate

. . © : ; ong asg>hy;, the total time taken for the association of all
in a Bl and remaining duration of Bl is unused. Also, the nexigiaiions is almost same regardless of the Bl duration. Heryev
g stations have to wait until the next Bl. Therefore, the total

4 . . e onceg<ny;, then the association duration increases because of
time (TTass0) required byN stations for the association can e ynused portion of Bl. Therefore, the important condasi

be obtained as from this experiment is that it is not possible to decrease th

N x BI . . total association duration by changing BI.
- Npi = g . . .
TThsso = g 2) To see how varying the number of active stations effect the
- M7 otherwise. association time for a Bl, another experiment was performed
N Figure 5 shows the total association time experienced by

IEEE 802.11ah stations when the number of active stations
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Figure 4. Total association time for varying no. of activatisins and BI.
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results demonstrate that during network reset, statiopsrex
ence heavy contention and long association delay. Alsomgduri
network initialization phase, there exist two types of ista.

One which are already associated (using RAW) and the anothe
that are trying to get associated (not using RAW). Howewer, n
mechanism has been proposed in the draft of IEEE 802.11ah tc
handle the collision of authentication requests and tré&ftim
already associated stations. Minimizing the associatiome t

as lower as possible can reduce the collision to some extend
However, a new mechanism to avoid collision of frames from
above mentioned two different types of stations is necgssar

Our analysis and results show that here is an optimum
number of active stations for a Bl that gives the least associ
tion delay. This motivates future work to develop an effitien
algorithm that calculates an optimum number of active et
for a Bl and used that number for minimizing the association
delay.
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