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Abstract—In this paper, a framework for assessing the security
of the connected car infrastructure is presented. The framework
includes a model of the infrastructure and a security assessment
tree. The model consists of a managed infrastructure and the
vehicle communication. The managed infrastructure is further
divided into five parts; automotive company applications’ centre,
third party applications’ centre, trusted network, untrusted net-
work, and the Internet backbone. The model clarifies the different
communication possibilities between the managed infrastructure
and the vehicle. Furthermore, the assessment tree defines four
categories that need to be addressed in securing vehicular
services; the actors, Vehicle-to—X communication technologies,
network paths, and the dependability and security attributes.
Moreover, we demonstrate the benefit of the framework by
means of two scenarios. In this way, the communication in these
scenarios are mapped to the model, which makes it possible
to analyse the security issues for the scenarios according to the
assessment tree. The intention with such an analysis is to identify
possible weaknesses of services in the connected car.

Keywords-security assessment; vehicle service; connected car;
infrastructure.

I. INTRODUCTION

In the world of connectivity, almost all applications and
systems today are communicating and using the Internet. So
far, vehicles have been an exception. The demand for new
services are quickly changing this field which makes the
vehicle a connected car [1]. However, these new services
have to be properly secured for their new communication
infrastructure. In this paper, we present a framework for
assessing the security of services delivered by the connected
car infrastructure.

The connected car is a vehicle equipped with a wireless
network gateway connecting the in—vehicle network to an
external network. Today, the in—vehicle network consists of
50-100 embedded computers called electronic control units
(ECUs), a number which has rapidly been increasing over
the last years. With the introduction of wireless access to
the vehicle, these ECUs will be exposed to external traffic
and the need of securing the vehicle and its communication
becomes crucial [2, 3]; it is reasonable to believe that many
of the security related problems present on the Internet will
be introduced into the vehicle domain.
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Protocols developed for traditional vehicular services, such
as vehicle diagnostics [4] and software download [5] where a
wired connection is used to access the vehicle, as well as new
services in development, now have to be adapted for secure
remote usage. Furthermore, by introducing a wireless gateway
to the vehicle, enabling the vehicle to communicate with
mobile devices and other vehicles, the system becomes even
more complex. Hence, a model to clarify the communication
with the vehicle for conducting security assessment on its
services is essential.

The framework presented in this paper consists of a model
for the infrastructure of the connected car and a security
assessment tree. It will help us understand and evaluate how to
implement and secure protocols and applications in different
vehicle settings. The connected car will contain a large number
of services, communication technologies, and network types,
which makes the assessment of security far from trivial [6-8].
The proposed model together with the security assessment tree
makes it possible to understand the weaknesses of the system
and the existence of threats both when designing new services
and when using current ones.

The paper is organized in the following way. After giving
an overview of related work in Section II, we present a
background to the problem in Section III. In Section IV, we
describe in detail the proposed model of the infrastructure,
which is further extended with the security assessment in
Section V. In Section VI, the security assessment is applied to
two services. We discuss the proposed framework and possible
future work in Section VII. Finally, Section VIII concludes the

paper.
II. RELATED WORK

Although there is a lot of research going on in vehicular
communication (VC) systems [6], there is very little research
found referring to models of the connected car and how to
assess the security of emerging vehicle services, i.e., remote
diagnostics, remote software download, and other Internet
services brought into future vehicles.

Nilsson et al. [9] present a model of the connected car.
The model is divided into three domains; the portal, the
vehicle, and the communication link connecting the vehicle
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to the portal. A risk assessment is conducted for each of the
domains and protective security mechanisms are discussed for
the identified risks. However, in their model, details of the
networks between the portal and the vehicle are not specified,
and the possibility of other vehicles and mobile devices to
connect to the vehicle is not addressed.

The Car 2 Car Communication Consortium (C2C-CC)
describes a reference architecture which is divided into three
domains; the in—vehicle, the ad hoc, and the infrastructure
[10]. The in—vehicle domain is represented by the vehicle,
its applications, and mobile devices directly associated to the
vehicle. The ad hoc domain is represented by the vehicles and
the road-side units (RSUs), where the RSU further can be
connected to the infrastructure domain. In their architecture,
the access network, the Internet, and possible nodes connected
to the Internet are shown as part of the infrastructure domain,
but are not further considered. These parts were out of their
scope.

An architecture for providing a continuous connection to
the vehicle is presented by the CALM Forum [11]. The aim
is to make the best possible use out of available external
communication media in the vehicle. A nice overview of
the network is shown, but the focus is not in securing the
communication infrastructure.

Koscher et al. [2] recently showed on the lack of security
in the in—vehicle network. By using techniques such as packet
sniffing, packet fuzzing, and reverse-engineering, a number of
possible attacks toward the in—vehicle network was performed.
The focus of their work is on the security of the vehicle. Thus,
the communication link with the vehicle is not addressed.

In [3], Brooks et al. discuss a set of automotive applications
and they propose and use an adapted version of the CERT
Taxonomy for analysing the security of these applications.
Among the applications analysed are business related services,
which integrates the vehicle into the automotive company,
i.e., remote software download, remote diagnostics, and other
applications related to the comfort of the vehicle.

Research in a security architecture for VC systems have
been performed within the SeVeCOM project [12]. In [13],
Papadimitratos et al. present necessary security requirements
to provide the services of secure beaconing, secure neighbour
discovering, and secure geocasting in VC systems. Certificates
are used for securing the communication between vehicles and
pseudonyms for addressing the introduced privacy problem of
using certificates; the certificate gives the vehicle a unique
identity, which makes it possible to trace the vehicle and its
driver. In [14], Kargl et al. present implementation details
of the security architecture. Furthermore, the integration of
mobile devices and different communication technologies into
the VC system are briefly discussed.

Two more research project that currently are running are
the EVITA project [15] and the OVERSEE project [16]. The
aim of the EVITA project is to provide a security architecture
for the in—vehicle network and to support secure Vehicle-to—X
(V2X) communication. The aim of the OVERSEE project is to
develop an open and secure platform for running applications,
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with the possibility for internal and external communication,
in the vehicle.

However, we are still missing a structured approach in
assessing the security of services to the connected car, i.e.,
services from the automotive company or other third party
application providers. Thus, a model of the infrastructure for
assessing the security of the connected car is needed.

III. BACKGROUND

As more and more services are introduced into the vehicle,
the complexity of the vehicle is increased correspondingly.
Therefore, the work with securing the connected car requires
a holistic understanding of the system. In the lack of a model
describing the infrastructure, the development of a unified
security solution is far from trivial. This may lead to that
different security solutions, possibly incompatible with each
other, are chosen when applications are implemented in the
connected car. Therefore, for a model to be useful for further
security analysis, it must be possible to map almost all possible
scenarios into it; which actors need to be considered, and
which V2X communication technologies and network paths
are available. However, a model for mapping services and
their corresponding communication protocols, to be used for
security assessment, has not been found.

The model proposed in [9] is a simple model which only
describes the infrastructure of the connected car and leaves
out details about communication links, network entities, and
possible communication technologies. The model presented
here is an extension of that model and takes into account the
different communication technologies, various remote vehicu-
lar services, and possible threats and security risks which may
exist.

We believe that the use of a framework can help in relaxing
some requirements in different situations, e.g., the need of pro-
tecting confidentiality in the repair shop when using wireless
LAN (WLAN), or the integrity of the diagnostics data while
connecting through the Internet. Considering the first example,
the same level of security as for a wired connection could be
reached.

IV. A MODEL OF THE INFRASTRUCTURE

In this section, we present a model of the infrastructure
of the connected car. This model is shown in Figure 1.
We divide the infrastructure into two domains, the managed
infrastructure and the vehicle communication. The managed
infrastructure is further divided into five regions, automotive
company applications’ centre, third party applications’ centre,
trusted network, untrusted network, and the Internet backbone.
The vehicle communication describes the possible means
of communication with the vehicle. These communication
means are classified in two categories, bi—directional and uni—
directional.

A. Managed Infrastructure

The five regions of the managed infrastructure are further
described below.
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1) Automotive Company Applications’ Centre: In the liter-
ature, the automotive company applications’ centre have had
different names. In [9], it is called portal. In [4], the remote
diagnostics is performed from a remote service centre. To
summarise, it consists of a set of servers providing services to
their vehicles. It holds necessary information about the vehicle,
such as information from previous services (e.g., diagnostics
data), configuration data, cryptographic keys, as well as new
software available for the ECUs.

2) Third Party Applications’ Centre: Apart from services
provided by the automotive company, third party services
can be provided to the vehicle. We could imagine that large
“application stores” for vehicles will be available in the future.
These applications can provide any kind of service to the
vehicle.

3) Trusted Network: Some networks can be considered to
be trusted by the applications’ centres and the vehicle. For ex-
ample, a repair shop may be considered to be a trusted network
by the automotive company and the vehicle. In delivering a
service to this network, it may well be that some requirements
in an implementation can be relaxed. Furthermore, other local
services can be available in these networks for running the
local infrastructure and providing service to the vehicle.
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4) Untrusted Network: All networks, except for the trusted
networks, are considered to be untrusted. In these networks,
the services provided to the vehicle have to be adapted to the
hostile environment of the Internet. In the same way as for the
trusted networks, other local services may also be provided in
these networks.

5) Internet Backbone: The Internet backbone, with its
Internet Service Providers (ISPs), is the core network for con-
necting the other four regions together. A backbone network is
usually well protected and operated by network specialists in
a Network Operation Centre (NOC). Therefore, when network
traffic has reached the Internet backbone, we assume it is very
unlikely that the data will be intentionally modified.

B. Vehicle Communication

The vehicle communication domain includes two possi-
ble types of communication means, bi—directional and uni—
directional. They are further described below.

1) Bi—directional Communication: The bi—directional com-
munication mean includes the possible communication be-
tween:

(1) the vehicle and the managed infrastructure,
(2) the vehicle and mobile devices, and
(3) the vehicle and other vehicles.
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We will now go through possible communications within these
three groups:

e vehicle to wireless access point (AP). The vehicle can
establish a connection to a wireless AP in the managed
infrastructure. All open APs (hotspots) are considered to
be part of the untrusted network. Furthermore, a protected
AP, where the vehicle needs authentication keys, can be
available in both the trusted network and the untrusted
network. An example of a wireless AP in an untrusted
network is one provided by subscription from a telephone
network provider; these wireless APs can be considered
to be shared with other unknown users in the same way
as for open APs.

o vehicle to RSU. The RSUs can be used for establishing
a connection from the vehicle to the managed infrastruc-
ture.

o vehicle to cellular base stations. A mobile data network,
e.g., 3G, can be used for establishing a connection from
the vehicle to the managed infrastructure. In this case, the
vehicle connects to a cellular base station in the Internet
backbone. This connection requires a subscription to
a mobile data network service at a telephone network
provider.

o vehicle to mobile devices. Mobile devices can be con-
nected to the vehicle. For example, a connection can be
established to a mobile phone, a laptop, or a personal
digital assistant (PDA). Furthermore, the vehicle can also
act as a gateway for the mobile device, so that the mobile
device can reach the same network as the vehicle.

e vehicle to cellular base station via mobile device. If
the vehicle lacks the possibility to connect directly to
a cellular base station, another mobile device with a
connection to the cellular base station can be used as a
gateway. One example is to use the driver’s mobile phone.
By using the mobile phone, a connection to the managed
infrastructure can be created.

o vehicle to other vehicles. Finally, the vehicle can connect
to other vehicles and create a vehicle ad—hoc network
(VANET). This Vehicle-to—Vehicle (V2V) communica-
tion will be critical in future traffic- and safety-related
services.

It should be noted that the description of the vehicle commu-
nication above is based on just one vehicle; any connected car
will have the same communication surroundings. This means
that the vehicle may possibly reach the managed infrastructure,
via other vehicles or other mobile devices acting as gateways.

2) Uni—directional Communication: Broadcast devices that
only sends signals to the vehicles are classified as uni—
directional communication. Two uni—directional communica-
tion means have been identified:

e the global positioning system (GPS). The GPS system
can be used by services in the vehicle.
e the radio data system (RDS).
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V. USING THE MODEL TO ASSESS THE SECURITY OF
VEHICLE SERVICES

From the model of the infrastructure of the connected car,
there are different aspects that can be discussed regarding the
V2V and the Vehicle-to—Infrastructure (V2I) communication.
One of them is the security of the services delivered to the
vehicle. Figure 2 presents a brief taxonomy of the security
of these services. Four categories are described; the actors,
the V2X communication technologies, network paths, and the
dependability and security attributes. A description of them
follows bellow.

e actors. Six different actors that can be involved in a
service have been identified. Common for them all are
that they have interests in how the service is being
designed and delivered; the automotive company and the
application provider can state requirements, the car owner
and the user can have concerns on how the data from
a service is processed, the authorities can issue legal
requirements, and an attacker can try to manipulate the
service in an unwanted way.

o V2X communication technologies. A number of commu-
nication technologies are available for connecting the
vehicle to other devices. Examples of these are listed in
this branch. An extended list, including classifications of
the communication technologies, can be found in [17].

o network paths. The service may be delivered to the
vehicle using one of several network paths. The model
describes four possible network paths that the service can
be delivered through (see Figure 1); the trusted network,
the untrusted network, the Internet backbone, and an ad-
hoc network.

o dependability and security attributes. To deliver the ser-
vice in a secure and safe manner, the six attributes for
dependability and security [18] need to be considered.
In this paper, we are mainly focusing on the security
attributes.

From these four categories, an analysis can be made to
further clarify how a service will work in the infrastructure
and also highlight the dependability and security attributes that
need to be addressed in providing such a service.

VI. CONDUCTING SECURITY ASSESSMENT ON TWO
SERVICES

We will now show the benefits of using the framework for
assessing the security of the services delivered to the connected
car. We will describe two scenarios to illustrate the approach;
a remote diagnostics service and a map service with GPS
positioning.

A. Remote Diagnostics

Remote vehicle diagnostics is one of the emerging vehicle
services in the connected car [4, 5]. Thus, work is being
performed by the International Standard Organisation (ISO) in
defining a standard protocol for performing Diagnostics over
IP [19-21].
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In analysing a remote diagnostics service, the first step will
be to clarify how the diagnostics will be performed. In the
model of the infrastructure (see Figure 1), we find two cases:
(1) remote diagnostics performed by repair shop. The vehicle

connects to the trusted network at the repair shop through
an AP. The diagnostics session is provided as a local
service at the repair shop.

(2) remote diagnostics performed by the automotive company
applications’ centre. The vehicle connects to a cellular
base station in the Internet backbone. The diagnostics
session is performed by the automotive company applica-
tions’ centre through the Internet backbone and the cellular
base station.

To further clarify these cases, the security assessment tree
in Figure 2 is used. For case (1), the following question can
be derived:

What is the automotive company’s concern with
respect to the confidentiality of the submitted diag-
nostics data when the vehicle is connected to the
repair shop in the trusted network using a wireless
LAN?

This question reflects the following set of aspects from the

tree:

{automotive company, wireless LAN, trusted net-
work, confidentiality}

We note that although the network at the repair shop is

considered a trusted network, its AP can be shared with other

vehicles. Therefore, if the confidentiality requirements of the
wireless link is fulfilled, the same level of security might be
acquired as if a cable was used.

For case (2), another question can be derived:

What is the automotive company’s concern with re-
spect to the integrity of the diagnostics data transmit-
ted between the vehicle and the automotive company
applications’ centre when the vehicle is connected to
the Internet backbone using a mobile data network?

This question reflects the following set of aspects from the

tree:

{automotive company, mobile data network, Internet
backbone, integrity}

In this case, we see that by fulfilling the integrity requirement,

modified diagnostic codes sent by an attacker will not pose any
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security risk to the vehicle.

B. Map with GPS Positioning

A possible service in a vehicle is a map provided by an
Internet service (e.g., Google Maps) with positioning using
the vehicle’s built-in GPS. A further add—on to this service
may be to get local traffic conditions from the road authorities.
This service leads to three sources of information that need to
be provided to the vehicle, the map, the GPS-coordinates, and
the current traffic condition in the area. We will now analyse
this service with respect to the model of the infrastructure and
the security assessment tree.

The first step will be to clarify how the map is provided to
the vehicle. From the model in Figure 1, four suitable links
between the vehicle and the managed infrastructure can be
found;

(1) vehicle to RSU,

(2) vehicle to AP,

(3) vehicle to cellular base station, and

(4) vehicle to cellular base station via a mobile device.

These four links are located in the untrusted network and the
Internet backbone, which are further connected to the third
party applications’ centre providing the map to the vehicle.
Furthermore, for the GPS-positioning, the data is retrieved
from the GPS-satellites. A security analysis of the retrieved
data is not considered here. However, for the current traffic
condition, the service needs to be mapped into the model
of the infrastructure to clarify its communication. The same
four links as above can connect the vehicle to the managed
infrastructure. The current traffic condition is provided by the
two networks, untrusted network and the Internet backbone,
which are further connected to the road authorities (in the third
party applications’ centre).

To further clarify the security issues of delivering the map
to the vehicle, the second step is to inspect the security assess-
ment tree in Figure 2. For the map service, several questions
can be derived with respect to the different possibilities to
deliver the map to the vehicle. To illustrate the concept, only
one question will be highlighted;

What is the wuser’s concern with respect to the
confidentiality of the data submitted (i.e., GPS-
coordinates) to the map service when communicat-
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ing with the server over the mobile data network
through the Internet backbone?
This question reflects the following set of aspects from the
tree:

{user, mobile data nerwork, Internet backbone, con-
fidentiality}

The question above is relevant if the user does not want any
other party, except for the server, to be able to identify the
user’s current location by eavesdropping on the transmitted
data.

For the traffic conditions, the following question can be
derived:

What is the user’s concern with respect to the in-
tegrity of the data distributed by the road authorities,
when the data passes the Internet backbone and the
untrusted network, and the vehicle is connected to
the RSU in the untrusted network over a Dedicated
Short—Range Communication (DSRC)-link?

This question reflects the following set of aspects from the
tree:

{user, DSRC, (untrusted network, Internet back-
bone), integrity}
In this case, the user is not concerned about whether any other
party can eavesdrop on the traffic condition information, but
rather that the correct information is delivered to the vehicle.

VII. DISCUSSION AND FUTURE WORK

We believe that in analysing some scenarios and solutions
with respect to security, it might be that some of the security
requirements could be relaxed. One such example is: if the
confidentiality of the communication link between the vehicle
and the AP in the trusted network can be properly established;
will security of the link then be comparable with that of a
wired cable? If so, a service can, as a first step, easily be
introduced also for this wireless link without any modification.
This will reduce the time for adapting already established
services, and save cost for developing new ones. However,
for other scenarios the service might need to be modified.

The security assessment tree helps us state questions re-
garding the security of the services delivered to the vehicle.
In the future, we would like to investigate how to extended this
security assessment tree to cover more aspects, e.g., security
mechanisms. A complete security analysis of a vehicle service
is also an important next step.

VIII. CONCLUSION

There is a clear trend of offering remote services, third party
applications, and critical information exchange between vari-
ous entities in the connected car. Even though there has been a
lot of research conducted in the field of securing VC systems,
not much work has been done in assessing the security of
these services for the connected car. We believe that, by using
our proposed framework, scenarios such as remote vehicle
diagnostics, remote software download, multimedia streaming,
Internet browsing and the exchange of information between
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vehicles and the infrastructure can be discussed and assessed
from a security viewpoint.
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