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Abstract— Attack patterns represent computer attackers’
tools, methodologies, and perspective. The Common Attack
Pattern Enumeration Classification (CAPEC) provides
information about attack patterns which include descriptive
textual fields, relationships between different attack patterns,
execution flow, mitigations and related Common Weaknesses
Enumeration (CWE) weakness and external Mapping. This
paper describes an interactive visualization dashboard we
developed for displaying the hierarchically structured CAPEC
information. The dashboard includes a tree map and a network
graph. The tree map visualization displays the hierarchy of
CAPEC in a rectangular region in a space-filling manner. The
network graph displays the parent child-taxonomy from the
CAPEC using nodes and links between nodes. The visualization
dashboard displays the external mapping of CAPEC to CWE,
Adversarial tactics, techniques, and common knowledge
(ATT&CK), The Open Web Application Security Project
(OWASP) and Web Application Security Consortium (WASC)
taxonomy. This visualization tool improves usability and
provides a range of new capabilities for understanding and
interacting with the rich content and relationships in CAPEC.

Keywords-Attack  patternss; Common  Attack Pattern
Enumeration and Classification (CAPEC); visualization, Network
graph, tree map.

I. INTRODUCTION

To understand the methods for hacking information
systems, cyber security experts must consider the attacker's
point of view. The Common Attack Pattern Enumeration and
Classification (CAPEC) provides a publicly available catalog
of common attack patterns that helps users understand how
adversaries exploit weaknesses in applications and other
cyber-enabled capabilities [1].

CAPEC provides descriptive textual fields, also called
elements, for each attack pattern. The current CAPEC release
includes a list of 572 specific attack patterns. Each attack
pattern may include up to 30 elements to describe the attack
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details. While CAPEC has addressed the need to create a
standard for representing and defining attacks from an
attacker’s perspective, issues of usability arise because
CAPEC does not provide a consistent level of documentation
for some elements among the attack patterns. In many cases,
attack pattern elements are missing completely. The
inconsistent use of elements makes it problematic to discern
the relationship, if any, between the descriptive fields. The
goal of this research is to improve usability and provide a
range of new capabilities for understanding and interacting
with the rich content and relationships in CAPEC. Effective
visualization helps users analyze and reason about data and
evidence. It makes complex data more accessible,
understandable, and usable. The goal is to communicate
information clearly and efficiently to users. Visualization
helps developers to better comprehend large and complex
systems [2].

Navigation of CAPEC web content relies on following
parent-child hyperlinks in textual content. This makes it
difficult to comprehend CAPEC's overall hierarchical
structure. To address this, we introduce a new web-based
interactive visualization dashboard for CAPEC attack
patterns. The visualization includes tree maps consisting of
rectangles that represent the hierarchy of a system, and
network graph. We describe tree map and network graph
visualizations to visualize the parent-child taxonomy of
CAPEC. CAPEC attack patterns are mapped onto external
databases such as CWE, ATT&CK, OWASP and WASC.
We describe how external mappings are displayed in this
dashboard. This dashboard can be used by software engineers
and security engineers who make use of CAPEC attack
patterns for secure software development or other security
activities.

The rest of the paper is organized as follows. In Section
2, we discuss the background of CAPEC, visualization
techniques and implementation platform. Section 3 describes
the visualization dashboard, and Section 4 discusses related
work. Section 5 concludes the paper.
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I1. BACKGROUND the subtrees at a given level. There are many variations of tree
maps such as square tree maps [4], and nested tree maps
which are used to emphasize the hierarchical structure. These
methods are structured using horizontal and vertical divisions
to convey the hierarchy. For these and other space-filling
A. CAPEC techniques, color can be used to convey any attributes, such

CAPEC attack patterns help people understand how @S avalue associated with the node (e.g., classification) or it
weaknesses could be exploited and ways to defend againstthe M@y display the hierarchical relationships, e.g., siblings and
weakness. CAPEC attack patterns are organized with parent ~ Parents may have similarities in color. Symbols and other
and child hierarchy. For example, CAPEC 122 “Privilege markings may also be embedded in the rectangular or circular
Abuse” is a top level attack pattern with five child attack ~ Segments to communicate other data features.
patterns: CAPEC-1 “Accessing Functionality Not Properly”, _In additional rectangular layout, one way to pack a tree
CAPEC-17 “Using Malicious Files”, CAPEC-180 display into a smaller space is to employ a radial layout [2].
“Exploiting Incorrectly Configured Access”. CAPEC-221  Also, there is a class of visualization techniques that
“WebView Exposure”, and CAPEC 503 “Data Serialization ~ 'ePresents tree relationships “implicitly [5], rather than
External Entities Blowup”. Each of these attack patterns has  XPlicitly drawing vertices and edges.
several ch_ilfl attack patterns, for exgmple, “CAPEC-58 C. Network Graph
Restful Privilege Elevation” is the child attack pattern of
“CAPEC-1 Accessing Functionality Not Properly”. Fig. 1
shows an example of the hierarchical parent child relationship

This section provides background on CAPEC, tree map,
network graph as well as Dash and Heroku we used to
implement the visualization.

The most common representation used to visualize trees
or hierarchical relationships is a node-link diagram. This is

in CAPEC attack patterns. the most _pop_ular form of non-space fiII!ng layout. This type
of visualization shows how things are interconnected using
B. Tree Map nodes / vertices and link lines to represent their connections

Trees maps are one of the most used structures to  and help illuminate the type of relationships between a group
visualize relational information. Tree maps use a rectangular ~ Of entities. In network graphs, not all of the nodes and links
space-filling layout [3]. Space-filling techniques make  arecreated equally: additional variables can be visualized, for
maximal use of the display space. The two most common  €xample, by making the node size or link stroke weight
approaches to generating space-filling hierarchies are ~ Proportion to an assigned value. By mapping out connected
rectangular and radial layouts. In the basic tree map, a  SyStems, network graphs can be used to interpret the structure
rectangle is recursively divided into slices, alternating  Of @ network through looking for any clustering of the nodes,

horizontal and vertical slicing, based on the populations of ~ how densely nodes are connected or by how the diagram
layout is arranged [3].

[ CAPEC 122- Privilege |
L Abuse J

v Y Y CAPEC-22
CAPEC-1 “Accessing CAPEC-17 CAPEC-180 “Exploiting ""&'eb\'ie;' CAPEC 503 “Data
Functionality Not “Using Malicious Incorrectly Configured Serialization External
. - . Exposure -
Properly Files™, Access Entities Blowup
¥ v ¥
- P CAPEC- 630 CAPEC-681 Exploitation

CAPEC-679 l%xplguanon of Exploitation of of improperly controlled
CAPEC-58 Restful Improperly Configured or improperly controlled hardware security
Privilege Elevation Implemented Memory registers identifiers

Protections

Fig. 1. The hierarchical parent-child relationship in CAPEC attack patterns
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D. Dash

Plotly’s dash library [6][7] provides a declarative Python
interface for developing full-stack web applications ("Dash
apps™). In addition to the main dash library, the dash-html-
components and dash-core-components packages comprise
the building blocks of a Dash app. dash-html-components
provides an interface for building the layout of a Dash
application that mimics the process of building the layout of
a website; dash-core-components is a suite of common tools
used for interactions with a Dash app (e.g., dropdowns, text
inputs, and sliders) and includes Dash Core Components
(DCC). Graph components for interactive graphs are made
with plotly.py.

Interactivity is implemented with callbacks. These allow
for reading the values of inputs in the Dash app (e.g., text
inputs, dropdowns, and sliders), which can subsequently be
used to compute the value of one or more "outputs", i.e.,
properties of other components in the app. The function that
computes the outputs is wrapped in a decorator that specifies
the aforementioned inputs and outputs; together, they form a
callback. The callback is triggered whenever one of the
specified inputs changes in value.

E. Heroku

Heroku is a container-based cloud Platform as a Service
(PaaS) [8]. It is flexible, easy to use, and offers developers a
simple path to getting their apps to market. Heroku is open
and extensible, meaning that developers can build any
language they desire to use such as: Nodejs, Ruby, PHP,
Python, Java and so on. For this research, we use Heroku
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because of its benefit of security and performance and the
large quantity of add-ons available.

Ill.  THE CAPEC VISUALIZATION DASHBOARD

This section describes the visualization dashboard for
CAPEC attack patterns. The Visualization Dashboard
presents different visualization techniques for navigating the
CAPEC taxonomy. Our interactive visualization interfaces
including tree maps and network graphs are implemented
using Dash, Plotly, Heroku, and MongoDB. The data
obtained from MITRE’S CAPEC website in the form of a
CSV is hosted on a MongoDB database. The user can choose
to visualize the CAPEC attack pattern data or CAPEC attack
pattern external mapping.

A. Visualization of the CAPEC Data

Fig. 2 shows the visualization of CAPEC Data. There is a
selection menu at the left top from which the user can choose
what graph to display: CAPEC Data or External Mapping.
The left top part of the visualization is a tree map created
using Plotly. Given the data, a CSV is created with the
columns parent, child, and severity, which refers to the parent
attack pattern ID, the child attack pattern ID, and the severity
of the parent attack pattern. The tree map shows the parent
attack pattern ID with its child attack patterns within the
rectangular space of the parent attack patten. The colors in
the tree map are chosen based on the severity with a key on
the right of the graph showing the color scale for the severity.
If a user hovers over them, they can get the exact numerical
value for severity.

Name

Using UTF-8 Encoding to Bypass Validation Logic

AJAX Fingerprinting

X88 Through HTTP Headers

Fig. 2. Tree map and network graph to visualize CAPEC data
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Below the tree map in Fig. 2 is a network graph showing
how a CAPEC attack pattern is related to other CAPEC attack
patterns. Each note represents an attack pattern. The link from
one node to another node shows the parent/child relationship
between the two nodes linked together. The color of the node
indicates the number of nodes connected to this node. The
color scale to the right side of the network graph shows a
purple color, indicating higher number of connected nodes,
and a red color indicating lower number of connected nodes.

The right side of Fig. 2 shows a table that lists all the
CAPEC attack patterns shown on the tree map and the
network graph. It displays the CAPEC ID, the name of the
CAPEC attack pattern, and the severity of the attack pattern.
On the top of the table, there are two drop down menus
allowing users to select the CAPEC attack pattern 1Ds, and a
severity value to filter out specific CAPEC attack patterns or
attack patterns of a selected severity level to display in the tree
map, network graph and the table.

From Fig. 2, we can see that tree map effectively utilizes
the space it takes to display hierarchical relationship. In the
network graph, there is a lot of empty space and a lot of
clusters.

The Visualization dashboard allows users to select a
CAPEC ID from the tree map to view detailed information of
the CAPEC attack pattern. For example, in Fig. 3, if a user
clicks on CAPEC-125 in the tree map, a window will pop up
showing the description of CAPEC-125. The window also

482 487 489

125

includes buttons “taxonomy”, “execution flow”, and
“mitigation flow”. Clicking on each button will provide the
corresponding information for CAPEC-125. The network
graph changes correspondingly, showing only CAPEC-125
and all the child attack patterns connected to CAPEC-125.

B. Visualization of the CAPEC External Mapping

When users select external mapping from the dropdown
menu on top of the tree map, the visualization dashboard will
show the external mappings of CAPEC attack patterns. The
CAPEC attack patterns are mapped to ATT&K [9], OWASP
[10], WASC [11] and CWE weaknesses [12]. Fig. 4 shows the
attack patterns that are mapped to these taxonomies. In Fig. 4,
the left-top rectangle in blue color shows the CAPEC IDs that
are mapped to the ATT&K taxonomy. The left-bottom
rectangle in orange color shows the CAPEC IDs that are
mapped to OWASP, and the right-bottom rectangle in green
color shows the CAPEC IDs that are mapped to WASC. The
right side of the dashboard is a table that shows the CAPEC
ID and the related CWE weaknesses.

The user can select an CAPEC ID, and the dashboard will
show the external mapping of the particular attack pattern. For
example, in Fig. 5, CAPEC-168 is chosen. A popup window
displays the CAPEC attack pattern 1D:168, its related CWE
weaknesses: 212, 69, and related ATT&CK. A hyperlink to
the CAPEC page for this attack pattern is also given.

y Not Properly Constrained by ACLs

An adversary consumes the resources of a target by rapidly engaging in
a large number of interactions with the target. This type of attack
generally exposes a weakness in rate limiting or flow. When successful
this attack prevents legitimate users from accessing the service and can
cause the target to crash. This attack differs from resource depletion
through leaks or allocations in that the latter attacks do not rely on the
volume of requests made to the target but instead focus on
manipulation of the target's operations. The key factor in a flooding
attack is the number of requests the adversary can make in a given
period of time. The greater this number, the more likely an attack is to

vironment Variables

5I) Injection

succeed against a given target.

Execution Flow

Mitigation Flow

External Mapping

Close Manipulation

S m N e L e U
108|Command Line Execution through SQL Injection

109(0bject Relational Mapping Injection

635’A1ternative Execution Due to Deceptive Filenames

11 lcause Web Server Misclassification

110(SQL Injection through SOAP Parameter Tampering
212|Functionality Misuse
111|JSON Hijacking (aka JavaScript Hijacking)

Communicaticn Channel Manipulation
Choosing Message Identifier

Fig. 3. Interaction between the tree map and network graph.
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CAPEC Treemap

\ External Mapping x v |
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CAPECS'

Fig. 4. External mappings of CAPEC attack patterns

CAPEC Treemap
Interactive CAPEC Relation Treemap

External Mapping x -

CAPECS Related Weakness

Related CWE Weaknesses:

ATT&CK: Windows alternate data
stream

Fig. 5. Pop up window to display external mapping information of a CAPEC attack pattern
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IV. RELATED WORK

Existing information visualization techniques are usually
limited to the display of a few thousand items or avoid the
problem of visualizing large number of items by using
aggregation, sampling, and extracting, or by not managing
occlusion and overlapping [13]. Among the popular
techniques is the use of scatter plots connected to interactive
controls such as in Dynamic Queries. We have used the tree
visualization in our dashboard to show the parent child
taxonomy in CAPEC.

Noel [14] visualized the overall hierarchical structure of
CAPEC attack patterns using network graph, Sunburst
visualization, Circular tree map, and VVoronoi tree map. They
also conducted text mining and computed hierarchical clusters
and grouped related attack patterns through automated
analysis. They used bipartite graph to visualize cross
references from CAPEC attack patterns to CWE weaknesses.
Our tool used rectangular tree map and network graph to
visualize the hierarchical structure of CAPEC attack patterns
and display external mapping information including CWE,
ATT&CK, OWASP and WASC. The goal of our tool is to
allow users to retrieve such information easily.

Regainia and Salva [15] proposed a methodology that
takes as inputs CAPEC attack patterns, and infers
relationships between attacks, weaknesses, security principles
and patterns to generate the classification and Attack Defense
Trees. Seehusen [16] proposed to use CAPEC for Risk-Based
Security Testing. Vanamala et al. [17] and Vanamala et al.
[18] have used software repositories like CVE (Common
Vulnerabilities and Exposures) and CAPEC to help develop
secure software. They have developed a recommender system
that recommends attack patterns relevant to the system under
development based on software requirements documents. A
software developer can develop security requirements and
secure design based on these attack patterns [19].

V. CONCLUSION AND FUTURE WORK

In this paper, we describe a web-based interactive
visualization dashboard for the CAPEC attack patterns. This
includes visualizing the overall hierarchical structure of
CAPEC attack patterns using tree map and network graph.
Our visualization techniques provide a range of new
capabilities for understanding and interacting with the rich
content and relationships in CAPEC. The goal is to be able to
effectively communicate this information to a user in a user-
friendly way. This tool will help users to make use of CAPEC
attack patterns in developing secure software or conducting
other security activities such as threat modeling, security
testing, training, and education. Our future work is to conduct
a user study for the dashboard to assess the effectiveness of
the tool in helping users understand the structure of CAPEC
and to make use of CAPEC attack patterns in their security
tasks.
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