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Abstract —ldentity management uses models to accredit,
manage and use digital identities. These models connect
isolated islands of authentication and authorization systems in
a federated system. However flaws in the design and concept of
these models, such as identity theft and even users’ lack of
confidence in truly using these models, can lead systems that
use its benefits to being non-successful on the market. This
article presents an analysis of seven design and concept flaws
of the identity management model of the main tools on the
market, including Security Assertion Markup Language
(SAML), OpenID, Microsoft CardSpace and an academic
framework called Inter-Cloud Identity Management
(ICEMAN).
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l. INTRODUCTION

The huge transformation that cloud computing prompted
within the IT industry made software development as a
service more attractive [1]. This large-scale paradigm cut
out the need for large investments [2]. The transparency of
the services provided by the cloud is a key point of this
supply-side paradigm [3].

Cloud computing combines virtualization and service-
oriented architecture (SOA) in order to provide shared
services with regard to computing, data storage, software,
applications or for a business [4][5]. However, the resource
capacity of a single cloud is finite, so cloud computing has
been migrating to a perspective of InterClouds, namely an
environment in which several clouds can be configured that
can communicate with each other and share data and
services.

There are identification mechanisms for each service
hosted in cloud computing environments and these make
use of solutions for user authentication. However, this
approach leads to user fatigue as users must memorize
logins and passwords [6]. A study in 2007 on password
habits showed that typical web users have on average 27
accounts that require a password, and they type eight
passwords per day [7]. Therefore this results in users
registering similar or even identical logins and passwords
for different types of services [7]-[9]. Another problem
associated with user authentication and identification is the
disclosure of users’ personal information after they are
successfully identified in a service.
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In this scenario, the identity management (IdM) is
needed to mitigate and resolve some of these issues. IdM is
a set of technologies and processes that enable computer
systems to distribute identity information and delegate tasks
by using one or more domains with more security [4][10].
Identity management in cloud computing environments is
primarily  responsible for authenticating users and
supporting access based on his/her attributes. IdM for
InterClouds can be represented by a single authentication
system can be deployed in heterogeneous clouds [11].

Identity management systems are complex and offer all
parties involved, powerful features so as to facilitate the
mechanism for identities, credentials, personal information,
and to present such information to third parties. These
systems can bring about potential failures [12].

This article studies major flaws in the concept, usability
and design of the most popularly successful identity
management systems on the market, namely OpeniD [13],
Security Assertion Markup Language (SAML) [14],
Microsoft CardSpace InfoCards [15] and an academic
framework called Inter-Cloud Identity Management
(ICEMAN) [16].

The paper is organized as follows. Section 2 gives a
short overview of identity management. Section 3 describes
the seven flaws of design in identity management systems,
while Section 4 discusses the identity models themselves
and their flaws are the topic of Section 5. Finally, in Section
6, conclusions are drawn and recommendations outlined.

Il. IDENTITY MANAGEMENT

An identity is defined by an entity or group of entities (a
person, computer, organization, etc.) represented solely
within a specific scope. Yet much can be derived from the
definition. Which are entities and how each identity be
uniquely identified? Entities may be objects, or, as in most
cases a personal identity.

In each context we have different attributes that make up
the identity of how we ourselves are identified. What
identifies us are the attributes we possess. Different
attributes of identity lead to different entities being
identified. In such contexts, we can assume an identity, such
as a driver's license number coupled with an the 2-letter
code of a Brazilian state. Another simple example is our
national, Brazilian ID, which has a numeric record and a
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fingerprint. All these identities cited are merely a set of
attributes that if not inserted in a context and certified lose
their objective, which is assertively to identify the user who
gives such information is who that user purports to be. In
this scenario, we can perform an analogy with our digital
identities, which consist of identifying attributes such as
login and password, which, if not inserted in the correct
context, are not valid.

Identity management, or IdM, consists of the process
and all technologies associated with this to accredit,
manage, and use digital identities [17]. In the most common
models for an identity management, three parties are
highlighted: users, identity providers (IdP) and relying
Parties (RP) [4][ 18].

There are centralized identity models, ie where there is
only one authority as IdP that performs authentication and
authorization actions and there are also decentralized
models, which have more than one I1dP [19]. Some examples
of decentralized identity management systems are the
OpenlID, SAML and Microsoft CardSpace. In this article,
we will focus on non-centralized identity management
systems because they do not require a previous relationship
between RP and 1dP.

I1l.  SEVEN FLAWS OF CONCEPT AND DESIGN

To be successful in the market, identity management
systems must win the trust of users and RPs. For this to
occur, the systems must improve security, simplify the
control of the flow of personal information, and most
important of all, simplify process for authenticating,
identifying and checking credentials. The seven failures
presented below are topics that should be addressed so that
the public absorbs the use of identity management systems
to a greater extent [12].

A. ldentity management is not the main goal

A user simply wants to utilize the functionality of
his/her website. Identity management systems should aim to
facilitate those tasks by including features such as security
and privacy, but these features that are aggregated with an
IdP are considered secondary. Usually functions that offer
long-term gain are less valued [20]. Some identity
management systems offer time saving features, such as
automated form-filling, simplification such as single sign-
on, or high-value reputation, all of which can be leveraged
across many sites. However, these benefits are often
perceived as “secondary” [20].

B. Users follow the path of least resistance

The key to maximizing the direct cost is to construct
systems that are easily adopted. This includes processes of
authentication and interface with the password, which
should become easier compared to current standards. When
the technology interferes with desired activities, users tend
to create shortcuts to circumvent the security embedded in
the process [21][22]. For the success of identity
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management systems to be successful, users should find
them easy, accurate and safe to use them and configure
them.

C. Cognitive Scalability is as equally important as
technical scalability

Today users undergo so-called password fatigue. They
have approximately 25 accounts and they can type 8
passwords a day [7]. To avoid burdening their memory in
this way, users generally choose the same logins and similar
passwords for various accounts they use [23]. Focusing on
cognitive scalability is one of the keys to success. Designing
the application only by thinking of one IdP should be
avoided. Instead, the designer should analyze the system as
a whole.

D. The wuser's consent may
disclosure of information

Many identity management schemes describe
themselves user-centric, whereby users or customers have to
give their consent so that certain transactions may occur
[24]. However, surveys show that when warning messages
are displayed consecutively to users, they only read them
only superficially and move quickly on so as to achieve
their goals, thus jeopardizing their privacy and possibly
disclosing unnecessary information to third parties [25]-
[27].

An identity management system should provide the uses
with more control of the data that they are disclosing,
without overloading them and even less without doing so in
an uncontrolled way.

lead to maximum

E. There is a need for mutual authentication (not just user
authentication)

Many identity management models focus mainly on
authenticating the user [12]. These types of models can be
susceptible to phishing attacks [22]. With software support,
attackers can easily simulate the interface of a web site, put
in sections that require authentication and steal the user’s
credentials [28].

In this scenario, what is needed is to authenticate both
the RP and the IdP, thereby performing a mutual
authentication. This indicates that possibly the conduct of
spoofing and phishing attacks can be hampered.

F. RPswant to control the user’s experience

In general, for the purposes of monitoring or tracking of
users’ activities RPs tend to want to control the actions that
users perform. However, when an identity management
system is used, these steps can be lost and there can be a
marked difference between the RP layout and that of the
IdP.

To make this transition smooth, it is possible to use the
IdP before entering the RP layout, thus hiding that there is
communication between the RP and the Idp. The Verisign's
OpenlD Seatbelt use this strategy.
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G. Trust must be earned

The decision on to whom users may entrust sensitive
data is an extremely difficult one. Various models lead to
different authentication requirements and assignments of
responsibility. Even the IdP of large corporations may
contain vulnerabilities or may be poorly implemented.
There are differing privacy policies and business models.
No organization can guarantee a completely secure system.
Systems designers should have their applications evaluated
by specialized security companies before launching systems
on the market.

IV. IDENTITY MANAGEMENT SYSTEMS

This section gives a general description of the main flow
of authenticating the identity management systems
examined in the article.

A. SAML

SAML is an XML-based framework for representing
and exchanging of security information [29]. The use of
SAML for an identity management system follows a flow
that differs from the current identification process based on
login and password. An RP that groups several services
wants the user of each service offered to be identified and
authorized. Therefore, the RP must have an IdP and from
that moment on, all users must register and identify
themselves to that 1dP.

Client 1 RP
= B o
Costumer 1 1 -~ i"fJ a.
[ ]
S -
-

Figure 1. Authentication-flow with SAML.

The IdP will consult a database containing information
about the user and will return a SAML token that represents
the user identified. This token have the user’s attributes such
as his/her age, gender and name [30]. Figure 1 illustrates the
authentication flow with SAML.

B. Openld

Also based on the Single Sign On (SSO) is the Openld
identity management model [31]. In this model the RP must
rely on information from the Openld provider (OP), the 1dPs
of the Openld. Each identifier is represented by a URL,
which is unique to each OP so as to reduce collisions
between identical URLs [32]. The base authentication flow
in the Openld has the following steps:

1. The user wants to login with RP and inserts his/her
OpenlD identifier.
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2. Using information contained in the handle the RP
discovers the OP of the Original.

3. RP connects to the OP using a secret shared
between the two parties.

4. RP redirects the user to the OP, which checks its
information and redirects to the RP.

5. The user cross-checks information shared with the
OP in step 3 with data that the user obtains after

step 4.
Figure 2 illustrates the base authentication flow of OpenlD.
o
- -
Client 1 RP oP
":’ , 3.Associate

2.Discover 5.Verify

4 Authenticate

Figure 2. Base authentication flow of Openld.

C. Microsoft Card Space

Microsoft CardSpace (formerly known as InfoCard) was
built to give users a conscious digital identity [33]. Since
CardSpace is an XML-based framework, CardSpace plug-
ins for browsers other than Microsoft Internet Explorer can
also be developed, such as the Firefox Plug-in [34]. The
framework is based on the identification process users
experience in the real world when using physical
identification cards CardSpace uses collections of cards,
presented in software, which has a similar design to that of a
portfolio called identity selector [5]. Each card represents an
identity. When an SP searches for an identity the user
chooses which card he/she will use from the identity
selector [35]. When the SP requires an attribute of the
identity, a set of data corresponding to the user's choice is
sent to the SP [33].
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Figure 3. CardSpace Flow.

Figure 3 provides a simplified sketch of the CardSpace
framework. In step 1, de the CardSpace enables the user
agent or the Service Requestor. In step 2, using a public key
the RP identifies itself. After recognizing that the RP is
CardSpace- enabled, the CardSpace Enable User Agent
(CEUA) retrieves the RP security policy in step 3. In step 4,
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the CEUA matches the RP’s security policy with the
InfoCards that the user has. The user performs an
authentication process with the IdP in step 5. If the
authentication process succeeds, step 6 takes place, in which
the CEUA asks the IdP to provide a security token that
holds an assertion of the truth of the claims listed within the
selected InfoCard. Finally, the CEUA forwards the security
token to the RP in step 7, and, if the RP verifies it
successfully, the service will be granted in step 8 [34].

D. ICEMAN

ICEMAN differs from the traditional approach, which
has only one IdP for an SP or RP, which is an unreal
environment in interclouds. This academic framework
proposes a more suitable scheme for interclouds. ICEMAN
provides a high interoperability mechanism between any
pattern of identity thus facilitating the management of the
life flow of the authentication [12]. However, this
architecture is still being developed, thus preventing further
analysis of the seven failures. Nevertheless, the ICEMAN
model for identity management was included in the article
as it has a mechanism that can come to add more than one
identification and authorization model. Such an approach
may ultimately unite existing models, which may be able to
mitigate weaknesses and strengthen strong points [16].

V. IDENTIFYING FAULTS INIDENTITY
MANAGEMENT MODELS

We have chosen four Identity Management Systems for
our analysis and seven de design flaws which either have
dominant positions in Identity Management scenarios or
introduced a novel concept which is worth exploring.

1. Identity management is not the main goal:

The MS CardSpace model was considered to have the
first flaw since it adds a new software to the user's standard
way to access information and services. Microsoft has
discontinued their CardSpace project. However, we have
opted to include it into our analysis because of its
fundamentally novel concept of how Identity is presented.

2. Users follow the path of least resistance:

It was considered that all models display some difficulty
when it comes to installing and configuring them for use.
The very concept of the SAMU follows an alternative flow
that does not allow the user to follow the path of least
resistance.

3. Cognitive Scalability is as equally important as
technical scalability:

Cogpnitive scalability in all but the ICEMAN is adequate.
The ICEMAN is a framework for better integration of
identity management in InterClouds. The scalability of
technical cognition scalability does not follow the average
of the other models presented.

4. The user's consent may lead to maximum
disclosure of information:

On the consent of the information to be passed to the
user MS CardSpace user is well ahead. However, it is
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important to emphasize that the type of approach to
maintain management of cards can be stressful for users and
can generate a new kind of dissatisfaction with the tool. In
the case of SAML, in the basic flow of authentication there
is nowhere that will say what information can be accessed
by the service.

5. There is a need for mutual authentication (not

just user authentication):

There is the possibility of phishing and spoofing in the
identity models. Therefore, it was considered that all
configuration management models contain such flaws,
which leads the parties involved to add other security
mechanisms to mitigate these vulnerabilities [35].

6. RPswant to control the user’s experience:

No model analyzed initially presents monitoring of the
user’s actions on the site and the transition between the
layout of authentication between IdP and the Client is not
specified in any model. Thus, it was assumed that all flows
present this flaw.

7. Trust must be earned:

On models with greater maturity and interaction with the
market, it has been identified that users place greater trust in
these. It was considered that the ICEMAN has such a flaw.
However, according to research carried out on regular
Internet users, it was shown that there is still no confidence
in service providers that use MS CardSpace [34].

Table 1 illustrates the results of a comparison between flaws
and models.

TABLE I. RESULTS OF A COMPARISON BETWEEN MODELS AND FLAWS.

Flaw MS Card | Openld | SAML ICEMAN
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partial
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VI. CONCLUSION

Identity management systems are not just systems for
authenticating and authorizing identities but are also a set of
methods and procedures that can contribute to greater user
immersion within a system which uses, for example, the
single sign on. However, some identity management
systems failed at least partly because they ignored the topics
discussed in this paper.

An overview was given of the most popular identity
management systems in the market, namely: Openld, MS
CardSpace, SAML and an academic framework called
ICEMAN. Seven flaws in the concept and design of identity
management in these systems were analyzed. The flaws
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found in the models were compared in a critical analysis of
the study of their concept study and how the user can
achieve greater reliance on the technology, and the identity
management process.

In this article, problems to do with the lack of control in
the process of identifying and authorizing users were listed,
in addition to flaws in the concept of identity management
systems. The study found that the lack of commitment to
dealing with the flaws can result in large projects being
poorly received by the current market. Strategies to mitigate
and solve the problems discussed in the article were also
discussed.

Finally, we intend to examine flaws in identity
management in greater depth in future studies, which will
focus on aspects of privacy, availability and integrity. We
would also like to add new systems to the market and to put
forward new academic frameworks.
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