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Abstract— Regulated domains, such as medical device softvear
development, require organisations to have specifiprocesses
in place in order to secure regulatory approval. Stware
process improvement initiatives, such as Medi SPICEhelp
organisations to improve their process in conformace with
these regulations. These initiatives, however, dooh specify
how an organisation implements these processes, tesd
detailing what the organisation must implement. Th work
proposes the development of a series of roadmapsathwill
guide an organisation through the implementation ofthe
required processes in a regulatory compliant manner This
paper presents the first step towards achieving teiaim, which
involves an investigation of the dependencies betere the base
practices defined in Medi SPICE in order to ensurethat the
produced roadmaps form a complete software developemt
process in line with regulatory requirements. The pper
describes two complementary approaches, a structude
representation and a graphical representation, to @presenting
the links between practices in the Medi SPICE framwork.

Keywords-Software Process; Medical Device Regulation;
Software Process | mprovement Roadmaps.

l. INTRODUCTION

Advancements in technology have allowed medicaP"®

practitioners to provide a greater level of car@atients by
offering a wider range of treatment options. Howewehen
technology is used, there is a risk to the paifehiat device
should fail. For this reason, strict regulations sinie
followed during the design and development of meldic
device software. In order for an organisation torket
medical devices they must comply with the regulator
requirements of the country in which the devictide sold
[1]. For example, an organisation wishing to marketv
medical devices, unlike anything on the markethimitthe
US must first submit a pre-market submission to Fbed
and Drug Administration (FDA) for approval prior the
distribution of the medical device. If a similar dieal device

is already on the market, then the medical devic
organisation must submit a 510k application. Oneeption

to this is Medical Device Data Systems (MDDS), whdo
not require pre-approval, but must have been dpeelo

using defined development processes and have atyQual

Management System (QMS) in place [2].

software in its own right may also be consideradealical
device [4]. Consequently, this increase in the priopn of
software within medical devices has resulted irréased
medical device software complexity [5].

In order to assist organisations improve their psses to
meet regulatory compliance, Medi SPICE [6] (a madic
device specific software process improvement fraomkyv
provides organisations with the goals of the reaplir
processes and a number of base practices that Ineust
implemented in order to achieve these goals.

The Medi SPICE framework is divided into a numbgr o
processes each detailing a different aspect ofsdfevare
development process. However, there are a number of
dependencies between these processes making it more
difficult to focus upon individual processes inl&®n. This
work aims to identify these dependencies throughreatysis
of the base practices defined within Medi SPICEhbot
internally within individual processes and extelynacross
different processes.

Upon obtaining a detailed understanding of these
dependencies a series of roadmaps may then beogedel
that will guide organisations through the implenagioh and
improvement of their medical device software depgient
cesses in an efficient manner.

In this paper, we detail the process used for the
identification of these links and how the repreatah
scheme that has been used will allow for validatipon the
completed roadmaps. In addition, the paper outlinedypes

of relationships that were identified in the MedPISE
framework and provides examples of each type of
relationship.

The paper is structured as follows: Section Ilioed the
importance of medical device software. Section
introduces the Medi SPICE framework. Section IVlioes
the objectives of this research. Section V dessrtmwv the
relationships in Medi SPICE were modelled usinghbat
human readable and machine readable representation.
Section VI discusses how these representationsbeillised

uring the construction of a series of process mag$ to
guide organisations through the implementation loé¢ t
necessary standards for developing medical devfteare.
Section VII contains our conclusions for this resha

1. MEDICAL DEVICE SOFTWARE

Increasingly, software is becoming a more important

component of medical devices. This is partially doets
flexibility and its ability to enable complex chawgyto be
made to the medical device, without the need fanges to
the hardware [3] and also due to the fact thatdstiame
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Software is playing an increasingly integral pamt i
medical devices and is now included in approxinyab€l%
of the medical devices available for sale in the [IB
Consequently, generic software development orgaoisa
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are now becoming medical device software orgawisati
both due to the software development opportunitiékin
this domain and also because their software deneap
applications may now be classified as medical aevitthey
meet the Medical Device Directive’'s (MDD's) defioib of
a medical device [8]. The MDD defines a medicalidewas

“any instrument, apparatus, appliance, material or
other article, whether used alone or in combination
including software necessary for its proper appiica
intended by the manufacturer to be used for human
beings for the purpose of:

. diagnosis, prevention, monitoring,
treatment or alleviation of disease,

. diagnosis, monitoring, treatment,
alleviation of or compensation for an
injury or handicap,

. investigation, replacement or modification
of the anatomy or of a physiological
process,

. control of conception,

and which does not achieve its principal intended
action in or on the human body by pharmacological,

lll.  MEDI-SPICE

Despite the regulatory bodies outlining the neagssa
regulations, standards, technical reports and goila
documents for medical device software developmiry
do not provide specific methods for performing tequired
activities to achieve regulatory approval. Thieofteads to
medical device organizations becoming complianagrice
in their approach to software development. Assaltethere
has been very limited adoption of software process
improvement within the medical device domain [12].
Previously, this was not a critical issue due te limited
proportion of software contained within medical ideg, but
this is no longer the case. Today, there is a quaati
requirement for highly effective and efficient sodtre
development processes to facilitate medical desafevare
development [13].

Existing generic Software Process Improvement (SPI)
models are available, which include the CapabMigturity
Model Integration (CMMI®) [14] and ISO 15504-5:200
[15] (SPICE), but these models were not developed t
provide sufficient coverage of all the areas resplirto
achieve medical device regulatory compliance [16]0
address the requirement for a medical device sodtwa
process assessment and improvement model the Ratjula
Software Research Group at Dundalk Institute of
Technology undertook extensive research in thia 463
[17]. This initiated the development of Medi SPICE,
medical device specific SPI framework, which is nigei

immunological or metabolic means, but which may be geveloped in collaboration with the SPICE User @rfi9].

assisted in its function by such means.”

The objective of undertaking a Medi SPICE assessmen
is to determine the state of a medical device dsgéon’s

This means that software development organisationgoftware processes and practices. Medi SPICE is an

creating applications which meet this definition snmow
conform to the same regulatory requirements astitvadl
medical device manufacturers.

Iintegration of the regulatory requirements of thedioal
device industry and software engineering best wadi4].
It can also be used as part of the supplier selegirocess

Therefore, organisations that are new to medicaicde WNen an organisation wishes to outsource or oféspart or
software development must be aware of the relevarfi!l Of their medical device software developmenttthird

regulations that are applicable to the medical aiedomain
within the particular region they wish to markegithdevice
[9]. Medical devices marketed in the US must compith
the FDA regulations, while devices to be marketethiw
the European Union (EU) must conform to the regumat
set out by the European Council.

As part of these regulations [2], a QMS must bplate
during the design, development, delivery, instafatand
servicing of medical devices. The QMS ensures khigih
quality processes are used through-out the entioeugt
lifecycle and that adequate documentation is miaiedtafor
review by the appropriate authority.

To guide these organisations a number of reguisiioml
standards have been produced by the relevant tegula
authorities. In the EU, th&5O 13485- Medical Devices -
Quality management systems — Requirements forategyl

purposes [10], has been produced outlining the main

requirements of a QMS. Similarly, the FDA has pretl

party or remote division [16].

Medi SPICE is based upon the latest version of IBO/
15504-5 (currently under ballot) and ISO/IEC 122008
[17]. It is being developed in line with the rearrents of
ISO/IEC 15504-2:2003 [18] and contains a Process
Reference Model (PRM) and Process Assessment Model
(PAM). It also incorporates the requirements of thlevant
medical device regulations, standards, techniqabrte and
guidance documents.

The Medi SPICE PRM consists of 42 processes and 15
subprocesses which are fundamental to the develupafe
regulatory compliant medical device software. Epotcess
has a clearly defined purpose and outcomes that bris
accomplished to achieve that purpose.

Medi SPICE also contains a PAM, which is based upon
the PRM, which forms the basis for collecting evice that
may be used for rating the process capability. This
achieved by the provision of a two-dimensional viefv

the FDA 21 CFR Part 820 Quality Systems Regulation®'0C€SS capability. In one dimension, it describeset of

(QSR) [11].
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process specific practices that allow the achieveroéthe
process outcomes and purpose as defined in the Bfids
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termed the process dimension. In the second dimengie representation and a machine readable (structured)

PAM describes capabilities that relate to the pssce representation (XML).

capability levels and process attributes, thiseisned the

capability dimension. V. REPRESENTATION OF LINKS

Once the links were identified between the prastiteey
IV." RESEARCHOBJECTIVES were represented in two ways. To aid the understgnof

The aim of this research is to understand andifgethe  the relationships between practices in each procass

relationships between the base-practices defingdinvthe  graphical representation of each process was peddua

Medi SPICE PAM. In order to achieve this aim, twesearch addition to this, a machine readable structuredessmtation

questions (RQs) were constructed to examine thevas also produced to allow for a quick identifioatiof

relationships between base-practices both withitividual  practice dependencies.

rocesses and across different processes. .
P P A. Human readable representation

« RQ1l: What relationships exist between base- AS one of the aims of this work was to understaod h
practices in each process included within the Medfn® base practices in the Medi SPICE frameworkigela
SPICE framework? one another, a human readable representation lofpeacess

Jyas created.

In this representation, each practice is repredeaga
rectangle and the links between them are repredergen
RQ1 was posed to examine each process in isoltgion Errov; pr?mtl?]g to_the dependlng_ p_rocefs(smlst;fésgnln

, . . . ig. 2 that there is an arrow pointing fr . (o]
determine the relationships that exist between e  AGR1A BP2This means that base practicéATGR1B.BP2)

practices. isd dent b ticGR1B.BP1
In contrast to RQ1, RQ2 examined the relationshipsIs ependent upon base practict ' )

* RQ2: What relationships exist across processes
the Medi SPICE framework?

between the processes by identifying base-practicsare
dependent upon base practices in other processes. F AGR1B.BP1
example Fig. 1 shows the relationship between Ewgich
details a process for obtaining stakeholder requérgs, and Jv
ENG2, which defines the system requirements arglysi AGR1B.BP2
process. It can be seen that, before establishiagystem
requirements ENG2.BP), an organisation must first agree l
on the requirements with stakeholddEdG1.BP7. AGR1B.BP3
v
AGR1B.BP4

‘ ENG1.8P2 H ENG1.8P3 ‘ ‘ ENG1.BP4 H ENG1.BPS | Figure 2. Human-Readable Visualisation

In this representation, it was decided to use the f
process ID to help users distinguish between pmestiof
different processes when the graph is used to septea
relationship between multiple processes.

. The nature of the dependencies between the base
practices usually stems from the need of infornmatmpass
from one base practice to another. For this reasom,
dependency graphs designed during this work werdyzed

Tevorars | [ novsrs | to replicate the information flow between the basactices.

B. Structured representation

In addition to the visual representation, it wasessary
to produce a machine readable format that couldides
during the production of the roadmaps to identiflybase
ctices necessary to meet those required bytahdards.

It was decided to use a custom XML schema to reptes
the links as most languages provide support fodinggin
XML files. An example process is presented below.

ENG1.BP6

ENG2.BP1
ENG2.BP3

‘ ENG2.BP2 | ‘ ENG2.BP4 ‘

Figure 1. Across Process Relationship

In order to answer the research questions posedaho
analysis of the Medi SPICE PAM was performed. Theeb -
practices in each process were examined and trPe
relationships between the practices were determifibe
identified relationships were then independentlydated by
the authors of Medi SPICE. The identified relattips were
represented using both a human readable (graphical)
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<process title="Acquisition Preparation"”

id="AGR1A">
<basePractice
id="AGR1A.BP1">Establish the
need</basePractice>
<basePractice id="AGR1A.BP2">Define
the requirement</basePractice>
<basePractice id="AGR1A.BP3">Review
Requirements</basePractice>
<basePractice id="AGR1A.BP4">Develop
Acquisition strategy</basePractice>
<basePractice id="AGR1A.BP5">Define
selection criteria</basePractice>
<basePractice
id="AGR1A.BP6">Communicate the
need</basePractice>

<InProcessLink PID="AGR1A.BP2"
dependantOn="AGR1A.BP1"/>
<InProcessLink PID="AGR1A.BP3"
dependantOn="AGR1A.BP2"/>
<InProcesslLink PID="AGR1A.BP4"
dependantOn="AGR1A.BP3"/>
<InProcesslLink PID="AGR1A.BP5"
dependantOn="AGR1A.BP4"/>
<InProcesslLink PID="AGR1A.BP6"
dependantOn="AGR1A.BP5"/>
<ExProcessLink PID="AGR1A.BP5"
DependantOn="AGR1B.BP1"
type="equivalent"/>

</process>

In some cases, a sub process is used to implentergea
practice in another process. For exampléR1.BP3defines
the practice “Select Supplier” while sub proceésRG1B
defines the base practices that should be useléztsa
supplier, as illustrated in Fig. 3. This type oidiis known as
breakdownas this type of link breaks down one practice into
multiple base practices.

AGRL1.BP1
AGR1.BP2

AGRL.BP3
AGR1.BP4

‘ AGR1.BP6 ‘

AGRI1B.BP1
AGRI1B.BP2

AGRI1B.BP3

AGRI1B.BP4

‘ AGRL.BPS ‘

AGRL.BP7

Figure 3. Between Process Link of typreakdown

In addition, some practices are semantically edemntao
practices in other process areas. For exany@1A.BPSs
to “Define the selection criteria” whildRG1B.BP1states
“Establish supplier selection criteria”. Althoughhet
terminology is different between the two practicée
underlying meaning is the same. This is depictegign4. In
this type of relationship, the type attribute igegi a value of

Each process is comprised of four tags; <Process/aquivalent.

<BasePractice/>, <InProcessLink>, and <ExProce&siin

The <Process> tag represents a process in the SRIGE
framework and includes two attributes; the title thie
process and the ID used to identify the proceshinvithe
Medi SPICE framework. All other tags are nestedinithe
<Process/> tag.

The <BasePractice/> tag is used to represent tee ba ‘

practices within the process. There are betweemds3 18
base practices within each process. Each baseicgrast
comprised of an ID and the title of the practice.

The <InProcessLink/> tag represents a link between
practices within a single process. The tag contains
attributes; the first attribute identifies the giee which is
dependent upon another practice and is given thibuae
namePID while the second attribute identifies the practice
which is depended upon, knowndependantOn.

The final tag is used to represent external lifikss tag,
titted <ExProcessLink/>,contains three attributes. The first

two attributes are the same as those used withen th

<InProcessLink/>; PID and dependantOnwhile the third
attribute, titledtype, denotes the class of link that exists

AGRIA.BP1
AGRI1A.BP2
4 AGR1B.BP1
AGRIA.BP3 T
AGRIB.BP2
AGRIA.BP4 I
rcrinees K AGRI1B.BP3
AGRIABPG AGRIB.EP4

Figure 4. Between Process Link of tygguivalent

The value given to the type attribute in the fioklss of

between the practices. A detailed examination ifiedt

three types of links within the Medi SPICE framelwor

breakdownequivalent anddependent
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relationship isdependantin this case, a base practice must
be performed before a subsequent base practicebean
implemented. For example, the stakeholder requinésne
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should be establishgdENG1.BP7)before the establishment
of the system requirementENG2.BP2),as illustrated in
Fig. 1.

VI.  USING THE DEPENDENCY GRAPH

The next phase of this work will be to identify thase
practices that are necessary to fulfil the requiets of
multiple medical device software development retjpites

activities will be placed in the third phase of tlimdmap,
the On-Going activities phase. Examples of thigetyf
activity are quality assurance activities, risk emssnent
activities and problem resolution activities.

In addition, this phase also includes an optiomat@ss
that may be required during the development of dicaé
device software system, namely, Acquisition. It miag
necessary for a medical device software organisat®

and standards such as 1SO 13485 and ISO 14971e Thegcquire components that will be used in the produce

standards define the requirements that are negegear
secure regulatory approval in order to sell mediesices.

Before a medical device can be marketed in theitJS,
may be required to first secure premarket appréreah the
FDA. To assist medical device organisations the Hi2&e
produced a document entitled “Guidance for the eminof
Premarket Submissions for Software Contained in itb&d
Devices” in which they outline what is requiredarder to
prepare a premarket submission.

In this document, the FDA state that an organisatioist
implement a QMS in order to sell their devices loa tarket
in the US. This requirement is also necessarydlmsswithin
the EU. The International Organization for Stangstibn
(ISO) have produced the International standSd 13485 —
Medical devices - Quality management systems
Requirements for regulatory purposeghich details the
requirements for a QMS. The FDA has produced alaimi
regulation, but have said, recently, that QMSs d@np
with the ISO 13485 would also be acceptable.

In order to assist organisations to implement alityua
management system, the base practices necesdgalfyl the
requirements of the ISO 13485 will be identifiedotgh a
thorough examination of the standard. Subsequehtigugh
the use of the dependency graph, described abdhe,

medical device software. To assist these orgaonisatithe
roadmap will include an optional process that gilide the
organisation through the acquisition of the neagssa
components.

When the practices have been assigned to eacheof th
three groups described above, they will then bedsvided
into steps that will allow the organisation to implent them
in a sequential manner.

The dependency graphs described in this paperpiayl
an important role in validating the proposed roagsndn
addition to identifying necessary practices, thpemelency
graphs will also help to ensure that the activite®
performed in the correct order. Using the machesdable
format, each practice in a step will be validate@nsure that
it does not depend on a step that is performedabsequent
step.

VIl. CONCLUSION

Medical device software is required to be developed
maintained through following high quality processksing
the construction and distribution of the softwdbepending
upon the region in which the software is to be saidal
regulations must be adhered to in order to secppeosal
for sale. The Medi SPICE framework has been deeeldp

supporting base practices necessary to implemeat thassist medical device software organisations imgprthe

identified base practices will be identified.

Using these base practices,
improvement roadmap will be developed that willdguan
organisation through the implementation of a QM8&cHeof
the base practices will be grouped into one ofettpleases;
Planning phase, SDLC phase and On-Going activitiese.

The planning phase occurs at the beginning of acaled
device software development project. During thiagghthe
organisation will define the lifecycle that will hesed during
the project and define strategies for a numberctitvides
performed during the development of the medicaliatev
software. This phase will also include the deifimitof the
guality objectives and the assignment of respolitgikfor
the QMS to a member of the management team.

quality of their processes.

a software process This work complements the Medi SPICE framework

through the development of a series of SPI roadntiagts
medical device organisations can use to guide tudtware

improvement activities. An important first stepthis work

has been the identification of the relationshipat thxist

between base practices within the Medi SPICE fraonkw
These relationships have been modelled in botmzahwand
machine readable format allowing for quick analydithese
relationships during the creation of the roadmaps.
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