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Abstract-Terminal virtualization focuses on applying Information
Technology (IT) virtualization technology to the teminals to
realize the full or parts of terminal functions exension or
migration to other devices on the network, such asesource
reducing, information sharing, data synchronization etc. It is
becoming increasingly clear that more and more feates of
terminal virtualization and mobile computing on the edge will be
used in practice. However, some issues are raisedtlwterminal
virtualization, such as security, privacy, Qualityof Service (QoS),
efficient  transmission,  computation/functions  offl@ding
management, etc. In this paper, after analyzing ab@® issues, a
mobile terminal virtualization framework is proposed and
considered to be implemented in terminal Operatingystem (OS)
and transparent to users.
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. INTRODUCTION

With the explosive growth of mobile terminals inceat
years, user preferences have shifted from traditiocell
phones and laptops to smartphones and tabletscémt years,
there are abundant applications in various categpsuch as
entertainment, health, games, business, social onlitvg,
travel and news, running at mobile terminals. Thiedbn of
computation on the terminals has been raised sapiai more
functions and sensors are required to be appliedhéon.
Mobile cloud computing and terminal virtualizatioare
proposed to handle these issues, which are alpi@tide tools
to the user when and where it is needed irrespedfvuser
movement, hence supporting location independermateed,
“mobility” is one of the characteristics of a pesixge
computing environment where the user is able tdilcoa ones
work seamlessly regardless of the movement.

Advances in the portability and capability of mebil
terminals, together with widespread Long Term Etiotu
(LTE) networks and WiFi access, have brought richbite
application experiences to end users. Undoubteatgbile
broadband terminals, such as smart phones, tablgtless
dongles and some data-intensive apps have beetpanential
increase in mobile Internet Protocol (IP) data esadich will
used up the mobile bandwidth. The demand for utnqsi
access to a wealth of media content and servicksantinue
to increase, as indicated in a report by Ciscotfild Compound
Average Growth Rate (CAGR) of global IP trafficinamobile
terminals is 61% from 2013 to 2018, which is trifl&GR
from fixed Internet.
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In addition, the resource-constrained mobile teatsin
especially with limited battery life, have been arier to the
improvements of mobile applications and servicebil&hew
smart phones with bigger screens, faster Centratd3sing
Units (CPUs), and larger storage are launched roaaity, and
the bandwidth of wireless networks has increasedltads of
times in just a few years, the development of biadgehas
lagged far behind the development of other compisnén
mobile terminals. In fact, faster CPUs, larger Higp and
multimedia applications consume more battery enefigye
limitations of computation resources and sensoes @her
stumbling blocks for services development. Mobileud
computing and terminal virtualization can help ésalve this
issue.

Mobile cloud computing and terminal virtualizatidrave
been the leading technology trends in recent yedte
increasing usage of mobile computing is evidenthimm study
by Juniper Research, which states that the conswandr
enterprise market for cloud-based mobile applicatias
expected to rise to $9.5 billion by 2014 [2]. Mebicloud
computing/terminal virtualization is introduced tesolve the
conflicts mentioned above, in which the cloud ssras a
powerful complement to resource-constrained madbileinals.
Rather than executing all computational and dateraifpns
locally, mobile cloud computing/terminal virtualtzan takes
advantage of the abundant resources in cloud phasfato
gather, store, and process data for mobile tersinsllany
popular mobile applications have actually employ&dud
computing to provide enhanced services. More intiowa
cloud-based mobile applications like healthcareitoang and
massively multiplayer online mobile games are alsaler
development.

The objective of the paper is to introduce the ephof
terminal virtualization and study the related issaad research
status. On this basis, a proposal terminal virzadlbn
framework is finally presented.

This paper is organized as follows. In Section 2 w
introduce
virtualization. In Section 3, capabilities and ftions extension
are analyzed. In Section 4, a terminal virtualatiramework
for mobile networks is presented. Some implemeniasges
about this framework are discussed in Section halk,
Section 6 summarizes the conclusions.

Il.  TERMINAL VIRTUALIZATION

Terminal virtualization helps to relief the locaspurce-
constrained problem through offloading some tasksthe
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cloud and utilizing capabilities and functions lire tcloud. First,
the scope of terminal virtualization needs to lzeified.

A. The scope of terminal virtualization

From the points of view of virtualization, mobildoad
computing can be as a kind of terminal virtualizatscenario.
There are two scenarios as following:

¢ Full Virtualization Scenario

The requirement for full terminal virtualization mby
comes from some enterprises. In these enterpesegloyees
are buying their own terminals and want to conrtecthe
enterprise network so that they can do their woitk \greater
flexibility. However, the employees also don’'t waatgive up
user experience and freedom at the cost of coniplercurity
policies. In order to achieve this goal, terminiatualization is
becoming a very attractive choice because it offiersbility
and addresses the concerns over privacy of persatewhile
also delivering the security requirements of theegamise. On
the other side of the ecosystem, the terminal nsaleerd
carriers will benefit from terminal virtualizatiobecause they
are able to more easily replicate the featuresddanvarious
terminals and also deliver more features at a l@ost.

Full terminal virtualization is not an ordinary srha for
public mobile customers. In general way, the teahia sold
with a pre-determined OS and customers can use€csesrv
based on this OS.

« Partial Virtualization Scenario

Broadly speaking, mobile cloud computing can bews
kind of partial terminal virtualization, a part derminal
computation powers and functions can be virtualired the
remote networked cloud. Terminals can get localegrpce
through running remote apps or some informatioratied in
the remote cloud.

This scenario is more practiced and popular in ges
Some applications employ this method to add extendi
functions or improve user experience. Even clousngh
appears and is deeply merged with networking sesvior user
convenience. In this paper, we mainly focus on plagtial
virtualization scenatrio.

B. Driversand Benefits of Terminal Virtualization

Terminal virtualization facilitated the fusion of ofile
terminal and cloud service that provides a platfammerein
some computing, storing and data abstraction tasies
performed by the cloud and mobile terminal simpdgls an
access to them. Following shows the drivers andefitenof
terminal virtualization:

e Limitless Storage Space

Now, instead of memory cards for more space, thadl
storage can provide limitless space for applicati@ven with
the help of terminal virtualization framework/middiare they
don’t need to care about the location of the strag
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* Improved Processing Facility

The price of a mobile terminal is largely dependemtits
CPU’s speed and performance. With the help of teami
virtualization, all the extensive and complex pssieg is done
at the cloud level. The vital computations, endgmptand
decryption, everything can be handled by the clthateby
enhancing the mobile terminal’s performance.

e Save Radio Access Network (RAN)/Access Bandwidth

& Resources

With the tremendous increase
consumers and user’s throughput, RAN/access ressinave
become more valuable than before. When some fursctod
computation tasks are offloaded into cloud, thelteésstead of
the original metrical is sent to the terminal, ke RAN/access
bandwidth can be saved for other use.

» Enhanced Battery Life

Terminal virtualization lends a very strong helpimand to
battery life of terminals. With most of the prodegshandled
by the cloud, the battery life is enhanced, thenetaking the
most optimum use of the remaining recharge cycles.

* Improved User Experience

The above mentioned features will improve the eselu
experience substantially, especially the experiénoa low-
end terminals.

*  Economic Factors

For the consumers, terminal virtualization can gprsome
new functions and improved capabilities to the tddminal
without spending one penny. For operators, the fiisrmme
from saved network resources and flexible serviggla/ment
by terminal virtualization.

» Reserving for Upcoming Technologies

Terminal virtualization is adapt with the tremendquace
of developing technology and works most efficientligh the
upgrades. Through separating the implementatiom fthe
function body, upcoming technologies can be easybédo
introduced to the terminals.

C. Challenges

In this section, we discuss that the issues hatebaen
sufficiently solved in terminal virtualization.

* Energy-efficient Transmission

Wireless networks are stochastic in nature: noy dhé
availability and network capacity of access poiisy from
place to place, but the downlink and uplink bandiwidlso
fluctuates due to weather, building/geographicaieldhb,
terminal mobility, and so on. Measurement stud&sshow
that the energy consumption for transmitting adizenount of
data is inversely proportional to the availabledwidth.

Computation/Data offloading can save energy onheiivy
computation is needed and a relatively small amafirdata
has to be transferred. Energy efficiency can bestambially
improved if the cloud stores the data requiredcfumputation,
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reducing data transmission overhead. Bandwidtltation and
admission control mechanisms in cellular base mtatiand
access points may guarantee network connectivity ¢ertain
extent, but cannot eliminate the stochastic natfraireless
links. An alternative approach is to dynamicallyjusd

application partitioning between the cloud and rebi

terminals according to network conditions, althouighis
challenging to quickly and accurately estimate ttetwork
connectivity with low overhead.

Energy-efficient transmission is also critical
exploiting the cloud to extend the capabilities mibbile
terminals. Frequent transmissions in bad connégtiwill

overly consume energy, making the extended cafiabili

unattractive, as battery life is always the topcasn of mobile
users. A solution called eTime [4] is to adaptvekize the
timing opportunity when network connectivity is gbto pre-
fetch frequently used data while deferring deldg+mt data.

e Security

There are several aspects of terminal virtualipasiecurity,
including antivirus, authentication, data protectiand digital
rights management. Security vulnerability can cassgous
problems, including property damage, cloud vendmmemic
loss, and user distrust. Since mobile terminals rasource-
constrained, locally executed antivirus software deardly
protect them from threats efficiently. A currenfwgimn is to
offload the threat detection functionality to thdoud.
Nevertheless, since a pure cloud antivirus relias ctoud
resources, it is difficult to deal with malware tlean block the
terminal’s Internet connection.

Besides, authentication is critical for access d¢osgive
information, such as bank accounts and confidefilésl. With
constrained text input on mobile terminals, usergdtto use
simple passwords, making mobile applications maitaerable
to authentication threats. To solve this issue,vCleb al. [5]
builds up an authorization platform where usersideatified
by their habits (e.g., calling patterns, locatiofoimation, and
web access). The platform routinely records usdratier
information. When a server receives an authorinatguest, it
redirects the request to an authorization engitéghwuses the
aggregated behavior information and an authoriagtigicy to
decide whether to accept the request or not.

e Privacy

Since mobile terminals are usually personal itepisacy
must be considered when leveraging the cloud tee sémd
process their confidential data remotely.

A secure data processing framework [6] can be ursed
terminal virtualization, in which critical data apgotected by
the unique encryption key generated from the useusted
authority and stored in an area isolated from tigip domain.
Even when storage is breached in the cloud, undmétb
parties including the cloud vendor cannot obtaia grivate
data.

Another particular privacy issue for mobile usessthe
leakage of personal location information in locatlmsed
services. To address the issue, a method callechtitm
cloaking” [7] makes user location data slightly mgse

Copyright (c) IARIA, 2015.  ISBN: 978-1-61208-404-6

when

before submitting them to the cloud. But the ingme data
sometimes cannot provide relevant or satisfactesults to
users in certain applications. Therefore, locatidoaking
should be adaptively tuned to balance the traddseffveen
privacy and result accuracy.

* Real-time Requirements and Service QoS

When terminal virtualization and mobile computinge a
applied, QoS will become more important. How to rgnéee
the related data or stream to be transmitted ir tigterminates
the services’ failure or success.

While different applications offer different functiality to
end users, the primary service Key Quality Indicat@QIs)
across the application’s customer facing servicentary for
end users of applications generally include seraiclability,
service latency, service reliability, service asiatty, service
throughput, and application specific service qualit
measurements.

Ill.  COMPUTATION OFFLOADING & FUNCTIONSEXTENSION

Terminal virtualization enables enhanced mobile
experiences that were previously impossible on uess
constrained and function-constrained mobile tertainklany
commercial mobile applications use the cloud tamdprabout
rich features. They usually employ a client-serframework
that consists of two parts, which run on the motgiteninal and
the cloud, respectively. Essentially, cloud compgtihelps
extend the capabilities and functions of mobilarieals in
some aspects.

A. Capabilities & Functions extension

Through terminal virtualization, the capabilitiesnda
functions can be reallocated between terminal doddc as
shown in the following examples:

e Computation-intensive Task

At present, many applications nowadays support
speech/picture/video recognition. The models faogaition
and high-quality synthesis must be trained withliatik of
samples in thousands of examples. This computattensive
task is infeasible on a mobile terminal and shdddffloaded
to the cloud.

» Remote Sensors/Inductors

Because of the limitation from terminal itself (leamd
model lacking some sensors or inductors) or otleeditions
(e.g., distance exceeding the maximum length ofkasi,
some services cannot work well. However, theseic=swcan
work through getting and storing related informatifrom
mobile cloud platform. From the terminal point aktw, its
functions are extended.

»  Application Portability

It allows for the rapid transfer of applicationshfeh may
occur on the fly), providing the freedom to optimiavithout
the constraints of the location and required resmurof the
virtual appliances. The precise but extensiblenité&in of the
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services provided by the application platform ig tkey to
ensuring application portability.

B. Computation offloading Decision

To overcome resource constraints on mobile termjral
general idea is to offload parts of resource-irtentasks to the
cloud (centralized server or other peers). Sinezaton in the
cloud is considerably faster than that on mobitenteals, it is
worth shipping code and data to the cloud and bagkolong
the battery life and speed up the application. Tfifkbading
procedure is illustrated in Fig. 1. Several techgi@s to realize
the runtime environment in the cloud, the majofedénces
between offloading techniques lie in the offloadimgjt and
partitioning strategies.

¢ Client=Server Communication Mechanism

In  the Client-Server  Communication,
communication is done across the mobile terminal eloud
server via protocols, such as Remote Procedures QRRPC),
Remote Method Invocation (RMI) and Sockets. BotiCRind
RMI have well supported APIs and are consideretlisthy
developers. However, offloading through these twethods
means that services need to have been pre-installdtie
participating terminals.

Spectra [8] and Chroma [9] are the examples efesys
that use pre-installed services reachable via R Gfftoad
computation. Hyrax [10] has been presented for réidd
smartphone applications which are distributed otterms of
data and computation based on Hadoop ported téiideoid
platform. Another framework based on Hadoop is gmésd by
in [11], for a virtual mobile cloud focusing onramon goals in
which mobile terminal are considered as resourcwigers.
Cuckoo [12] presents a system to offload mobilenieal
applications onto a cloud using a Java stub/prorgleh The
Mobile Message Passing Interface (MMPI) framewdf{ is a
mobile version of the standard Message Passingfdnte(MPI)
over Bluetooth where mobile terminals function aslofv
resource providers.
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Figure 1. The procedure of computation offloading
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*  Mobile Agent

Scavenger [14] is another framework that emplogsec
foraging using WiFi for connectivity, and uses ahil® code
approach to partition and distribute jobs. Usirsgfitmework,
it is possible for a mobile terminal to offload ¢me or more
agents and its tests show that running the apjaitabn
multiples in parallel is more efficient in terms pérformance.
However, the fault tolerance mechanism does natidgissed
and since its method is strictly about offloadingagents and
not sharing, it is not really dynamic. Also its age are all
desktops and it is unclear if Scavenger is too y¢éavun on
mobile phones.

* Virtualization/Virtual Machine (VM) Migration
The execution can't be stopped when transferring th

memory image of a VM from a source terminal to the
processdestination server [15]. In such a live migratitihe memory

pages of the VM are pre-copied without interrupting OS or
any of its applications, thereby providing a seaslmigration.
However, VM migration is somewhat time-consuming &me
workload could prove to be heavy for mobile terngna

VM migration is used by a majority of frameworks,
including Cloudlets [16], Maui [17], CloneCloud [[18and
MobiCloud [19]. Virtualization greatly reduces therden on
the programmer, since very little or no rewritirfgapplications
is required. However, full virtualization with auwm@atic
partitioning is unlikely to produce the same fineaiged
optimizations as that of hand coded applicatiori8joagh
rewriting each and every application for code @flois also
not practical. Maui actually does not rely on puviM
migration as done in CloneCloud and Cloudlets, lmgs a
combination of VM migration and programmatic péaotiing.
However, in cases where the mobile terminal usewiikin
range of an agent terminal for a few minutes, usifig
migration may prove to be too heavyweight, as isted out
by Kristensen [14] which uses mobile agents irtligf its
suitability in a dynamic mobile environment.

C. Applications

The following lists the current applications usitggminal
virtualization concept, from functions extension complex
computing tasks.

* Mobile Cloud Phone

Mobile cloud phone differs from other smart phoirethat
it doesn’t need to download and store apps ancenbwn the
phone; it instead accesses personal information rams
programs stored on remote network servers, vialthe.

YunOS 3.0 [20], developed by Alibaba, debuts odilyi
with cloud-based service for movie, taxi and otteservations
on October 20th, 2014. It comes with the brand sewice
Cloud Card, which runs entirely in the cloud anfixs the user
the option to select movie tickets, taxi serviced more.

* Cloud Storage and Video Adaption

Through terminal virtualization, some part of datiaich is
stored in the cloud instead of being stored ontéhminal can
be treated as local data. And video stored in cfgatform can
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be adapted to appropriate format and code streafittiimg for
the terminal when the terminal requests this video.

* Image and Natural Language Processing

For this kind of applications, the complex compiotajobs
which are difficult for local operating OS should bffloaded
to the cloud platform and the mobile terminal jbstds some
interface functions. Image and voice recognitioearsh,
adaption, natural language translation, and Atdfic
Intelligence (Al) machine conversation, etc., whimtlong to
this kind of applications, can be implemented omadow-end
phones with the help of computation offloading.

« Augmented Reality (AR)

Algorithms in augmented reality are mostly resouaoel
computation-intensive, posing challenges to resspoor
mobile devices. These applications can integrateptiwer of
the cloud to handle complex processing of augmereatity
tasks. Specifically, data streams of the sensorsa anobile
device can be directed to the cloud for processamgl the
processed data streams are then redirected béuk tievice. It
should be noted that AR applications demand lowniay to
provide a life-like experience.

IV. PROPOSEDFRAMEWORK FORMOBILE SERVICES

This section proposes a mobile terminal virtuaiorat
framework based-on mobile OS. The framework locatebe
middleware layer between OS kernel and applicatias
shown in Fig. 2.

A. Theframework overview

The framework illustrated in Fig. 3 is composedfadir
processing modules: application virtualization nledu
computation virtualization module, storage virtmation
module and network virtualization module, and a agament
module.

In the framework, processing modules are in chafye
receiving and responding the callings from appiicet to OS.

Management module is used to manage the frameworkiom applications.

including security management, configuration manzgd,
network and cloud service monitoring, etc.

Apps Apps

Terminal Virtualization
Framework

0S Kernel

Figure 2. Hierarchical structure of the framework
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Application Virtualization Module

Computation Virtualization Module

Storage Virtualization Module

uonezilenuip
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Network Virtualization Module

Figure 3. The overview of the framework

B. Component Modules

As shown in Fig. 4, the processing modules are #ble
choose the best method to process the calling @diogpto the
current status of mobile network bandwidth, locagaurces,
terminals hardware limitation and remote cloud ueses.
Meanwhile, the framework provides local callingpesses to
the applications and shields the actual callingoases.

»  Application Virtualization Module

This module is in charge of processing the fungtion
extension of applications. When the applicationeases the
terminal’'s hardware, for example one kind of senghbis
module will check if it is available. If not, thimodule is
responsible for finding a same remote availablessem the
cloud to satisfy the application’s demand and mtiong the
response with the result from the remote sensorth®
application.

e Computation Virtualization Module

This module takes charge of monitoring the ternsnal
computation resource and analyzing the computatouest
When the computation resource is
constrained (for example, the CPU usage is mone 86&6) or
some applications with sophisticated computing poave run
(for example, virtual reality service, language qassing, etc.,
it can be configured in advanced), this module wifload
some computation tasks to the remote cloud sencpeovide
the processing result to the applications.

Application Virtualization | :
Module |~
" 7 Loc
% Computation g”_’a:!ﬁ
; GEn2
= emolte

Virtualization Module
Local " 1
; Remote . 0.

The functions of processing modules

Storage Virtualization
Module

Network Virtualization
Module

Figure 4.
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«  Storage Virtualization Module

This module is in charge of monitoring the termimal
storage resource and providing the remote cloucagtoto
applications. Through this module, the local agtlans can
use cloud storage providing by different Servicevitters
(SPs), such as Baidu, Tencent, Huawei, etc., asy wsilocal
storage. At the same time, this module monitorssgfeed and
status of the remote cloud storages and providebdit one to
applications.

*  Network Virtualization Module

This module is in charge of monitoring the termimal
network status and providing the best one or bidiifferent
network accesses to increase the data throughpatdicg to
the applications’ demand.

« Management Module

The management module is responsible for managieg t
framework.
we

independent tasks undefined in advance, virtual hinac
migration will be used.

To implement the security function in the managemen
module, the data communication between the termémal
cloud platform is encrypted. In addition, secufiiyction also
helps protect the terminal and remote resources foeing
abused by applications on the terminal.

VI. CONCLUSION ANDFUTURE WORK

In this paper, we analyze some aspects of curesntinal
virtualization, highlight the motivation for it, dnpresent its
functions,
virtualization has overlapped with other areashsas mobile
peer-to-peer computing, application partitioningd acontext-
aware computing, but it still has its own uniqueldnges.
These are still a long way to go in terminal vitizetion.

applications and some challenges. Taimin

Because more and more cloud resources can be made
available to the mobile terminal (via the mobileud facility),

proposed a terminal virtualization framework fapbile

The security function including network security dan gepyices. In this framework, four processing mosided one

resources security is an important function in thisdule.
Other management functions include all kinds offigpmation

management module are employed to handle the @sour
requests from apps and shield the details for agtwg<loud

management, for example, some resources and dfftpad geryices. In the future work, we consider compigtife

thresholds, and remote resource monitoring, formgite, all
kinds of cloud services, network status.

V. CONSIDERATIONS FORFRAMEWORK IMPLEMENTION o

We are implementing an early-phase prototype based-
Android OS according to the proposed framework. The
implemented modules include network virtualizatimmodule

and storage virtualization module, which are re#dsi easier to 2]
be implemented than other three modules in thedveork. (3]
The network virtualization module employed a metfi
to implement the network access independence, Xample,
[4]

using multiple access paths simultaneously, switghietween
access paths according to the current network @mvient, and
recovering the access path automatically. A locaixy in 5]
terminal and a remote proxy in network cooperate td
implement the functions of network virtualizatiorodule. And

the applications are able to automatically adaptdhange of [g)
network and not affected by it.
The storage virtualization module added online agjer 7]

services to the local storage as a directory, whiah be
accessed by the applications as a local one. WHeeditectory

is accessed, the storage Vvirtualization module will8]
automatically exchange the data with the onlineasgtes. Baidu

and Huawei online storage services are currenppaied and
chosen by the module.

To implement application virtualization, some opieig
system calls to local hardware need to be inteeckm@nd
rewritten. The functions to access online hardwaspurce
will be added into the application virtualizatiorodule.

[10]
(11]

In the computation virtualization module, we plantake
different approaches according to the type of tadksr
example, for the tasks requiring sophisticated aging power
defined in advance, RPC/RMI method will be used; tfee

[12]
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prototype of this framework and analyzing its perfance.
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