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Abstract—The paper discusses a new approach to provide user 
tasks distribution in Grid systems using Petri nets unfolding. 
Branched Petri nets definition is proposed to describe Grid 
system security. Partial order method is applied to reduce size 
of Petri net model of Grid. Secure user tasks distribution 
method and system are suggested for automated security 
maintenance in the Grid. Solution of state explosion problem 
in branched Petri net model of Grid is proposed.  Implemented 
access control system and obtained experimental results 
demonstrate successful solution of data protection against 
insiders in Grid systems. 

Keywords-grid; information security; Petri net; unfoldings; 
tasks distribution 

I.  INTRODUCTION 
Implementation of security features in modern distributed 

computing systems, especially in Grid systems, which 
process confidential and restricted data, is accompanied by 
reduction of their scalability and parallelizability. It leads to 
preventing Grid systems from resource sharing thus turning 
it into a set of weakly bounded hosts. 

Growing number of security violations relative to Grid 
systems (e.g., CVE-2009-0046 incident in Sun GridEngine, 
CVE-2013-4039 in IBM WebSphere Extended Deployment 
Compute Grid) proves high importance of task aimed at 
protection of data being processed in the Grid with minimal 
loss of Grid functionality. 

Further, in Section 2 we consider existing works 
dedicated to solve this problem. Application of branching 
Petri nets to the Grid representation is provided in Section 3. 
Section 4 discusses the suggested solution of the state 
explosion problem basing on partial order method. In Section 
5, we propose secure user tasks distribution method and 
system. Section 6 reviews the work results. 

II. RELATED WORK 
Grid systems provide the availability of increased 

amounts of valuable computing and information resources. 
Such information systems heavily depend on the provision of 
high security level. Naqvi and Riguidel [1]  present a survey 
of the various Grid system threat models. 

Special hardware and software components are used to 
provide protection against denial of service attacks and the 
spread of malicious software in Grid systems. These 

components also called security managers include Intrusion 
Detection Systems (IDS), firewalls and antivirus agents [2]. 
There are also several works aimed at solving the problem of 
anomaly detection in distributed computing systems [3][4].  

Security managers are integrated with dedicated 
communication channels, which in the case of intrusion 
detection alerts are broadcast. After receiving such a 
notification, each host duplicates it to all resource providers 
being connected to it. As a result, all hosts isolate the 
problematic host. It thus prevents the possibility of attacks 
spreading in Grid systems. 

In addition, in some Grid systems, fuzzy trust logic is 
used [5]. Each host is initially labeled. This label shows the 
trust level assigned to it by other components of Grid system. 
If attack from that host is fixed, the trust level is decreased. 
While search for a suitable host for a user-defined task, the 
hosts with the highest trust level are chosen for running this 
task. 

In existing products, such as Grid Resource Allocation 
and Management (GRAM) in Globus Toolkit [6] and 
Community Authorization Service (CAS) in gLite [7], there 
are authentication and authorization mechanisms 
implemented to control user tasks access to Grid resources.  

Definition and realization of security policies in these 
solutions are based on a set of Virtual Organizations (VOs) 
and fixed states of the Grid [8]. They do not take into 
account high dynamics and access rights distribution at the 
level of user tasks. Therefore, it might cause unauthorized 
access to data being processed in the Grid.  

This paper refers to development of Grid system model, 
taking into account high dynamics of user tasks distribution, 
and suggests secure user tasks distribution method based on 
this model. In [9], an algorithmic behavior model of multi-
agent distributed system is proposed. This model is based on 
adaptive random graphs mathematical apparatus and takes 
into account sufficiently high frequency of the number of 
nodes and links between nodes changing. There is high 
frequency of node status and user tasks distribution between 
nodes in Grid systems that can be observed. Whereas to add 
or delete a node in the Grid, you must pass the verification 
procedure which means that the number of nodes in such 
distributed network changes quite rarely. 

In [10][11], an unfolding technique is formally described 
and applied to colored Petri nets to describe branching 
processes whose behavior close to the Grid. Branching 
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process is a Markov process [10] that models a population in 
which each individual in generation n produces some 
random number of individuals in generation n + 1. They 
propose a model of branching processes, suitable for 
describing the behavior of general Petri nets, without any 
finiteness or safeness assumption [11]. In this paper we 
extend the results of this work with reference to Grid systems 
security feature.  

III. GRID SYSTEMS MODELING 
Implementation of this approach involves the 

mathematical apparatus of functional colored Petri nets. A 
Grid system is described with Petri net N = (RP, T, F, M), 
where RP = {rp} is the finite set of vertices of graph which 
represents Grid nodes (hosts, resource providers, etc.), T = 
{ti} is a set of transitions between the vertices, F = RP × T ∪ 
T × RP is a set of arcs [12]. Markers {m} denote user tasks 
from J (i.e., requests for a particular type of Grid resource). 

Т-transition of Petri net (N, M0) or a simple transition is 
defined as a transition tij ∈ T, where mark M' directly 
accessible from mark M has the following form: M' = (m1, 
…, mi - 1, …, mj + 1, …, mn). Graphical model of T-
transition is presented in Fig. 1. 

 

 

Figure 1.  T-transition. 

F-transition of Petri net (N, M0) or branching is defined 
as a transition tijk ∈ T, where mark M' directly accessible 
from marking M has the following form: M' = (m1, …, mi - 
1, …, mj + 1, …, mk + 1, …, mn). Graph representation of F-
transition is provided in Fig. 2. 

 

 
Figure 2.  The graph representation of F-transition. 

 Let us define the branching Petri net as a subclass of 
colored functional Petri net. 

Definition 1. The branching Petri net is a colored 
functional unlimited Petri net which has only T- and F-
transitions. 

Any Grid system can be represented as a graph of 
branching Petri net. T-transition means the simple migration 
of user request from one node to another. There are no new 
markers appear in that case, which means that the summary 
marker counts taken before and after transition activation 
are the same.  

F-transition means situation when the computing power 
of multiple Grid nodes is required to cope with user task. 

The total count of markers is increased according to the 
number of nodes involved into user task processing. 

Any user task migration in the Grid keeps arcs 
multiplicity at the level of one. Taking into account specified 
definition, there are only T- and F-transitions can exist in the 
Grid. 

IV. SOLUTION OF STATE EXPLOSION PROBLEM 
While modeling such a high distributed systems as Grid 

systems number of states grows exponentially with an 
increase in the number of nodes. For example, an initial 
marking of any Petri net representing the Grid has the 
following form: M0 = (m1, …, mn). Each marker of this 
marking set assumes a value in the range of 0 to nA, where 
nA is a number of active nodes of Grid. Assume that there is 
no user task can be produced on any node before previous 
one would have been finished (nA ≤ n). Then the total 
number of states describing such Grid is nA

n (e.g., n = 1000, 
then power of states set is 103000). These problem is known 
as a state explosion problem. 

There is a partial order method implemented to solve 
this problem. Define the partial order on the set of markings 
of Petri net. Let M1 and M2 be the markings of Petri net (N, 
M0). Assume that M1 ≤ M2 being in a partial order 
relationship, if for every marker m of marking M1 situated in 
p position, there is a marker m' of marking M2 in the same 
position p, where m' is equal to or greater than m. 

M1 is less than M2 relatively to order ≤, if marking M1 
can be obtained from marking M2 by sequential markers 
removing from Petri net vertices. Using this fact as a basis, 
an inductive definition of minimal partial order can be done. 

Definition 2. Minimal partial order of marking M of 
Petri net is a natural number D such that for any marking M' 
being in partial order with M: M' ≤ M, there is no marker m' 
of marking M', where m' < D. 

Lemma 1. Minimal partial order of the branching Petri 
net marking is equal to 1. 

Proof. According to definition 1, the branching Petri net 
is unlimited. It means that it could be any number of 
markers (user tasks) at any position. At least one marker at 
the position is enough for transition to be triggered because 
of the multiplicity of branched Petri net. Therefore, 1 is a 
minimal natural number to which it is possible to decrease 
the amount of markers at every position of Petri net. 

Theorem 1. Any marking of the branched Petri net N 
reachable from marking M is also reachable from marking 
M' = (m'1, …, m'n), mi' = {0, 1} which is obtained from N by 
applying to it the partial order equal to 1. 

Proof. Consider the simple case when the branched Petri 
net is 2-limited. Common case can be proved in induction. 
For every m ∈ M : m ≤ 2. By the definition the branching 
Petri net consists of aggregate of T- and F-transitions. 
Consecutively, consider all possible ways of such Petri net 
fragment aggregation.  
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• T-transition—T-transition. Branched Petri net 
fragment of such kind has 1 of 2 forms, as shown in 
Fig. 3.  
 

 
Figure 3.  The branched Petri net fragment  

of T-transition—T-transition type. 

In that case, the amount of markers at each position can 
be arbitrarily large. Find the set of reachable states for each 
form of branched Petri net fragment, taking into account 
deterministic form of transition function which means that 
ceteris paribus transitions are triggered simultaneously. For 
simplicity we also agree that all markers have the same type. 

The fragment of Petri net illustrated in Fig. 3 generally 
has marking M1 = (a, b, c), where a, b, c — natural numbers, 
and has the following set of the states: R(M1) = {(k, l, m), 
(0, l, c), (k, 0, m), (k, l, 0), (k, 0, 0), (0, l, 0), (0, 0, m), (0, 0, 
0)}, where k, l, m — natural numbers and max(k, l, m) ≤ 
max(a, b, c).  

Apply net partial order relationship, where D = max(a, b, 
c) - 1. Then the resulting Petri net has marking M1' = (x, y, 
z), where x, y, z — natural numbers and max(x, y, z) = 
max(a, b, c) – 1. Therefore R(M1') = {(k', l', m'), (0, l', c'), 
(k', 0, m'), (k', l, 0), (k', 0, 0), (0, l, 0), (0, 0, m'), (0, 0, 0)}, 
where k', l', m' — natural numbers and max(k', l', m') ≤ 
max(x, y, z) ≤ max(a, b, c), i.е., R(M1) = R(M1'). 

Thereby in induction: R(M1) = R(M1') for ∀D ∈ N : M1' 
≤ M1. According to the Lemma 1 the minimal partial order 
of branching Petri net marking Dmin = 1. In addition ∀m' ∈ 
M' : m' = {0, 1}. Thus, we have M' = (m'1, …, m'n), mi' = {0, 
1}. 

• F-transition—F-transition. Branched Petri net 
fragment of such kind has 1 of 2 forms, as shown in 
Fig. 4. 
 

RP1

RP2

t1

RP3

RP4

t2 RP5

RP6t3

 
Figure 4.  The branched Petri net fragment  

of F-transition—F-transition type. 

The fragment of Petri net illustrated in Fig. 4, generally, 
has marking M2 = (a, b, c, d, e, f), where a, b, c, d, e, f — 
natural numbers and has the following set of reachable 

states R(M2) = {(k, l, m, n, o, p), (0, 0, 0, n, o, 0), (0, 0, 0, n, 
0, 0), (0, 0, 0, 0, o, 0), (0, 0, 0, 0, 0, p), (0, 0, 0, 0, 0, 0)}, 
where k, l, m, n, o, p — natural numbers and min(k, l, m) ≥ 
min(a, b, c, d, e, f). 

Apply partial order relationship, where D = min(a, b, c, 
d, e, f) + 1. Then, the resulting Petri net has marking M2' = 
(x, y, z, α, β, χ), where x, y, z, α, β, χ — natural numbers 
and min(x, y, z, α, β, χ) = min(a, b, c, d, e, f) + 1. Hence 
R(M2') = {(k', l', m', n', o', p'), (0, 0, 0, n', o', 0), (0, 0, 0, n', 0, 
0), (0, 0, 0, 0, o', 0), (0, 0, 0, 0, 0, p'), (0, 0, 0, 0, 0, 0)}, 
where k', l', m', n', o', p' — natural numbers and min(k', l', 
m', n', o', p') ≥ min(x, y, z, α, β, χ) ≥ min(a, b, c, d, e, f), i.е., 
R(M2) = R(M2'). 

Thereby in induction: R(M2) = R(M2') for ∀D ∈ N : M2' 
≤ M2. According to the Lemma 1 the minimal partial order 
of branching Petri net marking Dmin = 1. Thus, we have ∀m' 
∈ M' : M' = (m'1, …, m'n), mi' = {0, 1}. 

• F-transition—T-transition. Branched Petri net 
fragment of such kind has 1 of 2 forms, as shown in 
Fig. 5. 
 

 

Figure 5.  The branched Petri net fragment of  
F-transition—T-transition type. 

The fragment of Petri net illustrated in Fig. 5 is a 
composition of fragments illustrated in Figs. 3-4. Following 
the induction, we have R(M3) = R(M3') for ∀D ∈ N : M3' ≤ 
M3, where M3 — marking of specified Petri net fragment. 
Thus, we get ∀m' ∈ M' : M' = (m'1, …, m'n), mi' = {0, 1}.  

The provisions of this theorem allow to reduce a set of 
the states which describe the Grid from to nA

n  to 2n
. 

V. SECURE USER TASKS DISTRIBUTION  
Current security-based solutions referenced to describing 

and enforcement of security policies operate with a set of 
virtual organizations and fixed Grid states. These solutions 
do not take into account real access rights distribution at the 
level of user tasks running on Grid system nodes. They also 
miss the fact of high intensity of user tasks migration 
between such nodes. Thus, it leads to the possibility of 
unauthorized access to processed data. 

The proposed method of secure user tasks distribution is 
based on the solution of a reachability problem in terms of 
Petri net describing the Grid. There is a reachability graph 
suggested to create for the specified Petri net N= (RP, T, F, 
M) with initial marking M0 = (m1, …, mn), where vertices are 
the marking with minimum partial order equal to 1. 
According to the Theorem 1, that tree must be a finite one. 
Vertices of this graph form a set of states which the system 
may reach. For every state, a formalized transition function 
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is used to determine compliance with security policy 
constraints. Verification is performed by comparison of 
security policy requirements with the current state. 

As a result, there is the set of Grid nodes user tasks, 
transmission to which is permitted by security policy rules. 
After that, the rules of user tasks distribution are transmitted 
to such nodes (Fig. 6). 
 

 
Figure 6.  Secure user tasks distribution scheme 

The secure user tasks distribution system is proposed and 
its effectiveness estimation shown. Total time required to 
process some user task in the Grid includes a time of user 
task processing by n nodes, time of data transmission 
between n nodes and time required to define permitted task 
distribution according to the discussed method. 

 T = tp + tm + ts,       (1) (1) 

According to (1), tp is a time of user task processing by n 
nodes; tm is a time of data transmission between n nodes; ts is 
a time required to define permitted task distribution 
according to the discussed method. 
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According to (2), k1 is a total time of user task processing 
by single node; k2 is a portion of the task that cannot be 
parallelized (it remains serial). 
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According to (3), k3 is an amount of data required for 
user task processing being transported to each Grid node; k4 
is a data rate; k5 is a number of operations required for Grid 
state verification that is being represented by the 
reachability tree of branched Petri net; k6  is a computing 
power of node. 

Relative reduction in time costs required for processing 
of restricted information in Grid system is calculated as a 
division of time required to process user task with proposed 
method and without it. 
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 (4) 

In (4), c is a number of restricted data classification 
categories being processed in the Grid; d is a number of 
iterations used to perform the specified task. 

Typical user tasks in complex distributed analytical 
systems which use Grid software to perform processing of 
huge amount of data (e.g., CERN [8]) have the following 
parameters: k1 ≈ 1 hour, k2 ≈ 20%, k3 ≈ 512KB, k4 ≈ 100 
Mb/sec, k5 ≈ 102 oper, k6 ≈ 4 * 1010 oper/sec, n ≈ 2000, с = 
5 (sample).  Experimental results for Grid sample with such 
characteristics are shown in Fig. 7. As one can see, Grid 
system with integrated proposed access security subsystem 
requires significantly less time to process user tasks than 
Grid system with organizational measures aimed to divide 
the Grid in isolated segments to prevent restricted data 
leaks.  Experiments have been performed on a laboratory 
stand included of 300 compute nodes, which are virtual 
machines of multiprocessor computer running on Xen 
Cloud Platform [13]. Software infrastructure is based on 
Globus Toolkit 5 [6].  

Implementation of secure user tasks distribution system 
in the Grid allows us to protect data from user privilege 
escalation, simultaneously reduce the time expenses 
associated with the security assessment and increase the 
productivity of Grids which processes classified data. 

 

VI. CONCLUSION AND FUTURE WORK 
The new approach of Grid systems modeling based on 

mathematical apparatus of Petri nets is proposed. Subclass of 
colored Petri nets called ‘branched Petri nets’ is used to 
represent behavior of the Grid. Extremely large size of 
models representing real high distributed systems causes 
problem known as state explosion. Partial order method is 
applied to branched Petri net to solve it.  

Proposed secure user tasks distribution method based on 
technique of reachability tree construction and subsequent 
security verification of obtained tree nodes. Implemented 
access control system provides successful solution of data 
protection against attacks based on user privilege escalation 
technique. 

Future work of proposed solution involves access control 
system integration to most popular Grid software 
infrastructures. Different types of authorization techniques 
also must be taken into account. 
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Figure 7.  Secure user tasks distribution system experimental results. 
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