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Abstract— This paper describes a semantic-based technique for 
intelligent data processing and cognitive analysis. The described 
methods are used to create knowledge extraction procedures, 
which apply the semantic content and meaning for data 
handling. Such methods are designed for efficient data 
management and protection in cloud environment. 
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I.  INTRODUCTION 
Modern security protocols very often use semantic content 

description of secured data and involve it in creation of 
security algorithms. Such methods were proposed in the new 
area of cognitive cryptography in [1][2]. In such methods the 
semantic content should be evaluated and applied in the 
security protocol, which finally results in the encrypted data 
being dependent on its semantic meaning. Such protocols 
define an important extension of traditional security 
procedures, which usually do not make any connection 
between semantic content and final encryption results.  

Similar connections to the ones mentioned in the previous 
paragraph between semantic content and protocols can be 
implemented in data management techniques as well. Such 
techniques will be described in following sections, in which 
we will define semantic-based secure data management 
approaches. The main idea of such procedures is to create a 
new class of strategic data management procedures oriented 
for information splitting and distribution in complex, 
hierarchical management structures. Information splitting and 
distribution will be strongly dependent on the content of 
shared data [3]-[5]. The main action of such techniques will 
be connected with a semantic content evaluation, which will 
provide the data feature vector. Feature parameters from this 
vector will be used in the information division task. 

The rest of the paper is structured as follows. In Section II, 
we present the concept of data management using semantic 
information. In Section III, we mention some applications of 
management protocols. We conclude the paper in Section IV. 

 

II. DATA MANAGEMENT USING SEMANTIC 
INFORMATION 

In order to define semantic-based management 
algorithms, it is necessary to introduce two different types of 
protocols. The first type of protocols includes techniques 
which allow to evaluate the semantic content of encrypted 

information. The second type of protocols contains efficient 
data division protocols which allow to share secret data into a 
particular number of parts, which can then be distributed 
among users in management procedures. In such techniques, 
the distribution of secret parts should be connected with the 
content and implemented with the application of semantic 
parameters extracted at the beginning of the procedures. 

For extraction of semantic description, we can use the 
cognitive information systems defined in [1][6]. In the past, 
several different classes of cognitive procedures were defined, 
which focused on the evaluation of different types of data, 
from visual patterns, to economical or secret data. 

Cognitive systems are aimed at extracting the semantic 
content from analyzed data and evaluating some important 
knowledge which is present in the data. Very often, this 
requires extensive analysis, including the application of 
advanced Artificial Intelligence (AI), or cognitive resonance 
procedures. As a result of cognitive analysis, it is possible to 
build a data record which contains the semantic description of 
the analyzed information. Such semantic record can contain a 
large number of parameters describing different global or 
local features. Depending on the goal of the information 
splitting in management procedures, it is possible to select the 
most important parameters from this information, which can 
then be applied to perform the data splitting and distribution 
tasks in an efficient and secure manner. 

When we select several semantic features, we can 
implement them using a division and management protocol. 
To perform such task, first, it is necessary to select a data 
sharing technique [3][5] and apply it for complex hierarchical 
management structures. To do this, it is necessary to 
determine the number of levels and layers in the hierarchical 
structure, as well as the number of participants at each level. 
Having selected the parameters and having evaluated the 
semantic features of the divided information, we can start the 
division procedures with the following input parameters: 

• semantic factors, 
• defined numbers of layers and participants, 
• secret information that needs to be splitted, 
• starting parameters for sharing procedures. 

 
After finishing secret data division sequences, we obtain a 

particular number of secret parts, which can then be 
distributed to each level in the hierarchical structure. 
Distribution can be done in different ways depending on the 
number of persons and the access privileges. We can consider 
a specially defined distribution topology for the obtained 
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secret parts, which can be placed in an irregular manner over 
different levels in the hierarchical structure. 

 

III. APPLICATION OF MANAGEMENT PROTOCOLS 
The defined semantic-based sharing and management 

procedures have several possible areas of application. Such 
techniques extend classical management procedures towards 
including semantic content. Such techniques are dependent on 
features, and the information can be splitted and distributed in 
different ways. The possibilities of selection of semantic 
parameters introduce an additional security level because the 
whole protocol allows to reconstruct the original data only in 
the situation when the input parameters are known. The 
knowledge about the procedure will not be enough to perform 
unauthorized data reconstruction from the generated parts. 

The security feature allows to apply these types of 
protocols in different management or security areas. In 
particular, they may be applied in secure and trusted data 
management in distributed systems, like cloud structures 
[7][8]. It can be also implemented in distant services 
management, as well as secure data storage and distribution. 
Performing analytics tasks with the application of semantic 
feature on the analyzed data makes such protocols also 
applicable in predictive analysis towards prognosis of user 
trends or behaviors [9][10]. 

 

IV. CONCLUSIONS 
In this paper, we described a new idea of creation and 

application of semantic-based protocols in security areas. 
Such methods can be used in a broad range of management 
activities, especially connected with secret data division in 
complex and distributed structures. The main idea of such 
protocols lays in the extraction of the semantic meaning of 
encrypted data and the application of such information in 
security protocols. The extraction of semantic meaning can be 
done with the application of cognitive information systems, 
and the extracted features can decide about the way of 
information encoding and distribution. Such techniques can 
be widely applied in cloud computing and distributed services 
management, as well as secure data distribution in complex 
structures. Such methods enrich traditional management 
approaches and have influence in the creation of new security 
protocols in cognitive cryptography [1][11]. 
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