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Abstract—In this paper, a new methodology of linguistic
threshold schemes application for secure information
distribution and management in Cloud Computing will be
presented. Linguistic threshold schemes were proposed as
extension protocols dedicated for secure information splitting
and hierarchical management in different information
structures. Currently, Cloud Computing infrastructure offers
different resources and services virtualization and distribution,
so one of the promising solutions is application of linguistic
schemes for splitting of classified information or remote
application execution, based on personal accessing grants. The
essence of the presented approach is the application of a
personally defined formal language, which allows splitting and
securely managing strategic data in Cloud Computing. An
example of the application of linguistic threshold procedure
will also be presented.
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I. INTRODUCTION

One of the emerging problems in data and services
security is high level confidentiality and secrecy
management in Cloud Computing infrastructure. Security
management tasks related to distributed data shares have
been intensively developed for various communication
infrastructures [3][4][14][16][18]. In this contribution, we
will describe the most important aspect related to the use of
linguistic models for secrecy management thanks to the
creation of a new secure information management protocol.
Such new protocol will be based on mathematical linguistic
techniques applied for information sharing and encoding,
and called linguistic threshold schemes [13].

Mathematical linguistic formalisms have been proposed
for computer modeling of natural languages, but later, in
addition to such applications, other important areas of
application appeared. All possible areas of application of
such techniques cover:

Natural languages description and modeling;
Compiler construction;

Pattern classification [6];

Cognitive analysis [7][8].
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Recently, a new field for applying such techniques
appeared, and was connected with advanced algorithms for
information sharing [13][14][15]. The paper is organized as
follows: Section 2 presents the general idea of using
linguistic formalisms in creating threshold schemes. In
Section 3, we will present an illustrative example showing
how information may be divided using such procedures and
distributed in the cloud. In Section 4, some concluding
remarks will be presented.

II. LINGUISTIC APPROACH FOR DATA AND SERVICES
MANAGEMENT

Secure data and services distribution and management
are very challenging tasks. For this purpose, we will consider
the distributed approach, in which each node will execute
different information parts or store different service
resources. To distribute information in a hierarchical manner,
linguistic schemes may be applied [1][2][8][9].

The general methodology of such protocol is as follows:

e Data sharing schemes should be selected for a
particular infrastructure or information management
in the cloud;

e The secret data or strategic information should be
converted to the bit notation;

e A formal grammar should be introduced to define a
new linguistic representation;

e The linguistic representation is divided using the
threshold procedure;

e Secret parts may be distributed among different
instances in the cloud (Figure 1).

In such a procedure, the divided data or service
information [7] distributed over the cloud infrastructure may
have a different representation, e.g. in the form of bit blocks
with various length or in the form of small images, text
sequences, etc.

A procedure which allows generating secret parts of any
shared information may be realized in the following way:

e  Select appropriate classes of linguistic schemes used
for considered data sharing [11];
e Create a linguistic representation of shared data [10];
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e Define a grammar generating data shadows (secret
parts);

e Distribute generated parts of secret data between
different instances.
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Figure 1. Data or services distribution in Cloud Computing.

The most important feature of the presented protocol is
the possibility to use some personal information or encoding
keys for the divided information representation during the
encoding stage. This means that we can rely on using unique
digital sequences or approaches for encoding particular bits
or bit blocks of shared information [12][13].

&

[ Standard threshold scheme| Linguistic threshold scheme | About|

A generalized grammar capable of converting blocks of
information to a new representation, which constitutes the
shared secret at subsequent stages, can be found in [14].

An introduction for encoding grammar makes it quicker
to re-code the input representation of the shared information,
which will then be split among different authorized
instances. An example of generating data shares using this
approach is presented in Figure 2.

Such a procedure of information splitting in the Cloud
infrastructure allows distributing data which are not available
to all instances to be securely delivered to trusted instances.
The security features of secret splitting algorithms are due to
using cryptographic information encryption at the stage of
developing these secret parts. The specialized protocols
guarantee the security of the entire splitting process, namely,
information encryption, its splitting, and later, its
reconstruction [13].

III.

In this section, an example of encrypting and
reconstructing secret information will be presented. The
secret data will have the text form containing the title of this
paper, i.e., “Secure Information and Services Management in
the Cloud”.

This information can be shared in the way presented in
Figure 3, by using a linguistic threshold procedure.

This information may also be presented in a binary form,
with 5-bit long blocks marked. Bit blocks of this length will
then be coded using a defined grammar.

INFORMATION DISTRIBUTION IN THE CLOUD

Linguistic Extension = =

data for Cloud Computing

Mumber of chars:

24

Secret
Sequence of grammar rules

The lenght of bits blocks | 0110 0100 0110 0001 0111 010001100001 A | |07050702080507020301070707 1608030301050407 1307 16080607050301050407 1607 1408010806080507 100715070817 ~

3 4 5 |00100000011001100110 141101110010

0010 0000 0100 0011 0110 1100 0110 1114
011101010110 0100 0010 0000 0100 0011 v
2 4 6 8 10 12 14 16

HNumber of shadows

Number of required shadows 2 4 6 8 10 12 1 16

Prime Number  Generate
L £141207205988454430082200414343912852576-154153481364353492521343
Rabin - Miller test |

38992821433278422370 138626529946 15532435458433241020938908048737798787087 77287454707 205387 1624458 1490860230587804916053130084960316584378873341150721206099611723239932443554

Encode secret | Encode 1313,267819357064935977 110468258759259803329092075549530955927490078784430097 1549993270826 18 1637286894964 13333199994335693251 1229800678 12627 1619563213 108281017500 164079 [N
= '7113;24504 1385079737960 1765564 18483304795881 457457807224522: 17312971 34358446262905837848716681770261556637931218337967463052304646264642506
Coefficients 4193;314721481061071312514241791258209364293905992545019512640117073751223017306530040126394682412373536344712124349396604454210816994804108280198093923357 39946 71766162]
6099 78206049683 198724 72808805057 1272 S 7360241558; ¥ 84673964719161780616825519866045874531332299600 9107607205441278774 4 7113
>
Decode shadows Decode 070507020805070203010707071608030301050407 13071608060705030 1050407 1607 1408010806080507 100715070817

Revealed secret

Decodegrammar 1 2 3 4 5

0110010001100001011101000110000100100000011 A | |data for Cloud Computing ~
0011001101111011100100010000001000011011011
0001101111011101010110010000100000010000110 + v

Figure 2. An example of application of linguistic threshold procedure for shadow generation.
The length of bit blocks is equal to 4, and the shares are generated using a 3, 5-threshold approach.
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Thus, the bit representation of the secret takes the
following form (Figure 3(A)):

01010 01101 10010 10110 00110 11101 01011 10010 01100
10100 10000 00100 10010 11011 10011 00110 01101 11101 11001
00110 11010 11000 01011 10100 01101 00101 10111 10110 11100
01000 00011 00001 01101 11001 10010 00010 00000 10100 11011
00101 01110 01001 11011 00110 10010 11000 11011 00101 01110
01100 10000 00100 11010 11000 01011 01110 01100 00101 10011
10110 01010 11011 01011 00101 01101 11001 11010 00010 00000
11010 01011 01110 00100 00001 11010 00110 10000 11001 01001
00000 01000 01101 1011000110 1111011101 01011 00100

In order to encode such a digital sequence, a special
context-free grammar should be defined, which allows to
encode 5-bit block using terminal symbols [13].

From the security point of view, the grammar and the
length of terminal symbols remain secret, but known only to
the instances that generate and distribute secret parts. For the
obtained bit representation of the secret, and the defined
grammar, a syntactic analysis should be performed, which
will generate a new sequence containing the numbers of
grammar rules. Such grammar rules allow generating the bit
sequence using terminal and non-terminal symbols. This
sequence of production numbers has the following form
(Figure 3(B)). For our secret information, the sequence of
grammar rules has the following form:

111419230730121913211705192820071430260727251221140
624232909040214261903012128061510280719252806151317052
725121513062023112812061426270301271215050227071726100
1091423073130120533

Such new representation of the secret in the form of a
sequence of production numbers is the basis for further steps
of information sharing using the selected threshold

&) Linguistic Extension

Standard threshold scheme | Linguistic threshold scheme | About

Secure Information and Senvices Managementin the Cloud

01010 01101 10010 10110 00110 11101
1 2 3 4 s |010111001001100 10100 10000 00100
10010 11011 10011 00110 01101 11101
1100100110 11010 11000 01011 10100 v

2 4 6 8
Number of shadows

Number of required shadows 2 4 6 8

Secret
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| [111419230730121913211705192820071430260727251221140624232909040214261903012128061510280; 13170; 1 11281 12712150 A

algorithm. For this, a large prime number should be
generated (Figure 3(C)).

Then, we use the sharing algorithm to share the secret
using a (3, 6) threshold scheme. This means that 6 shares of
the secret are generated, but to reconstruct it again it will be
necessary to combine at least 3 freely selected shares (Figure
3(D)). For our example, the generated shadows are presented
in Figure 3(E).

The trusted instance which executes the secret procedure
can distribute the obtained shares among authorized persons
or instances.

The reconstruction of the original information distributed
between the authorized instances may be realized in the way
described below.

At the beginning, the selection of the necessary number
of secret shares must be performed. In our case, we collect at
least three shadows (Figure 3(E)), which allow
reconstructing the original input sequence, which is really
the sequence of production rules presented in Figure 3(F).

In the next step, the rules of the defined grammar should
be applied to the sequence obtained above and the
production numbers should be replaced with bit sequences
represented by these rules. This produces the previous binary
representation of the originally shared secret information.

The instance, which is necessary to restore the secret,
uses their knowledge of the grammar employed to encrypt
the information and converts the sequence of production
numbers obtained in the previous stage into a binary
representation of the secret presented in Figure 3(G).

At the end of the secret reconstruction process, the
managing instance reconstructs the final secret information
having the form of letters, digits or other characters using
information about the coding method in the given system.
This allows the original secret to be reconstructed as
presented in Figure 3(H).

- oEm
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Encode secret Encode
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0010100100000010000110110110001101111011101
0101100100 Vv

o
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3130120533 °

Revealed secret

Figure 3. Stages of secret sharing having textual form.
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At the same time, it is worth noting that if the required
number of shares of the divided information necessary to
restore it is not selected when restoring the secret, the use of
the threshold scheme will not generate the sequence of
production numbers of our grammar, but some nonsensical
information that cannot be converted into a meaningful text.

The linguistic threshold procedure is very universal and
may have many different applications. The main application
is related to intelligent secret data distribution in hierarchical
management structures [6][16][18]. In such management
models, at each level in the management pyramid, particular
secret data may be divided in different manners depending
on the level, number of trusted persons and accessing grants
to secret information.

Such protocols may also play an important role in secret
data distribution in cloud infrastructures. In such case,
storing different secret parts on different cloud servers will
affect for information confidentiality and security of
transmission over the distributed networks. Such features are
especially important in storing and managing a big data or
large information repositories. The efficiency of linguistic
threshold procedures was evaluated in [13].

Iv. CONCLUSION AND FUTURE WORK

We presented a new protocol for digital information
sharing and distribution in cloud infrastructure. In particular,
we proposed a new scheme for secret division and
distribution between trusted instances, based on linguistic
threshold procedures. The secret parts of the divided
information may be obtained using the linguistic threshold
procedure presented in this paper, which allows sharing data
using formal grammars in a more general way than in DNA
cryptography [11]. Such a method of information encoding
and sharing may define new areas in cryptography and
security called cognitive cryptography. The presented
approach seems to be very useful in efficient information
management in Cloud infrastructures [15][17].

The main difference between the presented linguistic
approach and classic encoding cryptographic procedures is
that our protocol is a high level sharing algorithm, allowing
the generation of secret parts using both traditional threshold
procedures as well as specially defined (by splitter or user)
grammar. This grammar allows controlling the sharing stage
in the manner defined by the splitter. The whole protocol is
secure and efficient in generating secret parts of information
[31[4][5]. The grammar may also influence the security level
in this protocol. If the grammar is more complex the
cryptanalysis will be more difficult because it will be
necessary to determine the larger number of applied
grammar rules.

The presented approach has also a great number of
possible application, especially in solving practical security
related and management problems. In particular, it is
dedicated to dividing secret or classified information and
distribute it in a secure manner between trusted parties. It
guarantees not only security and confidentiality of
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information, but also prevents against insider treats or
unauthorized access for strategic data stored in Cloud
Computing infrastructure or distributed architectures.
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