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Abstract—The secondary use of clinical data is crucial for
advancing medical research, yet it remains challenged by data frag-
mentation, privacy concerns, and limited availability. This paper
presents a data-trustee infrastructure designed to enable secure,
privacy-preserving access to retrospective medical data stored in
Hospital Information Systems (HIS). The infrastructure leverages
Fast Healthcare Interoperability Resources (FHIR) standards
to ensure interoperability and employs a modular pipeline. The
pipeline extracts, preprocesses, encrypts, and annotates the data in
the hospital and then stores data in a trustee repository. A central
component—the Study Specification Board—facilitates ethical
and formalized study planning, while a privacy-preserving, two-
phase search mechanism allows researchers to retrieve relevant
data without exposing sensitive information. A demonstrator
system has been implemented and successfully integrated with
an HIS, confirming the feasibility and practical applicability of
the approach. This work represents a significant step toward
operationalizing secure clinical data sharing aligned with EU-
GDPR and the goals of the European Health Data Space.

Keywords-medical research; data-trustee infrastructure; data
access; privacy; security.

I. INTRODUCTION

In recent years, Artificial Intelligence (AI) has brought
significant and disruptive changes across various sectors,
including healthcare [1]. However, in the medical field, the
integration of AI has so far achieved only limited success
[2]. This can be partially attributed to the substantial data
requirements for training effective AI models [1], which pose
a challenge in healthcare due to the sensitive nature of medical
data and associated privacy concerns. Additionally, technical
barriers persist: medical data are typically generated and stored
across numerous hospitals and private practices, resulting in
heterogeneous and fragmented data silos with inconsistent
formats and limited interoperability [3]. Serving the objectives
of the EU Data Strategy, the European Health Data Space strives
to unify these fragmented data silos, relying on technical and
semantic interoperability [4]. These data spaces would also

provide access to large and robust datasets, which are crucial
to train AI models [5].

The secondary use of clinical data is increasingly valued as
a vital tool for enhancing healthcare and advancing medical
research. Using clinical data for medical research offers several
key advantages. Since the data are already collected during
routine patient care, they are readily available, cost-effective,
and eliminate the need for additional patient involvement
or physical intervention. This real-world data enables large,
diverse sample sizes, making it especially valuable for studying
rare diseases [6]. However, secondary analysis of raw health
records poses significant challenges, as the data were initially
collected for clinical care rather than research. Researchers must
navigate fragmented databases, inconsistent representations of
clinical concepts, and changes in coding practices over time,
all of which complicate data access and preparation [7]. To
overcome these challenges and to ensure secure, trustworthy,
and legally compliant access to health data, the concept of data
trustees has been proposed [8]. Additionally, data trustees can
serve as data spaces as proposed by the European Union and
outlined above.

This paper introduces a secure data pipeline and a Data-
Trustee Infrastructure (DTI) designed to facilitate privacy-
compliant secondary use of medical data. Our approach enables
the controlled transfer of data from hospitals to researchers
through a data trustee, an intermediary that manages and
forwards data without having direct access to its contents.
Within our pipeline, medical data are collected and preprocessed
securely within the hospital’s internal infrastructure, then en-
crypted and stored in a central repository. Descriptive metadata
for each data entry are created to keep a general description
while storing the original data encrypted. Researchers may
access these data only for specific studies that have received
approval from an ethics committee. An automated process
translates the approved study’s data requirements into search
parameters and queries the describing data set. Access to the
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original, encrypted data and their corresponding keys is granted
only if the number of matching records exceeds a predefined
threshold, ensuring both data utility and privacy protection.

The remainder of the paper is structured as follows: Related
work in the fields of sharing and accessing medical data for
research is discussed in Section II. Section III details the
architecture of our DTI and the complete pipeline for data in
the system, as well as how researchers interact with it to access
data. A discussion of our work follows in Section IV, Section
V concludes the paper and outlines potential future work.

II. RELATED WORK

When sharing and using medical data for research, it is
important to balance the opportunity provided by data against
the individual’s right to control their own data [9]. With that in
mind, [10] presents a review of research on patient perspectives
regarding data sharing, covering their motivations, concerns,
privacy considerations, and conditions for sharing. Druedahl et
al. concluded that hearing patients’ voices is crucial for public
acceptance, inclusion, and equity in data sharing.

The German Medical Informatics Initiative (MII) [11]
established a decentralized, FHIR-based, federated research
data infrastructure based on local Data Integration Centers
(DIC) at university centers and partner locations, which extract,
pseudonymize, and harmonize clinical data using a modular
core dataset defined with international standards. Analyses
are performed either centrally—based on a harmonized Broad
Consent—or via federated learning, where containerized algo-
rithms are distributed to local sites (data-in-place approach).
The German Research Data Portal for Health (FDPG) serves as
a central entry point for researchers, offering metadata browsing,
feasibility queries, and cohort selection. Though different
research projects have already requested data through the
MII infrastructure, their data application process still requires
substantial manual rework and communication between DIC,
FDPG staff, and data requesters as described in [12]. Our
proposal minimizes the manual rework and communication
overhead by storing data centrally, reducing the number of
involved parties for data requests and a simplified and intuitive
data requirement description.

A data-trustee architecture for medical sleep research data
is presented in [13]. Their architecture enables secure, de-
centralized data sharing based on dynamic patient consent.
A key feature of their system is a standardized, FHIR-based
feasibility query that allows researchers to search for relevant
data before submitting formal access requests. Combined with
containerized analysis environments and tamper-proof logging,
the platform addresses legal, ethical, and technical challenges in
secondary data use. In addition to addressing these challenges,
our approach relies on a separate but centralized data storage
architecture, aiming to automate as many steps as possible.

The concept of data trusts or data trustees is discussed in
different works. While [14] argues for a variety of data trusts,
so that data subjects can choose the most suitable one, [15]
aims to answer the question “What are design features that
assist practitioners in the secure and sovereign selection process

of finding a data trustee in a data space?”. When designing data
trustee models, [16] identifies four ideal-typical archetypes for
data trustees in healthcare, namely data brokerage, processing,
aggregation, and custody trustees, which differ along their
defined meta-dimensions (1) Task & People, (2) Technology,
and (3) Structure.

In [17], the authors propose data trusts as a service using
blockchain, which they claim may enable transparent data shar-
ing between multiple stakeholders. To share electronic medical
records of the same patients between different hospitals, [18]
proposes a blockchain-based information system, MedBlock,
as an efficient and privacy-preserving scheme to share data
between hospitals. However, as [19] points out in their discus-
sion on leveraging blockchain for healthcare data management
systems, the integration of blockchain with healthcare systems
generates some challenges, such as interoperability, complexity,
or integration with existing systems.

Many works discuss the use of Electronic Health Records
(EHR) for medical research [7], [20]–[22]. For example, [20]
explored challenges and opportunities of sharing and reusing
EHR data for clinical research during the COVID-19 pandemic.
They highlight limited syntactic and semantic interoperability,
regional privacy regulations, and emerging data protectionism
as key barriers. To address privacy regulations and prevent
uncontrolled data use, they emphasize the role of a data steward
who enforces policies to support institutions in overseeing
data sharing both legally and comprehensively. To enable
retrospective analysis using EHR data, [7] presents a seven-step
data preparation workflow, ranging from obtaining an overview
of available data, over extracting relevant data, to implementing
a data processing pipeline. Although their work discusses
different issues regarding the access and preparation of data for
secondary use, it is based on the experience of a single hospital,
and the workflow would need potential adjustment for different
hospitals. Likewise, [21] proposes an automated framework to
transform clinical data into Findable, Accessible, Interoperable,
Reusable (FAIR) research data. The implementation targets
a maximum-care university hospital, yet, as in prior cases,
remains institution-specific and may require adaptation for
broader applicability. Similar to our approach, [22] proposes a
pipeline to convert EHR data into FHIR standard to support
AI research. Their workflow comprises five steps: querying
hospital databases, mapping data to FHIR, validating the output,
transferring it to a database, and exporting it in an AI-friendly
format. However, the authors do not address anonymization
or pseudonymization, and instead store all data in plain text
within a single database.

This work is an extension to [23]. The previous work focused
on the architecture design of the main DTI-components. In
contrast, this work focuses on the data flow through the pipeline
and the researchers’ interaction with the system, including the
components in the hospital’s and researcher’s network.
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Figure 1. Architecture of the Data-Trustee Infrastructure, as well as the components in the hospital network and the SSB. The arrows indicate data flow
between hospital systems, the data-trustee modules, the SSB, and researchers.

III. THE DATA PIPELINE THROUGH OUR DATA-TRUSTEE
INFRASTRUCTURE

The data pipeline through our data-trustee infrastructure,
whose architecture was first proposed in [23] and shown
in Figure 1, starts in a Hospital, where medical data are
created during patient care. These data are transformed into
the Health Level 7 Fast Healthcare Interoperability Resources
(HL7 FHIR) format by the HIS2FHIR module that sends data
to the Data-Provider Module. This module, still deployed in
the hospital’s local network, carries out further preprocessing,
i.e., splitting, encrypting, and annotating data entries. Split
data are sent to and stored in the three independent core
modules of the DTI. A Study Specification Board (SSB) helps
researchers to formally define study requirements, especially
cohort definitions. The SSB operates independently of the DTI
and is deployed externally. Though it supports the usage of the
DTI through the provision of Study Specification Documents
(SSDs), it can be used independently of our DTI. The created
SSD is used by the Data-User Module to carry out a two-
phase, three-party, privacy-preserving search. Upon successful
completion of this search, researchers obtain relevant data to
conduct their retrospective research.

Any interaction between participating units must be operated
on a legal basis, such as contracts and compliance.

A. Data Format and Metadata

At all stages of the DTI, medical data are stored and
processed in the HL7 FHIR format, the leading interoperability
standard for data exchange in healthcare [24]. The FHIR format
consists of different resources, like Patient or Encounter,
which contain the relevant information for the specific resource.
The Encounter resource stores information on the period,
type, class, status, and diagnoses of an encounter, while the
Patient resource contains demographic and identifying
information of a specific patient.

During a preprocessing step in our proposed pipeline,
medical data are split into data entries, each containing

one resource along with its corresponding information. Each
medical entry is annotated with descriptive information, referred
to as Metadata, which provide generalized and categorized
information about the original entry. Such data classification can
be the storage of an interpretation of a value, e.g., high blood
pressure taking factors such as age and sex into account, instead
of the actual numerical value. Generalization may involve
taxonomy generalizations such as truncating ICD-10 codes,
e.g., storing E10 instead of E10.1. These steps allow us to
encrypt the original medical data while maintaining a general
description of data in an unencrypted format.

B. Study Specification Board

The interaction of a researcher with the DTI is driven by
the need to efficiently access retrospective patient data. To
get access to those data, researchers first input information
about their planned study including their formalized study
parameters into the Study Specification Board (SSB). This
also includes a positive vote of an ethics committee on their
planned study, in accordance to European Union - General Data
Protection Regulation (EU-GDPR) Recital 33, which states
that sensitive data must be used in compliance with recognized
ethical standards. In addition, some national laws require ethics
approval before data access is granted.

The formalization of study parameters, previously suggested
in [25] and [26], aims to simplify the definition of cohorts,
which can then be used for the search of data in a given
database, and the subsequent publication of the study. The SSB
is designed to provide a user-friendly interface that does not
require knowledge of the FHIR format, but rather provides an
intuitive approach of data formalization as proposed in [25].
The formalization is based on metadata.

Once the study proposal and its ethics vote have been
evaluated in the SSB, the study is published on the SSB. Addi-
tionally, a Study Specification Document (SSD) is generated that
transforms formalized study parameters into a FHIR-compliant
format. The SSD forms the basis for delegating the search of
relevant data (cf. Section III-F).
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C. Hospital

Digital data recorded in a hospital are stored in the HIS as
part of the treatment. For secondary use of data, additional
consent is required, therefore Broad Consent [27] is used for
consent acquisition. This allows for the storage and secondary
use of patient data, without tying the consent to a specific study.
Patients are approached during discharge. This allows for the
consent process to be integrated into the existing workflow and
places the patient in a less stressful situation to consider data
donation. The consent document is machine-readable, enabling
automatic conversion into the FHIR format.

Once consent is given, a patient’s data can be extracted for
secondary use by the HIS2FHIR module. To standardize the
data, semantic mappings to established medical terminologies
are introduced. For example, laboratory values are mapped
to LOINC. Data themselves are collected on case level and
transformed into the FHIR format. It ensures syntactical
correctness and enables the merging of data from different
hospitals, although this procedure does not consider the
semantic correctness of the data. Regarding the secondary
use of data, completed cases ensure data consistency, since
they are not likely to change retrospectively. Therefore, only
discharged cases are considered. Every case of a patient within
a hospital, for which consent has been provided, is extracted.
In every subsequent export, only the most recent completed
case is extracted, minimizing the extracted data per export.
Extraction is scheduled, ensuring it occurs consistently at the
same daily time. The extracted data are further processed by
the Data-Provider Module.

D. Data-Provider Module

The Data-Provider Module (DPM) is the entry point to
the DTI for a hospital. It is uniquely configured for each
hospital, with its digital identity directly embedded, and
deployed in its local network. It receives medical data as
FHIR bundles from the HIS2FHIR module. These FHIR
bundles are split into demographic and medical data, and
the patient’s consent document. Demographic data (DDAT)
consist of information stored in the resource type Patient,
while medical data (MDAT) consist of resource types like
Encounter or Observation.

Data stored in the Patient resource are pseudonymized by
removing all direct identifiers; information such as the patient’s
gender, birth year, or their truncated postal code are kept. Each
patient is assigned a pseudonym to enable privacy-preserving
record linkage if new data of the same patient become available
[28]. Additionally, the patient resource is enriched with IDs
of each corresponding MDAT entry. In the consent document,
the identity of the patient is replaced by their pseudonym.

Each MDAT entry is encrypted (eMDAT) using a newly
created, unique Data Encryption Key (DEK). The DEK is a
symmetric key of a state-of-the-art cryptographic scheme. To
ensure searchability of encrypted medical data while aligning
with the formalized study parameters defined in the SSB, a
metadata record is created for each MDAT entry as described in
Section III-A. Thus, each eMDAT entry and its corresponding

metadata entry are assigned the same newly generated unique
identifier to ensure consistent linkage. Finally, the DPM sends
all documents to their corresponding DTI-core modules.

This preprocessing step is performed within the hospital’s
local network, yet inside the DTI. This enables a secure
split, encryption, and annotation of data prior to their storage
in dedicated and physically separated modules. The split is
essential for the privacy-preserving design of the DTI and data
are only merged again by the researcher.

E. DTI-Core Modules

The DTI at its core consists of three modules, the Manager
module, the Metadata module, and the Datastorage module.
The DTI operates under a strict separation-of-concerns model:
no single module has access to both patient identity and medical
content. This architectural principle ensures that sensitive
associations can only be reconstructed by the authorized
researcher within the Data-User Module. They primarily
function as independent storage modules with minimal business
logic. However, whenever a request is processed, all steps are
authorized, and all returned data are signed with a digital
signature of the respective module. This ensures authenticity
and integrity of results, particularly when they are forwarded
to other modules.

The Manager module consists of three different services,
each responsible for a different purpose. The identity service
stores patient pseudonyms together with their DDAT and MDAT
IDs, DEKs are stored in the key service, and the consent in the
consent service. The Manager module enables the search on
DDAT based on the given consent and returns all MDAT IDs
of patients that fit the search criteria, as further described in
Section III-F. After a successful search, the Manager module
also provides the corresponding DEKs for all found MDAT
IDs and issues a signed receipt of all downloadable eMDAT.

The Metadata module stores metadata provided by multiple
DPM and enables querying, allowing searches for relevant
metadata. Similarly, the Datastorage module stores eMDAT and
returns them for given IDs obtained by the search, provided
that the present signed receipt is verified as issued by the
Manager module.

F. Data-User Module

The Data-User Module (DUM) is the entry point for the
researcher to the DTI. Following a successful evaluation of a
study proposal within the SSB, a dedicated instance is uniquely
generated for the approved research purpose and made available
to the researcher. The SSB exports all formal cohort definitions
as a Study Specification Document (SSD), a FHIR-compliant
format that is directly embedded in the DUM. The SSD must
not be modified; otherwise, the entire module is invalidated.
This is enforced by integrity-preserving measures, using digital
signatures. Once integrity is ensured, the SSD is used to carry
out a privacy-preserving, two-phase, three-party search, first
proposed in [29] and formalized in [23]. In the first phase,
each SSD cohort definition is split into multiple search queries.
Queries related to patient demographics are sent to the Manager
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module, which returns the MDAT IDs of patients that match
the query criteria. Simultaneously, queries concerning medical
data are sent to the Metadata module, which responds with
IDs of matching MDAT entries. All returned IDs are grouped
by patients, and the system determines which patients match,
i.e., meet the entire set of specified criteria. In the second
phase of the search algorithm, the eMDAT and their DEKs,
along with the DDAT of matching patients are requested from
the Datastorage and Manager modules respectively. Within the
DUM, eMDAT are decrypted and can be used by the researcher.

The search procedure is designed to be privacy-preserving
by enforcing a strict separation of data domains. Only the
authorized researcher is able to reconstruct the linkage between
demographic and medical data. The Manager module operates
exclusively on pseudonymized demographic data and associated
identifiers without access to any clinical content. In contrast,
the Metadata module processes generalized medical metadata
without knowledge of patient identities. At no point can either
module independently infer complete patient-level information,
thereby preventing re-identification risks, while only providing
data specifically for a study upholds data minimization.

IV. DISCUSSION

Our proposed DTI offers a practical and privacy-preserving
approach that facilitates the secondary use of clinical data for
retrospective medical research. A demonstrator implementing
the system design has been developed and evaluated, integrated
with an HIS, confirming its feasibility and suitability for
practical use in clinical research environments.

A. Strengths and Contributions
A key contribution of this work is the development of a

nearly fully-automated pipeline that enables the secure transfer
of patient data from hospitals to researchers. By leveraging a
modular, standardized architecture based on HL7 FHIR, we
enhance interoperability and reduce the technical integration
burden across institutions. The process—from in-hospital
data preprocessing, encryption, and metadata annotation, to
study-specific data retrieval by researchers—is handled in a
streamlined, privacy-conscious manner.

Our infrastructure supports researchers in accessing initially
distributed datasets via a unified system. The SSB and DUM
simplify study setup and automate the formalization and
translation of cohort definitions into FHIR-compatible search
parameters. This ensures legal and ethical compliance (e.g.,
with EU-GDPR and ethics committee approval) and reduces
researcher workload and administrative overhead.

Furthermore, the two-phase, three-party, privacy-preserving
search mechanism ensures that the DTI-core modules cannot
infer sensitive links between patient identities and medical
content. Only the researcher, within their working environment,
can decrypt and reconstruct the data necessary for their
approved study.

B. Limitations and Challenges
Despite these strengths, several limitations remain that

could affect scalability and adoption. First, participation

from hospitals requires technical integration efforts, including
the deployment of specific components such as customized
HIS2FHIR and DPM. Secondly, each research project requires
its own DUM instance. Although this leads to a certain amount
of additional work, it is limited in time, as the DUM can be
taken out of operation again once the data has been delivered.

Another practical limitation is the manual verification of
actors and identities at onboarding. While this step is common
across most trusted data-sharing ecosystems, it remains a
bottleneck and may benefit from future integration with national
digital identity systems.

Moreover, the system currently depends on metadata for
search operations. While this approach supports general cohort
definitions and preserves privacy, it limits the granularity and
specificity of data queries. Highly specialized or narrow study
parameters may not be captured by available metadata alone.

Finally, data accessed through the DTI are not fully
anonymized. Although encryption, access control, and legal
contracts serve as safeguards against re-identification, the lack
of guaranteed anonymization represents a residual privacy risk
that must be addressed through governance and compliance
measures.

V. CONCLUSION AND FUTURE WORK

This work provides a concrete and extensible blueprint for
operationalizing the principles of the European Health Data
Space. It tackles key challenges such as patients’ consent and
heterogeneous data formats. A two-phase, three-party, privacy-
preserving search algorithm guarantees that the patients’ data
can only be combined by the researcher. This ensures that the
other parties cannot access the data, and the researchers are
only able to use data they have permission to. While the data
are stored centrally, they are split into distinct components.
This design allows searches to be performed solely on the
metadata, completely isolating the encrypted raw data from
the querying process. Furthermore, we automated the entire
processes of getting data from hospitals to requesting data
for research, thereby eliminating a bottleneck in retrospective
medical research.

Future enhancements could include:
• Integration of outpatient care data and general practitioners.

This can be achieved by deploying a module similar to the
HIS2FHIR component in the practitioner’s system.

• Support for the re-import and analysis of research outcomes
to promote learning healthcare systems.

• Semantic enrichment of data and improved quality checks
to ensure plausibility and consistency.

• Mechanisms for patient-driven consent management and
dynamic revocation.

• More expressive query languages for SSDs, potentially
combined with privacy-preserving computation techniques
like secure multi-party computation or federated analytics.

• Systematic and quantitative evaluation of the DTI.
Overall, while challenges remain, our infrastructure repre-

sents a significant step toward bridging the gap between clinical
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data silos and the data needs of modern AI-driven healthcare
research.
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