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Abstract—T he ability of an eHealth system to empower and
support doctors in undertaking healthcare processes and
adapting them to the specific needs of their patientsis key for
its success. In this paper, we present a cloud-based approach
for this type of eHealth systems, and consequently encourage
their proliferation. First, we discuss a new healthcare business
model that emancipates doctors from their reliance on
technical assistance, and facilitates their cooperation with
healthcare service providers. Then, we introduce a conceptual
model of healthcare processes that allows doctors to
understand, program, and upkeep them easily. We illustrate
how both these components constitute a basis for cloud-based
eHealth systems by discussing the development of a prototype
implementation. Finally, we show how the prototype can be
integrated in existing workflows by discussing a contextual
analysis conducted to guide this integration. We conclude by
discussing our results.
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Computing

l. INTRODUCTION

diagnostic, medical, and monitoring processes ftbird-
party services available in the cloud, and puliligm on the
web for the benefit of their patients without thedghor direct
intervention of ICT experts. This would allow doctoto
exert a more elaborate control over their patientgb
experiences, and adjust their processes accordinthe
patients’ profiles (e.g. older people, chronicalfy,
handicapped, or children). As a result, now théepég could
execute the personalized processes designed lbydtiwors
more confidently. This direct doctor-patient intetran will
allow service providers to study and understand haoth
doctors and patients use the services they offer.
Consequently, service providers could alter, improer
adjust their services based this essential feedback

We identify two main requirements for cloud-based
eHealth systems: first, they should implement aeqadte
business model that permits stakeholders (doctord a
service providers) to capitalize on their investtagrand
guarantees a long-term sustainability to build tspsuccess
[2]. Second, the systems must support and empooeoics,
patients, and service providers, in performing rthreles

Despite the exponential growth in information andindependently. In particular, doctors should eagitgate
communication technologies (ICT) and their pervasiv healthcare processes and customize them for théEngs,

integration in different domains of human entemgsis
current ICT solutions do not generally addressrteeds of
today’s modern medicine [1]. In particular, in ttentext of
the rise of web-based social networking, Service@ed
Architectures (SOAs), and cloud computing, littiepport

patients should use them with confidence and easd,
service providers should create and adjust adecpeatices
relevant to the needs of both doctors and patients.

In this paper we introduce an approach fulfillifgege
two requirements of cloud-based eHealth systentanisists

for translating healthcare processes to the weld arof two main components: an eHealth business model

managing remote doctor-patient relations is pravidia
order to support this translation, there is a rteedevelop a
new approach for modern healthcare systems thaiteftes
the sharing of information, modules, and servicas,
recommended by Valeri et al. in their extensivedgtu
conducted for the European Commission for Health [2
Currently, cloud-based healthcare services
available by third-party providers are growing immber and
maturity [10]. These services have an importanepiidl to
improve overall healthcare delivery on the web, they
require appropriate Service-Oriented Architectu{8©As)
that stimulate and support their integration intstomized
healthcare processes. These SOAs enable the areztio
cloud-based systems that could empower doctorgeate
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designed to emancipate doctors from IT consultamd
software developers, and facilitate their collatiora with
service providers; and an intuitive conceptual nhdde
healthcare processes that enables doctors, patiants
service providers to understand them easily andlgvBoth
components provide a foundation for the developnant

madeloud-based eHealth systems and promise to faeiliteore

and better ICT integration into healthcare.

In the following section, we discuss some relatemtkw
before introducing a new cloud-based business mfmiel
eHealth that supports doctors in managing theirinenl
healthcare processes, and service providers inngppto
the eHealth market. Then, we propose a conceptadéhof
healthcare processes conceived as a mediation ftwol
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forging
patients, and service providers. We then
VirtualClinic, a prototypical system designed tastrate the
feasibility of our approach. Finally, we discussamtextual
inquiry conducted at a local clinic to evaluat®iftualClinic
can be integrated in existing workflows and underdthow
this integration should be effectuated.

Il.  RELATED WORK
Currently, apart from the challenges discussedegathe

development of eHealth systems is hindered by skver

barriers proper to the eHealth sector, such asthtzed by
Sittig et al. [3].These challenges need to be @make to
develop such architecture and consequently integi@f
technologies in healthcare successfully. Sevemld:based
approaches exist, such as the integrated eHealihgLLabs
introduced by Mazurek and Stroinski, which is atfplan
with application areas from disease research, tirou
treatment organization, to remote consultations,oragm
others [1]; and Rolim et al. for remote monitorimigpatients
through sensor-based data collection [4]. Howeube
existing approaches do not provide doctors withrégired
control over the processes, nor facilitate the ipomtion of
a wide range of third-party services.

In addition, eHealth business models are still iturea
and specifically not adapted for cloud computing
environments[2]. However, it is possible to formalaew
adequate models by relying on the conceptual bssine
architecture proposed by Motahari-Nezhad, Stepheresad
Singhal for cloud computing in [5], which addressbe
business context (in this case, eHealth), the stipponon-
technical profiles, the lifecycle of business pssms, and
third-party services.

I1l. A CLOUD-BASED BUSINESSMODEL FOR EHEALTH

In general, business processes should follow aatite
agile lifecycle that permits them to keep evolvemgd thus
adequately answering the changing requirementsheif t
users [6]. In healthcare, doctors can easily dewvsd
personalize the onsite diagnostic, medical, and itmdmg
processes of their patients, but to the extent of o
knowledge, there are no available tools for suppgrt
doctors in developing and maintaining these prasesghen
they are transposed to eHealth systems. Doctdlsnséd
external technical support, making difficult to léal the
agile lifecycle.

This situation was investigated by conducting a six
month dialogue with three Spanish service providers
eHealth and two leading hospitals in Barcelona.sThi
revealed the characteristics of the classic busimasdel
(figure 1) that forms the backbone of current pecastin the
Spanish sector. Currently, in order to design, gyeand
publish online healthcare processes, doctorsrigst] to ask
for the help of IT consultants to define these psses in a
standardized business process notation (such asN\gFPM
and later to manage their publication on the webhenT
software developers would implement the process#gyu
their development frameworks.
incorporate third-party services in the procesbes.this is
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interaction and cooperation between dogtorsusually hindered by the lack of interoperabilitytveeen the
preserdesigns of these processes and third-party mofRiles

—

doctor

— 2%

1.T. consultants

%o

patient

99

software developers

Figure 1. Current business model of the Spanish eHealth isecto

The current business model makes doctors heavily
dependent on IT consultants and software developers
their quest to provide online healthcare processesheir
patients. This requires a hefty dialogue betweeriats, IT
consultants, and software developers, and therefore
increases the risk of losing knowledge during tleadition
between requirements and design, especially fod#dsign
of complex healthcare processes that accommodaiteusa
alternatives in the same patients’ profile. Sinilar
upgrading the resulting healthcare processes toeaslchew
requirements (e.g. to cover a new chronic illness,to
introduce a novel memory enhancement service for
Alzheimer) also has an important cost. Furthermmexical
knowledge about patients is complex and may bécdiffto
capture and assimilate by IT professionals.

This complexity leads to centralized solutions {(a
level of hospital or larger) that seldom account fo
interoperability with third-party services and uyao not
capture the rich practice of doctors. The mainteaaand
updating of these centralized solutions is heagmpulex,
and very expensive.

The cloud-based model proposed (figure 2) can ektei
dependencies between doctors and technical profiles
improves the doctor’'s control on the patient’'s egrece,
and streamlines the management of healthcare @exek
also provides a platform for service providers hare their
services more efficiently. In addition, it createmore direct
and trustworthy relation between patients and thagtors.

9%

service providers

doctor

|

X

patient

The developers can

Figure 2. A proposed cloud-based business model
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The works of Motahari-Nezhad et al. provide a

framework for applying cloud-based business models
eHealth cases by considering the roles of three mabrs in
healthcare processes: doctors, patients, and eqrroviders.
Doctors compose these processes from a pool ofablai
services and customize them in order to addresspéeific
needs of their patients, including personalizati®ervice
providers offer the pool of generic healthcare isess that
could be configured and personalized to befit dfifie
healthcare processes. The services are definedgeaneric

This model of healthcare processes has formulayed b
conducting iterative focus sessions with stakehslde
(doctors and service providers), computer scientiahd
graphical designers. The objectives of these sessiere to
seek a convergence between the different mentatisitioat
represent the profiles involved with any cloud-lsheklealth
system. For this purpose, several different eHesdémarios
were discussed, analyzed, and designed collabehate.g.
medical consulting, remote assistance, and follpweun
chronic patients). Figure 3 shows the componentsc§ss,

way that makes the management of healthcare pexessstep, condition, service, widget, and page) of ibsulting

more modular and dynamic by enabling the reuseanfes
services in several distinct processes. This gteesna
larger usage for the services, and therefore isesedheir
economical feasibility and encourages service perg in
identifying potential markets for the services theffer.

Patients interact with the processes proposeddiy dbctors
through the web without interference from servicevjgers.

However, the success of this model rests on hatlieg
required services available in the cloud, and ostrabting

model. They are explained in the following.

A. Process

The process represents an entire healthcare pnecedu
Doctors usually manage a variety of processes réailo
according to needs of their patients. These neéffer d
according to the patient's profile and usually &eolin
parallel with the evolution of medical practicesdan
treatments. These processes can be published asliaeset

the technical complexity of process management fron®f linked pages, each hosting one or several coemsn

doctors in order to allow their intuitive modelingnd
management. This is addressed in the followingaect

IV. A CONCEPTUALMODEL OF EHEALTH PROCESSES

The functional requirements of cloud-based eHealth
systems that empower doctors in managing healthcar

processes independently have been defined andedtidgi

Beyer, Kuhn, and Indulskain [9]. They found that th

technical and technological complexity associateith w
business process management represents one alrgestl
barriers for the direct involvement of non-techhipeofiles
(such as doctors), and therefore should be redi@ectors
do not have the required knowledge to program e
and therefore can only rely on non-technical payadi to
manage them. Therefore, they cannot utilize theeotr
standardized notations for designing and implemgnti
business processes (such as BPMN). Hence, we gropes
following conceptual model to encapsulate the cexip} of
business process management in order to facilita¢e
involvement of non-technical profiles, especiallyctbrs, in
managing healthcare processes.

STEP 3a
STEP 1 b  STEP2
=y STEP 3b

'STEP " WEBPAGE

CONTAINER
SERVICE 1.1 SERVICE 1.2 p{ SERVICE 1.3

PROCESS

WIDGET 1.1

TAB CONTAINER

WIDGET 1.2 || WIDGET 1.3

Figure 3. The proposed healthcare process model
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that patients interact with. The process has sipestidrt and
end, and several possible routes may exist to éséicfrom
start to end.

B. Steps and conditions

A process may be composed of one or several steps.
ach step addresses to a specific segment of tilthbare
procedure, and groups many atomic actions thaespand
to a given objective (e.g. take an appointment,sueaand
communicate your blood pressure, contact medic and
describe symptoms, etc...).

Conditions are logical statements that define bé#tions
that processes may have. These conditioned bifansat
allow the process to be flexible and able to redptm
several variations of the same patient profile. &a@ample, a
condition is used to differentiate between patienith
urgent issues that need immediate teleconferenwiitiy
their doctor, and those that only require an appomt,
allowing the same eHealth process to attend to teaxdbs.

C. Services

In essence, a step is an encapsulation of linegpresees
of healthcare services connected together to aehibe
corresponding segment of healthcare procedure.icgsrv
are cloud-based resources offered by service peosid
Each represents an indivisible action that useng peaform
inside a step (e.g. measuring your temperaturected) an
appointment date, etc...). Services are collocatedt@ps
sequentially.

D. Widgets and web pages

Services may require user interaction. Widgetsthee
graphical user interface of these services. Eaphicgemay
have a single widget, but these widgets may haverak
interface modes.

In essence, web pages represent the patients’ofidhe
process. They are linked according to the orderthef
corresponding steps in the process. On the welh wab
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page represents a single step of the processmipaged of system includes a tool that doctors use to composk

the widgets that represent the services of theespanding manage healthcare processes. The SOA implements the
step. The widgets are collocated vertically onghge in the principles of a cloud-based business model for &hieand
order of their corresponding services. When sesviaee  the tool implements the healthcare process model.

grouped non-sequentially, the corresponding widg A. A Cloud-Based Service Oriented Architecture

presented in a tab-container on the web page.
The system architecture is designed to automate the

E. The process dataflow composition and publication of online healthcarecpsses

According to the model, each step in the processn a cloud environment. It is composed of a comtfptm
requires a set of input data and generates a settplit data  hosted on the system server and three differerntcli
that feeds further steps. Similarly, each servézpiires a set  modules, each hosted on a corresponding clientinetm
of input data and generates a set of output dat@ as (figure 4). The core platform design is inspirednfrthat of
response. This output data may be used as andapaitfor  gpg| engines where a server-based platform conttals
further_Serwces inside the same step. In addlthm,d_ata IS axecution of the processes. This platform incortesréhree
transmitted along the process and can be usedtasngart main modules: the communication module, the workflo
for services. This data can be generated by userairtion enaine. and thé service renositor '
with widgets and medical sensors, or retrieved from gne, P y:

databases connected to the services.
EHealth systems usually have a rich dataflow of iced
and personal information of sensitive and privasture.
This information should be securely protected tmicv service providers

incidences that can affect the public trust in mali
healthcare systems. This information should only be
revealed to people with legitimate access rightsd a
otherwise encrypted especially when flowing betwelend
components.

implement write service
definition

upload RDF
definition

The model has been collaboratively developed by a
group of nine persons representing the three maifilgs
(doctors, patients, service providers). In orderet@luate
the intuitiveness of this model, a two hours sessi@as i ]
organized with sixteen subjects with no experierige executes
business process modeling, but with knowledge abset-
oriented design. The process model was brieflyodhiced communicates adds accesses
to all the participants, then each one was askedesign procesZ
healthcare processes for a given scenario by udiieg
model. Finally, the participants were asked to fl
guestionnaire about their experience, and informal
interviews were conducted with each of them. T o

The results of these activities show subjects asil processes T

understand the model (only one participant did fudiy % %

F. Evaluating the Process Model with Potential Users
I communicates

composes
processes

grasp the model components). The subjects founchtiaz|
to be highly intuitive, and used it to design tremuired
healthcare processes accurately (defining diffepemtesses patient doctor
and their steps, selecting the proper servicescandecting Figure 4. A SOA for eHealth systems
all components to insure a correct dataflow).
Service providers use their own client on theimieal to
V. VIRTUALCLINIC: A CLOUD-BASED EHEALTH SYSTEM  44d new services to the service repository. Thentli
In order to assess the feasibility of using botbudt interface is an online form that generates a staliwksd RDF
based business model and the healthcare processl modefinition for each service. Doctors make use efrthrocess
introduced in the design of eHealth systems, weehavmanager to compose healthcare processes from these
designed and implemented VirtualClinic, a prototgystem  services. The workflow engine compiles and exectites
for remote diagnosis and medical assistance. Isistsnof a composed processes, and the communication module
SOA that permits service providers to offer healthc generates the corresponding web pages, which asssed
services in an interoperable manner, allowing theiby the patient client. The communication moduleoals
incorporation in customized healthcare processee. JOA  manages the sending of messages between serviwgs, a
also manages the publication of these processeiseoweb  supports the exchange of information between tloegss
and the interaction of patients with them. In addit the executing on the workflow engine and the patiefent)
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enabling patients to interact with the processestep at a
time.

B. A Doctor’s Tool for Managing Healthcare Processes

service, its data input is automatically connectedthe
output of its antecedent service, and doctors «hnh aad
modify this linkage. Services are ordered verticalh the
corresponding web page, and grouped services dexent

The process manager tool is designed to empoweiorizontally in tab containers.

doctors in managing healthcare processes by ugdieg t

process model to represent them. It addressesutiotidnal
requirements as defined by the doctor’s role itbad:based
eHealth system. The tool has two interface modes: for
creating and managing healthcare processes (figrand
another for composing the process steps from ggisti
services (figure 6).

Compositor e Apicacines

| st i

M R

Project Tratamientos

Project C v
Procesa Cheques Avan.
Procesa Cheques Bisico

Pracesa Cheques Copia

Project Lotem fpsum Cheguen Sarciio A

Project Lorem fpsum 2

Project Hame B [emiried

Figure 5. The process manager interface.

Step Inputs Step0

Figure 6. The step editor interface.

Doctors can compose a given healthcare process
creating and ordering its steps. In general, thlepsstare
sequentially ordered inside the process, but dsctmn
define different execution paths by arranging saveieps in
parallel. This is achieved by introducing a comditin the
process that evaluate the output of the previoeys ist order
to decide which of the subsequent parallel stepshés
adequate one in the course of the process execution

The steps are composed from existing services imgus
the step editor, which is access from the procesmsager. A
browser assists the doctors in searching for amfiogrg
healthcare services available in the repositoryleced
services are integrated in the step sequentiallysbrvices
can be grouped into service containers. For eaegyrated
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C. Executing a remote asistance scenario

VirtualClinic revolves around the scenario where a
doctor wishes to remotely provide general medical
assistance to two different types of patients:ydiealthy
and chronically ill patients. The doctor needs &uce
congestion in the clinic and the patients woule lik reduce
the travels they effectuate to receive healthc&airly
healthy patients only use common eHealth servieeg. (
inquiring about their medical history, checking teendar
of consultations, and conferring online with thdictor).
Chronically ill patients require a wider more spdized
range of services (e.g. checking their vital sigmigh
sensors, sending this data to their doctor, andirimg
about medications and newly developed symptomsgyTh
also might require specific services in accordanitke their
illness (e.g. Alzheimer patients require memoryreises).

1€ cn 192.168.10.8/c1

rurs. £ G Dmaerioten

C petesree. b I waragsersr () Tosaion [ eyt [ ek () Pimvin JF Antores o

7

@EAG 0RO & 7 |

o g0 EPRY B0 BEC GO

Figure 7. Patient using the remote asistance service

& o oo s |

The design and implementation of the VirtualClinic
architecture sustain this scenario from a techmsitzaice. The
service repository contains a number of generaluclo

@wvices by default (e.g. registration, billinglecalar, maps,
0

cial network services, etc...). In addition, gar\providers
added several healthcare services, including a temo
assistance service (figure 7), an electronic pigt$mn
service, and a drug delivery service. Given thisl pof
services, three distinct healthcare processes wezated
with the process manager and published on the ®ele.
process was dedicated for taking appointments ofiecing
with a medic for urgent matters; another processwead
chronic patients to renew and update their pretoripand
order their medication; the third process centevedthe
remote diagnosis of older patients. In essencaudiClinic
provides a proof of concept that illustrates hoaudtbased
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systems can be engineered to facilitate both thgposition to the deployment of cloud-based eHealth systemnss |
of customized healthcare processes and their egacut typical of contemporary clinical workflows, with strong

initiative in eHealth and telemedicine.
VI. INTEGRATING VIRTUALCLINIC IN REAL SETTINGS

The VirtualClinic as a proof of concept represeats B. Understanding the views of different profiles

positive assessment of the feasibility of cloudebbasHealth The interviews with the chief of medicine, a dogctand
systems. We studied its deployment in a local cliniorder ~ tWo IT experts focused on the potential of adopangoud-
to assess its compatibility and adaptability tol-vearld ~ Pased model, its advantages and disadvantages tiiem
settings. point of view of each profile. _

A local clinic (subsidiary of Munich Health, a léag The chief of medicine requires a more dynamic way t
European health insurer) specialized in work-relate Manage the creation and upgrade of clinical guiésli and
accidents treatment and prevention was choseneasetit include third-party services in them. He views ddiased
bed for this study. This typical clinic is part af intricate  Systems a necessity as the relation with patieatornes
network of private healthcare services in Spain,ctwvh More digitized. The doctor does not wish to relgessively
includes private hospitals, laboratories and distoo ©nN remote services nor sees alternatives to meetgarly
centers. This network represents a prime custorase for ~ With patients, however she recognizes the poteatiaieb-
commercial healthcare service providers, includitg Pased services in therapy and rehabilitation. Thetadcalso
emergent eHealth services.We conducted a contextugPnsiders videoconferencing a positive and efficien
inquiry in the local clinic, which included intexving the ~ @pproach for support and emergencies. The IT exped
different relevant profiles, understanding the wviox  capable of building and handling complex systerheyt
among them, and the systems they rely on to matreje think cloud-based systems are good and advancatioss

work. Its results identify the manner by which VaiClinic ~ Put they raise concerns about data security. Adgpa

should be integrated. cloud-based infrastructure allows them to expandirth
system easily by relying on third-party components.

A. Identifying the workflow at the local clinic

» h requirements /
needs/ solutions s 0 solutions
needs / solutions requirements / EX(hange/"’ off ? *\\fxchange
. er \ ~
exchange solutions y/ services \ \\‘\a
exchange - Y
requirements / solutions P — & =
P exchange N Drafts/  / Defines medical ~ *|
Drafts / < > updates /»’ % pfograms A
updates / NE /
- X produces &
. ¥ mantains plat-
Assigns to produces & man- 1 | form
medical tai luti )
et ains solution Assigns to
. k - medical
\ programs |
/ treatment \ \ |
Consults and monitoring > \\ b <
\ 2 4
Consults \\\ & > 4 \\
\ 4 treatment -
Figure 8. The current workflow in the local clinic X and monftoring B

Five main profiles are considered relevant in aumtext:
the chief of medicinedrafts and updates the clinical
guidelines that doctors follow, and assign doctorspecific C. Intearating VirtualClinic
medical programs (e.g. prevention of aspiratorgalges in ' g g_ _ o
the workplace, or treatment of head injury andrra) the The integration of VirtualClinic in this workflqwh@ulq
doctors(a total of 18) keep a direct and periodic conweith ~ Preserve the current structure as much as posailleavoid
patients and often use the web system to assign thens visitdisadvantaging any profile. The system should aiso
reminders, and exercises. The web system is ardoatient  integrated with other existing tools (e.g. the gattimanager
interfacepatient§more than 2,000) use the systemto accestat doctors use to maintain digital dossiers).
relevant information and services from their honiBsdT For this purpose an integration proposal has been
department(5 IT experts) developed the web system andonceived, discussed with the different profiled adjusted
services and upgrades it according to the direstininthe 0 provide a good fit. This integration (figure i8)currently
chief of medicine; in addition, third-partgHealth service ©ngoing. According to it, the chief of medicine sisthe
providerssell off-the-shelf solutions to the clinic and\éee ~ Process manager to draft new processes as clinical
them afterwards in collaboration with the IT depment, and ~ Quidelines; future upgrades will look into unifyinigoth
discuss new products with the chief of medicine. digital and printed systems. The doctors use aggated

The workflow associated with these profiles is draw  Patient manager (currently under development) sigasthe
figure 8.1t isolates the section of the clinic wibtokv relevant ~ Processes designed by the chief of medicine to fagients

Figure 9. The integration of VirtualClinic in the workflow
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“step by step”. The IT department manages theeeatistem
architecture and mediates the participation of iserv
provides. These can now benefit from a broader dppidy
to sell their services. The patient experience &iepefits
from the new services, as the system is not desigaplace
any existing procedure.

VIl. DISCUSSION

Our experience with VirtualClinic illustrates th&ility
of cloud-based solutions for eHealth applicatidhshows

implementing VirtualClinic, an eHealth system desiipr
remote assistance. In addition, a contextual iygwas
conducted at a selected clinic to integrate Vifliaic. The
results illustrate how VirtualClinic is being integed.

This approach also has its limitations. Severglartant
aspects of eHealth systems were not addresseddingl
data security and privacy issues, which are impordae to
existing risks and regulations. The services ctiyrarsed in
VirtualClinic do not raise such concerns; howevbeyt
should be addressed in the near future to incleeices

how the technical complexity of these systems can b(€.g. remote-diagnostics) that raise them. In amiditthe
encapsulated by making the involved profiles morecloud-based system requires a largeand diversfial of

independent and supporting each in performing de.r
Doctors assume control over the management ofHueaé
processes, patients benefit from more personalized
trustworthy procedures, and service providers sedlir
services in the cloud.

The contextual inquiry conducted at a local cliaixl the
subsequent integration (undergoing) of the Virtliai€
demonstrate that these systems can be adoptedragoa
transition step toward a cloud-based business mddhay
also simplify the workflow by making each profileorns

independent and empowered: the chief of medicine ca

manage the guidelines with ease and also integeatéces

services to allow a diversity of processes to leated. The
quality of the available services also plays atuaritial role.
Nonetheless, the lucrative opportunities inheremt the

eHealth sector act as a sufficient incentive forvise

providers to refine the services they offer. Whk ability to
monitor the use of their services, service prowdean
receive essential feedback to improve them. Thistiimtes
the backbone of our future work.
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