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Abstract—Cybersecurity awareness among students in non-
technical degree programs is often insufficient, despite their
extensive use of digital services in everyday life. This study
addresses the challenge of improving cybersecurity awareness
and self-reported behavior in higher education through low
threshold digital learning interventions. The objective is to
evaluate whether a video-based learning module can measurably
influence students’ awareness, attitudes, and behaviors related
to cybersecurity. A pre/post study design was applied using two
nearly identical standardized questionnaires administered before
and after the intervention to answer the research questions. The
study involved 104 first-semester undergraduate students who
participated in a learning unit consisting of four instructional
videos covering core cybersecurity topics. The results indicate
that approximately 77% of participants had no prior cyber-
security training, confirming a low baseline level. Descriptive
analyses show small but consistent improvements in cybersecurity
awareness and selected behavioral indicators, particularly in
phishing recognition and online shopping security. However, sta-
tistical testing revealed no significant overall differences between
pre/post-test results. In conclusion, the findings suggest that
video-based learning is effective as an introductory and sensitiz-
ing approach for cybersecurity education, but insufficient on its
own to produce immediate, significant behavioral change. Future
educational designs should therefore combine video-based content
with interactive, practice-oriented, and longitudinal learning
elements to foster sustained cybersecurity behavior in higher
education.

Keywords-Cybersecurity awareness; video-based learning; higher
education; phishing; online shopping security; mobile security;
digital behavior change.

I. INTRODUCTION

This section introduces the motivation, research objectives,
and overall contribution of the study. It outlines the problem
context, formulates the research questions, and positions the
work within the broader field of cybersecurity education.

A. Motivation and Background

In an increasingly digitalized world, cybersecurity has
become a critical concern. For young adults who interact
daily with digital devices and online services, a fundamen-
tal understanding of security measures is essential. Higher
education institutions face the challenge of not only deliv-
ering subject-specific knowledge but also fostering security
awareness among their students. At OTH Regensburg, the de-
gree programs Digital Business Management and International

Business Management include the course ”Digital Technology
Skills” in the first semester. As part of this learning unit,
a dedicated activity called the Cybersecurity Challenge is
conducted to strengthen students practical understanding of
cybersecurity.

B. Research Objectives and Questions

The course Digital Technology Skills combine in-class
sessions with an online learning platform where students
engage with instructional videos outside the lecture. As part of
the Cybersecurity Challenge, students were required to watch
four videos addressing key topics in cybersecurity, including
password security, phishing awareness, online shopping, safe
browsing practices, and data protection.

The primary objective of this paper is to examine the impact
of this digital learning intervention on students attitudes and
behaviors regarding cybersecurity. Specifically, the study aims
to:

1) Assess students existing knowledge and practices related
to cybersecurity prior to the learning unit.

2) Identify changes in awareness, attitudes, and self-
reported behaviors after completing the video-based
learning activities.

To achieve these objectives, two standardized questionnaires
were administered:

o Part I (Pre-test): Captured baseline knowledge and be-
havior before the learning unit.

o Part II (Post-test): Conducted after students watched the
videos to identify potential changes.

The findings presented in this paper seek to answer the
following research questions:

RQI1: What was the initial level of cybersecurity aware-
ness among students?

RQ2: To what extent did the digital learning intervention
influence their attitudes and behaviors?

C. Contribution and Structure

The findings of this study aim to provide insights into
the effectiveness of digital learning formats in promoting
cybersecurity awareness and encouraging tangible behavioral
changes among students. By analyzing pre/post intervention
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data, this paper contributes to the ongoing discussion on how
learning approaches can support higher education institutions
in addressing cybersecurity challenges.

The remainder of the paper is structured as follows. Sec-
tion [[I| reviews related work on cybersecurity awareness and
digital learning interventions. Section [[II] outlines the concep-
tual foundation of the video-based learning module. Section
describes the pre/post study design and data analysis. Sec-
tion [V] presents the empirical findings and discusses implica-
tions for cybersecurity education. Section concludes with
a summary and outlook for future work.

II. RELATED WORK

This section reviews relevant literature on cybersecurity
awareness in higher education, the effects of digital learning
interventions, and the role of video-based and blended learning
approaches. It establishes the theoretical and empirical foun-
dation for the present study.

A. Baseline Cybersecurity Awareness in Higher Education

Prior research consistently shows that higher education
students enter university with insufficient cybersecurity aware-
ness, particularly regarding phishing, password security, and
digital privacy [/1]. Large-scale surveys reveal that approxi-
mately 30-40% of students cannot correctly identify phish-
ing attempts [2] [3]]. Simulated attack studies show high
susceptibility, with 67.67% of participants disclosing sensi-
tive information during a WhatsApp-based social engineer-
ing simulation [4]; similar behavioral susceptibility has also
been observed in academic-community phishing studies [5].
Similarly, assessments using established metrics, such as the
Digital Competence Framework for Educators (DigCompEdu)
framework, find that 93.5% of students demonstrate only
intermediate digital security competence, and just 0.6% reach
high competence levels [6].

Baseline misconceptions appear across multiple domains.
Students routinely overestimate their ability to identify cyber
threats [2]] [7]], yet fail to label risky scenarios as dangerous
[8]. Only certain subpopulations, such as IT majors, show
comparatively higher initial preparedness, though even these
groups often lack secure habitual behaviors [9]. Collectively,
these findings indicate that most university students begin with
moderate theoretical knowledge but weak practical behavioral
competence, highlighting the need for pedagogically structured
interventions that target both cognition and behavior [10].

B. Effects of Digital Learning Interventions on Cybersecurity
Attitudes and Behaviors

1) Knowledge Gains: Across studies, digital learning in-
terventions consistently produce substantial improvements in
cybersecurity knowledge. Effect sizes ranging from Cohen’s
d = 0.81 to d = 1.50 are common in gamified, video-
based, and modular e-learning approaches [11]] [12]. Even
short interventions, such as a 20-minute educational game,
yield 50-67% increases in phishing-related knowledge [[13]].

Gamification is among the most frequently used strategies
and has been shown to significantly improve knowledge in
areas, such as password management, internet use, and in-
formation handling [|14]]. However, these gains do not always
generalize to behavioral intentions or compliance attitudes,
indicating a gap between knowing and doing.

2) Behavioral and Attitudinal Change: While knowledge
gains are robust, behavioral change is more challenging to
achieve. Interventions that rely solely on information dissem-
ination, such as quizzes or passive video consumption, tend
to improve cognitive awareness but have limited impact on
real-world behavior.

The most successful interventions incorporate:

« repeated practice,

« self-efficacy development,

o simulated or authentic threat exposure,
« reflection or debriefing cycles.

For example, competence-based training using progressive
exposure to phishing simulations reduced student vulnera-
bility from 67.67% to 1.67%, ultimately reaching 0% after
repeated rounds [4f]. Protection Motivation Theory (PMT)
grounded studies similarly show that self-efficacy strongly
predicts behavioral intention, suggesting that interventions
should deliberately cultivate confidence in performing secure
behaviors [15].

Overall, the literature indicates that, while digital learning
reliably improves cybersecurity knowledge, behavioral and
attitudinal change requires specific pedagogical design rather
than content delivery alone.

C. Effectiveness of Video-Based Learning Approaches

Blended learning, which integrates digital content with
instructor-led components, has emerged as a highly effective
approach, particularly for non-technical student populations.
Studies employing blended designs consistently show:

o larger effect sizes than stand-alone digital modules,
e better translation of knowledge to applied behavior,
o improved student motivation and engagement.

For example, blended programs incorporating gamification,
classroom discussion, and hands-on application demonstrate
statistically significant, domain-wide improvements in cyber
hygiene behaviors [[16]. Even low cost or freemium platforms,
such as Kahoot! modules, show strong results when embedded
in instructor supported environments [17].

At the same time, research highlights an important caveat:
single-session interventions produce short-term gains but are
susceptible to decay unless reinforced through spaced repeti-
tion [[12]. This has direct implications for video-based learning
modules, which are often used in short, stand-alone formats.
Evidence suggests that such modules are most effective when
combined with additional learning activities, such as quizzes,
guided practice, or reflection tasks, to strengthen retention and
promote behavioral transfer.
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D. Synthesis and Implications for the Present Study

The reviewed literature converges on three key insights that
directly align with the research questions of this study:

1) Initial awareness levels. Initial cybersecurity awareness
among higher education students is generally low to
moderate, with substantial vulnerabilities in phishing
recognition, password hygiene, and digital citizenship.
Even when students demonstrate theoretical knowledge,
their behavioral susceptibility remains high [2] [4] [6].

2) Impact of digital interventions. Digital learning interven-
tions reliably improve cybersecurity knowledge, often
with large effect sizes. However, the translation of
knowledge into attitudes and secure behaviors depends
on factors, such as self-efficacy, practice opportunities,
and reinforcement mechanisms. Short video-based mod-
ules excel in knowledge transmission but may require
supplementary elements to influence behavior [[11] [14]
[15].

3) Role of blended learning. Blended learning provides
the strongest overall impact on cybersecurity compe-
tence, particularly for non-technical learners. Existing
research indicates that blended formats enhance engage-
ment, deepen understanding, and improve both cognitive
and behavioral outcomes compared to digital-only ap-
proaches [[12[] [[16] [17].

The present study contributes to this body of work by empir-
ically evaluating the impact of a video-based learning module,
examining not only knowledge gains but also attitudinal and
behavioral indicators. In doing so, it extends prior findings
by assessing whether a structured, video-centered intervention
can meaningfully shift cybersecurity competence in higher
education settings and provide evidence on how video-based
learning may support lasting behavior change.

III. INTERVENTION DESIGN AND LEARNING CONTENT

This section presents the conceptual foundation of the
video-based learning module examined in this study. The
selected videos introduce fundamental cybersecurity concepts,
highlight prevalent and emerging threats, and frame cyberse-
curity as a shared socio-technical responsibility rather than
a purely technical concern. Collectively, the videos address
cognitive, behavioral, and attitudinal dimensions of cyberse-
curity competence, which are particularly relevant for students
in non-technical degree programs.

A. Video 1: Cybersecurity Fundamentals, Threat Landscape,
and Shared Responsibility

The first video introduces cybersecurity as a broad socio-
technical discipline concerned with protecting digital assets
according to the core objectives of Confidentiality, Integrity,
and Availability (CIA) triad, cf. [18]]. This framework pro-
vides a foundational model for understanding cyber risks and
appropriate protection measures across devices, applications,
networks, cloud infrastructures, and emerging technologies,
such as Internet of Things (IoT) systems. By highlighting
the ubiquity of digital technology in everyday life, the video

frames cybersecurity as a shared responsibility relevant to both
private and professional contexts.

Cybersecurity is further conceptualized as a layered process
comprising preventive, detective, and corrective controls, re-
flecting defense-in-depth principles. The video emphasizes the
importance of understanding attacker behavior, attack vectors,
and evolving threat methodologies to design effective defenses.
Acknowledging that absolute security is unattainable, it in-
troduces incident response and digital forensics as essential
components for resilience. Emerging technologies, such as
artificial intelligence, are discussed as dual-use factors that
support both attacks and defenses. The video concludes by
linking theoretical principles to basic cyber hygiene practices,
reinforcing the role of informed user behavior in effective
cybersecurity.

B. Video 2: Phishing Awareness and Safeguarding Informa-
tion in Digital Interactions

The second video focuses on cybersecurity risks in online
shopping, a common digital activity frequently associated with
phishing, fraud, and data breaches, cf. [19]. It emphasizes
the identification of trustworthy online shops through careful
Uniform Resource Locator (URL) inspection, avoidance of
suspicious links, and independent background research. These
practices directly address common redirection and fake-shop
attack scenarios.

The video introduces transport-layer security as a baseline
requirement for protecting sensitive transaction data, high-
lighting Hypertext Transfer Protocol Secure (HTTPS) and
encryption indicators as practical heuristics for non-technical
users. It further distinguishes between data protection in transit
and data protection at rest, emphasizing that secure storage
practices can limit the impact of breaches. Convenience fea-
tures, such as saving payment information, are framed as
usability-security trade-offs, encouraging informed decision-
making based on provider reputation, security maturity, and
visible certifications. By briefly addressing provider-side re-
sponsibilities, the video reinforces the socio-technical nature
of secure online transactions.

C. Video 3: Secure Online Shopping and Risk-Aware Trans-
action Behavior

The third video reiterates the core cybersecurity principles
related to online shopping and serves as a reinforcement unit
within the learning sequence, cf. [20]. From a pedagogical
perspective, repetition supports retention and habit formation,
which are critical for cybersecurity behaviors that rely on
routine decision-making under time pressure.

Key practices, such as verifying website legitimacy, rec-
ognizing phishing indicators, and assessing encrypted com-
munication, are restated to emphasize their role as default
behaviors rather than exceptional precautions. The video again
highlights the distinction between data protection in transit
and at rest, and reiterates the shared responsibility between
users and service providers. This reinforcement strengthens
the likelihood that learners internalize secure behaviors and
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Baseline Assessment (Questionnaire Part I)
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Post-Intervention Assessment (Questionnaire Part Il)

Figure 1. Process of the Cybersecurity Learning Unit.

apply them consistently, supporting the interpretation of post-
intervention changes as emerging behavioral consolidation,
rather than short-term effects.

D. Video 4: Smartphone Security and Privacy Protection in
Mobile Environments

The fourth video addresses cybersecurity risks associated
with smartphones, emphasizing that mobile devices are fully
fledged computing platforms with comparable threat exposure
to traditional computers, cf. [21]. It highlights the importance
of regular operating system and application updates, as well
as device lifecycle management, to mitigate known vulnera-
bilities.

Authentication mechanisms, such as PINs and biometric
controls, are discussed as effective but limited safeguards
that reduce, rather than eliminate, risk. The video examines
mobile banking and multi-factor authentication, emphasizing
the potential risk of combining authentication and service
access on a single device and introducing the concept of
factor separation. Platform-specific security assumptions are
challenged by highlighting comparable vulnerabilities across
mobile operating systems. Additional risks related to mali-
cious applications, phishing, and public wireless networks
are discussed, with Virtual Private Network (VPN) usage
and situational awareness presented as mitigating strategies.
Overall, the video frames mobile security as a combination of
technical safeguards and risk-aware user behavior.

IV. METHODOLOGY

The learning unit on cybersecurity consisted of three se-
quential steps, as illustrated in Figure [I] Baseline Assessment
(Questionnaire Part I): Students completed an initial question-
naire comprising 27 questions based on [22] and designed
to capture their existing knowledge and behaviors related
to cybersecurity. The questionnaire included items assessing
both knowledge and self-reported behavior. Example questions
include:

e “Do you set a password for your phone?”
e “Do you set a password for your computer?”
¢ “Do you use a complex password?”

These items were measured using ordinal response scales to
capture behavioral tendencies and awareness levels.

Digital Learning Phase: Participants then engaged with four
instructional videos on cybersecurity topics. Post-Intervention
Assessment (Questionnaire Part IT): After viewing the videos,
students completed a second questionnaire, which was nearly
identical to the first. This follow-up survey included additional
questions regarding their subjective perception of the learning
content and any intended behavioral changes. Students gen-
erated a personal code word to link their responses across
both questionnaires to ensure anonymity while enabling data
pairing. Participation was voluntary and conducted under
strict confidentiality. In addition, both questionnaires were
completed online.

®Female
— ®NMale

Figure 2. Distribution of Participants by Gender.

Critical Reflection: Several limitations should be consid-
ered when interpreting the results. First, the study relies on
self-reported data, which may be subject to bias. Second, the
short duration of the intervention limits the ability to observe
long-term behavioral change. Third, the sample consists of
first-semester students, which may restrict generalizability. Fi-
nally, the absence of a control group prevents causal attribution
of observed changes solely to the intervention.

V. RESULTS AND DISCUSSION

This section presents and interprets the empirical findings
of the pre/post-intervention survey, focusing on changes in
cybersecurity awareness, attitudes, and self-reported behaviors
following the video-based learning module.

10 (9.62%)

@13 1020
®211023
24+

29 (27.88%)

65 (62.5%)

Figure 3. Age Group Distribution of Participants.

Courtesy of IARIA Board and IARIA Press. Original source: ThinkMind Digital Library https://www.thinkmind.org

Copyright (c) IARIA, 2026. ISBN: 978-1-68558-386-6



eLmL 2026 : The Eighteenth International Conference on Mobile, Hybrid, and On-line Learning

A. Sample Characteristics and Baseline Context

The study sample consisted of 104 first-semester students
enrolled in business-oriented degree programs. As shown
in Figure [2] the gender distribution was balanced, with 58
female (55.77%) and 46 male (44.23%) participants. Figure
[] indicates that most respondents were between 18 and 23
years of age, representing a cohort that is highly active in
digital environments.

Baseline exposure to cybersecurity education was limited.
As illustrated in Figure [ 77.88% of participants reported
no prior participation in cybersecurity workshops, confirming
that the sample largely represents a novice population. This
supports the relevance of the intervention and aligns with prior
research indicating low to moderate baseline cybersecurity
awareness among non-technical students.

23 (22.12%)

®No
@'es

81 (77.88%)
Figure 4. Self-Reported Prior Knowledge.

B. Changes in Awareness and Self-Reported Behavior

Figures [5] to [7] visualize pre/post-test responses for se-
lected cybersecurity domains, including general awareness,
password practices, and phishing recognition. Across most
items, descriptive analysis shows small but consistent shifts
toward more security-conscious responses following the learn-
ing module.

Password-related behavior, shown in Figure |§L reveals mod-
est improvements. After the intervention, fewer students re-
ported frequent re-use of the same password across multiple
accounts, and a slight increase was observed in responses
indicating safer password practices. While these changes are
limited in magnitude, they point toward an emerging reflection
on personal security habits.

The greatest observable improvement appears in phishing
awareness. Figure [6] shows an increase in the number of
students who reported knowing what phishing is, alongside
a reduction in those who indicated uncertainty. This aligns
with the targeted content of the videos on phishing, online
shopping, and mobile security, and reflects findings from prior
studies that phishing awareness is particularly responsive to
short, focused educational interventions.

Figure [7] (Awareness) indicates an increase in self-reported
cybersecurity awareness after the intervention, suggesting that
the videos successfully heightened students perception of cy-
bersecurity relevance. This effect is particularly important, as
awareness is a prerequisite for subsequent behavioral change.
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Figure 5. Password Change Awareness.
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Figure 6. Phishing Awareness.

C. Statistical Analysis

Descriptive statistics show that mean values across question-
naire items ranged from 1.02 to 3.63 in the pre-test and from
1.00 to 3.77 in the post-test, with moderate standard deviations
indicating heterogeneous baseline behaviors among students.
Quartile distributions suggest that the majority of responses
were already clustered in the moderately security-aware range
before the intervention.

Correlation analysis yielded a very strong positive Pearson
correlation between pre/post-test responses (r = 0.927), indi-
cating high internal consistency and stability in students self-
reported behavior patterns across both measurement points.
This suggests that the intervention did not fundamentally alter
underlying response structures but rather produced incremental
shifts within an otherwise stable behavioral framework.

A paired-samples t-test comparing pre- and post-test mean
values resulted in ¢ = 0.543, p = 0.616, indicating no
statistically significant difference at the conventional o = 0.05
level. The corresponding effect size (Cohen’s d) was small,
suggesting that the intervention produced only minor changes
at the aggregate level. Although statistical significance was
not achieved, consistent directional trends across multiple
indicators suggest a systematic, small intervention effect. Such
patterns may indicate early-stage behavioral change processes
that require reinforcement.
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After watching the cyber security videos, | plan to use two-factor

authentication (2FA) more frequently. measures than before.

J_
Number of participants
-

Number of participants

- fully agree

I am now more aware of the importance of cyber security

| rather agree | rath

I plan to take measures in the near future to improve my online
security.

Number of participants

| rather do not
agree

fully agree

| rather agree

Figure 7. Self-Reported Post-test Participant Awareness.

D. Interpretation and Discussion

The absence of statistically significant differences does
not imply that the intervention was ineffective. Instead, the
results indicate that the video-based learning module primarily
contributed to awareness raising and reflective adjustment,
rather than immediate, large-scale behavioral transformation,
cf. Figure [/| This interpretation is supported by the visual
trends in Figures [5] to [7} which consistently show directional
improvements despite limited effect sizes.

Generalizability and Theoretical Implications: Beyond
cybersecurity education, the observed distinction between
awareness gains and limited behavioral change reflects a
broader phenomenon in digital learning and behavioral sci-
ence. Informational interventions are often effective at in-
creasing cognitive awareness. They are insufficient to trigger
immediate behavioral change without reinforcement mecha-
nisms. This aligns with established behavior change theories,
such as Protection Motivation Theory, which emphasize the
role of self-efficacy, repeated exposure, and contextual rele-
vance. The concept of reflective adjustment, observed in this
study, therefore represents an intermediate outcome between
knowledge acquisition and sustained behavioral change. This
intermediate stage may be critical for designing scalable
educational interventions across domains, such as data privacy,
digital health literacy, or sustainability education.

Several factors may explain these findings. First, the inter-
vention was short and primarily informational, which prior
research has shown to be more effective at improving knowl-
edge and awareness than at producing immediate behavioral
change. Second, cybersecurity behaviors, such as password
management or cautious online decision-making, are habitual
and context-dependent, often requiring repeated practice and
reinforcement to change sustainably. Third, the strong corre-

lation between pre-/post-test responses suggests that deeply
ingrained habits are resistant to change through a single
exposure.

Importantly, the results align with existing literature on
video-based cybersecurity education, which consistently re-
ports modest short-term behavioral effects but meaningful
gains in awareness and risk perception. In this context, the ob-
served improvements in phishing recognition and self-reported
awareness represent valuable outcomes, particularly for first-
semester, non-technical students.

Overall, the findings suggest that video-based learning mod-
ules are well-suited as introductory and sensitizing tools within
a broader learning strategy. While they may not be sufficient
on their own to produce statistically significant behavioral
change, they provide a critical foundation upon which more
interactive, practice-oriented, and longitudinal interventions
can build.

VI. CONCLUSION AND FUTURE WORK

This study investigated the effects of a video-based learning
module on cybersecurity awareness and self-reported behavior
among first-semester students in non-technical degree pro-
grams.

With respect to RQI, the results confirm that students
entered the course with limited prior exposure to formal
cybersecurity education and only moderate baseline awareness.
Although many participants reported familiarity with selected
security concepts, the pre-test results revealed inconsistencies
in secure everyday behaviors, particularly in areas, such as
password re-use and online risk assessment. These findings
align with prior research indicating that higher education
students often overestimate their cybersecurity competence
despite existing behavioral vulnerabilities.

Courtesy of IARIA Board and IARIA Press. Original source: ThinkMind Digital Library https://www.thinkmind.org

Copyright (c) IARIA, 2026. ISBN: 978-1-68558-386-6



eLmL 2026 : The Eighteenth International Conference on Mobile, Hybrid, and On-line Learning

Regarding RQ2, the pre/post comparison shows that the
video-based intervention contributed to increased cybersecu-
rity awareness and improved recognition of common threats,
most notably phishing. While descriptive trends indicate small
but consistent improvements in several behavioral indica-
tors, the statistical analysis did not reveal significant overall
changes. This suggests that the intervention primarily sup-
ported awareness raising and reflective engagement rather than
immediate behavioral transformation.

Future work should therefore extend the observation period,
integrate hands-on and scenario-based learning components,
and account for individual baseline differences when evalu-
ating intervention effects. Longitudinal studies could further
examine whether repeated or scaffolded video-based interven-
tions lead to measurable behavioral change over time. Overall,
the results provide valuable guidance for designing effective
cybersecurity awareness programs in higher education and
highlight the importance of combining digital content with
active learning strategies.

Additionally, future research should explore domain-specific
adaptations of cybersecurity awareness interventions. Rather
than addressing cybersecurity as a broad and abstract con-
cept, targeted modules focusing on specific domains (e.g.,
healthcare, critical infrastructure, or finance) may increase
relevance and behavioral transfer. Learners operating within a
familiar domain context are more likely to connect educational
content with real-world consequences. Thereby strengthening
the transition from awareness to action. Such domain-specific
approaches may also enable the transfer of lessons learned
from prior incidents (“known bad outcomes”) into actionable
behavioral patterns within the learners’ own professional or
academic environments.
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