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Abstract—When a cyberattack happens to any company, they
often disconnect the attacked device or all of the devices in the
department where the attack device belongs from the internal
network. The primary objective of this study is to improve business
continuity. In this paper, we propose a system for file access
management under cyberattack. The system is designed to allow
the transfer of file access permissions from a cyberattack victim to
other employees. The system uses victim file information and staff
information, and determines who to transfer authority to based
on the file’s content and importance, as well as the individual’s
expertise and reliability.
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I. INTRODUCTION

When a cyber attack happens to any company, they often
disconnect the attacked device from the internal network to
respond to the incident. Sometimes, they have to disconnect
multiple devices, and all operations using those devices will
be suspended. However, in the case of the infrastructure, e.g.,
medical, transportation, electric power, communication, and
so on, suspension of the attacked device may cause serious
damage to our society. Therefore, the primary objective of this
study is to improve business continuity under cyber attacks.

In the military, if a superior officer is injured and unable to
continue their duties, their subordinates are promoted to take
over to continue their work. Applying this to a company under
cyberattack, the tasks previously handled by the compromised
employee would be continued by their subordinate, who
gets promoted. However, this method might not work if the
subordinate does not have sufficient skills to perform those
duties. Additionally, since these tasks are recorded in files, it
is important to manage the file access permissions.

In this paper, we propose a file access permission manage-
ment system under cyber attacks. The system aims to distribute
the work of the employee who was attacked to others. First, it
determines whether a subordinate can take over tasks based
on the file content, considering factors like confidentiality. If
it is decided that a subordinate can handle a file, that file
is then assigned to an individual based on its importance,

the employee’s individual expertise, and their reliability, thus
determining who will take over the superior’s duties.

The outline of this paper is as follows. We introduce previous
research related to file access permission management in
Section II. Section III describes the proposed system, and
Section IV explains the implementation plan, how to evaluate
a pilot. In Section V, we discuss what needs to be improved in
the pilot. Finally, we present our conclusion and future works
in Section VI

II. RELATED WORK

It is important to protect sensitive information in every com-
pany and organization. A lot of methods to determine individual
access privileges have been developed until today. Discretionary
Access Control (DAC) has been used for a long time. DAC
lets resource owners decide who can access their work. It is a
flexible way to control who can access resources like files and
databases because owners can give or take away permissions
from other users [1]. Mandatory Access Control (MAC) is
also used for accesses to highly confidential information in
critical environments like military ones. MAC needed to have
flexible access control mechanism with the development of
computing technology [2]. However, DAC and MAC are not
suitable for today’s complex organizations [3]. So, the method
called Role-based Access Control (RBAC) was proposed by
Ferraiolo and Kuhn in 1992 [4] to solve the problem. This
access control method centralizes management by role, and
cannot be delegated between users without authority. Thus, it
improved the file management efficiency compared to MAC
and DAC. After that, RBAC has been studied using various
approaches because researchers aimed to achieve one that
reflected changing organizational circumstances. Julisch and
Karjoth [5] presented an automated method for determining
access permissions for new users or users whose roles have
changed within an organization, focusing on the assignment
of appropriate access rights. The proposed method assesses
the access rights of similar users and decides new access
permissions for new people in department positions. Moreover,
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Privacy-aware Role-Based Access Control (P-RBAC) was
proposed by Qunet al. as an evolution of RBAC [6]. It aimed to
apply restrictions required by privacy laws and internal policies
in an organization to RBAC.

Focusing on the fact that previous studies assumed that
no cyber attacks had occurred, McGraw proposed a new
access-control approach called Risk-Adaptable Access Control
(RAJAC). RAJAC dynamically weighs mission importance
against security risk and chooses the best information-sharing
decision for each situation [7]. However, the system proposed
by him has low adaptability to general organizations because
it was developed for the military.

ITII. PROPOSED SYSTEM
A. Overview of the Proposed System

We propose a file access permission management system
to improve business continuity under cyber attacks. Figure 1
shows the concept of the proposed system in this paper.

When a victim device of a cyber attack is isolated from the

network, the user of the device cannot push his work forward.

It may not only be his problem but also cause a delay or
business suspension in his department. Therefore, the system
ensures business continuity in the department by dividing his
work to other persons in his department. The proposal system
determines a substitute person and changing access permissions
from the victim to him for all files to which only the victim
has access permission.

File Access Permissions

(]

Manager

Employee

Figure 1. Concept of the Proposed System.

B. Assumption

In order to determine the substitute worker of each file, the
system uses information about files and staff. The detailed
assumptions in this paper are listed below.

1) Victim File Information: The file information includes the
list of victim’s files with each file’s data, importance, expertise
it requires, and access permitted information. The victim’s file
is a file only the victim has write permission to. We describe
the details of file’s importance and expertise below.

« File Importance

File Importance is based on three values, Confidentiality,

Integrity, and Availability. It decides what positions have

access to files according to the importance.
« File Expertise

This expertise is the value that reflects the level of skill

required to operate files. This value is decided by the owner

who has the file access permissions.

2) Staff Information: The Staff Information consists of name,
staff ID, department, post, IP address, reliability, and user
expertise. IP address and staff ID are linked and managed on the
Asset Management DB. Moreover, Staff Information without
IP address is consolidated and stored in the Human Resources
Information DB. In particular, we describe the reliability and
expertise below.

o Reliability

Reliability is a score that quantifies each user’s level of

security awareness and risk. Shinoda et al. proposed a method

to calculate the reliability based on multiple indicators [8].

In this method, Carelessness, Awareness of Efforts to Secure,

and Security Skill Levels are used for the calculation of

reliability. The Carelessness is calculated based n the results
from the Security Surprise Test, URL Filtering Detection,
and Incident History. The Awareness is determined based
on the Progress Rate of Security Training Courses and the
response of the Security Surprise Test. The User Skill Level
is decided based on the Test Result Scores during Security

Training Courses and the result of the Security Surprise Test.

We assumed that Reliability of each user has been calculated

in advance using this method and is available as part of the

Staff Information.

o User Expertise

User Expertise refers to very high domain-specific compe-

tence relative to peers with the same tasks in a specific

domain [9]. In other words, User Expertise represents how
skilled a person is at their job compared to their colleagues.

For example, an employee in the Development department

needs programming skill, technical knowledge, and more.

User Expertise indicates these values per employee in this

example. It is assumed that User Expertise related to the

duties of the department to which each user currently belongs
is calculated and included in the staff information.

C. Architecture

Figure 2 shows the architecture of the proposed system.
The system consists of three modules, Information Collector,
Access Permission Allocator, and OverWriter. These modules
play a role in collecting information about users and files,
deciding new file access permissions, and overwriting the
new permissions. The Access Permission Allocator module
consists of five components: Contents Classifier, Importance
Classifier, Expertise Classifier, Reliability Classifier, and File
Permission Decider. Figure 3 shows these components in the
Access Permission Allocator.

1) Information Collector: First, the administrator who
manages this proposed system inputs the IP address of the
victim device in the Information Collector Module when an
attack is detected (Figure 2 - I). By using the IP address of the
victim’s device, Asset Management provides this module with
the staff ID of the device owner who was attacked (Figure
2 - 1I, II'). Subsequently, it obtains victim information about
Reliability, Department, and Post with staff ID from Human
Resources Information (Figure 2 - I, II'). Using the staff
ID, it searches the file server for files only the victim has
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Figure 2. Architecture of the Proposed System.
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Figure 3. Components in Access Permission Allocator.

permission to write to and gathers the files found together
with their importance and expertise information (Figure 2 - I
V, IV’). Based on the gathered files, it generates Victim File
Information.

In addition, the module collects Staff Information of all
members in the same department as the victim by victim’s
department (Figure 2 - V, V’). It sends all the ID of collected
Staff Information to Asset Management DB and receives the
IP addresses if their device (Figure 2 - VI, VI'). Finally, the
module sends Staff Information consisting of the victim and all
members of his department with their device’s IP address and
Victim File Information to the Access Permission Allocator
module (Figure 2 - VII).

2) Access Permission Allocator: The module consists of
five components and Figure 3 shows the structure of the
module. Each component performs classifying the victim’s
file permissions to decide new permissions according to the

information received from previous module. The details are as
follows.

o Contents Classifier
This component classifies the file access rights according to
the file contents and makes a table of new file permissions.
Files that only victim can access include highly classified
information. For instance, that needs approval of the position
above the victim, is recorded in the minutes of the executive
meeting, and more. Of course, there is also no classified
information. For this reason, we have to check these files,
whichever victim’s subordinates can access or not, based on
the contents of victim’s file in Staff Information (Figure 3 -
i). In order to analyze the contents, this component utilizes
Large Language Model (LLM) because it is so difficult to
analyze them that are not standardized format and written
in natural language. That is why this component uses LLM
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to analyze the contents and this module makes a table of
individuals who may be granted file access permission, and
sends it next to the components.

o Importance Classifier
This component modifies the importance of files that are
allowed to pass file permissions to subordinates by the
previous component. When the victim cannot use his device
and his subordinates have to operate his work, there are
gaps in access permissions based on file importance. So,
this component temporarily changes his file importance
and determines the extent to which permissions are to be
redistributed among his subordinates. In order to do it, the
component decreases the importance of the file by one level
and eliminates the gap. At last, the component updates the
table received from the previous module and sends it to the
next component (Figure 3 - ii).

o Expertise Classifier
Expertise Classifier Component decides someone who is not
enough to operate the victim’s file based on the expertise his
subordinates have. This process narrows down the candidates
to whom file permissions may be distributed based on the
user expertise, and file access permissions will be distributed
only to staff who meet the required technical capabilities. In
addition, the required technical level is determined for each
file, and this value is compared with the staff’s expertise to
determine whether to grant access to the file. The component
then changes the table to show this process and sends it to
the next component (Figure 3 - iii).

« Reliability Classifier.
This component decides his subordinates are not reliable
according to the reliability score because this component
aims to prevent them from distributing file permissions to
low trust staff by narrowing them. It compares victim’s
Reliability Score with his subordinate’s score and update the
table from previous component (Figure 3 - iv).

o File Permission Decider
The above components have been narrowed down the victim’s

subordinates to whom file access permissions are distributed.

This component decides who will have access to the files in
accordance with the amount of work for an individual. This
decision is reflected in a table, and the component updates
the table that links the IP addresses of the devices owned
by each subordinate. Finally, this component sends it to the
OverWriter module (Figure 3 - VII).

3) OverWriter: OverWriter module receives the table from
Access Permission Allocator module (Figure 2 - VII), and
sends it to the administrator who manages the system to get
approval. After he approves it, the module replaces the victim’s
file permissions with the new one (Figure 2 - IX, IX/, X).

IV. EVALUATION

The proposed system is still in the idea stage and has not
yet been implemented. Therefore, we conducted a simulation

to verify the system. This paper discusses its expected results.

A. Evaluation Method

Figure 4 shows the network of an assumed experimental
organization. There are five devices and people in each of the
two departments. We assume the section manager of department
A is attacked, and our proposed system will distribute file access
permissions from the section manager to others. In addition,
victim file information is on the File Server, and his files
are categorized into three levels of importance based on the
policy of Information-technology Promotion Agency, Japan
(IPA) [10]. The IPA has stipulated that the importance of a file
is determined by assessing it on a three-level scale for each
of the criteria of confidentiality, integrity, and availability, and
then determining the importance based on the maximum value
of each of these levels. He deals with six files, and these files
consist of two of each file with a level one, level two, and
level three importance. Moreover, the Asset Management DB
is on the Asset Management Server, and the Human Resources
Information DB is on the Human Resources Information Server,
as shown in Figure 4. Especially, Table I is a part of staff
information in the Human Resources Information DB and
represents the personnel deployment in the organization.

TABLE I. PART OF STAFF INFORMATION

Staff ID | Staff Name Post Department
Al Manager A
A2 Section Manager A
A3 Chief A
A4 Employee A
A5 Employee A

B. Expected Results

In this subsection, we explain about the expected results and
the interim one. Access Permission Allocator module receives
victim file information and staff information from Information
Collector module, and outputs the table of file permission
to OverWriter module. Table IV is the output from Access
Permission Allocator module, and Table II and Table III are
the interim table from any components in this module.

Table II is the interim table generated by Reliability Classifier
components. Components from Contents Classifier to Reliabil-
ity Classifier decide someone who cannot access the victim’s
files following file contents, file importance, user expertise, and
reliability, and this table reflects these decisions. The details
are shown below.

e File 1:

People without Manager whose staff ID is Al cannot access

the file based on file contents, file importance, user expertise,

and reliability.
o File 2, 3, 4 :

Only employees whose staff ID are A4 and A5 cannot access

these files.
« File 5, 6:
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Figure 4. Assumed Experimental Network.

TABLE II. ACCESS OR NOT TABLE BY RELIABILITY CLASSIFIER TABLE III. ACCESS OR NOT TABLE BY FILE PERMISSION DECIDER
Staff in Department Staff in Department
Files || A1 | A3 | A4 | AS Files || A1 | A3 | A4 | A5
Filel || - X X X Filel || / | x X X
File2 || - - X | x File2 || x Vol x| x
File3 || - - X X File3 || x Vol x| x
Filed || - - X X Filed4 || \/ | x X X
File5 || - - - - File5 || x | x Vol x
File6 || - - - - File6 || x X X 4
\/ :access, X :no access, \/ :access, X :no access,
- : undecided - : undecided

TABLE IV. OUTPUT OF FILE ACCESS PERMISSIONS

All staff have the potential to access these files. But they
have not had these file access permissions yet. Files | Post Name | Staff ID | IP Address
Table III is the interim table generated by File Permission Filel | Manager Al 192.0.2.11/24
Decider based on the workload in order to prevent imbalances
in workload. In this process, this module receives the Table II, File2 | Chief A3 192.0.2.12/24
decides the permissions, and updates Table IIT with Table II. File3 | Chief A3 192.0.2.13/24
Moreover, the components linked file access permissions with
staff information like Table IV, and output it to OverWriter File4 | Manager Al 192.0.2.14/24
Module. File5 | Employee A4 | 192021524
V. DIsCUSSION File6 | Employee A5 192.0.2.16/24

The previous studies mentioned in Section II are for access

. Note ; IP addresses listed in this table are illustrative examples.
control systems under normal conditions [1]-[5]. On the other P
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hand, our proposed system is beneficial in dealing with any
incidents. Moreover, it is useful that the system is introduced
to many organizations because the previous system proposed
by McGraw in 2010 aimed at military organizations [7]. The
proposed system is designed for an on-premises environment
in this paper. But it is possible to redesign the system for cloud
computing in mind, and all kinds of organizations can adopt
the system. The system has not yet been implemented in this
paper. But there are potential challenges and limitations. These
details are below.

A. Decrease in resources of the devices

It is less likely to expand cyber attacks from one compro-
mised device, like a springboard attack because the device
cannot use files by the proposed system in this paper. But there
are possibilities of the reduction of the no affected devices by
other attack vectors.

Moreover, when a staff member is attacked and everyone
above him is also attacked, the problem arises with Contents
Classifier component because it cannot distribute file access
permissions that record highly confidential information to his
subordinates. Therefore, we should prepare solutions for the
management of the number of devices and improve the system.

B. The staff’s past expertise

We proposed a system targeted at staff within a single
department. This system utilizes the user expertise that would
be required within a department. However, there are employees
moving from one different department to another one. When
such a movement occurs, the expertise that was required in
the previous department should be reflected in user expertise.

C. Timing of file access permission transfers

In this paper, the administrator who is responsible for the
proposed system approves the table sent from OverWriter
module. The access permissions are transferred when the
module overwrites the file server after approval.

This transfer is most likely to occur while a compromised
device is manipulating data. At that time, the device’s access
right is revoked, making differences between the data stored on
file server and edited on the device. Consequently, managing
this difference becomes essential because the edited data may
contain malware.

To address these issues, we propose storing the edited data
in a temporary location such as a quarantine folder. The
system should scan the data for malware and retain it for
a predetermined period to allow detection of unknown threats.
Only after confirming that no problems exist, should it be
written back to the original folder as a derived file. This system
ensures both consistency and authenticity.

D. Execution time

Since the system has not yet been implemented, the following
issues are anticipated regarding system execution time. There
is a possibility that an attacker could edit and save the contents
of files using an infected device while the proposed system

is running. Especially, this problem is likely to occur when
system execution times are long.

E. Limitations

o Limitations of administrator
In this paper, the system requires an administrator to review
and approve its contents before overwriting the file server
with the determined file permissions table. However, he is
primarily responsible for managing the proposed system and
is likely unfamiliar with the detailed operations within the
company. Therefore, the ideal method for this process would
be for the victim, who was originally responsible for the
tasks, to review and approve the content of the generated
table. On the other hand, the challenge is that the victim’s
computer has been compromised by the cyberattack, making
it impossible to facilitate this review.
o On-premise experimental environment

We assume an experimental organization that manages data
in an on-premises environment. An advantage using the
environment is that data management can be completed
within a company. On the other hand, in order to reduce the
efforts or costs of operations in an on-premises environment,
many organizations are using the data management system
in cloud. Compared with on-premises environments, cloud-
based data management systems can cause problems with
communication delay. Therefore, it is necessary to evaluate
the proposed system under a cloud environment.

VI. CONCLUSION AND FUTURE WORK

We proposed a system for file access management under
cyberattack that aims to improve the business continuity in this
paper. We expect that the system is effective from the perspec-
tive of flexibly changing access permissions under cyber attacks
and being adaptable to a variety of organizations. However, we
have not implemented the system and conducted verification of
the effects. Future work will involve developing the system and
conducting experiments to assess the effectiveness, limitations,
and robustness of the system under cyber attacks.
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